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BCTYII

MeTo10 0CBITHBOI KOMIIOHEHTH «IIpOEKTYBaHHS KOMIT IOTEpPHUX CUCTEM Ta
Mepex» € (popMyBaHHA y 3100yBadiB BHUIIOI OCBITU IPYHTOBHUX TEOPETHUHUX
3HAaHb, MPAKTUYHUX YyMiHb Ta HABHYOK, HEOOXITHWX MJII 3aCTOCYBaHHS B
npodeciifHii AiIbHOCTI Y cdepl MPOSKTYBaHHS KOMIT IOTEPHUX CUCTEM Ta MEPEIK.

OCHOBHMMH 3aBJAHHSIMU BUBYCHHS JUCIUILIIHUA € (OPMYBaHHS HACTYITHUX
KOMIIeTeHLii MaricTpa 3 KOMII’FOTePHOI iHXKeHepii:

—CKI1. 3patHicTh 10  BHU3HAYEHHS  TEXHIYHUX  XapaKTEPHUCTHK,
KOHCTPYKTUBHUX OCOOJIMBOCTEH, 3aCTOCYBaHHS 1 €KCIUIyaTamii MNpOrpaMHHUX,
IPOrpaMHO-TEXHIYHUX 3ac001B, KOMIT'IOTEPHUX CHUCTEM Ta MEpPEXK Pi3HOTO
MPU3HAYCHHS.

— CK3. 3paTtHICTP NOpPOEKTYBATH KOMII'FOTEPHI CHUCTEMH Ta MEpexi 3
ypaxyBaHHSM IlJIeH, 0OMEKeHb, TEXHIYHUX, EKOHOMIYHHUX Ta IPABOBUX ACTICKTIB.

— CK4. 3patHicTe OynmyBaTh Ta MOCHIKYBAaTH MOJIETl KOMIT FOTEPHUX
CHCTEM Ta MEPEXK.

— CKS5. 3parnicTs OyayBaTH apXITEKTypy Ta CTBOPIOBATH CHCTEMHE 1
MPUKIIaTHE POTrpamMHe 3a0e3meueHHsT KOMIT FOTEPHUX CUCTEM Ta MEPEK.

— CK6. 3nmatHicTh BUKOPHUCTOBYBAaTH Ta BIPOBAIKYBAaTH HOBI TEXHOJOTII,
BKJIFOUAIOYHM TEXHOJIOT1i pO3YMHHX, MOOIJIBHHUX, 3€JICHUX 1 OC3MEYHNX OOYHCIICHb,
OpaTu y4acTh B MOJIEpHI3allll Ta pEKOHCTPYKI1i KOMIT IOTEPHUX CUCTEM Ta MEPEK,
pPI3HOMaHITHMX BOYJOBaHUX 1 PO3MOJUIICHUX JOJATKIB, 30KpeMa 3 METOIO
MIJBUIICHHS iX €()DEKTUBHOCTI.

— CK10. 3parHicTh 11eHTU(DIKYBaTH, KJIacu(IKyBaTH Ta OMUCYBaTU poOOTY
MPOTPaMHO-TEXHIYHUX 3ac00iB, KOMIT'IOTEPHUX CHCTEM, MEPEeX Ta IXHIX
KOMIIOHEHTIB.

Y pesynbTari BUBUEHHS HWCHHMIUIIHA CTYACHT TIOBHHEH 3a0€3MeUnuTH
HACTYMHI NPOrpaMHi pe3yibTaTH HABYAHHS:

— PH2. 3naxonutu HEOOX1H1 JaH1, aHaJI13yBaTH Ta OI[IHIOBATH iX.

—PH4. 3acrocoByBaTH cremiainizoBaHl KOHIENTyalbHI 3HAHHS, IO

BKJIIOYAIOTh CY4YacHI HAyKOBI 300yTKH Yy cdepl KOMIIIOTEPHOI 1HXKEHepIi,
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HEeoOX11H1 1715 podeciiHOT AISUTBHOCTI, OPUTIHAIBHOTO MHUCIIEHHS Ta MPOBEICHHS
JOCTIIKEeHb, KpUTHYHOTO OCMUCIICHHS Mpo0sieM 1H(HOpMaIifHUX TEXHOJOTIH Ta Ha
MeXI1 rajry3ei 3HaHb.

—PHS. Po3pobnatu 1 peani3oByBaTud NpOeKTH y cdepl KOMIT IOTEPHOI
IHKeHepli Ta JOTHYHI JO Hel MUKAUCHUILIIHAPHI TPOCKTH 3 YypaxyBaHHSIM
1H)KEHEPHHUX, COIllaJIbHUX, EKOHOMIYHMX, ITPABOBHUX Ta 1HIIMX ACTICKTIB.

—PH9. Po3pobnsatu mnporpamue 3abe3nedeHHs i BOyJOBaHUX 1
PO3MOIITIEHUX 3aCTOCYBaHb, MOOUTHHUX 1 TIOPUIHUX CUCTEM.

—PHI10. 3piiicHioBatd mnomryk iHpopMalii B pI3HUX JDKepenax s
pO3B’si3aHHS 3aJlay KOMIT IOTEPHOI 1HXKEHepli, aHali3yBaTH Ta OLIHIOBAaTH IO
1H(popMmarrito.

—PHI1. [Ilpuiimatn eQekTHBHI pIlIEHHS 3 NUTaHb PO3POOJICHHS,
BIIPOBA/DKCHHSI Ta EKCIUTyaTailii KOMIT'IOTEPHUX CHCTEM 1 MEpexk, aHalli3yBaTH
aJIbTEPHATHBH, OI[IHIOBATH PU3UKU Ta IMOBIPHI HACTIAKHU PIIICHb.

Y pe3yabTaTi BUBYEHHSI HABYAJIbHOI AMCHHUILUIIHU CTYACHT OBHHEH:

— 3HATH: OCHOBH OpraHizailii Mepexx; TeXHOJOT1i (PI3UYHOTO PIBHS; MEpEeKHA
aapecarris; Tunu aapec creky TCP/IP; agpecartis B KopnopaTuBHINA MEPExki. MIOCK]
i iepapxiuHl Mepexi; ctaTuuHi Ta AuHamivHi [P-agpecu; mepexni angpecu NAT Tta
PAT; ¢inprpamis Tpadiky 3 BHUKOPUCTAHHSIM CHHCKIB KOHTPOJIIO JIOCTYILY;
pO3MILIEHHSI CTaHAapTHUX 1 po3mupeHux ACL-cnuckiB; KOMyTalis MEpexi;
VLAN 1 npotokon VTP; TexHONOr1T po3yMHUX, MOOUTHHHX, 3€JC€HUX 1 O€3MEYHIX
OOYHMCIIEHb 3 3aCTOCYBAaHHSM KOMII IOTEPHUX CHCTEM Ta MEpexX; Oe3IpOTOBI
TEXHOJIOT1i ¥ MPHUCTpOi; 3abe3neueHHs Oe3neku Oe3APOTOBUX MEPEK; YCYHEHHS
po0seM 3 Mepekamu; TUTAHYBAaHHSI BiTHOBJICHHSI MEPEXKI.

— BMIiTH NIPOTPaMHO pealli3oByBaTH HACTYIHI MpoeKTH: CTBOPEHHS MPOEKTY
KoMIT'IoTepHoi  Mepexi; I[lpoektyBanHst cxemu [P-ampecamii; [IpoexTyBanHs
oeskmacoBoi [P-agpecamii; MapmpyTtuzaimiss ¥ aHaii3 MOPOMYCKHOI 31aTHOCTI
Mepexi; [1nanyBanHsi cnuckiB goctyny i1 GUIBTPiB MOPTIB; 30UpPaHHS MEPEKEBUX

JTaHUX.



KoHTpoJb 3HaHD

Kputepii ominku iciuTy:

OLIHKY «BigMiHHO» (90-100 0asiB, A) — 3aCIIyrOBY€ CTYJICHT, SIKUHU:

— BCEOIYHO, CHUCTEMATHYHO 1 IIMOOKO BOJIOAIE HABYAIBHO-TIPOTPAMOBUM
MarepiajioM;

— BMIE CaMOCTIMHO BHKOHYBAaTH 3aBJIlaHHs, IiepeAdadeHi Iporpamoro,
BUKOPHCTOBY€E HA0YTI 3HAHHSA 1 BMIHHA Y HECTAaHAAPTHUX CUTYaIlisIX;

—3aCBOIB OCHOBHY 1 O3HallOMJICHMH 3 JOJATKOBOIO JIITEPATypolO, sKa
PEKOMEHI0BaHa MPOTpamolo;

— 3aCBOIB B3a€MO3B'SI30K OCHOBHHX TOHSTH JUCIUIUIIHU Ta YCBIJOMITIOE iX
3HauYeHHA 18 npodecii, AKy BiH HaOyBae;

— BUIBHO BHCJIOBJIFOE BJIACHI JIyMKH, CaMOCTIHHO OIIHIOE Pi3HOMaHITHI
YKUTTEBI SIBUINA 1 (HAKTH, BUSBIISIOUA OCOOUCTICHY TIO3UIIIIO;

— CaMOCTIMHO BH3HA4a€ OKpeMi ITiJI1 BJACHOI HAaBYAJIBHOI JIISUIBHOCTI1, BUSBUB
TBOpYl 3/1I0HOCTI 1 BHKOPUCTOBYE IX MPH BHBYECHHI HABUAJIHHO-TIPOIPAMOBOIO
MaTepianry, IpOsSBUB HAXWUJI 0 HAYKOBOT pOOOTH.

OLIHKY « K00pe» (82-89 6auiB, B) — 3acilyroBye CTyJEHT, SIKUN:

— MOBHICTIO OINAHyBaB 1 BUIBHO (CaMOCTIHO) BOJIOAIE HaBYAJIbHO-
MPOTPaMOBUM  MaTepiajioM, B TOMY YHUCJ1 3aCTOCOBY€E MOT0 Ha MPAKTHUIll, Ma€
CUCTEMHI 3HaHHS JOCTaTHHLOMY OOCS31 BIJMOBIAHO /10 HaBYAJIHHO-TIPOTPAMOBOIO
Martepiany, apryMEHTOBaHO BUKOPUCTOBYE iX y PI3HUX CUTYyaILlIsiX;

— Ma€ 37aTHICTh 10 CAMOCTIHHOTO MOIIYKY 1HGOpMaIllii, a TAKOX 10 aHaJ3y,
MOCTAHOBKH 1 PO3B'SI3yBaHHS Mpo0sieM nMpodeCiifHOTrO CIIPSIMyBaHHS;

— TI1J1 9ac BIJTMOBI1 JOIMYCTHUB JESKI HETOYHOCTI, SIKI CAMOCTIMHO BUIIPABIISE,
no0upae MepeKOHIIMBI apTYMEHTH Ha T1TBEPIKEHHSI BUBYEHOTO MaTepiay;

ouiHKy «100pe» (74-81 6aa, C) 3acnyroBye CTyACHT, KUl

— B 3araJlLHoMy poOOTy BHMKOHAaB, aji¢ BIJIOBIJa€ Ha €K3aMEHI 3 MEBHOIO
KUIBKICTIO TIOMHJIOK;

— BMI€ TIOPIBHIOBATH, y3arajibHIOBAaTH, CUCTEMAaTU3yBaTu iH(OpMaIlio Mif
KEpIBHUIITBOM BHKJIaJaya, B ILIJIOMY CaMOCTIHO 3aCTOCOBYBATH Ha MPAKTHII,

KOHTPOJIIOBATH BJIACHY JISJIbHICTD;



— OMAHYBAaB  HABYAJIbHO-TIPOTPAMOBUM  Martepiaj, YCIHIIIHO BHUKOHaB
3aBlaHHS, TNependadeHi Mporpamoro, 3acBOIB  OCHOBHY JITeparypy, fKa
PEKOMEHI0BaHa MPOrpamoro;

OLIHKY «3a10BLIbHO» (64-73 6anu, D) — 3acyroBye CTyACHT, AKUM:

— 3Ha€ OCHOBHUM HaBYAJIBHO-TIPOTPAMOBUI MaTepiall B 00Cs131, HEOOX1THOMY
JUISL TIOAQJIBIIIOT0 HaBYaHHS 1 BUKOPUCTAHHS HOro y MaOyTHIH npodecii;

— BUKOHY€ 3aBJaHHS, aje MpU PIIIeHHI JOMyCKae 3HAuHy KIJIbKICTh
MOMMJIOK;

— O3HaMOMJICHHH 3 OCHOBHOIO JITEpaTypolo, sSKa pPEeKOMEHIOBaHa
IPOrpaMoIo;

— JIOTyCKA€ Ha 3aHSTTAX Y €K3aMEeHl1 MOMIJIKH MPU BUKOHAHHI 3aB/laHb, ajie
M1]] KEPIBHUIITBOM BHKJIa/1aua 3HAXOAUTh MUISIXH 1X YCYHEHHS.

OUIHKY «3a10BUIbHO» (60-63 0am, E) — 3ac1yroBye CTyIeHT, SIKHil:

— BOJIOZIIE OCHOBHUM HAaBYaJIbHO-NIPOTPAMOBUM MaTepiaioM B 00css3i,
HEOOXITHOMY JJIs TMOJANBIIOr0 HABYAHHS 1 BUKOPUCTaHHS HOro y MaiOyTHIN
npodecii, a BUKOHAHHS 3aBJIaHb 33J0BOJIbHSIE MIHIMAJIbHI KpUTEPii. 3HAHHS MalOTh
PEenpOyKTUBHHM XapakTep.

OUIHKa «He3aA0BiIbHO» (35-59 OauaiB, FX) — BUCTaBIAE€TBCA CTYNEHTY,
KA

— BUSBUB CYTTEBI TPOTAIMHA B 3HAHHAX OCHOBHOTO IPOTPAMOBOTO
Martepiany, JONYyCTHB MPUHLMIIOBI TOMHWJIKMA Yy BHUKOHAHHI IepeadadyeHux
IPOrpaMoro 3aBJaHb.

OLIHKY «He3a10BLIbHOY» (35 0auiB, F) — BUCTaBISETHCS CTYJCHTY, SKUM:

— BOJIOZIIE HABUAJILHUM MaTepiaioM TUIBKM Ha PIBHI €JIEMEHTapHOTrO
pO3Mi3HaBaHHS 1 BIITBOPEHHS OKpeMUX (PakTiB ab0 HE BOJIOJIIE€ 30BCIM;

— jonyckae TpyOi TOMWIKM TpW BUKOHAHHI 3aBJaHb, MependadyeHux
IPOrpaMoIo;

—HE MOXE TMPOJOBXKYBAaTH HAaBYaHHS 1 HE TOTOBHM 10 mpodeciitHol
JUSTBHOCTI MICHsl 3aKIHYEHHS YHIBEPCUTETY 0€3 MOBTOPHOIO BHMBYEHHS JIaHO1

JIUCLUILIIHHA.



IIpu BHcTaBJ/IeHHI OIIHKUM BPAaXOBYIOThLCH Pe3yJbTATH HABYAJIBLHOI
POGOTH CTYJ€HTA MPOTATOM CEMeCTPY

Kputepii ominku 3aiiky:

— «3apax0OBaHO» — CTyJICHT Ma€ CTiKi 3HAHHS TIPO OCHOBHI TIOHATTS
JTUCIMIUTIHA, MOXE COPMYITIOBATH B3a€MO3B'SI3KH MiXK TIOHATTSIMHU.

— «HE3apaxOoBaHO» — CTYJIEHT Ma€ 3Ha4yHi MPOIYCKH B 3HAHHIX, HE MOXE
copMyITIOBaTH B3a€EMO3B'S3KY MK MOHSTTSIMH, 1[0 BUBYAIOTHCS B KypcCi, HE Mae

YSIBJICHHS TIPO O1IBIIICTh OCHOBHHUX MOHATH JUCIHUILTIHH, 110 BUBYAETHCSI.

Ikauaa oninoBaHHA: HanioHaJabHa Ta EKTC

CymMma O111HKa 32 HAIlOHAJIHHOIO IIKAJIOK
OaJiB 3a Orinka
BC1 BUIU
JUIS €K3aMEHY, KypCOBOTO )
« | E€KTC
HaBHaJIbHOL poekTy (pobOTH), IPAKTUKH AL ST
ISUTBHOCTI
90-100 A BIIMIHHO
82-89 B
n00pe
74-81 C
64-73 D 3apaxoBaHO
3a/10B1JIHO
60-63 E

, . HE 3apax0oBaHO 3

HE3a/I0BUTHHO 3 MOXKITUBICTIO .

35-59 FX MO>KJTMBICTIO TTOBTOPHOTO
MOBTOPHOTO CKJIaJIaHHSI

CKJIaJJaHHS
HE3aJJ0BUIBHO 3 HE 3apaxoBaHo 3
1-34 F 000B’I3KOBUM MMOBTOPHUM | OOOB’SI3KOBHM MOBTOPHUM

BHUBUYEHHSAM JTUCIAILIIHA BHUBUYEHHSAM JTUCIIUILTIHU




Kontpoabna po6ora Nel
CTBOpEeHHSA MPOEKTY KOMII'IOTEPHOI Mepe:Ki
Merta: oTpuMaTH HAaBUYKM NPOCKTYBaHHsS IUJIaHY HPUMILIEHb 1 IUIaHY

KOMIT FOTEpPHOT Mepexki 3 BUKOPHCTAHHSAM IHCTPYMEHTAIbHOTO 3aco0y Microsoft

Office Visio.

TeoperuyHa yacTuHa

Ilacuene mepesicese obnaonanus. [lpu mpoekTyBaHHI KOMITIOTEPHUX MEPEX
B O0(QICHUX NPUMINIEHHIX BUKOPHUCTOBYIOTH KaO€JbHI JIOTKM Ta IJIACTUKOBI
KopoOu. KabenbHuti 10mok — 1€ BIIKpUTa KOHCTPYKIIis, IPU3HAYEHA JISI MOHTAXKY
JIpoTiB 1 KabeniB. Kopob rabenvHuti — KOHCTPYKIlIS 13 TJIACTMACHU JJISI MOHTaXy
KaOeNpHUX MEPEX ycepeauHi npumimieHHs. [1macTukoBi KOpoOU MOAUISAIOTHCS Ha
K1JIbKa OCHOBHHMX BUIIB:

— KabenvHUll Kauman (kabenvb-Kanan)— Mae MPOCTY KOHCTPYKIIIIO, BiH
JOCUTH JCIIEBUMN, AEsIKlI MOJENl T03BOJISIIOTh BCTAHOBIIIOBATH PO3ETKH BCEPEAUHY
Ka0OeJlb-KaHaly;

— napanemui KopooOu — BCTAaHOBIIOIOTbCS HA PIBHI PoOOYOro MicCIs,
BHYTPIILIHIA MPOCTIp TaKoro kopoOa po3dijeHUN Ha CeKIlli, BIH Mae MOJABIHHY
CTIHKY, 1 MPAaKTHYHO BCl BUIM MApareTHOro KopoOa MIATPUMYIOTb MOHTaX
PO3ETOK;

— KOpob Ha nionocy — KopoO IJis MOHTa)Xy Ha MiAJIOTY, Ma€ MOCHUIICHY
KOHCTPYKIIIFO Ta CTIAKY JIO CTUPAHHS MTOBEPXHIO.

Bumoeu 0o cepsepnoi kimuamu. Cepeepna KimHama — NPUMILICHHS IS
BEJIMKOI0 TEJIEKOMYHIKAI[IHHOro ab0 cepBepHOTo 00s1agHaHHsA. Po3mipu cepBepHOi
MOBUHHI BIIMOBIIATH BUMOTaM JI0 PO3TAIIOBYBAHOTO B Hill oOiagHaHHS. SIKIIO
Takli JaHl Ha MOMEHT BHOOpY NpPHUMIIICHHS BIJACYTHI, PO3PaXyHKH BEIyThCS
BUXOJMYM 13 TUIOIII pPOOOYMX MicCllb, IO OOCIYrOBYIOTBCA: Ha KOXHI ii
10 m®npuiimarotees 0,07 M? g1 cepBepHoi. MiHiManeHa IUIOIA ANAPaTHOI

npuiimaetbes 14 M2,



CepBepHa KiMHAaTa MOBHHHA PO3TALIOBYBATUCS B MPHUMIILEHHI, SIKE HE Mae
30BHIIIHIX CTiH OymuHKy. s 3abe3nedeHHss KatacTpo(OCTIMKOCTI MpUMILIEHB
KPUTUYHOTO €JIEKTPOHHOTO, E€JIEKTPUYHOrO0 ab0 MEXaHIYHOro OOJIaJHaHHA Ta
KOMIT' IOTEpIB JJaHl MPHUMIIMIEHHS HE JIOMYCKA€ThCA PO3MIMIATA Y MiABaIbHUX
nmoBepxax ad0 HIKYE OYIKYBaHOTO PIBHS MOBIIKOBUX BOJI, 1 HA BEPXHIX MOBEpPXax
OYJIMHKY, OCKIJIbKM BOHU CHJIBHIIIIE IHIIUX CTPAXAAIOTh Y BUMAAKY TTOXKEXKI.

KoHcTpyKlis CTiH NpUMILICHHS MOBUHHA OyTH T€PMETUYHOIO, TPU I[OMY
CTIHU Ta JBepl NOBHHHI MaTH BOTHECTIMKICTh HE MeHII 45 XBUJIWH, a
MIKITOBEPXOBI MEPEKPUTTS, OKPIM I[bOT0, MOBUHHI MaTH rijpoizoisnito. [upuna
nBepell 'y cepBepHy moBMHHa Oyt He MeHm 910 mm, Bucota— 2000 mm.
KoHcTpykiiiss nBepelt Mae TMeBHI OOMEXKEHHS: IMOJOTHO MOBUHHE BiJIKPUBATHCS
HazoBHI Ha 180 rpamyciB, a ngBepHa KopoOKa He MOBMHHA MaTu mopir. Ilpu
BUKOPUCTAHHI B CEPBEPHIN BEIMKOTa0ApUTHOrO OOJIAJHAHHS Tepen0avyaeThCs
BCTAHOBJICHHSI JBOCTYJKOBHX JBepei. Jlns 3a0e3nedyeHHs TepMETUYHOCTI B
KOHCTPYKIIi JBepeil TNOBMHHA OYyTHM VIIUIbHIOBaJbHA NPOKIAJIKa, a JJIs
MIJBUIIEHHST PIBHS 3aXUCTy BiJI 3JI0MYy HEOOXIJTHO TMepeadayuTd MNpPOTH3 €MHE
MIPUCTOCYBaHHSI.

VY cepBepHiii He MOBHHHO OyTH BiKOH. OOOB'SI3KOBOIO YMOBOIO B IIbOMY
NPUMIIICHH] € HasBHICTh (DAJBIITIIJIOTH, IO BUTPUMYE HaBaHTa)XCHHS BiJl
oOamHaHHS, IO BCTAHOBIIOETHCA, 1 MPAIIOIOYUX 3 HUM Jtofiei. PexomenmoBana
BIICTAHb MDK IUIMTOIO Ha Tijuio3i Ta danpmmigiorow — 400 MM, mpu 1bOMY
MPOCBIT MK (PasIbIIIIIIOTO0 1 (hambUICTeNe0 NOBUHEH OyTH He MeHI 2440 MM.
QanpLIIIIOTy PEKOMEHIYETHCS POOUTH 3 JIETKO 3HIMHHUX MOAydiB. Matepiai, 13
SKOTO BOHA BHUTOTOBJICHA, TOBHUHEH OYTH MIITHUM, 3HOCOCTIMKHM, MaTH IOTaHy
3aMMUCTICT 1 MaTH €JIEKTPUYHUM omip BigHOCHO 3emii Big 1 mo 20 Owm.
BukopucTaHHsS KUJIMMOBUX MOKPUTTIB Y TAKUX MPUMIIIEHHAX CyBOPO 3a00pOHEHE.
[lepexputts mig  (ampIImiUIOrol0 TOBUHHE OYTH TepMETH30BaHUM  abo
nopapOOBaHUM.

Hymepayia (mapxyeanns) pozemox. YCi pO3eTKH B KOMITIOTEPHIA Mepexi

NOBUMHHI OyTH mnpoHyMepoBaHi. IIlpuyomy, HOMep pO3€TKM TOBUHEH OyTH
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3a3HauCHUM (MPUKICEHUN, MIANUCaHMi) Oe3mocepeIHbO OpYY 13 po3eTKoro. Jis
KOKHOTO KOPHCTyBaua KOMITIOTEpHOI Mepeki MOBHHHI OyTH 3ape3epBOBaHI 2
pPO3ETKU: KOMI'IOTEpHA JUIs MIJKIIOYEHHS KOMIT'IOTepa KOpHCTyBada J0
KOMI'IOTEPHOI Mepexi Ta TenedoHHa Ans migKIo4YeHHs Ttenedony. [lpaBuna
HyMepalii pO3eTOK HE pEerjaMeHTYIOTbCs, aje CiiJ MIJKPECIUTH, 110 KOXKHA
po3eTKa MOBMHHA MaTH CBIM YHIKAJbHUN HOMEp, a TAaKOX IMOIIYK (I3UYHOTO
pO3TalllyBaHHs PO3ETKH MOBHUHEH OyTH HEe cKiagHuM. [IpomoHyeThcsl HAcTyIHA
ckJiajieHa HyMmepaiis po3etok — 01-01-KO01:

— nepiuai apyra qudpu — HOMeEp MOBEPXY;

— TpeTs Ta yeTBepTa HUppu — HOMEP KIMHATH;

— 1’ siTuit cuMBodt — tun po3eTku (K — komn’otepHa, T — renedonna);

— IocTa 1 cboMa HUGpH — NOPSIAKOBUN HOMEP PO3ETKHU.

Tunu xabenvnux ceemenmis.llpu TpPOEKTyBaHHI KOMI'IOTEPHOI Mepexi
HEOOXIJTHO BpPaxOBYBaTH XapaKTEPUCTUKU KaOENbHUX CEerMeHTiB. KabenvHuii
ceemenm — BIAPI30K KalOemo abo JaHUIOr BIAPI3KIB  KaOemiB, €JIEKTPUYHO
(onTHYHO) 3'€HAHMX OAMH 3 OJHHUM, IO 3a0e3MeuyroTh 3'€IHAHHS JOBOX alo

OinbIIe By3miB Mepexi. OcoOJUBO BaXJIMBO BPaXOBYBaTH JOBXKHHY KaOEJIBHOTO

cermeHTa. B Tabnuii 1 HamaHi OCHOBHI XapaKTePUCTUKH KaOCIbHUX CErMEHTIB.

Ta0mums 1
XapakTepucTUKu KabeJIbHUX CETMEHTIB
IIBuakicTh MakcumMaJjabHa
Ne Cranaapt nepeaayi Tun xabeso, mo JOBKHHA
HAHIX BHUKOPHCTOBYEThCH cermMenTy
1 | Ethernet 10Base-2 10 Moit/c TOHKMI KoaKciaJbHUH 185 m.
2 | Ethernet 10Base-5 10 Moir/c TOBCTHI KOAKCiaJbHUI 500 M.
3 | Ethernet 10Base-F 10 Moit/c BOJIOKOHHO-ONTHYHUMN 2 KM
4 | Ethernet 10Base-T 10 Mbit/c BHTA Mapa 100 m.
5 | Ethernet 100Base-FX 100 Moit/c BOJIOKOHHO-OIITHYHUI 2000 m.
6 | Ethernet 100Base-T 100 M6it/c BHTA Mapa 100 m.
7 | Ethernet 100Base-T2 100 Moit/c UTP 3 100 m.
8 | Ethernet 100Base-T4 100 Moit/c UTP5, STP 100 m.
9 | Ethernet 1000Base-CX 1000 Moit/c STP 25 m.
10 | Ethernet 1000Base-LX 1000 MoiTt/c BOJIOKOHHO-oNTHYHMH | omHoMoz. 5000 m.
Ooararomom. 550 M.
11 | Ethernet 1000Base-T 1000 Moit/c UTP5 100 m.
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3aBaanns 10 JaGopaTtopHoi podorm: HeoOXximHO cHpoekTyBaTH IUIaH

NpuMIIIeHHS oicy Ta TUIaH KOMI'FOTEpHOI Mepexi. BUXITHUMH TaHUMHU IS

BOTO €: KUIBKICTh KIMHAT B odici, poOoui Miclii KOPUCTYBaudiB KOMIM'FOTEPHOI

Mepex1 Ta po3MoAia poOounx Micib B odici (Tadi. 2).

Ha ocHOBI

BXITHUX JIaHUX HEOOXIJHO CHpOeKTyBaTH TIuIaH odicy,

BpPaxoBYyIOYH, 110 OJHA 3 KIMHAT MOBHHHA OyTH CEPBEPHOI0 KIMHATOIO 3 OJITHUM

pobounM MiclieM IS aJMiHICTpaTopa MeEpexi (cepBepHa KiMHATa BXOJUTH Y

nepesiik KIMHAT 3 BXIJHUX JaHMX). Takox HEOOX1AHO BpaxyBaTH BCl BUMOTH II0JI0

pO3TallyBaHHS CEpPBEPHOI KIMHATH (JBEpP1, BIKHA TOLIO).

Taomung 2 Bxigai gaxi

BapianT Nel BapianT Ne2 BapianT Ne3 BapianT Ne4
No K-1p Ne K-1p No K-1p No K-t
KiMHaTH | poOoumx | KiMHATH | poOOYHMX | KIMHATH | poOOYMX | KIMHATH | poOOYnx
MICIIb MICILIb MICIb MICIb
1 7 1 1 1 4 1 4
2 6 2 6 2 8 2 8
3 9 3 7 3 10 3 8
4 5 4 10 4 3 4 3
5 5 5 5 5 5 5 5
6 2 6 7 6 4 6 8
7 1 7 1 7 1
Bapiant NeS Bapiant Ne6 Bapiant Ne7 BapianTt Ne8
Ne K-t Ne K-t Ne K-1p Ne K-t
KIMHaTH | poOo4Mx | KIMHaTtu | poOouMx | KIMHaTH | poOouyux | KIMHaTH | poOoYMx
MicCIb MicCIb MicIb MicIb
1 S) 1 S) 1 25 1 30
2 8 2 7 2 5 2 3
3 10 3 12 3 1 3 2
4 S) 4 1 4 7 4 1
5 5 5 9 5 15 5 1
6 3 6 5 6 3 6 4
7 1 7 1
Bapiant Ne9 BapianTt Nel0 BapianT Nell BapianT Nel2
Ne K-t Ne K-t Ne K-1p Ne K-t
KIMHaTH | poOoyMx | KIMHaTd | poOouux | KIMHaTH | poOouux | KIMHATH | poOodMx
MicCIb MicCIb MicCIb MicCIb
1 1 1 3 1 1 1 10
2 7 2 1 2 3 2 5)
3 10 3 5 3 10 3 1
4 12 4 7 4 7 4 8
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5 3 5 9 5 14 5 9
6 4 6 5 6 5 6 4
7 6 7 8 7 6 l 4
8 2 8 1

[Ipu mnpoexTyBaHHi odicy HEOOXIAHO BH3HAUYUTH pOOOUl Micus HAJs
NepcoHally, OCHalleHl O(ICHUMU MEOIsIMU W MEPCOHAIBHUMU KOMII'IOTEPAMHU.
Takox HEOOXiTHO BHU3HAYUTH MOXIIUBE MICIIE PO3TAllyBaHHS S MOHTaXY
KabeJIl0 KOMIT'IOTEpHOT MEpexKi — MICH JJII KOPOOIB, JIOTKIB 1 T.1.; BH3HAYUTHU
MICLE pO3TalllyBaHHS JJII MEpPEXKEeBOro OOJagHAaHHS; BHU3HAUUTU MICLE
pO3TallyBaHHS TeJe(POHHUX 1 KOMI'IOTEPHUX PO3ETOK Ha poOOYMX MICLSIX

KOPHUCTYBayiB 1 MPOHYMEPYBaTH iX.
Il;1an BUKOHAHHS PO0OTH

1. BusHauntu popMy nepuMeTpy 30BHILIHIX HECYYUX CTIH OYAMHKY.

2. CrpoekTyBaTu IUIaH MOBEpPXY OQiCHOr0 OyAMHKY, TOOTO BU3HAUUTH
po3TallyBaHHs KIMHAT Ha mnoBepcl ogicHoro OynuHky. HeoOxigHO Takox
nianucaTd HoMepa KiMHat. Ha moBepci moBUHHI OyTH MPUCYTHIMUA KOPUAOPH IS
nepemilieHb, cepBepHa KiMHaTa, MICIIS 111 KOMYHIKAI[iH.

3. [Tokazatu po3mipu kimMHaT. Lle HEOOX1AHO [Jii BU3HAYEHHS MOPSIKY
JIOBKMH KaOEJIbHUX CErMEHTIB BiJl CEPBEPHOI /10 OPICHUX KIMHAT.

4, [pyHTYIOUMCh Ha BUXIZHMX [JAHUX BHU3HAYUTH pPOOOYI  Micls
KOPUCTYBauiB KOMIT'FOTEpHOI Mepexi. s 1boro HEoOXi1IHO BHUKOPHUCTOBYBATH
BiamoBigH1 enemenTn Microsoft Office Visio: cTonu, CTiIbIN, KOMI'FOTEPH 1 T.1I.

S. BusHauutu Mmicue posTailryBaHHS KOpOOiB, JIOTKIB, TeJI€POHHHUX 1
KOMITFOTEPHUX MeEpexkeBuX po3eTok. Kopoba, JTOTKM W PO3ETKHM HEOOXITHO
IPOHYMEPYBAaTH.

6. 3anoBHUTH KaOEIbHUN KypHaj, y SKOMY HEOOXIJHO BKa3aTu

BIIMOBIAHICTE MEPEKEBOro OOJagHAHHS, IIOPTH MEPEKEBOro OO HAHHSA,
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MepeKeBOT KOMIT'FOTEPHOI pO3ETKU, HOMEpa KIMHATH il iM's komm'totepa. [Ipuxman

Ka0eIbHOTO KypHAITy MPEACTaBICHO B Ta0I. 3.

Ta6mug 3 Tpuknan kabeabHOro XypHaTy ™

13?1 Ha3sa npucrporo | Ne mopry | Ne poserku | IM’st komn’rorepa Ne kimHaTH
01 01-01-KO01 01-01-01
1. KMO1 02 01-01-K02 01-01-02
03 01-01-KO03 01-01-03 01
01 01-01-TO1 01-01-01
2. KMO02 02 01-01-T02 01-01-02
03 01-01-TO3 01-01-03
01 01-02-K04 01-02-04
02 01-02-K05 01-02-05
3 KMO3 03 | 01-02-K06 01-02-06
04 01-02-K07 01-02-07 02
01 01-02-T04 01-02-04
02 01-02-T05 01-02-05
4 KMO4 03| 01-02-T06 01-02-06
04 01-02-T07 01-02-07
5. MPO1 01 01-05-K36 01-05-36 03
* ymoBHI no3HaueHHs: KM — komyTtarop, MP - mapmpyruzarop
KonTpo/bHi nMTaHHA
1. [lepepaxyiiTe OCHOBHI e€Tanu CTBOPEHHS JOKYMEHTY Yy Visio.
2. Ha3BiTh OCHOBHI BUMOTH /10 CTBOPEHHS CEPBEPHOI KIMHATH.
3. SAKUM YMHOM HYMEPYIOThCA KOMIT'IOTEpHI 1 TenedOHH! PO3ETKH Y
KOMIT FOTEpPHINA Mepexi?
4, [lepepaxyiiTe OCHOBHI XapaKTEPUCTUKHU TUIIIB KAOCIIbHUX CErMEHTIB.
S. 3 SKOI METO HEOOXIAHO BKa3yBaTH pO3MIpU KIMHAT Ha IUIaH1
OBEPXY?
6. [Ilo Take kaOeIbHUI JIOTOK 1 IJIACTUKOBUI KOPOO?
7. Mo BXoAUTH 1O pOOOYOTO MiCIl KOPUCTYyBada KOMIT IOTEPHOI
Mepexi?
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Kontpoabna pooora Ne2

IIpoextyBanns cxemu IP-aapecanii

Meta: Opepxatv HaBUYKM Tpu3HaueHHs [P-azmpec 1 posmoaily MichbKoi

MEpeKi Ha MiIMEPexi.

TeopernyHa yacTuHa

llopsidox npusnauenns IP-adpec. 3a BusHaueHHIM cxema [P-ampecarrii
NMOBHHHA 3a0e3MeuyBaTH YHIKaJIbHICTh HyMepallii Mepex, a TaKOX YHIKaJIbHICTh
HyMepalii By3JIB y MeXkax KOoxHOi 3 Mepex. OTxe, mpouenypu NpU3HAYEHHS
HOMEpIB K MEpeXaM, Tak 1 By3JIaM Mepex MOBUHHI OYTH yeHmpanizo8aHumu.

Konu crpaBa cTocyeThCcsi MEpexi, sika € YACTUHOIO IHTEepHETY, YHIKAIbHICTh
HyMepallii Moxke OyTu 3a0e3nedeHa TUIbKU 3yCUIUTSIMU CIIEHIaIbHO CTBOPEHUX JIJIS
OO LIEHTPAJbHUX OpraHiB. Y HEBENUKiM ke aBTOHOMHIN IP-mepexi ymoBa
YHIKQJIbHOCTI HOMEPIB MEPEX 1 BY3JIIB MOXKE€ OyTH BUKOHaHA CHUJIAMU MEPEKEBOT0O
aJMiHICTpaTopa.

Y upoMy BHUIAJIKy B PO3MOPSIAKEHHI aIMIHICTpaTOpa € BeCh aJapecHUi
pocTip, ToMy 1110 30ir [P-aapec y He3B'ss3aHUX MK COO0I0 Mepekax HE BUKIIMUC
HISKUX HETaTUBHUX HACIIJIKIB. AJIMIHICTPAaTOp MOX€ BUOMPATH aApecH JOBUIHHO,
JOTPUMYIOUUCH JIMILIE CHUHTAKCUYHUX TPaBUJ, YpPaxOBYIOUM OOMEXKEHHsS Ha
0COOJIMBI a/IpecH.

Opnak, mMpu TaKOMy IMIJIXOJI BHUKIIOUYEHA MOXJIUBICTh Y MailOyTHHOMY
MpPUENHATUA TaHy Mepexy A0 [Hrepuery. JlificHO, MOBUILHO 0OpaHi aapecu aHoi
Mepexi MOXKYTb 301TTHCS 13 HEHTPAII30BaHO MPU3HAYEHUMH ajpecamu [HTepHeTy.
Jnisg Toro 1mo0 YHUKHYTH KOJI3iM, MOB'I3aHUX 3 Takoro poay 30iramu, y
CTaHJapTax IHTEpHETy BHM3HAUEHO NEKUIbKAa TaK 3BaHUX IMPUBATHUX aJpec, fKi
PEKOMEHAYIOTH JJI1 aBTOHOMHOTO BUKOPUCTAHHS:

— y kiaci A — mepexa 10.0.0.0;

— y kiaci B — nianazon 3 16 mepex — 172.16.0.0-172.31.0.0;

— y kiaci C — niana3on 3 255 mepex — 192.168.0.0-192.168.255.0.
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Ili agpecu BUKIIOUEHI 3 aapec, sAKi PO3MOAUIAIOTHCSA IEHTPATi30BaHO, 1
CTaHOBJISITh BEJIMYE3HUI aJpeCHU MpOCTip, JOCTATHINA JJIsi Hymepallii By3IiB
ABTOHOMHHMX MEpEX MPAKTUYHO OYyIb-IKUX pO3MipiB. BapTo Takoxk BIJ3HAYUTH,
10 TIPHUBATHI apecH, 5K 1 MPHU JOBLILHOMY BHOOp1 aapec, y Pi3HUX aBTOHOMHHX
Mepexax MOXKYTb 30iratucs. ¥ TOH ke yac BUKOPUCTAHHS MPUBATHUX aJpec IS
azpecalllii aBBTOHOMHUX MEPEX POOUTh MOMXJIMBUM KOPEKTHE MIJKIIOUEHHS iX 10
InTepnery.

Posrnsnemo npuknaa npusHadeHHs IP-agpec y mepexi. Ilpumyctumo, 1o
HeoOX1qHO mnpu3HauuTh [P-angpecm s Beix  1HTep(eEWCIB B MEpexl,
BUKOPUCTOBYIOUM JJIs IbOTO Aiana3zoH 172.16.20.0/25.

Ha puc. 1 npeacraBnenuii npukian [P-anpecarii.

Ha nepwiomy xpoyi nmpu3HadaeThCs agpeca Mepeki. Macka Mepexi B IbOMY
BUMAAKY BKJIOUYae 25 01T, a 7 ocTaHHIX OIT — 11e 0iTH ajpec podouux craHiii. B
ajzipeci Mepexi octaHHi 7 OIT MOBMHHI npuiiMaTu 3HaueHHsa 0. Y pesynbrari Oyia
oTpuMaHa aapeca mepexi 172.16.20.0 3 mackoro 255.255.255.128.

Ha opyzomy kpoyi npu3HavaeThCs aapeca Mepuioro Bys3ia B Mepexi. Ayipeca
MEpIIOTO By3JIa B MEPEXI € HACTYMHOIO aJpecoro Micis aapecu Mepexi. [[ms
MPU3HAYEHHS TEPIIOoi, caMoi HUKHBOI aJpecH By3ja B MEPEKi OCTaHHIN ChOMUI

01T MOBUHEH MPUIHATH 3HaUYeHHs 1. Y pe3ynbTaTi Mu Maemo anpecy 172.16.20.1 3

Mackoro 255.255.255.128.
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Anpeca mepe:xi Azpeca mepuoro By3Jja
172. 16. 20. 0 172. 16. 20. 1
10101100 . 00010000 . 00010100 . 00000000 10101100 . 00010000 . 00010100 . 00000001
|— ——————— Homep mepexi——————— —|—Homep Byana-l |— ——————— Homep mepexi——————— —I—HOMep By3na-|
0+0+0+0+0+0+0+0=0 0+0+0+0+0+0+0+1=1
Anpec mepexi=172.16.20.0 Anpeca nepmoro By3ia =172.16.20.1
Kpok 1 Kpoxk 2
IIIupoxkomoBHa aapeca AJpeca OCTAHHBOI'O BY3J1a
172. 16. 20. 127 172. 16. 20. 126
10101100 . 00010000 . 00010100 . 01111111 10101100 . 00010000 . 00010100 . 01111110
I— ——————— Homep mepexi——————— —|—H0Mep Byana-l I— ——————— Homep mepexi——————— —|—H0mep Byana-l
0+64+32+16+8+4+2+1=127 0+64+32+16+8+4+2+0=126
Anpec mepexi=172.16.20.127 Anpec mepexi=172.16.20.126
Kpok 3 Kpok 4

Pucynok 1 — Ipukman IP-anpecarii

Ha mpemvomy Kpoyi BU3HAUaeTbCid UIMPOKOMOBHA  azapeca. Y
IIMPOKOMOBHINM ajipeci HeoOXiMHO, 100 po3psau Bysla Oyid BCTaHOBJICHI B 1,
TOOTO B JIaHOMY MPUKIIAJI CIM OCTaHHIX OITiIB MOBUHHI OyTH BCTaHOBJEHI B 1. Y
Takuil croci0 B OCTAHHbOMY OKTETI MU OAEPKMMO 3HaueHHs 127, mo gae Ham
HIMPOKOMOBHY aapecy 172.16.20.127.

Ha yemseepmomy kpoyi NpU3HAYAETHCS aJIpeca OCTAHHBOTO BY3JIa B MEPEKI.
AJpeca OCTaHHBOIO By3Jla B MEPEXkKl 3aBXIM MEHILIE HIMPOKOMOBHOI anapecu. Lle
O3HAYae, M0 B aJpeci OCTAaHHHOTO BY3JIa MEpPEXKl OCTaHHIM OIT MOBUHEH OyTH
BCTaHOBJIeHUH B 0, a mpu MHMPOKOMOBHOMY 3anuTi B 1. ¥V Takuii crnoci6 ajapeca
OCTaHHBOTO By3Jla B Mepexi oyae 172.16.20.126.

KinekicTh By3miB gaHOi Mepexi mopiBHIOE 2"-2, 1€ n — KiJIbKICTh OITiB,
BUJIUICHUX JUIsl ajapecarii By3miB. OJHa aJpeca BiJIHIMAETbCA, OCKUIBKA BOHA
MPU3HAYAETHCS ~ MMHUPOKOMOBHOMY  3allUTOBI, a  OJHA — OCKUIBKM  BOHA
NpU3HavYa€eThesl aapeci Mepexi. ToOTO y HaIOMy BUIMAJIKY KUIBKICTH BY3JIB Oyze

27-2, mo nopisHioe 126.
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3aBIaHHS 10 KOHTPOJILHOI pOOOTH:

1) HeobxigHo po3pobutu cxemy IP-agpecartii mist Micbkoi KOMI'FOTEPHOI

Mepexi, sika 00’ €IHy€e TpU BIIIUICHHS QipMH:

BimieHHs Nel 3HAXOAUTHCS B OJTHOMIOBEPXOBOMY OyIMHKY;

BigAuIeHHsI Ne2 — y TpUIIOBEPXOBOMY;

BimiieHHS Ne3 — y IecATUTIOBEPXOBOMY OyIHHKY.

Kosxne BiiIeHHS — 11e OKpeMa ImiaMepesxa.

2) Po3poOutu mporpamue 3a0e3neyeHHs A aBTOMaTHYHOTO MPU3HAYEHHS

[P-agpec migmepekam 1 XOCTaM Ta BHU3HAYEHHS IIMPOKOMOBHHUX aJIpec MpHU

BKa3aHUX KOPpUCTYBA4YCM YMOBaXx.

Tabmnus 1. Buxigai gani

Bapiant Nel Bapiant Ne2 Bapiant Ne3 Bapiant Ne4
Ne K-t Ne K-t Ne K-1p Ne K-t
KIMHaTH | poOo4Mx | KIMHaTu | poOouux | KIMHaTH | poOouyux | KIMHATH | poOouux
MicCIb MicCIb MicIb MicIb
1 7 1 1 1 4 1 4
2 6 2 6 2 8 2 8
3 9 3 7 3 10 3 8
4 5 4 10 4 3 4 3
5 5 5 5 5 5 5 5
6 2 6 7 6 4 6 8
7 1 7 1 Il 1
Bapiant NeS BapianT Ne6 Bapiant Ne7 BapianTt Ne8
Ne K-t Ne K-t Ne K-1p Ne K-t
KIMHaTh | poOo4Mx | KIMHaTu | poOouMx | KIMHaTH | poOouyux | KIMHATH | poOouux
MicCIb MiCIb MiCIb MicCIb
1 5 1 5 1 25 1 30
2 8 2 7 2 S) 2 3
3 10 3 12 3 1 3 2
4 5 4 1 4 7 4 1
5 5 5 9 5 15 5 1
6 3 6 5 6 3 6 4
7 1 7 1
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Bapiant Ne9 Bapiant Nel( Bapiant Nell Bapiant Nel2
Ne K-1p Ne K-1p Ne K-1p Ne K-
KIMHAaTH | poOouuMx | KiIMHATH | poOOYMX | KIMHATH | poOOYMx | KIMHATH | poOOYMX
MicCIb MiCIb MicCIb MicCIb
1 1 1 3 1 1 1 10
2 7 2 1 2 3 2 5
3 10 3 5 3 10 3 1
4 12 4 7 4 7 4 8
S) 3 5 9 5 14 5 9
6 4 6 5 6 5 6 4
7 6 7 8 7 6 7 4
8 2 8 1

Takox HeoOXximHo mpu3HaunTu [P-ampecy mms kokHOTO iHTEpdEiCcy
MapuIpyTusaTropa abo KoMyTaTopa TPEeThOTO PiBHS.

Jist  kokHOT mimMepexi HeoOximHo mnpusHauuth: [P-agpecy, wmacky
NIAMEPEX1 Ta aJpecy IMUPOKOMOBHOIO 3anuTy. Ilicist nboro HeoOXiJHO B pamMKax
BU3HAYCHUX TMIIMEPEK BU3HAYMTH TMOYATKOBY M KIHIEBY aJpecd g PoOOYMX
ctaHIii. Takox HEOOX1THO pO3paxyBaTH KIJIbKICTh BY3JIIB KOXKHOT MiIMEPExKI.

s adpecayii suxopucmogysamu mepedxcy 192.168.0.0/16 ma 3minny
niomepedici. (0008’A3K08010 YMOBOIO €

00891‘CMH_)/ MACKU BUKOPUCMAHHA

MIHIMAILHOT MOANCAUBOL QOBHCUHU XOCMOB0OI YACMUHU.

Ilman BUKOHAHHSA 3aBJIaHHHA

Jy1st BUKOHAHHSA J1aHOo1 1abopaTopHOi poOOTH HEOOX1THO BUKOHATH HACTYIIHI
mi:

— BU3HAUWTH KIUTBKICTh MIiAMEpEX, MaM'ATaloud, 110 IiIMEepexKi
PO3AUISIIOTHCSA MapIIPyTU3aTOpaMu a00 KOMyTaTOpaMu TPEThOTO PiBHS;

— JUTSL KOXKHOI MiaMepexi npusHauutu: [P-agpecy, macky miamepexi,
azpecy MUPOKOMOBHOTO 3aIUTY;

— npuzHaunTu [P-anpecy mis koxkHOro iHTepdeincy mapiipyTuzaTopa
a00 KoMyTaTopa TPEThOTO PiBHS,

— y pamKax maMepex i poOOYrX CTaHIlIN MPU3HAYNUTH MOYATKOBY Ta
kiHieBy [P-anpecu;

— pO3paxyBaTy MaKCUMaJbHY KUTBKICTb BY3J11B KOXKHOI M1MEPExKI.
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Pesynbrar po3paxyHkiB opopMHUTH y BUTIISIAL TabuuIl (AuB. Tabm.2).

Tabmuus 2. 3pazok Tabmuili

Howmep IP- IP- IP-anpeca MaK.CHM.aHL
mivep anpeca 'MaCKa | ampeca |, Broadcas | na KUTBKICTE
o miAMepe | MAMEpEexl | mepmior | By3a t BY3JiB Y

Kl 0 By3Ja Mepexi
1 10.1.1.0 255'2%5'255 10.1.1.1 | 10.1.1.254 10'151'25 254

KoHTpoJIbHI NUTAHHS:

1. JlaliTe XapakTepUCTUKY KjIacy KOMITIOTEPHHX MEPEX — «MiChKa
Mepexxka». Ski BIAMIHHI O3HAaKM Ma€ JaHWM KJac y MOPIBHSAHHI 13 Kjacamu
JIOKaJbHI1 Ta rao0aibH1 Mepexi?

2. Axi amapaTHI NOPUCTPOI JIO3BOJSIIOTH  PO3AUIMTH MEpPEXYy Ha

nigmepexi? Ha sikomy piBai moaeni OSI BoHu npaiitoroTs?

3. [lo Take [P-agpeca? Jlyist yoro BoHa HeoOX1HA?

4, Axi xkmacu mepexx Bam Bigomi? 3a SKOK 03HAKOI PO3JLICHI IIi
Mepexi?

S. [{o Take Macka miamepexki? SKy QyHKI1I0 BOHA BUKOHYE?

6. OnumniTe nponeaypy npusHauenss [P-anpec.
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Kontposabha po6ora Ne3

IIpoextyBanHs 0e3ki1acoBoi |P-aapecamii

Mera: HaOytu HaBH4YOK 171 CTBOpeHHs iepapxiunoi IP-agpecarmii y

BCJIMKUX KOPIIOPATUBHUX MCPCIKAX

3aBIaHHA 10 KOHTPOJbLHOI po0OTH:

1) O3HaitomTecst 3 TEOPETUYHUM MaTepianioM mnpezacTaBieHuM y Jlekiii Ned

2) CtBopith cxeMy [P-anpecartii 1151 3a3HaueHux y Bammomy BapiaHTi BUMOT.
Honaiite B Tabnuiio BKasaHy y Bamomy BapiaHTi BIANOBIIHI 3HAYEHHS MJIA
3anoBHEHHsT HeoOximHoi cxemu IP-ampecamnii. Hamanmiolite cxemy BiJIIOBIIHOI
Mepexi.

3) Po3po0ith nporpamue 3a0€3MeueHHs 1Ji1 aBTOMAaTUYHOTO 00unciieHHs [P-
aJipec Mepex, MiAMEPEkK, XOCTIB Ta IMIMPOKOMOBHUX PO3CHIIOK JIJIsi OE3KJIacOBO1

ajipecallii mpy BKa3aHUX KOPUCTYBaue€M YMOBaX.

Bapianr 1.

IP-anpeca: 192.168.5.0/24

HeoOxinne | Macka Yucno [Tinmepexa | Hianazon | [llupoxomoBHa
YHUCJIIO0 BY3JIiB aapec aapeca
BY3JIiB BY3JIiB

60 126 64 192.168.5.0 | .1-.62 .63

30

25

10

2

2
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Bapianr 2.
IP-anpeca: 172.16.6.0/24

HeoOxiane
YUCIIO
BY3JIIB

Macka

Yucno
BY3JIIB

[Tinmepexa

Hianazon

aapec
BY3JIIB

[[TupokomMoBHa
aapeca

25

127

30

172.16.6.0

1-.30

31

25

25

12

6

2

Bapianr 3.
IP-anpeca: 10.33.19.0/24

HeoOxigne
YHCIIO
BY3JIiB

Macka

Hucmo
BY3JIiB

[Tinmepexa

Jiama3on

azapec
BY3JIiB

[IInpokomMOBHa
aapeca

100

125

126

10.33.19.0

1-.126

127

55

30

12

2

2

Bapianr 4.
IP-anpeca: 192.168.5.0/24

HeoOxigne
YHUCIIO
BY3JIiB

Macka

Yucno
BY3JIiB

[Tinmepexa

Jiama3on
azpec
BY3JIiB

[IInpokomMOBHa
aapeca

60

/26

64

192.168.5.0

1-.62

.63

30

25

10

2

2
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Bapianr 5.
IP-anpeca: 172.16.6.0/24

HeoOxiane
YUCIIO
BY3JIIB

Macka

Yucno
BY3JIIB

[Tinmepexa

Hianazon

aapec
BY3JIIB

[[TupokomMoBHa
aapeca

25

127

30

172.16.6.0

1-.30

31

25

25

12

6

2

Bapianr 6.
IP-anpeca: 10.33.19.0/24

HeoOxigne
YHCIIO
BY3JIiB

Macka

Hucmo
BY3JIiB

[Tinmepexa

Jiama3on

azapec
BY3JIiB

[IInpokomMOBHa
aapeca

100

125

126

10.33.19.0

1-.126

127

55

30

12

2

2

KoHTposbHI NMTAHHS:

1. Jlna goro nmotpiOHi iepapxiuni Mepexi? Uum [P-aapecarist y iepapxiaHuX

Mepexax Bipi3HseTbes Bl [P-anpecanii y miiackux mepexax?

2. Y yomy niepeBara 6e3kiacoBoi [P-anpecarrii?

3. Sk npu3HaAYarOThCA aApecHu MIAMEpekaM 1 XocTaM Mpu Oe3KIacoBii

MapIIpyTH3aLii.

4. Slx BU3HAYMTH aJpecy MIMPOKOMOBHOTO pO3CHJIaHHA y Oe3kiacosiit [P-

aapecartii?

5. Uum BigpizHseTbess Macka |P-ampecu B KkimacoBii Ta Oe3KiacoBii

Mapuipytu3zauii? Aki QpyHkiii Bukonye macka IP-agpecu?
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Kontpoabna pooora Ned

MapmpyTu3anis ii aHAJII3 TPOMYCKHOI 3IaTHOCTI Mepexi
Meta: HaBUMTHCS PO3POOIIATH AITOPUTMHI MAPIIPyTHU3ALIIT

Ilepenaua indopmaliii B 00UKCITIOBAILHUX MeEpekax MPUITYCKAe HasBHICTb
MpoLelypu MapuIpyTHU3allii, 1[0 BU3HAYAE€ MAPLIPYT Mepeadi makeTa Bij] Jpkepena
no anpecata. OJHUM 3 OCHOBHUX €JEMEHTIB MpOIEAypH MaplIpyTHU3alli €
MapuIpyTHi TaOJMII, SAKI MICTSATHCS B KOKHOMY 3 BY3JiB MEpEXi i BU3HAYAIOTh Y
KU 13 CYyMDKHUX BY3JIB MEpexXi MOBHHEH OYyTW MepeAaHuil MakeT, SKIIO BiH
npU3HauYeHUM 3ajaHoMy By3y. Kpurepiem nocTaBku € MiHIMaJIbHUI Yac nepenayl
nakera BiJ] JKepesia 10 ajpecaTa. Y HalllpoCTilIoMy BUIIAKY, 3aTpUMKa repeaayl
[aKkeTa MOKE OLIIHIOBATHCS YMCIOM IMPOMDKHHUX BY3JIIB Ha LHUIAXY BIJ JKEepena 10
azpecara.

3agauy ¢GopMyBaHHS MApIIPYTHUX TaOJIUIb MOXKHA PO3JIUIATH Ha JBa
eTarnu:

1. BusHaueHHsT JOBXMHM HaWKOpPOTIIMX IUISAXIB MDK BCiMa IMapaMu
BY3JIIB.

2. BusnaueHHs 3HaU€Hb €JIEMEHTIB MapIIPYTHOI TaOIUIII.

Bu3HauyeHHsI JOBKUHM HANKOPOTIIUX HLJIAXIB

s BU3HAYECHHS JIOBKUHU HaWKOPOTILIOTO LHUIIAXY, MOJKHA
BUKOPUCTOBYBATH airopuT™m JleWKcTpu, 10 € OJHUM HaMOUIbII BiIOMHUX 1
e(EeKTUBHUX AJITOPUTMIB PILICHHS II€T 3a1a4l.

[To3nauku BepmuH d(Xi) pO3aLISIOTHCSA Ha MOCTIHHI W TUM4YacoBi. [locTiiiHi
MO3HAYKU JTOPIBHIOIOTH JIOBXKWHI HAWKOPOTIIIOTO MUISIXY BiJl TOYaTKOBOTO BY3JIa JI0
3alaHoro. Y rmporieci poOOTH alroputMy BCl BEPIIMHH OACPXKYIOTh MOCTIHI
no3Hauku. Jlig  Toro 100  pO3PI3HATH  TMO3HAYKH  BEPIIMH  OyaeMo
BUKOPHCTOBYBATH MacuB Z.

7 (X) _ { 1 — K10 Mo3HayKa MocTiHa
i)=

0 — AKI10 MMO3HAYKAa TUMYAacOBa

1.  Bubepemo mouaTkoBy BepiimHy s i BctaHoBuMo 0(S)=0, z(s)=1.

2. Jlast iHImMX BEpIIMH Xj BcTanoBuMo st Hux d( Xi)= X, z(xi )=0.
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3. P=s.
4, OnoBieHHs MO3HA4OK. JlJis BCIX BEpPHIMH CYMIXHUX BepuiuHi P
3MIHHMMO TTO3HAYKH BIAMOBIIHO /10 BUpa3y:
d(xi)=min[d(x;); d(p)+ I(p,xi)], ne l(p,x;) noBxkuHA pedpa p,Xi .
S. Cepen BCiX BepmIMH, IO MalOTh THUMYAcoBY Mo3Hauky z(X; )=0
3HaWJEMO BEPIIHMHY Xk , III0 MA€ MiHIMaJIbHY MO3HAa4YKy d( X;).

6.  BcranoBumo z(Xx)=1, P= X.

1. k1o He BCl BEPIIMHHM OJEp)KaIM IMOCTIMHI TO3HAYKH TMEPEUTH Ha
KpOK 4.
8. Kinens

[lepeOpaBiiu B SIKOCTI MOYATKOBOI (S), BC1 BEPIIMHU Ipada MU OJEPKUMO
MaTPUITIO0 HAWKOPOTILUX BIJICTAHEH.
Ha puc.] HaBeneHuil NpUKIAL MEpPEXKl, MATPULA CYMIXKHOCTI BEPIIUH 1

MaTpHI HAHKOPOTIUUX BIACTAHEW po3paxoBaHa 3a AIrOPUTMOM JleMKCTpH.

/1

MaTpuusg cymixHocTi (lij)

0 199 1 99 99
1 0 1 1 99 99
99 1 099 1 1

1 199 0 1 99
9999 1 1 0 1
99 99 1 99 1 O

MaTpulld HaMKOpOTWMX BimcTaHeM (aij)

0 1 2 1 2 3
1 0 1 1 2 2
2 1 0 2 1 1
1 1 2 0 1 2
2 2 1 1 0 1
3 2 1 2 1 0

cyma 46
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Pucynok 1 — Ilpuknag po3paxyHKy HaWKOPOTIIMX BiJICTaHEH MIXK By3JaMU

KOMIT FOTEpHOT MEpexi
BusHauyeHHsI 3HAYEeHb €JIEMEHTIiB MAPIIPYTHOI Ta0uIIi

Enementn MapumipytHoi TaOmumi Mj BHU3HA4YalOThCS 3a HACTYIHUM

IPaBUIIOM:

Mij:k, SKIIO  ajj= li+ Ak (1)

Po3risiHeMo 3acTocyBaHHS LIbOTO MpaBHJIA JUIsl BUSHAYEHHS €JleMEeHTa Mis,
10 NOBHHEH OYyTWM pPIBHUM HOMEpPY BY3Jla CyMDKHOIO By3ily 1, y KUl Bapro
NepeaTu MakeT npu3HadeHuii By3iy 5. Bysny 1 cymixHi aBa By3nu 2.,4.
3 MaTpull HalKOpPOTIIMX BIACTAaHEW CIiAYyeE, 110 JOBKMHA HANKOPOTILOTO
XY MK By3Jamu 1 15 npopiBHioe 2 (ais=2).
[lepeBipumo npasuiio (1) ass By3na 2:
1,=1, ays=2 1+2 <>2
Ile o3nayae, M0 By30J1 2 HE HAJEKUTh HANKOPOTIIOMY NUISIXY 3 By3Ja 1y
BY3011 5.
[TepeBipumo npasuiio (1) ass By3na 4:
[14=1, ass=1 1+1 =2
Ile o3Havae, MmO By30s 4 HAJIEKUTh HAWKOPOTHIOMY LIISAXY 3 By3na 1y
By30J1 5 1 omke Mis=4 Jliroun aHAJIOTIYHUM YHHOM MOXXHA BHM3HAYWTH 1HIII
€JIeMEHTH MapuipyTHoi Tabiuml. Ha puc.2 HaBeaeHHMI NpuKIaa MapLIpPyTHOT

TaOIUIIL JJI MEpeXk1 IPeACTaBIeHOI Ha puc. 1

MapuipyTHa Tabauns

1 2 2 4 4 4

2 3 4 4 3
2 2 3 5 5 6
1 2 5 4 5 5
4 4 3 4 5 6
5 3 3 5 5 6
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Pucynok 2 — nmpuxian MmapuipyTHOi TabauI

Ouinka nNpomyCcKHOI 31aTHOCTI Mepexi

BaxxnnBoro xapaKTepHUCTUKOIO OOYMCIIIOBAILHOI MEpeXi € 1i MpOImyCKHa
3IaTHICTh, W10 JOPIBHIOE MAaKCHUMalbHIA 1HTEHCHBHOCTI BXIJHOTO IIOTOKY.
Bxigauif moTik 3amaeTscsi Matpuielo tpadiky tij. Enementu miei matpuii piBHI
IHTEHCUBHOCTI IMOTOKY JJaHUX MEPEIaHuX 3 BYy3Ja 1y BY30J J. SIK OMMHUIA BUMIPY
MOXxe OyTH BUKOpUCTaHO — MO/cek. byneMo BBaxaTu, 110 BCl €IEMEHTH MaTpHIIl
Tpadiky piBHI 1.

Sxmo mnepegaBaTH JlaHI MO HAWKOPOTIIUX MIISXaX, BUKOPUCTOBYIOUH
MaTPHITIO MAPIIPYTiB, MU MOKEMO BU3HAYUTH TTOTOKH JTAHUX IS KOKHOTO KaHATY
nepenavi gaHux (. Ha puc.3 moka3aHa Marpuisl MOTOKIB, OTpUMaHa Jis

PO3MIISIHYTOT MEPEXKi.

O O w o N O
o o N w o N
N N O O w O
O o O O N W
w o o N o O
o w o N o O

Cyma =46
PiBens Tpadiky = 8.33

Pucynoxk 3 — Matpuiis NOTOKiB

MoskHa TOKa3zaTH, 10 SIKIIO BCl €JIeMEHTH MaTpuil Tpadiky piBHI 1, TO
CyMa BCIX MOTOKIB y KaHaJIax MEpexXi JOPIBHIOE CyMi BCIX €JIEMEHTIB MaTpHIIi
HaWKOPOTIIUX BiJICTAHEH.

ToMy MoOXHa CTBEpKyBaTH, IO MPOIMYCKHA 3aTHICTh 30UIBIIYETHCS MPH
3MEHILIEHHI CepeHbOI BIACTaH1 M1k By3J1aMU MEPEXI.

JJ1st OLIIHKY MPOMYCKHOT 3JaTHOCTI HEOOX1JIHO 3a/1aTU MPOMYCKHY 3/1aTHICTh

KaHaJiB 3B'sA3Ky. bynemo BBakaTu, 10 B Hamiii Mepexi BCl KaHaJM MaloTh
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OJTHaKOBY mpomnyckHy 3maTHicTh C=50. 3MiHa BXIZHOTO TIOTOKY JOCSTA€ETHCS
MIPOTIOPIIIHOIO 3MIHOKO BCIX eleMeHTiB martpuii Tpadiky. Jms mporo Oymemo
BUKOPHUCTOBYBATH MAacCIITAOHUN MHOXKHUK R, 1o Ha3uBaeThecs piBHEM Tpadiky.
HwxHio omiaKy 15070 Koe(dimieHTa MOKHAa OJEp’KaTh 3 HACTYIMHHUX
MipKyBaHb. BW3HAYMBIIM TIOTOKM JaHWX y BCIX KaHajaX MeEpexi, 3HaimeMo

MaKCUMAJIbHE 3HAYCHHA qjj.

.. C

magy

Jnst posrisinytoro npukinany C=50, max(q;ij)=6.

Rmin=50/6=8,33.

JlaHa OlliHKa J1a€ HUKHIO TPAHUIIIO PiBHA Tpadiky, TOMY 110 HE BCl KaHAIH
3aBaHTaXCHI OJHAKOBO. MO)KHa BBaKaTH, 1[0 BHUKOPHUCTOBYIOYH ONTHUMAaJIbHI
QITOPUTMU MapUIPYTH3allll BAACTHCS PIBHOMIPHO PO3MOJUIUTHA MOTIK MO BCIX
KaHaJlax, He 30UIBIIMUBIIN MPHU [[bOMY JIOBXKUHY NIIAX1B. T0/11 BEpXHS OIlIHKA PIBHS

TpadiKy Moxe OyTH OTpUMaHa 3 HaCTYITHOTO BUpa3y:

Rmax=C*N/SUM(q;;)
Jle N — uncIIo KaHaliB.

Jist posrisiHyTOTO Tipukiany: Rmax=50*8/46=8,7

3aB/1aHHsA 10 KOHTPOJILHOI pO0OTH:

1. 3MIMCHUTH BPYYHY HACTYIHI PO3pPaXyHKH (CXeMy Mepexi B3SITH
BIJIMOBIHO JIO CBOT'O BapiaHTa):

— BuU3HauuTH MaTpUIl0 HAWKOPOTILMX BIACTAHEHW, MATPUII0 MapLIPYTIB i
MaTpPHUITIO MTOTOKIB y 3aJaH1il MEPEexKI.

— Po3paxyBaTu HUXKHIO i BEpXHIO FPAHMUIII PI1BHS Tpadiky.

2. Po3pobutu nporpamue 3a0e3neueHHs IS

— MOJICTIIOBaHHST KOMIT IOTEPHOT MEPEXi y BUIJISIAL JTOBUTLHOTO Tpada (1o
TeHEPYETHCS BUTIAAKOBUM YMHOM, 200 3aa€EThCSI BPYUHY),

— peali3yBaTH MOITYyK HAWKOPOTIINUX BiJICTAHEH Y MEPEXi B3SBIITU 32 OCHOBY
anroputm Jlenukcrpu.

— peali3yBaTh BU3HAYEHHS MAaTPUIl MAPIIPYTIB 1 MATPUIIl OTOKIB.
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— peani3yBaTH po3paxyHOK HUKHBOI Ta BEPXHBOI IPaHuLll piBHS Tpadiky.

BapianT 1

= o
PN

Bapianr 3

Bapianr 4

[ FX



BapianTt 5

Bapianr 6

Bapianr 7

4 6

Bapianr 8

Bapianr 9
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BapianT 11
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BapianT 12
%
Bapianr 13
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BapianT 14

Bapianr 15

Ov‘a (3
(&)
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Konrpouabna podora NeS

IInanyBaHHA CHUCKIB AOCTYNY i PinbTPiIB NOPTIB

MeTta: HaBYUTHCS HA OCHOBI CXeMH MEPEXKI BU3HAYATH MICIlA, ¢ HE0OX1THO

BITPOBAKEHHSI CTIUCKIB JOCTYITY 1 (PIIBTPIB MOPTIB AJISl 3aXUCTY MEPExKi

ITouaTkoBi gani
VY SBITB, 1110 B CHEMIATICT CITY>KOU MATPUMKH, BIATPABICHUA HA 00’ €KT IS
pOOOTH 3 MEPEKEI0 KOPIOPATUBHOTO KIIIEHTA, SKOMY HEOOX1THO 3HU3UTH 3arpo3y

MOPYIIIEHb MEPEIKHOT OC3IeKH.

Cepmep A Knuent A Knuent B Cepaep B

Pucynok 1 — Cxema Mepexi KOpIOpaTUBHOTO KIIIEHTA
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3aBIaHHS 10 KOHTPOJIBLHOI pOOOTH:

Busznaunti Mmicil s pO3MIMICHHS CHHUCKIB JIOCTYINYy BIJAMOBIIHO J10

noOakaHb KIIE€HTA, I IIhOTO BUKOHATH KPOKM 1-3 Ta 3almOBHUTH HaBEICHI

TaOIuUII.

Po3pobutu nporpamy JJs MOJEeJTIOBAHHA PO0OTH Mepexi 3 pUCyHKy | 3

MO>KJIMBICTIO 33/IaBaHHsI PI3HUX CIUCKIB JOCTYITY.

Kpox 1. O6mexeHHSs KTieHTa A OJTHOI0 MEPEXKEIO.

Bac nipocsiTh 0OMEXHUTH AOCTYIT KIi€HTa A TUIBKH MIIAMEPEkKEI0, 10 SKOi BIH

B MOTOYHUN MOMEHT mijkitoueHuid. Kimienty A HeoOXigHuM 10oCTym A0 cepBepa A,

ane mepexxka IHrepHeT 1 cepBep B moBuHHI OyTm oMy HemoctymHi. e cmif

PO3MICTUTHU CIIUCOK JTOCTYITY?

Mapumpyruszarop

InTepdeiic

Jlo3BoJIMTH
a0o
BigxuauTu?

Bxignuii ado
BUXITHUH
QinbTp?

ITlincraBa

Kpox 2. O6mexutu 1ocTyn 10 cepBepa A s KIi€HTa A, ajie J03BOJIUTH

JocTym 110 cepBepa B 1 1o Mepexi [nTepHer.

Bac nompocunu 3a00poHUTH 10CTyn KiieHTy B 10 cepBepa A, ane KIIeHTY

B motpiben moctynm mo mepexi IntepHeTr Ta g0 cepsepa B. Jle cmim po3mictutu

CIIUCOK JOCTYyITy?

Mapupyrusarop

InTepdeiic

Jlo3BosuTH
a0o
BiaxujauTu?

Bxignuii ado
BUXITHUN
QinbTp?

ITincraBa
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Kpox 3. Jlo3Bonutu AOCTyNn 10 MapUIpyTHU3aTOPIB, 10 BUKOPHUCTOBYIOTH

TIIBKY IPOTOKON SSH, BUKITIOYHO KITIEHTY A.

Bac mompocuinu 0OMEXHTH JOCTYI 10 MapIIpyTHU3aTOPiB TUIBKU KIII€EHTOM
A, sxuii 0yne BukoHyBaTH (yHKIT kepyrodoro IIK mis mux MapuipyTu3aTopis.
Bam HeoOxilHO OOMEXHUTH AOCTYN TUTbKK TpoTokoioM SSH Bim kiieHta A 1
3anobirtu goctyn Telnet. Jle citijg po3MiCTUTH CITUCOK JIOCTYITY?

Iioxaska. Jlns xouTpomto poctymy mnporokomry SSH 1 Telnet mo
MapHipyTH3aTOpiB  MOTpiOHO  Jekuibka  1HTepdelciB  Ha  JEKUIbKOX

MapuIpyTH3aTOpaXx.

Mapumpyrusarop | Intepgeiic | Bxinnuin | Ilopr | lo3sosuru | IlincraBa

a0o a0o
BUXITHUN BigxuauTu?
diabTp?

KoHTposbHi nMTaHHA

1. Hagimo notpiOHa dinerpartis Tpadiky?

2. 3a IKUMH KPUTEPISIMU MOKHA JJO3BOJISITH/3a00pOHATH Tpadik?
3. Ilo Take ACL-criucku?

4. dxi icuyroth T ACL-cniuckiB?

5. Ska ctpykrypa rpynoBoi Macku ACL-criucky?
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Kontpoabna podora Ne6-7

36HpaHHH MEpPEREBUX TaHUX

Meta: BuKOHaTH 30ip MepekeBoro Tpadiky 3a JOIMOMOTOI MPOTPAMH
Wireshark, mo6 o3naiiomutucs 3 iHTepdeiicom 1 cepenopuiiem Wireshark;
npoaHaiizyBat Tpadik A BeO-cepBepa; CTBOPUTH (PUIHTP JJIs1 0OMEKEHHS 300py
MepexxeBuX naHux nakeramu [CMP; BignmpaBuTH JyHa-3aluT BiJaICHOMY BY3IY,
100 nocrnoctepirat 3a podororo guibrpa naketiB [CMP B xoai 300py MepekeBUX

TaHUX.

Honepenns ingopmanisa/miaAroroBka

VY wiit naboparopHiii po6oTi BU BcTaHoBuTe nporpamy Wireshark, mumpoko
BIJIOMHUI aHali3aTOp MEPEKEBUX MPOTOKOMIB 1 3acid0 MoHiTopuHry. IIporpama
Wireshark 30upae Bci makeTtw, BiAmpaBieHi ab0 OTpUMaHI MEPEKEBOIO
inTepdeiicnoro mmaroro (NIC) komm'torepa. i MoxkHa BcTaHOBUTH ab0 B
naboparopii, abo Bmoma Ha [IK. Bam BiH 3HamoOuTHCS U1l BIJCTEKEHHS Ta
MEeperisiay Pi3HUX THUITB MEPEKEBUX MPOTOKOMIB 1 Tpadiky. Panime mporpama
Wireshark 6yna Binmoma mia im'sim Ethereal.

IIporpama Wireshark mnocraBisierbess 0€3KOIITOBHO i J0CTyNHa 3a

aapecoro www.wireshark.org.

J171s1 BUKOHAHHS KOHTPOJIbHOI poOOTH MOTPIOHI HACTYIIHI PECYPCH:

e [IK mix ynpasmiaasm OC Windows 3 mepexeto Ethernet 1 xoua 6 nBoma
BY3JIaMU;

« nporpama Wireshark (Bepcist 0.99.5 abo octanns Bepcis);

* MAKITIOYSHHS 10 Mepexi [HTepHeT (He 000B's13K0BO, aje 0a)kaHo);

* TocTyn 10 KoManaHoro psaka [1K;

* ocTym 10 MepexeBoi konpiryparii TCP/IP TIK.

3aB/IaHHA 10 KOHTPOJILHOI POOOTH:

BukonaTtu xpoku 1-5 3a3HaueHi HUXKYE.
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Kpoxk 1. Ycranoska 1 3amyck nporpamu Wireshark

Sxmo nporpama Wireshark 3aBantaxyBanacs Ha [IK panime, nepeiits B
nanky 3 mnporpamoro Wireshark Start>All Programs>Wireshark>Wireshark
(mycx>nporpami>Wireshark>Wireshark) 1 knansiTe 3Ha40K 10/1aTKH.

SIkmo panime nporpama Wireshark He BcTaHOBIIOBanacs, BUKOHA€ETe
HACTYIIHI JIii:

A. BxkazaBmm mmsix B JIOKaJdbHIM Mepexi A0 YCTAaHOBHHMKA MPOTPaMu
Wireshark, wireshark-setup-0.99.5.exe, 3aBaHTa)XTe YCTaHOBHHMK Ha pOOOYHiA CTiI
[1K.

b. KnauHiTh yCTaHOBHMK JBa pa3d 1 JOTPUMYHTECh MOro mMigKa3kam,

MpUiiMaloyy 3HaYEHHS 32 3aMOBUYYBaHHM (puc. 1).

il wireshark 0.99.5 Setup Y [m] 1

Welcome to the Wireshark 0.99.5
Setup Wizard

This wizard will guide you through the installation of
Wireshark.

Before starting the installation, make sure Wireshark is not
FILUNNNG .

Click. Mext’ to continue,

Cancel |

Pucynox 1

1) HatucHith kHoniky I Agree (mpuitHsatu) (puc. 2).
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eTEY

License Aagreement
Plaase raviaw the licanse tarms bafore installing Wirashark 0.99.5. i

Prass Page Down to see the rest of the agresment.

MU GEMERAL PUBLIC LICENSE
Wersion 2, June 1991

Ll

Copyright (C) 1989, 1991 Free Software Foundation, Inc,

59 Temple Place, Sulte 330, Boston, M4 02111-1307 US4
Everyone is permitted to copy and distribute verbatim copies
of this license document, buk changing it is not allowed.

Preamble

The licenses for most software are designed to take away your |

If wou accept the berms of the agreement, click I Agree to continue, You must accept the
agreement ko install Wireshark 0.99.5.

Mullsoft Instal System vz, 17

« Back I Agree Cancel

Pucynok 2

2) I[lepexonaiitecs, mo Ha [1K BcranoBneno WinPcap. ¥ WinPcap Bxoauts
npaiiBep I miaATpuMKH 300py makeTiB. [Iporpama Wireshark BuxopuctoBye 1110

616mioTeKy s 300py AMHAMIYHUX MepekeBux AaHux B Windows (puc. 3).
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i Wireshark 0.99.5 Setup = 0] x|

Install WinPcap?
WinPcap i required to capbure live network data. Should WinPoap be installed? i

—Currently installed WinPcap wversion
WinPcap 4.0

—Install
[V Install WinPcap 4.0
If salacted, the currently installed WinPcap 4.0 will be uninstalled First.

—Services

I™ Btart WinPcap service "NPF” at starfup:
(0 usars without Administrator privileges can capturs)

What is WinPcapy

Nulsaft Install System w2, 17

< Back Install Cance| I

PucyHok 3

B. HatucHits Install (BctaHoBUTH) 1 cIiayiTe MigKa3KkaM J0 KIiHIIS MPOIIECY
YCTaHOBKH.

I'. Tlicnst ycTaHOBKM TIpOrpaMy BCTAHOBITH BIAMOBIIHMIA Mparopeib, moo
3armycTuTu nporpamy Wireshark.

Kpoxk 2. Bu0ip inTepdeiicy mist 300py makeTiB

A. 3amycrtiTh nonaroxk Wireshark.

b. ¥ mento Capture (301p) Bubepith nyHKT Interfaces (intepdeiicn) (puc. 4).

2! The Wireshark Network Analyzer

File Edit Wew Go | Capture Analyze  Statistics  Help

B Interfaces,,,
. @ @ oW
)
o & o iH;m:.th:ns... Chrl+K o | & T2
Elltar:l Eit“rt v  Expression.. Clear Apply
Stop CErI
B Restart
i Capture Filters. .,

Pucynok 4
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3) Harucuite xHomky Start (myck) mns intepdericy Ethernet (NIC), sikuii

NOTPiIOHO BUKOPHUCTOBYBATH s 300py MepekeBoro Tpadiky (puc. 5).

Lo

Drescription i Packets Packets)s Stop |

. Adapter For generic dislun and VPN caphure urknn i 0 Shart | Options | Details |

. Intek(R) PROJI00 VE Netwark Connection (Microsoft's Packet Scheduler) 192,168.1.103  ~ ( start | gtlum:| Eetalsl
Hedp | Close

Pucynok 5

Kpoxk 3. 3amyck 300py MepeKeBUX JaHUX

A. IIponuBITBCS MEHIO 1 NEPErsHbTE NMaHelIb IHCTPYMEHTIB B 1HTepdeiic
3anycky Wireshark.

b. Hatucuite kHonky New Live Capture (HOBHi 301p AMHAMIYHHMX JaHMX) 1
neperiasiHpTe BiAoMocTi, 310pani Wireshark. Hexaii 30ip naHux TpuBae mpoTsIrom
JEKUTBKOX XBHWJIMH, 1100 BU MOTJIM MOCHOCTEPITaTH 3a Pi3HUMU TUNaMHu Tpadiky B

Mepexi (puc. 6).

1! The Wireshark Network Analyzer 4

fle Edt View Go Capture Analyze Statistics Help
B e 2@ x % 3 R ¢« % o F & |

Eher: | v Expeession... Clear Apply

Start a New Live Capture...

PucyHok 6

Kpox 4. Anani3 BizomocTeil npo BeO-Tpadiky
A. SIkmio icHye TiaKITIoueHHs 10 Mepexi [HTepHeT, BiakpuiiTe BeO-Opay3sep 1
nepeniTh y By30J www.google.com. 3BepHITh BikHO (Google 1 moBepHITbCS y

Wireshark. Mae O6ytu BinoOpakenuii Tpadik, CXOXKUN 3 TUM, IO NPEICTABICHUN
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HIOKYe. 3HaimiTh croBmil Source, Destination Tta Protocol (mxepeno, aapecy

MpU3HAYEHHS 1 TPOTOKO) Ha ekpani Wireshark (puc. 7).

e e weeanore RI=E

Ble Edt Wew Go Captue Analge Statitics  Help |
B adew ol xo a8 B« oF 8 BE aaaaqni @

B | *  Eepression... Claar pply ‘

102, 168.1.103 ST ANNING DA P S E DT L B

55

2 0 - o)

3 5.013860 Cisco=Li_fe:fe:0b Intel_63:ce:53 ARF who has 192,168.1.1037 Tell 1%2.168.1.1

4 5.013878 Intel_63:ce:s3 Cisco-Li_se:fe:0b amp 192.168.1.103 15 At 00:Q7:@9:63:C0:53

5 11,955472 192.168.1.103 65.24.7.3 DHE standard query A wwe. google, com

6 11,971037 65.24.7.3 1932,168,1.103 DNE Standard query response CHAME www, 1.google.com A
711.872176 192.168.1.103 64,233.167.99 TCR 1351 » http [Svm] Sege0 Lens=0 MSS=1260 WS=3

8 12.014043% 64.233.167.99 152.1658.1.103 TCR http » 1351 [svm, ACK] Seq=0 Ack=1l Win=B19%0 Len=

9 12.014085 1%92.168.1.103 64,233.167.99 TCR 1351 = http [.&.CK] Seq=l Ack=1 Win=655%35 Len=0

10 12. 014853 162.168.1.103 64,233,167, 499 HTTP  GET f HTTR/1.1

11 12.06208%  64,233,167.99 152.168.1.103 TCP http = 1351 [ACK] seq=1l Ack=3%1 Win=6432 Len=0
12 12.074398 64.233.167.99 192.168.1.103 TCP [TcP segnent of a reassembled Pou) L
13 12.074538 64.233.167.99 192.168.1.103 TCP [TCP segment of a reassembled PoU]
14 13.074566 1.'92 1G68.1.103 64,233,167, 90 TCP 1351 » http [ACK] Seqe39l Acke2521 win=G5535 Len
15 12, 077349 . 233.167.00 107,.168.1,103 HTTE  HTTR/L.1 200 o (text/html)
16 12, 201262 192 158.1.103 64,233.167.99 TCP 1351 » hitp [AcK] Sege=391 Ack=3508 wWin=6445% Len
17 14, 502069  192,168.1.103 152,168.1.255 BROWSE Host Announcemert HOST-1, workstation, Server, P s

Pucynok 7

4) IMigxaroueHHs Ao cepepa Google moYHETHCS 3 BIANPABICHHS 3allUTy Ha
DNS-cepBep mns momyky IP-ampecu cepBepa. IP-aapeca cepBepa mpu3HaYeHHS,
CKOpIIIIe BChOT0, MOYHETHCS 3 64.XXX

b. Binkpuiite e ogHe BiKHO BeO-orsiada 1 mepeiaiTe B 6azy qanux ARIN
Whois http://www.arin.net/whois/ abo ckopucraiTecs 1HIIUM 3aCOO0M TMOIIYKY
whois 1 BBeniTh [P-anpecy cepBepa npusHaueHHs.

Kpoxk 5. ®inbrparis 300py MepeKeBUX JaHUX

A. BinkpuiiTe BIKHO KOMaHAHOTO psijka, BuOpasmm Start> All Programs>
Run (myck> mnporpamu>BukoHaTH) i1 BBiBIIM cmd. AOo kmauHiTh Start> All
Programs> Accessories (ITyck> BCl IporpaMi> CTaHJAapTHI™> KOMAaHIHUH PAIOK).

b. HanimuniTe myna-3anut 3a [P-anpecoro By3ia y Baririii JOKadbHINA MEpexi i
nocrocrepiraiite 3a npouecamu y BikHI 300py Wireshark. IlpokpyTiTe BHU3 1
Bropy BIKHO, B SKOMY BimoOpaxaeTbcsi  Tpadik. [loguBiThes — sKi
BUKOPHUCTOBYIOTBCS THITH ITPOTOKOJIIB.

B. V tekcroBomy mnoni Filter (pinbTp) BBemiTe icmp 1 kianHite Apply

(3actocyBatw). [IpoTokon ynpasmiaas noBigomiieHHsMH B [aTeprer (ICMP) - 11e
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IPOTOKOJI, BHKOPHUCTOBYBAHHUW JIyHa-3allUTOM JJI TIEPEBIPKH MEPEKEBOTO

T IKITFOYEHHS JI0 1HIIIOTO BY3JIa.

7 Intel{R} PRO; 100 YE Network Connection {Microsoft's Packet Scheduler) : Capturing - Wireshark

File Edit ¥ew Go Capture #nalyze Statistics Help :
B @ e e & @ x4 8 R « 0 F 8| EFAE

Filber: Ilm'p * Expression... Clear Apply
Mo, - | Time: | SOUrCe | Destinakion | Protocol | Info
O 47.020005 157.168.1.103 152, 168, 1. 100 ICMP  EChO )
10 47.031094 192.168.1.100 192.168.1.103 IcMP  Echo (ping) reply
11 48.027367 192.168.1.103 192.168.1.100 ICMP Echo (ping) reguest
12 48.029819% 192.168.1.100 162.168.1.103 ICMP Echo (ping) reply
13 45.027318 192.168.1.103 162.168.1.100 IcMP Echo (ping) request
14 45,020552 162.168.1.100 162.168.1.103 ICMP  Echo Cping) reply
15 50.027275 192.168.1.103 192.168.1.100 ICMP  Echo (ping) reguest
16 50.029279  192.168.1.100 162.168.1.103 IcMP Echo (ping) reply
PucyHok 8

I'. Knaunite Filter (pinbtp): Knonka Expression (Bupa3s) y Bikai Wireshark.
[TpokpyTITh CIMCOK BHU3 1 MEPETIISTHTE MOKIMBOCTI (inbTpartii. [loguBiThes uu €

B criricky nipotokonu TCP, HTTP, ARP rta iami.

KonTpo/bHi nMTaHHA

1. YV noni ¢inbTpiB BimoOpakeHi COTHI (IIbTPIB. Y BEIUKHX MEPEkKAX MOKE
Oytu Oarato pi3HuMX TUMIB Tpadiky y BenuyesHux obcsrax. Ski Tpu QinbTpu 3
JIOBIOTO CIUCKY, BU yMa€eTe, MOXKYTh OyTH HAOUTbII €()EKTUBHI AJI1 MEPEKEBOTO
aaMmiHicTparopa?

2. IIporpama  Wireshark 1me 3aci6 i  mozacmyroBoro — abo
BHYTPIIIIHBOCMYT'OBOI'O MOHITOPUHTY Mepek? [10sCHITH CBOIO BIATIOBIb.

3. Ske Oymo mKepeno 1 aapeca TMPU3HAYEHHS TMEPIIOTO IAKETY,
BinpaiieHoro Ha cepBep Google y kpoi 4 mabopaTtopHoi po6oTu?

4. Axum ciocoboM MOKHA BU3HAYUTH oprasizaiiro no [P-agpeci?

5. SIki MPOTOKOJM CIyKaTh ISl MAKIIOYEHHS 10 BeO-cepBepa 1 JTOCTaBKH

BE0O-CTOPIHKM B Ball JIOKAJIbHUW BY30J17?
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6. SlkuM KOJIBOPOM BUILISETHCS Tpadik y mporpami Wireshark mix Barmmm
BY3JI0M 1 BeO-cepBepom Google?
7. SIxkuii Tpadik BigoOpa)kaeThbcs MPU BBEACHHI KOMaHIW icmp B TEKCTOBE

noste Filter (pinbtp)?
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