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AHOTALNIA

bapa6am A.l. IIporpamue 3a0e3ne4eHHs] CUCTeMH Ki0epOe3nmexku st
3axucty  iHopMamii Ha  NEepPeHOCHMX  HOCifX. 125 Kib0epOe3neka.
IeHTpaJIbHOYKPATHCHKM HAIIOHAJILHU I TeXHIYHUM YHiBepCHUTET.
KponuBauuskui. 2023.

B nmaniit BumyckHiii kBamidikamiiHii poboTi 3a mepmmM (OakaTaBPCHKUM)
PIBHEM BHIILIOT OCBITH PO3pOOJIEHO MporpamMHe 3a0e3NeueHHs, sIKe MPU3HAYEHO IS
cUCTeMH KibepOe3neKku AJisi 3aXUCTy iH(popMallii Ha TEPEeHOCHUX HOCISIX.

Metow po3poOku € mporpaMHe 3a0e3neueHHs] CUCTeMH KibepOesreku s
3axucTy 1HGOpMaIlil Ha MEPEHOCHUX HOCISX.

Pesynprar poOoTH — mporpamHa peamizailis CHCTeMH KiOepOe3meku s
3aXHCTy 1H(pOpMaIlli Ha MEPEHOCHUX HOCISX.

B npomeci pobotu Haj mporpaMHOI0 MOJIEIUTI0O BUKOHAHO aHami3 1CHYIOUHX
amapaTHUX Ta MPOrpaMHUX 3aco0iB. B TmoBHIN Mipi omucaHi BCl KOMIIOHEHTH
PO3pO0JIEHOr0 MPOrPaMHOT0 3a0€3MeYeHHS.

Po3po6neno 3pyunuii intepdeiic kopuctyBaua. HaBeneni iHCTpyKIIii o po6oTi
3 MPOTPAMHUMU 3aCO0aMHU.

[Tporpama moxe BukopuctoByBatucs Ha [IEOM apxitexktypu IBM PC 3 OC
Windows 10/11.

[Iporpamy po3po6iieHo B cepenonuiii Delphi 10.4.

Kurouogi ciioBa: xibepOesmeka, 3axucty iHpopmaliii, IepeHOCH1 HOCIT



ABSTRACT

Barabash A.I. Cybersecurity system software for protecting information
on portable media. 125 Cyber security. Central Ukrainian National Technical
University. Kropyvnytskyi. 2023.

In this final qualification work for the first (bachelor) level of higher
education, software is developed, which is intended for a cyber security system to
protect information on portable media.

The purpose of the development is the software of the cyber security system
for the protection of information on portable media.

The result of the work is the software implementation of the cyber security
system for the protection of information on portable media.

In the process of working on the software model, an analysis of existing
hardware and software was performed. All components of the developed software are
fully described.

A convenient user interface has been developed. Instructions for working with
software tools are provided.

The program can be used on PCs of IBM PC architecture with Windows
10/11 OS.

The program was developed in the Delphi 10.4 environment.

Keywords: cyber security, information protection, portable media
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INEPEJIIK YMOBHHUX ITIO3HAYEHb, CUMBOJIIB, OAUHUILb I TEPMIHIB

1| 0a3a ganux
I13 porpamHe 3a0e3MeyeHHs
AES Advanced Encryption Standard
USB universal serial bus
ApPK.
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BCTYII

AKTyaJbHIiCTh TeMH. Byb-XTO, XTO 30€pirae 3axuiiieHi J1aHi Ha MOPTATHUBHUX
npucTposix (Takux SK HOYTOykM Ta cMapTgoHM) abo 3HIMHHX 1 JIETKO
TpaHcTopToBaHUX HOCiAXx (Takux sk USB-nakormmuyBaui abo CD/DVD), moBunen
BUKOPHCTOBYBATH TEXHOJOTII MU(pyBaHHS, TPUIHSATI B TATy3i.

3JI0BMUCHUKH MOXYTh OTPUMAaTH HECAHKIIIOHOBaHUU (i3uyHui a00 JOrTYHUN
JOCTYI 0 MPUCTPOIO, NepeaaBaTu 1H(OpMAII0 3 PUCTPOIO B CUCTEMY 3JI0BMUCHHUKA
Ta BUKOHYBATH 1HIII [ii, SIKI CTaBJIATH i 3arpo3y KOHQIAEHIINHICTh iH(opMaiii Ha
IIPUCTPOL.

3HiMHI HOCii Ta MOOUTBHI TPHUCTPOi MawTh OYTH HaJEKHUM YHHOM
3amupoBaHi  BIAMOBITHO JI0 HABEICHUX HIKYE BKa3iBOK, SKIIO BOHU
BUKOPUCTOBYIOTHCS JUIsl 30epiraHHs 3axuIIeHuX maduX. J[o MOOITbHUX MPHUCTPOIB
MOJKYTh HaJIe)KaTl HOYTOYKU Ta cCMapT(HOHHU:

1. Po3po06iTh 1 mpoTeCTYTE BIAMIOBIIHH TJIaH BITHOBJICHHS TaHUX.

2. BUKOpPHCTOBYWTE CyMICHI aJTOPUTMH Ta I1HCTPYMEHTH MIMUQpPyBaHHS. 3a
MoskBocTi BukopuctoByiite AES (Advanced Encryption Standard) ans anroputmy
mu@pyBaHHS Yepe3 HOro MOTYXKHICTh 1 MIBUIKICTb.

3. CTBOpIOIOYM TiapoJib, JOTPUMYHTECS BUMOI 110 HaaiiiHoro mapoiss. HE
BUKOPHCTOBYHTE TOW caMuif mapoJib 3 IHIIUX CUCTEM.

4. BukopuctoByiite Oe3MEYHW I1HCTPYMEHT KEPYBaHHS MapoJsiMH, 1100
30epiratu KoHQIAeHiIiHY iHpopMaIlito, Taky SK MapoJIi Ta K04l BIAHOBICHHS. SIKIIIO
napoyi NOTpPIOHO HaJaTH IHIIMM KOPUCTyBadaMm, II€pEeKOHaMTecs, 10 MapoJi
HAJICHJIAIOTRCA OKpeMo Bin 3ammdpoBanoro ¢aiinmy. Hampuxman, 3arenedonyiite
JIFOTWHI, 100 yCHO moBimoMuTu napoiib. HE 3ammcyiite mapois 1 He 30epiraiite ioro B
TOMY CaMOMy MicCIli, 10 W HOCIH (Hampukiaad, JUCTOK 13 TapojieM Iopyd 13
samuppoBannm USB-HakonuayBadem)

5. Ilicns KomifOBaHHS 3aXWINEHUX JaHWX Ha 3HIMHMA HOCIA (HAmpHKIa,

KOMITaKT-IMUCK, 30BHINIHI OpPCTKI 1ucku): IlepexkoHalTecs, MmO 3HIMHUNA HOCIH

ApK.
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paioe, JOTPUMYIOUUCH IHCTPYKIINA JIJIT YMTaHHS 3alli(QpPOBAHUX 3aKPUTHX JIAHUX.
k110 MOXIMBO, O€3MEYHO BUIAIITh HE3au(ppoBaHi JaHi.

6. 3MiHHMIT HOC1#1 Mae OyTH MO3HAUYECHUH TaKOIO 1HPOPMAIIETO:

— Hazga. Hanpuxknan, "/lani npoekty XYZ".

— Bunacauk nanux (mociiiHUK a00 Ha3Ba JOCIIIHUIILKOTO MiAPO3ALTY).

— Jlara mudpyBanHs.

7. Konu 3HiIMHI Hocli 3anumaioTbes Oe3 Harmsamy, ix cmig 30epiraté B
O€3MeYHOMY Ta 3aMKHEHOMY MICIi (Hanmpukiaj, y madax, siumKax 13 3aMKaMH TOIIIO),
JIOCTYTI JI0 IKUX 0OMEXKEHO KOPUCTyBayaMH.

8. 3amokyMeHTyiTe (i3uyHe po3TalmryBaHHS 3HIMHUX HOCIiB pa3oMm 13
iH(dopMarIliero Ha ApiaUKax (3a3HAYCHOIO BUIINE) JJIS BIJCTS)KCHHS T4 BUKOPUCTAHHS B
MaiiOyTHBOMY.

Merta ii 3aBAaHH AOCTiIKeHH. MeToo poOOTH € IporpamHe 3a0e3neueHHs
CUCTeMH KibepOe3neKku AJis 3aXUCTy iH(popMallii Ha TePEeHOCHUX HOCISX.

JUis MOCSTHEHHS TOCTaBJICHOI METH BU3HAauCHa MporpamMa JOCHIHKEHHS, IO
CKJIQ/IA€THCS 3 HACTYITHUX 3aBJaHb:

— Ornsj icHYIOUHX CUCTeM JJTs 3aXMUCTy 1HhopMallli Ha MEPEHOCHUX HOCISX.

— Hocnimkennss cuctemu kibepbesneku s 3axucty iHMopmamii  Ha
MEPEHOCHUX HOCISIX.

— Ilporpamna peasizamisi cucteMu Kibepoesneku ams 3axucTy iHdopmanii Ha
MEPEHOCHUX HOCISX.

IIpakTyHa HiHHICTH OTPUMAHUX Pe3yJbTATIB TMOJSITaE B TOMY, IO
pO3po0JIeHT  anrOpUTMU JO3BOJISIOTH YCHIIIHO BHPIIIYBaTH 3a7adi A 3aXHUCTy
iH(opMaIlii Ha TEPEHOCHUX HOCISX.

TakuM 4MHOM, BUXOASYM 3 BHUIIENEPEPAXOBAHOT0, MPOrpaMHE 3a0e3MeueHHs
cucTeMu KibepOesrneku sl 3aXUcTy iH(popMallii Ha MePeHOCHUX HOCISAX, € aKTYaIbHOIO
3a/1auero, sKka moTpeOye BUPINIEHHS y JaHi BUIYCKHIM kBajidikariiiHiii poOoTi 3a

nepimuM (0akaaaBpChbKUM) pIBHEM BHIIO1 OCBITH.

ApK.
BKPB-125.23.0027.00.00.713 =
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1 IPU3HAYEHHA TA OBJIACTD BUKOPUCTAHHA

1.1 Ilpu3HA4YeHHA CUCTEMU

Pi3Hi iHcTpyMeHTH Ui mM@pyBaHHS JAaHUX MOXKHA PO3AUIMTH Ha 3 BEJHKI
KaTeropii:

— USB-Hakonu4yBadi 3 caMOII(ppyBaHHIM;

— IporpaMHe 3a0e3nedeHHs 11 mudpyBaHHs Meaiadaiiiig;

— IporpamHe 3a0e3neueHHs Ui mudpyBaHHs (HaniiB.

USB-nakonuuyBawi 3 camomudpyBaHnsaMm —ie  nopratuBHi  USB-
HAKOMWYyBayi, y SKUX BOYJIOBAHO aJITOPUTMHU MH(PPYBaHHS HA JKOPCTKOMY JTUCKY, IO
ycyBae HEOOXIJHICTh IHCTaTIOBAaTH OyAb-KE TNporpamMHe 3a0e3MeueHHsA IS
mrdpyBanHs. OOMeKeHHS! TaKUX MPUCTPOIB TOJISITae B TOMY, IO (Gaiiau mu@pyroThes
JUIIE TOi, KOJIM BOHM 30epiratoTbesi Ha 3ammdpoBanomy USB-nHakonuuysadi, a 11e
o3Hauae, 1m0 ¢ainu, ckomioBani 3 USB-HakonmuuyBaya [Jig HaJACUJIAHHS
CJICKTPOHHOIO TOIITO a00 IHIIMMU [apaMeTpamMu CHiJIBHOTO BUKOPUCTAHHS (aiiiiB,
He Oynyth 3axumieHi. Lli USB-nakonmnuyBaui Takox 3a3Buuail noposkui, Hix USB-
Hakonu4yBayi 6e3 mudpyBaHHS.

IIporpamue 3a6e3ieueHnts 1 U(PYBaHHS MOBHOIO AUCKA II€ TIPOTPAMHE
3a0e3MeUYeHHs], SKC BHKOPUCTOBYETHCS M IMU(PPYBAaHHS HE3aXUIIEHUX HOCIIB
iHdopMalii, Takux Ak KoMmakT-gucku, DVD-aucku, USB-nHakonuuyBadi abo »KOpCTKi
JUCKH  HOYTOYKIB. ['HYYKICTh IIhOTO MPOTPAMHOTO 3a0E3MEYCHHS  JT03BOJISIE
3aCTOCOBYBAaTH 3axUCT JIO OUIBIIOI KIUIBKOCTI HOCIiB iHdopmalii. OpHak 10
porpaMHOro 3a0e3nedeHHs sl mudpyBaHHa MeniadaiiiiB 3aCTOCOBYIOThCS Ti cami
oOMexeHHs o0 criBnpaiii, mo i 10 USB-HakonnyyBadiB 13 caMomugpyBaHHSIM.

IIporpamue 3a6e3neuenHs st mudpyBannsa ¢aiiaiB 3adesnedye OLTBITY
THYYKICTh 3aCTOCYBaHHS IMHM(pPyBaHHS 10 KOHKpeTHUX aitmiB. [lpu HanexHOMY

BUKOPHUCTAaHHI MPOrpamMHOTO 3a0e3nedeHHss i mudpyBaHHs (aililiB  BIIACHUKU

ApK.
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pecypciB MOXYTh OOMiHIOBaTUCS 3amu@poBaHUMU (ailiaMu eJeKTPOHHOK TOIITOO

Yi IHIOUMH MexaHi3MaMu oOMiHy ¢ainamu, 30epiratoun 3axuct. {06 moximuTHCs

3amuppoBaHUMU (aiisiaMu, IepeKoOHaNUTeCs, 110 TTapoJii HalaHO 0e3MeYHO.

Tabmum 1.1 —3pa3ok CHHCKYy 1HCTPYMEHTIB, $KI BIJIMOBIIalOTh BHUMOTaM

mu@pyBaHHS 3HIMHUX HOCIIB

Kareropis ITapamerpu Haiikpame qis
IHCTpyMeHTYy iHCTpyMeHTa
USB-nakonuuyBaui | Imation Hesenuka rpymna kopucTyBadiB (MeHIIe
3 D250/5200/S5250 5)
camotmmdpyBannasm | [ronKey S200/D200 | HeoOxigHuii ~ MiHIMQJIbHHA  OOMIH
Kingston daitmamu abo criiBmpars
DataTraveler 4000 Hepenmukuii aGo momipHUE  00CsT
JAaHUX
MinimManbHi pecypcu TEeXHIYHO1
HIATPUMKH
[Iporpamne JluckoBi yTuIiTH | HeBenuka rpymna kopucTyBadiB (MEHIIIE
3abesneueHHs i | Apple Mac OS X /| 5)
mudpyBaHHS FileVault2 HeoOxigHuit  MiHIMaJIbHUNH  OOMIH
MOBHOTO JINCKa dm-crypt ¢aitnamu abo criBmpars
Microsoft Windows | Benuka KUJIBKICTh JaHUX
Bitlocker
LTudpyBanHs BCbOro
nucka Symantec PGP
VeraCrypt
[Tporpamue 7zip (3| Bix cepeanboi 10 BenHMKOi TpyNHU
3a0€3MeueHHs]  JJIs | BAKOPUCTAHHSIM KOpHUCTYyBauiB (OUIbIIE 5)
mudpyBansas ¢aini | mudpyBandas  AES | Hag  dalimamu  maroTh  mpaiioBaTu
256) CIIUIBHO KOPHUCTYyBaul 3 reorpagiyHo
Microsoft Windows | po3no/iisieHux Micilb
EFS [ToMipHuit 260 BETUKUN PO3MIP JaHUX
VeraCrypt
ApPK.
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[lepepaxoBaHi 1HCTPYMEHTH 3a3BMYai MIATPUMYIOTH CyYacHI oOIepariiiti
cuctemH, Taki sk Microsoft Windows, Mac OS X i Linux. Byap nacka, 3BepHITBCS 710

BEO-CalTIB MOCTaYaILHUKIB mmoa0 KOHKPCTHHUX CUCTCMHHUX BUMOT'.

1.2 O0JacTh 3acTOCYyBaHHA

bararo mporpamHux mporpaM HanawTh GYHKIID 3aXUCTy MapojieM, sKi
3a0e3MeuyIoTh JIMIIE 3aBiCy OE3IeKH, Ky JIeTko moaonatu. [Iporpamue 3a0e3nedeHHs,
sKe HE BIAMNOBIAAE cTaHIapTaM MU(pyBaHHS, BKIIOYAE:

— Adobe Acrobat o Bepcii 10.0 (Takox BigoMoi sik Bepcis X).

— IIporpama Microsoft Office 1o 2010 poxy.

— Winzip g0 Bepcii 9.

Ilnan BigHOBJIEHHA TaHUX

SIKIIO 3HIMHHM HOCIH € €IUHOI0 KOMIEI0 3aXWIIEHUX JaHWX, BU ITOBHHHI
3poOUTH HACTyMHE, MO0 3a0e3MeYnTH HaAllHE pPEe3epBHE KOMIIOBAHHA 3aXHILEHUX
JTAHUX Ha 1HIIUX TPUCTPOSIX.

~ 3axwiieHi JaHi 30epiraloThCsi Ha IHIIMX 3HIMHUX HOCISIX, SIKI BIAMOBIIAIOTH
BUMOTaM, BUKJIAJICHUM y IIbOMY JOKYMEHTI;

~ 3axwumieni gani 30epiratothcss B UCBackup 13 mmdpyBaHHsIM.

IHcTpyMeHT KepyBaHHS MAPOJIAMHU

[HCTpyMEHT  KepyBaHHS  TapoOJsIMU —II€  PIMICHHS,  SK€  JO3BOJISIE
BUKOPUCTOBYBATH €IMHUI CKIAJHUM TOJOBHUM Mapoib AJis LEHTPATi30BaHOTO 3aXUCTY
BCIX BaIlIMX 1HIIMX MapodiB 1 00aiKOBUX daHuX. Lle Takoxk 3MEHITye HEOOXIAHICTh s
KOPHUCTYBa4lB 3aram’STOBYBAaTH BCl MEPECTAHOBKM IMEHI KOPUCTyBada Ta MapoJs, sKi
BUKOPHUCTOBYIOTBCS JIJISI PI3HUX IIPOrpaM 1 BeO-CIryxo0.

Xoua 1€ 3py4HO, IIUPOKI MOMKIMBOCTI JOCTYMy, fKI HaJa€ I1HCTPYMEHT
KEpyBaHHA MapoJIIMH, MOTPEeOYIOTh MIJBUILEHOT OE3MeKH s 3aXUCTy O0a3u JaHuX
kepyBaHHa TmapoysiMu. OcCh KITbKa PEKOMEHJIAIi IO0J0 TOTO, SIK 3amoOIrTH

NOTPAIISIHHIO BalIOi 0a3M JaHUX KEPYBaHHS MapOJsiIMU B YY1 PYKH:
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— HE posnoscropkyiiTe 6a3y JaHUX KepyBaHHS MMapoIsiMU Ha BeO-caiiTax abo B
ciyx0ax oOMiHy (aimamu.

— CTBOpIOIOYM TOJOBHHI Mapojb, JOTPUMYHTECh MpaBUI CTBOPEHHS MapoJis
(Bimmosimaiite BuMoram MSSND #5 TA nosxunoro He MeHIe 10 cuMBOITIB).

— PerynsipHo cTBOprOiiTe pe3epBHY Komiro (aiiry 0a3u maHWX KepyBaHHS
napoJisiMu, 1100 3ano0irTi 0JJIOKYBaHHIO BCiX BaIlUX MapoJIiB.

— YBiMKHITh OararodaktopHy aTeHTU(ikamito (MFA), axmo i miarpumye
IHCTpyMEHT KepyBaHHs mapoijissmu. Ciig BiAmaTh TMepeBary HaBEIECHUM HIKYC
napamerpam MFA, anik Oynp-skum mnapamerpam MFA Ha ocHOBi SMS (TeKkcTOBE
MOBITOMJICHHS ) 200 TenedoHy, OCKUTHKH BOHH OUTBII CIPUHHSITINBI 10 00X0.Y:

o IIporpamu OTP Ha ocHOBI yacy, sk-oT Google Authenticator, Authy a6o
Duo.

o @izmunnii kirou 6e3nexu U2F, manpuxman YubiKey.

[IpuknanoM IHCTPYMEHTY KepyBaHHs maposisimMu € LastPass, sikuil mocTymHui
0e3koImTOBHO B omneparliaux cucremax Windows, Linux 1 Mac OS X.

TakuM 4MHOM, BUXOJSYHU 3 BHUIIENECPEPAXOBAHOTO, MPOrpaMHe 3a0e3MeUeHHS
cucTeMH KibepOe3neku sl 3aXxucTy iHhopMallii Ha TePEeHOCHUX HOCISIX, € aKTyaIbHOIO
3aja4ero, sika MoTpedye BUPIMICHHS y JaHi BUMYCKHIA KBamidikauidHid poOoTi 3a

nepiuM (6akanaBpChbKUM) PIBHEM BUIIOI OCBITH.
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2 IEPEIJIAA AHAJIOTTYHHUX ICHYIOUYUX CUCTEM

2.1 Orasix icHYIOYHMX CHCTEM, TEXHOJIOTI, ApXiTEKTYpP, NPOrPAMHUX PillleHb
3a  mnpodiseM TeMHM BHIYCKHOI KBaJgiikauiiiHoi podoTH 3a mNepIHM

(0akasiaBpCcHLKHUM) PiBHEM BHIIOI OCBITH

Posrnsnemo icHyroui mporpamu mudpyBaHHA JaHUX HA MEPEHOCHUX HOCIAX
iHpopMmarii.

USB Safeguard

USB Safeguard ne manenpka O€3KOIITOBHA Mporpama, Hio JErko 3amudpye
Bamll KOH(iAeHUiiHI faHi amroputMoMm AES 256, 3abe3neunBmM THM CcaMUM
MaKCUMaJbHUHN piBeHb Oe3meku. s mmdpyBanHs ¥ gemmdpyBaHHsS Bam Oyje
NOTPIOHO CremiadbHUN KIIIOY, K1 OyJaeTe 3HaTW TUIbKM BH W HIXTO 1HIIUN. Tomy,
HaBITh SKIIO MEPEHOCHWM HOCIH 1H(}opmarii Oyxae 3aryOnmeHuit abo yKpaaeHHH, TO
iH(opMallis Ha HboMy Oyjie B Oe3Mmelil, ToMY 110 3JIOBMUCHUKOBI BOHa Oy/1e aOCOIIOTHO
MapHa.

106 3ammdpysatu 3a qoromororo USB Safeguard Bamii naHi, TOCUTh ckavyatu
il 3 odimiiiHOrO CcalfTy ¥ ckomiroBaTu (hailyl Ha IepeHOCHUM HOCiH 1H(opMalii, Ha AKIH
3anucaHa KoHiaeHuiHa iHdopmamis. [lpu mepmomy 3amycky MporpamMu Bam
3allpONOHYIOTh CTBOPUTH YHIKAIbHUH KITI0Y [T n(pyBaHHS i MOTIM BUOpaTu ¢aitim
i manku s mu@pysanda. [Ipocto mepersrHeTe moTpiOHI daiin M manku y BIKHO
nporpamu ¥ HaTUCHITH KHONKY «Encrypt all». Ilicms Toro, sik Bci nmani OyayThb
3amuppoBaHi, BaM 3allPONOHYIOTh BHUIAIUTH OPHUTIHAIM OJHHUM 13 JBOX METOJIIB
BUJAJIeHHS (TPOCTUM OE3MOBOPOTHUM BHIAJICHHSIM 1 O€3MOBOPOTHUM BUAAJICHHSIM 32
nomoMoror cranaapty Do 5220-22M), mo6 3amo0irTé BiAHOBJIICHHIO MaHUX 3a
JIOTIOMOTOI0 ~ CTICIiali30BaHUX TNPOTpaMHUX NPOAYKTiB. JlJis BITHOBIIGHHS aHUX

nocuth 3amyctutu USB Safeguard, yBectu cBiif kimtod, BuOpatu ¢ailinu il manku s
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BIIHOBJICHHS (BOHM B)K€ OYJyTh Yy CIIMCKY MpOrpamu) 1 HaxxkaTu kHonKy «Decrypt Ally.

[Ticas mporo mporpamMa BiTHOBHUTH JIaH1, 1 BU 3MOKETE CKOPUCTATHUCS] HUMHU.

ﬂ_ — S
Decryptin: Do\ | Biowse...
Mame Size  Modified Decmpl A1
—lbooks Decmpt

[ And delats
m
Wk
A
4]
| Sedected O flefs)

Pucynok 2.1 — Intepdeiic kopuctyBaua USB Safeguard

B,

Apx. | Ne okym.
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I"apna nporpama, 0co0IMBO, SKIIO BpaxyBaTH ii OE3KOIITOBHICTh. 3BUYANHO, €
yoro O6axkatu iii y MaltOyTHhOMY, aJie 11 TITLKH Tepila Bepcis i 6arato 4oro, qymaro, y
HET 1IEe crepeny.

HIundpysannsa 3axucty nanux Dell (DDPE)

Dell Data Protection Encryption (DDPE) — ie kopniopatusaa nmporpama UCSF
1 mu@pyBaHHA HACTIIBHUX KOMIT'IOTepiB 1 HOyTOykiB. External Media Shield
(EMS) — e ¢ynkuis DDPE, sxa go3Bossie 30epiratu 3amudpoBani Gailin Ha 3HIMHIX
NPUCTPOSAX 30epiraHHs JaHHUX, TAaKUX K (PIenI-HaKoMu4IyBaydli ab0 30BHIIIHI KOPCTKI
JTUCKH.

DDPE nenoctynuuit ans macOS Big Sur, ockineku Dell npununmia nonaisiry
PO3pOOKY 1IbOTO TIporpaMHoro 3ade3nedeHHs. KnamHite TyT, 11100 oTpuMaTH J10AaTKOBI
BIJOMOCTI TpO MIM(PYBaHHS Ta BUKOPUCTAHHA 3HIMHUX TNPHUCTPOIB 30epiraHHsa Ha
macOS Big Sur B UCSF.

Ax 3ammdpysartu gaitan Ha USB-nakonuuyBayi?

Crnouatky Bam moTpiOHO akTuByBatTh EMS Ha Bamomy nucky. Bu moxerte
3pobuTH 1e, MmiAKIrouYuBImKM Horo no kommtotepa UCSF, skuit mae DDPE, 1
HatucHyBIM «Tak» y 3anuti mudpysanusa. Lle nmoB’s3ye AUCK 3 BalllUM JIOTTHOM
UCSF i Bumarae BCTaHOBJICHHS MapoJis JUCKA.

[Ticns aktuBamii EMS Ha pgucky daiinu, ckormiioBaHi 3 KOMIT'IoTepa 3
niarpumkoto DDPE Ha muick, OyayTs 3ammdpoani. Paitnu, ki BXKe 3HAXOAITHCS Ha
JUCKY, SIKM B BUKOPUCTOBY€ETE, HE MU(PYIOThest aBToMaTHuHO. 1106 3ammdpyBaTtu
iX, ckomitonTe (aiim 3 Jucka, a MOTiM 3HOBY BBIMKHITH 1X.

Ax yutaTu 3ammdposani ¢aiiim Ha komn’wrepi 0e3 DDPE?

[Ticns axktuBanii EMS Ha aucky, 3ajeHO BijJ Ballloi OINepaliiHoi CHCTEMH,
nporpama Windows a6o Mac mig Ha3Boro AccessEncryptedData komitoeTbcsi Ha JTHCK.
[Iporpama EMS Explorer 1o3BonuTs BaM uuTaTu Ta 30epiratu 3amudpoBani ¢aiiinm Ha
JTUCKY, BUKOPUCTOBYIOUH IMapOJIb IUCKA, KU BU CTBOPUIIM M1 yac aktuBalii EMS Ha

JTACKY.
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1o poOouTnH, KO 51 320yB CBill MApPOJIb 10 AUCKA?

Bu moxere miakmrounTH CBifi HakomudyBad g0 Oynb-skoro 1K UCSF, sxwii
mae DDPE, 1 ckunytn napoJis 3a gornomororo nporpamu DDPE.

SAxmo y Bac HeMae goctymy 10 komi torepa UCSF, 3arenedonyiite B ciyx0y
IT Service Desk 3a nomepom 415-514-4100 i1 mompociTh CKHHYTH mapoib. Bam
noTpiOHO OyJie MATBEPAUTH CBOIO 0CO0Y, MOMI0HO 10 CKUJAHHS TApOJis €JIEKTPOHHOIO
MOIITOIO.

Ak 3anmo0irru mmdpyBanHo npuctpor 3a gonomororww DDPE Removable
Storage Encryption?

Jlesiki mpuCTpoi MOXKYTh OyTH CXBajieH1 M1 00xomy mudpyBaHHS 3HIMHUX
HocliB. Mu Bxe gomanu TunoBi USB-HakomuuyBaui 3 anapaTHUM IIAQPPYBaHHSM.

3B’spkiThea 31 cmyx60t0 IT Service Desk 3a Homepom 415-514-4100 abo HaminutThH

3anuT Ha caiTi https://help.ucsf.edu. 3anut mae micTuTH nilicHe 6i3HeC-00IPYHTYBAHHS
JTIO3BOJTY IPUCTPOIO 001¥TH mmdpyBaHHs 3HiMHOTO HOcis DDPE (nanpuknan, npuctpii
3amu(poBaHO amapaTHUM 3a0€3MECYCHHSIM ).

Ax  posmmdppyBaty auck, 3amudpoBanuii 3a gonomororww DDPE
Removable Storage Encryption?

Bu moxere (1) ckomiroBatu (ailin 3 1ucka Ha KoMIl rotep, sskuil Mae DDPE,
a6o (2) Bukopucratu mnporpamu DDPE na naucky Ta BigdopmaTyBaTh IHCK.
KopuctyBaui Campus MoxyTh He akTHBYyBaTH EMS Ha Aucky 3HOBY Ta CKOIIIOBaTH
daiinm Ha THUCK.

3B’skiThes 31 cnyxk0or0 IT Service Desk 3a momepom 415-514-4100 abo

HAINUIITE 3amuT Ha calTi https://help.ucsf.edu, sikmo y Bac € Auck, sk HE MOXKHA

BiiopMaTyBaTH, ajie 3 HbOro notTpioHo Bunanutu mudpysanss DDPE EMS.

Y mene Ha komm’wotepi Hemae DDPE; sk s moxky 3ammdpyBaru cBoi
30BHIIIHI TUCKH?

Bu MoxeTe BHKOpPHUCTOBYBATH AWCKMA 3 amapaTHUM MUGPYBaHHSAM, SK-OT

PEKOMEHI0BaH1 TYT.

ApK.
BKPB-125.23.0027.00.00.713 —

Bum. | Apx. | Ne Dokym. ITionuc | Jama 12



https://help.ucsf.edu
https://help.ucsf.edu

SAxmo y Bac € nocryn a0 6yas-saxoro koM otepa UCSF, skuit Mmae DDPE, Bu
MOJKETe aKTUBYBaTH Ha HboMy EMS, yBIMIIOBIIM 3a TOMOMOTOI0 CBOTO OOJIKOBOTO
3anucy UCSF 1 miaKIouuBIIM IUCK IO KOMIT IOTepa.

Bu Takoxx mokere 3B’s3atucs 31 ciyxk6o0to IT Service Desk 3a Homepom 415-

514-4100 abGo wHamicmatm 3asBKy Ha caiti https://help.ucsf.edu, skmo xouere

BctaHoBuTH DDPE Ha cBiit koMIT 10TeED.

3aBkIU CTBOPIOWTE pe3epBHY KOIIIO CBOIX JaHUX mepes mudpyBaHH;IM abo
nemrdpyBaHHSIM TPHUCTPOIO. MOXKIMBO, BaM 3HAJOOUTHCS PO3MUQPYBATH Ta
BUJIAJIMTH CTapl MporpamMu mudpyBaHHs.

Y MeHe 30BHIlIHIH AUCK 3 anmapaTHUM IHMQPYBAHHSAM; YHM TMONPOCUTH
mu@pyBannda 3HiMHOI nam’ati DDPE 3amudpyBaru iioro?

UCSF Bxe cxBaiuMB [€AKi TOIIMPEHI 30BHIIIHI JUCKA 3 amapaTHUM
mu@pyBaHHAM 151 00X0y MHM(PpPyBaHHS 3HIMHUX HOCIIB. SIKIIIO y Bac € Takui, SKOTO
HEMa€ B HaBEJCHOMY HHXK4YE CIHUCKY, 3B suKIThbes 31 cimyk0or IT Service Desk 3a

HOMepoM 415-514-4100 abo maminuiiTh 3asaBKy Ha cTopiHi https:/help.ucsf.edu, mo6

MOJIaTH 3alUT Ha CXBaJCHHS IUCKa 3 amapatHuM mudpyBaHHsIM st 06xonxy DDPE
Removable llIudpyBanns 30epiranHs.

Tabmuus 2.1 — Mogeni npucTpoiB

Bupo06nux Mojeab D010 NPUCTPOIO

Apricorn Padlock 2
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[Tponosxenus Tadmwmi 2. 1

Apricorn Aegis Padlock m
T AT
3 .0 g_!i
Apricorn Aegis Padlock
DT
Apricorn Aegis Padlock
SSD

B,
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[Tponorxenus Tabdmuii 2.1

Apricorn Aegis Secure By
Key 2.0
| EEEE
Apricorn Aegis Secure
Key 3.0
Corsair Padlock v2
ApPK.
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[Tponorxenus Tabdmuii 2.1

EDGE DiskGO Secure
Pro 3.0 %e
IronKey Secure Drive A
-
e
T
n
Kinrcron DataTraveler _
Locker+ G3

Yu icHyworh cnocodu mm@pyBaHHA JaHUX HA 3HIMHHMX HOCiSIX, fIKi He

BUKOPHUCTOBYI0TH> DDPE?

abo nporpamue mudpyBaHHS.

Tax. Bu Takoxx MokeTe BUKOPHCTOBYBATH JIUCKH 3 alapaTHUM IIU(PYBaHHIM

JAurcku 3 anapaTHUM IIN(PPYBAHHAM

Bu moxere mpuabati Ta BUKOPHUCTOBYBAaTH 3HIMHUN JUCK 13 amapaTHUM

mrdpyBaHHsaM. [ucku 3 anapatHuM UG PYBAHHSAM KOIITYIOTh JOPOKYE, ajle€ BOHU HE

noTpeOyIOTh BCTAHOBJICHHS I0AATKOBOTO MTPOTPAMHOT0 3a0€3MeYeHHS Ta MOXKYTh OyTH

BindopmaToBaHi Oyab-skuM crmocoboM. HakommuyBau mmdpye indopmaiio 3a

B,
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JIOTIOMOTOI0 BOY/JOBaHOTO MeXaHi3Mmy. [l jocTymy 10 1IHMX JUCKIB MOTpiOeH
CTBOPEHUH KOPUCTyBaue€M KOJ; BOHM HE MOTPeOYIOTh JOJAaTKOBOTO MPOTPaMHOIO
3a0€e3ne4eHHs.

Symantec Encryption Desktop i PGP

Symantec Encryption Desktop 1 PGP moxyTe mmdpyBaTtu 30BHIIIHI JTUCKH.
UCSF o6inbmie He posroptae PGP; 3B spxiThes 31 ciyx60t0 IT Service Desk, mio6
OTpUMATH JOMOMOTY Yy BH3HA4€HHI TOro, YW MOTPIOHO MMHM(PpPyBaTH 3HIMHHUA
HakonuyyBay 3a gornomororw PGP uu DDPE EMS.

JlocTyn 10 3HIMHOTO JUCKa, 3au@poBaHoro 3a gomnomoror PGP, moxe maTtu
JMIIEe KOMIT FOTEP, Ha IKOMY BcTaHoBIeHO PGP.

FileVault 2 (30BHIiIIHI)

FileVault 2 — e pigna cnyx6a mmdpyBanusa Apple, sika Bxonuts 10 ckiaany OS
X, 1 11 Tak0’X MOKHA BUKOPUCTOBYBATH Uil KU (pyBaHHs 3HIMHUX AucKiB. FileVault 2
IpalnoBaTUMe JIMIIE Ha AUCKaX, BiAdopMaroBaHux i Mac; Bu He MoxeTe mpounuTaTu
nuck, 3amudposanuit FileVault 2, na [1K. [loknammime npo Bukopuctanus FileVault 2
Ha 30BHIIIHBOMY JUCKY YUTANTE TYT.

BitLocker To Go

BitLocker To Go —ue ciyx0a mudpyBaHHs 3HIMHHX HOCIiiB, BOyJOBaHa B
Bepcii Pro, Ultimate Ta Enterprise Microsoft Windows 7, 8 1 10. BitLocker
npaloBaTUMe JIMIIE Ha auckax, BindopmaroBanux y IIK; Bu He mMoxeTe mpoyuTatu

nuck, 3ammdposanuii BitLocker, na Mac.

2.2 O0rpyHTyBanHs BUOOpY 3ac00iB 11 MO0y10BH cHMcTeMH Ki0epOe3nmeku

Ta MOBH IIPOTpPaMyBaHHs

Embarcadero Delphi, panime Borland Delphi 1 Codegear Delphi, — interpoBane
cepenouie po3pooku I13 g Microsoft Windows, Mac OS, 10S i Android moBoro
Delphi (1o panime Hocuna Ha3By Object Pascal), ctBopena cnouatky ¢dipmotro Borland

1 Ha JaHWM MOMEHT TMpHUHAJIe)KHA U po3podsroBanbHa Embarcadero Technologies.
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Embarcadero Delphi € yactunoro nakera Embarcadero RAD Studio 1 mocraBisieTbcs B
4oTUphOX peaakiisax: Community (MOMMPIOETHCA OE3KOIITOBHO M Mae OOMEXeHy
JIIIEH3110 Ha BUKOPUCTAHHS B KOMEPIIHHKUX 1UIAX), Professional, Enterprise 1 Architect.

Delphi 10.4 Sydney

Bunymeno 26 tpaBus 2020 poky. RAD Studio Delphi 10.4 3a6e3neuye 3Ha4HO
MOJINIIEHY  BUCOKONPOAYKTMBHY  HAaTUBHY  MATpUMKY  Windows,  kpainy
MPOIYKTUBHICTh PO3POOKH, MHUTTEBI Tigkasku code completion, TpUCKOPEHHS
BUKOHAHHS KOMy 13 CHHTAKCHCOM KEPOBAHWMX 3allHCIB, TMOJIMIIEeHHS BHKOHAHHS
napajenbHUX 3aBAaHb Ha cydacHux Oaratosyiepaux CPU, a takox mictuth Outbin 1000
BUIIPABJICHb OariB, MOJIMIICHHS MPOIYKTUBHOCTI cepeaoBuia il 610mioTek 1 6arato
4Oro KpiM TOrO.

Ocnosni MmoxxsBocTi Delphi 10.4.1:

— IcrotHi posmmpenns s Windows: MOMIMIIEHHS JUIsi 3aCTOCYHKIB Ha
moHiTopax 4K High DPI, inrterparmis 3 nHoBum WebView2 na 06a31 Chromium,
BUKOPHUCTAaHHA po3mupeHux title bars, takux e, sk B Office, Explorer, Google
Chrome.

— KepyBanns mam'sttio B Delphi Temep cranmaptu3oBaHe Ha BCIX
iATPUMYBaHHUX TIATGOpMax — MOOITbHUX, HACTUTBHUX 1 CEPBEPHUX — BUKOPUCTOBYUH
KJIACHYHY peajizallito KEpyBaHHsI MaM'aTT0 00'€KTIB.

— Ictorne momimmienas Delphi Code Insight (6e3 moxamBoro O0KyBaHHS
IDE — B okpeMomy IpoIieci), Mo TOMOMOXKE TIPH pOOOTI 3 BEIUKUMHU ITPOCKTaAMHU.

— Tun panux Delphi «record» Ttemep miATpUMYTh AOBIIBHI 1HIIIAJI3AIlIIO,
¢inamizaniio 1 ornepaiii KOmoBaHHS.

— Posmmpena miarpumka 6i6miotex C++: ZeroMQ, SDL2, SOCI, 1ibSIMDpp i
Nematode.

— Bignaguuk Win 64 (ma LLDB) 1 30upau qist C++.

— Tlomimmenna st C++: BrimroyeHa Benuka KUIbKICTh modrareHs STL 3
Dinkumware.

— IligTpumka Metal Driver GPU myst macOS 110S.
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— BOynoBanuii Fmxlinux.

— Komnonent Twebbrowser mist 10S Tenep peanizoBanuii Ha Wkwebview API.
Peamizanis komnonenta Media Player qist macOS tenep BuxkopuctoBye Avfoundation.
PeanizoBanunii 3aHoBO ctumnizyemuit FMX komnonenT TMemo nHa matdopmi Windows
3HAYHO MOJIIIICHHH 1 Tenep Mae BiaMiHHY miaTpuMky IME.

— YucneHH1 MOMIMNIISHHS MBUAKOCTI M CTa01IbHOCTI poOOTH HaIIoi 010110 TeKH
The Parallel Programming Library (PPL).

— Jonani onosieHi apaiisepu ais FireBird, PostgreSQL 1 SQLite.

— Kmientepki 616mioreku HTTP 1 REST Client posmpeHi 3acTOCYHKOBUMU
moskauBocTamMu podotu 3 HTTPS. Takox Oynu po3mupeHi MOXJIUBOCTI MIATPUMKH
Amazon AWS services

— V¥V texnonorito Visual LiveBindings BHeceHa 0e3iiu MOJIMIIEHb, Y TOMY
YUCITI MBHUIKOIIT, IO CTOCYThCsI, 3acTocyHKiB Ha VCL i1 FireMonkey

RAD Studio 10.4 KopoTkuii ormsi:

— IcrotHi posmmpenns mas Windows. CTBOpEHHsSI 3aCTOCYHKIB, IO YYJIOBO
BUTJISJIAIOTh, 13 YITKUMHU eleMeHTamu iHTepdeiicy Ha 4k monitopax High DPI 3a
JIOTIOMOTOI0 HOBOi THYYKOI MiATPUMKW CTHJIIB €JIEMEHTIB KEpyBaHHS Ha EeKpaHi.
[aTerparnis i3 cydyacHumu, OesrieuHuMH web-TexHomorisMu Big Microsoft — HOBUM
WebView?2 na 6a31 Chromium. BukopuctanHs cydacHUX po3mupeHux title bars, Takux
xe, ak B Office, Explorer, Google Chrome, y cBoix mpoekTax. ICTOTHI MOJIMIICHHS
HAJIWHOCTI HAJIAr0/XKEHHS B HOBOMY Biptamauky st C++ Windows 64-bit.

~- 3pocia MPOAYKTHUBHICTH PO3POOKH. PicT MOPOIYKTHMBHOCTI 3a pPaxyHOK
MUTTEBOT peakilii migka3ok code completion y cepenoBumii IDE. Kpamia cymicHicTs 13
y)K€ HasIBHOIO KOJOBOK 0a3010, 1 CHpOIICHHS TNpOrpaMyBaHHS 3a PaxXyHOK
yHi(pikoBaHOT apxXiTEeKTypu KepyBaHHs mam'saTTio. IlIBujke 3B'si3yBaHHA JaHUX 1
BI3yaJbHHUX €JIEMEHTIB 3a JOMOMOT0I0 po3imupeHoi TexHomorii Visual LiveBindings 3
MIJBUIICHO MBHAKOAIE0. [IpocTe BUKOpUCTaHHS PO3MOBCIO/KEHUX 01010Tek CH+,
Hanpukian, ZeroMQ, SDL2, SOCI, 1ibSIMDpp 1 Nematode. OHOBNieHa miATpUMKA
Amazon AWS cloud.
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— Ilommmrenss mBuakoaii 1 sxoctl. biaemr 1000 nosmimiireHs MBUAKOMIT 1
akocti. Kpama edekTuBHICTH KOOy 3a JIONOMOTOI0 HOBOTO CHHTaKCHUCY custom
managed records. binbln mBHAKE BUKOHAHHS MapajelbHUX 3aBJAaHb Ha CYYaCHUX
oararosnepuunx CPU. Ilepekonaerecs B NPUCKOPEHHI BiJoOpa)KeHHs Ha €KpaHi 3
niarpumkoro Metal API va macOS 110S. Kpaia cymicHICTS 13 yke HasBHOIO KOZOBOIO
0a3010 ¥ CHOpPOIIECHHS TIPOrpaMyBaHHS 3a paxyHOK YHI(PIKOBAHOI apXiTEKTypH
KEpyBaHHS [aM'SITTIO.

Icrorne moanimmennst Delphi Code Insight

Sk HaitO1IbIIE ¥ TOJIOBHE MOJIIIIIEHHS IHCTPYMEHTIB TporpamyBanus Delphi 3a
oarato pokiB, B 10.4 Delphi Code Insight peanmizoBanuii uepe3 Language Server
Protocol (LSP). LSP — e texHosoris reHepariii pesyipTatiB aiis code completion,
HaBiramii i 1HIIKUX cepBiciB B okpemomy mporeci. Lle 3HauuTh, mo code completion 1
Code Insight omepxaTh Oinbil TOYHI pe3ynbratd 60e3 OnokyBanns IDE. 10.4
3a0e3neuye Habarato OUIbII BUCOKY MPOJIYKTUBHICTH PO3POOJIIOBAYIB, K1 MPAIIOIOTh
13 OUTBIIMMU TIPOEKTaMHU, 10 MICTSTh MIJIbHOHM PS/IKIB KOAY.

Delphi Custom Managed Records

Kimrouoe posmmpennss moBu Delphi: tunm ganux Delphi «record» Temep
OiATPUMYTh  JOBUIBHI  iHIIamizamito, (QiHamizamiro ©W omeparii KOIIIOBaHHS.
VYrpansiite TeM, K 11 CTPYKTYpPH CTBOPIOIOTHCS, KOMIIOIOTHCS W 3BUIBHSIOTHCS 3
JIOTIOMOT'Y BaIlloTo KOy, sSIKHii Oy/ie BUKOHYBATHUCS Y BIATIOBITHIUI MOMECHT.

[le po3mupoe MOTYXHICTh KOHCTpyKuUid records B  Delphi, sxi
BUKOPHUCTOBYTLCS 1100 OJIepkKaTh O1IbITy €(eKTUBHICTh Y MOPIBHSAHHI 13 KJIacaMHu.

€1nHe KepyBaHHA NaM'ATTIO

KepyBanus mam'sttio B Delphi Tenep cranmapTu3oBaHe Ha BCIX MIATPUMYBaHHUX
maT@opMax — MOOUTBHMX, HACTUIBHUX 1 CEPBEPHUX — BUKOPUCTOBYUHU KIIACHYHY
peasi3alliro KepyBaHHS aM'ATTIO 00'€KTIB.

Y mnopiBasHHI 3 Automatic Reference Counting (ARC), me pnae xparry
CYMICHICTh 13 ICHYYHM KOJIOM 1 CHOpOIIy€ HAmuCaHHS KOMIIOHEHTIB, Oi0mioTeK 1

3aCTOCYHKIB.
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ARC wmopenbp kepyBanHs mnam'stTio model 3anumumnacs nans KepyBaHHA
psAKaMu ¥ MOCWJIaHHAMH Ha TN iHTepdeiicy Ha Bcix miaatgopmax. Hma C++ 1e
O3Hauae, IO TIpU CTBOpeHHI W 3BiUIbHeHHI Delphi-style xmacie B CH++
BUKOPHUCTOBYETHCSI 3BUYAiHE KEpPyBaHHs MaM'sATTIO, K y Oyab-skoro heap-allocated
kiacy C++, 110 3Ha4HO 3HUXKYE CKIATHICTD KOMY.

Po3mupena nmigTpumka 6iéaiorex C++

B 10.4 mu noptyBanu 6araro nonynsipaux 6i6miorek C++ y C++Builder.

3a0e3neyuBIIM ONTHUMI30BaHy MIATPUMKY 0Oi0miorek ZeroMQ, SDIL2, SOCI,
1ibSIMDpp 1 Nematode, nopsin 13 yxxe miarpumyBanumMu Boost 1 Eigen, siki MOXyTb
OyTH [10/1aHI 3a JOTIOMOTOI0 MeHeKepa nakeTiB Getit.

Win 64-Binniagnuk i 30upay giasa C++

B 10.4 3'sBuBcsa HoBuii Bigmaguuk C++ mis Windows 64-bit. Bimnamgank
3acHoBaHuil Ha LLDB 1 noka3ye 3nauHe 301IbII€HHS CTa01IbHOCTI MPU HAJIArOHKEHHI
64-bit 3aCTOCYHKIB MOpsiA 3 HOBUMHU BIIJIAJOYHUMH MOKIJIMBOCTSMM, TaKUMU SK
neperysin 1 iHcmekis tumiB HayeOTo psakiB C++ 1 Delphi, a takox xomekuiit STL,
BKrouaroun std::vector, std::map 1 iHmmx. KpiM Toro, 3sreHepoBaHa JJisi 3aCTOCYHKY
BiMIagouHa 1HGoOpMalisl Mae I1HIMH  BHYTpIlIHIA (opMar, CHPUAIOYH  OUIBII
cTablTbHOMY ¥ 6araTroMy Ha MOJIMBOCTI MPOIECY HAIATOJKEHHS, O1IBIN TOKIATHIM
nepensiay 1 iHcnekiii B debug-time.

IHigBuieHHs AKOCTI i MIBUAKOAII IHCTPYMEHTIB

~ Benmka kinpkicts omimmenb STL Bix Dinkumware.

— Tlominmieni nesxi HauBaXkaIuBiII MeToau i oonacti RTL, Ha 6a31 mosinmeHs
CYMICHOCTI 3 nonyisgpHuMu 6i0miorekamu C++.

— Tominmena miarpumka Cmake.

~ Benuka KUIbKICTh BUIIPABJICHB IS MTIABUIIIEHHS CTaO1IBHOCTI 1 IKOCTI.

~ Bignonenns Windows API — O6noBneHo i goganu 6e3miy nexmaparii API

1006 1006uTHCS 11e 01101 1HTerparlii 13 argopmoro Windows.
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~ 3aranbHi BIOCKOHaJIeHHs B Oi0mioremi pgoctymy 1o bJl  FireDAC,
BKJIOUaloun oOHoBIeH1 JpaiiBepa nans FireBird, PostgreSQL 1 SQLite. Bubip
CTaTUYHOTO a00 AMHAMIYHOTO MiaKIoueHHsS SQLite 10 3aCTOCYHKY.

3mineni ctuii VCL aas High DPI

B 10.4, apxitektypa ctumizainii VCL Oyna cyTTeBO pO3LMIMpEeHa A MiITPUMKH
High DPI 1 4K wmonitopiB. Tenep yci enementun Ul Ha dopmi VCL aBTOMaTHuHO
MacIITadyTbCs TiJ BIAMOBIZHE OO MOHITOpa JO3BLT JUIsi MOKasy Qopmu. bys
onosyieanit API ctumizamii st migTpumku ctuotiB high DPIL

Koxuuit rpadiunuii enement Ul moxke Oytu oOpanHmii 3 HAOOPIB Pi3HUX
MacmTabiB 1 MacmraboBaHuii no motpidnoro DPI, mo npae uitke 300pakeHHS
enemenTiB Ul Ha BCiX MOHITOpax.

Hogi High DPI cruai i cruiizanisa okpemux VCL koMnoHeHT

O6noBneHO Benuke 4ucio BOymoBaHux 1 mpemianbHux VCL cTumiB s
HNIATPUMKH HOBoOro pexumy crwm3amnii High-dpi. Ile o3Bossie Bam cTBOprOBaTu
3aCTOCYHKY 3 BiIMIHHUM JW3aHHOM JIJIsI BCIX MOHITOPIB.

Pospo6atoBaui VCL 3acTocyHKIB Terep MOXKYTh BUKOPUCTOBYBaTH Tpoxu VCL
CTWJIIB Ha pI13HUX (opMaxX B OJTHOMY 3aCTOCYHKY a00 B PI3HMX KOMIIOHEHTIB Ha OJHIN
dopmi. Ile Takox BKJIOYAE CTHMI3AII0 KOMIOHEHTIB 3arajlbHOI0 TEMOK IS
miatgopmu. KpiM 3acTOCYHKOBOi THYYKOCTI BHUKOPUCTaHHS CTHIIIB, 1€ JIO3BOJISIE
BUKOPHCTOBYBaTH HECTHJII3yeMiI KOMIIOHEHTH 13 30BHImHIX 0i6miotek B VCL
3aCTOCYHKAX, 1110 BUKOPHCTOBYThH CTHJIb.

Hoainurena kpoccnaar@GopmMeHicTh

~ Jlogana miarpumka Metal Driver GPU mis macOS 110S.

- Kpim niagrpumku octanuporo i0S SDK, B RAD Studio 10.4 po3po6:toBaui
MOXXYTh 3a/I0BOJIbHUTH HOB1 BUMOTU Apple 10 Habopy CTapTOBUX €KpaHiB.

- PeanizoBanuit 3aHoBo ctunizyemuit FMX xomnonent TMemo Ha mnatdopmi
Windows 3Ha4HO MOJIMIIIEHUH 1 Tenep Mae BiaMiHHY miaTpumky IME.

- KopuctyBauam pemakmiit  Enterprise a6o Architect noctymHa moBHa

inTerparisa Fmxlinux 3 IDE qis ctBopenHs kinieHTChkuX 3actocyHkiB Linux 3 GUI.
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- Kowmmnonent Twebbrowser mis 10S Tenep peanizoBanuit Ha Wkwebview API.

- Peanizanis komnonenta Media Player nmius macOS Ttemep BHKOPUCTOBYE
Avfoundation.

OnoBJjieHnii MmeHeqKep nakeriB Getit

Menemxep nakertiB Getit B IDE O0yB 3HauHO BIOCKOHANEHUIA.

JlaTu BUITYCKY peJii3iB MaKeTiB TeNep BUJIHI, 1 MOXKJIMBE COPTYBAHHS CIUCKY IO
X JaTax; BigOip TUIBKH BCTAHOBJICHHUX IAKETIB, KOHTCHTY, JOCTYITHOTO TUIBKHU TiPH
HAsIBHOCTI IIJIKMCKH, OaraTo 4oro iHIIoro.

YHiBepcanbHuii iHcTansaTop a1 ycranoBku Online i Offline

B 10.4 BxiroueHWit HOBUU YHIBEPCATBHHHA 1HCTAIATOD, SKUW BUKOPHUCTOBYE
TexHoJsorio Ha 6a31 Getit. Lle#t iHcTanarop niaTpumye sk online, Tak i1 offline (3 ISO)
BaplaHTH YCTAHOBKH.

Tenep 006o€ BapiaHTa YCTaHOBKH JO3BOJIIIOTH BaM yKa3aTH MOYATKOBHUI HAOIp
moxuBocTed RAD Studio nns ycTaHOBKHM, HanpuKiIaj, CBOK KOMOIHAIIO MOB
nporpaMmyBaHHS ¥ HUTbOBUX MiIaTdopM, MOB iHTepdeiicy, 1 AoaaBaTH 10 HHOTo abo

BUJIAJIATH HEMOTPiOHE B OYIb-SIKUM MOMEHT.

2.3 Po3ropHyTa NOCTAHOBKA 3aBAAHHSA

3rilHO 3 TEXHIYHUM 3aBIJaHHSM Ha BHITYCKHY KBamiikamiiiHy poOoTy 3a
nepmuM (6akalaBpChKUM) pIBHEM BHILOI OCBITH, peami3allii Miuiarae mporpamHe
3a0€3MeUeHHS, IKE MPU3HAYCHO JIJI CUCTEMU KiOepOe3neKku s 3aXucTy iHdopMaliii Ha
MEPEHOCHUX HOCISIX.

B mpomeci po3poOku  BUNYCKHOI KBamidikaiiiHoi poOOTH 3a NepIIuM
(GaxajaBpchbKHMM) PIBHEM BHIIOT OCBITH HEOOX1THO BUKOHATH HACTYITHUM 00CAT POOOTH:

a) MPOBECTHU aHaJi3 ICHYIOUNX CUCTEM-aHAJIOTIB ISl BUSBJICHHS 1X MMO3UTHBHUX 1
HETaTUBHUX SIKOCTEH. Pe3ynbTaTu aHami3y BpaxyBaTH B MOJAIBIINX PO3POOKax;

0) BuOpaTtu Ta OOTIPYHTYBaTH METOJMKY TOOYAOBH CHCTEMHU KiOepOe3meku

KOHTPOJIXO pO6OTI/I TEXHOJIOTTYHOT'O O6Ha,IIHaHH}I Ha BI/Ip06HI/IHTBi B aBTOMATHU30BAHOMY
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pexumi. Po3pobutu GpyHKITIOHAIBHY Ta CTPYKTYPHY CXEMHU CUCTEMU;

B) pO3pOOUTH TMpOorpaMHe 3a0e3MeUeHHsI CUCTEMH, IO J03BOJHUTh peajlizyBaTH
MOCTaBJICHY TEXHIYHUM 3aBIaHHSAM 3anady. [loOymyBaTu OJOK-CXeMH allTOPUTMIB
Iporpamu Ta MiANporpaMu;

r) opraHi3yBaTH iHTep(deric KOpUCTyBaya 3 METOI0 (POpMYyBaHHA Ta BHBOJY Ha
ekpan EOM noBiioMJieHb NMPO HEKOPEKTHI 11 KOPUCTyBa4ya Ta HECTaHAAPTHI CUTYaIlii
B POOOTI TEXHOJIOTIYHOTO 00JIaTHAHHS,

1) pO3pOOUTH PEKOMEHAAIIl MO OpraHi3amifHNX Ta METOIUYHUX 3axoAax, SKi
3a0e3neyarh BIPOBAKCHHS CUCTEMU KiOepOe3NneKy B MPOMHUCIIOBRY eKCILTyaTaliito Ta ii
NOJIaJIbIIy YCHIIIHY €KCIUTyaTalliio;

€) MPOBECTH PO3pPaxXyHKH IO BH3HAUCHHIO EKOHOMIYHOI €(eKTUBHOCTI
pO3p00JICHOI CUCTEMU;

) pO3pOOUTH 3aX0JH MO OXOPOHI Mpalli MpU BIPOBAIKEHHI Ta €KCIUTyaTallii
CHUCTEMH, a TAKOXX PO3POOUTH 3aXO0/H 3 LIUBLILHOTO 3aXUCTY;

3) cbopMyBaTH BHCHOBKH IpO BHUKOHaHHM 00csIr pobIiT Ta ojaepxkaHi

pe3ynbTaTH.

ApK.
BKPB-125.23.0027.00.00.713 -

B,

Apx. | Ne okym. Hionuc | Hdama 24




3 OIIUC 1 OBTPYHTYBAHHSI ITPOEKTHUX PIIIEHDb

3.1 Onnc GpyHKIIOHYBAHHA CUCTEMU

[udpyBaHHsS [OaHUX — 1€ MOMMPEHUH 1 eQPEeKTUBHUN METOJ 3aXUCTy —
npaBIIIbHUN BUOIp 1J1s 3axucTy iHpopMalii opraHizamii. OgHaK iCHY€e KUTbKa Pi3HUX
METO/IIB IIH(PPYBAHHS, TOX SIK BUOpaTu?

Y CBITI, Ae KUIBKICTh KIOEp3JIOYMHIB 3pOCTa€, MPUEMHO 3HATH, IO ICHYE
CTUIBKH K METOIB 3aXUCTY MEpExi, CKUIbKH croco0iB 1i mpoHuKHEHHs. CrpaBxkHE
3aBJaHHS MOJSTa€e B TOMY, 1100 BUPIIIUTH, SIKI METOJIM TTOBMHEH 3aCTOCYBATU €KCIIEPT
3 Oesmeku B I[HTepHeTi, 100 HaliKpamie BiIMOBIAATH KOHKPETHINH CHTyamii B
oprasizarii.

[udpyBaHHs JaHUX — 1€ METOJ 3aXUCTY JaHUX IUIAXOM iX KOJyBaHHS TaKUM
YUHOM, MI0 iX MOXe po3mudpyBatu ab0 OTpUMATH JOCTYN JHIIE 0c0o0a, sSKa Mae
npaBWIbHUHN K04 1mudpyBanHs. Konu ocoba abo opranizailis OTpuMye JOCTYM O
3amu@poBaHUX JaHUX ©O€3 J03BOJY, BOHM BUIJIANAIOTH 3amudpoBaHUMHU abo
HEYUTAOCITbHUMU.

[udpyBaHHs HaHMX — 1€ TPOLEC MEePETBOPEHHS AaHUX 13 YUTAOEIbHOIO
dbopmary Ha 3amudpoBany iHbopmarito. Ile 3pobdaeHo ais Toro, mobd CTOPOHHI 0Ui HE
MOTJIM TpPOYMTATH KOH(DiAEHUIWHI naHi mia 4dac mnepemadl. lludpyBanHs MmoxkHa
3aCTOCOBYBATH JO JIOKYMEHTIB, (ailyliB, MOBiIOMIIEHb a00 Oyab-sKoi 1HINOI (popMu
3B’SI3KY UE€pPe3 MEPEKY.

[i{o6 36eperty HUIICHICTh HAIIUX JaHUX, MHUGPYBAHHS € KUTTEBO BAXKJIMBUM
THCTPYMEHTOM, 3HAYCHHSI SIKOTO HEMOXJIMBO MIEPEOIiHUTH. Maiixe Bce, 10 MU 6a4nuMo
B lHTepHeTi, MpOXOAUTh NEBHUN piBeHb IMMQpyBaHHSA, OyAb TO BeO-caliTH UM

IPOrpaMH.
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Busznavaetbcsi mmdpyBaHHS SK «... MEPETBOPEHHS AAHUX 13 YUTAOEIBHOIO
dbopmary B 3ako0BaHUM (opMart, sIKH MOKHA MTPOYUTATH 200 OOPOOUTH JIUIIIE TTICIIS
TOTO, SIK HOTO 0YyJI0 PO3IIU(POBAHOY.

[IIudpyBanHsS BBa)KA€TbCSI OCHOBHUM OyaiBEbHUM OJIOKOM O€3MeKH JIaHUX,
SIKUW TAPOKO BUKOPUCTOBYETHCS BEIMKUMH OPraHi3allisiMi, MAIUMH T IPHEMCTBAMHU
Ta OKpEMUMHM CroKuBadamu. lle HalimpocTimmil 1 HaWBaXJIMBIMIMNA 3aci0 3aXHCTY
1H(popMallii, iKa MepexoaAnuTh BiJl KIHLIIEBUX TOYOK JI0 CEPBEPIB.

BpaxoByroun miABUIIEHUN PU3KK KiOEP3IOUMHHOCTI ChOTO/IHI, KOXKHA 0co0a Ta
rpyna, sika KOpPHUCTYeTbcs I[HTepHeToM, MMOBMHHAa OyTH 3HaliomMa NpUHAKMHI 3
OCHOBHUMH METOJIaMU MU(PyBaHHS Ta BUKOPHUCTOBYBATH 1X.

Ax npamoe MU@PPyBAHHA JaHUX?

Jani, ki TOTPIOHO 3amM(pyBaTH, HA3UBAIOTH BIJIKPUTUM TEKCTOM abo
BIIKDUTUM TEKCTOM. BigkpuTuii TekcT moTpiOHO Tepematd 3a JOTMOMOTO TIEBHUX
aNropuTMIB MU(pyBaHHS, sIKI B OCHOBHOMY € MAaTE€MaTHMYHUMH OOYHUCICHHSAMHM, SKi
BUKOHYIOTBCS 3 HEOOpoOieHot0 1H(popMalii€to. IcHy€e KinbKka aaroputMiB mudpyBaHHs,
KOXEH 3 SIKUX BIAPIZHAETHCS MPOrPaMoIo Ta 1HIAEKCOM Oe3MeKH.

OkpiM aJropuTMiB, TOTPIOEH TaKOX KoY IMUGpPYyBaHHSI. 3a JOTOMOTOIO
3raJIaHoro KJ04Ya Ta BIAMNOBIHOTO aNropuTMy IIH(pyBaHHS BIIKPUTHH TEKCT
NEPETBOPIOEThCS  Ha  3amupoBaHUl  (GparMeHT JaHUX, TaKOX BIJIOMUN  SK
3amupoBaHUN TEKCT. 3aMICTh TOTO, 100 HAACHIATH BIIKPUTHI TEKCT OAEpXKyBauy,
3amu(pOBaHUN TEKCT HAJICUIIAETHCA Yepe3 HEe3aXUIIICHI KaHaU 3B SI3KY.

Konu 3amudpoBanuil TekcT aocsrae MPU3HAYEHOTO OJIepXkKyBaya, BiH/BOHA
MO’K€ BHUKOPHCTATH KoY AemudpyBaHHs, 100 MEPETBOPUTH 3aIn(poBaHHUI TEKCT
HazaJ y BHUX|IHMN uyuTabenbHU (opmar, TOOTO BIAKpUTHUM TekcT. Llel Kirou
po3uinGpPOBKHA Mae MOCTIHHO 30epiraTucs B TAEMHHUII Ta MOKe OyTH ab0 HEe CXOXKUU Ha
KITIO4, SIKHH BHKOPUCTOBYETHCS JUIsl MHGPYBAHHS MOBITOMIICHHS. 3pO3yMIEMO TE XK

CcaM¢C Ha HpI/IKJ'IaI[i.
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Ko XTOCh IIIKABUTHCS, YOMY OpraHizaiisM IOTpPIOHO MPaKTHUKYyBaTH
mu@pyBaHHs, MaiiTe Ha YBa3il 1l YOTUPU MPUIHHHU:

— Aptentudikamis: mudpyBaHHS 3 BIAKPUTUM KJIHOYEM JIOBOJUTH, IO
BUXIJTHUN cepBep BeO-cailTy BOJIOJIE 3aKPUTUM KIIOYEM 1 TOMY HOMY 3aKOHHO
npusHaueHo ceptudikat SSL. V cBiti, A€ icHye Tak 6araTo maxpailcbKux BeO-CailTis,
1€ BOXXJIUBA QYHKITIS.

— KoudinenmitHicTh: mmdpyBaHHS TapaHTYE, MO HIXTO HE 3MOXKE MPOUNUTATH
NOBIIOMJICHHS a00 OTpUMAaTH AOCTYN A0 JaHUX, KpIM 3aKOHHOTO OJiep:kyBada abo
BlacHuKa pgaHux. lledl 3axin 3amobirae MOCTYNy Ta YHUTAHHIO OCOOMCTHUX JIAHUX
KiOep3JIOUYMHISIME, XaKepaMH, I1HTepHET-NpoBaiiiecpaMu, cramMepaMd Ta HaBiTh
Nep:KaBHUMU YCTAHOBAMH.

— BianoBinHICT HOPMATUBHUM BUMOTaM: y 0aratboX raiy3sx 1 JepiKaBHHX
yCTaHOBax MIIOTh MpaBWia, fAKI BHUMararoTh BiJl OpraHizauliid, fKi MpamioTh 3
ocobucTor 1H(popMalliero KopucTyBadiB, 30epiraty 1l JaHi B mmdpyBaHHi. Bubipka
HOPMATHUBHUX CTaHAAPTIB 1 CTAaHAAPTIB BIAMOBITHOCTI, SIKI 3a0€3MeUyI0Th JOTPUMAHHS
mudpyBanns, Bkiodae HIPAA, PCI-DSS 1 GDPR.

— besneka: mmdpyBaHHa goroMarae 3aXUCTUTH 1H(GOPMAIIO BiJI BUTOKY
JaHUX, HE3aJIeKHO BiJ TOTO, YW TepedyBalOTh BOHH B CTaHI CIIOKOIO YU B JOPO3i.
Hanpuknaa, HaBiTh SKIO KOPIOPATUBHUHN MPUCTPIM 3aryOousiau abo BKpasu, JaHi, 110
30epiraloTbcs Ha HHOMY, LIBHJILE 3a Bce, OyayTh y Oe3melli, AKIIO >KOPCTKHI TUCK
HAJICKHUM YUHOM 3amuppoBano. [lIndpyBanHs Takoxk gomomarae 3aXUCTHTH JIaHl Bij
3MI0BMHUCHMX J[(if, SIK-OT aTak TUNy 'MOJuWHA TocepeauHi", 1 JI03BOJIsI€E CTOPOHAM
CHUIKYBaTHUCS, HEC OOSYHCHh BUTOKY JIaHUX.

Yurante Takox: Ilomomanns pos3puBy wmixkx HIPAA Ta xmMapHumwu
o0UnCAeHHAMU

JlaBaiiTe Tenep Ai3HaEMOCH NMPO BAXKJIMBI THUIM METO/IIB UG PYBaHHS JaHHX.

Icnye kigbka HOCTYHMHUX MIAXOMIB 10 mU(pyBaHHS AaHUX. bigbiiicTs

cnerianictiB 13 6e3neku B Iutepueti (IS) pos3OuBaroTh mudpyBaHHS Ha TpPHU Pi3HI

ApK.
BKPB-125.23.0027.00.00.713 -

Bum. | Apx. | Ne Dokym. ITionuc | Jama 27




METO/IM: CUMETPUYHE, ACUMETPUYHE Ta reuryBaHHs. BoHu, y cBOIO uepry, moaiastoThes
Ha pi3HI TUIIA. MH PO3TISTHEMO KOXKEH OKPEMO.

CumerpuyHuii MeToJ MHU(pPyBaHHS TaKOXX HA3MBAETHCS KpHUIITOrpadiero 13
3aKpUTUM KIII04eM abo alropuTMOM ceKpeTHoro kirova. Lleit meron Bumarae, mo0
BIJNIPABHUK 1 OJIEP>KyBad MaJld TOCTYI 10 OJHOTO Kitoua. OTxe, oJiepKyBad OBHHEH
MaTH KJIIOY JI0 TOro, SIK MOBiJIOMJIEHHS Oyjae po3smmdpoBaHo. Lleit meTon Halikpaiie
Opalioe s 3aKPUTUX CHUCTEM, SIKI MalOThb MEHIIWN PHU3UK BTOPTHEHHSA TPETHOI
CTOPOHH.

[To3uTuBHUM € Te, 0 CUMETPUYHE MU(PYyBaHHS MIBU/IIE, HK aCUMETPUYHE.
OnHaK HETaTUBHUM € T€, 0 00U/IBI CTOPOHH MAIOTh MEPEKOHATHCS, 110 KJII0Y HaIHHO
30epiraeTbCsi Ta AOCTYNHUN JHIIE MPOTPAMHOMY 3a0€3[E€UEHHIO, SKE€ Mae HOro
BUKOPHCTOBYBATH.

AcuMeTpuuHuil MeToJ ImU(pyBaHHS, TaKOX 3BaHUNA KpunrTorpadiero 3
BIIKPUTUM KJTFOUEM, BUKOPUCTOBYE JBa KJIHOU1 JIJIs IIpolecy MudpyBaHHs, BIAKPUTUH 1
3aKpUTHUH, SKI MAaTEeMaTUYHO MOB’si3aH1 MK c00010. KopucTyBau BUKOPHUCTOBYE OJUH
KJTFOY JIJIs IU(PYBaHHS, a 1HIIMKA — JiJ1s 1elndpyBaHHs, X04a HE Ma€ 3HAUYCHHS, SKUM
BU BHOEpETE MEPILIUM.

Sk BUIIIMBAE 3 HA3BU, BIIKPUTUHN KIIIOY € Y BIIBHOMY JOCTYMI ISl BCiX, TO1 K
3aKpUTUI KIIIOY 3aJIMIIAETHCA JIMIIE B TUX OEP)KYyBadyiB, SIKUM BiH MOTPIOEH ISt
po3mmdpoBKy NOBiAOMIIeHE. O0UABa KIIOYl € MPOCTO BEIMKAMHU YHCIIAMH, SKI HE €
IICHTUYHUMH, aJie TI0€AHAHI OJIUH 3 OJIHUM, 1 TYT BUHUKA€ «aCUMETPUYHA) YACTHHA.

['emyBanHs reHepye yHIKaIbHUU MANUC (HIKCOBAHOI JOBXHHHU JJIsi HAOOpPy
naHnx abo moBigomieHHS. KoXHe KOHKpeTHE MOBIJOMIICHHS Ma€ CBifl YHIKaJIbHUI
remi, 10 JO03BOJISE JIETKO BIJACTEKYyBaTHU He3HayHl 3MiHM B 1Hdopmamii. [aHi,
3amu@poBaHi 3a JOMOMOIOI0 rellyBaHHs, HEMOKIIMBO po3ludpyBaTu ab0 MOBEPHYTH
10 modatkoBoi ¢opmu. Tomy remryBaHHS BHUKOPHUCTOBYETHCS JIUIIE SK METOJ
nepeBIpKU JaHUX.

barato ekcmeptiB 3 Oe3meku B I[HTepHETI HaBITh HE BBaXKAIOTh TeIIyBaHHS

(bakTHYHUM METOJOM IIU(pPYyBaHHSA, aje JiHIS JOCUTh PO3MHUTA, 100 Kiacudikaris
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3anumanacs B cuwil. CyTh mojsirae B TOMy, 110 1€ €(EeKTUBHUN CMOCIO MOKa3aTH, 1110
HIXTO HE 3MIHIOBaB iH(pOpMAIIiIO.

Tenep, koMM MU PO3TJASHYJIA THUIOU METOMIB MMUGPYBaHHS [1aHUX, JAaBalTe
BUBYMMO KOHKPETHI aJITOPUTMH IHUPPYyBaHHS.

AnroputMu mUpPyBaHHS BHUKOPUCTOBYIOTHCA [IJISl TIEPETBOPEHHSA JAaHUX Y
3amu@poBaHuii TekCT. BukopucToByrouM KoY IMUGPYBaHHS, alTOPUTM MOXKE
3MIHIOBaTH JaHl mependadyBaHUM UYHMHOM, Y pe3yjbTaTi 4yoro 3amm@poBaHi AaHi
BUTJIAAIOTH BHUMAJKOBUMH, ajie iX MOKHA MEPETBOPUTH Ha3aJ] y BIIAKPUTHI TEKCT 3a
JIOTIOMOT'O10 KJTH0Ya e ppyBaHHS.

Haiikpami anropurmMu mmppyBaHus

Croroani icHye 0e€3714 pI3HOMAHITHUX aJIrOpUTMIB IH@pyBaHHA. Och 1’STh
HANUMOLINPEHIIIHNX.

— AES. Advanced Encryption Standard (AES)— naniitauii crangapTHUR
QITOPUTM, SKUN BUKOPUCTOBYEThCS ypsaom Crosmydenux IlITaTiB, a TakoX 1HIIMMHU
opranizamisiMu. Xoya HaJa3BUYaiiHO edekTuBHuii y 128-0itHii dopmi, AES Takox
BUKOPHUCTOBYE 192- Ta 256-01THI KIIFOYi JJis Jy>KE BUMOIVIMBUX IIUICH MHMQppyBaHHS.
AES mmpoko BBakaeThbcsl HEBPA3JIMBHUM JI0 BCIX aTak, KpiM rpy0oi cunu. HesBaxaroun
Ha TIIe, 0Oarato eKCHepTiB 3 IHTEpHET-Oe3MeKu BBakarTh, 1Mo AES 3 wyacom
BBAXKATHUMETHCS OCHOBHUM CTaHJIApPTOM [JIsl IIM(PYBaHHS [laHUX Yy MPUBATHOMY
CEKTOpI.

— Ilotpiitauit DES. Triple DES € HacTynmHMKOM OpUTIHAJIBHOTO alTOPUTMY
Data Encryption Standard (DES), cTrBopeHoro y BiANOBIJb Ha XaKepiB, SAKi 3’sCyBallH,
gk 31amatu DES. Ile cumerpuune mudpyBaHHs, sKe KOJUCh OyI0 HAHMOMIMPEHIITUM
CUMETPUYHHUM aJITOPUTMOM Y rajy3i, Xoua BOHO MOCTynoBO Npunuuserbes. TripleDES
3actocoBye amroputm DES Tpuui g0 KoXHOro OJIOKY MJaHUX 1 3a3BUYaAl
BUKOpHUCTOBY€eThes Juist mugpyBanns napoiiB UNIX i PIN-koxiB 6aHkoMaTiB.

— RSA. RSA —ue acuMerpuyHuil anroput™M MmUPPYBaHHA 3 BIIKPUTUM
KJIIIOYEeM 1 CTaHfapT ans mudpyBaHHa iHGopMallii, o nepenaeTbes depes3 [HTepHeT.

[IndpyBannss RSA € HagiiHuMm 1 HaAIHHUM, OCKUIBKA CTBOPIOE BEIWYE3HY KYITY
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TapabapuIuHy, sIKa po34apoBYe MOTEHIIMHUX XaKepiB, 3MYIIYIOUH X BUTpadaTu Oarato
yacy Ta €HEeprii Ha 3JI0M CHUCTEM.

— Blowfish. Blowfish —me oaun anroputm, po3poGienuii ans 3aminu DES.
[leit cumeTpuU4YHUN 1HCTPYMEHT pO30MBaE MOBIAOMIICHHS Ha 64-po3psjiHi OJIOKU Ta
mmdpye ix okpemo. Blowfish mae penyraiiito mBUIKOCTI, THYYKOCTI Ta HEMOPYIIHOCTI.
Ile 3arampHOMOCTYNHE HAAO0AHHS, TOX II€ POOUTH HOTO OE3KOIITOBHUM 1 1€ OiJIbIle
nojae oMy mnpuBabnuBocTi. Blowfish 3a3Buuail 3ycTpivaerbess Ha miuaTgopmax
eJIEKTPOHHO1T KOMEPIIii, y 3aXUCTI TUIaTeXIB 1 B IHCTPYMEHTAX KEPYBaHHs MapOIISIMH.

— Twofish. Twofish € nacrynuukom Blowfish. Lle 6e3minien3iiiHe cumMeTpudHe
mm@pyBaHHs, sike posmudppoBye 128-0itHi O10ku ganux. Kpim toro, Twofish 3aBxan
mudpye naHi B 16 HMKIIB, HE3aIEXKHO BiI po3Mipy Kkiroya. Twofish imeanbHO
HIAXOAUTH SIK AJSl MPOTPAMHOTO, TaK 1 JJISl anapaTHOTO CEPEJOBUINA 1 BBAXKAETHCS
OJTHAM 13 HAWIIBHIIIUX y CBOEMY THII. barato cydyacHMX TporpamMHHUX pillleHb IS
mudpyBaHHs (aiIiB 1 TalOK BUKOPUCTOBYIOTh 1€ METO/I.

— PiBect-1llamip-Anneman (RSA). Piect-llamip-Ayieman — 11e
ACUMETPUYHHUN aNTOpUTM MUPPYBAHHS, SKUA po3KIagae MOOYTOK JBOX BEIHMKHX
MPOCTUX YHUCET HA MHOXHUKH. JIMille KopucTyBay, SIKM 3HA€ Il JBa YMCIIA, MOXKE
YCIIIIHO po3tu(pyBaTH nosigomieHHs. [ludposi mignucu 3a3Buyail BUKOPUCTOBYIOTh
RSA, ane anroput™ CroBUIBHIOETBCS T Yac MU PyBaHHS BEIMKUX OOCSATIB JTaHUX.

3DES

HesBakaroun Ha Te, 110 anroput™ notpiHoro mudpysanss nanux (3DEA) e
dbopmaIbHOIO0 HA3BOIO, BiH Ok Bijomuil sik 3DES. 1le moscHIO€TbCS TUM, 1IIO METO/T
3DES Ttpuui mmbpye cBoi mani 3a momomororo mmdpy Data Encryption Standard
(DES). DES —ue mepexeuii meton Feistel 13 cumerpuunum kimodem. Sk mudp 13
CUMETPUYHHUM KJIIOYEM, BIH BUKOPUCTOBYE TOW CaMMid KJTIOY SIK JUIsl IIU(pyBaHHS, TaK i
s paemugpyBanHia. Mepexa Feistel poOuth kokeH 13 IMX MpOIECiB Maixe
IICHTUYHUM, 110 3a0e3neuye OuTbill ePeKTUBHY TEXHIKY JJIsI peati3aliii.

Xoua DES mae 64-0iTHuit 6J10K 1 po3Mip KIIt0UYa, Ha MPAKTHUIIl KITIOY 3a0e3medye

numie 56-01THui 3axuct. Yepe3 kopoTky aAorxkuny kiatoua DES 3DES Oyno ctBopeHo
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K OuTbIn Oe3neuHy anbrepHaTuUBY. AnroputM DES BukoHyeThcsi Tpudi 3 Tpboma
kmouamMu B 3DES; He3Bakaroum Ha Iie, BIH BBa)XKA€ThCAd OE3MEYHUM, JIMIIE SKIIO
BUKOPHUCTOBYIOTBCS TPH P13HI KJIIOUI.

Komu wneponiku crangaptHoro DES cramu oueBumnumu, 3DES mmpoko
BUKOPHCTOBYBAaBCS B pi3HOMaHITHUX mporpamax. Jlo mosiBu AES mne O0yB omun i3
HaWMOMIMPEHININUX aJTOPUTMIB U(PYBaHHS.

IIpuknanu Moro 3acTOCyBaHHS:

— Ilnatixui cuctemu EMV.

— Microsoft Office.

— Firefox.

OCKUTbKM ICHYIOTh Kpallli ajJbTepHATUBHU, JEAKl 3 IMX CaWTIB OlJIbIIe HE
BUKOpUCTOBYIOTh 3DES.

3riflHO0 3 TPOEKTOM TMPOMO3UIli, HaAaHWM HamioHaTbHUM IHCTUTYTOM
crannaptiB 1 TexHosorii (NIST), yci Bapiantu 3DES 6ynyTs npunuseni 10 2023 poky
Ta 3a00poHeHi, mounHatoun 3 2024 poxy. Xoua ile JUIIEe YepHETKA, TJIaH O3HA4Yae
KiHEIb LIJIOT epH.

Maii0yTHe mnpyBaHHA TAHUX

Y pesynbraTi 1HAYCTpiss NpocyBae mudpyBaHHS Ha KUIBKOX (PpOHTaX.
PoGnsTbest nmesiki cripoOM  301IBIIMTH PO3MIPU  KIIFOYIB, 1100 3amoOirtd rpyoomy
JeKOAyBaHHIO. [HINI 1HIMIATHBH JOCHIIKYIOTb HOBI alNTOpPUTMU Kpumnrorpadii.
Hanpuxnan, HamioHanbHMI 1HCTUTYT CTaHIApTIB 1 TEXHOJOTIH TECTye KBAaHTOBO
0e3neyHuil aAIrOpuT™ BIIKPUTOIO KJIFOYa HACTYITHOTO MOKOJIIHHSL.

Cripasa B TOMy, 110 OUTBIIICTE KBAHTOBO-0E3MEYHUX ANTOPUTMIB Hee(EKTHUBHI
Ha TPaAUIIMHUX KoMI toTepHuX cuctemax. o6 momonatu mio mpobiemy, raiysb
30CEpPeKYEThCS HA BHHAXOJl TPHUCKOPIOBAYiB JIJIi TMPUCKOPEHHS aJITOPUTMIB Y
cucreMax x86.

['omoMopdHEe wmM@pyBaHHS — 1€ 3aXOIUIIOIOYE TIOHSATTS, SIK€ JO3BOJISIE
KOPUCTyBa4aM BHKOHYBAaTH OOYMCIEHHS 13 3amu@poBaHUMU JaHUMH 03 iX

MoNepeHbLOT0 PO3MM(POBYBaHHA. Y pe3yiIbTaTi aHAITHK, SIKOMY II€ MOTPIOHO, MOXKE

ApK.
BKPB-125.23.0027.00.00.713 -

Bum. | Apx. | Ne Dokym. ITionuc | Jama 31




3anmuTyBaTh 0asy JaHMX, IO MICTUTh CEKpeTHy iHdopmallio, 0e3 HeoOXiIHOCTI
3aMMMTYBATH JIO3BUJI aHATITHKA BHUINOTO PiBHSA a00 BUMAraTl pO3CEKpEUCHHS JaHUX.

OkpiM 3axucTy JaHMX y BCIX cTaHaxXx, ToMoMopdHe mudpyBaHHS TaKOK
3aXMIIae ix y pyci, IiJl 9ac BUKOPUCTAHHSI Ta 1] Yac CIIOKOI (HA KOPCTKOMY JIUCKY).
[Ile omma mepeBara TMoOJSITA€ B TOMY, IO BIH KBAaHTOBO O€3MEYHUMN, OCKUIBKH
BUKOPHUCTOBYE Ty caMy apu(PMeTHKY, 110 i KBAHTOB1 KOMIT FOTEPHU.

AcumMmeTpruyHe Ta CUMETpUIHE MU PYBAHHS Kpalle MiaX0aITh I KOHKPETHUX
creHapiiB. Cumerpuune mudpyBaHHS, SK€ BUKOPHUCTOBYE OJWH KIIOY, Kparie s
JaHUX y crokoi. J{aHi, mo MICTAThbCS B 0a3ax JaHUX, MOBHUHHI OyTH 3amudpoBaHi, oo
3amo0irTy ix 3momy abo kpamikii. OCKUTBKY 111 JaHI MAlOTh OyTH 3aXMINCHUMH JIUIIIC
JI0 THX ITIp, TIOKH 1X HE 3HAIO0UTHCSI OTPUMATH B MaliOyTHBOMY, IS ITOTO HE MOTPI0HI
JIBa KJIIOYi, MPOCTO OJWH, HaJaHUW 3a JOMOMOTOI CHUMETPUYHOTO IIH(pPYyBaHHS.
AcumerpuuHe mmdpyBaHHS, 3 1HIIOTO OOKY, CIiJI BUKOPHUCTOBYBATH ISl TAHUX, SKi
NepeIatoThCs HIIUM 0c00aM eNEKTPOHHOIO MOMITO0. KO 71 JaHUX B €JIEKTPOHHUX
JUCTaX BUKOPWUCTOBYBAJIOCS JIMINE CUMETPUYHE MHU(PPYBAHHS, 3JIOBMUCHHK MOXKE
BUKpacTh  ab0  CKOMIpPOMETYBaTH  Marepiaj, OTPUMABIIM  KJIIOY,  SKHUM
BUKOPHUCTOBYETHCS IS MMpyBaHHs Ta jgemudpyBaHHa. OCKUIbKU 1XHIA BIAKPUTHN
KIII0OY BHUKOPWUCTOBYBABCS Il IMH(PYBaHHS JaHWX, BIANPABHUK 1 OJCpKyBad
rapaHTyloTh, IO JIMIIE OJEpKyBau MOXKe po3mudpyBaTd [AaHi 3a JOTOMOIOIO
ACUMETPUYHOTO MU PYBaHHS.

HludpyBanus ganux y Oi3Heci ycyBae i1H(pOpMaliliHI BHTOKH Ta 3MEHIIYE
BapTICTh iX BIUTUBY. Lle onuwH 13 HalleeKTUBHIMUX METOMIB O€3IMEKH MJId 3aXHUCTY
KoHG1IeHI[IITHOT 1H(opMallii, aje BU NOBHUHHI PO3YyMITH, K1 JOKYMEHTH MHU(pyBaTH Ta
K 1X e()EKTUBHO BUKOPUCTOBYBATH.

3rigHo 3 onutyBaHHAM 2019 poky, 6:1m3bk0o 45% KoMMaHiil MarOTh Y3TOHKEHY
NOJITUKY MHU(PYBaHHSA HA CBOIX MiJMpHEMCTBax. SIKIIO Baila KOMIIAHIs TMPAIlOE B
XMapHii 1HPPaCTPyKTypl, BU TMTOBUHHI CIIOYATKY CIUIAHYBAaTH CBOI BUMOTH JI0 O€3MEeKU

JUIS PO3TOpPTaHHS XMapu Ta Oynb-KHX JaHUX, sKi OyAyThb MEpeMillleHI B Xmapy.
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CknafiTe CHHUCOK YyCiX KOHQIICHIINHUX JHKEpesl JaHuX, o0 3HaTH, 10 MOTPIOHO
3amugpyBaTu 3 SKUM CTyTIeHeM Oe3eku 61TOBOTo KIToya.

Hanpuknan, skmo Bama opraHizailis po3poOsisie XMapHHM BeO-callT, BaM
noTpiOHO Oyje J03BOJIUTH 1HXKEHEpaM 1 BUPOOHUKAM OOMIHIOBATHCS BUX1THUM KOJIOM 1
NPOEKTHUMHU JOKyMEHTaMH MK co0oro. Bam moTpiOHO Oyne BCTAaHOBUTH 3aXHCT
HACKpIi3HOro MU(PYBaHHSA, BHKOPUCTOBYIOUM OJWH 13 YHCIEHHHX CIIOCOOIB,
PO3TIIIHYTUX y IIA CTATTi, MO0 3aXUCTUTU KOH(IIEHITIHHI AaHi, Kl iM 3HamMOOUTHCS
st iepenadi. Bu mokere 3a0e3neuntu O€3MeKy CBOIX JaHUX y XMapi, HaBITh SKIIO
MOCTaYalIbHUK XMapHOro cxoBula a0o Ball OOJIIKOBUHM 3amuc CKOMIPOMETOBAHO,
HaBITh SKIIO JESKI XMapHI [OCTaYalbHUKH 3a0€3MeuyloTh TIeBHUM PpIBEHb
mudpyBaHHS.

Kpoxu 11 BipoBazkeHHs e()eKTUBHOI cTpaTerii luugpyBaHHs

CuniBnpans

Po3pobka crpaterii mudpyBaHHA BUMarae KoMaHaHOi poOoTu. Kparie
MITXOMUTH 10 I[HOTO SK J0 BEIMKOMACIITA0OHOTO MPOEKTY, BKIIOYAIOYU UJICHIB
kepiBHULTBA, [T Ta omepamiit. [TouHiTs 31 300py BaXIMBUX JaHUX Bij 3aIlIKaBJICHUX
CTOpIH 1 BU3HAYEHHS 3aKOHOJIABCTBA, 3aKOHIB, 1HCTPYKIIIA 1 30BHINIHIX CHJI, SKI
BIUIMBATUMYTh Ha PpIMEHHSA [P0 KyMIBIKO Ta BHOpPOBa[keHHA. IloTiM MokHa
MEePEXOIUTH JI0 BU3HAYEHHS MICI[b BHCOKOTO PHU3UKY, TAKHUX SK HOYTOYKH, MOOIIBHI
IpUCTPOi, 6E3APOTOBI MEPEK Ta PEe3ePBHI KOIIi JaHHX.

Busnaure cBOi BUMOTH 10 Oe3MeKHU

Kopuchno maTtu 3aranbHe ysIBJEHHS MpO Ballll BUMOTU 10 Oe3neku. Po3ymHO
MoYaTh 3 OI[IHKK 3arpo3d, OCKUIBKM BOHA JOTIOMOXXE BaM BH3HAYHUTH, SKiI JaHi
notpibHo 3ammdpyBatu. BumMorm 10 MIIHOCTI Ta OOpPOOKH pI3HUX CHUCTEM
mudpyBaHHS MOXYTh BIAPI3HATUCSA, TOMY TaKOX Ba)XJIMBO OI[IHUTH, HACKUIBKU
0e3reuHor0 Mae OyTH Ballla CUCTEMA.

Bubepits BianoBiaHi iHCTpyMeHTH IIN(PYBAHHA

BuznauuBmm cBoi BUMOTH 710 0€3MeKH, MOKHA TIOUYMHATH [TyKATH PINICHHS, SKi

HallKkpale iX 3aJ0BOJBHATH. MaiiTe Ha yBas3l, 10 JJIs €(PEeKTUBHOIO 3aXUCTy MEpExi
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BaM, IIBUJIIE 32 BCE, 3HAJOOUTHCS BCTAHOBUTHU Pi3HI AITOPUTMU UG PYBAHHS JTaHUX.
Hampuxnan, Bu Mo)keTe BUKOPUCTOBYBATH MPOTOKOJ piBHA Oe3neyHux cokeTiB (SSL)
U1 mU@pyBaHHA JAaHUX, K1 HAJACWIAIOTHCS Ha Bail BeO-CalT 1 3 HBOrO, pa3oM 13
po3mmMpeHuM crangaptoM mudpysansas (AES) nis 3aXucTy JaHHX y CTaH1 CIIOKOIO Ta
pe3epBHOrO KOIMiOBaHHS. BukopucTaHHS NpaBUIBHUX TEXHOJOTIH mm@pyBaHHS Ha
KOXXHOMY pIBHI 30€piraHHsl Ta mepenayi JaHUX JIOMOMOKE€ MaKCUMalIbHO 3aXUCTUTH
naHl Bamoi kommadii. 3amu@poBaHi Tporpamu, SK-0T 3amu@poBaHi CIyKOH
eJIEKTPOHHO1 MOIITH, TAKOXX MOXYTh JIOMTOMOTTH 3a0€3MeUnTH 3arajbHy Oe3IeKy.

Hiaroryiirecs 10 MJIABHOT0 PO3rOPTAHHSA CBOI0 IJIAHY IH(PYyBaHHSI

BuxonanHs Baioi ctparterii mm@pyBaHHs, SK 1 OyAb-sIK1 BEJIUKi 3MIHU y BaIllii
bipmi, Mae Oyt q00pe CIUTaHOBAaHUM. SIKIO y Bac € MporpamMu, Opi€HTOBaHI Ha
KJITIIEHTIB, Balle HOBE MMIM(PYBaHHS MOXE 3HATOOUTHCS IHTErPyBaTH y CEpPBEPHY
yacTuHy mnporpamu. [logiOHMM YMHOM MOXYTh 3HAJOOMTHUCS NOAATKOBI MPOLEAYPH
JUISL IHTETpallii Baloro HOBOro MeToay mudpPyBaHHS 13 3acTapUIMMHU cUCTeMaMu. Bu
MOJKETE BIIPOBAIUTH 11l 3MIHU 3 MIHIMAJILHUMU TTOPYIIEHHAMH, SIKILO 100pe CIUTaHy€ETe
ix 3azmanerigb. CmiBrpans 31 CTOPOHHIM [ocTadainbHUKOM IT-mocnmyr Takox Moxe
JIOTIOMOTTH B Tiepexojii. Bu He Oynere nmepeBaHTaxkyBaTH cBii BiaacHui IT-mepconan
3aHAJITO BEJIIMKOK POOOTOI0, IMOB’S3aHOI0 13 BIPOBADKEHHSM BaIlOTO MIAXOMY [0
mudpyBaHHS.

IMicasi BcTAaHOB/ICHHSI MIATPUMYHTE KYJbTYpPY Oe3neKku

IudpyBanus naHux, SKUM OW IIHHUM BOHO He OyJio, HE € TaHaIeel Bia
Bamux npoosnem Oesnexu. Ilo0 oTpumaTtu Xopolni pe3ynbTaTH, MepeKOHaWTecs, 10
Ballla KOMaHJa HaBUY€HAa BUKOPHCTOBYBaTH HaJEXHI METOIM IIH(pyBaHHS Ta
KepyBaHHS KJIOYaMu. SIKIIO MpaliBHUKKA PO3MICTATH CBOI KJIIOUl HIM(pPYyBaHHS Ha
HE3aXUIIEHUX CcepBepax, BOPOXKi 3JOBMUCHUKM MOXYTh OTPUMATH JAOCTYH [0
3amu(poBaHUX MaHWX Bamoi KoMmmaHii. BBakaeThcs, mo came el THN JIIOJCHKOT
MOMUJIKM BIJTIOBIae 3a 84 BIJACOTKM MopylieHb KioepOesneku. [IudpyBanus ciinx
BUKOPHCTOBYBaTH B MO€JHAHHI 3 IHIIMMU METOJaMu Oe3neku, 00 MaKCHMajbHO

niABUIUTH Oe3rexy. Bara koMmmaHis MOXe 3aXUCTHTH CBO1 JaHi 3 6araTbMa piBHSIMU
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O€3IeKH, pO3TOPHYBIIN 3aXUIllcHe 00IaHAHHS Ta HaAIMHUN OpaHaMayep y Moe€HaHH1
3 MU(PPYBAHHAM JAHUX.

o Take k04 y kpunrorpadii?

Kirod — e psimok BUMAJAKOBUX CHUMBOJIB Yy TEBHIA MOCHITOBHOCTI. MeToau
mu@pyBaHHS BUKOPUCTOBYIOThH KJIIOY JJIsl MIEPEMIIIyBaHHS JaHUX, 00 Oyab-xTo 0e3
KIo4a He Mir posmmdpyBatd iHopMmamito. Y  cydacHoMy mubpyBaHHI
BUKOPHCTOBYIOTHCSl QJITOPUTMH, SIKI TMPEICTaBISAIOTH COOOI0 CKJIaJHI MaTeMaTH4HI
po3paxyHku. CydacHi KIIt04i, sIK TPABIIIO, PaHA0MI30BaH1 HabaraTo aaii, HXK 0a30BUH
PSAIOK BUTAJIKOBHUX LIJTUX YKCET.

Lle BipHO 3 KIJIBKOX MPUYHH:

1. Komm’roTep MOXXYyTh BHUKOHYBaTH HabaraTo CKJIQJHIII OOYHMCIICHHS 3a
3HaYHO MEHIIHMH Yac, HiX JIOAU-KpUIITOrpadu, mo poOuTh CKIaHiIe Mu(pyBaHHs HE
TUIBKH MOKJIMBHM, aji¢ I HEOOXITHUM.

2. KoM’ roTepu MOXYyTh 3MIHIOBATH 1H(oOpMAaIlito Ha JBilikoBomy piBHI, 1 1 0,
SIK1 CKJIQJIAI0Th JIaH1, a He JIMIIE Ha PiBHI JiTep 1 udp.

3. Komrr’rotepae mporpaMHe 3abe3ledeHHs] MOXKe JIeKOJyBaTH 3amu@poBaHi
JIaH1, AKII0 BOHU HEJOCTATHBHO paHaomizoBaHi. CrpaBKHs BUIMAIKOBICTh € KPUTUYHOIO
JUTsI cTIpaBii 0e3medHoro mudpyBaHHS.

Kpunrorpadiuauii ko4 y moeHaHHI 3 METOJIOM IIU(PPYBaHHS 3MIIIA€ TEKCT

710 HEBITI3HAHHS JIFOTMHH.
3.2 Po3po0Ka CTPYKTYPHOI cXeMH

CrpyktypHa cxema HaBejaeHa Ha pucyHky 3.1. 3 Hei mu Oaummo, 110
po3po0IcHa CUCTEMA CKIAAAEThCS 3 HACTYITHUX CTPYKTYPHUX OJIOKIB.

1. IlepenocHuit HOC1 1H(pOpMAaLii HA KUK 3amucaHi 3amnpoBaHi JaHi.

2. JlaHi, iK1 3aMMMCYIOTHCS HA IEPEHOCHUHN HOC1H 1H(pOpMaITii.
3. bnok mmdpyBanus 3a nomomoroto anropurmy AES.
4

. brok posmmdpyBanus 3a fonomororo anroputmy AES.
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JlaH1 npu3HAYEH1 JUIs 3aMUCy Ha 3aXUIIEHUN MEPEHOCHUM HOC1H iH(opMmarlrii

brox mmdpyBanus

Po36uTtTs nanux ais mudpyBaHHS Ha
0J10KU

brox po3mmdpyBanus

P030UTTS qaHuX IS pO3IIH(PPYBaHHS
Ha OJIOKU

@opMyBaHHS CEAHCOBOTO KJIIOYA 3
KJIr04a mu(pyBaHHS

dopMyBaHHS CEaHCOBOTO KIIIO4a 3
KJTtoua muppyBaHHs

[TepeminryBaHHs OalTIiB

[{uki4Hul 3CYB PAAKIB

[lepeminryBaHHS KOJIOHOK

[lepeTBOpeHHS HaA TAHUMU 3
BUKOPHUCTAaHHSM CEAHCOBOI'O
KJIIO4a

Buxonanus payHaiB mmudpyBaHHS

dopmyBaHHS OJIOKY MIH(DPOBAHUX
JaHMX Ta Mepeaaya iX Ha MepeHOCHUN
HOCIW iHpopMarti

3BOPOTHUI LUKITYHUHI 3CyB
PSAIKIB

3BOpOTHE IIEPEMIIITyBaHHS
0aliTiB BiAMOBIAHO 10 S-box

HCpCTBOpCHHH Haad JaHUMU 3
BHKOPHUCTAHHAM CCaHCOBOI'O
KJIr0O4a

3BOpPOTHE NEPEMILTyBaHHS
KOJIOHOK

dopmyBaHHS 010Ky MUGPOBAHUX
JAaHUX Ta Mepeava ix Ha IePeHOCHUN
HOCI1H 1Hpopmarti

3axuIeHui IepeHOCHUN HOCIH 1HpopMarltii

Pucynok 3.1 — CtpykTypHa cxema CUCTEMU
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OcHoBHUM 0110k cuctemu € Oyok mudpysanus AES. Posrisiaemo #ioro 611
netanpHime. Anroput™ mudpysanus AES npaitoe HacCTymHUM YUHOM:

1. Jani nna mmdpyBaHHS input, po30UBaeThCsl Ha OJIOKM Ta KOMIIOIOTHCS 0
YCTaHOBOYHOT'O MacuBy State, 3T1JIHO BUBHAUYECHOTO MTPaBUILy.

2. ®opmyetbest ceancoBuid kmod Round Key 3 kmroua mmdpyBanus Cipher
Key, 3a nonmomororo ¢yukiii KeyExpansion().

3. BusnavaeTbcs 4ynCiIoO payHIiB B 3aJI€KHOCTI BiJ AOBXKMHU Kitoua 10, 12, abo
14 pa3sis.

4. BukoHanHs ornepatlii mudpyBaHHs, TOOTO BUKOHAHHS PayH/IB MIU(pPyBaHHS
BU3HAUYEHY B MMyHKTI 3 KUIBKICTH pa3:

—3actocyBaHHa SubBytes(), To06TO TpaHchopMmaiii npu mudpyBaHHI SAKi
00poOIIsArOTH State BUKOPUCTOBYIOYM HEJIIHIWHY TaOJIUIIO 3aMileHds 0aiTiB (S-box),
3aCTOCOBYIOYH 11 HE3aJIEKHO JI0 KOKHOTO OaiTa State;

—3actocyBanHsa ShiftRows(), To6T0 Tpanchopmamii npu mmdpyBaHHi, SKi
00po0IIsIIOTh State, HIUKIIIYHO 3MIIIAI0YN OCTAHH1 TPU PsIIKK State Ha pi3HI BEJIUYNHU;

—3actocyBanHga MixColumns(), To6To Tpancdopmailis npu MmudpyBaHHI sKa
oepe Bci cToBIi State 1 3MmilIye ix JaHi (He3aJaekHO APYT Bij Apyra), oo ojaepkaTu
HOBI CTOBIIIII;

—3actocyBanHa AddRoundKey(), To6TO Tpancdopmariis npu mudpyBanHi, Ipu
akomy Round Key XOR ¢ State. [Jomxuna RoundKey mopiBHioe po3mipy State (Ti,
skio Nb =4, To norxuna RoundKey nopisatoe 128 6iT abo 16 6aiir).

5. @opmyBanHs OJOKY 3amIM(PPOBAHUX JAHUX, JJIS I[LOTO TICHS 3aBEpUICHHS
OCTaHHBOTO payHay TpaHcdopmarllii, State KOMIETHCS B output 3a BHU3HAYCHUM
IPaBUIIOM.

Anroputm posmndpyBanua AES npalitoe HaCTyTHUM YUHOM:

1. Jani qys po3mmdpyBaHHs input, po30UBaeThcs Ha OJOKH Ta KOMIIOIOTHCA J10
YCTaHOBOYHOT'O MacuBy State, 3T1JIHO BUBHAUYEHOTO MTPaBUILy.

2. ®opmyetbest ceancoBuid kmod Round Key 3 kmroua mmdpyBanus Cipher

Key, 3a nonmomororo ¢yukiii KeyExpansion().
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3. Bu3HauaeTbCs YUCIIO0 payH/IIB B 3QJIEKHOCTI BiJl OBXHHU Kitova 10, 12, abo
14 pa3sis.

4. BukonanHs omeparii po3mmdpyBaHHSI, TOOTO BHUKOHAHHS payHJIIB
mudpyBaHHS BU3HAYEHY B TYHKTI 3 KIJIBKICTh pa3:

—3actocyBanHs InvShiftRows(), sxe mnpusHauene s TpaHchopmarlii mpu
posmudpyBaHHi sika € 3BOpOoTHOIO cTocoBHO ShiftRows(), ToOTO Tpanchopmarrii mpu
mu@pyBaHHi, SKi 00pOONIAIOTH State, MUKIIYHO 3MIIIAaI0UM OCTaHHI TpU PSAAKK State Ha
pi3HI BETMYUHU;

—3actocyBaHHsa InvSubBytes(), sike mnpu3HaueHe miIsg TpaHchopMailii TpH
po3mmdpyBaHHi sSKa € 3BOPOTHOIO CTOCOBHO SubBytes(), To6To Tpanchopmartii mpu
mudpyBaHHi sIKI 00po0IAI0TE State BUKOPUCTOBYIOUHM HENIHIWHY TAOJHUIO 3aMIiIICHHS
OaitTiB (S-box), 3acTocoByrouM i HE3aIeKHO IO KOKHOTO Oaiita State;

—3actocyBanHsl InvAddRoundKey(), To6To Tpancopmaliis npu 3BOPOTHOMY
mudpyBanni, npu sskomy Round Key XOR 3 State. Jlorxxuna RoundKey mopiBHioe
po3mipy State (ti, skmo Nb = 4, To gosxuna RoundKey mopiBaroe 128 6iT abo 16
0aiT).

—3actocyBaHHsa InvMixColumns(), sike mpuszHaueHe s TpaHcdopmallli mpu
po3mmdpyBaHHi sSKa € 3B0poTHOIO cTocOBHO MixColumns(), To0To Tpancdopmartii mpu
mudpyBaHHi sika 6epe Bci cToBII State 1 3mimnye iX AaH1 (He3aJIeXHO APYT BiJ IpyTa),
o0 o/iepKaTH HOB1 CTOBTIIII.

5. ®opMyBaHHs 00Ky Aemm(pPOBAHUX AAHUX, JJIS [BOTO MICS 3aBEpPIICHHS
OCTaHHBOTO payHAy TpaHchopmarrii, State KomroeTbcsi B output 3a BHU3HAYCHUM

IPaBUIIOM.

3.3 Po3poOka pyHKIiOHAIBHOI CXeMH

Ha pucynky 3.2 3o00paxeHa ¢QyHKIlOHaTbHAa cxeMa cucremMu. Hukde

PO3IJISTHEMO 1i OLIIbII JOKIAAHO.
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@OyHKI[IOHATbHA CXE€Ma CKJIAJIA€ThCS 3 HACTYIHUX OJIOKIB:

1. T'onoBHE BIKHO MPOTPaAMHU.

2. brmok po30UTTS mMEpeHOCHOro Hocis 1H¢opmallii Ha He3amudpoBaHy
YacTHUHY, Ta 3alIU(POBAHY YACTUHY.

3. bnox 3unTyBaHHA Ta MEPEBIPKU Ha JIETITUMHICTH MapOJIIO.

4. Brok miapaxyHKy crpo0 BBEJEHHS HEKOPEKTHOTO MapoJIIo.

5. bnok mmdpyBaHHS JaHUX.

6. bnox pemudpyBaHHs JaHUX.

7. Bnox rapaHTOBaHOTO 3HUIIEHHS 1H(GOpPMAITii.

8. brmox OyloKyBaHHS KOMIT'IOTepa 3a JOMOMOTON TEPEHOCHOTO HOCIS
iH(popMmarii.

9. bnox nomomor#u Ta iHdopMalii Mpo mporpamy.

PosrnanyBmm yci OJ0kM (PyHKIIOHANBbHOI CXEMHU MeperzieMo A0 PO3TIsIILy
JiarpaMuy B3a€MOJI1i ITPOIIECIB, sIKI BIAOYBAIOTHCS Y CHUCTEMI.

Posrnsnemo  Ounbln  JeTanbHO  (PYHKIIOHAJIBHI  OJIOKM  MPOrPaMHOTO
3a0e3ne4eHHs.

I'os10BHE BiKHO porpamu

['o70BHE BIKHO A0AaTKa NPU3HAYEHE ISl TOCTYIY J0 yCiX (YHKIIN Imporpamu
1 MICTUTB B cOO1:

— Ha3BY MPOrPaMHOTO MOIYJIS;

— PSIIOK TOJIOBHOTO MEHIO;

— TaHeJib IHCTPYMEHTIB;

— poGouy o0JacThb;

— CTaTyCHUH PSJIOK CTaHy.

ApPK.
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biok 3untyBaHHs Ta brox nonmomorwu ta inpopmartii
NIepPEeBIPKA HA > Ipo Mporpamy
JIETITUMHICTB TIAPOJTIO
biok
biok rapanToBaHoro  |e mmdpyBaHHs/AempyBaHHS
3HUIIEHHS 1HhOopMaIii
brok mmdpyBanHs
bnok 6:10kyBaHHS .
; y ['os10BHE BIKHO
KOMIT I0Tepa 3a mporpamm
JIOTIOMOT 010 TIEPEHOCHOTO Brox nenm@pysanms
HOCI1s 1H(popMartii
brox po30UTTSI MepeHOCHOTO
B0k migpaxyHKy cripo6 J HOCLA IH(opMarii Ha
BBEJICHHS] HCKOPEKTHOTO |« | Hezamm(poBaHy YaCTHHY, Ta
apoITIo 3amu@poBaHy YaCTUHY

Pucynok 3.2 — ®dyHKIliOHaNbHA CXeMa NPOrpaMHOro 3a0e3neyeHHs

BJiok rapanToBaHOr0 3HUILEHHS iIHGOpMAaILil

Lle#i OnOK mpU3HAUEHWW NS TApAaHTOBAHOTO 3HHILEHHS 1HQOpMAIli, MpH
HENPaBWJIBHOMY BBEAEHI Napoyito. 3 OCHOBY OyB BuOpaHuii anroput™m ['yTmaHna,
BUXOJYM 3 HACTYITHUX MIpPKyBaHb.

Bei mporpamui peasizaniii anropuTMiB 3HUIICHHA i1HQOpMAIli 3acHOBaHI Ha
HaWMPOCTIIINX OTEpaIiisax 3amucy, TAM CaMHUM BiI0YBa€ThCsl OaraTopa3zoBUid Mepe3aruc
iH(popMallii B CEKTOpax AUCKAa MOMUJIKOBUMH TaHUMH. 3aJ€KHO BiJ alTOPUTMY 1€
MOke OyTH BHIIQJIKOBE YHCIIO T€HepaTopa IMCEBJOBHUIMAIKOBUX uuced abo (pikcoBaHe
3HaueHHs. Sk mpaBWiIO, KOXXKHUM aJIrOpuTM Iepeadadae 3amuc BOCBMHU OITOBUX
onunub (#FF) 1 nyns (#00). B icHyrounx anropuTMax nepe3anuc MOKe BUPOOJII€ThCA
B1JI 0JTHOTO /10 35 1 Ounbie pa3. [cHYOTh peaizallii 3 MOXJIMBICTIO JOBIJILHOTO BUOOPY
quciia [UKIIB [Epe3arncy.

TeopeTnuHo, HAWMPOCTIIIMM METOJAOM 3HHUIIECHHI BHUXITHOTO (Qaily € ioro

noBHMM nepe3anuc 6aiitom #FF, To6TO 61TOBOIO MacKOIO 3 BOCBMH JIOTTYHHX OJMHUIIH
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(11111111), myniB abo AOBUIBHUX YHCEJ, TUM CAMUM BUKJIIOUMBIIHM HOTO MpOrpamMHe

BiIHOBJICHHSI CTaHJAPTHUMH 3ac00amMH, JOCTYITHUMH KOPHCTYBAdeBi.

OnHak 3

BUKOPHUCTAHHSAM CIEIIajli30BaHUX amapaTHUX 3aco0iB, IO aHAJI3yIOTh MOBEPXHIO

MarHiTHUX HOCIIB 1 JI03BOJISIIOTH BIJHOBUTHM BHXIJHY 1H(OpMAIliI0O BHXOIAYU 3

MOKAa3HUKIB 3aJMIIKOBOI HAMArHI4Y€HOCTI, ICHy€ WMOBIPHICTb, IO HAWMPOCTIIIMIA

MEPEC3armcC HEC I'apaHTy€ HOBHOHiHHC SHHUIIICHHS.

Ta6nuns 3.1 — Anroput™ ['yrmana

Huki Jani Huka Jani
1 [IceBmoBumaaKkoBi 19 #99
2 [IceBmoBumaaKkoBi 20 #AA
3 [IceBmoBumaIKOBI 21 #BB
4 [IceBnoBumaakoBi 22 #CC
5 #55 23 #DD
6 #AA 24 #EE
7 #92 #49 #24 25 #FF
8 #49 #24 #92 26 #92 #49 #24
9 #24 #92 #49 27 #49 #24 #92
10 #00 28 #24 #92 #49
11 #11 29 #6D #B6 #DB
12 #22 30 #B6 #DB #6D
13 #33 31 #DB #6D #B6
14 #44 32 [IceBmoBumnaakosi
15 #55 33 [IceBmoBumnaakosi
16 #66 34 [IceBnoBumMaIKOBI
17 #77 35 [IceBnoBumMaIKOBI
18 #88
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3 MeTOK BHUKIIOUYEHHS MOXKJIMBOCTI BIJHOBJEHHS I po3poOJieHi icHYIoUl
ITOPUTMHU 3HUIICHHS 1HGOpMAITiT:

— Haitbinpmr BitoMuii 1 pPO3MOBCIOKCHUN aJTOPUTM, 3aCTOCOBYBAaHMHN B
aMepUKaHCHKOMY HaIllOHAJLHOMY cTaHaapTi MiHicTepcTBa oboponn Do 5220.22-M.
Bapiaat E BigmoBigHO 10 [JaHOTO CTaHAApPTy TMepeadavae ABa UKW  3aIUCy
NICEBJIOBUIIAIKOBUX YHUCEN 1 OJWH — (PIKCOBAHMX 3HAYEHb, 3aJCKHUX BIJl 3HAUYCHD
MIEePIIOTO ITUKITY, YeTBEPTUM LMK — Bepudikalis 3anuciB. Y BapianTi ECE nepesarinc
JIaHuX BUpOOsieTbes 7 pasiB — 3 pasu Oaiitom #FF, Tpu #00 1 ogun #F6.

— B anroputmi bproca Illnaiipa B mnepmomy mukii 3anucyetbes #FF, y
apyromy —#00 1 B Mm'STM UUKIAX — [ICEBIOBUIAJIKOBI YHCIIa. YBaXKAacTbCs OJHUM 3
HaNOUTbII €PEeKTUBHUX.

— VY HaWOLIBII TOBUIBHOMY, ajie, Ha AYMKY O0e€3/1iui eKCHepTiB, HalOUIbII
edexktruBHOMY anroputmi [lutepa ['yrmana, icHye 35 HMKIIB, y SKUX 3alHCYIOTh yCe
HalOUThII epeKTUBHI OITOBI MAackd, JaHWHI alrOpuTM 3aCHOBaHHM Ha HOro Teopii
3HUIIEHHA 1HGOpMaIlii.

— B anroputMmi, nependayeHOro amMepUKaHCHKUM HAI[lOHAIBHUM CTaHJIApTOM
NAVSO P-5239-26 nns MFM-koayeMux MpUCTPOiB y MEPIIOMY IUKJI 3aMUCYETHCS
#01, y npyromy — #7FFFFFF, y TpeTboMy — OCITIIOBHICTh TICEBAOBUIIAIKOBUX YUCEII,
y 4eTBEpPTOMY MpOXoauTh Bepudikailis. ¥ BapianTi a1t RLL — kogyemux npuctpois
JAHOTO AITOPUTMY B Apyromy kK 3anucyerbes #27FFFFFF.

— B anroputMmi, mo omucye HIMEIbKHH HarioHadbHui ctanmapt VSITR 3
MEPIIOTo IO IOCTHM UK 3aMucyrThes mnociigoBHo Oaitu #00 1 #FF, y cbomomy
#AA.

— Icnye nymka nmpo iICHyBaHHS —airoputMmy, omucaHoro Pociiicbkum
HailoHanbuuM ctafaaptoM JIEPKCTAHJIAPT P 50739-95, mo mepenbavae 3amuc
#00 y xoxHHI OalT KOXKHOTO CEKTOpa i CUCTEM 3 4-6 KJIacH 3aXWUCTy W 3ammc
NICEBJIOBUITIAIKOBUX YHCENl y KOKHUM OalT KOKHOTO CeKTopa Mg cucteMm 1-3 kiacy
3axucty. OMHAK JaHUW CTaHAAPT MICTUTH Julie GopmynroBaHHS «OUHIEHHS TTOBUHHE

BUPOOJIATHCA LUISIXOM 3aMucy iH(popMaIllii, 10 Mackye, 10 MaMm’ATi NMpH ii 3BUIbHEHHI
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Nepepo3IoAiii», 10 He MICTUTh AKOI-HEOY b JeTalli3allli 00 MOPSAKY Mepe3anucy,
KUTBKOCTI IIUKJIIB 1 OITOBUX Macok. Y TOMW ke 4Jac, icHye nirounii KepiBHUN JOKyMEHT
Hepxtexkomicii Pocii «ABTOMaTH30BaHI CHCTEMHU. 3aXUCT BiJT HECAHKI[IOHOBAHOTO
noctymy 1o iHpopmarii. Kiacudikaiiis aBToMaTH30BaHUX CUCTEM 1 BUMOTH T10 3aXHUCTY
iHpopMmarii», Bunanuii B 1992 poui i psan, mo nepeadadae, BUMOT O MEXaHI3MY
3HUIIEHHS 1HGOpMaIIli I CUCTEeM MEeBHUX KJIACIB 3aXHUIIEHOCTI. 30Kpema, I KJIaciB
3A u 2A «OuuieHHs 3AIACHIOETHCS ABOPA30BUM JOBUIBHUM 3alHCcOM y 00JacTb
nam'siTi, M0 3BUIBHSAETHCS, PaHillle BUKOPUCTAHY ISl 30epiraHHs 3aXMINAEMHUX JaHUX
(datimiB)», st knacy 117 nepeadbadeHuit oMHOKpaTHUH TIepe3arnmuc.

— B anroputMmi [laparona mepmmii UK TOJISITa€ B Tepe3anuci yHIKaTbHUMA
512-6iTHUMHE ONOKaMM, BUKOPHCTOBYIOUHM KpumnTorpadiuno Oe3meyHuil reHeparop
BUIMAJIKOBUX YHCEJ, MOTIM, Yy JPyroMy UMKl KOXHUM Tepe3anucyBaHuil 010K
MEPENUCYETHCS CBOIM JBIMKOBUM JOTIOBHEHHSM, TPETIi IIUKII IOBTOPIOE TIEPIITHIA TTUKJIT
13 HOBUMH YHIKaJbHUMH BHUIAJKOBHUMHU OJIOKaM, y YETBEPTOMY IMKJI BiJI0YBa€ThCS
nepesanuc 6aitom #AA. 3aBepiyeTbcs 3HUIICHHS 1HPOpMAaIlii TUKIOM BepHudiKallii.

Sx mpaBwio, IS YTPYAHEHHs [POTPAMHOTO BITHOBJICHHS 1H(OpMmaii,
nepezanuc iHpopmalii B okpeMoMy daiiai BIAMOBIIHO 10 aJIrOPUTMYy 3HHUIICHHS
CYNIPOBOJIKYETHCSI YCTAHOBKOIO HYJIBOBOTO pO3Mipy (aility 1 Horo nepeiMeHyBaHHSM,
BUKOPHUCTOBYIOUM JOBIIbHUM Habip cumBouiB. IloTiM criigye BupaneHHs dainy 3
TaOIUIll pO3MIIICHHS (DailiiB.

baok po30uTTsi MepeHocHOro Hocia iHgopmanii Ha He3ammM@poBaHy
YaCTHHY, TA 3alIN(POBAHY YACTHHY

Jlo3Boysie po30WTH HAKOMWYyBa4 Ha BIAKPUTY U 3axWileHy vacTuHU. [lpm
BUKOHAHHI J1aHO1 omeparlii Ha mepury Oyie MOMIMEHUNA 1 HEBETUKHA TOMATOK JUIs
JOCTYIy 10 Jpyroi (Xo4ya MepeMUKaTHCS MOXHa W 3a JOMOMOTOI0 «3arajbHOi»
yTUIIITH).

IToTiM 3agaeMo maposb 3BUYaAHHUM YHHOM 1 BCE TOTOBO. €AMHUN HEIOMIK ITI€T
CXEMHU — OCKUJIbKM OOWJBI YaCTUHU MOHTYIOTBCS TIiJI OJHUM IM'SIM 1 TIPOCTO

NEPEMUKAIOTHCS, OJEPkKATH TOCTYH BiApaszy A0 000X HEMOKIHBO.
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BJiok 3UuMTyBaHHS TA NMEePeBipKH HA JIETITUMHICTD MaPOJII0

bnox 3uuTyBaHHS Ta MEPEeBIPKU Ha JICTITUMHICTH MAPOJIIO TO3BOJIAE 3UHUTATH
Naposib Ta MOPIBHATU WOTO 3 TUM, SIKHI 30epekeHnil y nmporpami. Takox € MOXKIIUBICTb
3aMIHU TapoJII0, 3acO00M BBEACHHS CTApOro IMapoJilo, Ta HOBOIO TMapojo 3
iTBEPIKCHHSIM.

BJok migpaxyHkKy cnpo0 BBe/IeHHSI HEKOPEKTHOI0 MAPOJII0

[Ipu3HaueHHA LBOTO OJIOKY 3aKJIEYAETHCS Y TOMY, IIO MPUCTPIA aBTOMATHYHO
ONOKYyeThCS W TrapaHTOBaHO BUAANsAeThCs 1H(popmanis micis 10 meBmamux crpod
YBEICHHS MapoJIs.

baok muppyBaHHs 1aHHX

Leit 610k mmdpye naHi BuKopuctoByroun anroputv AES. [lerambHa pobota
LOI'0 AITOPUTMY pO3NKMCcaHa y myHKkTax 3.1, ta 3.2.

baok pemugppyBaHHsa JaHUX

Ieit Omox po3mudpye nani Bukopuctoyrouw airoputM AES. JletanbHa
po0oTa IIOTO ATOPUTMY po3MHcaHa y myHkTax 3.1, ta 3.2.

Biaok OJioOKyBaHHSI KOMII'IOTepa 3a JONOMOIOK) TEPEHOCHOr0 HOCIA
ingopmamii

Lle#t 6ok mo03BOJIsAE€ OJIOKYBAaTH KOMII'IOTEp MpPH HEOOXITHOCTI W HaJgaBaTH
JOCTYT J10 JaHUX, sKi 30epiraroThcss Ha EOM, TUIbKY NIpH MIAKIFOYEHIH Qureri.

Bbaok nonmomoru ta inopmanii npo nporpamy

VY upomy 001l 3HaXOAWUTHCS JONOMOra MO BUKOPUCTAHHIO MpOrpamMu, Ta
1H(DOopMallito po po3podHUKA, BEPCIIO, Ta 1aTy BUITYCKY MPOTPaAaMHOI0 MPOAYKTY.

PosrnsinyBmm yci OJ0kM (PyHKIIOHANBHOI CXEMH MeperzieMo A0 PO3TIsILy

JiarpaMu B3a€MOJI1T TIPOIIECIB, sIKI BiIOYBAIOTHCS Y CUCTEMI.

3.4 Po3pobka giarpamu npouecis

Jliarpama B3aemMo/iii MPOLIECIB CUCTEMH, PO3POOJICHOT Y pe3ybTaTi BUKOHAHHS

OakajaaBpChKOTO MPOEKTYBaHHS, HaBeJeHA Ha pUCYHKY 3.3.
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Pucynok 3.3 — Jliarpama B3aeMo/iii mpoiieciB

3 puCyHKY, MU 0adyMMoO, IO MPOIECH, SIKI € y CHCTeMI, PO3pOOJeHIA Yy
pe3ynbTaTi BUKOHAHHS OaKaJlaBPCHKOTO MPOCKTYBaHHS, B3a€EMOJIIOTh HACTYITHUM
YHHOM.

[lepmuM mporiecoM, SIKUi 3aITyCKAEThCSI Y CUCTEMI, € TPOIIeC TOYaTKy POOOTH.
Bin reHepye mporec BHBEIECHHS TOJIOBHOTO BiKHA MPOTPaMH, SIKUW, y CBOIO UYEPry
B3a€EMOJIIE 3 MPOIECOM BUOOPY MIAKIOUEHOTO (hJICII-TUCKY, SIKIIO 1X JCKLIbKA.

[Iponiec BuOOpPY MAKIIOYEHOTO (HIEHI-IUCKY B3a€EMOJIE€ 3 HACTyIMHUMHU
MPOIICCAMM:

— IIporec 610KyBaHHS KOMIT FOTEpa 3a JJOTIOMOTOFO (JICTII-TUCKY.

— Ilporec po3butts dureni-aucKy Ha 3amm@ppoBaHy Ta HezamudpoBaHy 001acTi.

— IIpouiec po6oTH 3 3ammbppoBaHOIO 00IACTIO TUCKY.

[lepmuii mporiec B3a€MOJIi€ 3 TIPOIECOM CTBOPEHHS/3MIHH MAPOIIO JOCTYITY IO

KOMIT F0Tepa.
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BBCACHH KJIIO4a.

Hpyruii npouec B3a€EMO/I1€ 3 HACTYITHUMU IIPOLIECAMU:

— Ilporec cTBOpeHHs Kio4a mu(pyBaHHS.

— Ilpouec hopmyBaHHS ceaHCOBOTO KJItoya 3 Kitoua mudpyBaHHS.

ITpomiec pobGotu 3 3amudpoBaHOK OOJACTIO JHUCKY B3aEMOJIE 3 IPOIIECOM

Ieit mporiec B3aeMo/Ii€ 3 HACTYITHUMH MPOIECAMMU:

— IIpouec mimpaxyHKy cipo® BBEACHHSI KOPEKTHOTO KJtOUa, IKUH Y CBOIO YEPTy

B3a€MO/II€ 3 MPOILIECOM rapaHTOBAHOTO 3HUIIECHHA 1H(OpMaIIii.

— IIpouec mudpyBanas iHpopmarliii 3a momomororw ainroputmy AES, saxuii y

CBOIO UEPTy B3a€MOJII€ 3 MIPOLIECOM 3amucy 3ammndpoBanoi iHGopmarii.

— IIpouec nemmdpyBanus iHbopmMarllii 3a goroMoroio anropurmy AES, skuit y

CBOIO UEPTy B3a€MO/Ii€ 3 POLIECOM YUTaHH 3amu@poBaHol iHGopmarii.

TakuM 4YMHOM, PO3IJSHYBIIM OMHC CHUCTEMH, CTPYKTYPHY, (QYHKIIOHAJIbHY

CXEMHU CHCTEeMHM, Ta JiarpaMmy B3a€MOJIl MPOIECIB TepeieMo 10 Omucy OJOK-CXeM

OCHOBHOI IMPOTpaMu, Ta MAMPOTpaM, Ki BUKOPUCTOBYIOTHCS, IJIs1 peari3allii CHCTeMH.
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4 PEAJIIBAIIA POBOTHU. PO3PAXYHKMU I
EKCIHEPUMEHTAJUIBHI JAHI, IO HIATBEP/KYIOTH
BIPHICTD IITPOEKTHUX TA ITPOT'PAMHMUMX PIIIEHDb

4.1 BJ10K-CXeMH Ta ONUC AJTOPUTMIB PYHKIIOHYBAHHS CHCTEMH

Ha pucynky 4.1 HaBeneHO OJIOK-CXeMy OCHOBHOIi mporpamu. Ii po6ota

CKIIAAA€ThCA 3 BUKOHAHHA HACTYITHUX KpOKiB.

Crepmry BigOyBaeThCSl BUBEIIEHHS OCHOBHOTO BikHa mporpamu. Ilicns mporo

B110YBa€ThCS MOIIYK MiTKIIOYCHUX (hIICII-TUCKIB.

Baesgsran

ACHOBHOT O
BIKER

[Teamryse migpazoen e
dacm-Hcxie

E ufip drem-groiy

CrROpAHHA GKEAMATa

ARATEH CT O POy

AngEcEbi e ol
ird oA

)

Foanoxveasea
KON OTERE

Pucynok 4.1 — biiok-cxeMa OCHOBHOI IporpaMu

Beinm memea dymvapi
el apanToEaEore
IAMIEHER
i popManiin
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HactynmHuM KpokoM, € BUBEJEHHS CITUCKY MIIKIIOUEHUX (IIeII-TUCKIB.

[Ticas mporo kopuctyBau oOupae TOH Giem-auck, 3 SKUM BiH 30MpaeThCs
IpaItoBaTH.

O6paBmn 1edt  uienm-auck, KOPUCTyBad BU3HAYA€ YW 30UPAEThCA BIH
CTBOPIOBATHU 3aXUILIEHUHN PO3LI.

Sk11o Tak, TOJ1 BiH CTBOPIOE OKPEMUM 3aXUICHUN PO3LT Ha (PIIeI-TUCKY TS
KoH(1aeHIIiITHOT 1HdopMaii.

VY iHmoMy BUNAAKYy, BiH OOupae, 4 € HEOOXITHICTh MUQpPyBaTH, SKYCbh
iH(opMailito, siKa € Ha JUCKY.

Skuro Tak, ToJAl KOPUCTyBa4 BUKOHY€E HACTYIIHI [

— 3aiae napodib AOCTYNy 10 3aM(pPOBAHOTO PO3LITY.

— Hludpye posain anropurmom AES.

Sxuio kopuctyBau obupae aemudpyBatu AaHi, Kl nepeOyBalOTh y 3aXHUIIECHINA
o6utacti Ha (JIenI-IuCKy, TOJII BiH BUKOHY€E HACTYTHI il

— BBoauTh mapons qoctymy A0 3aimupoBaHOTO PO3ILTY.

— Jlemmdpye pozain anroputmom AES.

Sk1110 KopucTyBau BUPINIye OJI0KYBAaTH KOMIT I0TEP, TO1 BiH BUKOHY€E HACTYIIHI
i

— 3azae nmapodib JOCTYIy 0 KOMII FOTepa.

— briokye komn’rotrep.

Ko KopuCTyBau BHpIIIye pO30JOKYBaTH 3a0JIOKOBAaHUM, 3a JOIMOMOTOIO
Gbaen-aucKy KOMI FTep, TOJ BiH BUKOHYE HACTYITHI Aii:

— BBoauTh maposb 10CTymy A0 KOMIT IOTEpA.

— Po3010KOBYE KOMIT TOTED.

KpiM ycix Bulle nepepaxoBaHMX [id, KOPHUCTYBau MOXKE BHKOPHUCTYBATU
¢yHKIiI0 MOBHOTO 3HMINEHHS 1H(Mopmamii. s mporo oMy HEOOXiTHO BHKOHATH
HACTYIIHI Jii:

— 3agaT KUTBKICTh cipo0 BBEIEHHS HEBIPHOTO KITIOYA.

— BBIMKHYTH (DYHKIII}O TapaHTOBAHOTO 3HUIICHHS 1H(POpMAIIii.
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4.2 — brok-cxema mignporpamMu mm@pyBaHHS/AemnpyBaHHS 32

nonoMororo aroputMy AES

Ha PUCYHKY

300paxeHo

OJIOK-CXeMY

HiaIporpamMmu

mdpyBaHHs/nemnpyBands 3a  gonomororo  anroputMy AES. Bona mnpairoe

HaCTYITHUM YHHOM.

SAxuio HeoOXximHO 3amudpyBatu 1H(QOPMALIO 32 JOMOMOTOI0 CHMETPUYHOTO

anroputmy mudpyBanas AES, To mporpama BUKOHY€E HACTYITHI i

— Ywurae gani 11 mudpyBaHHd, i po30UBae iX Ha OJIOKH.

— @opMye ceaHCOBU KITIOY 3 KJItoua MHU(PpyBaHHS.

— Ilepemimrye 6aiiTu BiAMOBIAHO 10 S-boX.

— BiaOyBaeTbcst HIMKITIYHUHN 3CYB PSAIKIB.

— BinOyBaeTbcs mepeMilllyBaHHS KOJIOHOK.
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-—IﬁH6YBaKﬂBCH MNEPCTBOPCHHA Haad OJaHUMH 3 BHKOPHCTAHHA CCAHCOBOI'O

KJIro4a.

— dopmyeTbest 070K 3amMPPOBAHUX TAHUX Ta 3aIUC iX Ha (Iie-IucK.

ko x HeoOXxiaHO nemudpyBaTH 1HOOPMAILIIO 32 JOTOMOTOI0 CUMETPUYHOTO

anroputMmy mmdpysanusa AES, To nporpama BUKOHYye HaCTyIHI 1ii:

— Yurae naHi 1is gemudpyBaHHs, i po30uBae ix Ha OJIOKH.

— @opMye ceaHCOBUH KITIOY 3 KJItoua MHU(pyBaHHS.

— BinOyBaeTbcst 3BOpOTHIN LHUKIIYHUHI 3CYB PAAKIB.

— 3BOpPOTHO TepeMilnye 6aiTu BIAMOBIAHO 10 S-boX.

— BinOyBaioTbcsi mepeTBOpEHHS HAJ JaHUMHU 3 BHKOPUCTAHHS CEaHCOBOTO

KJIro4a.

— BinOyBaeTbcst 3BOpOTHE MEepEeMIlIyBaHHS KOJIOHOK.

— @opmyeTbes 010K aemu(poBaHUX JaHHX.

— BuBoasaTecs nemrdpoBaHi gaHi.

HaBenemo wactuHu KoMy, y SIKi peasli3oBaHO caMe omeparlio mudpyBaHHS Ta

const

PROV_RSA AES = 24;

ALG_SID AES 128

CAL

var

hPr

G AES 128 = ALG CLASS DATA ENCRYPT or ALG TYPE BLOCK or ALG SID AES 128;

= 14;

//®yHK1uiss mmppyBanHs

function encrypt (input,

ov: HCRYPTPROV;

hKey: HCRYPTKEY;

key
k
k

Blob: record

key:

eyHeader: BLOBHEADER;

eySize: DWORD;

nemudpyBaHHs 3a JornoMoror anroputmy AES.

AnsiString): AnsiString;

keyData: array[0..15] of Byte;
end;
keyLen, datalen: Integer;
cryptMode, padMode: DWORD;

function AlignUp (dwValue,

asm

dec edx

dwAlignment: DWORD) : DWORD; register;
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add eax,edx
not edx
and eax,edx
end;
begin
if (Length(input) = 0) then
raise Exception.Create (' [INPUT] napaMeTp He BMBHauYeHMi.');
if (Length(key) = 0) then
raise Exception.Create (' [KEY] nmapameTp He BMBHAYEHMH. ') ;
if not CryptAcquireContext (@hProv, nil, nil, PROV_RSA AES, CRYPT VERIFYCONTEXT)
then
RaiselLastOSError();
try
FillChar (keyBlob, SizeOf (keyBlob), 0);
with keyBlob do
begin
keyHeader.bType := PLAINTEXTKEYBLOB;

keyHeader.bVersion CUR_BLOB_ VERSION;

keyHeader.aiKeyAlg CALG _AES 128;
keySize := 16;

if (Length(key) < 16) then

keyLen := Length (key)
else
keyLen := 16;

Move (key[1l], keyData[0O], keyLen);
end;

if not CryptImportKey (hProv, @keyBlob, SizeOf (keyBlob), 0, 0, @hKey) then

RaiselLastOSError () ;
try
cryptMode := CRYPT MODE CBC;

if not CryptSetKeyParam(hKey, KP MODE, (@cryptMode, 0) then
RaiselastOSError();

padMode := PKCS5 PADDING;

if not CryptSetKeyParam(hKey, KP_PADDING, @padMode, 0) then

RaiselastOSError () ;
Result := input;
datalen := Length (Result);

SetLength (Result, AlignUp (Length (Result) + 1, 16));
if not CryptEncrypt (hKey, 0, True, 0, @Result[l], @datalLen, Length (Result))
then
RaiselastOSError();

finally
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end;

finally

end;
end;
//®yHK1uisT meumdppyBaHHS
function decrypt (input,
var
hProv: HCRYPTPROV;

hKey: HCRYPTKEY;

if (Length(key) = 0)

keyHeader.bVersion
keyHeader.aiKeyAlg
16;
if (Length (key)

keySize :=

keyLen :=
else

keyLen := 16;
Move (key[1],

end;

RaiselLastOSError () ;

CryptReleaseContext (hProv,

key: AnsiString) :

then

< 16)

keyDatal[O0],

if not CryptImportKey (hProv,

CryptDestroyKey (hKey) ;

0);

keyBlob: record
keyHeader: BLOBHEADER;
keySize: DWORD;
keyData: array([0..15] of Byte;
end;
keyLen, datalen: Integer;
cryptMode, padMode: DWORD;
begin
if (Length(input) = 0) then

if not CryptAcquireContext (@hProv, nil,
then
RaiselLastOSError () ;
try
FillChar (keyBlob, SizeOf (keyBlob), 0);
with keyBlob do
begin
keyHeader.bType := PLAINTEXTKEYBLOB;

CUR_BLOB_VERSION;
CALG_AES 128;

then

Length (key)

keyLen) ;

@keyBlob,

nil,

SizeOf (keyBlob),

AnsiString;

raise Exception.Create (' [INPUT] napaMeTp He BMBHauYeHMi.');

raise Exception.Create (' [KEY] mapameTp He BMBHAYEeHMH. ') ;

PROV_RSA_AES,

0,

CRYPT VERIFYCONTEXT)

0, @hKey) then
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try
cryptMode := CRYPT MODE CBC;
if not CryptSetKeyParam(hKey, KP_MODE, @cryptMode, 0) then
RaiselLastOSError () ;
padMode := PKCS5 PADDING;
if not CryptSetKeyParam(hKey, KP PADDING, (@padMode, 0) then

RaiseLastOSError () ;
Result := input;
datalen := Length (Result);

if not CryptDecrypt (hKey, 0, True, 0, @Result[l], @datalen) then
RaiselLastOSError() ;
SetLength (Result, datalen);
finally
CryptDestroyKey (hKey) ;

end;

finally
CryptReleaseContext (hProv, 0);
end;

end
HaBCILCMO KO HATUCKAHHA KHOIIOK IHI/I(bp}/BaHH}I Ta ,IICHII/I(I)pyBaHHH.

//KHONKa WHppyBaHHS
procedure TfrmMain.btnEcnryptClick (Sender: TObject) ;
var
f: TextFile;
cipherText: AnsiString;
begin
edtText.text := encrypt (edtText.Text, edtKey.Text);
AssignFile (f, 'ciphertext.txt');
Rewrite (f);
try
Write (f, cipherText);
finally
CloselFile(f);
end;
MessageBox (Handle, 'B6epexeno y ciphertext.txt.', 'Done.', MB OK);
end;
//KHONKa po3mnppyBaHHsI
procedure TfrmMain.btnDecryptClick(Sender: TObject);
var

f: file of Char;
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chars: array of Char;

cbChars: Integer;

begin
AssignFile (f, 'ciphertext.txt');
Reset (f);
try
cbChars := FileSize (f);

SetLength (chars, cbChars);

BlockRead (f, chars[0], cbChars);
finally

CloseFile(f);

end;
edtText.Text := decrypt (edtText.TextAnsiString(chars), edtKey.Text);
MessageBox (Handle, 'mpoumrano B8 ciphertext.txt.', 'Hani.',K MB OK);
end;
end.

4.2 3axuct po3po06/1eHOro NPpOorpaMHoOro 3ade3neyeHHs

3axuct po3pobieHOro MpOorpaMHOTO 3a0e3meueHHs Oyne BiAOyBaTHCS 3a
nonomororo RC6 — cumerpuunuii 0JI0KOBUN KpUNTOTpaiuyHUN aJIrOPUTM, MOXITHUN
Bin anroput™my RCS5. by crtBopenuri Ponom PiBectrom, Mertom Pobmay 1 Peem
CimaeeM st 3amoBOJIeHHS BUMOT KOHKypcy Advanced Encryption Standard (AES).
Anroputm OyB OJHUM 3 T'aATH (iHATICTIB KOHKYpCy, OYB TakoX IpeacTaBiICHUN
NESSIE 1 CRYPTREC. € BrnacHUUBKMM (IpONpPIETAPHUM) aAITOPUTMOM, 1
3arateHToBaHMi RSA Security, ogHade i MaTeHTIB CIUIMIA, 1 3apa3 alrOpUTM
3HAXOJUThCS Yy BlLAKpUTOMY jgoctymi. B Toit e wac, "RC6" 3anumaerbcs
3apeecTPOBAHOIO TOProBO Mapkoo RSA.

Bapiant mmdpy RC6, 3asBnenuit Ha koHkypc AES, miarpumye O6joku
TOBXKUHOW 128 01T 1 kiroui noBxkuHOW 128, 192 1 256 6it, ajie caMm anroputM, K 1
RC5, moxe OyTu HanmamToBaHUM ISl TIATPUMKH OUTBII HIMPOKOTO Alana3oHy JOBXHUH
sk G10KiB, Tak 1 kmouiB (Bix 0 mo 2040 6iT)!!). RC6 myxe cxoxwuii Ha RC5 3a cBoero

CTPYKTYpOIO 1 TAKOK JOCUTH MPOCTHH y peaizalii.
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RC6 Cipher

repeat

=

forr
rounds

- - - . ==

5[2r + 2] S[2r + 3]

Pucynok 4.3 — Ctpykrypa RC6

€ ¢inamicrom AES, mpore ogHa 3 TPUMITHUBHHX OIEpaliid — onepamis
MHOYKEHHsI, TIOBIJTbHO BUKOHYETHCSI Ha TIEBHOMY OOJIaJIHAHHI 1 YCKIIQJHIOE peani3allito
mmdpy Ha psAl anapaTHUX MIATGOPM 1, IO BUABHIOCS CIOPIPU30M JJIsl aBTOPIB, Ha
cuctemax 3 apxitekryporo Intel [A-64 takox peanizoBaHa AOCUTH moraHo. B manomy
BUITAJKy QJITOPUTM BTpavae OAHY 31 CBOiX KIIOUOBHX IE€pEBar — BUCOKY IIBHIIKICTh
BUKOHAHHS, 110 CTAJ0 MPUYMHOIO JJII KPUTHUKH 1 OJHIEIO 3 TIEPENoH Al oOpaHHS SK
HOBOTO CTaHAApPTYy.

Hetaai RC6
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Tak camo, sk 1 RC5, RC6 — noBHICTIO napaMeTpH30BaHa CiM's aJIfTOPUTMIB

mmmdpyBanHs. g cnenudikaiii anroputMy 3 KOHKPETHUMHU MapaMeTpaMu, MPUHHATO

no3HaueHHuss RC6-w/r/b, ne

— W — 10BXHMHA MAIIMHHOIO CJIOBA B OiTax.

— R —4ucno paysnuis.

— B — mosxwnHa kiroya B Oaiitax. Mosxnusi 3HaueHHs 0 .. 255 Oaiir.

Hus Toro mo6 BiamoBimatu BuMoram AES, Onounuit mudp MNOBUHEH

nparmtoBatu 3 128-6itoBumu Omokamu. Tak sik RCS — BUKITIOYHO MIBUAKUI OJIOYHUIMA

mudp, po3lMIMpeHHs Horo, mo6 npamoBati 3 128-6iToBUMH OJIoKaMu, MPUBESIO O 10

BUKOPHUCTaHHA JABOX 04-0iTOBMX poOOYMX pericTpiB. Aje apXiTeKTypa 1 MOBHU

nporpaMyBaHHsI III€ HE MATPUMYIOTH 64-0iTHI omepallii, TOMYy J0BEJIOCS 3MIHUTHU

NPOEKT Tak, 100 BUKOPHCTOBYBAaTH YOTHUPH 32-0ITHMX pETICTPU 3aMicTh ABOX 64-

OITHUX.

B,

Apx.

Mo QoKym.

ITionuc

Jama

BKPB-125.23.0027.00.00.713

ApPK.
56




5S METOIUKA BITPOBA/UKEHHSA CUCTEMMU KIBEPBE3IIEKHN
B TIPOMUCJIOBY EKCIIVIYATAIIIO

Ha pucynky 5.1 300pa’keHO OCHOBHE BIKHO Mporpamu. Ik Mu 0a4umo, BOHO

CKIIAAA€THCA 3 HACTYIIHUX OCHOBHUX OJI0KIB:

— biok MeHro.

— brnok BimoOpakeHHs po3TanryBaHHS JaHUX HA (IICTI-IUCKY.
— b0k KHOMOK MIBUJIKOTO AOCTYITY A0 (PYHKIIIM Iporpamu.
biiox MeHIO CK1aaeThCsl 3 HACTYIMHUX E€JIEMEHTIB MEHIO:

— Daiin.

— dneur-1uckKH.

— HIudpyBanus

— biiokyBaHHs KOMIT IOTEpA.

— ITapamerpn.

— JloBijKa.

# Chcrema 3aXHCTY IHpOpMaLl Ha Ne pe HOCHHX HoCIAX g@@

dain  fnew-aucer  Wkdpyeadna  BnokyBadHAa komn'totepa  Mapametpw  fAoeiaka

=< Bl
+ TlokuraeHT
+ JoopakeHHA

T ¢3avMeHa ofnacTe:
temt et

g F

o @
’ CTEOpEHHA SaUMPPOESHOrD poEiny ] ’ YnpaeniHHA pozginard dnew-aucky ]
’ CBOpEHHA 3MIHA KIKYIE WAhpYESHHA ] ’ B cTaHoBNeHHA/ 3rIHa Napon gocTyny ]
’ Wrdpyearid ] ’ Hewppyeari ] ’EJ‘IDKHBEITH KDMI‘I'H:ITEFI] ’3HF|TH ﬁnDKyBaHHﬂ]

Pucynok 5.1— OcHOBHE BIKHO MpOTrpamMu
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biiok KHOMOK MIBUAKOTO JOCTYMy Ja€ JOCTYN JO HACTYMHUX (QYHKIIN

IpOrpamu:

— CTBOpEeHHS 3au(POBAHOTO PO3ILTY.

— CTBOpEHHS/3M1HA KJIIOY1B MIU(PpyBaHHS.
— Iudpysatu.

— JlemmdpyBaTu.

— YrpaBiiHHS po3AiiaMu (IIe-IucKy.

— BcranoBieHHs/3MiHA TAPOITIO JOCTYITY.
— BrokyBatu koM’ roTep.

— 3HATH OJOKYBaHHS.

Ha pucynky 5.2 300pa’keHO JAOBIIKY MpO Mporpamy, y sKii BKa3aHoO, [

po3pobisiBcs  OakalaBpChKUW TMPOEKT, KHUM BIH pPO3pOOISBCA M XTO KEpIBHUK

0aKaaaBpCbKOIO MPOEKTY.

ABTIpCEES NpEE o n

MIHICTOFCTEBD OCEITH I HAYKIA YHPATHIA
LLEHT pER=HOVKPET-CEKHA HAUITHENEHWA TEXHI HIAE
YHIBEPCHTET
Kacberpz wihepheanakn Ta nporcad-omo 3z6e37e erHa
RLANYCI A KRANTDICANTEINA POROTA
23 neplwnM (G3KaN3aBPCEHAM) PIEHER BLLCT DCBITH
=a Tedy "llporpadde sEhestecedHa neeTesy ERephesnern nna
Fdxsily HpupMsdi =4 1 epeHocHrE Hookx "

QLI =lihenhesnesas
cesisisHucti 125 «K0epiesnzras
Euio az: bapabaw AL
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6 OCHOBHI BUCHOBKHA

[Iporpamue 3a0e3mnedeHHsl, CTBOPEHE B PE3yJNbTaTi BUKOHAHHS BHUITYCKHOI
kBamdikamiitHoi poOoT 3a mnepmuM (0aKamaBpChKMM) pIBHEM BHINOI OCBITH,
NPU3HAYCHO IS CUCTEMHU KiOepOesmeku il 3aXHucTy iH(opmarlii Ha MEpEeHOCHUX
HOCISIX.

B mexax YkpaiHu B HeAOCTaTHIM Mipi MpeAcTaBieH! BITYU3HIHI PO3POOKHU B
i o0iacTi.

PimenHs 3aBgaHHs MoJsrano y BUPIIICHHI HACTYITHUX 3ajauy:

— byB mpoBeneHuil orisiA ICHYIOUHMX CHCTEM JUIsi 3aXKCTy iHGopmMmalii Ha
MEPEHOCHUX HOCISIX.

— Jocnimkena cuctema JiIs 3aXUCTy 1HPOpMAIIT Ha TEPEHOCHUX HOCISX.

— Ha ocHOBiI oTpuMaHUX pe3yibTaTiB JAOCHIUKEHbh CTBOPEHa IMporpamHa
peatizailisi cucteMu KibepOe3neku sl 3aXUCcTy 1H(OopMaIlil Ha IepeHOCHUX HOCISX.

Po3po6:ieni 1 yac BUKOHAHHS BUITYCKHOT KBaTi(hiKaIliifHOI poOOTH 3a MepuIuM
(6akamaBpChbKHMM) PIBHEM BHIIOi OCBITH aJIOPUTMH JIO3BOJISIIOTh YCHIITHO BUPIIITYBaTH
3aBJIaHHs JJIs 3aXUCTY 1H(pOpMallil Ha TIEPEHOCHUX HOCIAX.

Po3pob6iene mporpamue 3a0e3neueHHs Mae€ TPOCTHH, NPYXKHIA Ta 3pydyHUN
iHTepdeiic kopucTtyBada, o 3abe3neuye JerKiCTb Y OCBOEHHI poOOTH MPOTpamMHOIO
IPOAYKTY, 3pYUHICTh Y BUKOPUCTaHHI, 1 HE MOTpedye 0COOIUBUX CIeLiaJbHIX 3HAHb.

[Ipu crBOpeHi mporpaMHOro 3a0e3ledeHHs OyJI0 BHKOPHUCTAHO 00’ €KTHO-
OpIEHTOBAaHMI TMIJXiA, IO BIANOBIAa€ Cy4YaCHUM TEHACHISIM Yy Tamy3i po3poOKu
KOMEPIIHHUX TPOrPAMHHUX CUCTEM.

Ilporpama peanizoBaHa Ha MOBiI Bucokoro piBHs Delphi 10.4. Jlana moBa
nporpaMyBaHHsl J03BOJII€ HAMOLIbII €(EeKTUBHO OOpOOSATH [aHl MpPU3HAYECHI IS
cucTteMH KibepOe3neku i 3axucTy iH(opMmailii Ha nmepeHocHuX Hocisx. Lle mo3Boaumino
MIHIMI3YBaTl CTPOK PO3POOKHU MPOTpPaMHOrO 3abe3meueHHs, 1, SK CIiJ, 3MEHIIUTH

BUTpPATH Ha HOro po3poOKy. 3amporoHOBaHE MporpamMHe 3a0e3MeueHHs AUIUTHCS Ha
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3arajpHe MporpamMHe 3a0e3NeueHHs, 0 MOCTaBIAEThCS 13 3ac00aMu 00UYMCITIOBAIBHOT
TEXHIKM W cleliaJbHe MNpOrpaMHE 3a0€3MEYeHHs, 10 CIEHIAIbHO PO3pO0JIeHE IS
JTAHOT KOHKPETHOI CHUCTeMH KiOepOesleKkd i BKIIIOYAE MPOTrpaMu, IO Peali3yroTh ii
byHKITI.

[Iporpama mnpu3HaueHa A7 BUKOHAHHS IIiJl YHPaBIIHHIM Oaratro3agadyHoi
omneparlliiinoi cucremu kidbepoesneku Windows 10/11.

JlatoTbCcsl HEOOX1HI pEeKOMEHJAIll 3 YCTaHOBKU PO3POOJIEHOTO MPOrPaMHOTO
3a0€3MeUeHHS.

JUist migBUILIEHHS PIBHA O€3MEKH 3ampollOHOBAHO 3aCTOCOBYBATH aJIFOPUTM
RC6.

B minoMy cTBOpeHe mporpamMHe 3a0e3leyeHHs IMiITBEP/HKY€E MPaBUIBHICTD
BUKOPHCTAHUX TMPOEKTHUX PIIIEHb Ta MOBHICTIO BIAMOBIA€ BUMOTaM TEXHIYHOTO
3aBgaHHs. CTBOpeHE MNporpamMHe 3a0e3MEUEHHs] Ma€ MOTCHLINHY MOMIIUBICTD IS

IIoJaJIbIIOro BAOCKOHAJICHHA 1 3daCTOCYBAHHA Y piSHI/IX rajgyssax.
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1 HaiiMmeHyBaHHSI Ta 00J1aCTh 3aCTOCYBAHHS

Ile TexHiyHEe 3aBAaHHS PO3MOBCIOJKYETHCS Ha PO3POOKY CHUCTEMHU

kiOepOe3nexu ams 3aXucTy iHpopMallii Ha MIEPEHOCHUX HOCISX.

2 IlixcTaBa nuist po3pooku

[TincraBoro ayiss po3poOKH CIYKUTh 3aBJaHHS Ha BHUIYCKHY KBalihiKaIiiHy
poboty 3a mepmuM (6akamaBpCbKHMM) pPIBHEM BHINOi OCBITH, BuIaHe Ha Kadeapi

kiOepOe3nexu Ta mporpamMHoro 3ade3nedeHns (Hak. Ne 13-02 Big 5.01.2023 poky).

3 Mera Ta NpU3HAYEHHSA PO3POOKHU

Meroro BumyckHOi KBami(ikaiiiHOi poOoTH 3a mepmuM (O6akaTaBPChKUM)
pPIBHEM BHIIIOi OCBITH € pO3poOKa MPOrpaMHOTO 3a0e3MeUeHHs CUCTEeMH Ki0epOesneKu

JUI 3aXUCTY 1H(OopMalii Ha TEPEeHOCHUX HOCISIX.
4 Jlxxepesia po3pooku
JlxepenoMm  1i€l  BUOYCKHOI  KBamiikamiiiHoi poOOTH 3a  MEpUIUM

(OakanmaBpChbKMM) PIBHEM BHUIIOi OCBITHM € CTOCOBHa JO TE€MH JiTeparypa 1 iCHyIOYl

aHaJIOT'H.

5 TexHIYHI BUMOTH

5.1 Cxanag npoaykuii

CxitaTHUKaMu PO3POOKH €:

— BUOIp 1 OOTpYHTYBaHHS METOIB peajizallii MPOeKTy;

ApPK.
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— po3poOKa MpOrpaMHOI YacTHH CHCTEMH, a TaKOX po3poOka B3aeMoO/Iii

cuctemu kibepoesneku 3 OC Ta 3 KOpUCTyBaveM;

— po3poOKa Tporpamu, IO peai3ye CIPOEKTOBaHI aJIropuTMu poOOTH

CHUCTEMU.
5.2 TIloka3HMKH NPU3HAYECHHS

Cucrtema noBuHHA 3a0€3Me4UyBaTH:
— cUCTeMH KibepOe3mneku Ui 3aXUcTy iH(opmMallii Ha IepeHOCHUX HOCISIX;
— UUTICHICTH JaHUX y mpoIlieci poOoTH Ta mpu 30epiranyi;

— MPOCTUM, IHTYITUBHO 3p0O3YyMUIHH iHTEpGEHC.
5.3 Bumoru 10 GQyHKIIOHAJbHUX XaPAKTEPUCTHK

Po3pobnene nporpamue 3abe3neueHHs] He TOBUHHO MaTH OOMEXEHb Ha BEPCII0

JpaliBepiB Ta OMepaIiiHOi CHCTEMH.
5.4 Bumoru 10 apxiTeKTypH

KomrmoneHT, 1m0 po3po0isieThes MOBUHEH BUKOPUCTOBYBATH CHUCTEMHI 3aco0u

Ta amapatHi 3aco0M, 1[0 Ha JAHOMY e€Tall PO3BUTKY OOYHMCIIOBAIBHOI TEXHIKU

HAHOIBIIE TOIITUPEHI.
5.5 Bumoru no HagiiftHOCTI

[Iporpamni MOyl HaMKMcaHi MO BCIM MpaBHIaM, sIKi CTOCYIOThCS CTaHIapTHUX
BUKJIUKIB Tiporieayp, GyHKIIH, wMeToAiB 1 ((opM, BHU3HAYEHUX TEXHIYHOIO

JOKYMEHTAIIIEI0 Ha CEPEIOBHUIIEC PO3POOKH.

ApPK.
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5.6 YMoBH ekcruryaTaiii

PoGoui micust kopuctyBauiB 13 moBUHHI 3aI0BOJILHSTH HACTYITHUM yMOBaM
eKCILTyaTaIrii:

— Temmnepatypa nositps: 19-20 rpan. no Lenbciro;

— BIIHOCHA BOJIOTICTb MOBITPsI 10 80%;

— atmoc¢epnuii Tuck 107 xIla.

5.7 Bumoru 10 cki1aay Ta napaMeTrpiB TeXHIYHHX 3ac00iB

[Iporpamue 3a0e3nedeHHs MOBUHHO OyTH peanizoBane Ha [IEOM apxiTekTypu
IBM PC, mpamoBatt B OC Windows 10/11 1 3 cymicHUMH 3 Ii€I0 TUIaTGOPMOIO
OPUCTPOSIMU 1 IPUKIATHUM MPOTPAMHHUM 3a0€31EeUEHHS.

5.8 Bumoru 10 ingopmaniiiHoi i mporpaMHoi CyMiCHOCTI

[lepenocHicTh mporpamMHoro 3a0esmneyeHHs MOBHHHA OyTH 3abe3nedeHa 3a
paxyHOK Horo peanizarii cranmapTHoro iHTepdericy B3aemomuii 3 OC, mo mparoTh
nix ynpasiaiaasasM OC Windows 10/11.

5.8.1 O0aaananus

Komm'torep Intel® Celeron/8 Mb/1.2 Gb/SVGA 14” 1Mb a6o cymicHi 3 HUM.

5.8.2 MoBa nporpamyBaHHS

Cepenosumie Delphi 10.4.

ApPK.
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5.8.3 BxinHi nani

Onuc anroputMy poOOTH 3aIIPOINIOHOBAHOT CUCTEMHU.

5.8.4 Buxiaui 1ani

Po6oua mporpama.

6 Bumoru 10 nporpaMHoi 10KyMeHTamii

[Iporpamua npoAykilisi MOBUHHA OYTH MpPEICTaBIICHA Y BH/II ONUCY CTPYKTYpHU

JaHUX, CXEM Ta OIMHUCY aIrOPUTMY, a TAKOX TEKCTIB BUXITHUX MOAYIIB MPOTPaMHOTO

3a0e3neueHHs 3rigHo €CIIT .

7 IlepeJtik JOKYMEHTIB, 10 PO3PO0JISIOTHCS

— CTpyKTypHa CXeMa CUCTEMU

— DyHKIIOHAJIbHA CXEMa CUCTEMU

— Jliarpama mporieciB

— bnok-cxema anroputmy poOOTH IPOrpaMu

— IlosicHIOBaNIbHA 3aIIKCKaA

8 ETanu po3podku

— 1 apkym.

— 67 apKy1iB.

— 1 apkym.
— 1 apkym.

— 2 apkymia.

8.1 361p 1 06poOka iH(popMallii MO TeMi BUITYCKHOI KBami(ikaiiiftHoi poOoTH 32

nepuiuM (O6akagaBpCbKMM) piBHEM BHINOiI OcBiTH. [locTaHOBKa 3aa4l HA BUKOHAHHS

BUMYCKHOI KBaJidikaiiiHoi pobotn 3a mepmuM (OakagaBpChbKUM) pPIBHEM BHIIO1

ocBitH (cknamganus T3).

Bum.,

APK.

Ne dokymeHma

Midnuc

Hama
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8.2 IlpoBeaeHHs MOCIHIKEHb a00 €KCIEePUMEHTAIBHUX POOIT JJIsi YTOUHEHHS
OCHOBHUX  TMOJIOKEHb  BUNYCKHOI  KBamidikaumiiHoi pobOTH 3a  MepluM
(6akanmaBpChKHMM) PIBHEM BHIIIOT OCBITH.

8.3 Po3pobka (QyHKIIOHATHPHUX CXE€M, OJIOK CXEM alTOPUTMIB pPOOOTH
IPOTPAMHOTO 3a0€3MeUEHHH.

8.4 ITobymoBa cxeM B3aeMO/IIi TaHUX.

8.5 CtBopenHs nportotuiry 113.

8.6 Binnaxomxenns [13, aHaini3 oTpuMaHuX pe3yJbTaTiB.

8.7 OdopMieHHsT TOSICHIOBAJILHOI 3alUCKU 1 BUKOHAHHS POOIT MO Tpadivnii

YaCTHHI.

9 ITopsiAOK KOHTPOJIIO TA IPUHMAHHS

9.1 Ilomanns BUMTYCKHO1 KBamidikamiitHoi poboTu 3a nmepum (6akaaaBpChbKUM)
pIBHEM BHIIOI OCBITH Ha moniepeaHin 3axuct 23.05.2023 p.
9.2 TloganHs BUMyCKHOI KBanidikariifHoi poOoTH 3a nepinm (6akaiaBpChKIM)

piBHEM BUIIOI OCBITH Ha 3axucT 8.06.2023 p.

ApPK.
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Jlonatok b
(000B’A3KOBHH)
MiHicTepcTBO OCBITH | HAYKH YKpaiHu

HenTpanbHOyKpaiHCbKMi HAlIOHAJBLHUM TeXHIYHUI yHIBEpCUTET

3ATBEP/IKYIO
KepiBHuK BHUITyCKHOT KBami(ikaiiifHOi poO0TH 3a
nepiuM (6akanaBpChbKUM) pIBHEM BUIIIOI OCBITH

Cwmipnos C.A.

Ilpozpamne 3a6e3neuennsn cucmemu Kivepoezneku 01 3axucmy ingopmauii na

néepeHocHux Hociax

JlictuHr nporpamu

Koa nokymenry 12
Hociii: CD/DVD-auck / USB-dem-nakonuayBay

3aranbHa KUIbKICTh apKyIIiB: 53

Jlitepa: PI1

KponuBuunbknii — 2023 poky



Pdann El_AES.pas - mmbpymaHust/feumdppyBanus anropurMoM AES

unit E1 AES;
interface

uses
Classes, SysUtils;

type
E AES Error = class(Exception);
PInteger = "“Integer;
T AES Buffer = array [0..15] of byte;
T AES Keyl28 = array [0..15] of byte;
T AES Keyl92 = array [0..23] of byte;
T AES Key256 = array [0..31] of byte;

T AES ExpandedKeyl28 array [0..43] of longword;
T AES ExpandedKeyl92 = array [0..53] of longword;
T AES ExpandedKey256 = array [0..63] of longword;

P AES Buffer ="T AES Buffer;
P AES Keyl28 ="T AES Keyl28;
P AES Keyl92 ="T AES Keyl92;
P AES Key256 ="T AES Key256;
P AES ExpandedKeyl28 ="T AES ExpandedKeyl28;
P AES ExpandedKeyl92 ="T AES ExpandedKeyl92;
P AES ExpandedKey256 ="T AES ExpandedKey256;

// Po3mmMpeHHSa KJjoda o8 mMdpyBaHHSI

procedure Expand AES KeyForEncryption(const Key: T AES Keyl28;
var ExpandedKey: T AES ExpandedKeyl28); overload;

procedure Expand AES KeyForEncryption (const Key: T AES Keyl92;
var ExpandedKey: T AES ExpandedKeyl92); overload;

procedure Expand AES KeyForEncryption(const Key: T AES Key256;
var ExpandedKey: T AES ExpandedKey256); overload;

// BJok payHOiB mmbpyBaHHS

procedure Encrypt AES (const InBuf: T AES Buffer; const Key:
T AES ExpandedKeyl28;

var OutBuf: T AES Buffer); overload;
procedure Encrypt AES (const InBuf: T AES Buffer; const Key:
T AES ExpandedKeyl92;

var OutBuf: T AES Buffer); overload;
procedure Encrypt AES (const InBuf: T AES Buffer; const Key:
T AES ExpandedKey256;

var OutBuf: T AES Buffer); overload;

// Totok payHnipe ludppyeBaHusa (ECB mode)

procedure Encrypt AES StreamECB (Source: TStream; Count: cardinal;
const Key: T AES Keyl28; Dest: TStream); overload;

procedure Encrypt AES StreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: T AES ExpandedKeyl28; Dest: TStream); overload;

procedure Encrypt AES StreamECB (Source: TStream; Count: cardinal;
const Key: T AES Keyl92; Dest: TStream); overload;

procedure Encrypt AES StreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: T AES ExpandedKeyl92; Dest: TStream); overload;

procedure Encrypt AES StreamECB (Source: TStream; Count: cardinal;
const Key: T AES Key256; Dest: TStream); overload;
procedure Encrypt AES StreamECB (Source: TStream; Count: cardinal;



const ExpandedKey: T AES ExpandedKey256; Dest: TStream); overload;
// Tlorok payHnip umbpyBanusa (CBC mode)

procedure Encrypt AES StreamCBC (Source: TStream; Count: cardinal;
const Key: T AES Keyl28; const InitVector: T AES Buffer; Dest: TStream);
overload;
procedure Encrypt AES StreamCBC (Source: TStream; Count: cardinal;
const ExpandedKey: T AES ExpandedKeyl28; const InitVector: T AES Buffer;
Dest: TStream); overload;

procedure Encrypt AES StreamCBC (Source: TStream; Count: cardinal;
const Key: T AES Keyl92; const InitVector: T AES Buffer; Dest: TStream);
overload;
procedure Encrypt AES StreamCBC (Source: TStream; Count: cardinal;
const ExpandedKey: T AES ExpandedKeyl92; const InitVector: T AES Buffer;
Dest: TStream); overload;

procedure Encrypt AES StreamCBC (Source: TStream; Count: cardinal;
const Key: T AES Key256; const InitVector: T AES Buffer; Dest: TStream);
overload;
procedure Encrypt AES StreamCBC (Source: TStream; Count: cardinal;
const ExpandedKey: T AES ExpandedKey256; const InitVector: T AES Buffer;
Dest: TStream); overload;

// TlepeTBOPEHHS CEeaHCOBOTO KJUa IS OemmubpyBaHHS

procedure Expand AES KeyForDecryption (var ExpandedKey: T AES ExpandedKeyl28);
overload;
procedure Expand AES KeyForDecryption(const Key: T AES Keyl28;

var ExpandedKey: T AES ExpandedKeyl28); overload;

procedure Expand AES KeyForDecryption (var ExpandedKey: T AES ExpandedKeyl92);
overload;
procedure Expand AES KeyForDecryption (const Key: T AES Keyl92;

var ExpandedKey: T AES ExpandedKeyl92); overload;

procedure Expand AES KeyForDecryption(var ExpandedKey: T AES ExpandedKey256);
overload;
procedure Expand AES KeyForDecryption (const Key: T AES Key256;

var ExpandedKey: T AES ExpandedKey256); overload;

// BJok payHOiB memmbpyBasHS

procedure Decrypt AES (const InBuf: T AES Buffer; const Key:
T AES ExpandedKeyl28;

var OutBuf: T AES Buffer); overload;
procedure Decrypt AES (const InBuf: T AES Buffer; const Key:
T AES ExpandedKeyl92;

var OutBuf: T AES Buffer); overload;
procedure Decrypt AES (const InBuf: T AES Buffer; const Key:
T AES ExpandedKey256;

var OutBuf: T AES Buffer); overload;

// Tlorok payHnis meumbppyeBaHHa (ECB mode)

procedure Decrypt AES StreamECB(Source: TStream; Count: cardinal;
const Key: T AES Keyl28; Dest: TStream); overload;

procedure Decrypt AES StreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: T AES ExpandedKeyl28; Dest: TStream); overload;

procedure Decrypt AES StreamECB (Source: TStream; Count: cardinal;
const Key: T AES Keyl92; Dest: TStream); overload;

procedure Decrypt AES StreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: T AES ExpandedKeyl92; Dest: TStream); overload;

procedure Decrypt AES StreamECB(Source: TStream; Count: cardinal;
const Key: T AES Key256; Dest: TStream); overload;
procedure Decrypt AES StreamECB (Source: TStream; Count: cardinal;



const ExpandedKey: T AES ExpandedKey256; Dest: TStream); overload;
// Tlorok payHnie meumbpyBaHHa (CBC mode)

procedure Decrypt AES StreamCBC (Source: TStream; Count: cardinal;
const Key: T AES Keyl28; const InitVector: T AES Buffer; Dest: TStream);
overload;
procedure Decrypt AES StreamCBC (Source: TStream; Count: cardinal;
const ExpandedKey: T AES ExpandedKeyl28; const InitVector: T AES Buffer;
Dest: TStream); overload;

procedure Decrypt AES StreamCBC (Source: TStream; Count: cardinal;
const Key: T AES Keyl92; const InitVector: T AES Buffer; Dest: TStream);
overload;
procedure Decrypt AES StreamCBC (Source: TStream; Count: cardinal;
const ExpandedKey: T AES ExpandedKeyl92; const InitVector: T AES Buffer;
Dest: TStream); overload;

procedure Decrypt AES StreamCBC (Source: TStream; Count: cardinal;
const Key: T AES Key256; const InitVector: T AES Buffer; Dest: TStream);
overload;
procedure Decrypt AES StreamCBC (Source: TStream; Count: cardinal;
const ExpandedKey: T AES ExpandedKey256; const InitVector: T AES Buffer;
Dest: TStream); overload;

resourcestring
SInvalidInBufSize = 'He xBaTae posmMipy Oybdepy mnsneumbpyBaHHS';
SReadError = 'Stream read error';
SWriteError = 'Stream write error';

implementation

type

PLongWord = “LongWord;

function Min (A, B: integer): integer;
begin
if A < B then
Result := A
else
Result := B;
end;
const

Rcon: array [1..30] of longword = (
$00000001, $00000002, $00000004, $00000008, $00000010, $00000020,
$00000040, $00000080, $0000001B, $00000036, $0000006C, $000000DS,
$000000AB, $0000004D, $0000009A, $0000002F, S$0000005E, $000000BC,
500000063, $000000C6, $00000097, $00000035, $0000006A, $000000D4,
$000000B3, $0000007D, $00000OFA, S$SOOOO000EF, $000000C5, $00000091
)

ForwardTable: array [0..255] of longword = (

SA56363C6, $847C7CF8, $997777EE, $8D7BTBF6, S$SODF2F2FF, $BD6B6BD6, S$SB16FGFDE,
$54C5C591,

$50303060, $03010102, S$SA96767CE, $7D2B2B56, S$19FEFEE7, $62D7D7B5, S$SEG6ABAB4D,
$9A7676EC,

$45CACA8F, $9D82821F, $40C9C989, $877D7DFA, S$15FAFAEF, S$SEB5959B2, $C947478E,
SOBFOFOFB,

SECADAD41, $67D4D4B3, SFDA2A25F, SEAAFAF45, S$BFOCOC23, S$SFTA4A453, $967272E4,
$S5BCOCO9B,

$C2B7B775, $1CFDFDE1l, $AE93933D, $6A26264C, $5A36366C, $413F3F7E, S$02FTFTF5,
$4FCCCC83,

$5C343468, S$F4A5A551, $34ES5E5D1, $08F1F1F9, $937171E2, $73D8D8AB, $53313162,
S$S3F15152A,

$0C040408, $52C7C795, $65232346, S$5EC3C39D, $28181830, $A1969637, S$O0F05050A,
SB59A9A2F,

$0907070E, $36121224, $9B80801B, $3DE2E2DF, $26EBEBCD, $6927274E, S$CDB2B27F,
SOF7575EA,



$1B090912,
SFBAOAQOSBE,
SF65252A4,
$97848413,
SF55353A6,
SED5B5BB6,
SBE6AGAD4,
S4ACFCF85,
$6BDODOBB,
$94858511,
SCF45458A,
SE3A8A84B,
SF35151A2,
$S04F5F5F1,
SDFBCBC63,
S6DD2D2BF,
$4ccpepsl,
$3917172E,
$57C4C493,
$957373E6,
$A06060CO,
$8388880B,
$CA46468C,
$76DBDBAD,
$S3BEOEODB,
SE45C5CBS,
$S5DC2C29F,
$8B7979F2,
$32E7ETD5,
SEOAOA949,
$B46C6CDS8,
$18080810,
SD5BABAGF,
$51C6C697,
$S23E8ES8CB,
$858A8A0F,
$907070EOQ,
$120E0E1C,
SA36161C2,
SB99E9E27,
$S38E1E1DY,
SA7949433,
$SB69BO9B2D,
$7ADFDFAS,
$8F8C8C03,
$B86868DO0,
$C3414182,
$3A16162C
)7

LastForwardTable:

$00000063,
$000000C5,
00000030,
500000076,
$000000cCA,
$000000F0,
$000000AD,
$000000CO,
$000000B7,
soooooo0cc,
$00000034,
$00000015,
$00000004,
$0000009A,
$00000007,
$00000075,
$00000009,
$000000A0,

$S9E83831D,
$4D3B3B76,
$68D1D1BY9,
$46CBCBSD,
$2AEFEFCS,
S10F9F9E9,
SFEA3A35D,
SC1B6B677,
$140coc1s,
SF2ATAT55,
$98818119,
$29EEEEC7,
$56323264,
$S6ED3D3BD,
$43C8C88B,
SFA5656AC,
$887878F0,
$7CDDDDAL,
$423E3E7C,
$5F35356A,
$S13F8F8EB,
$221E1E3C,
SF8A1A159,

$B0999929,

$0000007C,
$00000001,
$00000082,
$000000D4,
$S000000FD,
$000000A5,
$oo0o0000C7,
$00000012,

$00000083,

array

$742C2C58,
$61D6D6B7,
$00000000,
$D9BEBEG7,
SESAAAAAF,
$06020204,
$C0404080,
$S75DADAAF,
$35131326,
$827ETEFC,
SD14F4FOE,
$D3B8B86R,
S4E3A3A74,
SEFACAC43,
$5937376E,
SOTF4F4F3,
$6F25254A,
$9C7474ES8,
$C4B5B571,
SF95757AE,
$SB398982B,
$92878715,
$80898909,

$772D2D5A,

[0..255]
$00000077,

$00000067,
$000000C9,
$000000A2,
$00000093,
$000000ES5,
$00000023,
$00000080,

$0000002cC,

S2E1A1A34,
SCEB3B37D,
$S2CEDEDCI,
$4B393972,
$16FBFBED,
S817F7FFE,
$8A8F8F05,
$63212142,
$2FECECC3,
$473D3D7A,
STFDCDCA3,
$3C141428,
S1EQ0AOAL4,
$A66262C4,
$B76D6DDA,
$25EAEACF,
$722E2E5C,
$211F1F3E,
SARM6666CC,
$DOB9B969,
$33111122,
$20E9E9C9,
$170D0D1A,

$110FOF1E,

of longword

$0000007B,
$0000002B,
$0000007D,
$000000AF,
$00000026,
$000000F1,
$000000C3,
S000000E2,

$0000001~n,

$2D1B1B36,
$7B292952,
$60202040,
SDE4A4A94,
$C5434386,
$F05050A0,
$AD92923F,
$30101020,
$SE15F5FBE,
$SAC6464C8,
$66222244,
$79DEDEA7,
$DB494992,
$A8919139,
$8C8D8DO01,
SAF6565CA,
$241Cc1C38,
SDD4B4B96,
$D8484890,
$91868617,
SBB6969D2,
$49CECES87,
SDABFBFG65,

SCBBOB07B,

= (
$000000F2,

S000000FE,
$S000000FA,
$00000009C,
$00000036,
$00000071,
$00000018,
S000000EB,

$0000001B,

SB26E6EDC,
$3EE3E3DD,
S1FFCFCE3,
$p44c4cos,
$D74D4DOA,
$443C3C78,
$BCY9DO9D21,
S1AFFFFES,
$A2979735,
$E75D5DBA,
STE2A2A54,
$E25E5EBC,
$0A06060C,
$A4959531,
$64D5D5B1,
S8ETATAF4,
SF1A6A657,
SDCBDBD61,
$05030306,
$58C1C199,
$70D9D9AY9,
SFF5555AA,
$S31E6GE6D7,

SFC5454A8,

$0000006B,
$000000D7,
$00000059,
$00000024,
S0000003F,
$000000D8,
$00000096,
$00000027,

$0000006E,

5
SEE5A5AB4,

$712F2F5E,
$SC8B1B179,
$SE85858B0,
$55333366,
SBAOF9F25,
$48383870,
SOEF3F3FD,
$cca44488,
$2B191932,
SAB90903B,
$1DOBOB16,
$6C242448,
$37E4E4D3,
$D24E4EQC,
SE9AEAE47,
$C7B4B473,
$868B8BOD,
SO1F6F6F7,
$271D1D3A,
$S898E8E07,
$78282850,
$C6424284,

$D6BBBB6D,

$0000006F,
$000000AB,
$00000047,
$00000072,
$000000F7,
$00000031,
$00000005,
$000000B2,

$00000054A,



500000052,
$00000084,
$00000053,
$0000005B,
$0000006A,
$000000CF,
$000000D0,
$00000085,
$00000045,
$000000A8,
500000051,
$000000F5,
$000000BC,
$000000D2,
$000000CD,
$00000017,
$000000cC4,
$00000073,
$00000060,
500000088,
$00000046,
$000000DB,
$000000EOQ,
$0000005¢C,
$000000C2,
$00000079,
$000000E7,
$000000A9,
$0000006C,
500000008,
$S000000BA,
$000000Ce6,
$000000ES,
$0000008A,
500000070,
$0000000E,
$00000061,
$0000009E,
$000000E1,
500000094,
500000098,
$000000DF,
$0000008¢C,
$00000068,
500000041,
500000016
) ;

InverseTable:

$50A7F451,
$S9303E34B,
$55FA3020,
S8FA362B5,
S495AB1DE,
SC6FOD36B,
SET75F8F03,
$44C8CI8E,
$6A89C275,
SB43ACETD,
$184ADF63,
$942B08F9,
$58684870,
S2AAB5566,
S0728EBB2,
$5C8216ED,
$S2B1CCF8A,
S8AFEA6CY,
S9D532E34,
$51106EBD,

$0000003B,
$000000D1,
$000000CB,
$000000EF,
$000000F9,
$000000A3,
$000000B6,
$0000000C,
$000000A7,
$00000081,
S000000EE,
$00000032,
$000000D3,
$000000cCS8,
$00000056,
$00000078,
$000000DD,
$0000003E,
$00000035,
$000000F8,
$0000001E,
$000000A1,

500000099,

array [O.
$5365417E,

SF66D76AD,
$S671BBA25,
$959C9215,
$78798EF4,
$82311AES5,
$19FD458F,
S03C2B52F,
$92B479A7,

SAQ055F3A2,

.255]

$000000D6, $S000000B3,

$00000000, $O00000ED,

$000000BE, 500000039,

$000000AA, $000000FB,

$00000002, $0000007F,

$00000040, $0000008F,

$000000DA, $00000021,

$00000013, $SO000000EC,

$0000007E, $0000003D,

$0000004F, $000000DC,

$000000B8, 500000014,

$0000003A, $0000000A,

$000000AC, 500000062,

$00000037, $0000006D,

$000000F4, $000000EA,

$00000025, $0000002E,

$00000074, $0000001F,

$000000B5, $00000066,

$00000057, $000000B9,

$00000098, $00000011,

$00000087, SO000000E9,

$00000089, $0000000D,

$0000002D, $0000000F,

of longword = (

S$SC3A4171A, $965E273A,

$9176CC88, $254C0O2F5,

$980EEA45, SEICOFESD,
SEB7A6DBF, $DA595295,
$6B3E5899, $DD71B927,
$60335197, $457F5362,
$876CDE94, $B7F87B52,
$9A7BC586, S$A50837D3,
SFOF207F3, SA1E2694E,

$32E18A05, $75EBF6A4,

$00000029,
$00000020,
$0000004A,
$00000043,
$00000050,
$00000092,
$00000010,
$0000005F,
$00000064,
$00000022,
$S000000DE,
$00000049,
$00000091,
$0000008D,
$00000065,
$0000001¢C,
$0000004B,
$00000048,
$00000086,
$00000069,
$000000CE,
$000000BF,

$000000BO,

SCB6BAB3B,
SFCDTES4F,
$02752FC3,
$2D83BED4,
$B64FE1BE,
$E07764B1,
$23D373AB,
$F2872830,
SCDF4DAGS,

$39EC830B,

S000000E3,
$000000FC,
$0000004cC,
$0000004D,
$0000003cC,
$0000009D,
$000000FF,
$00000097,
$0000005D,
$00000022,
S0000005E,
$00000006,
$00000095,
$000000D5,
$0000007A,
$000000A6,
$000000BD,
$00000003,
$000000C1,
$000000D9,
$00000055,
$000000E6,

$00000054,

SF1459D1F,
$D7CB2ACS,
$12F04C81,
$D3217458,
$17AD8SFO,
S84AE6BBB,
$E2024B72,
SB2ASBF23,
SD5BE0506,

SAAEF6040,

6
$0000002F,

$000000B1,
$00000058,
$00000033,
$0000009F,
$00000038,
$000000F3,
$00000044,
$00000019,
$00000090,
$0000000B,
$00000024,
S000000E4,
$0000004E,
$000000AE,
$000000B4,
$0000008B,
$000000F6,
$0000001D,
$0000008E,
$00000028,
$00000042,

$S000000BB,

SAB58FAAC,
$8044352¢6,
SA397468D,
$2969E049,
$66AC20C9,
S1CAO81FE,
$578F1FE3,
SBAG6A0302,
$1F6234D1,

S069F715E,



SF98A213E,
SFF155060,
$24FB9819,
SDBEECS879,
$470A7CAL,
$4E725A6C,
$FBFFOEFD,
$3A2E3624,
$B1670A0C,
$1lelal2lc,
SOABA93E2,
SC8A91E14,
$8519F157,
$347EFB5B,
$76294388B,
$2011Co684,
$7D244A85,
$DOE3C177,
$6C16B32B,
SEF903322,
$C74E4987,
$A4BFAD3F,
SE49D3A2C,
SF5AFC382,
SBESO5DOF,
$7BBB3BDB,
$097826CD,
SE6E815EF,
SD99BETBA,
$C066A235,
$37BC4ET4,
$2FF69117,
$8DD64D76,
S7TF516546,
S04EASEQD,
$1347D66D,
$8C61D79A,
$3CB1477A,
$S59DFD29C,
$86DB4478,
S81F3AFCA,
$41950DFF,
$7101A839,
$4257B8D0
)7

LastInverseTable:

$00000052,
500000038,
S000000BRF,
$S000000FB,
$0000007¢C,
$00000087,
$00000034,
$000000CB,
500000054,
$0000003D,
$000000EE,
$0000004E,
500000008,
$000000B2,
$00000076,
$00000025,
500000072,
500000016,
$000000D4,
$00000092,
$0000006C,
$000000DA,

$3D06DDY6,
$97E9BDD6,
SE90F427C,
$5638850F,
$S0FE75793,
SE52AA0CO,
$4C0775AF,
$DCC623CB,
$F83DBBD2,
$99B970A9,
$C1D138D9,
$0D927850,
$7C93D069,
$SF418596E,
SCE366F4A,
SA6CA82FC,
$S4DBOEF43,
$5D358C01,
$7A0CA137,
$3F73F255,
S3EC468B9,

$DEB30CO08,

$00000009,
$00000040,
$000000E3,
S0000008E,
$0000007B,
$0000004cC,
S0000002E,
$0000005B,
S000000F8,
$000000A24,

$00000070,

array

SAEQS53EDD,
$CC434089,
SC91E84FS8,
$1EDSAE3D,
$D296EEB4,
$43E0223C,
$BBDDOOEE,
S68FCEDB6,
$1132F9AE,
$FA489411,
SFEA2CASC,
$9BCC5F6A,
SA92DD56F,
$01B79AEC,
$D4099FEAR,
SBODO90EO,
$544DAACC,
$737487FA,
$8E14F859,
$79CE1418,
$2C342438,

$9CE4B4DS,

[0..255]
$0000006A,

$S000000A3,
$00000039,
$00000043,
$00000094,
$00000095,
$000000A1,
$000000A2,
$S000000F6,
$0000005C,

$00000048,

S46BDE64D,
$779ED967,
$00000000,
$27392D36,
$9E919B1B,
$1D171B12,
SFD607FA3,
S63F1E4BS,
$6DA129C7,
$2264E947,
$360BD4098,
$62467E54,
$B31225CF,
SAB89A4F83,
$D67CB029,
$15D8A733,
SDF0496E4,
S2E410BFB,
$893C13EB,
$BF37C773,
S$S5F40A3C2,

$90C15664,

of longword

$000000D5,
S0000009E,
$00000082,
$00000044,
$00000032,
$0000000B,
$00000066,
$00000049,
$00000064,
soooooo0cc,

$00000050,

$B58D5491,
$BD42ESBO,
$83868009,
$64D90F0A,
$4FC5C080,
SOBODO90E,
$9F2601F7,
$CADC31D7,
$4B2F9ELD,
$C48CFCAS,
SCF81F5A6,
$C2138DFo6,
$3B99ACCS,
$656E95E6,
SAFB2A431,
S4R9804F1,
$E3B5D19E,
$5A1D67B3,
SEE27A9CE,
$SEACDF753,
$72C31D16,

$6184CB7B,

=
$00000030,

$00000081,
$0000009B,
$000000C4,
$000000A6,
$00000042,
$00000028,
$0000006D,
$00000086,
$0000005D,

$000000FD,

$055DC471,
$888B8907,
S48ED2B32,
$21A65C68,
$A220DC61,
SADC78BF2,
$BCF5725C,
$10856342,
$F330B2DC,
$1A3FFOAQ,
$28DE7AAS,
SE8B8D890,
$A77D1810,
$STEEGFFAR,
$31233F2A,
SF7DAEC41,
$1B886A4C,
$52D2DB92,
$35C961B7,
$5BAAFDSF,
SO0C25E2BC,

$70B632D5,

$00000036,
$000000F3,
$0000002F,
$S000000DE,
$000000C2,
$000000FA,
$000000D9,
$0000008B,
$00000068,
$00000065,

$000000ED,

7
S6FD40604,

$385B19E7,
SAC70111E,
$D1545B9B,
$694B775A,
SB9ASB62D,
$C53B6644,
$40229713,
$EC52860D,
$D82C7D56,
$268EB7DA,
SS5EF7392E,
S6E639CES,
$08CFBC21,
$3094A5C6,
SOE50CD7F,
$B81F2CC1,
$335610E9,
SEDE51CEL,
$146F3DDF,
$8B493C28,

$745C6C48,

$000000A5,
$000000D7,
$000000FF,
S000000E9,
$00000023,
$000000C3,
$00000024,
$000000D1,
$00000098,
$000000B6,

$000000B9,



$0000005E,
500000084,
500000090,
$0000000A,
$000000F7,
500000006,
$000000DO,
500000002,
$000000C1,
500000068,
$0000003A,
S000000EA,
$00000097,
500000073,
500000096,
500000085,
S000000E2,
S0000006E,
500000047,
500000089,
$0000006F,
$0000001B,
S000000FC,
500000020,
500000094,
$000000F4,
S0000001F,
500000031,
$000000B1,
$0000005F,
500000060,
$0000000D,
$0000002D,
SO000000EF,
$000000A0,
$000000BO,
$000000cCS8,
500000061,
500000017,
500000026,
$000000E1,
$0000007D
) ;

$00000015, $00000046, $00000057,

$000000D8, $000000AB, $00000000,

S000000E4, $00000058, $00000005,

$0000002C, $0000001E, $0000008F,

$000000AF, $000000BD, $00000003,

$00000091, $00000011, $00000041,

$000000F2, $000000CF, $000000CE,

$000000AC, $00000074, $00000022,

$000000F9, $00000037, SO00000ES,

$000000F1, $0000001A, $00000071,

$000000B7, $00000062, $0000000E,

$00000056, $0000003E, $0000004B,

$000000DB, $000000C0O, $OO0000OFE,

$000000DD, $000000A8, $00000033,

$00000012, $00000010, $00000059,

$00000051, $0000007F, $000000A9,

$000000E5, $0000007A, $0000009F,

S000000E0, $0000003B, $0000004D,

$000000EB, $000000BB, $0000003C,

$0000002B, $00000004, $0000007E,

$00000069, $00000014, $00000063,

procedure Expand AES KeyForEncryption (const Key:

T AES ExpandedKeyl28);

var
I, J: integer;
T: longword;
WO, Wl, W2, W3: longword;
begin
ExpandedKey[0] := PLongWord (@Key[O0])";
ExpandedKey[1l] := PLongWord (@Key[4])";
ExpandedKey[2] := PLongWord (@Key[8])";
ExpandedKey[3] := PLongWord (@Key[12])";
I :=20; J :=1;
repeat
T := (ExpandedKey[I + 3] shl 24) or
WO := LastForwardTable[Byte(T)]; Wl :=
W2 := LastForwardTable[Byte (T shr 16)]; W3
24)71;

ExpandedKey[I + 4] ExpandedKey[I] xor

(WO xor ((Wl shl 8) or (Wl shr 24)) xor
((W2 shl 16) or (W2 shr 16)) xor ((W3 shl
Inc (J);

ExpandedKey[I + 5] :=
ExpandedKey[I + 6] :=
ExpandedKey[I + 7] :=
Inc (I, 4);

ExpandedKey[I + 1]
ExpandedKey[I + 2]
ExpandedKey[I + 3]

(ExpandedKey[I + 3]
LastForwardTable [Byte (T shr 8)1;
:= LastForwardTable[Byte (T shr

8

$000000A7, $0000008D, $0000009D,

$0000008C, $000000BC, $000000D3,

$000000B8, $000000B3, $00000045,

$000000CA, $0000003F, S$0000000F,

$00000001, $00000013, $0000008A,

$0000004F, $00000067, $000000DC,

$000000F0, $000000B4, S$SO000000E6,

S000000E7, $000000AD, $00000035,

$0000001C, $00000075, $000000DF,

$0000001D, $00000029, $000000C5,

$000000AA, $00000018, $000000BE,

$000000C6, $000000D2, $00000079,

$00000078, $000000CD, $0000005A,

$00000088, $00000007, $000000C7,

$00000027, $00000080, S$SO00000EC,

$00000019, $000000B5, $0000004A,

$00000093, $000000C9, $0000009C,

SO000000AE, $0000002A, $000000F5,

$00000083, $00000053, $00000099,

$000000BA, $00000077, $000000D6,

$00000055, $00000021, s$0000000C,

T AES Keyl28; var ExpandedKey:

shr 8);

24) or (W3 shr 8))) xor Rcon[J];

xor ExpandedKey[I + 4];
xor ExpandedKey[I + 5];
xor ExpandedKey[I + 6];



until I >= 40;
end;

procedure Expand AES KeyForEncryption (const

Key: T AES Keyl92; var ExpandedKey:

T AES ExpandedKeyl92); overload;

var
I, J: integer;
T: longword;
w0, W1, W2, W3: longword;
begin
ExpandedKey[0] := PLongWord (@Key[0])";
ExpandedKey[1] = PLongWord (@Key[4])";
ExpandedKey[2] := PLongWord (@Key[8])";
ExpandedKey[3] := PLongWord (@Key[1l2])";
ExpandedKey[4] := PLongWord (@Key[16])";
ExpandedKey[5] := PLongWord (@Key[20])";
I :=0;, J :=1;
repeat
T := (ExpandedKey[I + 5] shl 24) or (ExpandedKey[I + 5] shr 8);
WO := LastForwardTable[Byte(T)]; Wl := LastForwardTable[Byte (T shr 8)];
W2 := LastForwardTable[Byte (T shr 16)]; W3 := LastForwardTable[Byte (T shr
24)1;
ExpandedKey[I + 6] := ExpandedKey[I] xor
(WO xor ((Wl shl 8) or (Wl shr 24)) xor
((W2 shl 16) or (W2 shr 16)) xor ((W3 shl 24) or (W3 shr 8))) xor Rcon[J];
Inc(J);
ExpandedKey[I + 7] := ExpandedKey[I + 1] xor ExpandedKey[I + 6];
ExpandedKey[I + 8] := ExpandedKey[I + 2] xor ExpandedKey[I + 7];
ExpandedKey[I + 9] := ExpandedKey[I + 3] xor ExpandedKey[I + 8];
ExpandedKey[I + 10] := ExpandedKey[I + 4] xor ExpandedKey[I + 9];
ExpandedKey[I + 11] = ExpandedKey[I + 5] xor ExpandedKey[I + 10];
Inc (I, ©6);
until I >= 46;

end;

procedure Expand AES KeyForEncryption (const Key: T AES Key256; var ExpandedKey:

T AES ExpandedKey256); overload;
var
I, J: integer;
T: longword;
W0, W1, W2, W3: longword;
begin
ExpandedKey[0] := PLongWord (@Key[0])";
ExpandedKey[1] = PLongWord (@Key[4])";
ExpandedKey[2] := PLongWord (QKey[8])";
ExpandedKey[3] := PLongWord (@Key[12])";
ExpandedKey[4] = PLongWord (@Key[16])";
ExpandedKey[5] := PLongWord (@Key[20])";
ExpandedKey[6] := PLongWord (QKey[24])";
ExpandedKey[7] := PLongWord (@Key[28])";
I :=20; J :=1;
repeat
T := (ExpandedKey[I + 7] shl 24) or (ExpandedKey[I + 7] shr 8);
WO := LastForwardTable[Byte(T)]; Wl := LastForwardTable[Byte (T shr 8)];
W2 := LastForwardTable[Byte (T shr 16)]; W3 := LastForwardTable[Byte (T shr
24) 1;
ExpandedKey[I + 8] := ExpandedKey[I] xor
(WO xor ((Wl shl 8) or (Wl shr 24)) xor
((W2 shl 16) or (W2 shr 16)) xor ((W3 shl 24) or (W3 shr 8))) xor Rcon[J];
Inc (J);

ExpandedKey[I + 9]
ExpandedKey[I + 10]
ExpandedKey[I + 11]

WO := LastForwardTable
W1l := LastForwardTable
W2 := LastForwardTable
W3 := LastForwardTable

ExpandedKey[I + 12]
(WO xor ((Wl shl 8)

ExpandedKey[I + 1]

= ExpandedKey[I + 2]

ExpandedKey[I + 3]
Byte (ExpandedKey [T
Byte (ExpandedKey [T
Byte (ExpandedKey [T
Byte (ExpandedKey[I
ExpandedKey[I + 4]
or (Wl shr 24)) xor

— — — —

xor ExpandedKey[I + 8];
xor ExpandedKey[I + 9];
xor ExpandedKey[I + 10];

+ 111) 1

+ 11] shr 8)];
+ 11] shr 16)1;
+ 11] shr 24)];
XOr



10
((W2 shl 16) or (W2 shr 16)) xor ((W3 shl 24) or (W3 shr 8)));

ExpandedKey[I + 13] := ExpandedKey|[I + 5] xor ExpandedKey[I + 12];
ExpandedKey[I + 14] := ExpandedKey[I + 6] xor ExpandedKey[I + 13];
ExpandedKey[I + 15] := ExpandedKey|[I + 7] xor ExpandedKey[I + 14];
Inc (I, 8);
until I >= 52;
end;

procedure Encrypt AES (const InBuf: T AES Buffer; const Key:
T AES ExpandedKeyl28;

var OutBuf: T AES Buffer);
var

TO, Tl: array [0..3] of longword;

w0, W1, W2, W3: longword;

begin
// I”iuianisauisg
TO[0] := PLongWord(@InBuf[0])”" xor Keyl[O0];
TO[1] = PLongWord (@InBuf[4])”" xor Keyl[l];
TO[2] := PLongWord(@InBuf[8])" xor Keyl[2];
TO[3] := PLongWord(@InBuf[l2])” xor Key[3];
// TlomepenHa TpaHcbopmalis - 9 pas
// payun 1
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO[3] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[4];
WO := ForwardTable[Byte(TO[1l])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[5];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[6];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[7];
// payunm 2
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1l[1] shr 8)];
W2 := ForwardTable[Byte(T1[2] shr 16)]; W3 := ForwardTable[Byte(T1[3] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[8];
WO := ForwardTable[Byte(T1[1])]; Wl := ForwardTable[Byte(T1[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24) 1;
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[9];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1[1] shr
24) 1;
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l0];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1[1l] shr 16)]; W3 := ForwardTable[Byte(T1[2] shr
24)1;
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[ll];
// payun 3
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO[2] shr 16)]; W3 := ForwardTable[Byte(TO[3] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Key[l2];
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WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1];
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l3];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1];
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l4];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(T0[2] shr
24)1];
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l5];
// payun 4
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1l[1] shr 8)];
W2 := ForwardTable[Byte(T1l[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l6];
WO := ForwardTable[Byte(T1[1l])]; Wl := ForwardTable[Byte(T1l[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l7];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1l[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1l[1l] shr
24)1];
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l8];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1l[1l] shr 16)]; W3 := ForwardTable[Byte(T1l[2] shr
24)1];
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l9];
// payHno 5
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([20];
WO := ForwardTable[Byte(TO[1l])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([21];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[22];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[O] shr 8)1]1;
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[23];
// payHno 6
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1[1l] shr 8)];
W2 := ForwardTable[Byte(T1[2] shr 16)]; W3 := ForwardTable[Byte(T1[3] shr
24)1;
TO[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([24];
WO := ForwardTable[Byte(T1[1])]; Wl := ForwardTable[Byte(T1[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1] (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Key[25];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1[3] shr 8)];
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W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1[1] shr
24)1];
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[26];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1[1l] shr 16)]; W3 := ForwardTable[Byte(T1[2] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[27];
// paysno 7
WO := ForwardTable[Byte(TO0[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1];
T1[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([28];
WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(T0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[29];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[30];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1];
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[31];
// payHno 8
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1l[1] shr 8)];
W2 := ForwardTable[Byte(T1l[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1];
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[32];
WO := ForwardTable[Byte(T1[1])]; Wl := ForwardTable[Byte(T1l[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[33];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1l[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1l[1l] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[34];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1l[1l] shr 16)]; W3 := ForwardTable[Byte(T1l[2] shr
24)1;
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[35];
// payHno 9
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)]1;
W2 := ForwardTable[Byte(TO[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[36];
WO := ForwardTable[Byte(TO[1l])]; Wl := ForwardTable[Byte(T0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[37];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[38];

WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
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W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1];
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[39];
// ocTaHiM payHI NepeTBOPEeHb
WO := LastForwardTable[Byte(T1[0])]; Wl := LastForwardTable[Byte(T1[1] shr
8)1;
W2 := LastForwardTable[Byte(T1[2] shr 16)]; W3 := LastForwardTable[Byte (T1[3]
shr 24)71;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[40];
WO := LastForwardTable[Byte(T1[1])]; Wl := LastForwardTable[Byte(T1l[2] shr
8)1;
W2 := LastForwardTable[Byte(T1[3] shr 16)]; W3 := LastForwardTable[Byte (T1[0]
shr 24)1];
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[41l];
WO := LastForwardTable[Byte(T1[2])]; Wl := LastForwardTable[Byte(T1l[3] shr
8)1;
W2 := LastForwardTable[Byte(T1[0] shr 16)]; W3 := LastForwardTable[Byte (T1[1]
shr 24)1];
TO[2] = (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[42];
WO := LastForwardTable[Byte(T1[3])]; Wl := LastForwardTable[Byte(T1[0] shr
8)1;
W2 := LastForwardTable[Byte(T1[1] shr 16)]; W3 := LastForwardTable[Byte (T1[2]
shr 24)71;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[43];
// kiHelb pPOBOTHM aAJITOPUTMY
PLongWord (@OutBuf [0])”" := TO[0]; PLongWord (@OutBuf[4])” := TO[1l];
PLongWord (@OutBuf[8])" := TO0[2]; PLongWord (QROutBuf[12])" := TO[3];
end;

procedure Encrypt AES (const InBuf: T AES Buffer; const Key:
T AES ExpandedKeyl92;

var OutBuf: T AES Buffer);
var

TO, Tl: array [0..3] of longword;

WO, W1, W2, W3: longword;

begin
// i1uiuniamisanis
TO[0] := PLongWord(@InBuf[O0])”" xor Keyl[0];
TO[1] = PLongWord (@InBuf[4])”" xor Keyl[l];
TO[2] := PLongWord(@InBuf[8])" xor Keyl[2];
TO[3] := PLongWord(@InBuf[l2])” xor Key[3];
// Tomnepemnus Tpauchbopmauis - 11 pas
// payun 1
WO := ForwardTable[Byte(TO0[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO[2] shr 16)]; W3 := ForwardTable[Byte(TO[3] shr
24) 1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[4];
WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24) 1;
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[5];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[6];
WO := ForwardTable[Byte(TO0[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[7];

// payHno 2
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WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1[1l] shr 8)];
W2 := ForwardTable[Byte(T1l[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1];
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[8];
WO := ForwardTable[Byte(T1[1])]; Wl := ForwardTable[Byte(T1[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1];
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[9];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1l[1l] shr
24)1];
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l0];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1l[1l] shr 16)]; W3 := ForwardTable[Byte(T1l[2] shr
24)1;
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1ll];
// payHno 3
WO := ForwardTable[Byte(TO0[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l2];
WO := ForwardTable[Byte(TO[1l])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1];
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l3];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1];
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l4];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(T0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l5];
// payun 4
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1l[1] shr 8)];
W2 := ForwardTable[Byte(T1l[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l6];
WO := ForwardTable[Byte(T1[1])]; Wl := ForwardTable[Byte(T1l[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l7];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1[3] shr 8)1];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1[1] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l8];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1[1l] shr 16)]; W3 := ForwardTable[Byte(T1[2] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l9];
// payHno 5
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO[3] shr
24)1;
T1[0] (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Key([20];
WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
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W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1];
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([21];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1];
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[22];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[23];
// payunm 6
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1[1] shr 8)];
W2 := ForwardTable[Byte(T1l[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1;
TO[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([24];
WO := ForwardTable[Byte(T1[1])]; Wl := ForwardTable[Byte(T1[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[25];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1l[1l] shr
24)1];
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[26];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1l[1l] shr 16)]; W3 := ForwardTable[Byte(T1l[2] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[27];
// payun 7
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO[2] shr 16)]; W3 := ForwardTable[Byte(TO[3] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([28];
WO := ForwardTable[Byte(TO[1l])]; Wl := ForwardTable[Byte(T0[2] shr 8)];
W2 := ForwardTable[Byte (TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[29];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[30];
WO := ForwardTable[Byte(TO0[3])]; Wl := ForwardTable[Byte(TO[O0] shr 8)1;
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24) 15
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[31l];
// payHno 8
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1l[1] shr 8)];
W2 := ForwardTable[Byte(T1[2] shr 16)]; W3 := ForwardTable[Byte(T1[3] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[32];
WO := ForwardTable[Byte(T1[1l])]; Wl := ForwardTable[Byte(T1l[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[33];

WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1l[3] shr 8)];
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W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1[1] shr
24)1];
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[34];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1[1l] shr 16)]; W3 := ForwardTable[Byte(T1[2] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[35];
// payHno 9
WO := ForwardTable[Byte(TO0[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1];
T1[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[36];
WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(T0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[37];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[38];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1];
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[39];
// payun 10
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1l[1] shr 8)];
W2 := ForwardTable[Byte(T1l[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1];
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[40];
WO := ForwardTable[Byte(T1[1])]; Wl := ForwardTable[Byte(T1l[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[41l];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1l[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1l[1l] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[42];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1l[1l] shr 16)]; W3 := ForwardTable[Byte(T1l[2] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[43];
// payunm 11
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)]1;
W2 := ForwardTable[Byte(TO[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[44];
WO := ForwardTable[Byte(TO[1l])]; Wl := ForwardTable[Byte(T0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[45];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[46];

WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
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W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1];
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[47];
// ocTaHiM payHI NepeTBOPEeHb
WO := LastForwardTable[Byte(T1[0])]; Wl := LastForwardTable[Byte(T1[1] shr
8)1;
W2 := LastForwardTable[Byte(T1[2] shr 16)]; W3 := LastForwardTable[Byte (T1[3]
shr 24)71;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[48];
WO := LastForwardTable[Byte(T1[1])]; Wl := LastForwardTable[Byte(T1l[2] shr
8)1;
W2 := LastForwardTable[Byte(T1[3] shr 16)]; W3 := LastForwardTable[Byte (T1[0]
shr 24)1];
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[49];
WO := LastForwardTable[Byte(T1[2])]; Wl := LastForwardTable[Byte(T1l[3] shr
8)1;
W2 := LastForwardTable[Byte(T1[0] shr 16)]; W3 := LastForwardTable[Byte (T1[1]
shr 24)1];
TO[2] = (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[50];
WO := LastForwardTable[Byte(T1[3])]; Wl := LastForwardTable[Byte(T1[0] shr
8)1;
W2 := LastForwardTable[Byte(T1[1] shr 16)]; W3 := LastForwardTable[Byte (T1[2]
shr 24)71;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[51l];
// kiHelb pPOBOTHM aAJITOPUTMY
PLongWord (@OutBuf [0])”" := TO[0]; PLongWord (@OutBuf[4])” := TO[1l];
PLongWord (@OutBuf[8])" := TO0[2]; PLongWord (QROutBuf[12])" := TO[3];
end;

procedure Encrypt AES (const InBuf: T AES Buffer; const Key:
T AES ExpandedKey256;

var OutBuf: T AES Buffer);
var

TO, Tl: array [0..3] of longword;

WO, W1, W2, W3: longword;

begin
// i1uiuniamisanis
TO[0] := PLongWord(@InBuf[O0])”" xor Keyl[0];
TO[1] = PLongWord (@InBuf[4])”" xor Keyl[l];
TO[2] := PLongWord(@InBuf[8])" xor Keyl[2];
TO[3] := PLongWord(@InBuf[l2])” xor Key[3];
// Tomnepemnus Tpaucbopmauis 13 paszis
// payun 1
WO := ForwardTable[Byte(TO0[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO[2] shr 16)]; W3 := ForwardTable[Byte(TO[3] shr
24) 1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[4];
WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24) 1;
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[5];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[6];
WO := ForwardTable[Byte(TO0[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[7];

// payHno 2
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WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1[1l] shr 8)];
W2 := ForwardTable[Byte(T1l[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1];
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[8];
WO := ForwardTable[Byte(T1[1])]; Wl := ForwardTable[Byte(T1[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1];
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[9];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1l[1l] shr
24)1];
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l0];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1l[1l] shr 16)]; W3 := ForwardTable[Byte(T1l[2] shr
24)1;
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1ll];
// payHno 3
WO := ForwardTable[Byte(TO0[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l2];
WO := ForwardTable[Byte(TO[1l])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1];
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l3];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1];
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l4];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(T0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l5];
// payun 4
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1l[1] shr 8)];
W2 := ForwardTable[Byte(T1l[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l6];
WO := ForwardTable[Byte(T1[1])]; Wl := ForwardTable[Byte(T1l[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l7];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1[3] shr 8)1];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1[1] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l8];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1[1l] shr 16)]; W3 := ForwardTable[Byte(T1[2] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l9];
// payHno 5
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO[3] shr
24)1;
T1[0] (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Key([20];
WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
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W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1];
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([21];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1];
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[22];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[23];
// payunm 6
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1[1] shr 8)];
W2 := ForwardTable[Byte(T1l[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1;
TO[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([24];
WO := ForwardTable[Byte(T1[1])]; Wl := ForwardTable[Byte(T1[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[25];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1l[1l] shr
24)1];
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[26];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1l[1l] shr 16)]; W3 := ForwardTable[Byte(T1l[2] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[27];
// payun 7
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO[2] shr 16)]; W3 := ForwardTable[Byte(TO[3] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([28];
WO := ForwardTable[Byte(TO[1l])]; Wl := ForwardTable[Byte(T0[2] shr 8)];
W2 := ForwardTable[Byte (TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[29];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[30];
WO := ForwardTable[Byte(TO0[3])]; Wl := ForwardTable[Byte(TO[O0] shr 8)1;
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24) 15
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[31l];
// payHno 8
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1l[1] shr 8)];
W2 := ForwardTable[Byte(T1[2] shr 16)]; W3 := ForwardTable[Byte(T1[3] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[32];
WO := ForwardTable[Byte(T1[1l])]; Wl := ForwardTable[Byte(T1l[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[33];

WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1l[3] shr 8)];
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W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1[1] shr
24)1];
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[34];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1[1l] shr 16)]; W3 := ForwardTable[Byte(T1[2] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[35];
// payHno 9
WO := ForwardTable[Byte(TO0[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1];
T1[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[36];
WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(T0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[37];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[38];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1];
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[39];
// payun 10
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1l[1] shr 8)];
W2 := ForwardTable[Byte(T1l[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1];
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[40];
WO := ForwardTable[Byte(T1[1])]; Wl := ForwardTable[Byte(T1l[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[41l];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1l[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1l[1l] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[42];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1l[1l] shr 16)]; W3 := ForwardTable[Byte(T1l[2] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[43];
// payunm 11
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)]1;
W2 := ForwardTable[Byte(TO[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[44];
WO := ForwardTable[Byte(TO[1l])]; Wl := ForwardTable[Byte(T0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[45];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[46];

WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
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W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1];
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[47];
// payHn 12
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1[1] shr 8)];
W2 := ForwardTable[Byte(T1l[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1];
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[48];
WO := ForwardTable[Byte(T1[1])]; Wl := ForwardTable[Byte(T1[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1];
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[49];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1l[1l] shr
24)1;
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[50];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1l[1l] shr 16)]; W3 := ForwardTable[Byte(T1l[2] shr
24)1;
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[51];
// payun 13
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO[3] shr
24)1];
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[52];
WO := ForwardTable[Byte(TO[1l])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1];
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[53];
WO := ForwardTable[Byte(TO0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[54];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[55];
// ocTaHi} payHI NepeTBOPEeHb
WO := LastForwardTable[Byte(T1[0])]; Wl := LastForwardTable[Byte(T1l[1l] shr
8)1;
W2 := LastForwardTable[Byte(T1[2] shr 16)]; W3 := LastForwardTable[Byte (T1[3]
shr 24)];
TO[O] = (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[56];
WO := LastForwardTable[Byte(T1[1])]; Wl := LastForwardTable[Byte(T1[2] shr
8)1;
W2 := LastForwardTable[Byte (T1[3] shr 16)]; W3 := LastForwardTable[Byte (T1[0]
shr 24)1];
TO[1] = (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[57];
WO := LastForwardTable[Byte(T1[2])]; Wl := LastForwardTable[Byte(T1[3] shr
8)1;
W2 := LastForwardTable[Byte(T1[0] shr 16)]; W3 := LastForwardTable[Byte(T1[1]
shr 24)71;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[58];
WO := LastForwardTable[Byte(T1[3])]; Wl := LastForwardTable[Byte(T1[0] shr
8)1;
W2 := LastForwardTable[Byte(T1[1l] shr 16)]; W3 := LastForwardTable[Byte(T1[2]

shr 24)1];



TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16)
xor ((W3 shl 24) or (W3 shr 8))) xor Key[59];

// kiHeub POGOTU AJITOPUTMY

PLongWord (@OutBuf [0])" := TO[O0]; PLongWord (QOutBuf[4])" := T

PLongWord (ROutBuf [8])" := TO0[2]; PLongWord (QOutBuf[l2])" :=

end;

or
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(W2 shr 16))

procedure Expand AES KeyForDecryption(var ExpandedKey: T AES ExpandedKeyl28);

var
I: integer;
U, F2, F4, F8, F9: longword;
begin
for I := 1 to 9 do
begin
F9 := ExpandedKey[I * 4];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B) ;
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B) ;
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B);
F9 := F9 xor F8§;
ExpandedKey[I * 4] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor ((F9 shl 8) or (F9 shr
24));
F9 := ExpandedKey[I * 4 + 1];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B) ;
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B);
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B);
F9 := F9 xor F8;
ExpandedKey[I * 4 + 1] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor ((F9 shl 8) or (F9 shr
24));
F9 := ExpandedKey[I * 4 + 2];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B);
U := F2 and $80808080;
F4 := ((F2 and $7F7F7FE7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B) ;
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B);
F9 := F9 xor F8;
ExpandedKey[I * 4 + 2] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor ((F9 shl 8) or (F9 shr
24));
F9 := ExpandedKey[I * 4 + 3];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B);
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B);
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B) ;
F9 := F9 xor F8;
ExpandedKey[I * 4 + 3] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor ((F9 shl 8) or (F9 shr
24));
end;
end;

procedure Expand AES KeyForDecryption (const
T AES ExpandedKeyl28);
begin

Expand AES KeyForEncryption (Key, ExpandedKey) ;

Key: T AES Keyl28; var ExpandedKey:



Expand AES KeyForDecryption (ExpandedKey) ;
end;

procedure Expand AES KeyForDecryption (var ExpandedKey:
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T AES ExpandedKeyl92);

var
I: integer;
U, F2, F4, F8, F9: longword;
begin
for I := 1 to 11 do
begin
F9 := ExpandedKey[I * 4];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B) ;
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B);
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B) ;
F9 := F9 xor F8§;
ExpandedKey[I * 4] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor ((F9 shl 8) or (F9 shr
24));
F9 := ExpandedKey[I * 4 + 1];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B);
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B) ;
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B);
F9 := F9 xor F8;
ExpandedKey[I * 4 + 1] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor ((F9 shl 8) or (F9 shr
24));
F9 := ExpandedKey[I * 4 + 2];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B);
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B) ;
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B);
F9 := F9 xor F8;
ExpandedKey[I * 4 + 2] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor ((F9 shl 8) or (F9 shr
24));
F9 := ExpandedKey[I * 4 + 3];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B);
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B);
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B) ;
F9 := F9 xor F8;
ExpandedKey[I * 4 + 3] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor ((F9 shl 8) or (F9 shr
24));
end;
end;

procedure Expand AES KeyForDecryption (const
T AES ExpandedKeyl92);
begin
Expand AES KeyForEncryption (Key, ExpandedKey) ;
Expand AES KeyForDecryption (ExpandedKey) ;
end;

procedure Expand AES KeyForDecryption (var ExpandedKey:

Key: T AES Keyl92; var ExpandedKey:

T AES ExpandedKey256) ;



var
I: integer;
U, F2, F4, F8, F9: longword;
begin
for I := 1 to 13 do
begin
F9 := ExpandedKey[I * 4];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U
F9 := F9 xor F8;
ExpandedKey[I * 4] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16
24));
F9 := ExpandedKey[I * 4 + 1];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U
F9 := F9 xor F8;
ExpandedKey[I * 4 + 1] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16
24));
F9 := ExpandedKey[I * 4 + 2];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U
F9 := F9 xor F8;
ExpandedKey[I * 4 + 2] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16
24));
F9 := ExpandedKey[I * 4 + 3];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U
F9 := F9 xor F8;
ExpandedKey[I * 4 + 3] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16
24));
end;
end;

procedure Expand AES KeyForDecryption (const
T AES ExpandedKey256) ;
begin
Expand AES KeyForEncryption (Key, ExpandedKey) ;
Expand AES KeyForDecryption (ExpandedKey) ;
end;

procedure Decrypt AES (const InBuf: T AES Buffer;
T AES ExpandedKeyl28;

var OutBuf: T AES Buffer);
var

T0, Tl: array [0..3] of longword;

shr 7)) and
shr 7)) and
shr 7)) and
) Xor

)) xor ((F9
shr 7)) and
shr 7)) and
shr 7)) and
) Xor

)) xor ((F9
shr 7)) and
shr 7)) and
shr 7)) and
) Xor

)) xor ((F9
shr 7)) and
shr 7)) and
shr 7)) and
) Xor

)) xor ((F9

Key: T AES Key256;

const Key:
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$S1B1B1B1B) ;
$1B1B1B1B) ;
$S1B1B1B1B) ;
shl 8) or (F9 shr
S1B1B1B1B) ;
S1B1B1B1B) ;
$1B1B1B1B) ;
shl 8) or (F9 shr
$S1B1B1B1B) ;
$1B1B1B1B) ;
$S1B1B1B1B) ;
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$1B1B1B1B) ;
$S1B1B1B1B) ;
$1B1B1B1B) ;
shl 8)

or (F9 shr

var ExpandedKey:



25
WO, W1, W2, W3: longword;

begin
// iuiuniamisanis
TO[0] := PLongWord(@InBuf[0])”" xor Key[40];
TO[1l] := PLongWord(@InBuf[4])” xor Keyl[41l];
TO[2] := PLongWord(@InBuf[8])" xor Keyl[42];
TO[3] := PLongWord(Q@InBuf[l2])”" xor Key[43];
// Tomnepenus Tpaucbopmauis 9 pasis
// payun 1
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[36];
WO := InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(TO0[2] shr
24)1;
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[37];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[38];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1];
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[39];
// payun 2
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1[3] shr 8)];
W2 := InverseTable[Byte(T1[2] shr 16)]; W3 := InverseTable[Byte(T1l[1l] shr
24)1];
TO[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[32];
WO := InverseTable[Byte(T1[1])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1l[2] shr
24)1];
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[33];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1[1] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1l[3] shr
24)1];
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[34];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1[2] shr 8)];
W2 := InverseTable[Byte(T1l[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[35];
// payHo 3
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO[3] shr 8)1];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24) 15
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([28];
WO := InverseTable[Byte(TO[1l])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[29];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[30];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr

24)1;
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T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[31l];
// payun 4
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1l[3] shr 8)];
W2 := InverseTable[Byte(T1[2] shr 16)]; W3 := InverseTable[Byte(T1[1l] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([24];
WO := InverseTable[Byte(T1[1l])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1[2] shr
24)1;
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[25];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1l[1] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1[3] shr
24)1;
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[26];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1l[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1;
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[27];
// payHno 5
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(T0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1];
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[20];
WO := InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1];
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([21];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[22];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[23];
// payHO 6
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1[3] shr 8)];
W2 := InverseTable[Byte(T1l[2] shr 16)]; W3 := InverseTable[Byte(T1l[1l] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l6];
WO := InverseTable[Byte(T1[1])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1l[3] shr 16)]; W3 := InverseTable[Byte(T1l[2] shr
24)1;
TO[1] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l7];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1[1l] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1l[3] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l8];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1[2] shr 8)];
W2 := InverseTable[Byte(T1l[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l9];
// payanm 7
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr

24)1;
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T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l2];
WO := InverseTable[Byte(TO[1l])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l3];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l4];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(TO0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l5];
// payHno 8
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1l[3] shr 8)];
W2 := InverseTable[Byte(T1[2] shr 16)]; W3 := InverseTable[Byte(T1[1l] shr
24)1;
TO[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[8];
WO := InverseTable[Byte(T1[1l])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1[2] shr
24)1;
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[9];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1l[1] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1[3] shr
24)1;
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l0];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1l[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1;
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[ll];
// payHno 9
WO := InverseTable[Byte(TO[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[4];
WO := InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[5];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[6];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((W1l shl 8) or (W1l shr 24) xor ((W2 shl 16) or (W2 shr 16))

)
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[7];
// ocTaHiM payHI NepeTBOPEeHb

WO := LastInverseTable[Byte(T1[0])]; Wl := LastInverseTable[Byte(T1[3] shr
8)1;
W2 := LastInverseTable[Byte(T1[2] shr 16)]; W3 := LastInverseTable[Byte(T1[1]
shr 24)];
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[O0];
WO := LastInverseTable[Byte(T1[1])]; Wl := LastInverseTable[Byte(T1l[0] shr

8)1;
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W2 := LastInverseTable[Byte(T1[3] shr 16)]; W3 := LastInverseTable[Byte(T1[2]
shr 24)71;
TO[1] = (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[l];
WO := LastInverseTable[Byte(T1[2])]; Wl := LastInverseTable[Byte(T1[1] shr
8)1;
W2 := LastInverseTable[Byte(T1[0] shr 16)]; W3 := LastInverseTable[Byte(T1[3]
shr 24)71;
TO[2] = (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[2];
WO := LastInverseTable[Byte(T1[3])]; Wl := LastInverseTable[Byte(T1[2] shr
8)1;
W2 := LastInverseTable[Byte(T1[1l] shr 16)]; W3 := LastInverseTable[Byte(T1[0]
shr 24)71;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[3];
// xiHeub POGOTU AJITOPUTMY
PLongWord (@OutBuf [0])”" := TO[O0]; PLongWord(@OutBuf[4])” := TO[1l];
PLongWord (@OutBuf[8])" := TO0[2]; PLongWord (QOutBuf[1l2])" := TO[3];
end;
procedure Decrypt AES (const InBuf: T AES Buffer; const Key:
T AES ExpandedKeyl92;
var OutBuf: T AES Buffer);
var
T0, Tl: array [0..3] of longword;
w0, W1, W2, W3: longword;
begin
// iuiuniamisanis
TO[0] := PLongWord(@InBuf[0])”" xor Key[48];
TO[1l] := PLongWord(@InBuf[4])”" xor Key[49];
TO[2] = PLongWord (@InBuf[8])" xor Key[50];
TO[3] = PLongWord (@InBuf[1l2])”" xor Key[51];
// Tomnepenus Tpaucbopmauis 11 pazis
// payun 1
WO := InverseTable[Byte(TO[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1];
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[44];
WO := InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1];
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[45];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[46];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[47];
// payHno 2
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1l[3] shr 8)];
W2 := InverseTable[Byte(T1l[2] shr 16)]; W3 := InverseTable[Byte(T1l[1l] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[40];
WO := InverseTable[Byte(T1[1l])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1l[2] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[41l];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1l[1] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1l[3] shr

24)1;
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TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[42];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1l[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[43];
// payHno 3
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[36];
WO := InverseTable[Byte(TO[1l])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[37];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(T0[3] shr
24)1;
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[38];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(TO0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[39];
// payun 4
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1[3] shr 8)];
W2 := InverseTable[Byte(T1[2] shr 16)]; W3 := InverseTable[Byte(T1[1] shr
24)1];
TO[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[32];
WO := InverseTable[Byte(T1[1])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1[2] shr
24)1;
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[33];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1[1l] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1[3] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[34];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1;
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[35];
// payHm 5
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([28];
WO := InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[29];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[30];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;

T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
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xor ((W3 shl 24) or (W3 shr 8))) xor Key[31l];
// payHno 6
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1l[3] shr 8)];
W2 := InverseTable[Byte(T1l[2] shr 16)]; W3 := InverseTable[Byte(T1l[1l] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([24];
WO := InverseTable[Byte(T1[1l])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1l[2] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[25];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1l[1] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1l[3] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[26];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1l[2] shr 8)];
W2 := InverseTable[Byte(T1l[1l] shr 16)]; W3 := InverseTable[Byte(T1l[0] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[27];
// payun 7
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([20];
WO := InverseTable[Byte(TO[1l])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[21];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[22];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[23];
// payHno 8
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1[3] shr 8)];
W2 := InverseTable[Byte(T1[2] shr 16)]; W3 := InverseTable[Byte(T1[1l] shr
24)1;
TO[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l6];
WO := InverseTable[Byte(T1[1])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1[2] shr
24)1;
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l7];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1[1l] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1[3] shr
24)1;
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l8];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1;
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l9];
// payHo 9
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;

T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
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xor ((W3 shl 24) or (W3 shr 8))) xor Key[l2];
WO := InverseTable[Byte(TO[1l])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l3];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1];
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l4];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1];
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l5];
// payun 10
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1l[3] shr 8)];
W2 := InverseTable[Byte(T1l[2] shr 16)]; W3 := InverseTable[Byte(T1l[1l] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[8];
WO := InverseTable[Byte(T1[1l])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1l[2] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[9];
WO := InverseTable[Byte(T1l[2])]; Wl := InverseTable[Byte(T1l[1] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1l[3] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l0];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1l[2] shr 8)];
W2 := InverseTable[Byte(T1l[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[ll];
// payunm 11
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[4];
WO := InverseTable[Byte(TO[1l])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[5];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24) 1;
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[6];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24) 1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[7];
// ocTaHiM payHI NepeTBOPEeHb
WO := LastInverseTable[Byte(T1[0])]; Wl := LastInverseTable[Byte(T1[3] shr
8)1;
W2 := LastInverseTable[Byte(T1[2] shr 16)]; W3 := LastInverseTable[Byte(T1[1]
shr 24)71;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[0];
WO := LastInverseTable[Byte(T1[1])]; Wl := LastInverseTable[Byte(T1[0] shr
8)1;
W2 := LastInverseTable[Byte(T1[3] shr 16)]; W3 := LastInverseTable[Byte(T1[2]

shr 24)1];
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TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[l];
WO := LastInverseTable[Byte(T1[2])]; Wl := LastInverseTable[Byte(T1l[1l] shr
8)1;
W2 := LastInverseTable[Byte(T1[0] shr 16)]; W3 := LastInverseTable[Byte (T1[3]
shr 24)1];
TO[2] = (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[2];
WO := LastInverseTable[Byte(T1[3])]; Wl := LastInverseTable[Byte(T1l[2] shr
8)1;
W2 := LastInverseTable[Byte(T1[1] shr 16)]; W3 := LastInverseTable[Byte (T1[0]
shr 24)71;
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[3];
// kiHelb pPOBOTHM aAJITOPUTMY
PLongWord (QOutBuf [0])”~ := TO[0]; PLongWord (QOutBuf[4])”" := TO[1l];
PLongWord (@OutBuf[8])" := TO0[2]; PLongWord (QOutBuf[12])" := TO[3];
end;
procedure Decrypt AES (const InBuf: T AES Buffer; const Key:
T AES ExpandedKey256;
var OutBuf: T AES Buffer);
var
TO, Tl: array [0..3] of longword;
W0, W1, W2, W3: longword;
begin
// iuiuniamisanis
TO[0] := PLongWord(@InBuf[0])”" xor Key[56];
TO[1] = PLongWord (@InBuf[4])”" xor Key[57];
TO[2] := PLongWord(@InBuf[8])" xor Key[58];
TO[3] := PLongWord(@InBuf[l2])”" xor Key[59];
// Tomnepenus Tpaucbopmauis 13 pazis
// payun 1
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[52];
WO := InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[53];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[54];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24) 1;
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[55];
// payHno 2
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1[3] shr 8)];
W2 := InverseTable[Byte(T1[2] shr 16)]; W3 := InverseTable[Byte(T1[1l] shr
24)1];
TO[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[48];
WO := InverseTable[Byte(T1[1])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1[2] shr
24)1;
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[49];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1[1l] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1[3] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Key[50];
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WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1[2] shr 8)];
W2 := InverseTable[Byte(T1l[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[51];
// payun 3
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1];
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[44];
WO := InverseTable[Byte(TO[1l])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1];
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[45];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[46];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[47];
// payun 4
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1l[3] shr 8)];
W2 := InverseTable[Byte(T1l[2] shr 16)]; W3 := InverseTable[Byte(T1l[1l] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[40];
WO := InverseTable[Byte(T1[1])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1l[2] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[41l];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1l[1l] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1l[3] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[42];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1l[2] shr 8)];
W2 := InverseTable[Byte(T1l[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[43];
// payHno 5
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24) 1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[36];
WO := InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24) 1;
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[37];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[38];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[39];

// payHO 6
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WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1[3] shr 8)];
W2 := InverseTable[Byte(T1l[2] shr 16)]; W3 := InverseTable[Byte(T1l[1l] shr
24)1];
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[32];
WO := InverseTable[Byte(T1[1])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1l[2] shr
24)1];
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[33];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1[1l] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1l[3] shr
24)1];
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[34];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1;
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[35];
// paysno 7
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([28];
WO := InverseTable[Byte(TO[1l])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1];
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[29];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1];
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[30];
WO := InverseTable[Byte(TO[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[31l];
// payHno 8
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1l[3] shr 8)];
W2 := InverseTable[Byte(T1l[2] shr 16)]; W3 := InverseTable[Byte(T1l[1l] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([24];
WO := InverseTable[Byte(T1[1])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1[2] shr
24)1;
TO[1] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[25];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1[1l] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1[3] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[26];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1l[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[27];
// payHno 9
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Key([20];
WO := InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];
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W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1];
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([21];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1];
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[22];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[23];
// payun 10
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1[3] shr 8)];
W2 := InverseTable[Byte(T1l[2] shr 16)]; W3 := InverseTable[Byte(T1l[1l] shr
24)1;
TO[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[lo6];
WO := InverseTable[Byte(T1[1])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1l[2] shr
24)1;
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l7];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1[1l] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1l[3] shr
24)1];
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[18];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1[2] shr 8)];
W2 := InverseTable[Byte(T1l[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l9];
// payun 11
WO := InverseTable[Byte(TO[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l2];
WO := InverseTable[Byte(TO[1l])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l3];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l4];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(TO0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24) 15
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l5];
// payunm 12
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1l[3] shr 8)];
W2 := InverseTable[Byte(T1[2] shr 16)]; W3 := InverseTable[Byte(T1[1] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[8];
WO := InverseTable[Byte(T1[1l])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1[2] shr
24)1;
TO[1] (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[9];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1l[1l] shr 8)];
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W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1[3] shr
24)1];
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l0];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[ll];
// payHn 13
WO := InverseTable[Byte(TO[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1];
T1[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[4];
WO := InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[5];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[6];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1];
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[7]:
// ocTaHiM payHI NepeTBOPEeHb
WO := LastInverseTable[Byte(T1[0])]; Wl := LastInverseTable[Byte(T1l[3] shr
8)1;
W2 := LastInverseTable[Byte(T1[2] shr 16)]; W3 := LastInverseTable[Byte(T1[1]
shr 24)1];
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[O0];
WO := LastInverseTable[Byte(T1[1])]; Wl := LastInverseTable[Byte(T1l[0] shr
8)1;
W2 := LastInverseTable[Byte(T1[3] shr 16)]; W3 := LastInverseTable[Byte(T1[2]
shr 24)1];
TO[1] = (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[l];
WO := LastInverseTable[Byte(T1[2])]; Wl := LastInverseTable[Byte(T1l[1l] shr
8)1;
W2 := LastInverseTable[Byte(T1[0] shr 16)]; W3 := LastInverseTable[Byte (T1[3]
shr 24)71;
TO[2] = (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[2];
WO := LastInverseTable[Byte(T1[3])]; Wl := LastInverseTable[Byte(T1[2] shr
8)1;
W2 := LastInverseTable[Byte(T1[1l] shr 16)]; W3 := LastInverseTable[Byte (T1[0]
shr 24)1];
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[3];
// kiHelb pPOBOTH aAJITOPUTMY
PLongWord (@OutBuf [0])” := TO[O0]; PLongWord(@OutBuf[4])” := TO[1l];
PLongWord (@OutBuf[8])" := TO0[2]; PLongWord (QOutBuf[12])" := TO[3];
end;

// TloTok payHmis mmbpysanHsa (ECB mode)

procedure Encrypt AES StreamECB (Source: TStream; Count: cardinal;
const Key: T AES Keyl28; Dest: TStream);
var
ExpandedKey: T AES ExpandedKeyl28;
begin
Expand AES KeyForEncryption (Key, ExpandedKey) ;
Encrypt AES StreamECB(Source, Count, ExpandedKey, Dest);
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end;

procedure Encrypt AES StreamECB (Source: TStream; Count: cardinal;
const Key: T AES Keyl92; Dest: TStream);
var
ExpandedKey: T AES ExpandedKeyl92;
begin
Expand AES KeyForEncryption (Key, ExpandedKey) ;
Encrypt AES StreamECB(Source, Count, ExpandedKey, Dest);
end;

procedure Encrypt AES StreamECB (Source: TStream; Count: cardinal;
const Key: T AES Key256; Dest: TStream);
var
ExpandedKey: T AES ExpandedKey256;
begin
Expand AES KeyForEncryption (Key, ExpandedKey) ;
Encrypt AES StreamECB (Source, Count, ExpandedKey, Dest);
end;

procedure Encrypt AES StreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: T AES ExpandedKeyl28; Dest: TStream);

var
TempIn, TempOut: T AES Buffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);

if Count = 0 then exit;
while Count >= SizeOf (T AES Buffer) do
begin
Done := Source.Read(TempIn, SizeOf (TempIn));
if Done < SizeOf (TempIn) then
raise EStreamError.Create (SReadError);
Encrypt AES (TempIn, ExpandedKey, TempOut);
Done := Dest.Write (TempOut, SizeOf (TempOut));
if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
Dec (Count, SizeOf (T AES Buffer));

end;
if Count > 0 then
begin
Done := Source.Read(TempIn, Count);

if Done < Count then
ralse EStreamError.Create (SReadError);
FillChar (TempIn[Count], SizeOf (TempIn) - Count, O0);
Encrypt AES (TempIn, ExpandedKey, TempOut);
Done := Dest.Write (TempOut, SizeOf (TempOut));
if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
end;
end;

procedure Encrypt AES StreamECB(Source: TStream; Count: cardinal;
const ExpandedKey: T AES ExpandedKeyl92; Dest: TStream);

var
TempIn, TempOut: T AES Buffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end

else Count := Min(Count, Source.Size - Source.Position);



if Count = 0 then exit;
while Count >= SizeOf (T AES Buffer) do
begin
Done := Source.Read(TempIn, SizeOf (TempIn));
if Done < SizeOf (TempIn) then
raise EStreamError.Create (SReadError);
Encrypt AES (TempIn, ExpandedKey, TempOut);
Done := Dest.Write (TempOut, SizeOf (TempOut)):;
if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
Dec (Count, SizeOf (T _AES Buffer));

end;
if Count > 0 then
begin
Done := Source.Read(TempIn, Count);

if Done < Count then
raise EStreamError.Create (SReadError);

FillChar (TempIn[Count], SizeOf (TempIn) - Count, 0);

Encrypt AES (TempIn, ExpandedKey, TempOut);
Done := Dest.Write (TempOut, SizeOf (TempOut));
if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
end;
end;

procedure Encrypt AES StreamECB (Source: TStream;
const ExpandedKey: T AES ExpandedKey256; Dest:
var
TempIn, TempOut: T AES Buffer;
Done: cardinal;

Count: cardinal;
TStream) ;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);

if Count = 0 then exit;
while Count >= SizeOf (T AES Buffer) do
begin
Done := Source.Read(TempIn, SizeOf (TempIn))
if Done < SizeOf (TempIn) then
raise EStreamError.Create (SReadError);
Encrypt AES (TempIn, ExpandedKey, TempOut);
Done := Dest.Write (TempOut, SizeOf (TempOut));
if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
Dec (Count, SizeOf (T AES Buffer));

end;
if Count > 0 then
begin
Done := Source.Read(TempIn, Count);

if Done < Count then
raise EStreamError.Create (SReadError);

FillChar (TempIn[Count], SizeOf (TempIn) - Count, O0);

Encrypt AES (TempIn, ExpandedKey, TempOut);
Done := Dest.Write (TempOut, SizeOf (TempOut));
if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
end;
end;

// Tlorok payHnip meumbpyBaHHa (ECB mode)

procedure Decrypt AES StreamECB (Source: TStream;
const Key: T AES Keyl28; Dest: TStream);

var
ExpandedKey: T AES ExpandedKeyl28;

begin

Count: cardinal;
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Expand AES KeyForDecryption (Key, ExpandedKey) ;
Decrypt AES StreamECB (Source, Count, ExpandedKey, Dest);
end;

procedure Decrypt AES StreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: T AES ExpandedKeyl28; Dest: TStream);

var
TempIn, TempOut: T AES Buffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);

if Count = 0 then exit;
if (Count mod SizeOf (T AES Buffer)) > 0 then
raise E AES Error.Create(SInvalidInBufSize);
while Count >= SizeOf (T _AES Buffer) do
begin
Done := Source.Read(TempIn, SizeOf (TempIn));
if Done < SizeOf (TempIn) then
raise EStreamError.Create (SReadError);
Decrypt AES (TempIn, ExpandedKey, TempOut);
Done := Dest.Write (TempOut, SizeOf (TempOut)) ;
if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
Dec (Count, SizeOf (T AES Buffer));
end;
end;

procedure Decrypt AES StreamECB (Source: TStream; Count: cardinal;
const Key: T AES Keyl92; Dest: TStream);
var
ExpandedKey: T AES ExpandedKeyl92;
begin
Expand AES KeyForDecryption (Key, ExpandedKey) ;
Decrypt AES StreamECB (Source, Count, ExpandedKey, Dest);
end;

procedure Decrypt AES StreamECB(Source: TStream; Count: cardinal;
const ExpandedKey: T AES ExpandedKeyl92; Dest: TStream);

var
TempIn, TempOut: T AES Buffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);

if Count = 0 then exit;
if (Count mod SizeOf (T _AES Buffer)) > 0 then
raise E AES Error.Create(SInvalidInBufSize);
while Count >= SizeOf (T AES Buffer) do
begin
Done := Source.Read(TempIn, SizeOf (TempIn));
if Done < SizeOf (TempIn) then
raise EStreamError.Create (SReadError);
Decrypt AES (TempIn, ExpandedKey, TempOut);
Done := Dest.Write (TempOut, SizeOf (TempOut));
if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
Dec (Count, SizeOf (T _AES Buffer));
end;
end;
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procedure Decrypt AES StreamECB (Source: TStream; Count: cardinal;

const Key: T AES Key256; Dest: TStream);
var

ExpandedKey: T AES ExpandedKey256;
begin

Expand AES KeyForDecryption (Key, ExpandedKey)

Decrypt AES StreamECB (Source, Count, ExpandedKey, Dest);
end;

procedure Decrypt AES StreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: T AES ExpandedKey256; Dest: TStream);

var
TempIn, TempOut: T AES Buffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);

if Count = 0 then exit;
if (Count mod SizeOf (T AES Buffer)) > 0 then
raise E AES Error.Create(SInvalidInBufSize);
while Count >= SizeOf (T _AES Buffer) do
begin
Done := Source.Read(TempIn, SizeOf (TempIn));
if Done < SizeOf (TempIn) then
raise EStreamError.Create (SReadError);
Decrypt AES (TempIn, ExpandedKey, TempOut);
Done := Dest.Write (TempOut, SizeOf (TempOut));
if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError) ;
Dec (Count, SizeOf (T AES Buffer));
end;
end;

// Tlorok payHnip umbpyBanusa (CBC mode)

procedure Encrypt AES StreamCBC (Source: TStream; Count: cardinal;

const Key: T AES Keyl28; const InitVector: T AES Buffer; Dest: TStream);
var

ExpandedKey: T AES ExpandedKeyl28;
begin

Expand AES KeyForEncryption (Key, ExpandedKey);

Encrypt AES StreamCBC (Source, Count, ExpandedKey, InitVector, Dest);
end;

procedure Encrypt AES StreamCBC (Source: TStream; Count: cardinal;
const ExpandedKey: T AES ExpandedKeyl28; const InitVector: T AES Buffer;
Dest: TStream);
var
TempIn, TempOut, Vector: T AES Buffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);
if Count = 0 then exit;
Vector := InitVector;
while Count >= SizeOf (T _AES Buffer) do
begin
Done := Source.Read(TempIn, SizeOf (TempIn));

if Done < SizeOf (TempIn) then
raise EStreamError.Create (SReadError);
PLongWord (@TempIn[0]) " := PLongWord(@TempIn[0])” xor PLongWord (@Vector[0])";



PLongWord (@TempIn[4
PLongWord (@TempIn[8
PLongWord (@TempIn[1l

PLongWord (@Vector[12])";
Encrypt AES (TempIn, ExpandedKey,

Done := Dest.Write (TempOut,

if Done <

SizeOf (TempOut) then

TempOut) ;

SizeOf (TempOut)) ;

raise EStreamError.Create (SWriteError);

Vector :=
Dec (Count,
end;

TempOut;
SizeOf (T_AES Buffer));

if Count > 0 then

begin

Done := Source.Read (TempIn,

if Done <

Count then

Count) ;

raise EStreamError.Create (SReadError);
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1)~ := PLongWord (@TempIn[4])” xor PLongWord (@Vector[4])";
1)~ := PLongWord (@TempIn[8])”" xor PLongWord (@Vector[8])";
2])”" := PLongWord (@TempIn[l2])" xor

FillChar (TempIn[Count], SizeOf (TempIn) - Count, 0);

PLongWord (@TempIn[0]) " := PLongWord(@TempIn[O0])” xor PLongWord (@Vector[0])";
PLongWord (@TempIn([4])”" := PLongWord(@TempIn[4])” xor PLongWord (@Vector([4])";
PLongWord (@TempIn([8])" := PLongWord(@TempIn[8])”" xor PLongWord (@Vector[8])";
PLongWord (@TempIn[12]) " := PLongWord(@TempIn[l2])" xor

PLongWord (@Vector[12])";
Encrypt AES (TempIn, ExpandedKey,

Done := Dest.Write (TempOut,

if Done <

SizeOf (TempOut) then

TempOut) ;

SizeOf (TempOut) ) ;

raise EStreamError.Create (SWriteError);

end;
end;

procedure Encrypt AES StreamCBC (Source: TStream; Count:

var
ExpandedKey:
begin

T AES ExpandedKeyl92;

Expand AES KeyForEncryption (Key, ExpandedKey) ;
StreamCBC (Source, Count, ExpandedKey,

Encrypt AES

end;

InitVector,

procedure Encrypt AES StreamCBC (Source: TStream; Count:

const ExpandedKey: T AES ExpandedKeyl92;

Dest: TStream);

var

TempIn, TempOut, Vector: T AES Buffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end

else Count

1f Count = 0 then exit;
Vector := InitVector;

while Count
begin

Done := Source.Read(Templn,

if Done <

>= SizeOf (T_AES Buffer)

SizeOf (TempIn) then

do

SizeOf (TempIn)) ;

raise EStreamError.Create (SReadError);

PLongWord (@TempIn[0]) " := PLongWord (@TempIn[0])
PLongWord (@TempIn([4])” := PLongWord(@TempIn[4])
PLongWord (@TempIn([8]) " := PLongWord (@TempIn[81])

] n({l2

PLongWord (@TempIn[1l2

PLongWord (@Vector[12])";
Encrypt AES (TempIn, ExpandedKey,

Done := Dest.Write (TempOut,

if Done <

SizeOf (TempOut) then

)~ := PLongWord (@TempI

TempOut) ;

SizeOf (TempOut)) ;

raise EStreamError.Create (SWriteError);

Vector :=
Dec (Count,

TempOut;
SizeOf (T_AES Buffer));

cardinal;
const Key: T AES Keyl92; const InitVector: T AES Buffer; Dest: TStream);

cardinal;
const InitVector: T AES Buffer;

:= Min (Count, Source.Size - Source.Position);

~ xor PLongWord (@Vector[0])";
~ xor PLongWord (@Vector([4])";
~ xor PLongWord (@Vector([8])";

n-

XOor
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end;
if Count > 0 then
begin
Done := Source.Read(TempIn, Count);

if Done < Count then

raise EStreamError.Create (SReadError);

FillChar (TempIn[Count], S
PLongWord (@TempIn[0]) " :=
PLongWord (@TempIn[4]) "
PLongWord (@TempIn[8]) " :=
PLongWord (@TempIn[12]) "

PLongWord (@Vector[12])";
Encrypt AES (TempIn, Expa
Done := Dest.Write (TempOu
if Done < SizeOf (TempOut)

raise EStreamError.Crea
end;
end;

izeOf (TempIn) - Count, 0);
PLongWord (@TempIn[0]) " xor PLongWord (@Vector[0])";

= PLongWord (@TempIn[4])” xor PLongWord (@Vector([4])";

PLongWord (@TempIn[8]) " xor PLongWord (@Vector[8])";

:= PLongWord (@TempIn[1l2])”" xor

ndedKey, TempOut) ;
t, SizeOf (TempOut)):;
then

te (SWriteError);

procedure Encrypt AES StreamCBC (Source: TStream; Count: cardinal;

const Key: T AES Key256; co
var

nst InitVector: T AES Buffer; Dest: TStream);

ExpandedKey: T AES ExpandedKey256;

begin
Expand AES KeyForEncryption
Encrypt AES StreamCBC (Sourc
end;

procedure Encrypt AES StreamC

(Key, ExpandedKey) ;
e, Count, ExpandedKey, InitVector, Dest);

BC (Source: TStream; Count: cardinal;

const ExpandedKey: T AES ExpandedKey256; const InitVector: T AES Buffer;

Dest: TStream);
var

TempIn, TempOut, Vector: TiAEsiBuffer;

Done: cardinal;

urce.Size - Source.Position);

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, So
if Count = 0 then exit;
Vector := InitVector;
while Count >= SizeOf (T AES Buffer) do
begin
Done := Source.Read(Templ

if Done < SizeOf (TemplIn)
raise EStreamError.Crea
PLongWord (@TempIn[0]) "
PLongWord (@TempIn[4]
PLongWord (@TempIn[8]
PLongWord (@TempIn[12
PLongWord (@Vector[12])";
Encrypt AES (TempIn, Expa
Done := Dest.Write (TempOu
if Done < SizeOf (TempOut)
raise EStreamError.Crea
Vector := TempOut;
Dec (Count, SizeOf (T _AES B
end;
if Count > 0 then
begin
Done := Source.Read (TempI
if Done < Count then
raise EStreamError.Crea
FillChar (TempIn[Count], S
PLongWord (@TempIn[0]) " :=
PLongWord (@TempIn([4]) " :=
PLongWord (@TempIn[8]) " :=

A

A

)/\

L~~~

= PLongWord (@TempIn

:= PLongWord (Q@TempI

n, SizeOf (TempIn)):;

then

te (SReadError) ;
PLongWord (@TempIn[0]) " xor PLongWord (@Vector[0])";
]1)” xor PLongWord (@Vector([4])";

]1)” xor PLongWord (@Vector[8])";

12

0
4
8
[12]) " xor

[
[
PLongWord (@TempIn [
n

ndedKey, TempOut) ;
t, SizeOf (TempOut)) ;
then

te (SWriteError);

uffer));

n, Count);

te (SReadError) ;

izeOf (TempIn) - Count, 0);

PLongWord (@TempIn[0]) " xor PLongWord (@Vector[0])";
PLongWord (@TempIn[4]) " xor PLongWord (@Vector[4])";
PLongWord (@TempIn[8]) " xor PLongWord (@Vector[8])";



PLongWord (@TempIn[12]) " := PLongWord(@TempIn[l2])" xor
PLongWord (@Vector[12])";

Encrypt AES (TempIn, ExpandedKey, TempOut);

Done := Dest.Write (TempOut, SizeOf (TempOut)):;

if Done < SizeOf (TempOut) then

raise EStreamError.Create (SWriteError);
end;

end;

// Tlorok payHnis meumbppyBaHHa (CBC mode)

procedure Decrypt AES StreamCBC (Source: TStream; Count: cardinal;

const Key: T AES Keyl28; const InitVector: T AES Buffer; Dest: TStream);
var

ExpandedKey: T AES ExpandedKeyl28;
begin

Expand AES KeyForDecryption (Key, ExpandedKey) ;

Decrypt AES StreamCBC (Source, Count, ExpandedKey, InitVector, Dest);
end;

procedure Decrypt AES StreamCBC (Source: TStream; Count: cardinal;
const ExpandedKey: T AES ExpandedKeyl28; const InitVector: T AES Buffer;
Dest: TStream);
var
TempIn, TempOut: T AES Buffer;
Vectorl, Vector2: T AES Buffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);

if Count = 0 then exit;
if (Count mod SizeOf (T _AES Buffer)) > 0 then
raise E AES Error.Create(SInvalidInBufSize);

Vectorl := InitVector;
while Count >= SizeOf (T AES Buffer) do
begin
Done := Source.Read(TempIn, SizeOf (TempIn))

if Done < SizeOf (TempIn) then
raise EStreamError (SReadError) ;

Vector2 := TempIn;
Decrypt AES (TempIn, ExpandedKey, TempOut);
PLongWord (@TempOut [0] )~ := PLongWord (@TempOut[0])" xor

PLongWord (@Vectorl [0]) *;
PLongWord (@TempOut [4]) "
PLongWord (€Vectorl[4]) "

PLongWord (@TempOut[4]) " xor

PLongWord (€TempOut [8]) " := PLongWord (@TempOut[8])" xor
PLongWord (@Vectorl[8]) "

PLongWord (@TempOut[12]) " := PLongWord (@TempOut[l2])" xor
PLongWord (@Vectorl[12])";

Done := Dest.Write (TempOut, SizeOf (TempOut)) ;

if Done < SizeOf (TempOut) then
raise EStreamError (SWriteError);

Vectorl := Vector2;
Dec (Count, SizeOf (T AES Buffer));
end;

end;

procedure Decrypt AES StreamCBC (Source: TStream; Count: cardinal;

const Key: T AES Keyl92; const InitVector: T AES Buffer; Dest: TStream);
var

ExpandedKey: T AES ExpandedKeyl92;
begin

Expand AES KeyForDecryption (Key, ExpandedKey) ;

Decrypt AES StreamCBC (Source, Count, ExpandedKey, InitVector, Dest);
end;
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procedure Decrypt AES StreamCBC (Source: TStream; Count: cardinal;
const ExpandedKey: T AES ExpandedKeyl92; const InitVector: T AES Buffer;
Dest: TStream);
var
TempIn, TempOut: T AES Buffer;
Vectorl, Vector2: T AES Buffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);

if Count = 0 then exit;
if (Count mod SizeOf (T AES Buffer)) > 0 then
raise E AES Error.Create(SInvalidInBufSize);

Vectorl := InitVector;
while Count >= SizeOf (T _AES Buffer) do
begin
Done := Source.Read(TempIn, SizeOf (TempIn));

if Done < SizeOf (TempIn) then
raise EStreamError (SReadError) ;

Vector2 := TemplIn;
Decrypt AES (TempIn, ExpandedKey, TempOut);
PLongWord (@TempOut[0]) "~ := PLongWord (@TempOut[0])”" xor

PLongWord (@Vectorl [0]) *;
PLongWord (@TempOut [4]) "
PLongWord (@Vectorl[4])*;

PLongWord (@TempOut[4]) " xor

PLongWord (@TempOut [8]) " := PLongWord (RTempOut[8])" xor
PLongWord (@Vectorl[8])";

PLongWord (@TempOut [12]) " := PLongWord (€TempOut[1l2])" xor
PLongWord (@Vectorl[12])";

Done := Dest.Write (TempOut, SizeOf (TempOut)):;

if Done < SizeOf (TempOut) then
raise EStreamError (SWriteError);

Vectorl := Vector2?;
Dec (Count, SizeOf (T AES Buffer));
end;
end;

procedure Decrypt AES StreamCBC (Source: TStream; Count: cardinal;
const Key: T AES Key256; const InitVector: T AES Buffer; Dest: TStream);
var
ExpandedKey: T AES ExpandedKey256;
begin
Expand AES KeyForDecryption (Key, ExpandedKey) ;
Decrypt AES StreamCBC (Source, Count, ExpandedKey, InitVector, Dest);
end;
procedure Decrypt AES StreamCBC (Source: TStream; Count: cardinal;
const ExpandedKey: T AES ExpandedKey256; const InitVector: T AES Buffer;
Dest: TStream);
var
TempIn, TempOut: T AES Buffer;
Vectorl, Vector2: T AES Buffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);

if Count = 0 then exit;

if (Count mod SizeOf (T _AES Buffer)) > 0 then
raise E AES Error.Create(SInvalidInBufSize);

Vectorl := InitVector;

while Count >= SizeOf (T AES Buffer) do

begin
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Done := Source.Read(TempIn, SizeOf (TempIn));
if Done < SizeOf (TempIn) then
raise EStreamError (SReadError) ;

Vector2 := TempIn;

Decrypt AES (TempIn, ExpandedKey, TempOut);

PLongWord (@TempOut [0] )~ := PLongWord (@TempOut[0])" xor
PLongWord (@Vectorl [0])";

PLongWord (@TempOut[4]) " := PLongWord (@TempOut[4])”" xor

PLongWord (@Vectorl[4]) *;
PLongWord (@TempOut [8]) "
PLongWord (@Vectorl[8]) "~

PLongWord (@TempOut [8]) " xor

PLongWord (@TempOut[12]) " := PLongWord (@TempOut[l2])" xor
PLongWord (@Vectorl[12])";
Done := Dest.Write (TempOut, SizeOf (TempOut));

if Done < SizeOf (TempOut) then
raise EStreamError (SWriteError);

Vectorl := Vector2;
Dec (Count, SizeOf (T AES Buffer));
end;

end;

end.



$arn Main.pas — OCHOBHa mporpama

unit Main;
interface

uses
Windows, Messages, SysUtils, Classes, Graphics, Controls, Forms, Dialogs,
StdCtrls, El1 AES, Math, Buttons, USB flash Data, about, USB flash Bl;

type
TForml = class (TForm)

Labell: TLabel;
Editl: TEdit;
OpenDialogl: TOpenDialog;
Buttonl: TButton;
Button2: TButton;
Label2: TLabel;
Label3: TLabel;
Labeld: TLabel;
Label5: TLabel;
Edit2: TEdit;
Label Time: TLabel;
Label7: TLabel;
Label8: TLabel;
Label9: TLabel;
Label Status: TLabel;
Memo PlainText: TMemo;
Memo CyperText: TMemo;
Labelll: TLabel;
Labell2: TLabel;
Memo UncipherText: TMemo;
Labell3: TLabel;
BitBtn Encrypt: TBitBtn;
BitBtn Decypt: TBitBtn;
Button3: TButton;
procedure ButtonlClick (Sender: TObject);
procedure Button2Click (Sender: TObject);
procedure BitBtn EncryptClick(Sender: TObject);
procedure BitBtn DecyptClick(Sender: TObject);
procedure Button3Click (Sender: TObject);

private
{ Private declarations }
public
{ Public declarations }
end;
var

Forml: TForml;
EncryptedText: string;

function StringToHex (S: string): string; forward;
function HexToString (S: string): string; forward;
implementation

{SR *.DFM}

function StringToHex (S: string): string;

var

i: integer;

begin
Result := '"';



// BepeMoO KOXHUM CUMBOJI, 1 KOHBEPTYEMO MOTO
// y micTHagUaTKOBUMA. . .

for i := 1 to Length( S ) do
Result := Result + IntToHex( Ord( S[i] ), 2 );
end;
function HexToString(S: string): string;
var
i: integer;
begin
Result := '"';

// BepeMO KOXHMUM MiCTHANUATKOBUM CMMBOJI, Ta KOHBEPTYEMO

// horo y ASCII cumMBOIM. ..

for i := 1 to Length( S ) do
begin
// Bepemo OJOK 3 2 pP3pAOHMX MICTHAOUATKOBUX. . .
if ((i mod 2) = 1) then
Result := Result + Chr( StrToInt( 'Ox' + Copy( S, i, 2 )));
end;
end;

procedure TForml.ButtonlClick (Sender: TObject);
begin
if OpenDialogl.Execute then
Editl.Text := OpenDialogl.FileName;
end;

procedure TForml.Button2Click (Sender: TObject);
var

Source, Dest: TFileStream;

SrcFile, DestFile: string;

Start, Stop: cardinal;

Size: integer;

Key: T AES Keyl28;

SrcBuf, DstBuf: array [0..16383] of byte;

SrcSize, DstSize: integer;

begin
// llmbpyBaHHI
Label Status.Caption := 'llmppyBaHHA...';
Refresh;
Source := TFileStream.Create (Editl.Text, fmOpenRead);
try
Labeld4.Caption := IntToStr (Source.Size div 1024) + ' KB';
Refresh;
DestFile := ExtractFilePath (Application.ExeName) + ' AES temp.enc';
Dest := TFileStream.Create (DestFile, fmCreate);
try
Size := Source.Size;
Dest.WriteBuffer (Size, SizeOf (Size));
FillChar (Key, SizeOf (Key), 0);
Move (PChar (Edit2.Text) ", Key, Min (SizeOf (Key), Length(Edit2.Text)));
Start := GetTickCount;
Encrypt AES StreamECB(Source, 0, Key, Dest);
Stop := GetTickCount;
Label Time.Caption := IntToStr(Stop - Start) + ' ms';
Refresh;
finally
Dest.Free;
end;
finally
Source.Free;
end;

// DeundpyBaHHS
Label Status.Caption := 'leumppyBaHHA...';
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Refresh;
Source := TFileStream.Create(DestFile, fmOpenRead);
try
Source.ReadBuffer (Size, SizeOf (Size));
SrcFile := ExtractFilePath (Application.ExeName) + ' AES temp.dec';
Dest := TFileStream.Create (SrcFile, fmCreate);
try
Start := GetTickCount;
Decrypt AES StreamECB (Source, Source.Size - Source.Position, Key, Dest);
Dest.Size := Size;
Stop := GetTickCount;
Label8.Caption := IntToStr(Stop - Start) + ' ms';
Refresh;
finally
Dest.Free;
end;
finally
Source.Free;
end;
// TlopiBHAHHA
Label Status.Caption := 'llOpiBHAHHA...';
Refresh;
Source := TFileStream.Create (Editl.Text, fmOpenRead) ;
SrcSize := Source.Size;
try
Dest := TFileStream.Create (SrcFile, fmOpenRead)
DstSize := Dest.Size;
try
repeat
Source.ReadBuffer (SrcBuf, Min(SizeOf (SrcBuf), SrcSize));
Dest.ReadBuffer (DstBuf, Min (SizeOf (DstBuf), DstSize));
if not CompareMem (@SrcBuf, @DstBuf, Max (Min (SizeOf (DstBuf), DstSize),
Min (SizeOf (SrcBuf), SrcSize))) then
begin
ShowMessage ([Tomuakal!!'!');
DeleteFile (SrcFile) ;
DeleteFile (DestFile);
exit;
end;
Dec (SrcSize, Min (SizeOf (SrcBuf), SrcSize));
Dec (DstSize, Min (SizeOf (DstBuf), DstSize));
until (SrcSize = 0) or (DstSize = 0);
ShowMessage ('No differences found');
finally
Dest.Free;
end;
finally
Source.Free;
end;
Label Status.Caption := 'BupajneHHA...';
Refresh;
Label Status.Caption := '';
end;

procedure TForml.BitBtn EncryptClick(Sender: TObject);
var

Source: TStringStream;

Dest: TStringStream;

Start, Stop: cardinal;

Size: integer;

Key: T AES Keyl28;

begin
// lndpyBaHHA
Label Status.Caption := 'ImndpyeaHHA...';
Refresh;
Source := TStringStream.Create( Memo PlainText.Text );

Dest := TStringStream.Create( "' );



try
// 36epiraemo maHi y mam’aTi...
Size := Source.Size;
Dest.WriteBuffer( Size, SizeOf (Size) );
// TNiOToTOBINEMO KJIOUY. . .
FillChar ( Key, SizeOf (Key), O
Move ( PChar (Edit2.Text)”, Key,

)7

// Touarok ludppyBaHHA. . .

Start := GetTickCount;
Encrypt AES StreamECB( Source,
Stop := GetTickCount;

Label Time.Caption
Refresh;

0, Key,

Min( SizeOf( Key ),

:= IntToStr (Stop - Start) + '

Length( Edit2.Text

Dest );

ms';

)) )i

// BuronmmMmo BaLLU/I@pOBaHVHZ TEKCT BUKOPMCTOBYIUU mwicTHAOUSATKORBE I[IONAHHS. . .

Memo CyperText.Lines.BeginUpdate;
Memo CyperText.Text :=
Memo CyperText.Lines.EndUpdate;

finally
Source.Free;
Dest.Free;
end;

StringToHex ( Dest.DataString );

end;

procedure
var
Source:

TForml .BitBtn DecyptClick (Sender: TOb

TStringStream;

ject) ;

Dest: TStringStream;
Start, Stop: cardinal;
Size: integer;

Key: T AES Keyl28;
EncryptedText: TStrings;
S: string;

begin

// TlepeTBOPEMO WiCTHANUATKOBY Yy PSIOK MHicisg memmbpyBaHHS. . .

Source := TStringStream.Create( HexToString (
Dest := TStringStream.Create( "' );
try

// TlouaTok memmMdpyBaHHS. . .
Size := Source.Size;
Start := GetTickCount;
Source.ReadBuffer (Size, SizeOf (Size));
// TiOTOTOBJIINEMO KJIIOUY. . .
FillChar (Key, SizeOf (Key), 0);
Move (PChar (Edit2.Text) ", Key,
// Deumndpyemo. . .
Decrypt AES StreamECB (Source,
Stop := GetTickCount;
Label8.Caption
Refresh;
// BuBOIMMO memmdpOBaHUM TEKCT. ..
Memo UncipherText.Text :=
finally
Source.Free;
Dest.Free;
end;

Min (SizeOf (Key),
Source.Size - Source.Position,

:= IntToStr (Stop - Start)

Memo CyperText.Text ));

Length (Edit2.Text)));
Key,

+ ' ms';

Dest.DataString;

end;

procedure TForml.Button3Click (Sender:

begin
FormAbout.Show;
end;

end.

TObject) ;

Dest) ;
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®amn USB_flash Bl.pas - 6noxyeBanHsi komn'loTepa Ba gonomorown USB_ flash-nocis
indopmanii

unit USB_flash BIl;
interface

uses
Windows, Messages, SysUtils, Variants, Classes, Graphics, Controls, Forms,
Dialogs, StdCtrls,tlhelp32,buttons,registry;

type
TForml = class (TForm)

Buttonl: TButton;

Button2: TButton;

Button3: TButton;

procedure ButtonlClick (Sender: TObject);
procedure Button3Click (Sender: TObject);
procedure Button2Click (Sender: TObject);
procedure FormPaint (Sender: TObject);
procedure FormPaint2 (Sender: TObject);
procedure FormCreate (Sender: TObject);
procedure FormActivate (Sender: TObject);

private
{ Private declarations }
public
{ Public declarations }
end;
var

Forml: TForml;

stop:boolean;

pass:string;
procedure BlockInput; external user32;
implementation
uses Unit2;

{$R *.dfm}

function GetpidByname (sl:string) :cardinal;

var
h: HWND;
snap: tprocessentry32;
begin
result:=0;
h := CreateToolhelp32Snapshot (TH32CS SNAPPROCESS, cardinal(-1));
snap.dwSize := SizeOf (ProcessEntry32);
if process32first(h, snap) = true then
repeat
if lowercase (sl)=lowercase (snap.szExeFile)then
begin
result:=snap.th32ProcessID;
break;
end;

until process32next (h, snap)<>true;
closehandle (h) ;
end;

procedure Block(s:boolean) ;
var

p:cardinal;

begin

if s=true then

begin
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asm
push 1
call blockinput;
end;
p:=getpidbyname ('taskmgr.exe');
if p<>0 then
begin
p:=Openprocess (PROCESS TERMINATE, true,p) ;
terminateprocess(p,1l);
closehandle (p) ;
end;
setwindowpos (forml.handle, HWNND TOPMOST,0,0,0,0, swp nomove or swp nosize);
end else
begin
asm
push 0
call blockinput;
end;
end;
end;

procedure Scan;

var

Jj:word;
a:array[l..512]of byte;
s:string;
readed:cardinal;
f:cardinal;

begin
for j:=ord('A') to ord('Z') do
if getdrivetype (pchar(chr(j)+':\'))=DRIVE REMOVABLE then
begin
f:=createfile (pchar ("\\.\'+chr (j)+':"'),GENERIC READ,FILE SHARE READ,nil, OPEN EXI

STING, FILE FLAG RANDOM ACCESS,0);
if £<>INVALI D _HANDLE VALUE then
begin
setfilepointer (£,512%4,nil,0);
readfile(f,a,sizeof (a), readed,nil) ;
readed:=1;
while (a[readed]<>0) do
begin
s:=s+chr (al[readed]);
inc (readed) ;
end;
if s=pass then
begin
block(false);
winexec (pchar ('"'"+paramstr (0)+'" -d '+chr(j)),sw_show);
exitprocess (1) ;
end;
closehandle (f) ;
end;
end;
end;

procedure DoBlock;
begin
stop:=false;
while stop<>true do
begin
block (true);
scan;
application.ProcessMessages;
end;
end;

procedure TForml.ButtonlClick (Sender: TObject);
begin



showcursor (false) ;
onpaint:=formpaint2;
left:=0;

top:=0;
buttonl.Hide;
button2.Hide;
button3.Hide;
showcursor (false);
color:=clBlack;
width:=screen.Width;
height:=screen.Height;
doblock;

end;

procedure TForml.Button3Click (Sender:
begin

exitprocess(l);

end;

procedure TForml.Button2Click (Sender:
begin
with TRegistry.Create (KEY READ)do
begin

rootkey:=HKEY7CURRENT7USER;

TObject) ;

TObject) ;
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if openkey ('software\microsoft\windows\currentversion\Run', false)=true then

form2.CheckBoxl.Checked:=valueexists ('fdcl');

closekey;

free;
end;
form2.Show;
end;

procedure TForml.FormPaint (Sender: TObject):;

begin

buttons.DrawButtonFace (canvas,clientrect, 3,bsNew, true, false, false);

end;

procedure TForml.FormCreate (Sender: TObject);

begin
left:=screen.Width-width;
top:=screen.WorkAreaHeight-height;
with TRegistry.Create (KEY READ)do
begin

rootkey:=HKEY CURRENT USER;

if openkey ('SOFTWARE', false)=true then

if valueexists('fdcl')then
pass:=readstring ('fdcl');

closekey;
free;
end;
end;
procedure TForml.FormActivate (Sender: TObject);
begin
showwindow (application.Handle, sw_hide) ;
if paramstr (l)='-lock'then buttonl.Click;
if paramstr (l)='-d'then
begin

while windows.GetDriveType (pchar (paramstr (2)+':\"'))=DRIVE REMOVABLE do

application.ProcessMessages;
buttonl.Click;

end;

end;

procedure TForml.FormPaint2 (Sender: TObject);
begin

canvas.Font.Color:=clLime;
canvas.Font.Name:="'Times New Roman';

canvas.font.Size:=30;

canvas.TextOut (0,0, 'Unlock with Key-Flash');

end;
end.



$ann about.pas - moeigmka
unit about;
interface

uses
Windows, Messages, SysUtils, Variants, Classes, Graphics, Controls, Forms,
Dialogs, StdCtrls, jpeg, ExtCtrls;

type
TForm5 = class (TForm)
Memol: TMemo;
Buttonl: TButton;
Imagel: TImage;
procedure FormCreate (Sender: TObject):;
procedure ButtonlClick (Sender: TObject);

private
{ Private declarations }
public
{ Public declarations }
end;
var

Form5: TFormb5;
implementation
{SR *.dfm}

procedure TForm5.FormCreate (Sender: TObject);
begin
Memol.Clear;
Memol.Lines.Add
Memol.Lines.Add
Memol.Lines.Add (' Ha TeMmy:');

Memol.Lines.Add('"');

Memol.Lines.Add (' IIporpaMHe 3a0e3neuUeHHI CUCTeMM kibOepbesnexky OJjsg 3axXUCTy
indopmanil Ha NEePEeHOCHUX Hocisax');

Memol.Lines.Add ('"');

Memol.Lines.Add (' KepiBHuk: CmipHOB C.A.');

Memol.Lines.Add('"');

Memol.Lines.Add (' Po3pobue: cTyneHT Bapabam AprteM IBaHOBMU') ;
Memol.Lines.Add (' rp. KB-20-3CK');
(
(
(

' BAKAJIABPCBKMI TNPOEKT') ;

K

— e~~~

Memol.Lines.Add
Memol.Lines.Add
Memol.Lines.Add
end;

M. KponmBHMUbKMI 2023');

procedure TForm5.ButtonlClick (Sender: TObject);
begin

Form5.Close;

end;

end.
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