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AHOTALIIA

Kymuao M.M. J[locaiikeHHs1T Ta TMpPOrpaMHa peadisamiss CHCTEMH
3a0e3neyeHHs KOHQigeHUiHOCTI TaHUX XMapHHX cepBiciB. 123 Komm’orepHa
iHkeHepis. LleHTpaIbHOYKPAIHCHbKUIT HANIOHAJBbHUI TEXHIYHMH YHIBEpPCHUTET.
KponuBauuskui. 2022.

B naniit BumyckHii kBamiikamiiHii poOOTI 3a IpYruM (MaricTepChbKUM)
PIBHEM BHIILIOT OCBITH PO3pOOJIEHO MporpamMHe 3a0e3NeueHHs, sSKe MPU3HAYEHO IS
CUCTEMU 3a0e3TeUeHHs KOH(IACHIIIHHOCTI TaHUX XMapHHUX CEPBICIB.

Metoo po3poOKM € JOCHIIPKEHHS Ta IporpaMHa peaizaiis CHCTEMHU
3a0e3neyeHHs] KOH(PI1ACHLIHHOCTI JaHUX XMapHUX CEPBICIB.

OO0’exTOM JOCHIKEHHSI € mpoliec 3a0e3nedeHHs KOH(IICHIIIMHOCTI JaHuX
XMapHUX CEPBICIB.

[IpenMeToM MOCHIIKEHHS € METOAM 3a0e3NeueHHs] KOH(IACHUIHHOCTI JaHUX
XMapHUX CEPBICIB.

Metoau aociipKeHHsT 0a3yrThes Ha METoJaX 3aXHMCTy iH(opmarlii, MeTomax
MaTEeMaTHYHOI CTATUCTUKHU, METOAAaX PO3POOKH MPOTPAMHOTO 3a0€3MEeUCHHS.

PesynpraTr  poOOTHM — mporpamMHa  peamizaiisi  CUCTeMH  3a0e3rnedyeHHs
KOH(1ICHIIIITHOCTI TaHWX XMAapHUX CEPBICIB.

B npomeci pob6otu Hajg mporpaMHOI0 MOJEJUII0 BUKOHAHO aHami3 1CHYIOUHX
amapaTHHUX Ta MPOrpamMHUX 3aco0iB. B TmOBHIN Mipi ommcaHi BCl KOMIIOHEHTH
PO3pO0IICHOTO MPOTrPaMHOTO 3a0€3MECUCHHSI.

Po3pob6aeno 3pyunuit inTepdeiic kopuctyBaua. HaBegeH1 iHCTpyKIlii o poOOTi
3 MPOIrPaMHUMU 3aCO0aMHU.

[Mporpama moxe BukopuctoByBatucs Ha [IEOM apxitexktypu IBM PC 3 OC
Windows 10/11.

[Tporpamy po3pobiieno B cepenosuiii Delphi 10.4.

Kuarwo4oBi cjoBa: koMm’'toTepHa iHXeHepis, KOHPIAEHIIMHICTh JaHUX, XMapHi

cepBicH



ABSTRACT

Zhupylo M.M. Research and software implementation of the data
privacy protection system of cloud services. 123 Computer engineering. Central
Ukrainian National Technical University. Kropyvnytskyi. 2022.

In this final qualification work for the second (master's) level of higher
education, software is developed, which is intended for the system of ensuring the
confidentiality of data of cloud services.

The purpose of the development is the research and software implementation
of the system for ensuring the confidentiality of data of cloud services.

The object of the study is the process of ensuring the confidentiality of data in
cloud services.

The subject of the study is the methods of ensuring the confidentiality of data
of cloud services.

Research methods are based on information protection methods, mathematical
statistics methods, and software development methods.

The result of the work is the software implementation of the system for
ensuring the confidentiality of data of cloud services.

In the process of working on the software model, an analysis of existing
hardware and software was performed. All components of the developed software are
fully described.

A convenient user interface has been developed. Instructions for working with
software tools are provided.

The program can be used on PCs of IBM PC architecture with Windows
10/11 OS.

The program was developed in the Delphi 10.4 environment.

Keywords: computer engineering, data privacy, cloud services
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INEPEJIIK YMOBHHUX ITIO3HAYEHb, CUMBOJIIB, OAUHUILb I TEPMIHIB

KC3 KOMIIJIEKCHA CUCTEMA 3aXUCTY
I[TIEOM MIEPCOHAJIbHA E€JIEKTPOHHO-00UYNCIIOBAJIbHA MAIlIMHA
CYBJ CHUCTeMa YIIpaBJIiHHS Oa3aMu JaHUX
PGP Pretty Good Privacy
ApPK.
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BCTYII

AKTyaJbHicTh TeMH. PO3BUTOK HOBUX 1H(OPMAIITHUX TEXHOJOTIH 1 3arajbHa
KOMI'IOTEpH3allisi TpHUBEIXM JO0 TOro, 1o iHpopmaliiHa Oe3neka He TIIbKU CTae
00O0B'SI3KOBOI0, BOHA 1€ W OJHA 3 XapaKTEepUCTHK 1HPOpMaliifHOi cuctemu. Icuye
JIOCUTh BEJIHMKHUI Kiac cucteM oOpoOku iHdopMarllii, mpu po3poOdii SIKUX (PakTop
Oe3reKu BiJlirpae mepmopsaAHy poib (Hapukiaa, OaHKIBChKI iH(OOpPMAaITiiHI CUCTEMH).
J1o 1IbOTO KJIaCY CUCTEM BIJTHOCATHCS M PI3HOMAHITHI XMapHI CepBicH.

[Tix Gesmexoro iHPOPMAITIHOT CHCTEMH PO3YMIETHCS 3aXHUIIECHICTH CUCTEMU BiJl
BUIIAJIKOBOr0 a00 HABMUCHOTO BTPYYaHHS B HOpPMaJIbHUM mporiec i1 PyHKIIOHYBaHHS,
BiJl cripo® po3KpamaHHs (HECAHKIIIOHOBAHOTO OJIEp>KaHHs) iH(popmarii, Moaudikamii
abo (izwyHOrO0 pyMHYBaHHS 1ii KOMIIOHEHTIB. [HaKmie KaxXy4w, II€ 3JaTHICThH
MPOTUAISATH PI3HUM BILUIUBAM, 10 O0YPIOIOTh, Ha 1H(QOPMAaIlIitHOT CHCTEMH.

[Tin morpo3oto 6e3neku iHGOpMaLii po3yMiIOThCs MOl abo Ail, sIKI MOXYTb
NPUBECTH A0 TIEpEeKpydyBaHHS, HECAHKIIOHOBAHOTO BUKOPHCTaHHS ab0 HaBITh 0
pyiiHyBaHHS 1H(OpPMaLIMHUX PEeCcypciB KEpOBaHOI CHCTEMH, a TAKOX MPOrpPaMHUX 1
amapaTHHUX 3acO0iB.

Y CBOIX NPOTUIPABHUX [isIX, CHPSIMOBAHMX HA OBOJOJIHHA YY>KUMHU
CEKpeTaMHM, B3JaMHHUKHU MParHyTh 3HAWTH Takl JpKepena KOHQiAeHIHO1 iHpopMarlii,
aki 0 gaBanu iM HaMOIIBII AOCTOBIpHY iH(pOpPMAalil0 B MaKCHMalbHUX OO0CsArax 3
MiHIMaJbHUMH BUTpPAaTaMH Ha ii ojJepkaHHS. 3a JOIMOMOTOI0 PI3HOTO POJY BHUBEPTIB 1
Oe3niul MpUitoMiB 1 3ac001B MiAOUPAIOTHCS IUISAXM ¥ MIAXOIW O TaKUX JKeped. Y
[IbOMY BUIAJKY I JyKepesioM 1iHGopMallii MaeThCs Ha yBa3l MaTepialbHUN 00'€KT, 110
BOJIOJiIC TEBHUMHU BIJJOMOCTSIMH, IO TMPEACTaBISIOTh KOHKPETHHWH I1HTEpeC IUis
3JI0BMUCHHKIB 200 KOHKYPEHTIB.

Merta i 3aBAaHHs AOCJiIKeHHsl. MeToro poOOTH € JOCHIKEHHS Ta
mporpamMHa peaiizarfisi cucreMu 3abe3nedeHHs KOH(DIMCHIIMHOCTI JaHUX XMapHUX

CEepBICIB.

ApK.
BKPM-123.22.0086.00.00.713 =
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JIJist OCSITHEHHSI MOCTaBJIEHOI METHM BU3HAauY€Ha Mporpama JOCTIIHKEHHS, 110
CKJIQJIA€ETHCS 3 HACTYITHUX 3aBJaHb:

— Orns iICHYHYMX CUCTEM 3a0e3MeueHHS] KOH(IICHIIINHOCTI JaHUX XMapHUX
CEepBICIB.

— Jocnimkennss cuctemu 3a0e3nedeHHs KOHQIACHIIMHOCTI JaHUX XMapHHUX
CepBICIB.

— Ilporpamnaa peamizarisi cucteMu 3abe3nedeHHs KOH(DIICHIMHOCTI JaHUX
XMapHHUX CEPBICIB.

06’ exmom OocniddcenHs € mpoliec 3ade3neueHHs] KOHMIIEHIIHOCTI JaHuX
XMapHHUX CEPBICIB.

IIpeomemom Oocniddicennss € METOIU 3a0€3MeUeHHs] KOH(IICHIIIMHOCTI JaHUX
XMapHHUX CEPBICIB.

Memoou Oocniodocennss 6a3ylOThCS Ha METOJax 3axucTy iHdopmarii, MmeTogax
MaTEeMaTUYHOI CTATUCTUKH, METOJIaX pO3POOKHU MPOrPaMHOIro 3a0e3MmeyeHHS.

HaykoBa HOBHM3HA OTPpMMAHHX pe3yJibTaTiB. Y MpoIeci pilliecHHS 3aBIaHb,
00YMOBJICHUX IUTSIMU JOCHIIPKEHHS, OTPUMaH1 HACTYITHI pe3yJIbTaTH:

— VYnockoHanieHO MeTona 3abe3rmedeHHs] KOH(IISHIIMHOCTI JaHMX XMapHUX
CEPBICIB.

— Po3po6ieHo BITUM3HAHUN MPOAYKT 3a0e3nedeHHsT KOH(IACHIIIHHOCTI JaHUX
XMapHUX CEpBICIB, KWW Mae OUIbII IHUPOKI MOXIMBOCTI, Ha BIAMIHY BiJl ICHYIOUHX
aHaJIOTB.

IIpakTyyHa IiHHICTH OTPUMAHUX Pe3yJbTATIB TMOJSITAaE B TOMY, IO
pO3po0IIeHi  adrOpUTMHU JO3BOJISAIOTH YCHIIIHO BHPINIyBaTH 3ajadi 3a0e3MedyeHHs
KOH(MITEHIIIMHOCTI TaHUX XMapHHUX CEPBICIB.

JLOCTOBipHiCTh HayKOBHMX pe3yJbTaTiB MIATBEPKEHA TEOPECTUUHUMHU
BUKJIAJICHHSIMHY, JTAHUMU KOMIT'FOTEPHOTO MOJICITIOBaHHS, KOPEKTHUMU JTOCIIKCHHSIMU
napaMeTpiB Ha (PYHKIIIOHYIOUiH OOYHMCIIIOBAJIBHIA MEpEXi, a TaKOXX BIJIMOBIIHICTIO

OTPUMaHUX PE3yJbTaTIiB OKPEMUM pe3yJbTaTaM, HaBeJEHUM Y HAyKOBIi JiTepaTypi.

ApK.
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PoGoTta amnpoGoBana Ha LVI HaykoBo-texHiuHili koH]epeHIi 3100yBadiB
Bumioi ocBiTn «Hayka — BupoOHULITBY», 2022, OCHOBHI TOJIOKEHHS BHUITYCKHOI
kBaiidikamiitHoi poOOoTH 3a ApyruM (MaricTepCchbKUM) pIBHEM BHIIOI OCBITH
HAJIPyKOBaHI1 y CTaTTi 301pHUKa mpails Moioaux HaykoBIiB [IHTY, Bumyck Nel3.

Takum 4MHOM, BUXOJISIYU 3 BUIIIETIEPEPAXOBAHOTO, TOCTIKEHHS Ta MPOTpaMHa
peamizailis CHUCTeMHU 3a0e3leueHHs KOH(DIACHIIMHOCTI TaHMX XMapHUX CEPBICIB, €
aKTyaJbHOIO 3aj]auelo, ska MoTpeOye BUPIMICHHS Yy AaHiil BUMYCKHIN KBamidhiKaliiHii

po0OTIi 3a APYTUM (MaricTepChKIUM) PIBHEM BHUIIO1 OCBITH.
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1 IPU3HAYEHHA TA OBJIACTD BUKOPUCTAHHA

1.1 Ilpu3HA4YeHHA CUCTEMU

[IporpamMHuii  TPOAYKT pO3pOONIOBaJIbHUM, Yy pe3ynbTaTi BUKOHAHHSA
MariCTepChbKOTO MPOEKTYBAHHSI, MMPU3HAYAETHCS I 3a0e3MeUeHHs] KOH(IACHITIITHOCTI
JaHUX XMapHUX CEPBICIB, 32 paXyHOK 3actocyBaHHs ainroputMmy AES. Ileil anroputm
o0panuii Buxonasuu 3 HacTynmHux mnepeaymoB. Anroputm DES (Data Encryption
Standard), po3po6siennii koprnopaitietro IBM 1 6yB 3 1977 denepanbauM cTaHIapTOM
mdpyBands nanux CIIIA, BukopucToByBaBcs i mubpyBaHHSA HE TUIBKU YPSIOM
CIIA, ane i omepxaB IIMPOKE MOLIMPEHHS IO YChOMY CBITI cepel NPUBATHUX
KOPHUCTYBadiB. 3 pOCTOM OOYHUCITIOBAILHOI MOTYKHOCTI KOMITHOTEPIB CTall BUHUKATH
NUTaHHA Mpo KpunrocTiikocTi DES'a nepea po3kputtsaMm merogom "rpy6oi cun", ane
CTaHAAapT YCHIIIHO IPOXOJMB MOBTOPHI cepTU(IKaLli, mo npooaincs B 1983, 1988 i
1993. Xouwa g0 cepenuan 90-X pPOKIB cTajla OYEBUIHUM HEBIJAMOBIIHICTh
3arayibHOMpUitHATOTO cTanaapty mudpyBanus DES (Data Encryption Standard)
Cy4aCHUM BUMOTaM. Y MEPIIy YEPTy 3-3a HEAOCTATHHOI JOBXXUHU KIIF0Ya BCHOTO B 56
o0iT. [To manum Bproca Ilnaiiepa Bxe B 1993 porii icHyBaiau NpUCTPOi 3AaTHI PO3KPUTH
DES 3a npuiiHATHHII Yac.

[Ipomec po3pobku HOBOrO (emepanpHOTo iHGOpMariitHoro ctanmapty (FIPS)
s mudpysanHs manunx Advanced Encryption Standard (AES) OyB inHimifioBaHui
Hamionansuum IHctutyrom crangapris i Texnonoriil (NIST). Ha mowatky ciuns 1997
poky NIST oromocup mnpo mnoyaTtok po3podbku AES, BUIIYCTHUBIIM JTOKYMEHT
"Announcing development of a federal information processing standard for advanced
encryption standard", 110 MICTUTh IEpPBUHHI BUMOTH /10 &JITOPUTMY [2]:

— Anroput™ mudpyBanus AES noBuHeH OyTH BIIKPUTO OIMyOIiKOBaHUH.

— ANITOpUTM MTOBUHEH OyTH CUMETPUYHUM OJIOKOBHM MK (PPOM.

— AES noBuHeH niepedoavyaTy MOXKJIMBICTD 301IBIIICHHS JOBXHWHU KITFOYA.

ApPK.
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— AES noBuHeH OyTH JIETKO peajizyeMo i armapaTHoi i MporpamMHo.

— AES noBuHeH nommproBaTucs 0€3KOMTOBHO a00 OyTH 3arajJbHOJOCTYITHUM Y

pamkax nateHTiB ANSI.

Y Bepecni 1997 poky BuiiimoB ytouHroroumii gokymeHT "Call for AES

Candidate Algorithms", mo mnoBigoMIsSB Tpo NpoBeAeHHS KOHKypcy Ha AES i

yTpuMytouy O(]iliifiHy BHUMOTH [0 KaHJIUJATIB.

301<peMa AJITOPUTM  TIOBUHCH

HiATPUMYBATH HACTYMHI KOMOIHAIIl TOBXHH ONOKy i kmroua 128 — 128, 128 — 192 1

128 —256 6itiB. [lo 15 uepBHa 1998 poky OyB 3asBienuii 21 kpunrorpadiuauii

aITOPUTM, ajie TIIbKH 15 3 AKUX 3aJI0BOJILHSIIN MTEPBICHUM BUMOTaMm [3].

Tabmuug 1.1 — Anroput™Mu-npeTeHAeHTH

Kpaina AJIrOpuT™M ABTOpH

Australia LOKI97 Lawrie Brown, Josef Pieprzyk, Jennifer Seberry
Belgium RIJINDAEL | Joan Daemen, Vincent Rijmen

CAST- 256 Entrust Technologies, Inc
Canada

DEAL Richard Outerbridge, Lars Knudsen
Costa Rica FROG TecApro Internacional S.A.
France DFC Centre National pour la Recherche Scientifique
Germany MAGENTA | Deutsche Telekom AG
Japan E2 Nippon Telegraph and Telephone Corporation
Korea CRYPTON Future Systems, Inc

HPC Rich Schroeppel

MARS IBM

RC6 RSA Laboratories
USA

SAFER+ Cylink Corporation

Bruce Schneier, John Kelsey, Doug Whiting,
TWOFISH
David Wagner, Chris Hall, Niels Ferguson
UK, Israel, Norway | SERPENT Ross Anderson, Eli Biham, Lars Knudsen
ApPK.
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Hanpukinmi cepnas 1998 poky B Kamidopnii BigOymacs koHdepeHiis,
npucBsiueHa Binoopy kanauaatiB Ha AES, mo onepskana nassy AES1. Ha xondepenii
JABAINCS KOPOTKI OMHUCH alropuTMiB ImmdpyBaHHs, 1 Oyiu AaHl BIANOBIAI Ha
HAKOIWYEH1 TUTaHHS.

SIx OCHOBHI KpuUTEpii OI[IHKK anropuTMiB Oy [3]:

— Kpunroctiiikocts. [IpoBoauiocss TOpIBHSHHS aJITOPUTMIB Ha CTYIIIHb
HE3aJIe)KHOCT1 BUXITHOTO OJIOKY BiJ BHUIIaJKOBOI MEPECTAHOBKH OITIB BXIJHOTO OJIOKY,
CXWJIBHICTh BIIOMHM KpunToaTakaM. KoxHHI KaHAMIaT MOBHMHEH OYB MPEICTaBUTU
OI[IHHY KPUNTOCTIUKOCTh aJITOPUTMY.

— Bapricts. Kannuaar HagaBas iHdopmaliiro mpo JdileH3iiHl yroau i maTeHTu
Ha anropuTMm. TakoX ypaxoByBajacs MPOAYKTUBHICTh alrOpUTMy (LIIBUIKICTb
m@pyBaHHs), HEOOX1AHMI U1l UG PYBaHHSA PO3MIp MaM'siTi.

— OcobmuBocTi  anropuTMy 1 Woro peamizamii. ['HydkicTh, amapaTHa U
IporpaMHa 3py4YHICTh peaizallii.

VY kBitHI 1999 poky B Pumi BiziOymacsa xondepenuis AES2, y pamkax skoi
MPOBOAMIIMCS. TIOPIBHSIHHS TMPOAYKTHBHOCTI IMPOTPAMHHUX peali3aliii airopuT™MiB 3
ONTUMHU3ALASIMA I MOBHU C 51 Java. Haiibinpury MIBUIKICTH
mm@pyBanHs/aemudpyBanas nokaszaB anroputM Crypton (40 MoOaiit/c), HaliMeHITy
Magenta 1 HPC (2M6aiit/c). Xoua npu npoBeACHHI TECTIB Ha Pi3HUX IIaTdopMax 1 3
PI3HUMHU KOMMUIATOpPaMH, OTPUMAaHI pe3yibTaTh AOCUTh CHIIBHO po3pisHsiucs. Bci
OJIOKOB1 aITOPUTMH MO>KHA PO30OUTH Ha JIB1 OCHOBHI TPYIIH:

— MepeiKi, U0 BUKOPUCTOBYIOTh, DelicTens;

— MEpEeXKi MepecTaHOBOK/MiICTaHOBOK (SP-mMeperki) 3aCHOBaHI Ha TOCIITIOBHUAX
NepecTaHOBKaX 1 MiJICTAHOBKAX, 10 3aJ1€KaTh B1J KJIIOYa.

Cepen anropuTMIB-TIpeTeHACHTIB 70 niepiioro BigHocsaTbest CAST-256, DEAL,
DFC, E2, LOKI97, MAGENTA, MARS, RC6, TWOFISH, no npyrux CRYPTON,
Rijndael, SAFER+ 1 SERPENT. Anroputmu FROG 1 HPC He nmiamamanu Hi i1 OJHY 3
KaTeropiii, ajge BXOJi OOrOBOpEHHS KaHIWIATIB HE BUSBJICHO SIKUX-HEOYIb BHAATHUX

SIKOCTEM JaHUX aHFOpI/ITMiB.
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Pesynpratn mpopoOsieHOi aHaMITHKaMH pPOOOTH 3 BHUBUCHHS aJITOPUTMIB-

¢inamicriB NIST chopmynioBas y Burisai 3BiTy. Jlanuii 3BIT MICTUTH SIK pe3yibTaTd

aHaJi3y aJrOpUTMIB, TaK 1 OOTPYHTYBAHHS KPUTEPIiB, IO AKUX BUKOHYBaacs OIlIHKA.

Ta6muis 1.2 — [HopiBHSUIBHI OLIIHKK aJITOPUTMIB-(P1HAICTIB

Ne Kareropis Serpent| Twofish| MARS| RC6| Rijndael
1 | KpunrocTifkicTh + + + + =
2 |3anmac KpUNTOCTIMKOCTI ++ ++ ++ + I
3 |[LIBuakicTh mudpyBaHHs MPH MPOTPAMHIHI

) ) - + =+ + +
peamzanii

4 |IIBUAKICTH PO3IIMUPEHHS KIIIOYa MPU

. o + - Y | = +
IIPOTPaMHIN peanizamii
5 |CMmapT-kapTH 3 BEJIUKUM OOCSTOM pecypciB,  + + - + ++
6 |CmapT-KapTH 3 0OMEKEHUM 00CATOM
. = - - = o
pecypciB
7 | Amapartna peamizartis (ITJIIC) + + - + +
8 | AmapaTHa peamizariis (crieniaii3oBaHa
) + + - - +
MIKPOCXEMA)
9 |3axucT Big aTak 3a 4aCOM BUKOHAHHS 1
+ + - - +
CIIO’KMBAHOI MOTY>KHOCTI
10/3axucT BiJ aTak Mo CIIOKUBaHii
MOTYXHOCT1 Ha IPOIEAYPY POLUIUPEHHS + + + + -
KJTIF04a
11|3axucT Bia aTak Mo CHOKHUBaHIi
) . ) + + - + +
MOTYXHOCTI Ha peajizallii B cMapT-KapTax
12| MOXIHUBICTh PO3MIMPEHHS KIII0YA «HA
+ + + + +
JTHOTY»
13|/ HasiBHiCTh BapiaHTIB peaizaliii (0e3 BTpaT
+ - + - +
y CYMICHOCT1)
14| MoxuBICTh TapalieIbHUX O0UHCIECHb + + + + +

B,
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Baprto npokoMeHTyBaTu Jesiki psIKK HABEACHOI TaOIHIII:

1. KpunTocTidKICTh BCIX aJrOpUTMiB-(piHATICTIB BUSBHUIACS JOCTATHHOIO — Y
IpoIiecl JOCHKEHb HEe OyJI0 BUSIBICHO SIKMX-HEOYb peallbHO peajli30oBaHUX aTak Ha
MOBHOIIIHHI ¥ TTOBHOPAYH/IOB1 BEpCii aifOpUTMIB. Y 1IbOMY BHUIIAJIKy KPUIITOAHAITHKA
3BHYAWHO JOCHIIKYIOTh BapiaHTH ajrOpPUTMIB 3 YCIUYEHMM YHCIOM payHIiB, abo 3
JESKUMH BHECEHUMH 3MIHAMH, HE3HAYHUMH, ajie ociabisaiouuMu anroputm. [ling
3armacoM KpHUNTOCTIiMKOCTI (security margin) excrneptu NIST wmaroTe Ha yBasi
CHIBBIJHOIIEHHS TOBHOTO (TmependadeHoro B crenudikaiisx aaropuTMiB) dYuCIa
payHIiB 1 MaKCUMaJbHOTO 3 THX BapiaHTIB, NTPOTH SIKUX JIIOTh SKI-HEOYIb
KpUNTOAHATUTUYHI araku. Hampuxman, 3a 10omoMoror audepeHuiinHO-TIHIIHOTO
KpUIITOaHaIM3a PO3KpUBaeThes 11-payHnmoBuii Serpent, TOAl $iKk B OPUTTHAIBHOMY
anroputMmi BUKOHYeThbCs 32 payHnay. Excrieptu NIST y 3BiTi nomepenwnu, mo aaHa
OILIIHKA € JOCUTh MOBEPXHEBOIO il HE MOXKEe OyTH 3HAYMMOIO MPH BUOOPI aIroOpUTMY-
NepeMOXKIlsd KOHKYPCY, ajie, poTe, BI3HAUMIIN, 1110 3armac KpUnTocTiikocTi B Rijndael 1
RC6 Tpoxu HIKYe, HIXK B IHIINUX alTOPUTMIB-(iHAIICTIB.

2. VYV nm. 5-8 HaBejeHa MOPIBHSJIBHA OIIHKA MOJKJIHUBOCTI W €(QEeKTUBHOCTI
peaizallli airopuTMiB y IepepaxoBaHuX TPUCTPOSIX.

3. Y om. 9-11 mMaeThcs Ha yBasl, HACKIJIBKU OMepallli, BAKOHyBaHI KOHKPETHUM
QITOPUTMOM, MOXYTh OYTH MiAJ@HI aHami3y 3a3HayeHuM MmeTojnoM. [lpu 1pomy
npuiiManocs B PO3PaxyHOK Te, L0 Omeparii MOXyTb OyTH MOAM(IKOBaHI 3 METOIO
YCKJIaJHEHHSl KpHUIITOAaHaji3a 3a paxyHOK BTpaTH Yy MIBUAKOCTI MMU(PYBaHHS
(Hampukian, npolJjeMHEe B IBOMY 3MICTI OOEpTaHHS Ha 3MIHHE YHCIO OIT MOXe
IPUMYCOBO BUKOHYBATHUCA 32 PIBHE YHCJIO TAKTIB — TOOTO MaKCUMAaJIbHO MOKJIMBE IS
JlaHOI ollepallii; came TMOAIOHI MIpU MPOTUIIi aTakaM 3a YacoM BHUKOHAHHS U
CIIOKMBAHOI MOTYX)HOCTI pekoMmeHaye ixHii BuHaxigauk [1in Koxep (Paul C. Kocher).

4. 3 ommuciB aJropuTMiB BHAHO, LI0 BCl BOHM HIATPUMYIOTH PO3MIMPEHHS
KJIF0Ua «Ha JIbOTY» (TOOTO MiIKJIIOYM MOKYTh F€HEpYyBaTHUCs 0e3MocepeIHbO B MPOIIECi
mu@pyBaHHsI — y Mipy HE0OX1THOCT1), ogHaK, TUbku Serpent 1 Twofish miarpumyroTs

TaKy MOJIUBICTb 0€3 SKUX-HEeO0y b OOMEKEHb.
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5. Ilig masBHICTIO BapiaHTiB peami3anii (implementation flexibility) maerbcs

Ha yBa3i MOXJIMBICTh PI3HUM 00pa30oM peaiizoByBaTH SIKi-HEOYb Omnepallii alroputMy

3 ONTUMI3AIIEIO 1] KOHKpETHI 1imi. HaloinbIn nmoka3zoBUMHU B IIbOMY 3MICTI € 3rajiaHi

paHiiie

BapiaHTU TMPOLEIYpU PpO3IIUMPEHHS Kioua anroputMy Twofish, 1o

JI03BOJISIIOTh ONTHMI3yBaTH peaii3alliio ajJropuTMy B 3aJe€KHOCTI, HacaMIepen, Bif

YaCcTOTH 3MIHU KJII0Ya.

Tabnuis 1.3 — OcHOBHI nepeBaru i HeIOMIKH alTOPUTMIB-(iHANICTIB

AAropuT™M IlepeBaru Heponiku
Serpent |I. Ilpocra  crpyktypa  amroputmy|l. €  camMuM  TIOBITBHUM 3
MoJICTIIyE  MOro  aHami3 13  METOH @IrOpPUTMIB-(IHATICTIB y

BHaXOIKXCHHS MOXXIIMBHUX ypaBHHBiCTGﬁ.

2. Serpent e(pEeKTUBHO  peanizyeMo
amapaTHO W B yMOBax OOMEXEHHX
pecypciB.

3. Serpent nerko MoAH(IKyeTbCS 3

METOI0 3aXHCTy BiJ aTak 3a dYacoM

BUKOHAHHS M CIIOKHBAHOI1 HOTy}KHOCTi

MpOTPaMHUX peasizallisx.

2. Ilpouenypu 3amuppyBaHHS i
po3imudpyBaHHs aOCOIIOTHO Pi3HI,
TOOTO  BHUMAramTh  PO3AUIHHOI
peasmizartii.

3. PosmapanentoBaHHs
00unCIeHb

npu  mudpyBaHHI

(omHAK, 32  paxXyHOK  3HI)KEHHS QITOPUTMOM Serpent peanizoBaHO
IIBUIKOCTI). 3 OOMEKEHHSIMU.

Twofish [1. Twofish edexktusno peanizyemo|l. CkiaaHicTh CTPYKTYpH
amapaTtHo ¥ B yYMOBax OOMEXEHUX QJITOPUTMY YTPYJHSIE HOTO aHaAMTI3.
pecypcis. 2.  CkiangHa i NOBLIbHA
2. 3amudpyBaHHA 1 po3mmdpyBaHHS IPOIEaypa PO3MIKUPEHHS KIII0Ya.

B amroputMi  Twofish  mpaxtuuno|3. BigHocHO CKJIQJTHO
IICHTUYHI. 3aXUINAETHLCA Bl aTak 3a 4YacoM
BUKOHAHHS 151 CII0’KMBaHOI1
MOTY>KHOCTI.
BKPM-123.22.0086.00.00.713 =
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[Iponorxenus tadmaui 1.3

AJIrOpuT™M [TepeBaru Henomnixu
Twofish | 3. € kpamum 3 anroputwmis- | 4. Po3napanentoBanHs O0OYHUCIICHb TMpHU
GbiHaTICTIB 3 norysany | mudgpyBaHHi  aaroputMoMm  Twofish
1ATPUMKHU PO3ILIMPEHHS | peagi3oBaHO 3 00OMEKEHHIMHU.
KJII0UYa «Ha JIbOTY».
4. Kinbka BapiaHTIB
peami3artii TI03BOJISIFOTh
OTNTHUMI3YBAaTU QJITOPUTM IS
KOHKPETHHX 3aCTOCYBaHb.
MARS 3ammdpyBaHHS 1| 1. BUHATKOBO  CKJagHa  CTPYKTypa
po3mrdpyBaHHs B aNTOPUTMI | AITOPUTMY 3 payHIaMH PI3HUX THIIIB
MARS npakTu4HO iI€HTUYHI. | yTpYIHSA€ SK aHali3 alropuTMy, Tak 1
Hioro peaizarlio.
2. Bunukaioth npooseMu npu
nporpaMHiii  peamizamii  Ha  THX
maTtdhopMax, siki He MIATPUMYIOTh 32-
OiTHE MHOXKEHHS i1 00epTaHHS Ha 3MIHHE
YUCIIO OIT.
3. Anmroputm  MARS He wmoxe OyTu
e(eKTHUBHO peai30BaHUM amapaTHO U B
yMOBaX 0OMEXEHUX PeCypciB.
4. CklagHO 3axMINAETHCS BiJ aTak 3a
9acoM BUKOHAaHHS ¥  CIOXKHWBAaHOI
MOTY>KHOCTI.
5. MARS ripuie 1HIIUX aJTOPUTMIB-
GIHATICTIB  MATPUMYE  PO3IIUPEHHS
KITIOUIB «HA JIbOTY.
6. PosmapanentoBaHHss OO4YMCIIEHb TPHU
mudpyBanHi  aaroputmMom  MARS
peanizoBaHo 3 00OMEKCHHSIMHU.
BKPM-123.22.0086.00.00.713 =
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[Iponorxenus tadmaui 1.3

AJIroput™

[TepeBaru

Henomiku

RC6

1. TIpocra CTPYKTypa
AITOPUTMY  TIOJIETIIYE  HOTO
anamiz. Kpim Toro, airoputm
yCIIaIKyBaB JaCTUHY

NepPEeTBOPEHD BiJl CBOT'O

IONEpEAHUKA — aJITOPUTMY

RCS, peTenbHO

IPOaHaTi30BaHOTO 70
KOHKypcy AES.
2. HanmBuammwii 3

anropuTMiB-G1HAIICTIB Ha 32-

O01THUX TIaThOpMax.

1. IIBuakicthb UG pyBaHHS npu
MpOTpaMHiil peasizallli CUILHO 3aJIeKUTh
BiJI TOTO, Y MATpUMye Tiatdopma 32-
OiTHE MHOXXCHHS ¥ 0OepTaHHS Ha 3MiHHE
YHCIIO OIT.

2. RC6 cknamno peamizyemo amapaTHo i
B YMOBaX 0OMEXKEHUX PECYPCIB.

3. JlocuTh CKIIQJHO 3aXWIIAETBCA BIJI
aTakK 3a YaCOM BUKOHAHHS W CITOXKHBAHOI
MOTY>KHOCTI.

4. HenocraTHbo

MOBHO  MIATPUMYE

PO3MNPCHHA KJTIOUIB «Ha JBOTY».

3. 3ammdpyBaHHS it | 5. PosmapasientoBanHs OOYHCIICHb TIPU
posmudpyBaHHS B aJrOpUTMI | IU(PYyBaHHI aIrOPUTMOM RC6

RC6 nmpakTH4HO 11IEHTUYHI. peasi3oBaHO 3 0OMEKEHHSIMU.
Y  pesynpTaTi NEpPBUHHOrO  OOTOBOpeHHs Oyia  BusBIEeHa  cjaOka
kpuntoctiikocts  anroputmy MAGENTA, He3aGapom 3'sBuiucs JdaHi 1O

kpuntoananm3y anroputmiB FROG, LOKI, o moka3yoTs c1abocTi alropuTMiB 00
IHIIUX anropuTMiB. Takok YacTMHA aJrOPUTMIB Majud HMU3bKI IIAHCH Ha YCIX 3-3a
BKpail Mayoi ImBHIKOCTI mmmdpyBaHHs/AemuppyBanns. Binbip ¢inamictiB 3a
Ha3BaHUMU KPUTEPISIMHU TPpUBaAB 10 moyatky ceprHs 1999p. 9ceprnus NIST Bumyctuiia
npec-peniz "Announces AES Finalists", y skoMy oronomryBajiocs mpo II'STb
dinamictie: MARS, RC6, Rijndael, Serpent, TwoFish.

Sk BiOMO, MpOaHasIi3yBaBIIN PE3yJIbTaTH BCIX JOCTIKEHb, EKCIIEPTH BUOpaAIH
ak ctanaapT AES amroputm Rijndael. lllo ne Burnsgae nuBHMM —y Tabmuui 3
XapaKTEPUCTHUKAMU aJITOPUTMIB YITKO BHJIHO, IO MPAKTUYHO MO BCIX XapaKTEPUCTHUKAX

Rindael, sik MiHIMYM, HE yCTyMae 1HITUM aaropuTMam-QGiHaIiCcTaMm.
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Mo crocyeTthes anroputmiB Serpent, Twofish, MARS 1 RC6, te BuaHO, 1110
BOHU MPAKTUYHO PIBHO3HAYHI M0 CYKYMHOCTI XapaKTEPUCTUK, 32 BUHSITKOM aJITOPUTMY
MARS, 1m0 mMae iCTOTHO OUIbIlIe HETOMIKIB, Y TOMY YHCII, aIrOPUTM MPAKTUYHO HE

peainizyeMuii B yMOBax 0OMEXEHUX PECYpCiB.

1.2 Ob6aacTh 3aCTOCYBaAHHA

OO6nacTiO 3aCTOCYBaHHSI € 3aXHMCT JaHMX Ha Hocisax iH(opwmarii. I[lo6ymosa
OyIb-IKO1 CHUCTeMM 30epiraHHs JaHUX IOBHUHHE MepeadadaTtd pIlIeHHs MpoOIeMu
3a0e3MeYeHHs] TApaHTOBAHOTO 3aXUCTY JIaHUX MPO KOHKpPETHI ocobu. 3acoby 3axucTy
iH(opMallii TOBUHHI 3a0e3neyyBaTH:

— 3axucT 1HGopMalii BiJ HECAHKI[IOHOBaHOI Moaudikaiii W pyilHyBaHHS Ha
BCIX eTarax ii 00poOku, 30epiranns i nepenadi,

— aBTEeHTH(}IKAIIIO CTOPIH, 0 pobJATh 00MIH 1HQOpMaIiero (TiATBEPIKESHHS
JIHACHOCTI BIIIIpaBHUKA i OZlep)KyBaya);

— pO3MEXYyBaHHS TpaB KOPUCTYBa4diB 1 OOCIYyroBYHOUOTO IEPCOHANY TIpH
ToCcTymi 70 iH(QOpMAIIWHUX pecypciB CUCTEMU 30epiraHHs JaHUX, a TaKOX IpHU
30epiranHi W HazaHHli KoH(]imeHuinHOI 1H(MOpMamlii, y TOMy YHCIl 3aXHUCT BiA
HECAHKI[IOHOBAHOTO JOCTYNYy KOPHCTYBauiB BIIOMYUX 1HGOPMAIIMHUX CHUCTEM 10
1H(pOpMaLIHHUX PEeCypCiB CUCTEMU 30€epiraHHs JaHUX;

— MOXJIMBICTH JI0Ka3y HEMPABOMOYHOCTI i KOPHCTYBadiB 1 00CITyrOBYIOUOTO
NIEPCOHATY CHCTeMU 30€piraHHs JaHUX;

— 3axucT 1HGopMalii BiJi HECAHKI[IOHOBAHOTO JOCTYIy 3aco0amH IMepeBIpKU
MOBHOBAKEHh KOPHUCTYBadiB 1 OOCIyroBylOYOro TEpCOHATy Ha BHUKOPUCTAHHSA
iH(hopMaLiTHUX pecypciB cUCTeMU 30epiraHHs JaHuX (MOXJIMBICTh HECAHKIIIOHOBAHOT
3MiHA a00 3HUINEHHS i€l iH(popmalii, IK 1 HECAaHKI[IOHOBaHE OJEpKaHHs, 3MiHa a0o
3HUIIEHHA 1HGOpMaIlli Mpo TPOMaJITH TPETIMU 0COO0aMH TOBHHHI OyTH BUKJIIOUCH]1 ),

— 3aXHCT BiJ HECAHKLIOHOBaHOI MoAu(iKalii NPOrpaMHOro 3a0e3MedYeHHs,

BKJIFOYAIOYH 3aXUCT BiJ BOPOBAKEHHSA “BIpycCiB” y MpOrpaMHi NPOAYKTH;
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— 3axucT iHopMaIlii BiJ BUMIAJIKOBUX PYHHYBaHb;

— nyOmroBaHHSA 1H(OpMAaLii TUIIXOM CTBOPEHHS PE3EPBHUX KOTIii;

— BUKOHAHHS CHELIaJIbHUX BHUMOT JUIsl BUKOPUCTOBYBAaHUX IMIIOPTHHUX
amapaTHHUX 3aC00I1B;

— 3aXHCT B BUTOKY MO MOOIYHMX KaHalaX TEXHIYHUX 3ac00iB, MPU3HAYCHUX
TU1s1 00poOKH 1 30epiranHs KoH(1aeHI1iHOT 1HpOopMaIlii;

— 3axUcT 6a3 TaHUX PI3HOTO PiBHS;

— 3aXMCT KaHaliB nepeaadi iHdopmarii;

— MIATBEPIKEHHSI aBTOPCTBA MOBIJIOMJIEHb 13 BHUKOPHUCTAHHSIM EJIEKTPOHHOTO
g poBoro mianucy iHdopmariii.

IIpu popmyBaHHI Ha OCHOBI NMEPBUHHUX JaHUX AHAJTITUYHOI W arperoBaHHOI
iHpopManii y BIAMOBIIHUX 1H(QOPMAIIITHO-aHANITUYHUX CHUCTEeMaxX MOBUHHI OyTH
BUKOPHUCTaHI 3aco0M KpUNTOTrpadidHOro 3aXHCTy, IO BiANOBIAAIOTH KaTETOPIHHOCTI
dbopmoBaHoi 1HpOpMaTIrii.

TakuMm yuHOM, BUXO/ASUM 3 BHUILEIIEPEPAXOBAHOTO, JOCTIIKEHHS Ta MporpamMHa
peanizailis cucTeMU 3abe3leueHHs KOH(DIASHIIHHOCTI aHMX XMapHUX CEpBICIB, €
aKTyaJbHOIO 3aJlaueto, sika moTpeOye BUPIMICHHS y JaHIA BUMYCKHIN KBamidikamiiHii

po0OTi 3a APYTUM (MaricTepChKiM) pIBHEM BHUIIO1 OCBITH.
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2 IEPEIJIAA AHAJIOTTYHHUX ICHYIOUYUX CUCTEM

2.1 Orasix icHyIOYMX CHCTEM, TEXHOJIOTIi, ApXiTEKTYp, NPOrPAMHUX pPillleHb
3a  npodisieM TeMH BHIYCKHOI KBajidikauiiiHoi podoTtu 3a Apyrum

(MaricTepcbKuUM) piBHEM BHMIIOI OCBITH

SolarWinds Security Event Manager

Haiikpare 11 Manoro ta BeIMKOro Oi3HECY.

[lina: 3a0e3nedyye MoBHOMYHKIIIOHATIBLHY MPOOHY Bepcito mpoTsiroMm 14 HIB.
[{ina Ha BupiO mounHaeTbes Big $4500.

SolarWinds Security Event Manager — e cucremMa BUSBIEHHS BTOPTHEHb Y
Mepexy Ta XOcCT. BiH 3/11liCHIOE MOHITOPHHT y peajJbHOMY 4aci, pearye Ta moBiIoMJIs€E
npo 3arposu Oe3nerii. BiH Mae BUCOKOIHIEKCOBaH1 MOXJIMBOCTI TIOIIYKY )ypHatiB. Lle
XMapHe MacIITabOBaHE PIlICHHS.

OcobnmuBocCTI:

— JlaHi ipo 3arpo3u MOCTiNHO OHOBIIOBATUMYThCSI.

— Bin mae Qynkuii 11 inpopmariii npo 0e3neKy Ta KepyBaHHS MOIISIMHU.

— Bin mpononye dyHKINT KOpensiii xKypHally Ta apXiBy MOJiH KypHaTy.

— Bin Hagae noBHUM HaO1p IHTETPOBAHUX 1HCTPYMEHTIB 3BITHOCTI.

BepauxT: Solarwinds  Security Event Manager — e xmapHe pilieHHS,
po3pobiieHe s TOCTaYaIbHUKIB KEPOBAHMX TIOCHYT SIK KOMIUIEKCHE pIilICHHS
iHCcTpyMeHTy SIEM.

SecPod SanerNow

Haiikparie 11 Majoro ta BEIHKOTO Oi3HECY.

[Tnarpopma «kibepririenn SanerNow HaJae pPO3IMIMPEHE PIMICHHS s
KEepYBaHHs BPA3lMBICTIO i 3a0e3leueHHs Oe3NepepBHOTO pPHU3UKY Oe3leku Ta

BIJIMOBITHOCTI BUMOTaM JIJis 3aro0iranHsa kibepatakam. Lle Bnockonanena miatdopma
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KepyBaHHA Bpa3JIUBICTIO, SKa 00’€Hy€ OIIIHKY Bpa3JIMBOCTI 3 MHTTEBUM
BUIIPABJICHHAM y €JJUHY YHI1(i1KOBaHY KOHCOJIb.

Bin mnrykae Bpa3nMBOCTI, HEMpaBWJIbHI KOHQITYypalii TOIIO Ta HaIae 3aco0H
KEepyBaHHA i METOAM ISl MUTTEBOTO i aBTOMAaTUYHOT'O BUIIPABIICHHS.

3aBAsIKM BIACHO CTBOPEHIN CHCTEMI KOXKEH KPOK KEpyBaHHsS BPa3IUBICTIO, Bif
CKaHyBaHHS [0 BHIIPABJICHHS, MOXKHa aBTOMAaTU3yBaTH. SanerNOWwW J0MOMAarae BaMm
MOCUJIUTH OE3IMEeKy Ballloi OpraHi3allii Ta 3armnooirTu kibeparakam.

OcobnmuBoCTI:

— BiH BUKOpHUCTOBY€ 1HTENEKTyalbHMI 1 JIerkui OaraToyHKIIOHAIBHUN
areHT, KUl BUKOHY€E BC1 3aB/IaHHS.

— OuiHIOIYM MOTEHIlad PHU3UKY, BHCOKOTOYHI aTakd Tomo, SanerNow
e(peKTUBHO BU3HAYAE MPIOPUTETH BPAZTUBOCTEN IS JIETKOTO YCYHEHHS.

— 3aBASKA 1HTETPOBAHMM BUIPABICHHSIM BH MOYXETE IIBUAKO YCYHYTH
Bpa3uBOCTi B IT-akTHBax.

— 3a 10moMOrow 3aco0iB KepyBaHHS BHUIIPABICHHSM, OKpPIM BHIIPaBJICHHS,
MOM’SIKITICHHSI PU3HUKIB O€3MeIi CTAE JICTIINM.

— 3 €auHOI XMapHOi KOHCOJ1 Balla opraHizamis MoXe e(QeKTHUBHO
NIOM’SIKIITyBaTH BPA3JIUBOCTI TOLIO.

— 3a ponomororo SanerNOw BU MOXETE KEpyBaTH BPA3JIMBICTIO B PEATbHOMY
yaci, BiJl CKaHyBaHHs1 1O BUIIPABJICHHS.

Bepaukt: i3 SanerNow BU OTpuMyeTe MOBHE pIllIeHHs AJis KibepOe3mneku, sKe
MiHIME BaIll POILeC KEPYBaHHS BPA3IUBICTIO HA HACTYMTHUM PIBEHB, KEPYIOUH 1HITUMU
pu3ukamu Oe3neku 3 Tiei caMoi KoHcojil. KpiM Toro, BiH MOX€ 3aMIHUTH KiJbKa
pilleHb, SIKI BH BUKOPHCTOBYETE [JIsi KEpyBaHHS BpA3IUBICTIO Ta KEPYBAHHS
BUIIPABJICHHAMH, JOMOMAaraloyi BaM e(eKTUBHIIIE KEpyBaTH MOBEPXHIMHU aTaK.

Intruder
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Haiikpame s manoro Tta Benukoro Oi3Hecy. Llina: moctynna 30-geHHa
Oe3komToBHA MpoOHA Bepcid. Bin Bkirouae Tpu TapudHi miaanu, To6to Essential, Pro
ta Verified. 3B’ soKIThCsI 3 HUMH, II00 OTPUMATH AOKJIAAHIITY 1HPOPMAILIIO PO I[1HH.

Intruder — e HaWmOMyJISIPHIIIIUN XMapHUN MEpEKEBHUI CKaHEp ypas3HWBOCTEH,
KU Joromarae BaM 3HaXOAMTH claOKi Micls KibepOe3neku y HauOUIbIl ypa3iIuBUX
CHUCTeMax, 100 YHHKHYTH JOpPOTOTO BHUTOKY AaHuX.lle mpaBuibHE pIIICHHS JUIs
BaIlIUX MpoodiieM Kidepoesneku. Lle 3HauHoI0 Miporo 1oToMarae 3ao0IaJuTy Ball gac.

OcobnuBoCTI:

— Ilonazg 9000 Bpa3nuBOCTEH cucTeMu OE3MeKu.

— HeoOMexeHa KIJTbKICTh CKaHYBaHb Ha BUMOTY.

— HeoOMexeHa KiTbKICTh 00JIIKOBUX 3aITUCIB KOPUCTYBAUIB.

— IlepeBipsie HaABHICTH HEAOMIKIB BeO-10JaTKIB, TAKUX K BIpoBaKeHHS SQL
1 MDKCAMTOBHUH CIIEHAPIM.

— CrnoBilIeHHs PO HOBI 3arpo3Hu.

— Smart Recon

— Ilepernsg mepexi

— HoctymnHi ckanu PCI ASV.

Bepaukr: Intruder — e yHiBepcasibHe pillleHHs s BCiX Bamux Notped y cdepi
KibepOe3mneKu.

BitLocker t1a TrueCrypt

Microsoft mocraBnse cucremy mudppyBanas BitLocker B omepamiitnux
cucremax Windows 10/11, ane Bona noctymnHa Tiabku B high-end Bepcisix Enterprise 1
Ultimate. ¥ Toii xe yac icHye moTy>kHa anbTepHaTuBa BitLocker: mporpama TrueCrypt
3 BIAKPUTHM BUXIIHUM KOJIOM 1 13 Kpal[ol THYYKICTIO. Y paMKaxX BHUKOHAHHS
MAaricTepchbKOT0 MPOEKTYBAHHS BUPIMIMIN 3pIBHATH (YHKIIT ¥ MPOIYKTHBHICTH 000X

pIIlICHb.

ApPK.

BKPM-123.22.0086.00.00.713

Bum. | Apx. | Ne Dokym. ITionuc | Jama 19




TrueCrypt no3Bosise mudpyBaTH i 3aXHUINATH MAPOJIEM Ballly CUCTEMY LIJIKOM
"Ha JHOTY", IPH I[LOMY YTHJIITA HE3HAYHO MO3HAYAETHCS HA MPOJYKTHUBHOCTI i HA Yaci
aBTOHOMHOI pOOOTH.

BBaxkaeTbcs, 1110 HaBps YU Ma€ CEHC 0OTOBOPIOBATH MPUYMHH, 110 IKUX 0araTo
KOPHUCTYBauiB TMepexoJsiTh Ha MU(PYBaHHS NaHUX abO0 CUCTEMH IUIKOM. Brpara
JaHUX — 1€ OJTHA MpobIIeMa, aje 1i MOKHa Tiepen0aynTy (HeXaid HaBiTh 1HO/I 1€ TOCUTH
HAKJIAJHO), aJie SIKIIO AaHl MOTPAIUIATh Yy PYKH 3JIOBMHUCHHKA, TO 1€ MOKE SIBISTH
cepio3Hy 3arpo3y s 613Hecy a0o a1t 6e3MeKHu.

[lporo pa3y BUpIIMIM AOBIAATHCS, YU BIPHI JaHI peE3yJIbTaTy TUIBKU TS
TrueCrypt, abo BmpoBamkeHHs Microsoft BitLocker nae Taky s’k mnepeBary — 1
cuctema mudpyBaHHs MmocTaBiseThesa 3 Bepcismu Enterprise 1 Ultimate omepariiinux
cucreM Windows 10/11. Uu mae 3wmict mommadyBatm 3a Bepcii Windows, o
niarpumytoth BitLocker. AGo moskHa BukopuctoByBatu yTWiiTy TrueCrypt, 1o
3pOOUTH TE€ K caMe, ajie 30BCIM OE3KOIITOBHO.

[Ile onmHi€0 MPUYMHOIO IJIsi TECTIB pilieHb MUGPYBaHHS MOXKHA BBaXKATH
nosiBy jojaatkoBux HoBuX 1HCTpYKIid AES (AES-NI) y aBosnepuux npouecopax Intel
Core 15 nys macoBoro puHky (Clarkdale). Uu Mmoxyts dyHukiii mudpyBanus BitLocker
1 TrueCrypt BurpaBatu BiJ IUX 1HCTPYKIIIH.

BitLocker na Windows 10/11

Oynkiis BitLocker € minkoM JOT1YHUM pIillIEHHSIM I MKU(GPYBaHHS TOMIB,
IPY IIbOMY MOKJTHBO BUKOPHUCTOBYBATH II0 (PYHKITIFO IS PI3HUX TOMIB, SIKi SIK MICTSITh
y co01 KiJibKa TBEPJIUX JMCKIB, TaK 1 3aiMalOTh TUIbKH YaCTUHY MPOCTOPY BiHYECTEpA.
BitLocker mmst cBoei po6otu Bumarae aBox pozaiumiB NTFS. Oaun 3 po3aimiB —
3aBAHTAXXYBAJIbHUN, KOTPUM HE MOKHA MU(GPYBATH; IPYTUI PO3ALT MPU3HAYCHUN TS

BaILOI ONEepalliiHOT CUCTEMHU.
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Pucynok 2.1 — Busin naneni kepyranus BitLocker

Jlane pimeHHs BukopuctoBye 128-0iTHe mudpyBanus AES, mpu mnpomy
JOCTymHI pi3HI cmocoOu aBTeHTU(uKalii. Microsoft miaTpumye aBTEHTHU(UKAILIIIO
yepe3 moayib Trusted Platform Module (TPM), TPM 3 PIN-komom, TPM 13 ximtouem
Ha USB-6pernomi 1 komOiHaiito TPM, PIN-kony # kimtoua nHa USB-6penorri. 3anexHo
BiT (YHKIIOHATBHOCTI KOXHOTO pIIIEHHA, MOXJHMBO BHOUpAaTH pIi3HI OIMIIii.
Hampuknan, npocta miarpumka monayias TPM mpuBenme a0 BTpaTtu Mpame3gaTHOCTI
CUCTEMH, SKLIO BA BCTAHOBUTE YKOPCTKUI JUCK HA 1HIIWNA KOMIT'IOTEp, a 1HIII PIIICHHS
BUMArarTh aKTUBHOI aBTCHTH(UKAITIT.

MoxuBO BUBECTH TlaHeNb KepyBaHHs BitLocker, yBiBImIM BiJIIOBIJIHE CIIOBO B

MaHEeNl MOIIYKY MEHIO MporpaM ado pyYyHUM 3aITyCKOM BiJIMTOBIAHOTO SIPJIMKA.
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o BatLocker Dirve Encryption (T}

Set Bitlodker startup preferences

This cemputer does nol appaar o have 3 TPM. Teo use Bl scker Drive Encryplion, 2 startup key on a USE
Flash drrve wall bé required every ime you stan the computer,

i) Some semtings are managed by your system adminstrator

=+ Reguire a Startup key at every stariup

Cancel

Pucynok 2.2 — 3anyck naneni kepysauns BitLocker

Buxopucranns BitLocker 63 momaTkoBux 3axo/1iB Oyj10 HEMOKINBO, OCKITTBKA

B TecTOBOI cuctemu He Oyno monayis TPM. Tomy oOGpaHo omilito mepeBipKH KirO4a

3aMycKy MpU KOXKHOMY 3aBaHTaKEHHI cuctemu. Kimtou, sik mpaBuiio, nepeOyBae Ha

USB-6pemnori.

Bu Takoxx moxere BHOpaTH, KyJaud KOIIIOBATH KJIIOY BIJHOBJICHHS, IO OyJie

MosxHa nipucTynaTi 10 mudppyBaHHS.

noTpiOHO, sikio Bu 3a0ynere PIN-kox abo BTpatute USB-0penok, M0 MiCTUTh KITFOU.
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Ta6muig 2.1 — TecTtoBa KOH}ITypaIris

CuctemHe amapatHe 3a0e31eueHHs

MartepuHchKka Gigabyte P55 A-UD7 (Rev. 1.0), uumcer: P55, BIOS: F3
njaTa (Socket | (01/26/2010)

LGA1156)

CPU Intel Intel Core i 5-750 (45 M, 2,66 I'T'mr, 4x 256 xOait kema 1.2 1 8

M@aiit kemma L3, TDP 95 Br)

[TaM'sTH DDR3 | 2x 2 I'6aitr DDR 3-1600 (OCZ OCZ3G2000L.V4GK), DDR 3-
(1Ba KaHAIIH) 1333 8-8-8-24 1T

KopcTkuit nuck Western Digital VelociRaptor, 300 I'6aiitr (WD3000OHLEFS),
10000 06/xB, SATA/300, ke 16 MoaiT

Bineokapra Sapphire Radeon HD 5850, GPU: Cypress (725 MI'1), mam'siTh:
1024 Moaitr GDDRS (2000 MI'1), 4Y#KCIO MOTOKOBHX

nporiecopin: 1440
brok xuBneHHs PC Power & Cooling, Silencer 750EPS12V 750W

Cuctemse I13 1 qpaitBepu

Onepariitna Windows 10/11

CHUCTCMa

JpaiiBepu 1 HanalITyBaHHS

Hpaiieepu uurcera | Chipset Installation Utility Ver. 9.1.1.1025
Intel

['padiuni npaiisepu | Radeon Version 10.1
ATI

Jlns TecTiB MU BHKOPUCTOBYBaJIM MaTepuHCHKY muiaty Gigabyte P55 A-UD7,

npotecop Core i 5-750 i Bineokapty Sapphire Radeon HD 5850.
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Tabmuns 2.2 — Tectu ¥ HaJTaIITyBaHHS

Tectn nonaTKiB

7-zip Version 9.1 beta

LZMA2

Syntax "a -t7z -r -m0=LZMA2 -mx=5"
Benchmark: 2010-THG-Workload

PCMark Vantage Version 1.0.1.0

Sysmark Preview 2007 | Version 1.06

WinRAR Version 3.92 Beta 1
RAR

Syntax "a -r -m3"

Benchmark: 2010-THG-Workload

WinZip 14 Version 14.0 Pro (8652)
WinZIP Commandline Version 3
ZIPX

Syntax "-a -ez -p 1"

Benchmark: 2010-THG-Workload

Pe3yabTaru TecTiB

ApxiBaTopu

Byno 3anyiieHo Kijibka yTHIIT CTUCKY (paitiiB, 1100 MOAUBUTHCS, YU 3POOUTH
AKUI-HeOy1b BIUIMB BUKOPUCTAHHS 3alIM(PpOBaHUX PO3ILIIB, OJHAK OOUMCIIOBAIHHE
HABAHTAXKCHHS CTUCKY BHUSIBUJIOCS Habaratro OuIblIe 1CTOTHOI, YUM HABAaHTAXKEHHS Ha
mm@pyBanHs/po3muppoBKy Aanux. [Ipouec apxiBarii BUSIBUBCS JieABE MOBUIbHIIIE HA
3aiM(pOBaHUX PO3JIIIAX, aje PI3HUIA TyKe Maja.

PCMark Vantage

OTpuMaHo HaWBUIIMK  pe3yJabTaT NPOAYKTUBHOCTI 0e3 mudpyBaHHS
CHUCTeMHOTO po3ainy, aine TexHojoris BitLocker, sk BumaHO, BUTpa€ BIiJ HOBHUX

iHcetpykmin Intel AES (AES-NI) y Bumanky aosinepHoro Core 1 5-661, ockiibku
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pe3ynbTaT MPOAYKTHUBHOCTI BHUSIBUJIMCS TaKMMH >X BUCOKUMHM, SK 1 Yy BHUIAIKY
He3amu(poBaHOTO PO3ILTY.

Tect Memories gaB Oubllle BUCOKI pe3ysibTaTH Ha 4oTUpboxsaepHomy Core 1
5-750; BitLocker Ha gBosimepHOMY Mpoliecopl Ja€ He TaKWil BIAUYTHUH MPOBai, IO
MOJKHA, 3HOBY K, 3B'A3aTH 3 amapaTHOIO MiATpUMKOI0 npuckopeHHs AES Ha npomy
CPU.

SYSmark Preview

Tect 3D-MoemoBaHHs SY Smark BUKOHYETHCS IIBH/IIIIE Ha
He3amuGpoBaHOMY PO3ILTI.

Tect ctBOpenHs Bineo BukopucToBye Sony Vegas i1 Adobe After Effects, mpu
IbOMY MU CIIOCTEpIraeMo nepeBary 4oTupboxsigepHoro mnpoiecopa Core 1 5-750, ane
MU 0ayuMO HEINOraHl pe3ylbTaTH W Ha JBOX SApax —30KpeEMa, Yepe3 amapaTHy
niatpumky mudpysanHs AES y Bumaaky BitLocker. Ane wa posmimi TrueCrypt
pe3yJbTaTH B IbOMY TECTI BCE-TaKU HE TaKl BUCOKI.

CriocTepiraerbcs HEBEJNMKAa PI3HUISA B TECTI MPOIYKTUBHOCTI. 3HOBY K,
He3amu(poBaHU CHCTEMHHUH pO3JAUT Ja€ Kpally HOpPOAYKTHBHICTh, ajie pi3HMII
HEBEJIMKA.

BucHoBok

JIBa szpa, 4OTUpHU fJipa, CEPEelHl TaKTOBI YaCTOTH, BUCOKI TaKTOBI YacCTOTH,
niaTpumka AES: Bci 1i ¢GakTopu BIUTMBAIOTH HE Tak CHWIbHO. PoboTa mmdpyBaHHS B
peaNbHOMY Yaci Ha CUCTEMHOMY >KOPCTKOMY JIMCKY BIJTUBA€ HA MPOIYKTUBHICTH, Oy/Ib
to BitLocker Big Microsoft abo TrueCrypt.3a. OgHak 3 MagiHHSAM TPOJAYKTUBHOCTI
3amupoBaHUX CHCTEM IIUIKOM MOKHA YIOKOPUTUCSA, Ta W BOHO BHUSBISIETHCS
MPaKTUYHO OJHAKOBUM HE3aJIEKHO BiJl TOTO, TecTyeMo ABosiaepHuid Core 1 5-600 abo
gotupsoxsiiepauii Core 1 5-700. BtiM, Bce-Taku peKOMEHAYEMO OyTH dyKe
o0epexHUM 31 CTapuMHU i, 0COOJIMBO, OJHOSIICPHUMHU CHUCTeMaMu, J¢ mudpyBaHHS B
peabHOMY Yaci MOXe O1IbII ICTOTHO 3HUXKYBATU MPOTYKTUBHICTb.

B Microsoft BitLocker Bce-taku € aesiki mepeBaru 3aBIsKi HOBUM IHCTPYKITISIM

Intel AES. BoHu mipucyTH1 Ha BCIX ABOSAEPHUX HACTUIBHUX Mpoliecopax Core 15 (1 Ha
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O1TBIIOCTI MOOITEHUX MOJIENIe), Ta 1 TaKoX OyAyTh 1IHTETpOBaHI Ha BCIX MPUNAJICIITHIX
nporecopax Intel mms mMacoBoro puHKy abo yuisi OiibIIE BHCOKOTO CErMEHTa. Aje,
3HOBY JK: MepeBard He Takl ICTOTHI, TaK IO HE BapTO YXBAIIOBATH PIIIEHHS II0/0
MOKYTIKHU TIJIKK Ha OCHOBI IIbOTO (pakToOpa.

OTxe, BIUIMB HAa TPOMYKTUBHICTh HE3HAYHUH, TOMY MH OJEPKYEMO, B
OCHOBHOMY, OWUTBY pi3HMX HaOopiB ¢yHKIiH. | 1m0 6uTBY Microsoft yxe He Moxke
BUTpaTu 3 MoTouHOIO Bepcieto BitLocker. I cnpaBa He B Tomy, mo maHa (QyHKiiA
MOTEHIITHO MEHI TMOTYy>KHA, MPOCTO BOHA HAIJICHA HAa KOPHMOPATUBHWHA PHHOK.
[udpysanns BitLocker miarpumye TPM 1 MHOXMHHI criocoOu aBTeHTHdUKALIT, ale
THYYKICTh y peaIbHOMY KHUTT1 JOCUTh ICTOTHO OOMEKEHa.

Yrumita TrueCrypt HabGaraTto OB THYYKa 3aBISIKU IIATPUMIN ACKUIBKOX
OTepaIifHuX CHCTEM, MOXJIUBOCTI BHOOPY aNTrOpPUTMIB MIH(PPYBaHHSA U OEKUTBKOX
Croco0iB 3aXUCTy CUCTEMHU. BU HaBITH MOXKETE CTBOPIOBATH CXOBaHI PO3LIH, a TAKOXK
3aXUINATH CUCTEMH Ha OCHOBI CXOBAaHHUX OCHOBHUX 1 OOJY/HOTO BTOPUHHOTO PO3ILTIB,
SIK1 JTOJAFOTh 1€ OJWH TICUXOJIOTIYHUN PiBEHb 3aXKCTY — aTaKyl4l HaBITh HE 3HAIOThH,
0 BOHM MalOTh CIpaBy HE 3 OCHOBHOIO oOrlepaliiHoio cucrtemoro. Hapemri, Ham
criogob6aBcs Tod (akrt, mo yrwiita TrueCrypt mpekpacHO Tpaioe Ha OyIb-AKid
cucteMi, TOOTO BOHA MIMCHO amapaTHo He3anexHa. OCKiUIbKHA po3auT Oyae JIerko
MePEeTBOPUTHU Ha3aJl y He3almubpoBaHUM, II0 YTUIITY MOXkHa 0e3 mpobiieM cripoOyBaTu

B POOOTI.

2.2 O6rpyntryeanHss BHOOpPY 3aco0iB st moOyJA0BM CHCTeMHM Ta MOBH

NporpamMyBaHHs

Embarcadero Delphi, panime Borland Delphi 1 Codegear Delphi, — inTerpoBane
cepenoBuie po3podku 13 mis Microsoft Windows, Mac OS, iOS 1 Android moBoro
Delphi (o panime nHocuina Ha3By Object Pascal), ctBopena crioyatky dipmoro Borland
1 Ha JaHUd MOMEHT IpHHalexXHa il po3pobmoBampHa Embarcadero Technologies.

Embarcadero Delphi € yactunoro nakera Embarcadero RAD Studio 1 mocraBisieTbcs B
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qoTUphoX peaakiissx: Community (TOMIMPIOETHCS OE3KOIITOBHO M Mae OOMEXKEHY
JIIEH3110 Ha BUKOPHUCTAaHHS B KOMEpLiHUX 1111sx), Professional, Enterprise 1 Architect.

Delphi 10.4 Sydney

Bunymeno 26 tpasusa 2020 poky. RAD Studio Delphi 10.4 3a6e3neuye 3Ha4HO
NOJIMIICHY  BUCOKONPOIYKTUBHY  HaTUBHY  miaTpuMky  Windows,  kpairy
MPOAYKTUBHICT, PO3POOKHM, MHUTTEBI TijaKa3ku code completion, npucCKOpeHHs
BUKOHAHHS KONy 13 CHHTAKCHCOM KEPOBAHWMX 3allHCIB, TOJIMIICHHS BHKOHAHHS
napajenbHUX 3aBJaHb Ha cydacHux Oaratosgepuux CPU, a Takox mictuth Oibin 1000
BUMpABJICHb OariB, MOJIMIICHHS MPOIYKTUBHOCTI cepeloBUINa ¥ 010i0Tex 1 O6araro
4Oro Kpim Toro.

OcHosHi MoxuBocTi Delphi 10.4.1:

— IcrotHi posmmpenns s Windows: MOMIMIIEHHS JUIsi 3aCTOCYHKIB Ha
moHiTopax 4K High DPI, iaterpamis 3 HoBuM WebView2 nHa 6a3i Chromium,
BUKOPHUCTaHHs posmupeHux title bars, takux ke, sk B Office, Explorer, Google
Chrome.

— KepyBanns mam'sttio B Delphi Temep cranmaptu3oBaHe Ha BCIX
MIITPUMYBaHUX IIaTGopMax — MOOUIBHUX, HACTUIBHUX 1 CEPBEPHUX — BUKOPUCTOBYUHU
KJIACUYHY peai3allifo KepyBaHHS I1aM'STTIO 00'€KTIB.

— Icrorne mominmenHs Delphi Code Insight (6e3 moxxinBoro OJI0KyBaHHS
IDE — B okpeMomy mpoiieci), mo JT0MOMOXKE TIPH poOOTI 3 BEIUKUMHU ITPOCKTaAMHU.

— Tun npanux Delphi «record» Ttemep miaTpuMyTh MOBUIBHI i1HIiIiali3aliio,
dinami3ario i onepari KOmioBaHHS.

— Posmmupena miarpumka 6i6miotex C++: ZeroMQ, SDL2, SOCI, 1ibSIMDpp 1
Nematode.

— Bigmagauk Win 64 (ma LLDB) 1 36upau qis C++.

— [Mommmenus mia C++: Brimrodyena Benmuka KigbkKicTh mnoimnmens STL 3
Dinkumware.

— IMintpumka Metal Driver GPU ansg macOS 110S.

— BOynoBanuii Fmxlinux.
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— Kommnonent Twebbrowser niis 10S Tenep peanizoBanuit Ha Wkwebview API.
Peanizaris komnonenra Media Player qyst macOS tenep BukopuctoBye Avfoundation.
PeanizoBanuii 3anoBo ctuiizyemuiit FMX komnonenT TMemo Ha matdopmi Windows
3HAYHO MOJIIIICHHH 1 Tenep Mae BiaMiHHY miaTpumky IME.

— UwuceHH1 MOJIMIIEHHS MBUIKOCTI ¥ CTaOUIBHOCTI poOOTH Hamoi 610110TeKH
The Parallel Programming Library (PPL).

— JHonani onosneHi apaiisepu ais FireBird, PostgreSQL 1 SQLite.

— Kuientcpki 6i6miorekn HTTP 1 REST Client po3mupeni 3acTOCYHKOBHUMH
MoxIUBOCTAMU poOoTu 3 HTTPS. Takox Oynu po3mMpeHi MOXIUBOCTI MiATPUMKU
Amazon AWS services

— V Ttexnounorito Visual LiveBindings BHeceHa 0€3/114 MOJIMIICHb, y TOMY
YUCITI MBHUIKOIIT, IO CTOCYThCsI, 3acTocyHKiB Ha VCL 1 FireMonkey

RAD Studio 10.4 KopoTkwii orsi;

— Ictotni posmupenus angs Windows. CTBOpeHHsI 3aCTOCYHKIB, IO YYAOBO
BUTJIAAIOTH, 13 YITKUMHU eleMeHTaMmu iHtepdeiicy Ha 4k monitopax High DPI 3a
JIOTIOMOTOI0 HOBOi THYYKOI MIATPUMKH CTHWIIIB €JIEMEHTIB KEpyBaHHS Ha eKpaHi.
InTerparis 13 cydacHuMH, Oe3medHHMM Wweb-TexHoJorisiMu Bijy Microsoft — HOBUM
WebView2 na 6a31 Chromium. Buxopucranus cyyacHuX po3mupeHux title bars, Takux
ke, sk B Office, Explorer, Google Chrome, y cBoiXx mpoekTax. ICTOTHI MOMINIIIEHHS
HAJIHHOCTI HAJIArOKEHHS B HOBOMY Biptanauky st C++ Windows 64-bit.

- 3pocia TPOAYKTUBHICTh pO3pOOKHU. PICT MNpOAYKTHBHOCTI 3a paxyHOK
MUTTEBOI peakirii minka3ok code completion y cepemosuiil IDE. Kpama cymicHicTb 13
y)K€ HasBHOIO KOJOBOIO 0a3010, 1 CHOpPOIIEHHS WPOrpamMyBaHHS 3a pPaxXyHOK
yHI(pIKOBaHO1 apXiTEeKTypu KepyBaHHs mam'saTTio. [lIBujke 3B'si3yBaHHA JaHUX 1
BI3yaJIbHUX €JIEMEHTIB 3a JIOMOMOTOK po3iiupeHoi TexHosorii Visual LiveBindings 3
MIJBUIICHO MBHAKOAIE0. [IpocTe BUKOpUCTaHHSI PO3MOBCIOKEHUX 010710TeK CH,
Hanpukiaa, ZeroMQ, SDL2, SOCI, 1ibSIMDpp i1 Nematode. OHoBJIeHa MATPUMKA
Amazon AWS cloud.
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— Ilommmrenss mBuakoaii 1 sxoctl. biaemr 1000 nosmimiireHs MBUAKOMIT 1
akocti. Kpama edekTuBHICTH KOOy 3a JIONOMOTOI0 HOBOTO CHHTaKCHUCY custom
managed records. binbln mBHAKE BUKOHAHHS MapajelbHUX 3aBJAaHb Ha CYYaCHUX
oararosnepuunx CPU. Ilepekonaerecs B NPUCKOPEHHI BiJoOpa)KeHHs Ha €KpaHi 3
niarpumkoro Metal API va macOS 110S. Kpaia cymicHICTS 13 yke HasBHOIO KOZOBOIO
0a3010 ¥ CHOpPOIIECHHS TIPOrpaMyBaHHS 3a paxyHOK YHI(PIKOBAHOI apXiTEKTypH
KEpyBaHHS [aM'SITTIO.

Icrorne moanimmennst Delphi Code Insight

Sk HaitO1IbIIE ¥ TOJIOBHE MOJIIIIIEHHS IHCTPYMEHTIB IIporpamyBanHs Delphi 3a
oarato pokiB, B 10.4 Delphi Code Insight peanmizoBanuii wepe3 Language Server
Protocol (LSP). LSP — e texHosoris reHepariii pesyipTatiB aiis code completion,
HaBiramii i 1HIIKUX cepBiciB B okpemomy mporeci. Lle 3HauuTh, mo code completion 1
Code Insight omepxaTh Oinbil TOYHI pe3ynbratd 60e3 OnokyBanns IDE. 10.4
3a0e3neuye Habarato OUIbII BUCOKY MPOJIYKTUBHICTH PO3POOJIIOBAYIB, K1 MPAIIOIOTh
13 OUTBIIMMU TIPOEKTaMHU, 10 MICTSTh MIJIbHOHM PS/IKIB KOAY.

Delphi Custom Managed Records

Kimrouoe posmmpennss moBu Delphi: tunm ganux Delphi «record» Temep
OiATPUMYTh  JOBUIBHI  iHIIamizamito, (QiHamizamiro ©W omeparii KOIIIOBaHHS.
VYrpansiite TeM, K 11 CTPYKTYpPH CTBOPIOIOTHCS, KOMIIOIOTHCS W 3BUIBHSIOTHCS 3
JIOTIOMOT'Y BaIlloTo KOy, sSIKHii Oy/ie BUKOHYBATHUCS Y BIATIOBITHIUI MOMECHT.

[le po3mupoe MOTYXHICTh KOHCTpyKuUid records B  Delphi, sxi
BUKOPHUCTOBYTLCS 1100 OJIepkKaTh O1IbITy €(eKTUBHICTh Y MOPIBHSAHHI 13 KJIacaMHu.

€1nHe KepyBaHHA NaM'ATTIO

KepyBanus mam'sttio B Delphi Tenep cranmapTu3oBaHe Ha BCIX MIATPUMYBaHHUX
maT@opMax — MOOUTBHMX, HACTUIBHUX 1 CEPBEPHUX — BUKOPUCTOBYUHU KIIACHYHY
peasi3alliro KepyBaHHS aM'ATTIO 00'€KTIB.

Y mnopiBasHHI 3 Automatic Reference Counting (ARC), me pnae xparry
CYMICHICTh 13 ICHYYHM KOJIOM 1 CHOpOIIy€ HAmuCaHHS KOMIIOHEHTIB, Oi0mioTeK 1

3aCTOCYHKIB.
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ARC wmopenbp kepyBanHs mnam'stTio model 3anumumnacs nans KepyBaHHA
psAKaMu ¥ MOCWJIaHHAMH Ha TN iHTepdeiicy Ha Bcix miaatgopmax. Hma C++ 1e
O3Hauae, IO TIpU CTBOpeHHI W 3BiUIbHeHHI Delphi-style xmacie B CH++
BUKOPHUCTOBYETHCSI 3BUYAiHE KEpPyBaHHs MaM'sATTIO, K y Oyab-skoro heap-allocated
kiacy C++, 110 3Ha4HO 3HUXKYE CKIATHICTD KOMY.

Po3mupena nmigTpumka 6iéaiorex C++

B 10.4 mu noptyBanu 6araro nonynsipaux 6i6miorek C++ y C++Builder.

3a0e3neyuBIIM ONTHUMI30BaHy MIATPUMKY 0Oi0miotek ZeroMQ, SDIL2, SOCI,
1ibSIMDpp 1 Nematode, nopsin 13 yxxe miarpumyBanumMu Boost 1 Eigen, siki MOXyTb
OyTH [10/1aHI 3a JOTIOMOTOI0 MeHeKepa nakeTiB Getit.

Win 64-Binniagnuk i 30upay giasa C++

B 10.4 3'sBuBcsa HoBuii Bigmaguuk C++ mis Windows 64-bit. Bimnamgank
3acHoBaHuil Ha LLDB 1 noka3ye 3nauHe 301IbII€HHS CTa01IbHOCTI MPU HAJIArOHKEHHI
64-bit 3aCTOCYHKIB MOpsiA 3 HOBUMHU BIIJIAJOYHUMH MOKIJIMBOCTSMM, TaKUMU SK
neperysin 1 iHcmekis tumiB HayeOTo psakiB C++ 1 Delphi, a takox xomekuiit STL,
BKrouaroun std::vector, std::map 1 iHmmx. KpiM Toro, 3sreHepoBaHa JJisi 3aCTOCYHKY
BiMIagouHa 1HGoOpMalisl Mae I1HIMH  BHYTpIlIHIA (opMar, CHPUAIOYH  OUIBII
cTablTbHOMY ¥ 6araTroMy Ha MOJIMBOCTI MPOIECY HAIATOJKEHHS, O1IBIN TOKIATHIM
nepensiay 1 iHcnekiii B debug-time.

IHigBuieHHs AKOCTI i MIBUAKOAII IHCTPYMEHTIB

~ Benmka kinpkicts omimmenb STL Bix Dinkumware.

— Tlominmieni nesxi HauBaXkaIuBiII MeToau i oonacti RTL, Ha 6a31 mosinmeHs
CYMICHOCTI 3 nonyisgpHuMu 6i0miorekamu C++.

— Tominmena miarpumka Cmake.

~ Benuka KUIbKICTh BUIIPABJICHB IS MTIABUIIIEHHS CTaO1IBHOCTI 1 IKOCTI.

~ Bignonenns Windows API — O6noBneHo i goganu 6e3miy nexmaparii API

1006 1006uTHCS 11e 01101 1HTerparlii 13 argopmoro Windows.
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~ 3aranbHi BIOCKOHaJIeHHs B Oi0mioremi pgoctymy 1o bJl  FireDAC,
BKJIOUaloun oOHoBIeH1 JpaiiBepa nans FireBird, PostgreSQL 1 SQLite. Bubip
CTaTUYHOTO a00 AMHAMIYHOTO MiaKIoueHHsS SQLite 10 3aCTOCYHKY.

3mineni ctuii VCL aas High DPI

B 10.4, apxitektypa ctumizainii VCL Oyna cyTTeBO pO3LMIMpEeHa A MiITPUMKH
High DPI 1 4K wmonitopiB. Tenep yci enementun Ul Ha dopmi VCL aBTOMaTHuHO
MacIITadyTbCs TiJ BIAMOBIZHE OO MOHITOpa JO3BLT JUIsi MOKasy Qopmu. bys
onosyieanit API ctumizamii st migTpumku ctuotiB high DPIL

Koxuuit rpadiunuii enement Ul moxke Oytu oOpanmii 3 HabOpiB pi3HUX
MacmTabiB 1 MacmraboBaHuii no mnotpidnoro DPI, mo npae uitke 300pakeHHS
enemenTiB Ul Ha BCiX MOHITOpax.

Hogi High DPI cruai i cruiizanisa okpemux VCL koMnoHeHT

O6noBneHO Benuke 4ucio BOymoBaHux 1 mpemianbHux VCL cTumiB s
HNIATPUMKH HOBoOro pexumy crwm3amnii High-dpi. Ile o3Bossie Bam cTBOprOBaTu
3aCTOCYHKY 3 BiIMIHHUM JW3aHHOM JIJIsI BCIX MOHITOPIB.

Pospo6atoBaui VCL 3acTocyHKIB Terep MOXKYTh BUKOPUCTOBYBaTH Tpoxu VCL
CTWJIIB Ha pI13HUX (opMaxX B OJTHOMY 3aCTOCYHKY a00 B PI3HMX KOMIIOHEHTIB Ha OJHIN
dopmi. Ile Takox BKJIOYAE CTHMI3AII0 KOMIOHEHTIB 3arajlbHOI0 TEMOK IS
miatgopmu. KpiM 3acTOCYHKOBOi THYYKOCTI BHUKOPUCTaHHS CTHIIIB, 1€ JIO3BOJISIE
BUKOPHCTOBYBaTH HECTHJII3yeMiI KOMIIOHEHTH 13 30BHImHIX 0i6miotek B VCL
3aCTOCYHKAX, 1110 BUKOPHCTOBYThH CTHJIb.

Hoainurena kpoccnaar@GopmMeHicTh

~ Jlogana miarpumka Metal Driver GPU mis macOS 110S.

- Kpim niagrpumku octanuporo i0S SDK, B RAD Studio 10.4 po3po6:toBaui
MOXXYTh 3a/I0BOJIbHUTH HOB1 BUMOTU Apple 10 Habopy CTapTOBUX €KpaHiB.

- PeanizoBanuit 3aHoBo ctunizyemuit FMX xomnonent TMemo Ha mnatdopmi
Windows 3Ha4HO MOJIMIIIEHUH 1 Tenep Mae BiaMiHHY miaTpumky IME.

- KopuctyBauam pemakmiit  Enterprise a6o Architect noctymHa moBHa

inTerparisa Fmxlinux 3 IDE qis ctBopenHs kinieHTChkuX 3actocyHkiB Linux 3 GUI.
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- Kowmmnonent Twebbrowser mis 10S Tenep peanizoBanuit Ha Wkwebview API.

- Peanizanis komnonenta Media Player nmius macOS Ttemep BHKOPUCTOBYE
Avfoundation.

OnoBJjieHnii MmeHeqKep nakeriB Getit

Menemxep nakertiB Getit B IDE O0yB 3HauHO BIOCKOHANEHUIA.

JlaTu BUITYCKY peJii3iB MaKeTiB TeNep BUJIHI, 1 MOXKJIMBE COPTYBAHHS CIUCKY IO
X JaTax; BigOip TUIBKH BCTAHOBJICHHUX IAKETIB, KOHTCHTY, JOCTYITHOTO TUIBKHU TiPH
HAsIBHOCTI IIJIKMCKH, OaraTo 4oro iHIIoro.

YHiBepcanbHuii iHcTangaTop ais ycranoBku Online i Offline

B 10.4 BxiroueHWit HOBUU YHIBEPCAIBHHHA 1HCTAIATODP, SKUW BUKOPHUCTOBYE
TexHoJsorio Ha 6a31 Getit. Lle#t iHcTanarop niaTpumye sk online, Tak i1 offline (3 ISO)
BaplaHTH YCTAHOBKH.

Tenep 006o€ BapiaHTa YCTaHOBKH JO3BOJIIIOTH BaM yKa3aTH MOYATKOBHUI HAOIp
moxuBocTed RAD Studio nns ycTaHOBKHM, HanpuKiIaj, CBOK KOMOIHAIIO MOB
nporpaMmyBaHHS ¥ HUTbOBUX MiIaTdopM, MOB iHTepdeiicy, 1 AoaaBaTH 10 HHOTo abo

BUJIAJIATH HEMOTPiOHE B OYIb-SIKUM MOMEHT.

2.3 Po3ropHyTa NOCTAHOBKA 3aBAAHHSA

3rilHO 3 TEXHIYHUM 3aBIJaHHSM Ha BHITYCKHY KBamiikamiiiHy poOoTy 3a
IpyruM (MaricTepchKUM) pIBHEM BHIIOI OCBITH, peamizallii MmiJjsrae mporpaMmHe
3a0€3MeUeHHS, AK€ MPU3HAYEHO JIJIsi CUCTEMHU 3a0e3nedeHHs KOH(IASHIIIHHOCTI JaHUX
XMapHHUX CEPBICIB.

B npomeci po3poOku BUIyckHOT KBamidikaimiiiHOi poOOTH 3a JIpyTruM
(MaricTepchKUM) piBHEM BHUIIO1 OCBITH HEOOX1JHO BUKOHATH HACTYIMTHUN 00CAT poOOTH:

a) MPOBECTH aHaJi3 ICHYIOUNX CUCTEM-aHAJIOTIB JJIsl BUSBJICHHS 1X MMO3UTHBHUX 1
HEraTUBHUX sIKOCTEH. Pe3ynbTaTu aHaiizy BpaxyBaTH B OJANBIINX PO3POOKaAX;

0) BuOpatu Ta OOTPYHTYBaTH METOAMUKY MOOYIOBU CHCTEMU KOHTPOJIO poOOTH

TEXHOJIOTIYHOTO O0JaJlHaHHA Ha BUPOOHMIITBI B aBTOMAaTH30BAHOMY PEXKHMI.

ApK.
BKPM-123.22.0086.00.00.713 -

B,

Apx. | Ne okym. Hionuc | Hdama 33




Po3pobutu QpyHKIIIOHAJIbHY Ta CTPYKTYPHY CXEMHU CUCTEMU;

B) pO3pOOUTH TMpOorpaMHe 3a0e3MeUeHHsI CUCTEMH, IO J03BOJHUTh peajlizyBaTH
MOCTaBJICHY TEXHIYHUM 3aBIaHHSAM 3anady. [loOymyBaTu OJOK-CXeMH allTOPUTMIB
Iporpamu Ta MiANporpaMu;

r) opraHi3yBaTH iHTep(deric KOpUCTyBaya 3 METOI0 (POpMYyBaHHA Ta BHBOJY Ha
ekpan EOM noBiioMJieHb NMPO HEKOPEKTHI 11 KOPUCTyBa4ya Ta HECTaHAAPTHI CUTYaIlii
B POOOTI TEXHOJIOTIYHOTO 00JIaTHAHHS,

1) pO3pOOUTH PEKOMEHAAIIl MO OpraHi3amifHNX Ta METOIUYHUX 3axoAax, sKi
3a0e3neyarh BIPOBAIKEHHSI CUCTEMHU B MPOMUCIIOBY €KCIUTyaTalilo Ta ii MOJaybIly
YCIIIIHY eKCIUTyaTalliio;

€) MPOBECTH PO3paxXyHKH IO BH3HAUCHHIO EKOHOMIYHOI €(eKTUBHOCTI
pPO3p00JIEHOI CUCTEMU;

) pO3pOOUTH 3aX0J MO OXOPOHI Mpalli IpU BIPOBAIKEHHI Ta €KCIUTyaTallii
CHUCTEMH, a TAKOX PO3POOUTH 3aXO/H 3 IIUBLILHOTO 3aXUCTY;

3) cbopMyBaTH BHCHOBKH TMpO BHUKOHaHUM 00ciIr pobIiT Ta ojepxkaHi

pe3ynbTaTH.
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3 OIIUC 1 OBTPYHTYBAHHSI ITPOEKTHUX PIIIEHDb

3.1 Onnc GpyHKIIOHYBAHHA CUCTEMU

JHamo onuc anroputMmy AES. V iioro ocHoBi iexxuTh anroput™ Rijndael

®opmat 0J10KIB JaHMX i YMCJIO pAyHIB

RIJINDAEL — e cumerpuunuii 0710KoBHiA mudp, U0 onepye OI0KaMH JaHUX
po3mipom 128 1 gnoxuHo0 Kiroda 128, 192 a6o 256 61T — Ha3Ba cTaHAapTy BIAMOBITHO
"AES-128", "AES-192", 1 "AES-256".

YBeieMo HaCTyIHI MO3HAYEHHS:

— Nb — gncno 32-6iTHUX CHIB SIKI MICTATHCS y BXiqHOMY OJomi, Nb — 4;

— Nk —uncno 32-0iTHUX CIiB, L0 BTPUMYIOTHCS B KIIOUYl IIU(PYBAHHS,
Nk =4,6,8;

— Nr — yucno payunis mmdpysanns, sk hynkuis Big Nb i Nk, Nr=10,12,14.

Bximni (input), mpoMikHi (state) 1 BuxigHi (output) pe3yibTaTH MEpeTBOPECHb,
BUKOHYBAHHMX Yy paMKax KpHUOTOANTOPUTMY, Ha3uBaloTbcs craHamu (State). Cran
MOKHA TIPEACTaBUTH y BUTIAAI MaTpulli 4 X Nb, eneMeHTamu sSKoi € OaiiTu (4OTHUPH
panku o Nb 6ait) y nopsaky S00, S10, S20, S30, Sm, Sn, S21, S31. Pucynok 3.1

JEMOHCTPYE TaKe MOJAHHS, 1110 HOCUTh Ha3By apxiTeKTypu «KBagpar.

mpuit Sherte ouEput
fHp | iny | IRg | IRys Sap | Suq | Soz2 | Soa Mely | out, | Giffy | onf s
iy | s | g | if; N Sip | S0 | Sz | 5 S ouly | outs | auty |outy
M2 | iils | Bho | if Sa2p | §11 | Saz | 83 ela | Uty |Outo| 0Nt
i | iny | B | @Ay 820 | 530 | S3z2 | 8 ol | oty [0 | 0uhs

Pucynok 3.1 — [Ipuknan noxanus 650Ky y Burisiai matpuiii 4xNb
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TaK:

Ha crapri nporneciB mudpyBanHs i aemdpyBaHHs MacuB BXITHUX JaHUX Te,

ne0<r<410<c <Nb.

Input NepeTBOPUTHCS B MACUB State 3a MpaBUIIOM:

s[r,c] = in[r + 4c],

Hanpukinmi aii anroputMy BUKOHY€ETHCSI 3BOPOTHE TIEPETBOPEHHS:

out[r + 4c] = s[r,c],

(3.1)

(3.2)

ne 0 <r<410<c¢<Nb - BuxiiHi JaHi BUXOISITh 13 OANTIB CTAaHy B TOMY K€ IMOPSIKY.

Yo1upu OaliTh B KOKHOMY CTOBIILI CTaHy SIBJISIOTH c0000 32-0iTHE CIOBO,

Wy =4

Spps 8

INEEEY IL

) 3.0 Wy = 8g 2.8 2552952

L T, . 1

“E1FTL

. . I = . . .
e | H'EI- ‘il},]"il.,i‘ "!'2.31"!'3,3-

SKIIO T — HOMEp PsJIKa B CTaHi, T€ OJJHOYACHO BiH € 1HJEKCOM KOXHOro 0aifTa B IIbOMY
cioBi. OTxe CTaH MOKHA MPEICTAaBUTH K OJHOMIPHUN MacuB 32-0i1THUX CIIiB Wo,...,Wn

, JIe HOMEp CTOBMIIS CTaHy C € 1HJEKC y IboMy MacuBi. Tol cTaH MOKHA MPEICTABUTH

Kmtou mmdpyBanHs Takoxk sK 1 MacuB State TPENCTaBISAETHCS y BUTIISAII

IPSIMOKYTHOTO MAacHBY 13 YOTHpPMA psiikaMu. YUCIIO CTOBMIIB I[LOTO MAaCHBY JOPIBHIOE

Nk.

s anroputMmy AES uncno paysaiB Nr BU3SHAUa€ThCsl HA CTApTi 3aJI€KHO Bif

3HadeHHs Nk (nabmmis 3.1):

Tabmmis 3.1 — 3anexuicts 3HaueHHsa Nr Big Nk 1 Nb

Nk |Nb |Nr

AES-128 |4 4 10

AES-192 |6 4 12

AES —-256 |8 4 14

DyHkuis 3amMppyBaHHs

BBCI[CMO HaCTyrIHi ITIO3HAYCHHA:

— SubBytes() — 3amina 0aiiTiB — moOaTOBa HEINiHIIHA TiACTaHOBKAa B State-

omokax (S-Box) 3 BukopuctaHHsAM ¢iKCOBaHOi TaOIUINl 3aMiH PO3MIpHICTIO 8x256

B,

Apx.

Mo QoKym.
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(affain map table).

— ShiftRows() — 3pyiieHHsT pSAAKIB — HIUKIIYHE 3pYIICHHS PSAIKIB MacuBy State
Ha Pi3HY KUIBKICTh OQMT.

— MixColumns() — mepemiinyBaHHsl CTOBII[IB — MHOXKCHHSI CTOBIIIIB CTaHY,
PO3MIAHYTHX K OaraTounenu Hax GF(2%).

— AddRoundKey() — mogaBanHss 3 payHIOBUM KitoueM — nopaspsaHe XOR
ymicTy State 3 MOTOYHUM (PparMeHTOM PO3TOPHYTOTO KIIH0Ya.

Ha nceBnokoai oneparist 3amudpyBaHHs BUTJISAA€ B TaKUi cocio:

Cipher [byte in[d+*Hk], byts cutld*mb]l, word wlkb+r{uz+11])
Lruyyin
bhyta etaca(d,Hb]
states = in
addEmmdiay (gcarea, w(d, Wh-11)
fer round = 1 step 1 to Kr-1
Sakbytes (grake]
Shiftiowe [atata)
MixOolusme (etata)

AddRoundFey (atate, w[round*Nb, (round+l)*Nb-1]])
end Eor

EubBytes (atatal
ShifLRowe (statw}
AddEomdXay iacate, w(N:+*Hb, (Nr+l}*Hbh-1]]

out = state
and

[licns 3amoBHEHHS MacuBy State eneMeHTaMu BXIJHUX JaHUX 1O HbOTO
3acTtocoByeThcsi nepeTBopeHHss AddRoundKey, nami, 3anexno Bim BenmuuumHu NK,
mMacuB State miggaeTbes payHAoBii Tpanchopmanii 10, 12 a6o 14 pasis, mpuuomy y
biHanpHUNA payHJ € TPOXM BKOPOUEHHUM —Y HBOMY BIJCYTHE ME€PETBOPECHHS
MixColumns. BuxigHuMu qaHuMU OMUCAHOT MTOCITIIOBHOCTI OTIEpaIliil € MMUPpPOTEKCT —
pe3yiibTaT a1l Gpynkuii 3ammdpysanns AES.

DyHKUil po3mudpyBaHHs

VY cnenudikarii anroputMy AES npomnonyroThcs 1Ba BUAM peanizauiii pyHKIii
posmudpyBaHHs BIAMIHHUX JPYr BiJ JIpyra MOCIIJIOBHICTIO J0JaTKa IEPETBOPEHb
3BOPOTHHUX MEPETBOPEHHSAIM (GYHKINT 3amudpyBaHHsS W TMOCIIIOBHICTIO TUIAHYBaHHS

KJIFOYiB.
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BBeaemo HacTynH1 O3HAYEHHS:

— InvSubBytes() — 3BopotHa SubBytes() 3amina 6aiiTiB — mobaiiToBa HemiHiHA
MIJICTAaHOBKAa B S-0JI0Kax 3 BUKOPUCTaHHSAM (hIKCOBAHOI TaOJMIN 3aMiH PO3MIPHICTIO
8x256 (inverse affain map).

— InvShiftRows() —3BopotHe  3pymieHHss  psakiB  ShiftRows() — nukmmiune
3pyIIEHHS PSJIKIB MacuBY State Ha pi3HY KUIBKICTh OQT.

— InvMixColumns() — BiTHOBIICHHS 3HA4Y€Hb CTOBIIIIB — MHOXXCHHS CTOBIILIIB
CTaHy, pO3IIIAHYTHX 5K Oaratounenu Hag GF(2%).

DyHKIIisl 3BOPOTHOTO PO3MIU(PPYBAHHA

Axmo 3amicte SubBytes(), ShiftRows(), MixColumns() i AddRoundKey() y
3BOPOTHIM MOCIIIOBHOCTI BUKOHATH 1HBEPCHI iM MEPETBOPEHHS, MOXKHA MOOYIyBaTu
GbyHKIIFO 3BOpOTHOrO po3mmdpyBanHs. [lpuw 1pOMY MOPSIOK BHUKOPHUCTAHHS
payHIIOBUX KJIIOYIB € 3BOPOTHHM CTOCOBHO TOMY, IO BUKOPHUCTOBYETHCA TMIPHU

3amudpyBaHHi. Ha nceB1oko/11 BOHa BUTIISIIAE TAK:

Invlipher ibyta ial44FB], byte out[4/¥h], word wlHb+ (Hc+li])
bagin
byte statel(d, ¥b]

stake = in
AddRoundKay (gtata, w[Nr*hNb, (Nr«l}*Nk-1]1)
for round = Wr-1 atep -1 downto 1
InveEhiftRowe (mtata}
InvSubPytes (atata)
AddRenndEey (state, wlround+*Nk, (rounds+l) *Nbk-1])

InvHixColumns (atata)
end for

InvEhiftlcwa(pbatal
InvSubBytas {stata]
hddRoundKey (state, w(0, WNb-1]]

out = stata
ond

ANTOpUTM 3BOPOTHOTO pPO3MHU(PYBAHHS, OMUCAHUH BHUIIE Ma€ MOPSIOK
JiofaTka orepanii — QyHKIi 3BOPOTHUN TMOPSAIKY OIepaliii B aaropuTMi IPsSMOTo

3amu(pyBaHHs, ajleé BUKOPUCTOBYE Ti K MapaMEeTPU PO3TOPHYTOTO KII0Ya.
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DyHKIisE NPAMOro po3mnpyBaHHs
3MIHUBIIM TIEBHAM YWHOM TIOCHIIOBHICTh IIJIAaHYBaHHS KII0Ya MOYHA

noOyayBaTH 1€ OJWH aJTOPUTM — AJITOPUTM IPSIMOTO PO3MIU(PpPyBaHHS.

Eqlnvriphor (byte in[d*Nb], byte ocut[d*Mb], word dw[Mbx (Neil)])
bagin

byte statal4,Nb]

gtate = in

AddRocundEey{etata, dw[MetMb, {He+l) *Ne-1])

for poadittd = NE-1 dEap -1 daknts 1

InvSubBytes {ztate)

InvShiftRown (etata}

Inv¥ixColumns (stata)

AddRoundley (state, dw[rcund Mk, [(Fodad+1) =Hk-1])
and for

InvSuhBytes (stata)
InvehiftRows (state}
addroundiey(stata, dw[0, Hb>-1]}

ot = gtate
and

JIB1 HaCTyNH1 BJIaCTUBOCTI JT03BOJISIIOTH 3pOOUTH I1€E:

— IMopsimox momatka ¢yukmid SubBytes() 1 ShiftRows() He rpae pomi. Te x
came BipHO i jisa onepariiii InvSubBytes() 1 InvShiftRows(). Lle BinOyBaeTbcs TOMY,
mo ¢ynkmii SubBytes() i1 InvSubBytes() mnpamtorots 13 Oaiitamu, a omepaiii
ShiftRows() 1 InvShiftRows() 3py1iyroTs 11 0aifTu, He 3a4iNar4M IXHIX 3HaYCHb.

— Omepamis MixColumns() € mHIAHOO TOM0 BXIJHUX IaHUX, 110 O3HAYAE
InvMixColumns(State XOR RoundKey) = InvMixColumns(State) XOR
InvMixColumns(RoundKey).

[li BmactuBOCTI (YHKUIA anropuTMy MUGPYBAHHS JO3BOJSIOTH 3MIHUTH
nopsaok  3actrocyBaHHs  ¢yHKIA InvSubBytes() 1 InvShiftRows(). ®yukmii
AddRounKey() 1 InvMixColumns() Takok MOXXyTh OyTH 3aCTOCOBaHiI y 3BOPOTHOMY
MOpPSIKY, aje 3a yMOBH, IO cToBMIll (32-0iTHI clOBa) PO3TOPHYTOrO KITFOYA
posiudpyBaHHs MONepeIHbO ponyiieH] yepe3 ¢yHkiio InvMixColumns().

Takum  uMHOM, MOXHa peani3yBaTH Oinblne e()EeKTHUBHHM  CIIOCIO
po3mudpyBaHHd 3 THUM K€ TIOPSAKOM jojarka (QYHKIIH SK 1 B aJropuTMi

3amupyBaHHs.
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Aaroputrm BupodJenHs kiawuiB (Key Schedule)

BBeaemo HacTymHI TO3HAYCHHS:

— Rcon[i] — macuB 32-0iTHUX payHJOBUX KOHCTAHT;

— RotWord() — onepairisi 1UKIIYHOI MEPECTAaHOBKH BX1AHOTO 4-X OalTHOTO
CJIOBa y BUXIJHE 3a HACTYIMHUM TpaBmwioM [a0, ai, a2, a3 | —> [ax, a2, a3, a0 |;

— SubWord() — onepariist 3amiHu B 4-X 6alTHOMY CJIOBI 3a JIOMOMOIow S-Box
KO>KHOTO OaiTa;

@ — omepartis mo BukIodae abo — XOR.
FayExpansion(byte kay[4*Nk]l, word wilNb*(Nxr+1l)], Nk}

beagin
word temp

i=20

while (i < Nk}
wli]l] = word{key[4+*i]l, key[4*i+l1l], keyl[4*i+2], keyl[4*i+2]1}

i = isl
end while
i = Nk

while (i < Hb = {(Mr+1}1]
temp = wli-1)
if (i mod Nk = 0)
temp = SubWord (RotWard (tamp)) xor Reon[i/Nk]
eloe 4if Nk » 6 and 4i mod Mk = 4)
teamp = SubWord{tamp)

eand if
wlil] = wl[i-Mk] xor temp
i =4i 4+ 1

end while

end

PayHnioBl kiroul BUXOIATH 13 KIIlOYa HIM(PPYBaHHS 3a JOIOMOTOI0 aIrOPUTMY
BUPOOJIEHHA KIIOUiB. BiH MICTUTH JABa KOMIIOHEHTH: po3mmpeHHs kimoda (Key
Expansion) i BuGip paynmoBoro kimouda (Round Key Selection). OcHOBHI mpHHIHIH
AJITOPUTMY BUTJISIAI0Th Yy TaKUM CIIOC10:

— 3arajbHe YHMCIO OITIB pPayHAOBUX KJIIOYIB JOPIBHIOE JOBXKHUHI OJIOKY,
IIOMHOKEHOI Ha YHCJIO0 payHAIB, Itoc 1;

— KJIt04 MU (pyBaHHS pO3MIUPIOEThCS B po3iupennid kiou (Expanded Key);

— payHAOBI K04l OEPYThCS 3 PO3MIUPEHOTO KIF0Ya B TaKUU CMOCIO: mepinit

payHI0BUH KJIFOY MICTUTH niepini Nb ciiB, Ipyruii — HacTyrHi Nb citiB 1 T.1.
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Po3mmpenns (IJIaHyBaHHS) KJII04a
Posmmpenuit kmou  sBhsie coOor0 JIHIWHWNA MacuB W[i] CKIamaeTbcs 3

Nb*(Nr + 1) 4-x GaiitoBux cimiB, 1 = Nb*(Nr + 1).

wﬂ wl “Ii‘ “r‘.l I l"’I wl “I'! I “ri “'1‘ “IIHI'IH- wﬂ‘ =

Paynnosuii | PayHnoBuii  PaynnoBwuii
ko4 0 K04 1 KJII0Y 2

Pucynok 3.2 —Ilpouenypu po3miudpeHHs W BUOOPKM payHAOBOrO KiOouya Jis

Nk =4

SIcHO-CipyM KOJBOPOM BUIICHI CIOBA POMIUPEHOIO KII0Ya, SKi (OPMYIOTHCS
6e3 BukopuctanHs ¢pynkuiit SubWord() 1 RotWord().

TemHO-CipuM  KOJBOPOM, BHJIICHI CIOBa PO3LIMPEHOTO KIIOYa, MpU
00YHMCIICHH] TKMX BUKOPUCTOBYIOTHCA mepeTBoperHs SubWord() 1 RotWord().

ITepmi Nk cmiB mictare kimwod mmdpyBanHs. KoxkHe HacTynHe ciioBo Ww[i]
BUXOJUTH 3a nomomoroto XOR momepennroro cimoBa wli-1] 1 cioBa Ha Nk mo3wmiriii
paHirie:

WI[i-Nk]: w[i]= w[i-1] © w[i-Nk]. (3.3)

Jlnist coiB, mo3wuiist sikux kpatHa Nk, mepen XOR 3acTocoBy€eThCs TepeTBOPEHHS
no w[i-1], a motiMm me nmomaeTbcs payHaoBa koHcTtaHTa Rcon[i]. I[leperBopenHs
peani3yeThes 3a JOOMOTOI0 IBOX noaaTkoBux ¢yHkIid: RotWord() i SubWord().

3nayenHs Rcon[j] npopiBHioe 2j-1. 3HaueHHs Ww[i] y 1IbOMY BHIIAJKY
BU3HAYAETHCS] BUPKCHHSIM:

w[i] = SubWord(RotWord(w[i-1]) @ Rcon[i/Nk] @ M[i-Nk]. (3.4)

Bubip paynaoBoro kitoua i-Tuil payHJOBHM KIII0Y BUOMPAETHCS 31 CIIIB MACUBY

po3mUpeHoro kiatoua B mpoMiKKy By W[NDb * 1] no W[Nb * (i+1)].
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Jnst gyHkuii 3amm@pyBaHHs pO3MIMPEHUN KIIOU TE€HEPYETHCS aJTOPUTMOM.
Jisa QyHKIIT 3BOPOTHOTO po3mU(pyBaHHS BHUKOPUCTOBYETHCS IEH Ke KIIIOY, ajle y
3BOPOTHIM TOCIHIJIOBHOCTI TIOYMHAIOUYM 3 OCTAHHBOIO PAyHJIOBOTO  MIJKIIOYa
3amupyBaHHs.

Jnsg  QyHKOii  mpsMoro  po3mudpyBaHHS  BHUKOPUCTOBYETHCS — TPOXH
MOAM(IKOBAHUM aJITOPUTM TUIaHYyBaHHA Kirova. [lpu QopMyBaHHI PpPO3rOpHYTOrO
KII04a B TMpOLEAypy IUIaHYyBaHHS HEOOXIAHO JO0JaTH HANpUKIHIL JIOAATKOBE
NEPETBOPEHHS, MPUYOMY PO3IIMPEHUM KIIOY BUKOPHUCTOBYETHCA TIPU TMPAMOMY
posmudpyBaHHi B TiH K€ MOCIIIOBHOCTI, 110 ¥ TIpH 3amudpyBaHHi.

JlomaTkoBe TEPETBOPEHHS PO3MIMPEHOTO KI04Ya IS (PYHKINI MPSMOTo

po3muppyBaHHS:

for 1 = 0 step 1 to {Hr+l)+*¥Wb-1
dwl[i] = wl[i]
end far

for round = 1 otep 1 to Nr=1
InvMixColumng (dw [round+Nb, [(round+l) *Nb-1]1)
end for
PaynioBe neperBopeHHst
PaynnoBe mnepeTBOpeHHs CKIAJAEThCS 3 TOCIHIJIOBHOTO 3aCTOCYBaHHS 0
MacuBy State psy TpaHcdopmMariiil.. 3apa3 00roBopuMo JieTas Horo peasizarii.
Heniniiina 3amida OalTiB MacHBY CTaHy 3a JOINOMOTOI0 TpaHcdopmarlii

SubBytes mae BurIsia;

AN=UX* + X+ X7+ X1 f+ X5+ X+ X+ Dmod(X°+D) (3 5

baratopazoBe oOumcineHHsS B Tporeci 3ammdpyBaHHS TaHOTO BHUPAKCHHS
pobuno 6 HEBUIpaBIaHE OOUYMCITIOBATHHE HABAHTAKEHHS HA BUKOHYIOUY CHCTEMY,
TOMY JUJIsi IPAKTUYHOI peastizaliii HaOUTbIT MPUHHATHUM DIMICHHSIM € BUKOPHCTAHHS
nonepeaHe ooOyucieHoi Tabmuil 3amiau  S-Box. Jlorika poGotu S-Box mnpu

NIEPETBOPEHHI OaiiTa (Xy} BimOWTa B IMIECTHAAIATKOBOMY B HA pUCYHKY 3.3:
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¥
0] 1] 2] 3 4] 5] 6] 7 8 9] al b] c d] e[ |

gl 63| 7Fe | 77| ™| f2 | 6| 6| a5| 30 [ 0L | 67 | 2b | Ea Q7| ab| 76
1l ca| 82| ev| 7a| fa | 5v| a7 | £0| ada| d¢ | a2 | af | 92 =4 | 72| a0
2| b7 | £a] 93| 26| 36 [ 3f | £7 [ cc[ 34| as| 5| £f1| 71 6] 31 ] 15
3 04| a7 | 23 | &3 | 1B | 96| 05| 9a| 07 | 12| B0 | @2 | @b 27 | b2 | 75
gl on| 83| 2e| 1a| 36| 6a| sa| a0| 52| 3b| de [ B3 | 29 e3 | 2f| aa
S| 53| A1 | 00 | ed| 20 | fe | bl | GE | 6a| cb | ba | 39 | dm dc | 68 | of
E| d0| af | aa | fh | 43 | da| 33 [ 85| a5 | 9| n2 [ 76| 50 32| 9f | a2
L7 SL|a3] 40| Bf| 92| 5d| 38| 6| be|bE|da| 21| 10 ff[ 3] a2
Bl ed Oe 131 ac oF 87 41 17 od -7 Ta id ad 5d 19 Ti
ol 0| 81| 4| de| 22| 2a| 50| 88| 46| e [ bB [ 14| de Se | OB | ab
m| 0| 32 | 3a | Oa| 49 | 06| 28 | Ga| a2 | A3 | az | 62 | 1 65 | a4 | 79
Bl a7 | c8 | 37 | 6d | Bd | d5 | da | a6 | 6a | 56 | f4 | aa | 55 7a | aa | OB
sl ba| 79 | 26| 2a | 1o | ab | b8 | c6 | «8 | dd | 74| 1£ | 45 FEd | &b | 8a |

d] 70| 2 [ BE| ce| 48 | 02 | E5 | O | 61| 35| E7 | B9 | B8 <1 | 1d]| 0a

ol oL | £8 | 98 | 11 | 69 | d8 | Ba | 94| Ob | 1la | B7 | @9 | ce G5 | 28 | 4f
E| Ba | a1 | 89 | Od | EE | o6 | 12 | GE| 41 | 90 | 24 | OF | =0 E4 | kb | 1&

Pucynox 3.3 — Ta6aurs S-Box 3aminu 6aiiT

[i BukopucTanus 38oauTh onepanio SubBytes 1o HaiinpocTimoi Bubipku Gaiita
3 macuBy A (f) = Sbox[f].

Y  ¢yHKIISX ~ po3mm@pyBaHHS ~ 3aCTOCOBYETHCS — OIEpallis  3BOPOTHA
InvSubBytes().

Bona peani3yeTbes Tak caMo IPOCTO, SIK 1 MOTEPeHs 3a JOTIOMOI0I0 1HBEPCHOT
tabmuui S-Box — A7!(f) = InvSbox[f]. Ti norika po6otu mpu nepersopenHi Gaiita (xy}
B1IONTA B MIECTHAAISITKOBOMY BHUJIl HA PUCYHKY 3.4.

Pucynox 3.5 irocTpye 3acTocyBaHHsS NMEPETBOPEHHS 3aMiHM OalT 10 CTaHy y
byHkisax 3ammdpyBaHHas i po3mndpyBaHHS.

Y neperBopenHi 3pymieHHs psakiB (ShiftRows) ocranni 3 psngka crany
mukiiyHo 3pymrytotbes BJIIBO na pizne uucno OaiitiB. Psagok 1 3pymyersbes Ha Cl
OaiiT, psnok 2 —Ha C2 GaiT, 1 paaok 3 — Ha C3 Gaiit. 3nauenns 3pyuiens C1, C2 1 C3 B

Rijndael 3anexats Big 1oBxuHU 010Ky Nb .
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0 1| 2|3 |4 5 é 7 B 9 a | b | = d | a £
Q152 (0% | 6a |45 | 20 ]| 36 | ab (2B | b 40 | a3 | 5« [ 81 | £2 | A7 | £b
1] 7e | w2 |20 |92 | 8| 2£ | £ | E7 | 24 S | 43 | 44 | 4 | da | aD | b

2| SA | TR [ 04 |32 [ af |2 |22 | 3d|cc 4= | 9E | CE | 42 | £a | =3 | 4=
3|08 | 2a | al | 66 | 28 | d9 | 24 | bz | € GSb | a2 | 4G | &d | Bb | A1 | 25 |
gl T2 | £8 | £6 | &4 | &6 | 68 98 | 18 | d4 a4 | Se | c= | od | 65 | B | 92
E] e | TO |48 | 50 | fd| ed | B | da | 5S¢ 15| 46 | 57 | a7 | B4 | 54 | 84
6| 90 |48 | ab |00 | Bc |bo | d3 | Ca | £7 wd | 58 | C5 | LB | b3 | 45 | 06
x 7140 | 2c | 1a | 9f | ca | 3f | Of |02 | c1 af | bd | C2 | 01 |13 | Ba&a | 6B
8l 2a [ 91 11 |41 | 4f |67 |de | wa |97 f2 |ef| ca| £0 | bd | @6 | 73
81 %% | mac | T4 |22 | «T | ad | 35 [ £E J 2 £9 | 37 | ¢8 | 1c | ¥E | AE | &=
al 41?7 | f1 (1a | T1 | 1d]| 29 | a5 (B0 J €f BT |2 | Ca | an | 18 | Ba | 1k
El] e | 568 | 3a | 4k [ et6 | 42 | 79 | 20 | 9o db | =0 | fa | TBE | ed | Sm | E4
cjJlf (dd (a8 | 33 | 88 |07 | 7 | 31 | b1 12| 10| 59 | 27 | B0 | ec | 5
d] 60 [ 51 | 7L |a% |19 | b5 | da | 0d | 2d w5 | TFa | SE| 93 | % | S¢c | «f
gl ad |ad | 3b | 4d | aa | 2a | £5 | B0 | cE <b | BB | 2 | 43 | B3 | 89 | 51
E[17 [ 2b [ 04| Te [ba |77 [ d6 |26 [ &1 €9 [ 24| €2 [ 55 [ 22 [ Oc | 7d |
Pucynoxk 3.4 —Tabmuis S-Box iHBepcHOT 3aMiHu OailT
Pucynok 3.5 — IlepeTBopeHHs cTaHy 3a IOMOMOTOr0 Ta0auIl 3amMiHu S-Box
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ShiftRowe ()

5!,{:‘5;,1 ‘sr,z‘jr,z Seol%e1 |52 |53

0,3 Foo | Foa | Foz | S
'Fl.l:' I!i'hl lf;l-.l ElJ rm-l I!i'hl ‘S'I.: sl.'l 'Fl-.'il
Fan | a1 | Faz | Frs I_-:D"'W Faa | Fas | Fzo | Sz
3,2 [ S13 r-j'-'l Faa | Jyo | S3y | Tz

Pucynok 3.6 — IlepeTBopeHHs 3pylIeHHs psAKIB Y QYHKIT 3amudpyBaHHs

VY mepeTBopeHH1 3BOpOTHOTO 3pyiieHHs pankiB InvShiftRows ocranni 3 psaka
cTaHy IUKIYHO 3pyiryioTbess BIIPABO Ha pizHe uncno 6aittiB. Psgok 1 3pymryeTbes
Ha C1 Gaiit, psgok 2 — Ha C2 Gaiit, 1 psgok 3 —Ha C3 GaiT.

IlepemimyBaHHS CTOBIIIIB

Y mneperBopenHi nepemimyBaHHs cToBOIIB (MixColumns) CTOBIII CTaHy
posrisnaThess sk Oaratounenn Haxm GF(28) 1 migmaroTbest  TEepEeTBOPEHHIO
c(x) =c * gmod(Y* +1), ne ¢ = (X,1,1,X+1), To6T0 MHOXKaThCA 3a MoxyaeM x* + 1 Ha
Gararouien c(x), mo Bursaac, sk: ¢(x) = {03}x3 + {01}x> + {01}x + {02}.

3acTtocyBaHHs Ii€1 onepalii 10 BCIM YOTUPHOX CTOBMISIM CTaHy MO3HAYAETHCS,
ak  MixColumns(State). PucyHok 3.7 AeMOHCTpye 3acTOCYBaHHS TIE€PETBOPEHHS

MixColumns 1o cToBmIs cTany.

ApPK.

BKPM-123.22.0086.00.00.713

Bum. | Apx. | Ne Dokym. ITionuc | Jama 45




HixColunms |}

Pucynok 3.7 — Onepartist mepeminryBaHHs JIi€ Ha CTOBIII CTaHy

VY 3BopotHOMY meperBopeHHI InvMixColumns CTOBIIN CTaHy PO3TISIAIOTHCS

sk Garatounenu Han GF(2%), ane, npupoaHo, niananTbes 380pOTHOMY NIEPETBOPEHHIO.

JonaBanus paynaosoro kiw4da AddRoundKey()

VY naniii omepailli payHIOBHM KJIFOY JOJAETHCS 1O CTaHy 3a JOIMOMOTOIO

nopaszpsinHoro XOR. [JoxuHa kiaroya (B 32-po3psiAHUX CJIOBAX) JOPIBHIOE JOBXHHI

omoky Nb . Pucynok 3.8 imoctpye aito maHoi omepanii Ha craH. Lle meperBopeHHs

no3Havaethes sk AddRoundKey(State, RoundKey).

f=r*Nb
""rl},;,' - jﬂ.f‘
5 o 3
0. 2 (¥13 o v pa| s
i SIL' —| Wiie -.""--.._.-..____‘ | H'||Z'
.0 s g; ez | 13
g H";' +2 Iﬂ -z - g -
¥ Le |a| o S50 & LY
Su | F1p |2 |52 S| Fae pr | Saa

Pucynoxk 3.8 — AddRoundKey

B,
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OcHoBHi ocoduBocTi AES

VY BUCHOBKY c(hopmynroeMo ocHOBHI ocobmuBocTi AES:

— HOBa apxiTektypa «KBampaTt», mo 3abe3medye IIBUAKE pO3CIIOBaHHS U
nepeMinryBaHHs iHGopMarllli, mpu IbOMY 3a OJIMH PayHJ MEPETBOPEHHIO MiIAAETHCSA
BECh BXIIHUH OJIOK;

— OallT-Opi€EHTOBaHA CTPYKTypa, 3pydHa JJIs peaiizallis Ha 8— po3psiiHi MIKpO
KOHTpOJIEpax;

— BCl payHIOBI TIEPETBOPEHHsS CYTh oOmeparii B KIHIEBUX IIOJIAX, IO

JOMYCKalOTh ePEKTUBHY amapaTHy ¥ MporpaMHy peai3alilito Ha pi3HuX 1aThopmax.

3.2 Po3po0Ka CTPYKTYPHOI cXeMH

Ha pucysky 3.9 300pakeHa CTpyKTypHa CXeMad CHUCTEMHU 3a0e3MCUYCHHS
KOH(]1EHIIIMHOCT1 TaHUX XMAapHHUX CEPBICIB.

3abe3neueHHst Oe3meku iH(opMmarii mpu 30epiraHHI W 0O0poOIl OULTBITHX
iH(QOpMaIITHUX MacUBIB Y XMapHUX cepBicax — OJHA 13 CaMUX aKTyaJbHUX MPOoOIeM
cydacHuX 1H(POpMAIIHHUX TEXHOJIOT1H. [HTeHCUBHUM PO3BUTOK METOIB PO3MOALICHOI
0o0poOKkM naHuX 1 pi3ke 301IbLICHHA OO0CATIB iH(OpMalii, 110 HAKOMUYYETHCS B
KOMI'FOTEPHUX CHUCTEMax, MPUBEIU OCTaHHIM 9acoM J0 KapAWHAIBLHOI 3MiHH METO/IiB
JIOBTOCTPOKOBOTO 30epiraHHs HaHuX. TpaauiiitHi miaxoau 10 opraHizaiii 30epiraHHs
BEeUKHUX 1H(POPMAIIMHNX MAaCHBIB TIEPECTAN 3aJ0BOJBHATH 3POCIUM BHMOTaM [0
€MHOCTI HOCIIB 1 IIBHJIKOCTI JOCTYNy JI0 JaHuX. Bci wactimie croxuBad JOBIpsi€e
30epiranHsa cBO€1 BIacHOi iH(popMallii 30BHIMIHIM IIEeHTpaM a0o MepexkaMm 30epiraHHs
naHux (Tax 3BaHW ayTcopcuHr). OnHa 3 OCHOBHHX c(ep 3aCTOCYBaHHS MEPEKHOTO
30epirands JaHux — GopMyBaHHs OaHKIB JaHUX EJEKTPOHHUX JIOKYMEHTIB, a TaKOX
eJIEKTPOHHUX apXiBiB 1 06101i0TeK. Taki CXOBHINA TaHUX MOXKYTh OYTH K ITyOJIYHUMH,
Tak i 0OMEKEHOTO JOCTYIY, 3aJICKHO BiJl XapaKTepy MTOKYMEHTIB, II0 HAKOMUYYIOTHCSI

B HHUX.
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KopucryBau cucremu

brok po3mexxyBaHHS 1OCTYIy

PN JOCTYIy KOPHCTYBadiB
A
b1 mapo:is Menenxep
TIapoJIiB
N

b/l mpaB b/l

Kypuan nomiit

A4

biok mmdpyBaHHs 3rigHO MpaB

JOCTYITY

brok nemmdpyBaHHs 3T11HO

IIpaB JOCTYILY

Otpumansns kimoua AES

Otpumanns kioya AES

Posmmpenns kimobda AES

Posmupenns kimoua AES

OTpuMaHHs payHIOBOTO KIH0Ya

OTpuMaHHS payHIOBOTO KJIH0Ya

[IudpyBaHHs AJIrOPUTMOM

AES 3rinHo otpuMaHux

pPayHIOBUX KIIIOUiB

Po3mmdpyBanHs anroputMom
AES 3riiHO OTpuMaHux

pPayHI0BUX KJTIOUIB

A 4

A

3ammuppoBana iHpOpMallisi KOpUCTYBaya € XMapHOMY CepBici

Pucynok 3.9 — CtpykTypHa cxema CUCTEMU

B,

Mo QoKym. Iionuc | Jlama
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Hepinko mnepen npuMilIeHHSM JOKYMEHTIB Y MEPEXKHI CXOBHUILA BOHHU
MiIAI0TECA CTUCKY a00 1HIIMM CHEIiaThbHUM BHIAM KOJYBaHHS. Y 3B'SI3KYy 13 MMM
3arOCTPIOEThCS HEOOXIMHICTh 3a0€3MeUeHHs] KEePOBAaHOCTI, HaJIMHOCTI W Oe3merll
30epiraHHsl W JOCTYMy 1O EJEKTPOHHUX JTOKYMEHTIB, a TaKOX HpPOUEAYyp iXHbOT
nepeaadi Mi>k TPUKIQIHIMU IPOTpaMaMy ¥ PUCTPOSIMU 30€piraHHs.

Axmio HaBITH JaHi 30epiraroThbCs JIOKAJIbHO, BHUHHMKA€E 1HIIA TpolJiemMa:
aaMmiHicTpatopu, mo ynpasisitoTe CYB]] 1 mepconan Tak 4u iHaKIIe 3BUYAitHO MAarOTh
mpaBa JOCTymy 10 Bciei 30epekeHoi iHdopmarii. s 3axumery Bim  ixHIX
HECAaHKI[IOHOBAHMX I y JesSKUX BHUIAJKaX JAOLLUIbHE 3aCTOCYBaHHS —amnapaTHo-
nporpaMHuX 3aco0iB  muUGpPyBaHHA [aHUX TEeped 3amucoM ix Ha 3acobu
30epiranss. Yacto mudpyBaibHI MOyl BOYJIOBYIOTBCS, HANpUKIad, y 3acolu
pe3epBHOro KomitoBaHHS JaHuX. OpHak mpu  30epiraHHi mUGpPOBaHUX MAaCHBIB
yTPYIHEHUN TOLIYK OKpeMHuX (haliiB 1 OomepaTUBHUNA AOCTYI IO €JIEMEHTIB MacHuBY,
HEOOXITHUM [IJI1 pOOOTH MPHKIATHUX TIporpaM. ToMy 110 MacuB 30epiraeTbcs B
3amu(poBaHOMY BUJI1, 1 CEpBEpY, Ha sIKOMY BiH 30¢piraerbes (a6o CYB/]), He MOXyTh
OyTu JOBipeHi Koyl mudpyBaHHs, KopucTyBad (a00 MpHKIagHa Mporpama Bija Horo
iM'sT) 3BMYIIICHUH 3aBaHTa)XyBaTH KomMii BciX (ailyliB MacuBy, po3MHUGPOBYBAaTH iX 1
NOTIM BUKOHYBAaTH TOWIYK Ha JOKajbHIM MamuHi. O4eBUAHO, IO Takui crocid
NOIIYKY JAYyX€ HEEeKOHOMIYHUH. Y 3B'S3Ky 13 IIUM BHUMAJIbOBYETHhCS MpodiiemMa
3a0e3MeYeHHs] MOKIIMBOCTI TOLIYKY JNaHUX MO MH(poBaHUM 1 (a00) CTHCIUM JTaHUM,
o MOXe OyTH KOHKPETH30BaHa 3aJie)KHO BiJ 3aCTOCOBYBAHOI B CHCTEM1 MOJEINI
mudpyBaHHS JAHKX.

Jlist mm()pyBaHHS BETUKUX MACHBIB JaHHWX, [0 TOMINIAIOTHCS B 30BHIIIHI
CTOCOBHO BJIacCHMKa 1H(opmMarii cxoBuila, e(eKTUBHI JHUIIE CHUMETPHUYHI CXEMHU
mudpyBanHs. MOXKIMBOCTI  iXHBOTO  MPAKTUYHOTO  3aCTOCYBaHHs,  MaOyTb,
BU3HAYAIOTHCA MOXKJIMBOCTSIMH OpTaHi3arii cCXeMH KepyBaHHS CEKPETHUMHU KIIOYaMH,
JUIsL SIKUX HEOOX1JHO 3a0e3MeYMTH BUKOHAHHS ABOX IMMOYACTH CYNEPEeUIMBUX BHUMOT:

3a0e3MeYeHHs] BUCOKOI CXOPOHHOCTI KIIIOYIB (30KpeMa, 3a paxyHOK pe3epBYBaHHS) 1
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0OMeXEeHHS cepeOBHUIIA IXHBOTO TOITUPEHHS TiITBKU THMH MIPUCTPOSIMH, IKUM JIOBIpsi€
BJIACHHK 1H(pOpMaIli.

Y 3B'a3ky 13 IIUM Yy JEAKUX BHUIMAJAKax OUIbIIE pallioHAJIbHUM BUTJISIIAE
3aCTOCYBAaHHSI CXE€M BIJIKpUTOTO MM(pyBaHHS, IO JA€ MOXJIHMBICTH HEBU3HAYCHOMY
KOJIy OCi0 moMimiaTi CBOi JaHi B CXOBHIIE, ajie JOCTYN A0 HUX 3aJHIIATH JHILIE IS
BJIACHHKIB CEKPETHOTo Kitoua. Taka cxema Moxe OyTH KOpWCHA, HANPHUKIAM, JUIS
CUCTEM eJIEKTPOHHOT MOIITH a00 CHUCTEM IJIaHyBaHHS MOTOKIB 3aBnanb (workflows), ae
IIUPKYJIIOIOTh TEPEBAKHO TMOBITOMIICHHS HEBEIUKOI MOBXUHU. J[JI Takux CXeM THM
OinbIIe HEOOXIAHI MEXaHI3MH IOHIyKY 3a MU(QPOBaAaHUM JaHUMHU, IO Omeparii
po3mudpyBaHHS B ACHMETPUIHUX KPUTITOCXEMAX, K BIJIOMO, BHKOHYIOTHCSI Ha KUJIbKa
MOPSAKIB MOBIBHIIIE B TOPIBHSAHHI 13 CHMETPUYHUMU.

[nma mpobnema, moB'sizaHa 13 3a0e3nedyeHHsAM KOH(DIICHIIIHHOCTI TMOIIYKY B
MacuBax JaHUX, MOB's3aHa 3 OKaHHSAM YHEMOXKIIMBUTH OJICP’KaHHS aJMiHICTPATOPOM
CYB]J] 1 cropoHHiMH oco0amMHu BIIOMOCTEH MpO Te, J0 SAKUX came 3amuciB (abo
dbparmeHTiB) 6a3u TaHUX 31HCHIOBABCS JOCTYI MPU KOKHOMY KOHKPETHOMY 3amuTi. Y
3aKOpAOHHIN JiTepaTypi 1ie 3aBnanHs 3BeThbes “Private Information Retrieval” (PIR).
Bona oco0auBO akTyanabHa, Hanpuiiaa, Mpu oOpoOIll i 30epiraHHi €JIeKTPOHHHX
JIOKYMEHTIB, 110 MICTSTh BIJIOMOCTI MPUBATHOTO XapakTepy: (piHAHCOBI, IOPUAWYHI,
MaiHOBI, MCAWYHI ¥ 1HIIII.

Sxuro HaBiTH cami noJst 6a3u JaHUX 3amM(pPOBaHi, XapakTep 1 4acToTa 3aMuTIB
0 HUX YXE€ MOXKYTh [JaTh 3JOBMHUCHUKOBI JIeIKy HeENpsMy iH(OpMAIIiio,
pO3TOJIONICHHS SKOi HeOakaHo juisi BiacHWKa. L[i 3aBmaHHS 10 BW3HAYEHOT MipHu
aHAJIOTIYHI BUHHUKAIOYOI B TEICKOMYHIKAIIMHUX CHUCTEMax 3aBJIaHHIO MAaCKyBaHHS
IHTEHCUBHOCTI = Tpadika MDK By3JlaMH, III0, SK BIJIOMO, BHUPIIIYETHCS MIJISIXOM
CYLUJILHOTO 3aTIOBHEHHS KaHAITy MCEBIOBUIAIKOBUMH MOCIIIJOBHOCTSIMHU.

Buxonsum 31 CTPYKTYpHOI CXEMH CHCTEMH 300pakeHOi Ha pHUCYHKY 3.9,
cucrema 3a0e3rneuyeHHs] KOH(DIACHIIMHOCTI JaHUX XMAapHHUX CEpBICIB, TMPAIO€
HACTYITHUM YHHOM.

Comeprry mpu  BXOAI B CHCTEMY, KOPHCTYBad 3BEPTAETbCS 1O OJIOKY

PO3MEKYBaHHS JOCTYILY.
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brok po3mexxyBaHHS OCTYIy OTPUMYE TApOJb KOPHCTYBada, Ta 3BEPTAETHCS
JI0 MEHEJDKEepPy TMapoJiiB, JI€ OTPUMYE CEAHCOBUU IMAPOJIh TEPEBIPKH MPABHIBHOCTI
MapoJIt0 KOPUCTYBaya, Ta MPABHJIBHOCTI MPaB JOCTYIy KOPUCTyBaua, SKi 30€piratoTbCs
y BIJIMOBIIHUX 3amn@poBaHux 0a3ax JaHUX.

Po3mexyBanHs 1ux 0a3 3po0J€HO 3 METOI0 MiJIBUINECHHS CTIMKOCTI CHUCTEMHU
30epiranss iH(opMairii.

[licns miaTBEpAKEHHsI MpaB JOCTYINy, Ta MPaBUIBHOCTI BBEACHOTO MApOIIIO,
KOPHCTYBaueBl BUJIa€Thcs ceancoBui kimtou AES niis pobotu 3 iHpopMmaliero.

Y Omoui mudpyBaHHA 3TITHO MpaB AOCTYIy, 3 OTpuUMaHOro kimwo4ga AES
BiIOYBa€THCS MOTO PO3IMIUPEHHS, Ta OOMpAEThCs K0 iTepallii, 3a JJOMOMOTOI0 SIKUX U
BinOyBaeThCs mudpyBaHHs iHPopMmarlii anroputmom AES.

[Ipouenypa nemudpyBaHHs BiAOYBAa€THCS aHAIOTITHUM YHHOM.

3.3 Po3poOka pyHKIiOHAIBHOI CXeMH

Ha pucynky 3.10 300pakena ¢yHkIiOHaIpHAa cxema cucteMu. Huxue
PO3MIISTHEMO 1i OLIIbII JOKIAAHO.

@OyHKI[IOHATbHA CXE€Ma CKIIAJIA€THCS 3 HACTYIHUX OJIOKIB:

— ['onoBHE BIKHO Mporpamu.

— biiok po3MexyBaHHS JOCTYITY.

— biiok MenemKxepy mapoJtis.

— brnok >xypHamoBaHHS MOIN.

— Jlormomora.

— broxu mmdpyBanns Ta aemmdpyBanss iHdopmMariii 3rigHo anroputmy AES.
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biok

PO3MEKYBAHHS

JI0CTyITy

A
A 4

biok
MEHEKEPY

apoJIiB

A
\ 4

biok

JKypHAIIOBaHHS [*

IMOI1H

Jlomomora

A
A 4

BikHO KOpUCTYBIBHHAIIBKOTO iHTEpdECY cucTeMH 3a0e3meueHHs KOH(IISHITIHOCTI TaHWX XMapHUX CEPBICiB

udpysanus AES

Bigkpura iHpopmartis

Pozpaxynok paynnosux kimouiB (ExpandKey)

Tpanrcdopmairist payHA0BOTO KITFOYA
(AddRoundKey)

[{uki onepariit Hax iHGOpMAITi€rO
KinbkicTs iTepariii = Nr

[TincranoBka OaiitiB (SubBytes)

Huxnigauit 3cyB psiakiB (ShiftRows)

3MinryBaHHS JaHUX Y CTOBIIIIAX
(MixColumns)

AddRoundKey

3ammdpoBana iHGopMaIlis

Hemmppysannas AES

3ammudpoBana iHGoOpMaIIis

Pozpaxynok paynnosux kimouiB (ExpandKey)

Tpanchopmalrist payHIOBOTO KITFOUa
(AddRoundKey)

[uxn onepariit Haj iHGOPMALII€IO
KinpkicTs iTepamiit = Nr

Huxmigauii 3cyB psakiB (InvShiftRows)

[TincranoBka GaiitiB (InvSubBytes)

AddRoundKey

3MinryBaHHS TaHUX Y CTOBIIIAX
(InvMixColumns)

Posmmdposana inpopmartis

Pucynok 3.10 — dyHkI110HAIBHA CXE€Ma CUCTEMU
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PosrisaeMo 111 0J10KH OLIBIIT AE€TATBHO.

I'osoBHe BikHO mnporpamm. ['0Jl0OBHE BIKHO TpHU3HAYCHE IS HIBUIKOTO
JOCTYIly 10 OCHOBHMX (yHKIIM mnporpamu ¥ wmeHto. [Iporpama cknagaerbes 3
TOJIOBHOTO BIKHA, PO3TAIIOBAHOIO y BEPXHINA YAaCTHHI €KpaHa W HAOOpYy He3aJIeKHUX
JoYipHiX BiKOH. Po3ramryBaHHs i po3MipH BIKOH MO>KHA 3MIHIOBATH 3a JOMOMOTOIO
Muiii. Takok 1CHYe MOXJIMBICTh 3aKpUTH HEMOTPiOHI J0o4ipHI BikHA (3HOBY
BiIOOpA3UTH iX MOXHA MUISIXOM BHOOPY BIAMOBITHUX MYyHKTIB y MEHIO HATUCKAHHIM
Ha AHAJOTYHI KHONKH B TOJOBHOMY BIKHI mporpamu). Bci 3poGienHi 3miHH
30€peKyThCsl B HACTYMHOMY ceaHcl po6otu. [Ipu3HaueHHs BCiX KHOIOK Yy Mporpami
MOSICHIOETHCS CITMBAIOYMMHM ITiIKa3KaMH: TIABEAITh MOKKYMK MUIIL O OyIb-IKOi
KHONIKM W 3aTpUMaeTe HOro — 3'IBUThCS CIUIMBAlOyYa MijKa3ka 13 MPU3HAYCHHSIM
KHOTIIKU. |'0JIOBHE MEHIO HaJla€ IOCTYII 0 OCHOBHUX CIHCKIB 1 (PYHKIIIH cucTeMHU.

baoku mudpyBanHa Ta AemmppyBaHHs iHopmanii 3rifHO aArOpUTMY
AES. [Ipuznaueni s mmdpyBanHs Ta AemmbpyBaHHs i1HQopmarii, 10 sSKOi
KOPHUCTYBa4 Ma€ JOCTYII, 3TIHO MPaB JOCTYILY.

[Ipu peamizamii mmdpyBaHHs Ta nemu@pyBaHHsS BUKOHYIOTHCS TaKi OCHOBHI
omepartii:

— Key Expansion — mpomierypa BukopuctoByBaHa aiis reHeparii Round Keys 3
Cipher Key.

— Cipher Key — cexpeTtHmii, kpunrorpadiqauii Kiitod, 110 BUKOPUCTOBYeTbesa Key
Expansion mpouenypoto, mob 3podutu Habip kmouiB 11t paysaiB (Round Keys); moxe
OyTH TIpeCTaBICHUI K MPSIMOKYTHHUN MacuB OalTiB, 1m0 Mae 4oTtupu psagku u Nk
KOJIOHOK.

—Round Key—Round Keys Buxoaste 13 Cipher Key BukopucToByr0uH
nporenypy Key Expansion. Bonum 3actocoByroTbest o State npu mmdpyBaHHI U
posimdpyBaHHi.

— State — npomixkHuU pe3ynbrar WUGPYBaHHS, 0 MOXE OYTH MpEACTABICHUM

SK MPSIMOKYTHHI MacuB 0aiTiB mo mMae 4 psaku it Nb KonoHOK.
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— AddRoundKey() — Tpancopmartis  npu  mudpyBaHHI ¥ 3BOPOTHOMY
mmdpyBanHi, npu skiii Round Key XOR’utbes ¢ State. [Jomxuna RoundKey
TOpiBHIOE po3Mmipy State (To6To, sxio Nb = 4, o nopxuHa RoundKey nopisaioe 128
01T a6o 16 GaiiT).

— SubBytes() — Tpancdopmarii npu mmdpyBaHHI sAKi 00poOIsIOTH  State
BUKOPHUCTOBYIOUH HEJIIHIMHY TaOiuIi0 3amimieHHs 0aiTiB ( S-box), 3acTocoByrouu ii
HE3aJIEXKHO J10 KOKHOro Oaiita State.

— ShiftRows() — Tpanchopmanii npu mudpyBanHi, gki 00poOsioTH State,
IUKJTIYHO 3MIIIAK0YHM OCTaHHI TPH PsIKK State Ha pi3HI BETUYUHHU.

— MixColumns() — Tpancopmariiss npu mudpyBaHHi sika Oepe BCi CTOBIII
State 1 3MimIye iX gaHi (HE3aJeKHO APYT BIJ Apyra), o0 oJep>KaTi HOB1 CTOBIIIIL.

— InvShiftRows() — Tpanchopmariis npu posumppyBaHHl siIKa € 3BOPOTHOIO
crocoBHO ShiftRows().

— InvSubBytes() — Tpancopmartiss npu posmmdpyBaHHI SKa € 3BOPOTHOIO
ctocoBHO SubBytes().

— InvMixColumns() — Tpanchopmaitis mpu po3mmdppyBaHHI sKa € 3BOPOTHOIO
crocoBHO MixColumns().

— RotWord() — pynkuis, nio BukopuctoByeThbes B mporeaypi Key Expansion,
1o 0epe 4-x GaliTHE CJIOBO ¥ poOUTH HAJ HUM ITUKIIIYHY TTEPECTaHOBKY.

— SubWord() — ¢ynxiis, BukopuctoByBaHa B mporeaypi Key Expansion, mio
Oepe Ha BxoAl 4-x OaliTHE CIIOBO ¥ 3aCTOCOBYIOUM S-bOX J0 KOXHOTO 13 YOTHPHOX
0aliTiB BUIa€ BUX1AHE CIIOBO.

— Block — mocnimoBHicTh 01T, 3 SIKHX CKJIaAaeThbes input, output, State i Round
Key. Takox mia Block MoxxHa po3yMiTH TTOCTIIOBHICTh OaMT.

— Ciphertext — BuXijH1 JaH1 anrOpuTMy U(pyBaHHS.

— S-box — HemiHIMHA TaOMUI 3aMiH, IO BHUKOPUCTOBYETHCS B JEKUIBKOX
TpaHcopmMmarlisx 3aminu 0alT 1 B nponeaypi Key Expansion s B3a€MHOOHO3HAYHOT

3aMiHU 3HAUYECHHS OaiiTa.
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— Nb — yucno crosmuiB( 32-yx 61THUX CITiB), 1110 cTaHOBMATH State. /{1, AES Nb

— Nk — yncno 32-yx OGITHUX CHiB, 1[0 CTaHOBJIATH ImHbpokiaod. st AES, Nk =
4,6, abo 8.

— Nr — uncno paynais, mo € ¢pyskitiero Nk 1 Nb. [[nsgs AES, Nr= 10, 12, 14.

— Rcon[] — MacuB, 1110 ckiagaeTbes 3 01TIB 32-X pO3PSTHOTO CJIOBA 1 € TOCTIMHUM
JUIS. TAHOTO PayHy.

baoxk po3me:xxkyBanHsi pocryny. [IpusHauenuil ans opranizanii 6e3medHoro
JIOCTYIy ~CIIIBTOBapUCTBa KOPHUCTYBAdiB [0 3aXUILEHUX pecypciB. YleHn 1poro
CIIBTOBAPMCTBA, BUKOPHCTOBYIOUM TMPOTPaMy, OJEPXKYIOTh BH3HaueH1 mepesaru. Lle
JTa€ HACTYITHI MOMJIMBOCTI:

— HagaBatu xkopucTyBauaM JOCTyn [0 iH(popmamii (Hampukiaa, TpynH
CTPYKTYPHUX CXE€M, aJpPeCHI JOBIAHUKMA BIiAAIIIB a00 TMONIYK CIIiBPOOITHUKIB) i
pecypcaM (Hampukiaa, yCTaTKyBaHHS a00 00JIIKOBI 3alMCH Y BHYTPIIIHIX CUCTEMAX), Y
AKX BOHU O17yI0Th, OyKBaJIBHO 3 TIEPIIOTO JHSI.

— CUHXpOHI3yBaTH KUTbKa IApOJiB 3 OJAHMM IM'SIM KOpPHCTyBaua MJii BCIX
CUCTEM.

— IIpu HEOOX1THOCTI ONMEPAaTHUBHO 3MIHIOBATH a00 BIJ3UBATH IpaBa Ha JOCTYII
(HampuKJaa, Ipy Mepexo/i CriBpoOITHUKA B 1HITY TpyMy ad0 pH 3BUIbHEHHI).

— [liaTpMyBaTH BIATIOBIAHICTD YPSIOBUM ITIOCTAHOBAM.

V 1eii 610K BKJIFOUEHI HACTYITHI MOYKJIMBOCTI.

Camo006¢ITyroByBaHHS 00JIIKOBOTO 3aIKCY, IO JO3BOJISIE:

— Bi10OpakaTu CTPYKTYpHI CXEMU;

— MOBIJIOMJISITH TIPO IOAATKHU, TIOB's13aH1 3 KOPUCTYBaueM, JUIsl aIMIHICTPaTopa;

— 3MIHIOBATH JIaH1 TPOQ1IIO;

— BUKOHYBATH TONIYK y KaTaJio3i;

— 3MIHIOBATH MapOJib, BIAMOBIIh HA 3aNTUT-BIATIOBIAH MAPOJIS 1 HOTO MMiIKA3KY;

— MEPEeTJISIIaTy CTaH MOJITUKYA W CHHXPOHI3AIIIl mapois;
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— CTBOPIOBATH OOJIIKOBI 3amUCH JUIi HOBUX KOPHUCTYBaudiB 1 rpyn (mpu
HAsIBHOCTI BIJIMOBITHUX TTOBHOBA)KCHB ).

3anuTH ¥ TBEPHKEHHS, IO JO3BOJISIIOTH:

— 3aUTYyBaTH PECYPCH;

— MEPEeBIPATH MIITBEPPKCHHS 3alUTIB Ha PECYPCH;

— TIPAIIOBATH 13 MPU3HAYCHUMH 3aBJIAHHIMU T1ITBEPIKCHHSI 1HIITNX 32MTUTIB HA
pecypen,

— BUKOHYBAaTH 3allUTH W TBEPI)KCHHS B SKOCTI YHEICh JOBIPEHOI 0cobu abo
nenerara;

— MPU3HAYaTH KOTO-HEOYIh 1€ JOBIPEHOI 0c00010 abo neneratoM (Tipu
HAsIBHOCTI BIJIMOBIHUX TTOBHOBAYKCHb );

— YOpaBIATH BCiMa ITUMU (QYHKIISIMU 3aIlMTIB 1 MJITBEP/KEHb B 1HTEpecax
Bamoi rpynu (mpu HasiBHOCTI BIJMIOBIIHUX MOBHOBAXEHb);

— IIpU  HEOOXIAHOCTI JUIsI KOKHOTO 3anuTy ab0 MiATBEP/KCHHS HaJaBaTh
dpoBuit mianuc.

Pomi, mo 103BOIAIOTh BUKOHYBATH HACTYIHI ii:

— 3aMUTYBAaTH TPU3HAYEHHSI POJICH 1 YIPaBISATH TPOILECOM ITiATBEPIKCHHS
3aMUTIB HA IPU3HAYEHHS POJICH;

— TIePEBIPATH CTaH Balmx 3amuTiB poJieH;

— BU3HAUaTH PO 1 TXHI B3aEMUHH;

— Bu3HauaTH OOMEXEHHS ToaiTy o000B's3kiB (SoD)i ympaBisTté mporiecom
MIATBEPKEHHS Y BUIMAIKaX, KOJIM KOPUCTYBay 3aMUTY€E NMepeBU3HAYEHHSI 0OMEKEHHS,

— TepersaaTy JOBIIHUK POJIeH;

— IeperyisiiaTd JAOKIAAHI 3BITH, Y SKHUX TMepepaxoBaHi poii W oOMexeHH
noJi;Ty OOOB'SI3KiB, BU3HAUEHI B JOBIJHMUKY, a TaKOXX MOTOYHUN CTaH NMPU3HAYCHHS
poJiell, BUKJIFOUEHHS MOy 00O0B'S3KiB 1 IOBHOBAXEHHS KOPUCTYyBaya.

Monyns "lotpumanHs" 103BOJISE:

— 3anuTyBaTH MiATBEPKEHHS MPo(d1IF0 KOpHUCTYBaya.

— 3anuTyBaTH MiATBEPKEHHS MoALTy 000B's13K1B (SoD).
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— 3anuTyBaTH MiATBEPKEHHS MpU3HAYCHHS (QyHKITIH.

— 3anuTyBaTH MIATBEPKEHHS MPU3HAUYCHHS KOPUCTYBaYa.

baok menemkepy mnapouaiB. Hagae MOXIMBOCTI HE TUIBKM JUJIi MPOCTOTO
30€peKEeHHS MapoJiiB, aje W JJIs MOBHOIIIHHOI poOoTH 3 HUMH. [Iporpama miaTpumye
poboTy 3 JAeKiIbKOMa aKKayHTaMHd, 1 TMpalioBaTH 3 HEI MOXYTh TPOXH
KopucTyBauiB. [Ipu iboMy 0a3u TaHUX KOXKHOTO KOPHCTyBada MUGPYIOTHCS.

JlogaTkoB1 MOKJIMBOCTI:

— Cucrema momyky 1o 6asi JaHuX.

— [linTpuMKa MaKpoCiB.

— MOXJTUBICTh PE3€PBHOTO KOIIIOBAHHS 0a3U JTaHUX.

— MOJIMBICTh IMIBUAKOTO TIEPEMHUKAHHS MI>K KOPUCTYBa9aMH.

— [lIBuakuii qocTyn A0 YaCTO BUKOPUCTOBYBAHUX (DYHKIIIH.

— ['enepaTop mapois.

— MOXUBICTh PO3APYKIBKH TAPOJIIB.

buiok :kypHastoBanHs nofii. [IpusHauenuii 1 3anucy y KypHai ycix HoIiH,
aK1 BigOyBatoThes y cuctemi. JKypHail aiif KOpUCTYBadiB MICTUTh (POpMY AJIs 3aIyCKy
apxiBatlii xxypHany. dopma apxiBailii sBjsge co00t0 KHONKY "O4uucTuTH XypHaT" 1 MoJie
3 paroro "mo:". Jlary MO)kKHa BCTaHOBJIIOBATH OYIb-sIKY, aje HEe paHille, HiX MOTOYHA
naTta MiHyc 1 micsip, mo0 y cucteMi 3aBkau 30epiranucs AaHi Mpo Jii KOpUCTyBadiB
K MIHIMYM 32 MICAIIb.

[Ticns natuckanHs KHOMKK "OuucTuTH XypHan" y CucreMi TreHEepyeEThCs
TEKCTOBUM (paii 13 apXiBoM XKypHally 3a oOpanuii mepion. ®aiin 30epiraerbcsi B
3amudpoBaHoMy  BHII, a TOCWIAHHA Ha el  ¢aiinl  TOKa3ylThCS
aamiHicTpatopoBi. [licns cTtBopeHHs (ailmy 3amucy KypHaimy 3a oOpaHuW mepiof
BIIIAJISAIOTBCS 3 0a3W JaHuWX. Y BUIQJKY MOMMJIKM TIPH CTBOPEHHI a00 30epekeHHI
dairy, 3arcu He BUAATISIOTHCS.

Jlonomora. biok npu3HadeHuit Mpo HaJAaHHs TOTIOMOTH MO poOOTi 3 CHCTEMOIO,
a TaKOX JJIsl HaJlaHHs 1H(opMalii Mpo po3poOHUKIB CUCTEMHU, BEPCIIO Ta JaTy BUITYCKY.

PosrnsnyBmm yci OnokM (PYHKIIOHAJIBHOI CXEMH TeperaeMo 10 PO3IIsAy

JiarpaMu B3a€MO/Iii MTPOLIECiB, K1 BiIOYBAIOTHCS Y CUCTEMI.

ApPK.

BKPM-123.22.0086.00.00.713

Bum. | Apx. | Ne Dokym. ITionuc | Jama 57




3.4 Po3po0ka giarpamu npouecis

Jliarpama B3a€MOJIii MPOIECIB CUCTEMH, PO3POOJICHOT Y pe3ybTaTi BUKOHAHHS
MaricTepchbKOTo MPOCKTYBaHHsI, HaBeeHa Ha PUCYHKY 3.11.
[Tepmmm mportecom, sIKHi 3aITyCKAETHCS y CHCTEMI € TMPOIIEC BBEICHHS MTaPOJTIO,

KWW B3a€EMOJII€ BIAMOBIAHO 3 TIporiecaMu mu(pyBaHHs, a00 nemu@pyBaHHs JTaHUX.

36epexenua
samEpPOBAHOTO

Baeenerra

samudposanoro

Beepenua
noBifoMIEHES

Busegerua

NOBINOMNSHIA
npo SamepmeH U .
femudpysansg . we.— Heumdpysanus ’ BBenets ‘ Bnﬁq;m daiiny
< indopmauil s Rewms $pysanns
BusepeHHs L €UIHBPYBAHHS
qacy
nemupyBaHHS 36epexenna
AemadpoBaHOro BaBegensa . BPT::::u Brmex
badiny AemRHPOBAHOTE mm pos CHHA
ey aendpyBanng paiory

Pucynok 3.11 — Jliarpama B3aeMo/Iii mporieciB

[Iponec mmdpyBaHHs B3a€MO/Ii€ 3 HACTYITHUMH TPOIIECAMH:

— Ilporiec BUBEICHHS TIOBIIOMJICHHS MPO 3aBepIIeHHS MMQpyBaHHS, SKAN
B32€MOJII€ 3 IPOIIECOM BUBEACHHS Yacy MupyBaHHS.

— Iporec 36epexxenHs 3amudpoBaHoro daiy.

— Ipomec BuBeaeHHS 3amn(POBAHOTO TEKCTY.

— IIporec BuBeneHHs iHdopMaIltii s mudpyBaHHS.
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OcTanHiii Mpoliiec B3a€EMOJI€ 3 HACTYITHUMH MTPOIIECaMU:

— Iporec BBeAeHHS MOBIAOMIICHHS TS IIU(PPYyBaHHS.

— IIpomntec BubGOpy daiiry s mudpyBaHHs, SKUNW B3aEMOJIE 3 IPOIIECOM
BUBEJICHHS pO3Mipy (daiiny.

[Ipomec nemmudpyBaHHS B3aEMO/II€ 3 HACTYITHUMU TTPOIIECAMH:

— Ilpomiec BUBeIEHHS MOBIAOMIICHHS PO 3aBEpIICHHS AemU(pPyBaHHS, KUK
B32€EMO/II€ 3 TIPOIIECOM BUBECHHS Yacy Aemm(ppyBaHHS.

— Ipouec 36epexenns aemm@poBaHoro (aity.

— Ilpornec BUBeACHHS qeM(PPOBAHOTO TEKCTY.

— Ilponec BuBeaeHHs iHpopmarii s aemudpyBaHHS.

OcTanHii poliec B3a€EMOJI€ 3 HACTYITHUMH MTPOIIECaMU:

— Iporec BBeAeHHS MOBIAOMIICHHS JIs e (DPyBaHHS.

— IIpouec BubGopy daiiny mis nemmdpyBaHHS, SKANA B3a€EMOJIIE 3 TPOIECOM
BUBEJICHHS pO3Mipy (daiiny.

TakuMm YWHOM, PO3TIISTHYBIIM OIUC CHUCTEMH, CTPYKTYPHY, (QYHKI[IOHATHHY
CXeMH CHCTEMH, Ta JiarpaMy B3a€MOJil MPOIECiB MepeiaeMo M0 OMUCY OJIOK-CXeM

OCHOBHOI MPOTpaMu, Ta MiANPOTrpaM, ikl BUKOPUCTOBYIOTHCS, IJIsl peai3allli CHCTEMHU.
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4 PEAJIIBAIIA POBOTHU. PO3PAXYHKMU I
EKCIHEPUMEHTAJUIBHI JAHI, IO HIATBEP/KYIOTH
BIPHICTD IITPOEKTHUX TA ITPOT'PAMHMUMX PIIIEHDb

4.1 BJ10K-CXeMH Ta ONUC AJTOPUTMIB PYHKIIOHYBAHHS CHCTEMH

Ha pucynky 4.1 nHaBemeHo OJOK-cxeMy OCHOBHOI mnporpamu. i pobota
CKJIA/IA€ThCS 3 BUKOHAHHS HACTYITHUX KPOKIB.
Crepmry BigOyBaeThCSi BUBEIIEHHST OCHOBHOTO BikHa mporpamu. Ilicns mporo

O6I/Ipa€TLCH I[i}I, AKY Mae€ OakaHHS BUKOHATH KOPHUCTYBa4 CUCTCMH.

( Towmox (e (o &
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Big crop. 61 @i —
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Bubip pafiny i TR wygpYEaEH thaitay
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Pucynok 4.1 — biiok-cxema poG0oTH OCHOBHOT IpOTpaMu
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— BuBoauThcst HazBa Ta po3mip daiiy.

— BBOAUTHCS KITIOY MM (PPYBaHHS.

— BuBoautbcst yac mmdpyBaHHs y MiTiICEKyHIaX.

— BuBonuthcs Ha3Ba Ta po3mip daitiy.
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— 3amyckaerhes mianporpama mudpyBaHHs Ganiy.

— BuBouThCS TOBIIOMIICHHS TIPO 3aBEpIIEHHS UG PyBaHHS.

— BinOyBaetbcs 30epekeHHs 3amu@poBaHoro daiy.

Il BrImed ceHE /
1

Sxmo xopuctyBau Oaxkae mudpyBaTu (Qaili, TO BUKOHYETbCS HACTYyIHA

Sxmo kopuctyBau Oaxkae aemudpyBatu ¢aili, TO BUKOHYETHCS HACTYITHA
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— BBonuthbes kinrod mudpyBaHHS.

— 3amyckaeThCs manporpaMa aemudpyBanss (aity.

— Sxmo daitn nemudpoBaHO HE YCIIIIHO, TO BUBOJIUTHCS MOBIJIOMIICHHS PO

IIOMHUIIKY.

— BuBoIUTHCS TOBIIOMIICHHS TIPO 3aBEPIICHHS eI PyBaHHS.

— BuBoauthcs yac nemudpyBaHHs y MiTICEKYH/Iax.

— BinOyBaeThcs 30epexeHHs aemmdpoBaHoro haiy.

SAxao motpiOHO mHMdpyBaTH TMOBITOMIIEHHS, TO BHUKOHYETHCS HACTYITHA

IOCJIIIOBHICTD [Iii:

— BBoanuThCS 1TOB1IOMIIEHHS.

— BBonuThes kintod mudpyBaHHS.

— 3aIycKaeThCs MANporpaMa mu@pyBaHHs TOBIIOMICHHS.

— BuBouTHCS TOBIIOMIICHHS TIPO 3aBEepIIEHHS MTUGPyBaHHS.

— BuBoguthcs yac mudpyBaHHs y MUTICeKYH 1ax.

S0 kopuctyBau Oaxkae aemupyBaTé MOBIIOMIICHHS, TO BUKOHYETHCS

HACTYITHA MMOCIIIOBHICTh Ail:

— Yuraerbes 3aMPppoBaHE MOBITOMICHHS.

— BBoauThCS KIIOY MIM(PPYBaHHS.

— 3amycKkaeTbcs MiANporpaMa aemuppyBaHHs MOB1IOMIICHHS.

— SIkmro

MMOBIJOMJICHHS

HOBiI[OMHeHHﬂ IIpoO MOMUIIKY.

nemuppoBaHO HE  YCIIIIHO, TO BUBOJUTHCS

— BuBoiMTECS 110B1IOMJICHHS TIPO 3aBEPILICHHA JeIbpyBaHHS.

— BuBoauTtbces yac nemugpyBaHHs y MUTICEKYHIAX.

— Bia0yBaeThcs 30epekeHHs Aemu(poBaHOro MOBIOMIICHHS.

Ha npomy nporpama 3akiH4ye CBOIO poOOTY.

Ha  pucynky

4.2

300paxeHo  OJIOK-cXxeMy  poOOTH  MiANpOrpamu

mudpyBanss/nemudpysands anroputMoM AES
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Pucynok 4.2 — biok-cxema
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mudpyBaHHs/

SAxmo noTpidHO mmdpyBaTH AaH1, TOA1 HEOOX1THO BUKOHATH HACTYITHI KPOKHU:

— Po36utu gani nns mudpyraHHs Ha OJIOKH.

— @OpMyeETHCS CEaHCOBUM KITIOY 3 KJTI0YA IIH(PPYyBaHHS.

— [lepemimyroThcsa OaliTH BiAMOBIIHO 10 S-box.

— Psaaku UKIII9HO 3CYIOTHCS.

— KoJionku nepeminryoThes.

— BinOyBaroTbcs mepeTBOPEHHS TaHUX 3 BUKOPUCTAHHSIM CEaHCOBOTO KITHOYa.

— @opmyroTbes 3amudpoBaHi JaHi.

Axmo notpiOHO nemudpyBaTH JaHi, TOJI HEOOXITHO BHUKOHATH HACTYIIHI

KPOKHU:
— Po36uTn mani aist nemmdpyBaHHs Ha OJIOKHU.
— @opMYETHCS CEaHCOBUH KITIOY 3 KJItoUa MU(ppyBaHHS.
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— P}I,IIKI/I 3BOPOTHO LII/IKJIi‘{HO 3CYIOTBCA.

— 3BOPOTHO MEPEMINIYIOTHCS OaiiTH BiMOBIAHO A0 S-boX.

— Bi,ZI6YBaIOTLCH MNEPCTBOPCHHA NAHUX 3 BUKOPUCTAHHAM CCAHCOBOT'O KJIFOYaA.

— KosoHKHM 3BOPOTHO NEPEMIITYIOTHCSI.

— ®opmyroTbes aemudpoBaHi AaHi.

[IpuBeneMo yactuHy Koy po3po0JieHol mporpamu, sika mudpye ta aemudpye

aHi.

//Npouenypa umdpyBaHHS

procedure EncryptAES (const InBuf:
var OutBuf: TAESBuffer);

var
T0, Tl: array [0..3] of longword;
WO, W1, W2, W3: longword;

begin

// iuiuniamisanis

TAESBuffer;

const Key: TAESExpandedKey256;

TO[0] := PLongWord (@InBuf[0])”" xor Key[0];

TO[1]:= PLongWord (@InBuf[4])”" xor Key[l];

TO[2] := PLongWord (@InBuf[8])" xor Key[2];

TO[3]:= PLongWord (@InBuf[l2])”" xor Keyl[3];

// Tomnepenus Tpaucbopmauis 13 paszis

// payun 1

WO:= ForwardTable[Byte (TO[0])]; Wl:= ForwardTable[Byte(TO[1] shr 8)1;

W2:= ForwardTable[Byte (TO[2] shr 16)]; W3:= ForwardTable[Byte (TO[3] shr 24)]1;

T1[0]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[4];

WO:= ForwardTable[Byte(TO[1])]; Wl:= ForwardTable[Byte(TO0[2] shr 8)1;

W2:= ForwardTable[Byte (TO[3] shr 16)]; W3:= ForwardTable[Byte (TO[0] shr 24)]1;

T1[1l]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[5];

WO:= ForwardTable[Byte(T0[2])]; Wl:= ForwardTable[Byte(TO[3] shr 8)1];

W2:= ForwardTable[Byte (TO[0] shr 16)]; W3:= ForwardTable[Byte (TO[1l] shr 24)]1;

T1[2]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[6];

WO:= ForwardTable[Byte(TO[3])]; Wl:= ForwardTable[Byte(TO[0] shr 8)];

W2:= ForwardTable[Byte(TO[1l] shr 16)]; W3:= ForwardTable[Byte (TO0[2] shr 24)];

T1[3]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[7];

// payun 2

WO:= ForwardTable[Byte(T1[0])]; Wl:= ForwardTable[Byte(T1[1l] shr 8)1];

B, MNe QoKkym. Iionuc

Jama

Apx.

ApPK.
64

BKPM-123.22.0086.00.00.713




W2:= ForwardTable[Byte(T1l[2] shr 16)]; W3:= ForwardTable[Byte (T1[3] shr 24)];

TO[0]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[8];

WO:= ForwardTable[Byte(T1[1])]; Wl:= ForwardTable[Byte(T1[2] shr 8)1;

W2:= ForwardTable[Byte(T1[3] shr 16)]; W3:= ForwardTable[Byte (T1[0] shr 24)];

TO[1l]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[9];

WO:= ForwardTable[Byte(T1[2])]; Wl:= ForwardTable[Byte(T1[3] shr 8)1;

W2:= ForwardTable[Byte (T1[0] shr 16)]; W3:= ForwardTable[Byte (T1[1] shr 24)];

TO[2]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l0];

WO:= ForwardTable[Byte(T1[3])]; Wl:= ForwardTable[Byte(T1[0] shr 8)];

W2:= ForwardTable[Byte (T1[1] shr 16)]; W3:= ForwardTable[Byte (T1[2] shr 24)]1;

TO[3]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[ll];

// payHno 3

WO:= ForwardTable[Byte(TO[0])]; Wl:= ForwardTable[Byte (TO[1l] shr 8)1]1;

W2:= ForwardTable[Byte (TO0[2] shr 16)]; W3:= ForwardTable[Byte (TO[3] shr 24)]1;

T1[0]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l2];

WO:= ForwardTable[Byte(TO[1])]; Wl:= ForwardTable[Byte(TO0[2] shr 8)];

W2:= ForwardTable[Byte(TO[3] shr 16)]; W3:= ForwardTable[Byte(TO[O0] shr 24)];

T1[1l]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l3];

WO:= ForwardTable[Byte(T0[2])]; Wl:= ForwardTable[Byte(TO[3] shr 8)1];

W2:= ForwardTable[Byte(TO[0] shr 16)]; W3:= ForwardTable[Byte(TO[1l] shr 24)];

T1[2]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l4];

WO:= ForwardTable[Byte (TO[3])]; Wl:= ForwardTable[Byte(TO[0] shr 8)1;

W2:= ForwardTable[Byte (TO[1l] shr 16)]; W3:= ForwardTable[Byte (TO0[2] shr 24)];

T1[3]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l5];

// payun 4

WO:= ForwardTable[Byte (T1[0])]; Wl:= ForwardTable[Byte(T1[1] shr 8)1;

W2:= ForwardTable[Byte(T1l[2] shr 16)]; W3:= ForwardTable[Byte (T1[3] shr 24)];

TO[O0]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l6];

WO:= ForwardTable[Byte(T1[1])]; Wl:= ForwardTable[Byte(T1[2] shr 8)1;

W2:= ForwardTable[Byte (T1[3] shr 16)]; W3:= ForwardTable[Byte (T1[0] shr 24)]1;

TO[1l]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l7];

WO:= ForwardTable[Byte(T1[2])]; Wl:= ForwardTable[Byte(T1[3] shr 8)1];
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W2:= ForwardTable[Byte(T1[0] shr 16)]; W3:= ForwardTable[Byte (T1[1l] shr 24)];

TO[2]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l8];

WO:= ForwardTable[Byte(T1[3])]; Wl:= ForwardTable[Byte(T1[0] shr 8)1;

W2:= ForwardTable[Byte(T1l[1l] shr 16)]; W3:= ForwardTable[Byte (T1[2] shr 24)];

TO[3]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l9];

// payun 5

WO:= ForwardTable[Byte (TO[0])]; Wl:= ForwardTable[Byte(TO[1] shr 8)1;

W2:= ForwardTable[Byte(TO0[2] shr 16)]; W3:= ForwardTable[Byte (TO[3] shr 24)];

T1[0]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([20];

WO:= ForwardTable[Byte(TO[1])]; Wl:= ForwardTable[Byte(TO0[2] shr 8)];

W2:= ForwardTable[Byte (TO[3] shr 16)]; W3:= ForwardTable[Byte (TO0[0] shr 24)]1;

T1[1l]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([21];

WO:= ForwardTable[Byte(T0[2])]; Wl:= ForwardTable[Byte (TO[3] shr 8)1];

W2:= ForwardTable[Byte (TO[0] shr 16)]; W3:= ForwardTable[Byte(TO[1l] shr 24)]1;

T1[2]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[22];

WO:= ForwardTable[Byte(TO[3])]; Wl:= ForwardTable[Byte(TO[0] shr 8)1];

W2:= ForwardTable[Byte(TO[1l] shr 16)]; W3:= ForwardTable[Byte (TO0[2] shr 24)];

T1[3]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[23];

// payHno 6

WO:= ForwardTable[Byte(T1[0])]; Wl:= ForwardTable[Byte(T1[1l] shr 8)1];

W2:= ForwardTable[Byte(T1[2] shr 16)]; W3:= ForwardTable[Byte (T1[3] shr 24)];

TO[0]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([24];

WO:= ForwardTable[Byte(T1[1])]; Wl:= ForwardTable[Byte(T1l[2] shr 8)1];

W2:= ForwardTable[Byte (T1[3] shr 16)]; W3:= ForwardTable[Byte (T1[0] shr 24)];

TO[1l]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[25];

WO:= ForwardTable[Byte(T1[2])]; Wl:= ForwardTable[Byte(T1[3] shr 8)1;

W2:= ForwardTable[Byte(T1[0] shr 16)]; W3:= ForwardTable[Byte(T1[1l] shr 24)];

TO[2]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[26];

WO:= ForwardTable[Byte(T1[3])]; Wl:= ForwardTable[Byte(T1[0] shr 8)1;

W2:= ForwardTable[Byte (T1[1] shr 16)]; W3:= ForwardTable[Byte (T1[2] shr 24)]1;

TO[3]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[27];

// payuno 7
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WO:= ForwardTable[Byte(TO[0])]; Wl:= ForwardTable[Byte(TO[1l] shr 8)1];

W2:= ForwardTable[Byte(TO0[2] shr 16)]; W3:= ForwardTable[Byte (TO[3] shr 24)];

T1[0]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([28];

WO:= ForwardTable[Byte(TO[1])]; Wl:= ForwardTable[Byte(TO0[2] shr 8)];

W2:= ForwardTable[Byte(TO[3] shr 16)]; W3:= ForwardTable[Byte (TO[O0] shr 24)];

T1[1l]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[29];

WO:= ForwardTable[Byte(T0[2])]; Wl:= ForwardTable[Byte(TO[3] shr 8)1;

W2:= ForwardTable[Byte (TO[0] shr 16)]; W3:= ForwardTable[Byte(TO[1l] shr 24)];

T1[2]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[30];

WO:= ForwardTable[Byte(TO[3])]; Wl:= ForwardTable[Byte(TO[Q] shr 8)];

W2:= ForwardTable[Byte (TO[1l] shr 16)]; W3:= ForwardTable[Byte (T0[2] shr 24)]1;

T1[3]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[31l];

// payHno 8

WO:= ForwardTable[Byte(T1[0])]; Wl:= ForwardTable[Byte (T1[1] shr 8)1;

W2:= ForwardTable[Byte (T1[2] shr 16)]; W3:= ForwardTable[Byte (T1[3] shr 24)];

TO[0]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[32];

WO:= ForwardTable[Byte(T1[1])]; Wl:= ForwardTable[Byte (T1[2] shr 8)];

W2:= ForwardTable[Byte (T1[3] shr 16)]; W3:= ForwardTable[Byte (T1[0] shr 24)]1;

TO[1l]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[33];

WO:= ForwardTable[Byte(T1[2])]; Wl:= ForwardTable[Byte(T1[3] shr 8)1];

W2:= ForwardTable[Byte(T1[0] shr 16)]; W3:= ForwardTable[Byte (T1[1l] shr 24)];

TO[2]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[34];

WO:= ForwardTable[Byte(T1[3])]; Wl:= ForwardTable[Byte(T1[0] shr 8)1];

W2:= ForwardTable[Byte (T1[1l] shr 16)]; W3:= ForwardTable[Byte (T1[2] shr 24)];

TO[3]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[35];

// payun 9

WO:= ForwardTable[Byte(TO[0])]; Wl:= ForwardTable[Byte(TO[1l] shr 8)1]1;

W2:= ForwardTable[Byte(TO0[2] shr 16)]; W3:= ForwardTable[Byte (TO[3] shr 24)];

T1[0]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[36];

WO:= ForwardTable[Byte(TO[1])]; Wl:= ForwardTable[Byte(TO0[2] shr 8)1;

W2:= ForwardTable[Byte(TO[3] shr 16)]; W3:= ForwardTable[Byte (TO[O0] shr 24)];

T1[1l]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[37];
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WO:= ForwardTable[Byte(T0[2])]; Wl:= ForwardTable[Byte(TO[3] shr 8)1];

W2:= ForwardTable[Byte (TO[0] shr 16)]; W3:= ForwardTable[Byte(TO[1l] shr 24)];

T1[2]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[38];

WO:= ForwardTable[Byte(TO0[3])]; Wl:= ForwardTable[Byte(TO[0] shr 8)1];

W2:= ForwardTable[Byte(TO[1l] shr 16)]; W3:= ForwardTable[Byte (TO0[2] shr 24)];

T1[3]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[39];

// payunm 10

WO:= ForwardTable[Byte(T1[0])]; Wl:= ForwardTable[Byte(T1[1l] shr 8)1];

W2:= ForwardTable[Byte(T1l[2] shr 16)]; W3:= ForwardTable[Byte (T1[3] shr 24)];

TO[0]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[40];

WO:= ForwardTable[Byte(T1[1])]; Wl:= ForwardTable[Byte(T1[2] shr 8)1;

W2:= ForwardTable[Byte(T1[3] shr 16)]; W3:= ForwardTable[Byte (T1[0] shr 24)];

TO[1l]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[41l];

WO:= ForwardTable[Byte(T1[2])]; Wl:= ForwardTable[Byte (T1[3] shr 8)1;

W2:= ForwardTable[Byte (T1[0] shr 16)]; W3:= ForwardTable[Byte (T1[1l] shr 24)]1;

TO[2]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[42];

WO:= ForwardTable[Byte(T1[3])]; Wl:= ForwardTable[Byte(T1[0] shr 8)1];

W2:= ForwardTable[Byte (T1[1] shr 16)]; W3:= ForwardTable[Byte (T1[2] shr 24)]1;

TO[3]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[43];

// payunm 11

WO:= ForwardTable[Byte(TO[0])]; Wl:= ForwardTable[Byte(TO[1l] shr 8)1];

W2:= ForwardTable[Byte (TO0[2] shr 16)]; W3:= ForwardTable[Byte (TO[3] shr 24)]1;

T1[0]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[44];

WO:= ForwardTable[Byte(TO[1])]; Wl:= ForwardTable[Byte(TO0[2] shr 8)1];

W2:= ForwardTable[Byte(TO[3] shr 16)]; W3:= ForwardTable[Byte(TO[O0] shr 24)];

T1[1l]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[45];

WO:= ForwardTable[Byte(T0[2])]; Wl:= ForwardTable[Byte(TO[3] shr 8)1];

W2:= ForwardTable[Byte(TO[0] shr 16)]; W3:= ForwardTable[Byte(TO[1l] shr 24)];

T1[2]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[46];

WO:= ForwardTable[Byte(TO[3])]; Wl:= ForwardTable[Byte(TO[0] shr 8)1;

W2:= ForwardTable[Byte(TO[1l] shr 16)]; W3:= ForwardTable[Byte (TO0[2] shr 24)];

T1[3]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[47];
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// payunm 12
WO:= ForwardTable[Byte(T1[0])]; Wl:= ForwardTable[Byte(T1[1l] shr 8)1];

W2:= ForwardTable[Byte (T1[2] shr 16)]; W3:= ForwardTable[Byte (T1[3] shr

TO[0]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr
xor ((W3 shl 24) or (W3 shr 8))) xor Key[48];

WO:= ForwardTable[Byte(T1[1])]; Wl:= ForwardTable[Byte(T1[2] shr 8)];

W2:= ForwardTable[Byte(T1[3] shr 16)]; W3:= ForwardTable[Byte(T1[0] shr

TO[1l]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr
xor ((W3 shl 24) or (W3 shr 8))) xor Key[49];

WO:= ForwardTable[Byte(T1l[2])]; Wl:= ForwardTable[Byte(T1[3] shr 8)1];

W2:= ForwardTable[Byte(T1[0] shr 16)]; W3:= ForwardTable[Byte(T1l[1l] shr

TO[2]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr
xor ((W3 shl 24) or (W3 shr 8))) xor Key[50];

WO:= ForwardTable[Byte(T1[3])]; Wl:= ForwardTable[Byte(T1[0] shr 8)1;

W2:= ForwardTable[Byte(T1l[1l] shr 16)]; W3:= ForwardTable[Byte (T1l[2] shr
TO[3]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr
xor ((W3 shl 24) or (W3 shr 8))) xor Key[51l];

// payHn 13
WO:= ForwardTable[Byte(TO[0])]; Wl:= ForwardTable[Byte(TO[1] shr 8)1;

W2:= ForwardTable[Byte(TO0[2] shr 16)]; W3:= ForwardTable[Byte(TO[3] shr

T1[0]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr
xor ((W3 shl 24) or (W3 shr 8))) xor Key[52];

WO:= ForwardTable[Byte(TO[1])]; Wl:= ForwardTable[Byte(TO0[2] shr 8)1;

W2:= ForwardTable[Byte (TO[3] shr 16)]; W3:= ForwardTable[Byte(TO[0] shr

T1[1l]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr
xor ((W3 shl 24) or (W3 shr 8))) xor Key[53];

WO:= ForwardTable[Byte(T0[2])]; Wl:= ForwardTable[Byte(TO[3] shr 8)1];

W2:= ForwardTable[Byte (TO[0] shr 16)]; W3:= ForwardTable[Byte(TO[1l] shr

T1[2]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr
xor ((W3 shl 24) or (W3 shr 8))) xor Key[54];

WO:= ForwardTable[Byte(TO[3])]; Wl:= ForwardTable[Byte(TO[O0] shr 8)1];

W2:= ForwardTable[Byte(TO[1l] shr 16)]; W3:= ForwardTable[Byte(TO0[2] shr

T1[3]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr
xor ((W3 shl 24) or (W3 shr 8))) xor Key[55];

// ocTaHill payHI NepeTBOpPEeHb

24)1;
16))
24)1;
16))
24)1;
16))
24)1;
16))
24)1;
16))
24)1;
16))
24)1;
16))
24)1;
16))

WO:= LastForwardTable[Byte (T1[0])]; Wl:= LastForwardTable[Byte(T1[1l] shr 8)];

W2:= LastForwardTable[Byte(T1[2] shr 16)]; W3:= LastForwardTable[Byte(T1[3] shr
24)1;

TO[0]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr
xor ((W3 shl 24) or (W3 shr 8))) xor Key[56];

16))

WO:= LastForwardTable[Byte (T1[1l])]; Wl:= LastForwardTable[Byte (T1[2] shr 8)];
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W2:= LastForwardTable[Byte (T1[3] shr 16)]; W3:= LastForwardTable[Byte(T1[0] shr
24)1;
TO[1l]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[57];
WO:= LastForwardTable[Byte (T1[2])]; Wl:= LastForwardTable[Byte (T1[3] shr 8)];
W2:= LastForwardTable[Byte (T1[0] shr 16)]; W3:= LastForwardTable[Byte(T1l[1l] shr
24)1;
TO[2]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[58];
WO:= LastForwardTable[Byte (T1[3])]; Wl:= LastForwardTable[Byte(T1[0] shr 8)];
W2:= LastForwardTable[Byte (T1[1l] shr 16)]; W3:= LastForwardTable[Byte (T1[2] shr
24)1;
TO[3]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[59];
// kiHeub POGOTU AJITOPUTMY
PLongWord (@OutBuf [0])":= TO[O0]; PLongWord (@OutBuf[4])":= TO[1l];
PLongWord (@OutBuf[8])":= TO[2]; PLongWord (QOutBuf[l2])":= TO[3];

end;

//Tpouenypa nemudpyBaHHA

procedure DecryptAES (const InBuf: TAESBuffer; const Key: TAESExpandedKeyl28;
var OutBuf: TAESBuffer);

var
T0, Tl: array [0..3] of longword;
w0, W1, W2, W3: longword;

begin

// i1uiuniamisanis

TO[0] := PLongWord (@InBuf[0])”" xor Key[40];
TO[1]:= PLongWord (@InBuf[4])”" xor Key[41l];
TO[2] := PLongWord (@RInBuf[8])" xor Key[42];
TO[3]:= PLongWord(QRInBuf[l2])”" xor Key[43];

// Tomnepenusa Tpaucbopmauis 9 paszis

// payun 1

WO0:= InverseTable[Byte(TO[0])]; Wl:= InverseTable[Byte(TO0[3] shr 8)1;

W2:= InverseTable[Byte(TO0[2] shr 16)]; W3:= InverseTable[Byte(TO[1l] shr 24)];

T1[0]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[36];

WO:= InverseTable[Byte(TO[1])]; Wl:= InverseTable[Byte(TO[0] shr 8)1;

W2:= InverseTable[Byte(TO[3] shr 16)]; W3:= InverseTable[Byte(T0[2] shr 24)]1;

T1[1l]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[37];

WO:= InverseTable[Byte(T0[2])]; Wl:= InverseTable[Byte(TO[1l] shr 8)1];
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W2:= InverseTable[Byte(TO[0] shr 16)]; W3:= InverseTable[Byte(TO[3] shr 24)];

T1[2]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[38];

WO:= InverseTable[Byte(TO0[3])]; Wl:= InverseTable[Byte(T0[2] shr 8)1;

W2:= InverseTable[Byte(TO[1l] shr 16)]; W3:= InverseTable[Byte(TO[0] shr 24)];

T1[3]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[39];

// payun 2

WO:= InverseTable[Byte(T1[0])]; Wl:= InverseTable[Byte(T1[3] shr 8)1;

W2:= InverseTable[Byte(T1l[2] shr 16)]; W3:= InverseTable[Byte(T1[1l] shr 24)];

TO[0]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[32];

WO:= InverseTable[Byte(T1[1])]; Wl:= InverseTable[Byte(T1[0] shr 8)];

W2:= InverseTable[Byte(T1[3] shr 16)]; W3:= InverseTable[Byte (T1[2] shr 24)]1;

TO[1l]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[33];

WO:= InverseTable[Byte(T1[2])]; Wl:= InverseTable[Byte(T1[1l] shr 8)];

W2:= InverseTable[Byte(T1[0] shr 16)]; W3:= InverseTable[Byte (T1[3] shr 24)]1;

TO[2]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[34];

WO:= InverseTable[Byte(T1[3])]; Wl:= InverseTable[Byte(T1l[2] shr 8)];

W2:= InverseTable[Byte(T1l[1l] shr 16)]; W3:= InverseTable[Byte(T1[0] shr 24)];

TO[3]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[35];

// payHno 3

WO:= InverseTable[Byte(TO[0])]; Wl:= InverseTable[Byte(TO[3] shr 8)1];

W2:= InverseTable[Byte(T0[2] shr 16)]; W3:= InverseTable[Byte(TO[1l] shr 24)];

T1[0]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([28];

WO:= InverseTable[Byte(TO[1l])]; Wl:= InverseTable[Byte(TO[0] shr 8)1];

W2:= InverseTable[Byte(TO[3] shr 16)]; W3:= InverseTable[Byte(T0[2] shr 24)];

T1[1l]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[29];

WO0:= InverseTable[Byte(T0[2])]; Wl:= InverseTable[Byte(TO0[1l] shr 8)1;

W2:= InverseTable[Byte(TO[0] shr 16)]; W3:= InverseTable[Byte(TO[3] shr 24)];

T1[2]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[30];

WO:= InverseTable[Byte(TO0[3])]; Wl:= InverseTable[Byte(T0[2] shr 8)1;

W2:= InverseTable[Byte(TO[1l] shr 16)]; W3:= InverseTable[Byte(TO[0] shr 24)]1;

T1[3]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[31l];

// payun 4
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WO:= InverseTable[Byte(T1[0])]; Wl:= InverseTable[Byte(T1[3] shr 8)1];

W2:= InverseTable[Byte(T1l[2] shr 16)]; W3:= InverseTable[Byte(T1[1l] shr 24)];

TO[0]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([24];

WO:= InverseTable[Byte(T1l[1])]; Wl:= InverseTable[Byte(T1[0] shr 8)1];

W2:= InverseTable[Byte(T1[3] shr 16)]; W3:= InverseTable[Byte(T1[2] shr 24)];

TO[1l]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[25];

WO:= InverseTable[Byte(T1[2])]; Wl:= InverseTable[Byte(T1[1] shr 8)1;

W2:= InverseTable[Byte(T1[0] shr 16)]; W3:= InverseTable[Byte(T1[3] shr 24)];

TO[2]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[26];

WO:= InverseTable[Byte(T1[3])]; Wl:= InverseTable[Byte(T1[2] shr 8)];

W2:= InverseTable[Byte(T1[1] shr 16)]; W3:= InverseTable[Byte(T1[0] shr 24)]1;

TO[3]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[27];

// payHno 5

WO:= InverseTable[Byte(TO[0])]; Wl:= InverseTable[Byte (TO0[3] shr 8)1;

W2:= InverseTable[Byte(TO0[2] shr 16)]; W3:= InverseTable[Byte(TO0[1l] shr 24)]1;

T1[0]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[20];

WO:= InverseTable[Byte(TO[1l])]; Wl:= InverseTable[Byte(TO[0] shr 8)1];

W2:= InverseTable[Byte(TO[3] shr 16)]; W3:= InverseTable[Byte(T0[2] shr 24)]1;

T1[1l]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([21];

WO:= InverseTable[Byte(T0[2])]; Wl:= InverseTable[Byte(TO[1l] shr 8)1];

W2:= InverseTable[Byte(TO[0] shr 16)]; W3:= InverseTable[Byte(TO[3] shr 24)];

T1[2]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[22];

WO:= InverseTable[Byte(TO0[3])]; Wl:= InverseTable[Byte(TO0[2] shr 8)];

W2:= InverseTable[Byte(TO[1l] shr 16)]; W3:= InverseTable[Byte(TO[0] shr 24)];

T1[3]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[23];

// payHn 6

WO0:= InverseTable[Byte(T1[0])]; Wl:= InverseTable[Byte(T1[3] shr 8)1];

W2:= InverseTable[Byte(T1l[2] shr 16)]; W3:= InverseTable[Byte(T1[1l] shr 24)];

TO[0]:= (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[lo6];

WO:= InverseTable[Byte(T1[1])]; Wl:= InverseTable[Byte(T1[0] shr 8)1;

W2:= InverseTable[Byte(T1[3] shr 16)]; W3:= InverseTable[Byte(T1[2] shr 24)];

TO[1l]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l7];
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WO:= InverseTable[Byte(T1[2])]; Wl:= InverseTable[Byte(T1l[1l] shr 8)1];

W2:= InverseTable[Byte(T1[0] shr 16)]; W3:= InverseTable[Byte(T1[3] shr 24)];

TO[2]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l8];

WO:= InverseTable[Byte(T1[3])]; Wl:= InverseTable[Byte(T1l[2] shr 8)];

W2:= InverseTable[Byte(T1l[1l] shr 16)]; W3:= InverseTable[Byte(T1[0] shr 24)];

TO[3]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l9];

// payun 7

WO:= InverseTable[Byte(TO[0])]; Wl:= InverseTable[Byte(TO[3] shr 8)1];

W2:= InverseTable[Byte(T0[2] shr 16)]; W3:= InverseTable[Byte(TO[1l] shr 24)];

T1[0]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l2];

WO:= InverseTable[Byte(TO[1])]; Wl:= InverseTable[Byte(TO[0] shr 8)1;

W2:= InverseTable[Byte(TO[3] shr 16)]; W3:= InverseTable[Byte(TO[2] shr 24)];

T1[1l]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l3];

WO:= InverseTable[Byte(T0[2])]; Wl:= InverseTable[Byte(TO0[1l] shr 8)1;

W2:= InverseTable[Byte(TO[0] shr 16)]; W3:= InverseTable[Byte(TO[3] shr 24)]1;

T1[2]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l4];

WO:= InverseTable[Byte(TO0[3])]; Wl:= InverseTable[Byte(TO0[2] shr 8)];

W2:= InverseTable[Byte(TO[1l] shr 16)]; W3:= InverseTable[Byte(TO[0] shr 24)]1;

T1[3]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l5];

// payHno 8

WO:= InverseTable[Byte(T1[0])]; Wl:= InverseTable[Byte(T1[3] shr 8)1];

W2:= InverseTable[Byte(T1[2] shr 16)]; W3:= InverseTable[Byte(T1[1l] shr 24)]1;

TO[0]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[8];

WO:= InverseTable[Byte(T1[1])]; Wl:= InverseTable[Byte(T1[0] shr 8)1];

W2:= InverseTable[Byte(T1[3] shr 16)]; W3:= InverseTable[Byte(T1[2] shr 24)];

TO[1l]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[9];

WO:= InverseTable[Byte(T1l[2])]; Wl:= InverseTable[Byte(T1l[1l] shr 8)1];

W2:= InverseTable[Byte(T1[0] shr 16)]; W3:= InverseTable[Byte(T1[3] shr 24)];

TO[2]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l0];

WO:= InverseTable[Byte(T1[3])]; Wl:= InverseTable[Byte(T1[2] shr 8)1;

W2:= InverseTable[Byte(T1l[1l] shr 16)]; W3:= InverseTable[Byte(T1[0] shr 24)];

TO[3]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[ll];
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// payHno 9

WO:= InverseTable[Byte(TO[0])]; Wl:= InverseTable[Byte(TO[3] shr 8)1];

W2:= InverseTable[Byte(TO0[2] shr 16)]; W3:= InverseTable[Byte(TO0[1l] shr 24)]1;

T1[0]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[4];

WO:= InverseTable[Byte(TO[1])]; Wl:= InverseTable[Byte(TO[0] shr 8)1];

W2:= InverseTable[Byte(TO[3] shr 16)]; W3:= InverseTable[Byte(T0[2] shr 24)];

T1[1l]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[5];

WO:= InverseTable[Byte(T0[2])]; Wl:= InverseTable[Byte(TO[1l] shr 8)1];

W2:= InverseTable[Byte(TO[0] shr 16)]; W3:= InverseTable[Byte(TO[3] shr 24)];

T1[2]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[6];

WO:= InverseTable[Byte(TO0[3])]; Wl:= InverseTable[Byte(TO0[2] shr 8)1;

W2:= InverseTable[Byte(TO[1l] shr 16)]; W3:= InverseTable[Byte(TO[0] shr 24)];

T1[3]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[7];

// ocTaHiM payHI NepeTBOPEeHb

WO:= LastInverseTable[Byte (T1[0])]; Wl:= LastInverseTable[Byte(T1[3] shr 8)1;

W2:= LastInverseTable[Byte(T1l[2] shr 16)]; W3:= LastInverseTable[Byte(T1l[1l] shr

24)1;

TO[0]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[0];

WO:= LastInverseTable[Byte (T1[1])]; Wl:= LastInverseTable[Byte(T1[0] shr 8)]1;

W2:= LastInverseTable[Byte (T1[3] shr 16)]; W3:= LastInverseTable[Byte(T1l[2] shr

24)1;

TO[1l]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[l];

WO:= LastInverseTable[Byte (T1[2])]; Wl:= LastInverseTable[Byte(T1[1] shr 8)1;

W2:= LastInverseTable[Byte(T1[0] shr 16)]; W3:= LastInverseTable[Byte(T1l[3] shr

24)1;

TO[2]:= (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[2];

WO:= LastInverseTable[Byte (T1[3])]; Wl:= LastInverseTable[Byte(T1[2] shr 8)1;

W2:= LastInverseTable[Byte(T1l[1l] shr 16)]; W3:= LastInverseTable[Byte(T1[0] shr

24)1;

TO[3]:= (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[3];

// kiHelb pPOBOTH aAJITOPUTMY

PLongWord (@OutBuf [0])":= TO[O0]; PLongWord (@OutBuf[4])":= TO[1l];

PLongWord (@OutBuf[8])*:= TO0[2]; PLongWord (QOutBuf[1l2])":= TO[3];

end;
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4.2 3axucT po3po0JIeHOr0 MPOrpaMHOro 3ade3nevyeHHst

3axuCT po3poOJICHOr0 MporpaMHOro 3abesneueHHs Oyae BimOyBaTHCS 3a
nonomororo Twofish, kvl € cUMETpUYHUM aNrOpUTMOM OJOYHOTO MUGPYBaHHS 3
po3Mmipom Osoky 128 O6iT 1 moBxkMHOIO Kitoda 10 256 6it. Yucno payamiB 16.
Po3pobaeno rpymnoro ¢axiBmiB Ha 4yomi 3 bprocom Ilnaiiepom. byB ognum 3 n'situ
¢inamictiB apyroro eramy KoHKypcy AES. Anroputm po3poOieHuii Ha OCHOBI
anroputmiB Blowfish, SAFER 1 Square.

BigMiHHUME  OCOOJMBOCTSIMU  aJITOPUTMY € BHUKOPUCTAHHS MOINEPEAHBO
OOYHMCIIIOBAaHUX Ta 3aJ]eKHUX Bl KiI0o4a S-box'iB 1 CKIagHa cXeMa pPO3TOPTKU
nigkmrodeHas  mudpysanHa.  [logoBuHa  n-OiTHOro  kioda  mugpyBaHHSA
BUKOPHCTOBYETHCA K BJIaCHE KJII0Y MU PYBaHHSA, 1HIIA — I MOAUDIKAIIT alropuTMy
(Big HET 3amexath S-box'n).

Twofish po3poOisiBcs creriagbHO 3 ypaxXyBaHHSM BHMOI Ta PEeKOMEHIAIlIN
NIST nns xonkypey AES [1]:

— 128-6iTHHit 6;109HUI CUMETPUYIHNI U P.

— JomxwunHa kmrouiB 128, 192 1256 6ir.

BiacyTHicTh ctaOKux KJTIOYIB.

— EdextuBHa mporpamnHa (B mepury 4depry Ha 32-0iTHMX mHpoliecopax) Ta
amapaTHa peanizaitis.

— I'HyukicTe (MOXKJIMBICTHP BHUKOPHCTAHHS JIOAATKOBUX JIOBXHH KJIIOYa,
BUKOPHUCTAHHS B MOTOUYHOMY IIM(PYBaHHI, XeII-QYHKITIAX 1 T.1.).

— IIpocroTa anroput™y — 17151 MOKITUBOCTI HOTO €()EKTHBHOTO aHAII3Y.

OJiHaK caMe CKJIQIHICTh CTPYKTYPHU aJITOPUTMY 1, BIJMOBIAHO, CKJIAIHICTh HOTO
aHaJi3y Ha TMpeaMeT CJIa0KuX KIHYiB ab0 MPUXOBAHUX 3B'S3KIB, @ TAKOX JOCHUTh
NoRBUIbHE Yac mupyBanHsa nopiBHsAHO 3 Rijndael Ha 6inbmocti miatdopm, 3irpaio He
Ha MOr0 KOPUCTH.[2]

Anroputm Twofish BuHHMK B pe3ynbTaTi cnpobu MoAH(IKOBaHI aITOPUTM

Blowfish gms 128-6itoBoro BxigHoro 0Jsioky. HoBuii anroputm moBuHeH OyB OyTH
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JIETKO peali30oBaHUM amapaTHo (y TOMY YMCJII BUKOPHUCTOBYBATH TaOJIUIll MEHIIIOTO
po3Mipy), MaTU JOCKOHAJINTy cuctemy posmmpeHHs kimoda (key schedule) 1 matm
oaHo3HayHy ¢yHKIito F.

B pesynbrari, anroputm OyB peandizoBaHUN y BUIJISAI 3MIIIAHOI MEpEexKi
deiictens 3 yoTupMma TUIKaMH, AKI MOIUQIKYIOTb OIAMH OJHY 3 BUKOPHCTAHHSIM
kpunrtoneperBoperb Agamapa (Pseudo-Hadamar Transform, PHT).

MosxnuBicTs eekTHBHOI peanizaiii Ha cydacHUX (g Toro dacy) 32-0iTHHUX
mporecopax (a TakoX B CMapT-KapTax 1 MOMIOHHUX MPHUCTPOSIX) — OAWH 3 KIHOUOBUX
MIPUHIINIIB, IKUM KepyBaJucs po3poOHuku Twofish.

Hanpuxnan, y ¢ysakuii F npu o6uncnenni PHT i1 ckiiananHs 3 4acTUHOIO KITIoYa
K HaBMHCHO BHKOPHUCTOBYETHCS [OJaBaHHA, 3aMICThb TpaauuiiHoro xor. Lle nae
MOJKJIMBICTh BUKOpHUCTOBYBaTH komaHay LEA cimeiicTBa mporecopiB Pentium, sika 3a
OJIMH TaKT J03BOJIsIE 00UMCIUTU nepeTBopeHHsa Anamapa. (IIpaBna B Takomy BUNaaKy
KOJI IOBOJUTHCS KOMITUTIOBATH M1l KOHKPETHE 3HAYCHHS KIF0Ua).

Anroputm Twofish He 3amarenToBaHuil i MoOke OyTH BUKOPUCTAHUN KUM
3aBrojJiHO 0e3 Oylb-sKOi TiaTu abo BigpaxyBaHb. BiH BUKOPHUCTOBYETHCS B OaraThoX
nporpamax mudpyBaHHs, Xoua 1 OTpUMaB MEHIIEe nomupeHHs, Hik Blowfish.

Onuc anropurmy

Twofish poszouBae BximHuii 128-0iTHHUM OJIOK JaHUX Ha YOoTUpU 32-0ITHHUX
mia0JIOKA, HAll SKUMU, MICsS TMpoLeaypHu BXimHOTO BimOumoBaHHs (input whitening),
npoBoAuThCA 16 payHJiB mepeTBOpeHb. llicis OCTaHHBOTO payHIy BHUKOHYETHCS
BUXIJIHA BiOUTrOBanHs (output whitening).

Binoiiropanns (whitening)

BinoutroBanHs — 11e mporeaypa Xor'a AaHUX 3 MIJKIIOYaMUA Tepes MepuIiuM
payH0M 1 TICJs OCTaHHBOTO payHay. Brepiie 1151 TexHika Oyia BUKOpUCTaHa B mUQpi
Khutfu/Khare i, nezanexxno, Ponanpmom PiBecrom (amri. Ron Rivest) B anroputwmi
mudpyBands DESX. Joe Killian (NEC) 1 Phillip Rogaway (KamidopHnificbkuii
YHIBEPCUTET) MOKa3aiM, 10 BIAOUIIOBaHHS [IHCHO YCKIIAJHIOE 3aBJAHHS TOIIYKY

KJIF04a MoBHUM Mepedopom (exhaustive key-search) B8 DESX[3] . Po3poonuku Twofish
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cTBep/KYI0Th[4], mo B Twofish BiOUIIOBaHHS TaKOX 1CTOTHO YCKJIQJHIOE 3aBIaHHS
migoopy KIFO4a, OCKUIBKM KPUNTOAHATITHUKA HE MOXE Mi3HATHCS, fKi JaHi
NOTparuIsTioTh Ha BXi GyHKIIT F nepioro payany.

Tum He MeHIII, BUSBUIIUCS 1 HEraTUBHI cTOpoHU. LlikaBe HOCTIKEHHS TPOBENIU
daxiBii gochmigHUIbKOro IeHTpy KommaHii IBM.[5] Bonu BukoHamu peanizaiiio
anroput™My Twofish gns  TumoBoi cmapt-kaptu 3 CMOS-apxiTekTyporw i
MPOAHANI3yBAId MOXJIMBICTh aTaKd 3a JOTIOMOTOI0 JU(EpPEHIIaTIbHOTO aHami3y
cnokuBaHoi moTykHOCTI (DPA — Differential Power Analysis). Artami migmgaBanacs
caMe Tporeaypa BXIJHOTO  BHUOUTIOBaHHSA, OCKIJIBKM BOHA  0E3MOCEPEIHBO
BUKOPUCTOBYE XOr MIAKIIOYIB 3 BXUIHUMH JaHAUMH. Y PE3yNbTaTi JOCIHITHUKH
MOKa3ajay, 10 MOXKHA IMOBHICTIO 0o0uMciuTH 128-01TOBMI KIIHOY MpOaHasi3yBaBIIU
Bchoro 100 oneparriit mudpyBaHHs TOBIIBHUX OJIOKIB.

DyHKLia g

Oynkiis g —ocHoBa anroputMmy Twofish. Ha Bxin dynkmii momaerbest 32-
6iToBe umcio X, sike MOTiM po3OuBaeThcs Ha dotupu Oantu x0, x1, x2, x3. Koxen 3
BUMINIOB OalTIB MPOIYyCKAaeThCs depe3 cBi S-box. (Chix 3a3HauuTH, MO S-box'u B
anropuT™Mi He (ikcoBaHl, a 3ajieKaTh Bij Kiarouda). OTpumani 4 6aliTH Ha BUXOAAX S-
box'oB IHTEPHPETYIOTHCA SK BEKTOp 3 dYoTHpMa KoMmoHeHTamu. lleir BekTop
MHOXHUThCS Ha (pikcoBany matpuiro MDS (maximum distance separable) po3mipom
4x4, mpuyoMy OOUYHMCIICHHS TPOBOIATHCA B CKIHUEHHOMY IIOJI o MOAYJIIO
HEIMPUBITHOTO MHOTOWICHA

MDS matpuns — 11e Taka MaTpullsl Haj KIHIIEBUM moJjieM K, 110 SKIo B3sTH ii
SIK MATPHUIIO JIHIHHOTO TIEPETBOPEHHS 3 MPOCTOPY Yy MPOCTip , TO Oyab-sKi JBa
BEKTOPH 3 MpocTopy Buay (X, f (X)) OyayTs mMaTu sk MiHIMyM m+1 BIAMIHHOCTEH B
koMmrioneHTax. ToOTo Halip BekTOpiB BUIIAAY (X, f (X)) yTBOpIOE KOJ, IO BOJIOJIE
BJIACTHUBICTIO MaKCUMaJIbHOTO po3HeceHHs (maximum distance separable code). Takum
KOJIOM, Harnpukiaj, € koj Pina-ConomoHa.

B Twofish BractuBicTh MakcuManbHOI po3HeceHicTh MaTpulli MDS o3nauae,

10 3arajibHa KiJbKICTh 3MIHHUX OalT BEKTOpa a 1 BEKTOpa HE MEHIe I'aTu. [HimmumMu
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cioBaMu, Oyab-fika 3MiHa TUIBKM OJHOTO OaliTa B a MPU3BOJIUTH JI0 3MIHU BCIX
4OTUPHOX OaiTiB B b.
Kpunronepersopennss Axamapa (Pseudo-Hadamar Transform, PHT)
KpunronepetBopeHHs: Anamapa — 000OpOTHE TEPETBOPEHHSI OITOBOTO psiiKa
JTOBXHUHOIO 2n. Psgok po30MBaeThCs HA ABI YaCTUHU a 1 b 0THAKOBOT JOBXHHM B n OIT.

HCpCTBOpCHH}I O00YHCITIOETHCA TAKUM YHMHOM:

)
)

L omepaliis 4acTo BUKOPUCTOBYETHCS JJISl «PO3CIIOBAHHS» KOAY (HAIIPUKJIIA] B
mmdpi SAFER).

B Twofish 1ie mepeTBOpeHHsI BUKOPHUCTOBYETHCS TIPHU 3MIIITyBaHHI Pe3yJIbTaTiB
nBox g-pyHkwiii (n = 32).

Huxaiynmii 3cyB Ha 1 OiT

Y kxoxxHOMYy payHal JaBa TpaBux 32-0iToBHX OJIOKH, SIKI XOTr-SIThCSA 3
pe3ynpTaTamu QyHKIT F, 107aTKOBO HUKIIYHO 3pYIIYIOTECS HA oauH O1T. TpeTiit 610k
3pYHIYEThCS A0 oOmepalii xor, deTBepTuil 00K — micis. Lli 3pymieHHs cremniajibHO
JoAaH1, o0 MOPYIIUTH BUPIBHIOBAHHS MO 0alTax, sKe BJIACTHUBO S-box'am Ta omepartii
MHOeHHs1 Ha MDS-Matpuito. [Ipore mudp nepecrae OyTH MOBHICTIO CUMETPUYHUM,
Tak K npu mudpyBadHi ¥ po3muGpoBIll 3PYIISHHS CIIiJ 3A1HCHIOBATH B MPOTUIICKHI
CTOPOHH.

I'enepanis karo4iB

Twofish pozpaxoBanuii Ha poOOTY 3 KItouamMu J0BKUHOKW 128, 192 1 256 6it. 3
BUXITHOTO Kitoya TeHepyerbess 40 32-0ITHMX MiAKIIOUIB, MEpII BICIM 3 SIKUX
BUKOPUCTOBYIOTHCS TUTBKM B OIEpaIlisiX BX1AHOTO 1 BUXITHOTO BHOUTIOBAHHS, a peIlTa
32 — B paynnax mudpyBaHHs, 1Mo ABa miakIo4l Ha payHa. Ocobnusictio Twofish € Te,
[0 BUXITHUN KIIOY BUKOPUCTOBYETHCS TaKOX 1 IS 3MIHHM CamMoro ajropuTMy
mudpyBaHHS, TaK SK BUKOPHCTOBYIOThCS y (¢yHKIIT g S-box'm He (ikcoBani, a

3aJIe’KaTh Bl KJIIOYa.
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Jlns hbopMyBaHHS payHIOBHUX MIAKIIOYIB BUXIIHUN K04 M po30MBaeThCs 3

NIEPECTAaHOBKOIO OAlT Ha J1Ba 0HAKOB1 O070Kku M, 1 M.. [ToTiM 3a momomoroto 6;10ky M,

1 ¢yukiii h mudpyerscs 3HaueHHs 2 * 1, a 3a gomomorow 0J0oky M. mmdpyerbes

3HadyeHHs 2*1+1, ne 1— Homep moTouHoro payHay (0 — 15). Orpumani 3ammdpoBaHi

OJIOKU 3MIIIYIOTHCSI KPUOTONEPETBOPEHSIM A/amapa, 1 IOTIM BHKOPHUCTOBYIOTHCS SIK

payHIO0BI IMiIKITOYI.
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S METOIUKA BITPOBA/UKEHHA CUCTEMUA
B TIPOMUCJIOBY EKCIIVIYATAIIIO

Ha pucynky 5.1 300paxkeHo po3poOieHe y OakagaBpChKOi JUTUIOMHOI POOOTI

TCKCTOBOMY BFJUI,Z[i.

T aiin:

Mapone:

Marn  WkhpyeaHHa  AewddbpyeadHa  Jogiaka

Wludpysanna pannie

|D:'\test‘\1 DOIL_ WAk TT

A J Mepernan...

| pazzwond] 23

I [ Wuebpysanna | [ﬂemumpraHHﬂ]

Postdip datiny: 45 K&
Hac wHdpyeaHHa: 15 wmo

Wl upyeaHHa NOBIAOMAEHL

TekcT NoBoMAEHHA;

[Mpo nparpatdy...

Craryc:  Wuppysatha...

Yac aewdpysaHH::

Beeame TekoT 007 WHDPYEAHHA

SaMPpOBAHME TEKCT:

[ WrppysaTH ]

JewmdpoEaHHA TEKCT:

[ JeWnbpyEaTIA ]

Pucynok 5.1 — lludpysanus daitny

cuctema. 3 pUCYHKY MOXHa IMO0AYUTH 110 1HTepdeiic roJIOBHOTO BiKHA PO3MOIIJIEHO Ha
HacTymH1 (yHKUIOHANBHI po3auid: Bepxusoro wenwoo; Posainmy o0paHHs rpymu

mm@pyBaHHs Qaitnis; Po3ainy BBeZeHHS Ta BUBEICHHS PE3yNbTaTy poOOTH CUCTEMH y

B,

Apx.

Mo QoKym.

ITionuc

Jama

BKPM-123.22.0086.00.00.713

ApPK.
80




CEIX]
dain  Wkppyeanna  dewwbpyeanHa  Joeiaka

Wludpysanna pannie

Pain | Ditesty] DOIL_WAX.TXT | | Mepernsa... |
Mapone: |passwu:urd1 23 | [ WndpyEaHHA ] |§,EI,EUJH¢'D';IBaHH;|§|
Fosrip aiiny: 45 Kd Craryc:  JewwspysanHa...
Hac wHdpyeaHHa: 15 wmo Yac gewmspysadia; 16 wo

Wl upyeaHHA NOBIAOMAEHL

TekcT NoBoMAEHHA;

Beeame TekoT 007 WHDPYEAHHA —I
SEMPPOEAHUE TEKCT: | Wuppysarn |
DM poEaHHA TEKCT; [ Dewsepysara |

Pucynok 5.2 — JlemmppyBanns daitry

Ha pucynky 5.2 300paxeHo intepdeiic BikHa nemmdpysanns. Ha pucynky 5.3
300pakeH mpukiiaa mudpyBaHHsa noBigomiaeHb. Ha pucynky 5.4 300pakeHO HpuUKIIaf
nemudpyBaHHs moBiioMJieHb. Ha pucyHky 5.5 300pakeHO JOBIJIKYy, Y SIKili BKa3aHO
KAM pO3pOOISBCA MariCTepChKUi MPOEKT, XTO KEPIBHUK, 1 MiCIIE PO3POOKH.

Po3poGiena mnporpama mae Ayke TPOCTHH 1 3po3yMuIuid iHTepdeic 3
KopuctyBaueM. KoxeH, XTO B J0cTaTHhOMY o00Cs31 BOJIOJI€ OIepaliitHuM
cepenouiieM Windows 10 6e3 0coOIMBHX CKJIaJHOCTEH OCBOITH 1 1[I0 MPOrpamy,

OCKUIBKHY i1 1HTepderic IHTYITUBHO 3p03yMUINM.
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ﬂKIHO nporpaMa HC BHIAAJIad HISKUX ITIOMMIJIOK, 1 npanroe, TO MOXKHaA

BUKOPHCTOBYBATH, 1HAKILIE CJIiJI CJITyBaTH 1HCTPYKIIISM, SIK1 IPOMIOHYE Mporpama.

O6pano ymoBH po3noBcroxeHHs1 — Freeware. lle BiacHuIlbKke TporpamHe

TepMiHy 6€3 0OMeXeHb y (PYHKIIIOHATIBHOCTI, 1 MOUIMPIOBaHe 0€3 CUPLIEBUX KOJIB.

33663H€‘1€HH}I, KOTpC MOXKHa be3onmatHo BHUKOPHUCTOBYBATH IIPOTATOM HEOOMEKEHOTO

ABTOpH TaKOr'o IporpaMHoOro 336631’[6‘16HHH, K IIPaBUJIO, XO0UYTh «AaTU IIOCh

1HIIIUM MporpamicTam, ado K CHIJILHOCTI K BUJIbHE MporpamMHe 3a0e3rneueHHs

Wludpysanna pannie

Marn  WkhpyeaHHa  AewddbpyeadHa  Jogiaka

T aiin: |

A J Mepernan...

Mapone: | pazzz]11

I [ [l 1ppyEaHHA ] [ﬂemumpraHHﬂ]

Posrdip daiiny:
Hac wHapygaHHa: [ wic

Wl upyeaHHa NOBIAOMAEHL

TekcT NoBoMAEHHA;

Craryc:  Wuppysatha... [po nporpary...

Yac aewdpysaHH::

3HaHHA Halikpalle BaraTcTED

SaMPpOBAHME TEKCT:

[ Wneousari..

13000000E 5416301 ED 4D 43920C22CR4E 7AR4E 20E0DFDFD1BD 7091 108CT 1FD 8220 CFARFAZ

JewmdpoEaHHA TEKCT:

[ JeWnbpyEaTIA ]

Pucynoxk 5.3 — llludpyBaHHs 1M0OB1IOMIICHb

CHITBHOTI», aJIe XOUyTh TaKOK KOHTPOJIOBATH WOTO TOMAJBINY PO3poOKy. [HOMI, KoM

IPOrpaMiCTU BHUPINIYIOTh MPUIHHUTA PO3POOKY, BOHU TMEPENaloTh CHUPIEBUU KO
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oA Wadovwod na dcwkdpetamna Acpicka

Wnypyeama eafne

Fafin | | [I'IEpe'm.u. ; ]
~azons |:a-s-1~1~1‘|' [ Un¢pyesHH- ] [,E.uu:pp.EaH-n]
SozErip o4 Tia ge Lo pegdna. M=o nporpasy..
az unFpLann A U "oz gewngpysane: J e

Wlnp e EaHHA NOELIMAEHE

TER 1| 1IKIIM FHH-

ZHa+H HaThp=oe O e

ZAWLHTPOESH - TEE.ZT: L epypary |

12002002602 S E DD 322072 ACBAE FA S4E A0ECOFDF DA BD 7081 10827 1FDE2 X0 ZFanFa2

T HiT po=aH 41 Ter.oT.
“Ha+A HavkpsUe DarsTores

Pucynoxk 5.4 — JlemmdpyBaHHs MOBIAOMICHb

ABTOpCsKE NPaB0 n

MIHICTEPCTBO OCBITW I HAYK YKPAIHI
LleHTpaNEHOYKPAHCEKIIA HALIOHANEHUH TEXHI IHMH
Y IDCPCMT .

Llcimp Jao-11ol Ta gMcTa Iuidnol ocomw
Ilacpenpa kiEepbesnaku Ta nperpam-4oro sabesneqeHHnA
BUMYCKHA KBANIDIKALIAHA POGCOTA
Sd APy MM (MdICT BPUBRIM | PBHEM BRLLUT UL W
Ha 1emy: "JUUILHEHHSH | d HPUI PpdMHd PediisduiH oI epy
zafiesnedenHs kKoHbigeruiiHocTi AaHnx XMapHWx cepside”
Onn «KoMn'wTepHa HxKeHepA»
CreyanbHocT! 124 «KovmioTepHs IHKeHEDIA
Bukonae: Xynuno M.M.

Haykoena kepiBHuk: Bypasuenko K.O.
KpoTMBHNLIBKKA - 2022

0

Pucynox 5.5 — JloBigka
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6 HAYKOBA HOBU3HA

VY BunmyckHii kBamidikamiiiHiii poOOTI 3a APyruM (MariCTepchbKUM) piBHEM
BUIIOT OCBITH PO3pOOJICHO MPOTrpaMHE 3a0e3MeUeHHs, SKEe MPU3HAYCHO ISl CHCTEMHU
3a0e3neueHHs KOH(IASHIIIMHOCTI TaHUX XMapHUX CEPBICIB.

Memow po3podbku € JOCHIIKEHHS Ta TporpaMHa peajisaimis CHUCTEMHU
3a0e3neyeHHs! KOH(PIIeHIIHHOCTI JaHUX XMapHUX CEPBICIB.

06 ’exmom OocniddcenHs € mpoliec 3ade3neueHHs] KOHMbIIEHIIMHOCTI JaHuX
XMapHHUX CEPBICIB.

IIpeomemom Oocniddicennss € METOIU 3a0€3MeUCeHHsT KOH(IICHIIIHHOCTI JaHUX
XMapHHUX CEPBICIB.

Memoou oocnioddcennss 6a3ylOThCS Ha METOJax 3axucTy iHdopmarii, MeTogax
MaTeMaTUIHOI CTATUCTUKH, METOAaX PO3POOKHU MPOrpaMHOro 3a0e3reueHHs.

HaykoBa HOBM3HA OTPpMMAaHHMX pe3yJibTaTiB. Y MpoIeci pilieHHS 3aBIaHb,
00YMOBJICHUX IUTSIMU JOCHIDKCHHS, OTPUMaH1 HACTYITHI pe3yJIbTaTH:

— VYnockoHanieHO MeToja 3abe3medeHHs] KOH(IISHIIMHOCTI JaHMX XMapHUX
CEPBICIB.

— Po3po6ieHo BITUM3HAHUN MPOAYKT 3a0e3nedeHHsT KOH(IACHIIIHHOCTI JaHUX
XMapHUX CEpBICIB, KWW Mae OUIbII IIHUPOKI MOXIMBOCTI, Ha BIAMIHY BiJl ICHYIOUHX

AHAJIOTIB.
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7.1

7 JAHI TPO EKOHOMIYHY EOEKTUBHICTb
PO3POBJIEHOI IPOT'PAMU

TexHIKO-eKOHOMIYHE

OOIpYHTYBaHHSHA

TEMH

KkBaJi(ikaniiiHoi po60TH 3a IPyruM (MarictepcbKuM) piBHEM BHIIOI OCBITH

MPOYKITIT

BUITYCKHOI

[Ticast o3nHaliomJieHHS 3 MIANPUEMCTBOM Ta 3aco0amMu poO3pOoOKH TPOrPaMHOI

OyB po3po0ieHud TIaH PO3POOKH MPOrpaMu.

By migpaxoBaHuit

HEOOXITHUHN Yac JUIsl pO3pOOKH Ta BIpOBaKEHHs mporpamu. e wac ckmaB 60 nHiB

(Tpu Mmicsi).

B marictepchkiit po6oTi Oys10 MpoBeaeHE TOCIIIKEHHS Ta BUKOHAHA MPOrpaMHa

peaizanisi cucteMu 3a0e3nevdeHHs] KOH(1IESHIIIHOCTI JaHUX XMapHUX CEPBICIB.

PospobGrene

porpaMHe

3aJI0OBOJIbHSIE YCIM MTOCTABJICHUM YMOBaM, a caMe:

a) HEBEJIUKUHN PO3MIp;

0) HeBeJIMKI CUCTEMHI IMOTPedu;

3a0e3meyeHdss Ma€  JOCTAaTHKO  HaIIWHICTH

B) HE3AJICXKHICTh BiJl BCTAHOBIICHUX Ha KOMII FOTEpi 0a3 TaHuX;

I') 3pYy4YHICTh Y KOPUCTYBaHHI Ta HaIIHICTb.

Taomung 7.1 — [Mouarkori gani

i

[To3na| Xapakrepucruka
[loka3Huku
YyeHHs | a0o BeJMYMHA
1 2 3
1.  KuibKICTh pO3p0o0JIEHUX ITpOorpaM Imepioj, IiT. N 1
2. KinbkicTe ek3eMIUISIpiB Iporpam, IiT. Ne 280
3. 3amnjaHoBaHMM TEpMiH PO3POOKH, THIB Fpq 60 (3 micsi)
4. TI'pyna 3amaui mijgcucremMu ynpaniaiHas (1-6) — 1
5. Cryninbs HoBU3HU 3ada4i (A, b, B, I) — b
6. Cxnamgaicth asiroputmy (1, 2, 3) — 2
ApPK.
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[Tponorxenus Tabdmuii 7.1

1 3
7. KinbkicTh MakeTiB BXiIHOT iHpOpMaIii 3
8.  Kiuibkicth ¢hopm BuxigHOT iHDOpMAIIii. 4
9. Moga nporpamyBanHs (1-6) 1
10. Tlomepenmniii nocBiz (1-6) 3
11. Tmyukicts mpoekty 111 (1-6) 3
12. HetansHicTh npoekTy [T (1-6) 2
13. PiBeHb cripaniboBaHOCTI KOJIEKTUBY (1-6) 2
14. Cryniap BuMipHoCTi mipotecis (1-6) 3
15. HeoOxigna HaaidHICTh IpOrpaMHOro 3abe3nedeHHs (1-6) 2
16. Po3mip 6a3u ganux (mopiBHSHO 3 po3MipoM mporpamu) (1-
6) ’
17. CxnaaHicTh KIHIIEBOTO MPOTPAMHOTO MPOAYKTY (1-6) 2
18. HeoOxigHuii piBeHb 3a0€3MeUeHHSs IOBTOPHOTO
BUKOpUCTaHHS (1-6) ’
19. JIoKyMEHTOBaHICTh BIAMOBIAHO 70 IJTAHOBAHOTO
YKUTTEBOTO ITUKITY (1-6) ’
20. Bwumorwu no mBuakoiii ITI1 (1-6) 2
21. OOMexeHHs Ha pO3Mipyd OCHOBHOTO CXOBHINA JaHuX (1-6) 2
22. Pi3HOMaHITHICTH BUKOPUCTOBYBAHUX OOUMCITIOBATBHUX
matdopm (1-6) ’
23. Ilpodeciiinuii piBeHb aHATITUKIB (1-6) 2
24. TIlpodeciitamii piBeHb mporpamicTis (1-6) 2
25. TlocTiitHICTh CKJIaay KOMaHIu po3poOHUKIB (1-6) 2
26. Jocix po3pobku qoaatkiB (1-6) 2
27. JlocBix po6oTu 3 06uuCTIOBAIEHOIO TaThopmoro (1-6) 2
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[Tponorxenus Tabdmuii 7.1

1 2 3
28. [ocBix poOOTH 3 MOBOIO 1 IHCTpyMEHTaMU - )
cepenoBuIa po3pooku (1-6)
29. Hocsijg po60TH 3 MpOrpaMHUMH 1HCTPYMEHTaMU
po3podku (1-6) - :
30. Po3zpo6ka I13 nis nekinpKox cepBepiB OJJHOYACHO
(1-6) l i
31. Bumorwu 1o 1oTpuMaHHS BCTAHOBJIEHOTO Tpadika
pobit (1-6) - ?
32. Bapricts I[13 y po3poonuka (HMA), rpH. — 28000
33. HopmatuB nonatkoBoi 3apriatu, % : Hp 10
34. HopwmatuB BimpaxyBaHb y comiaibHi GoHaH, % Hc 22
35. HopwmatuB 3arajibHOrocoAapChbKUX BUTPAT, %o Hr 15
36. HopmatuB BUTpaT Ha OCBOEHHSI HOBHX MOB
nporpamyBaHHs, %o i b
37. PiBeHb peHTa0ENbHOCTI MPOTPAMHOI NPOAYKIIii, %o Pe 50
38. CraBka nojaTKy Ha J0JaHy BapTiCTh, %o Hns 20

7.2 Po3paxyHOK TPYAOMICTKOCTI pO3pOOKH MPOrPaMHOI NPOXYKIII

3HaUYeHHS] TPYAOMICTKOCTI PO3POOKH MPOTPaMHOTO 3a0e3MedeHHsS I CTalii
T3, EK, TII ta BII Bu3HauaeMo 1o TUMOBMM HOpMaM 4acy MPUBEICHUM B J0JIaTKax
MB. Cranis PII € HaitO11b11 TPUBAIOO 1 TPYIOMICTKOIO, 1110 POOUTH 3HAYHUM BILJIUB HA
1HTII1 CTail MPOEKTY.
Busnaunmo tpyaomictkicTs po3pooku I13 mst crazii PII.
O06uHCITII0EMO HOMIHATBHI TPYJOBUTPATH, JTO-MIC.:
Tron = A Size?, (7.1)

ne: A — xoedimient boema, 4 = 2,45;
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Size — 3aranpHUM 00'€eM B1JIaroKEHOTO TPOTPAMHOTO KOY, THUC. PAIKIB;
B — moka3HuK CTyIeHsl, 0 BUSHAYAETHCS CITIBBITHOIICHHSIM:
B=1,01+0,001>_W,, (7.2)
ne: Wi— cymapHe 3HaueHHS T'aTH nokasHukiB (MB, pomarok 2), mo BigoOpakaroTh
0COOJIMBOCTI  pO3pOOKHM MpoekTy mnporpamHoro mpoaykry (IIII) 1 konexTuBy
PO3pOOHUKIB.
B=1,01+0,001(2,43+3,64+3,38+3,95+2,73) = 1,027.
Tron = 2,452,702 = 6,78 mon-mic.

Busznauaemo ytouHeHi (3 ypaxyBaHHAM npuBeneHux B MB jgomatky 3

CIMHAJIATH JOJATKOBUX KOE(PIIIEHTIB) TPYAOBUTPATH, JIFOJI-MiC.:
Lymoun = Ton 11V}, (7.3)
ne: I1V; — noOyToK CIMHAJLSATH T0AATKOBUX KOeQIlI€HTIB, lpuBeneHnx B MB nonatky 3.
Tymown = 6,78-(0,88-0,93-0,88-0,91-0,95-1-1-0,87-1,22-1,16-1,1-1,1-
1,12-1,1-1-1,1-1,1) = 9,37 moa-mic.

i koedimieHTH M03BOJIAIOTH MU EpEeHIIH0BAHO OLIIHIOBATH PE3yIbTaTH POOOTH
IpOrpamicTiB, Oepydur 0 yBaru MBHUIKO/IIIO MPOTPaMH, BUKOPUCTAHHS PI3HOMAHITHUX
00UMCITIOBAJIBHUX TUIATGOPM 1 1HCTPYMEHTIB PO3POOKH, B3aEMOJIIO JICKIJIBKOX
cepBepiB, BUMOTH /10 00'eMiB 0a3 JaHUX 1 iH.

Buznagaemo miicyMKOBI TPYIOBUTPATH IO CTali pOOOUHIA MPOCKT, JIFOI-THI:

T,, = 0,3CT0’33+0’2(B_1’01)S , (7.4)

ymoun
ne:  C— BU3HAYCHHIT eMITIPUYHO KOEQIIIEHT, 3aPONOHOBAHUI aBTOPaMH METOAMKH,
(MB, nonatox 4);

S — koe(itieHT cTUCHEHHS (a00 MOJOBXKeHHs) Tpadika podiT %, 10 J03BOJISIE
KOpEKTYBaTH TepMiHU po3poOku I3 3rigHo BcTaHoBiIeHMM BuMoraM. BuOupaemo B
mexax (25...350)%.

Tpr=0,3-3,23-9,370-33+0.2(1.026-10D. 44 = 90 mrop/nens.

Jlnst  3pydHOCTI BH3HAYEHHS 3arajbHOi TPYAOMICTKOCTI Ha PO3POOKY

IpPOrpaMHOro 3a0e3NeueHHs pe3yibTaTH PO3PAXyHKIB MO CTaisiM 3BOAMMO [0

tabmur 7.2.
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Tabmuns 7.2 — BusHaueHHS  TPYJOMICTKOCTI  PO3pPOOKHM  MPOrpaMHOIO

3a0€e3ne4YeHHS
TpynomicTKiCTh 32 THTOBUMH HOPMaMH Ta
Cranii po3po0ku pO3paxyHKaMu

Bemnuuna, mron/mui ITincraBa
TexHIuHEe 3aBJaHHSA 9 J5
Eckiznuit mpoext 10 J16
TexHiyHUN TPOECKT 9 7
Po6ounii mpoekt 90 O 7.1-74
BnpoBamxeHns 13 13
Bceroro 131 —

7.3 Bu3Ha4YeHHS YMCeJIbHOCTiI BUKOHABIIB i II1aHOBOT0 GOHAY 3apIuiaTH

UHCenbHICTh CTABOK 1HKEHEPIB-MPOTPAMICTIB JJIT PO3POOKHA TPOTPamMHOTO

3a0e3neueHHs BU3HAYAETHCS 32 (POPMYJIOHO:

T N
Y=—"B—, (7.5)
Fog = Heg
ne:  F,,—nna"oBuil posa po6OUOro yacy 0JHOTO crelianicTa, JHiB;

T,; - TPYJOMICTKICTH PO3POOKH MPOTPaMHOTO 3a0e3MeUeHHs JIFO1-]THi.

= BL =2,4 cTaBKH.
60-5

UuicepHICTh  1HXKCHEPIB-CJIEKTPOHIIUKIB  JJIsI  MPOBEJICHHS  TEXHIYHOTO
00CITyrOBYBaHHS Ta PEMOHTY KOMIT'FOTEPHUX MEPEK BU3HAYAETHCA B 3JICKHOCTI Bi
HAsSBHOCTI TEXHIYHMX 3acO0iB 1 HOPM BHUTpaT Yacy Ha BUKOHAHHS MPOQPIIAKTHUHUX
pOOIT HA TPOTSI31 POKY.

Busnauaemo 3aTpatm Yacy Ha BHMKOHaHHA MNPOQUIAKTUYHUX poOIT 110
o0cCIyroByBaHHIO 00JIaIHAHHSA 32 TIEPioJ] po3poOKu. Pe3ynpTaTi po3paxyHKy 3BOJUMO

110 Tadymmi 7.3.
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Tabmuns 7.3 —3aTpaTd 4acy Ha BUKOHAHHA MNPODUIAKTUYHUX POOIT MO

00CIIyroByBaHHIO 00JIaJHAHHS 32 PO3PAXyHKOBHIM Mepiof

[MpodinakTuyne 06CIyroByBaHHS
Haiiverypantn o6 aquams Kinekicte | Kimpkicts | 3aTpatu | 3arpatu
XB. Ha obna- 4acy B 4acy B
OJIMH. O0JI. | HaHHSA XB. TO/I.
Cucremuuii 610k I1K 90 9 810 13,5
Mowuitop 60 9 540 9
Knasiatypa 30 9 270 4,5
MaHInyJIaTop «MUIITKa 30 9 270 4,5
IIpuHTEp MaTpUYHMIA 60 0 0 0,0
IIpunTep nazepHuit 120 2 240 4
[TpunTEp CTpyMUHHUI 60 | 60 1
Ckanep 20 1 20 0,33
Konnentparop-mapupyrusarop 30 2 60 1
Ka6enpHi rociogapcta JIOM nHa 1 m.i1. 2.5 200 500 8,33
KomiroBanpHuii amapar 140 1 140 2,33
Ycboro 3a pik: 34 48,49

Yac na npodirakTuky oOJIaJlHaHHS B 3arajbHOMYy OajlaHci poOodYoro dyacy

1HKEHEp1B-eJIeKTPOHIINKIB HEMOBUHEH cKianatu oinpiie 10%.

Buxonsuu 3 iis0ro oH1 poOb0UY0To Yacy iHKEHEepiB-eJIeKTPOHIIUKIB CKIAIaE:

c 311 Mic

Cpap = 1’2 5
493

CDOP = 1,—2 = 122,5 rona.

(7.6)

Buznayaemo He0OXi/IHY KUTBKICTh CTABOK IITATHOTO nepcoHany cekropa TO:

__ %
4= T (7.7)
ApPK.
BKPM-123.22.0086.00.00.T13
Bum. | Apx. | Ne Dokym. ITionuc | Jama 90




Y., =122,5/(60-8) = 0,2 cTaBku.

Jlist 3a0e3nedeHds HOPMaJIBHOTO TEXHIYHOTO OOCIyroByBaHHs 3aco6iB TO Ta

Mepex, HEOOX1THO TPUHUHATH HaWOUIbIIE I1iJIe 3HAYCHHS PO3PaXyHKOBOI YHCETbHOCTI

1H)KEHEPIB-CICKTPOHIIHUKIB.

Tabmums 7.4 — Po3paxyHOK 4YHMCETBHOCTI IITATHOTO IEPCOHATY

CEKTOpYy

CHUCTEMHOTO Ta aaMIHICTpaTUBHOro 0OCIyroByBaHHs 3aco0iB OT Ta KoMmII'IOTepHHX

MEpex
K-1b
[Tocama Bunx pobotu Yac| mratHHX
OJTMHUITH
AJIMIHICTpYBaHHSI JIOKQJIBHOT MEPEXI, MOIITOBOIO Ta
cepsepy DNS (OC FreeBSD), mapmpytusaropa Cisco,
AnMiHicT-| ToMeHHOro kKoHTposepy Windows Server 2019, cepsepy 2
parop | goctynmy ADSL (OC Linux), Hanaimtyeanus ADSL, VPN
saranpHoi | PPPOE, Frame Relay, Wi-Fi
Mmepexi, | HamamryBanHus 1 KoHQIrypyBaHHsa 6a30BOi CTaHIT 0.5 0.5
aHaMTHK | 0e3mpoBigHOTO 3B 13Ky (CMTS)
Po3po0Oka Ta BIpoBaKEHHS MPOEKTIB 3 opraHizari
3B’SI3Ky MDXK BiggaieHumMu o0’ ektamu, JIOM 0>
3abe3neueHHs 1117101000B0T pOOOTH 3B’ SI3KY KIIIE€HTIB 10 .
Mepexi [HTepHer
Bceworo 4
ApPK.
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[Tponorxxenus Tadauii 7.4

K-1b
ITocana Bug pobotun Yac| mraTHUX
OJIMHUIIb
[Ipe3enTartiii HOBOi MPOYKIIii, MOIIYK KaHAJB 30yTY 1
[Mponakt- | IlinTprMKa NOCTIHHUX KITIEHTIB 0,5
MeHekep | OdhopMieHHS 1I0TOBOPIB, BEJCHHS TCHACPIB 0,25 0,25
KoHTpoJib B3aEMOpO3paxyHKiB 3 MOCTaYaIbHUKAMU 0,25
Bceworo 2
Po3po0Oka xonnemniii opopmiieHHs Ta iHTepdeiicy
CalTy, onTUMI3aIlls TU3aliHy ICHYIOUHX, POCKTYE 1X 1
CTPYKTYypy Ta HaBIraIio
Tlsaiinep I |
CtBOpeHHs rpadiyHUX 1 CTUIICTUYHHUX €JIEMEHTIB
WEB . 0,5 0,25
caity
Posmimenns rpadiku 1 koHTeHTy Ha laTepHer
: 0,5
CTOpIHKaxX
Bceworo 2
Po3po0Oka Ta BepcTka MakeTiB peKJIaMHOI MPOAYKIIi T4 |
TEeXHIYHOI TOKyMEHTAITI{
Inxenep | Bepcrka JpykoBaHUX BUJAHb 0,5
BEPCTANILHUK | JIoIpyKOBa 111IT0TOBKA MaKETiB 0,25 0,25
Po3amimienns rpadiku 1 KOHTeHTY Ha [HTepHeT
_ 0,25
CTOpIHKaX
Bceworo 2
YucenpHICTh 1HKEHEP1B-CUCTEMOTEXHIKIB, aJIMiHICTPATOPiB MEpEexKi,

nuzaiinepiB WEB  By37iB, CHCTEeMHHX TMIPOTpPaMiCTiB (aHATITHKIB), OyXrajarepis-

CKOHOMICTIB BH3HAYAEThCA 3a MOTPEe0OI0 B  3aJCKHOCTI

Bil (QYHKI[IOHATBHUX

000B'si3kiB. Ilicns BH3HAUEHHS YHMCETBHOCTI TEPCOHANY CKIAJAEThCS IUTATHUNA
pO3KJIa.
ApPK.
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CkrnazeMo mTaTHUN PO3KJIa]l BUKOHABIIIB.

Ta6mung 7.5 — llltatHUi po3KIIaa BUKOHABIIIB

Mocara Kimpkicte | Cepenubomicsunuii | Beboro 3a mepion
CTaBOK OKJIaJi, TPH. PO3pOOKH, TPH.
KepiBuuk (IT-menemxep) 0,25 14000 10500
[IponakT-MeHemKeEp 0,25 13128 9846
[Hxenep-nporpamict 2,4 13000 93600
[HKEeHep-EeNeKTPOHIIHNK 0,2 12000 7200
[H)XEeHep-CUCTEMOTEXHIK 0,25 12000 9000
AJZIMIHICTpaTOp MEpEexKi 0,5 12000 18000
CucTtemMHUi mporpamict 0,25 12000 9000
Huzaiinep WEB 0,25 12000 9000
[HKeHep-BepCTAIBHUK 0,25 12000 9000
Byxranrep-exoHOMICT 0,5 14000 21000
Bceworo 3a mepion po3podku | R, = 5,1 - D05 = 196146

POSp&XYEMO CCPCAHBOACHHY 3apINIATy OAJHOT'O BUKOHABIIA:

)
= ’;6 : (7.8)

cn pq

300

ne: @,,; — 3arajgbHa CyMa 3apIiiaTi 3a IUIAaHOBUM Nepioj, IPpH.

196146
360 =
5,1-60

=641 epH.

7.4 Po3paxyHOK KamiTaJbHHUX BKJIQJeHb Ta aMOPTHU3aLiiiHUX BipaxyBaHb

y pPo3poOHUKA

banancoBa BapTicTh OyAiBeIb BU3HAYAETHCA 3 YPaXyBaHHIM KIJIBKOCTI poO0UnX
MICIIb BHKOHABIIIB, MATOMOI IUIONII HA OJHE poOodYe Micile, Ta BapTOCTI OIHOTO

KBaIpaTHOTO MeTpa BUPOOHUYOT IJIOIII:

5,=R,S.0,, (7.9)
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ae: R! — KinbKicTh po6OYMX MiCIlh BUKOHABIIB, mT. [IpuitMacMo 8 po6odrX MicIb;

S, — MATOMa IUIoLa Ha OflHE poboue Micue, M”;
L],,_BapTICTh OJJHOTO KBAaIPATHOTO METPA IJIOIII], TPH.

3rigHo panux iHtepHeT pecypcy DOM.RIA (https://dom.ria.com) 1iHa oHOTO

KBaIpaTHOTO MeETpa IUIOIIi, BIK sKOi He mepeBuirye 30 pokiB, MO MICTY CKJIAJIae
500...1600 y.0./ m*. BpaxoBytoun, 1o Kypc ckiagae 1 y.o. = 38 rpH. nmpuiiMaeMo i
pO3paxyHKy BapTicThb OJHOTO MeTpa KBagpaTHoro pisHor 20000 rpa./m?. Ha koxHe

pobode MicIie y cepeIHbOMY HOTPiOHO 84> . 3 ypaXyBaHHSIM IIbOTO:
b5,y =8-8-20000 = 1280000 rpH.
Bapricts nepenaBanibHux npuctpoiB ckianae 10% Big BapTocTi OyiBelnb, 1y
JJaHOMY BUIIaAKy BoHa ckiazae: 128000 rpH.
banancoBa BapTicTh iHBEHTApIO PO3PaXOBYETHCS 32 HOpMOto 3500 TpH. Ha OJHE

po6oue micte. ToOTo:

I1,=R" -1, (7.10)

Hé cn

ne: 1], — mina MeOiB AJIT OJHOTO POOOYOTO MICIIsS, TPH.
/. =8:3500 = 28000 rpH.
banancoBa BapTicThb OOYHMCIIIOBAJIBHOT TEXHIKM BHU3HAYAETHCA IO ONTOBUM
I[[iHAM TIOCTa4aJIbHUKA 3 BpaXyBaHHSM BUTPAT HA TPAHCIIOPTYBAHHSI.
Crenuikariisi Ha 069UCITIOBANIbHY TEXHIKY HaBeJCHA B TadmuI 7.7,
JlaH1 1o onToBii 1iHI HA 00JIaIHAHHS Ta KOMIUICKTYIOU1 BUOMPAIUCH 110 MPANCY

bipmu Kommbect 3a 06.10.22 — mxepeno https://compbest.com.ua/.
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Ta6mung 7.6 — Cnernudikarris

489, PSU 350W(FSP Brand: ATX-350PNK
12cm), black, (front bezel — black+light silve;
body material — 0.6mm), 80mm fan (rear
2xUSB2.0/AUDIO/MIC, Air Duct, Tool-les
chassis design,Thermally Advantaged Chassis

HaiimenyBanus
KOMITJIEKTYI0401 2060 Tun OH.TOBa
iHa
o0nagHaHHA
[TepconasibHUI KOMIT FOTEP 10947
CucteMHuii 070K 73477
[Iporecop Intel Core 15-4590 (4 sanpa mo 3.3-3.7GHz), No
MB cache
CucreMHa maarta MSI H81IM-P33 6 x USB 2.0, 2 x USB 3.(
VGA, DVI, 2 x PS/2, LAN (RJ-45), 5 x Audig 1200
FireWire
Bineokapra nVidia GeForce GTX 660, 2 GB GDDRS5, 192
bit 750
JKopcrkuit nuck 240 GB SSD 1200
OnepatvBHa IaM’SATh Samsung DDR3-1333 8Gb PC3-10600R EC¢ 900
Registered (M393B1K70CHO0-CH9Q)5)
DVD-npuson DVDRW Pioneer DVR-TD10RS SATA Slix
Black Bulk  (DVR-TD10RS) e
Koprmyc ATX Middle Tower FOXCONN Pro, 3GTLA 911

BKPM-123.22.0086.00.00.713
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[TponomxenHs Tabdmuii 7.6
HaiimenyBanns
OnroBa
KOMIIJIEKTY 0401 a00 Tun .
IiHa
oOJagHaHHS
Kynep — —
Kapnapinep Baytpimmniii | USB 2.0 Card reader STORM CR-35U1A4-E
int. 3.5", 1*USB2.0+AUDIO+1394, multi: A 220
Type Cards, black
1HIIIE Kunagiarypa, murika [Tonapy-
HOK
MowiTop 22" TFT, ASUS VW223D ( 5Sms, 300/3000: ] 2600
170/160, D-SUB, Wide)
[TpunTep nazepHuit Canon i-SENSYS LBP6030W 2700
[Mpuntep ctpymunnuii | Epson Stylus Photo P50 (C11CA45341) + USH 5500
cable
KomitoBanesauit arapar | Canon i-SENSYS MF217W with Wi-Fi 5965
Ta6mung 7.7 — banmancosa BapTiCTh 00YMCTIOBAIBHOT TEXHIKH
Burparu na
HailimenyBanus | ' 3aranabpHa
KUIBKICTB, [{ina 3a TPaHCIIOPTYBaHHH, '
00U CITIOBAIBHOT BApTICTb,
' IIT. OJIMHHUIIIO, TPH. MOHTaX Ta
TEeXHIKH TPH.
BUIIPOOOBYBaHHS.
[TepcoHasbH1
15 10947 16420,5 180625,5
KOMII ' Y0TEPU
[TpunTep nas. 2 2700 540 5940
IIpunTep cTpym. 1 5500 550 6050
Ckanepu - - - 0
KomiroB. anapat 1 5965 596.5 6561,5
Bceworo — — — 199177
ApPK.

B,

Apx. | Ne okym. Hionuc | Hdama

BKPM-123.22.0086.00.00.713

96




Butparu Ha TpaHCHOPT, MOHTaX Ta BUMPOOYBaHHS MOXYTh OyTH MPUUHSATI B

Mexax 10 10% Big orrToBOI IIHH.

s BU3HAUCGHHS HEOOXIAHOI KIUIBKOCTI KaNiTAIbHUX BKIIAJICHb CKJIAJIEMO

tabmuitro 7.8.

Tabnums 7.8 — BapricTh OCHOBHHX (OH[IB Ta aMOPTH3aLliiHI BipaxyBaHHSI

pO3poOHUKaA
AmopTu3zaris
['pynu Ta BUAM OCHOBHUX banancosa
: . Binpaxy-
dbonmiB BapTICTh, IPH. Hopwma, %
BaHHS, ['PH.
1 2 3 4
I'pyma 3
1. Bynimi 1280000 - -
2. TlepenaBanbHi NPUCTPOI 128000 - -
Bceboro no rpymi 1408000 5 70400
['pyna 4
3. OOuucitoBaibHa
' 199177 - -
TEeXHIKa
Bceboro no rpymi 199177 50 99588.5
I'pyna 5, 6
4. BumiproBaibHi IPUCTPOT 5190 25 1297,5
5. TpancnopTtii 3acobu 0 20 0,0
6. I'ocnoaapcbkui
' 28000 25 7000
1HBEHTAp
Beboro no rpymi 33190 - 8297,5
7. HemarepianbHi akTUBH 120000 10 12000
A, =
Paszom K, =1760367
190286

B,

Apx.
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7.5 BuzHa4yeHHs1 cO0IBAPTOCTi PO3pO0KH TAa WiHM MPOTPAMHOI MPOAYKIil

BI/IBHa‘II/IMO OCHOBHy Bapl'[JIaTy BI/IKOHaBHiB:
3..T
3 =20 s 7.11
) N, (7.11)

ne: N, — KUTbKICTh €K3eMIUISPIB MpoTrpam, IiT.

3,=641-131/280 = 300 rpH.

Buznaunmo nmomaTkoBy 3apruiaty (oriaTa BiAITyCTOK, BUKOHAHHS JEpyKaBHUX
Ta CycniIbHUX 000B’a3KiB) Ha piBHI 10%:

3,=3,-H,-0,01, (7.12)
ne: H, — HopMaTuB J0JIaTKOBOI 3apIuiaTH, %.
3,=300-10-0,01 = 30 rp=.
BinpaxyBanHsi Ha couiajgbHi MOTpeOM 3a HopmaTuBoM H.=22% Big cymu

OCHOBHOI Ta JJOJATKOBOI 3apIlJIaTH:

C,, =0,01-H, (3, +3,), (7.13)

ne: H. — BiapaxyBaHHS Ha coIliaibHI notpedu, %.

C,, =0,01:22(300+30) = 73 rpH.

BuznauumMo 3arasbHOrOCnofapchki BUTpaTH (E€IEKTPOEHEPrilo, PEMOHT 1
yTPUMAaHHS NPUMIIIEHb 1 T.J1) 32 HopMaTuBOM H, = 15% B1J] OCHOBHOI 3apIjiaTu:
r. =3 -H,-001, (7.14)
ne: H. — 3arambHOTOCTIONapChKi BUTpaTH, Y.
I, =300-15-0,01 =45 rpn.
BusHauuMo BUTpaTH Ha martepiainu JUisi po3poOKH MPOrpaMHOI MPOAYKIIT 3a
HOPMAaMH CTIOKWBAHHSI Ta JIIFOYUMH IIHAMH 32 OJIMHUITIO BUMIPY:
3M: (3MI + 3M2 + 3M3)/Ne, (715)
ne: 3y —BapTiCTh Tanepy, TpH.; 32— BapTICTh 3allaM’sSITOBYIOUUX MPUCTPOIB, TPH.;
3u3 — BapTiCTh GapOu, KapTpimKei, TOHepy, TPH.; N, — KIIbKICTh €K3eMIUIAPIB MpOrpam,

IIT.
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3riIHO MPUUHATUX HOPM Ha MIJNPUEMCTBI Mgy NpUiMaeMo 0,5 mauku namnepy
Ha mepiog po3poOku. Toxai, BpaxoOBYIOUYHM, IO BapTICTh MAuKH Tamepy CKIaaae
1],=210 rpH., BU3HAYa€MO BaPTICTh NaMepy 3a 1nepioj po3poOKu:
3vr =L Ny Ryic. (7.16)
3mr =210-1-0,5=105 rpH.
3rilHO TPUNHATUX HOPM MO KOMIUIEKTAIlli /10 BapTOCTI 3amaMm’ STOBYIOUUX
IpUCTPOiB BXoauTh BapTicTh CD/DVD gauckiB. IX KiNbKiCTh IOpIiBHIOE KiILKOCTI
KOpPOOOUYHHUX BEpCiil 3aponoHOBAHOIO NMPOAYKTY (mpuitmaemo 100):
32 =21y, (7.17)
ne: [I]y—Bapricte guckie CD/DVD: CDR box —23 rpa./mr., DVD-R box —
33,6 TpH./mIT.
3m2 = 100-33,6 = 3360 rpH.
3rifHO HOPM OJHOPA30BiM 3ampaBIll MiAIATAIOTH yC1 APYKYHOYl MOPHCTPOi i
CTaHOBUTH:

Bus =211, (7.18)
ne: 1], — BapTiCTh pO3XiTHUX MaTepialiB IPYKYIOUMX IMPUCTPOIB: BIJHOBJICHHS Ta 3alpaBKa
kaptpupKy st Canon i-SENSYS LBP6030W — 574 rpH.; kaptpumk aas Epson Stylus
Photo P50 — 558 rpH.; BimHOBNeHHS KapTpupKy it MF217W — 570 rph.

3u3 = 574+558+570 = 1702 rpH.
3 =(105+ 3360 + 1702)/280 = 18 rpH.
BusznauuMo BUTpaTH Ha OCBOEHHS HOBHX MOB MPOTpaMyBaHHS a0o
onepanifHux cucreM 3a HopmaTuBoM (H, = 15%) BiJ OCHOBHOI 3apIijlaTd BUKOHABIIIB:
0,=3,-H,-0,01, (7.19)
ne: H, — HopMaTuB BUTPAT Ha OCBOEHHS HOBUX MOB IpoTrpaMyBaHHs, %o.
0O, =300-15-0,01 =45 rp=.
BuzHauumMo BHUTpaTH Ha aMoOpTHU3AIll0 OCHOBHUX (OHIIB 3 ypaxyBaHHSIM
3araJIbHOI PIYHOI CyMH aMOPTHU3AIIMHUX BiJpaxyBaHb Ta KIJIbKOCTI EK3EMILISPIB

nporpam (N, = 280 npum.):

ApPK.
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A, -N,,
A = ¥4 mic
"N, 12

b

ne: A, — 3arajbHa piyHa CymMa aMOpPTH3alliMHUX B1IpaxyBaHb, IPH.

A, =190286-3/(280-12) = 170 rpH.

(7.20)

IToBHa coOiBapTicTe I13 BH3HauaeTbcs sIK cymMa BHUTpaT 3a MONEpPEAHIMU

CTATTSAMM KaJIbKYJISIIIL:

Cn:30+30+COM+Fm+3M+On+AM.

C, =300+30+73+45+18+45+170 = 681 rpH.

(7.21)

Benuunnu 1iHa miANpUEMCTBA, MOAATOK Ha JOJAaHY BapTICTh, BIAIYCKHA I[iHA

pOrpamMHoOi MPOAYKIIT BUZHAYAIOTHCS 3a (hopMysiaMu, TPUBEACHUMU B Tabiuiii 7.9

Tabmuus 7.9 — HopmatuBHA KaJIbKYJIsAIisl COOIBAPTOCTI PO3POOKH MPOTPAMHOTO

3a0e3meyeHHs 3a/1a4l

HavimenyBaHHs cTaTeit BUTpat [To3nauennsi Benuuuna, rpH
1. OcHoBHa 3apruiaTa BUKOHABIIIB 3, 300
2. lopaTkoBa 3apIuiaTa BAKOHABIIIB 35 30
3. BinmpaxyBaHHs Ha coliaibHi MOTpeOu Coy 73
4. 3arajJbHOTOCIIOIAPChKI BUTpPaATH Loen 45
5. ButpaTtu Ha Matepiayiu 3u 18
6. OCBOEHHS HOBUX OIlepaImiiiHuX CHCTEM, MOB
IpOrpamMyBaHHS Or .
7. AmopTtu3allisi OCHOBHUX (HOH/IIB A, 170
8. [ToBHa cOOIBapTICTh MPOTPAMHOTO 320€3NICUCHHS Cy 681
9. [InanoBuit npuOyTOK 11, 341
10.1lina minnpuemcrsa 1], = C,+11, 1], 1022
11.ITopaTtok Ha 1oJaHy BapTICTh
IIB = 0.01Hyy L], ek 2044
12.BiamyckHa 11Ha IPOrpaMHoO1 MPOYKITIT I 1226.4
=1n,+I114B

B,
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Busnaunmo maHoBuil puOyTOK 3a piBHEM peHTadenbHOCTI (P,) mporpaMHOi
MPOJYKITi, sIKa 3aJIKUTh BiJ] CKJIQJHOCTI TPOTPaMH Ta CTYIICHS HOBU3HU 3aJa9i.
JIJist TaHoTO MpOorpaMHOro 3a0e3neyueHHs piBeHb peHTabenbHOCTI ckitagae 50%.

m,=001-P,-C,, (7.22)

ne: P, — piBeHb peHTa0eIbHOCTI, Y.

I1,=0,01-50-681 = 341 rpH.

7.6 BuzHauyeHHs1 00’€My KaliTaJIbHUX BKJIAJECHDb Y CIIOKMBA4Ya NMPOTrPAMHOL

NPOaYKIil

O6’eMm KamiTanbHUX BKJIQJ€Hb Y CIHOXHBAa4ya MPOrpaMHOI  TPOAYKIi
BU3HAYa€EMO Ha OCHOB1 0OaJlaHCOBO1 BApTOCTI OCHOBHHUX (DOH/IB, SIKa BPaXOBYe€ IIiHY,
TPAHCIIOPTHO-3aroTiBEeJIbHI ~ BUTpaTH,  BapTicTh  OyHiBedb, MOHTOXHUX  Ta
yCKOHAJAro/)KyBaIbHUX POOIT, a TaKOX BUTPATH Ha BUMPOOYBAHHS Yy BHPOOHHUYUX
yMoOBax. Pe3ynbTaT po3paxyHKiB 3BO MO y Ta0muiro 7.10.

Tabmums 7.10 — Po3paxyHok 00°eMy KamiTaJbHUX BKIAJCHb y CIOXKMBaya

IPOrpaMHOI MPOYKIIiT

HaliMenyBaHHS KaniTaJbHUX BKJIAJCHb Cyma 3a BapiaHTaMH, 'pH.
bazoBuii Hoswuii
BapricTts nporpamuoi npoaykiii — 1226
Bceworo kanitanbHEX BUTpAT — 1226

7.7 BuzHayeHHs eKCIIyaTaliifHUX BUTPaT

Excrutyarartiiiini BUTpaT y CriouBaya MporpaMHoOi MPOAYKIIil BUBHAYAEMO TIpU

YMOB1 poOOTH MiJCUCTEMH Ha POT:31 poky. Pesynbratu 380auMo 10 Tabmuii 7.11.
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Taomuis

7.11 — Po3paxyHOK

IpOrpaMHOi MPOTYKIIT

eKCIUTyaTallliHUX

BUTpAT Yy

CIIOKHMBa4a

Jc:

Cyma BUTparT 3a BapiaHTaMH,
HaiimenyBaHHS cTaTei BUTpaT [To3naueHHs TPH.
bazoBun Hosuii
1. Butpatu Ha 00CIIyrOBYBaHHS
3, 27500 7500
CHUCTEMU
2. ButpaTu Ha eJIeKTpOEHEPTito 3er 1488 1030
3. ButpaTtu Ha amopTH3allio 3an 0 307
Bcworo Butpar 3a pik 1 28988 8837
Burtpatu Ha npodinaktudai poOoTH:
3,=T7,-3,-(1+0,01-H_)-(1+0,01-H ), (7.23)

T}, — KIIbKICTh FOJJUH 00CIYrOBYyBaHHsS KOKHOI'O KOMII FOTepa 3a piK, 200.;

3. —3apo0biTHa 1aTa 00CIyTrOBYHOYOT0 IEPCOHANY, epH /200 .

ITicnsa

KYTIBJI

HOBOTI'O

IpOIPaMHOTO

320€e3MeYeHH s

00ciIyroByBaHHs cucteMu 3MeHInuirch 3 27500 rpa g0 7500 rpH Ha piK.

BUTpPATH

Ha

Butpatun mo amopru3zaiii BHU3HAYaIOTHCS HA OCHOBI HOPM aMOpPTHU3ALIMHHUX

BiJIpaxyBaHb, BapTOCTI TPOrpamMHOi MPOAYKI(i 1 oCHOBHUX (PoHaIB. JIJIsI po3paxyHKY

cKkiazaeMo tadnuio 7.12.

Tabmuns 7.12 — Po3paxyHOK aMOPTH3AIIHUX BiJlpaxyBaHb

['pynu ocCHOBHUX Hopwma banancosa BapTicTh, | CyMa BijipaxyBaHb, IpH
doHaIB amopTu3alii] TpH., 3a BapiaHTaMu 3a BapiaHTaMH

% bazoBuit Hosuit bazoBuit Hosuit

[IporpamHa npoyKIiis 25 — 1226 — 306,5

Bcworo BigpaxyBaHb - — 1226 — 306,5
ApPK.
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BuTtpatn Ha eJEKTPOCHEpPril0 BU3HAYAIOTHCA 3 ypaxyBaHHSIM CIIOKHBAEMOI
noTyHocTi (/1) B KiJloBaTax, 4acy eKcIulyaTauii TeXxHIYHUX 3aco0iB (7)) B roquHax Ta
I[IHKU OJTHI€T KiJT0BaT-roAUHM (L],;):

3er =1y Ty L. (7.24)
3er6as = 0,545-1300-2,1 = 1487,85 rpH.
3ennos = 0,545-900-2,1 = 1030,05 rpH.

7.8 Bu3HaueHHs eKOHOMiYHOI e()eKTUBHOCTI MPOrpaMHOI IPOAY Kl

ExoHOMIYHA €(EeKTHUBHICTh MPOTPAMHOTO 3a0e3MEUYeHHs] BU3HAYAETHCS IS
BUTOTOBJIIOBAYA 1 CIIO’KMBAYA 3a TAKUMH ITOKA3HUKAMHU.
BenuunHa eKOHOMIYHOTO €(eKTy MpW BUTOTOBIEHHI MPOrPaMHOI MPOIYKII,

pO3paxoByeMO 3a (HOPMYIIOLO:

E,=,-C)-N,-> E, ‘K, , (7.25)
i=1
ne: K, — 6amaHcoBa BapTICTh OCHOBHUX (DOH/IB pO3pOOHUKA, I'pH.; £, — pO3paxyHKOBH

KOe(DIIIEAT KamiTaTOBKIAICHb.

Ee=(1022-681)-280—(0,05-1408000 +0,5-199177 +
+0,25-33190 + 0,1-28000)-3/12 = 50208 2pn.
Bu3zHauuMo 1mepioi OKyNHOCTI JOJATKOBHX KalllTaJbHUX BKJIAJECHb Yy
BUPOOHWKA IPOTPaMHOI MPOTYKITIi:
K

T = 2 , (7.26)
(Hn - Cn) : Ne

ne: K, —GanaHcoBa BapTiCTh OCHOBHUX (OHIIIB PO3POOHHUKA.

~ 1760367 ~
" (1022-681)-280-12/3

4,6 poxu

BusnauuMo BenmnuMHy EKOHOMIYHOTO €(eKTy y KOpPHCTyBada MpOorpamMHOL
MPOAYKIIi 3a hopMyJIOH0:

E :(16_IH)_EH(KH_K6)’ (727)

cn
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BIJIIOBIAHO;

ne: ls, I, —BennunMHa eKCIUTyaTallliHUX BHUTpAT 3a 0a30BUM M HOBUM BaplaHTOM

K5, K, — 00’eM KamiTalbHUX BKJIQJICHB 32 BapiaHTaMU, 110 TOPIBHIOKOTHCS.

E. =(28988-8837)-0,25-1226 = 19845 rpH.

[Toxa3HUKH E€KOHOMIYHOT €()EKTUBHOCTI MPOrpaMHOi MPOAYKIIT 3BOJUMO O

tabmur 7.13.

Ta6muis 7.13 — [loka3HUKM €KOHOMIYHOI €(PEKTUBHOCTI TPOTPAMHOI PO YKILIT

. . Onunurs
HailimeHyBaHHS MOKa3HUKIB . Bennunna
BUMIPY
1. KiibKiCTh €K3eMIUISIPIB MPOTpaMHU [Tpum. 280
2. [ToBHa co6iBapTicTh PO3p0OIEHOT TpOrpaMu ['pH. 681
3. Ilina po3pobaeHoi mporpamMu ['pH. 1022
4. [naHoBuii MpruOYTOK BiJ peaizariii po3po0eHol MporpamMu I'ph. 341
5. PenTabenpHICTh MPOTpaMHOI POAYKIIIT % 50
6. O0’eM 10JATKOBUX KaMiTAJIbHUX BKJIAJCHL y BUPOOHHMKA
) ['pH. 1760367
IPOrpaMHOI MPOTYKIIiT
7.3aranpbHUi  OpuUOYTOK Bl peamsamii MmporpaMHOl
['pH. 95480
IPOAYKIII]
8. BennunHa eKOHOMIYHOTO €(DEeKTy IpHU BUTOTOBJICHI
) I'pH. 50208
IPOrpaMHOi MPOIYKII1i
9. Ilepion OKYIHOCTI JI0OJ@TKOBUX KaliTaJIbHUX BKJIAJEHb y
) Poku 4,6
BUPOOHMKA IPOrpaMHOl MPOTYKIii
10.06’eM 101aTKOBUX KalliTaJlbHUX BKJIQJICHB Y CIIOKUBaYa
4 I'pH. 1226
IPOrpaMHOI MPOLYKIii
11.BeauunHa €KOHOMIYHOTO €QeKTy Yy KOpHCTyBaya
) I'pH. 19845
IPOrpaMHOi MPOTYKIii
12.I1epion OKyNMHOCTI JOJATKOBUX KaliTaJIbHUX BKIAJIEHb Y .
) PoxkiB 0,1
KOpUCTyBaya MPOrpaMHOl MPOAYKLIi
ApPK.

B,

Mo QoKym. Iionuc | Jlama

Apx.

BKPM-123.22.0086.00.00.713

104




Busznaunmo nmepiosy OKYMHOCTI JOJATKOBUX KamliTaJbHUX BKJIQJCHb Y

CIO’KMBAay4a MPOTPaMHOT NPOAYKIIi 32 paXyHOK 3HMKEHHS €KCILTyaTalliiiHUX BUTPAT:

KoK (7.28)
122
0 =0,1 poxy .

= 58988 — 8837
7.9 BUCHOBKH

Po3pobnena mporpama €KOHOMIYHO BHUTIHA. 3a pPaxyHOK BIIPOBAKEHHS
MPOTPAMHOTO 3a0€3MEUCHHS JIOCATAEThCS CKOPOYEHHS dYacy 00poOku iHdopmarrii,
MIJBUIIYETHCS KyJIbTypa TIpalll, MiJABUIICHHS SIKOCTI NMPUUMAKOUYUX YIPaBIIHCHKUX

pIIICHb.
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8 3AXO/1 3 OXOPOHMU ITPAILII TA TEXHIKH BE3IIEKHN

8.1 Beryn

OxopoHa mpaili — cuctemMa 30€peKCHHS KUTTA 1 370pOB'S TMPaliBHUKIB Y
mporeci TPYAOBOi ISUIBHOCTI, IO BKJIIOYA€E TIPABOBi, COIIaIbHO-EKOHOMIYHI,
oprasizailiiiui, TEXHIYHI, CaHITapHO-TIT1EHIYHI, JKYBaJIbHO-TIPO(1IAKTHYHI,
peabumiTamiitHi Ta 1HIII 3aX0/H.

3rinHo 3akoHy Ykpainu “TIpo oxopony mpariii” [3] KokHa KOMITaHisl BOPOBAIXYE
3aX0/IM 3 OXOPOHM Tpailli. PeamizyeThcsi Tpy0BI BITHOCHHY 3 BXXKMBAHHSAM HEOOXITHUX
3ac001B 3 OXOPOHM Mpalli Ta PO3POOKHU BiAMOBITHUX JTOKYMEHTIB:

— [HCTpYKIIIM 3 OXOpOHU Tpalli 1o KOXKHIH nmpodecii 1 3arajbHi.

— [onoxeHHst TPO OXOPOHY MpAIi.

— Hakasu 3 oxoponu mnpairii.

— XKypnanu peectpaiii Ta iHCTPYKTaxKYy.

PoGoTonaBenb CTBOpIOE BT SKUH TpaIloe BIAMOBIIHO JO THIIOBOTO
TIOJIOKEHHS, SIKY 3aTBEPIKYEThCSA IIEHTPAJIbHUM OPraHOM BHKOHABYOI BIaaAd 1
3a0e3neuye BUKOHAHHS BUMOT JIEPKaBHOI MOJIITHKU Y chepl OXOPOHH TIpaiil.

3a HenOoTpUMaHHIM BUMOT, KepiBHUKY [T koMnaHiit MOXKyTb OyTH IPUTATHYTI JI0
BIIMOBIANBHOCTI, SKa BUIJISJAAE Yy BHUIl HakiagaHHs mTpady. SKmo B pe3ynbTaTi
MOPYIICHHSI YMOB OXOPOHHU Mpalli € MOCTpakaalll MpaliBHUKKA TO KepiBHI ocodu IT
KOMITaHIi MPUTATYIOTHCS 0 KPUMIHAIBHOI BIAMMOBITAIEHOCTI.

3akoHoM Ykpainu “[Ipo oxopony mpari” [3] pemiaMeHTYIOThCS 3arajibHi
TIOJIOJKEHHA JIepKaBHOI MOJIITUKM B Taly3l OXOPOHM Mpall, & KOHKPETU3YIOThCA i
MOJIOKEHHS HOPMAaTUBHO-IIPAaBOBMMHU aKTaMH PO OXOPOHY Ipali, 30kpema Haxazom
MinictepcTBa couianbHol TomTHKU Ykpainu 14.02.2018 Ne 207, sikuii 3apeecTpoBaHO
B MinictepctBi roctumii VYkpainm 25 kBiTHI 2018 p. 3a Ne508/31960 «IIpo

3aTBEpKeHHS BuMor 110710 6€3MeKy Ta 3aXUCTy 3A0pOB’ s MPaIliBHUKIB Mij 4ac poOoTH
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3 €KpaHHUMH TMPUCTPOAMH» [5], SKUM 3aTBEPJKEHO HOPMATUBHO-NPABOBUN akKT 3
oxoponu mpaui HITAOIT 0.00-7.15-18, «I[IpaBuna oxopoHH mpalli miJ yac eKCIuTyaTamii
CJICKTPOHHO-O0UYHCITIOBAJIbHUX MallluH», Ta «J/lep)kaBHI caHITapHI MpaBWia 1 HOPMHU
poOOTH 3 BI3yAIbHUMH JUCIUICMHUMH TEpMIHAJIAMH €JIEKTPOHHO-O0UHCIIOBAIIBHUX
mamua» JICanlliH 3.3.2-007-98 [2].

[Iporpamictu y mpoiieci poOOTH MarOTh HEraTUBHMI BIUIMB HAa OpPraHH 30Dy, a
TaKOXX MalOTh 3HAYHY PO3YMOBY HaIlpyrol0 1 HEPBOBO-€MOIliiiHE HaBaHTaXEHHA. Pyku
(cyrmobu TOMBIIB Ta M'S3U PyK) mpu poOOTI 3 KJIaBIaTypoOK MAarOTh TEX 1CTOTHE
HaBaHTaXeHHsAM. [lo mKiamuBuX (akTopiB, sIKI BIUIMBAIOTh HA POOMTHHKIB raimysi
iHpopmamiiaux — TexHosorit  (IT)  cmemiamicth  BIIHOCSITH ~ BHUCOKOYACTOTHI
CJICKTPOMArHITHI KOJMBaHHS (BUIIPOMIHIOBAaHHS) po0O0TH amapatHoi yactuau EOM ta
BU/IUJIEHHS IIKIUTMBUAX Ta3iB.

i mxiguBi pakTopu MOXKYTh IPUBECTH A0 MPO(DECIHHUX 3aXBOPIOBAHb.

HaykoBo-TeXHIYHUI Mporpec BHIC CEpiio3HI 3MiHM B YMOBU BHUPOOHHUOI
NisSTTBHOCTI POOITHUKIB PO3YMOBOI JsILHOCTI. IX mpans crana GifbII iHTEHCHBHOIO,
HAIPYKEHOIO 1 BUMAarae 3HAYHHUX BUTPAT PO3YMOBOI, eMOIIIHHOT 1 (i3uuHOi eHeprii. Lle
OpU3BEIO 10 HEOOXIAHOCTI y 3HAXO/DKEHHI KOMIUIEKCHOTO PpIIEHHS Mpo0ieM
E€pProHOMIKHM, TITIEHM 1 OpraHizamii mnparf, perjiaMeHTalii pexuMIB Ipami Ta
BiAmouynHKy. OXOpoHa 310poB's pOOITHUKIB, 3a0e3MeueHHs Oe3NMeKu YMOB IIpaili,
JiKBigaLisg Ta NpoduUIakTHKA MPOPECcIiiHUX 3aXBOPIOBaHb 1 BUPOOHUYOTO TPAaBMaTU3MY

CKJIaJIa€ OJHY 3 TOJIOBHHUX TypOOT JIIOJICBKOTO CYCIIbCTRA.

8.2 I1okexxHa 0e3neKa

Bumorn nmo mokexHOi Oe3Meku Ha MIANPUEMCTBI HEYXWUJIHHO IOBHHEH
JOTPUMYBATHUCS KOXEH CITIBpOOITHUK, a oOpraHizaliifHa CKJIagoBa TMpU I[bOMY
MOKJIAJA€ThCSl HA TMOCAJA0BUX OCI0 3a BIAMOBIJHUM pIIICHHAM KEpiBHUITBA 1
MIPOMUCYETHCS B TIOCATOBUX IHCTPYKIIISX 1 MOJOKEHHIX MO CTPYKTYPHHUM ITiIPO3/IiJIaM.

30KpeMa, BKa3VIOTHCSA KOHKPETHI TEpUTOpii, MUIAHKHA, 30HU, OO0 €KTH, Il
2 y M M M b
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OyaiBml 1 iX YaCTWHH, MOBEPXHU, HA SIKUX BIJAMNOBIAAIBHOTO CHIBPOOITHHWKA IMOBUHHE
IPOBOAMTHU TaKi OpraHizaiiiiHi poooTH.

BignoBiganeHi  0coOM  3000B’SI3yIOTBCS ~ PO3POOUTH,  BOPOBAJAUTH  Ta
MNIITPUMYBAaTH B TEBHOMY I1HCTPYKIIEIO 1 TOJIOKEHHSIM Ha BBIpEHUX iM 00’€KTax
OPOTUNOXKEKHUM PEXKUM 1 IHCTPYKLIi BIAMOBIZHO 1O BHMOT, BHKJIAJEHUX B
HOPMATUBHUX aKTaXx.

[Tepenbaueno Takox CTBOPEHHS MIiAPO3/ITY JOOPOBIIHHOI MOKEKHOI OXOPOHU
Ta MOXEKHO-PATYBAIBHOI KOMaHAU B HOTO CKJIAII.

BcraHoBrieHuii peXuM BKJIIOYAE TOPSAKA 3 OMUCOM MiCIlh CIEIIaIbHOTO
MpPU3HAYEHHS Ta TMPAaBWIIA X KOPUCTYBAHHS Ta YTPUMAaHHS, HATTPUKJIIAT:

— eBaKyallliHUX MJIAX1B;

— TaK 3BaHUX «KYPHUIIOKY,;

— MICIIb CKJIATyBaHHS MTPOAYKIIII Ta CHPOBUHU;

— CTOSIHKU TPAHCHOPTY.

Taxo BCTaHOBIIIOETHCA MOPATOK POOOTH Ta TEXHIYHOTO OOCITyTOBYBaHHS:

— BEHTWJISILIMHOTO YCTaTKyBaHHS;

— 3ac001B TTOKEXKOTACIHHS 1 3aXUCTY BiJ 3arOpsiHb;

— HarpiBaJbHHUX MPUJIA/IIB,

— €JIeKTPOO00IIaTHAHHS.

Po3po6sitoThCsl 1 BIPOBAKYIOTHCS MpaBujia poOOTH 3 BIIKPUTHUM BOTHEM 1
roprounmu  Matepianamu. CTBOPIOIOTbCA Tpadiku TPOXOKEHHS I1HCTPYKTaXIB 3
MOKEXKHOT O€3IeKH CIIIBPOOITHUKIB, a TaKOX TMOPSAJIOK 1 TEPMIHH TEPEBIPOK 3HAHBb
MOKEXKHO-TeXHIYHOTO MIHIMYMY, B TOMY YHCJI1, TUX MPAIiBHUKIB, SIK1 BiIMOBIIAIbHI 32
10 JIISTHKY poOO0TH Ha MiANpueMcTBi. [Ipu 1boMy MOXYTh TependadaTucs BHYTPIIIHI
JIEKIil, CeMiHapu, TPEHIHTM Ta TMPAKTUYHI 3aHATTA Ha MANPUEMCTBI, a TaKOX
30BHIINIHI —HA 0a3i cheniagi3oBaHUX HaBYAIbHMX IIEHTPIB 3  MNpodeciitHuMU
BUKJIa/layaMH.

BaxnnBoio CKIaJ0BOIO MPOTHUIIOKEKHOTO PEKUMY Ha OYlb-SIKOMY OO0 €KTI €

po3poOKa 1 BOPOBAIHKEHHS MOPSJAKY Jid MpW BUHUKHEHH1 MoXkexi. HeoamMiHHO mae
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OyTHU IJIaH eBaKyallii, OMUCAaHO, K MOBUHHI BIAKIIOYATHCS €JIEKTPOYCTAHOBKH, 1110 1 B
SK1H TOCIITI0BHOCTI HEOOX1THO POOUTH CIiBPOOITHUKAM.

BianoBigHo, 111 KOKHOTO 00’€KTa, KOKHOTO MPUMIMICHHS (KpIM KOPHIOPIB,
CaHBY3IiB, OaceiHiB 1 MOJIOHUX MPHUMIIICHB), OKPEMHX BHUIIB POOIT CKJIAIAOThCA
IHCTPYKIIii, 32 SIKUMHA TTOBMHEH TMPAIIOBATH MEPCOHAN, 3aTyYCHU HA MEBHUX JUTSTHKAX
1 B BUKOHAHHI OKpPEMHUX BHUJIB pOOIT. 3a I1HCTPYKIISIMU TPOBOAUTHCS HaBYAHHS
(IHCTPYKTa)K) EPCOHAITY 3 MOJAIBIINM KOHTPOJIEM 3HAHb.

JleTabHO TIPO T€, SIK PO3POOUTH MIPOTUTIOKEKHUN PEKUM, IPOTUCATH TOPSIKA

Ta IHCTPYKIIii, TOSICHIOIOTh HA TEMAaTUYHUX Kypcax 1 ceMiHapax. [4]

8.3 XapakrepucTuka yMoB npaui nporpamicra

B nmpumimienHi, B SKOMy IPOBOIUTHCS PO3poOKa 1 AOCHIIKEHHS MPOTPAMHOTO
NPOAYKTY, BIACYTHI YMOBH, SIKI MOXYTh CTBOPIOBAaTH MiJBUILECHY a00 0COOJHUBO
MiBUIIEHY HEOE3MEeKy, TOMy BOHO BIJIHOCHUTHCS 10 KJIAacy 3BHYAWHHUX TPHUMIIICHb
srigHo IlpaBun ynamrtyBanHs enexkTpoyctaHoBok (IIYE). JlkepernoMm >KUBICHHS €
Tpudazna mepexa Harnpyra 380/220 B 3 miyxo 3a3eMJICHOI0 HEHTpali, 3 4acToToro 50
['11 3rimHO 3a moKexko-BHOYXOHEOe3MEeKO MPUMIIIICHHS BITHOCUTHCS 10 Kiacy B. B
Tabnuil 8.2  HaBeleHa  3arajibHa  XapaKTepUCTHUKAa  MPUMIIICHHS 1100
BUOYXOTOXKEKEHOOE3IMEKN Ta BAXKKICTIO POOIT.

Temneparypa T1OBITpS B TPUMINIEHHI BHU3HAYAETHCS  TEMIIEPATYpPOIO
30BHILTHBOTO TOBITPS 1 TETJIOBOIO €HEPTIET0, IO BUAUIAETHCS BCEPEANHI MPUMILICHHS.
JlxepenaMu TEMJIOTH B JAHOMY MPUMIIIEHHI € JIOJH, €JIEKTPOYyCTAaTKyBaHHS, a TAaKOXK
OCBITJIIOBAJIbHI MPUJIAAN B TEMHUN 4ac JOOW. 30BHIIIHIM JKEPEIOM HAIJIUIIKOBOTO
TeIJIa € COHSYHA pajialisg y CBITIMKA Yac ao0u. PobGoTa, BUKOHyBaHa B JaHOMY
MPUMIIICHHI, BITHOCUTBCS 10 KaTeropii [-a. JIFoAuHOI0 B IIbOMY BUTIAJKY BUIUTSETHCS
no 120 kkan TemioBOi €Heprii B TOAMHY. BoJIOTICTP MOBITPS B NPUMILIEHH]
BU3HAYAETHCSI BOJIOTICTIO aTMOC(EPHOro 1 BUIUXYBAHOTO JIIOJABMHU TOBITPS, @ TAKOXK

BUIIAPAMU 3 NTOBEPXHI IIKIPH.
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Tabnuis 8.1 — 3aranpHa XapaKTepucTrUKa NPUMIIICHHS 10710

BHUOYXOTOKEKOHEOE3MEKH Ta BAXKKICTIO POOIT

XapakTeprucThKa MpUMIIICHb 3aranapHa Kareropis 3a BaXKKiCTIO
32 BUOYXOTIOKEKHOIO XapaKTepUCTHUKA poOiTt 3rigno I'H 3.3.5-
KaTeropiero PUMIIIICHHS 8.6.6.1 -2002

Ta KJIaCOM 30HH

B - 3Buyaiine 6e3 la....... 1o 139 Br/m?
[MOKEKOHEOEe3meuHe 03HAaK XIMIYHOTO 10....... 1o 140-174
xirac IT— 11 3a0pyIHEHHS Ta Br/m?
HOpMaJIbHO1 Kiac ymoB mparii —
BOJIOTOCTI 1 3a OINTUMAaJIbHHU I
CaHITapHUMU
HOpPMaMH

VY npuminieHHi HeMmae BUIUICHHS IIKIAJWBUX rasziB. ToMy III0 B HbOMY HE
NPOBOAUTHCS MOHTXHHX pOOIT, MaWKW YK IHIIUX POOIT, MPU SKUX BUAUIIIOTHCS
[IK1JTAB1 Ta3H.

Jlns HOpMami3zallii mapameTpiB HMOBITPSHOTO CEPEAOBUINA TAaKOXK MEPIOJUYHO
31ACHIOETHCS TIPOBITPIOBAHHSA MPUMIIICHHSA 1 BoJIore MpHOUpaHHs. Y BCbOMY OYAHHKY
Jll€ BCTAaHOBJIEHA 3araJibHO 0OMiIHHA BUTSKHA BEHTUJIAILIS.

PamionanpHe OCBITJCHHS MPHUMIIICHHS CHOpUS€E KpPalOMy BHKOHAHHIO
BUPOOHUYOTO 3aBJiaHHs 1 3a0e3meueHHI0 komdopTy npu poboTi. s 3a0e3nedeHHs
HOPMAJIBHOTO OCBITJICHHS 3aCTOCOBYIOTHCS HPUPOJHE, OAHOOIYHE, OiYyHE 1 MITy4HE
OCBITJIEHHS, a TAaKOX CIoJlydeHe, HopMmytoTbes 3inHo JIBH B.2.5-28-2006 IIpupoane i
mTy4He ocBiTiaeHHs [1].

3a pesynapTaTaMd BUMIPY OCBITJICHOCTI BEJIMYHMHA OCBITIIEHOCTI BiJl CHUCTEM

3araJIbHOTO IITYYHOTO OCBITJICHHS AopiBHIOE 310 71K, 10 BIANOBiAa€E BUMOTaM, st

TIPE'ABJISIFOTHCS 10 JAHOT'O MPUMIIIICHHS.
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OCHOBHUMH JDKEpelaMu IIyMy Ha poOoYux Miclsx , oOJagHaHUX BiIEO
JTUCIUICHHUMHU ~TEepMiHAJIaMU, € TIPUHTEp, CcKaHep (akc 1 oOjagHaHHS IS
KOHJIUIIIIOBAHHS TIOBITPSl, B CaMUX B0 AMCIUICHHUX TEpMiHAJIIB — BEHTHISTOPU
CUCTEM OXOJIOJDKCHHS 1 TpaHC()OpMaTOpH.

3rigno JCanlliH 3.3.2.007-98 [2] momycTuMuii €KBIBaJC€HTHHH PIBEHb IIyMY

111 poGodoro miciist mporpamicta ckiamae 50 1bA (akycTHYHUX Jie1roena).

8.4 Po3po0xka 3axoniB 3 yMOB IOJIINIIEHHSA OXOPOHM MpAaLi

3rigHo aHajily yMOB IMpali B pO3MJISSHYTOMY MPHUMIMICHHI, MU OepXKalu
HACTYMHI pe3yJbTaTH:

— PO3Mipi IPUMIIICHHS, ¥ PO3PaXyHKy Ha OJTHOMY TIPAIFOI0YOTO, BiAMOBIIAIOTH
HOPMAaTHUBAM;

— MIKPOKJIIMAT BIATIOB1Ja€ HOPMATUBHOMY 3HAYCHHIO;

— aKyCTHUYHI YMOBU pOOOTH HE MEPEBUIIYIOTh HOPMATUBHUX 3HAYEHHb;

PexoMeH10BaH1 3axoau: peryispHi NEepioJAWYHI HAOYHI OTJIAAU TEPCOHAIOM
NUIIXIB JIJIs €BaKyallii JIFoAeH 13 IPUMINIeHHs, BIAMOBIAHO J0 TUIaHYy eBakyarlii (SIKuin
NOBHHEH PpO3TAIIOBYBaTHUCh HAa BUAHOMY MICIIl y MNPUMIIICHHI), BKJIIOYEHHS [0
KOJIEKTUBHOTO JIOTOBOPY MIHIMAQJIbHO MOJIMBOTO BMICTY anTe€UOK 3 OOOB’SI3KOBOIO
HAsSBHICTIO MAaCOK-KJIAMaHIB, a00 1HIIOTO CHOPSIKEHHS I IITYYHOTO TUXaHHS.
Perynsapua mepiojnuHa TepeBipka TapaMeTpiB  3a3eMJICHHS Ta  3aHYJICHHS

(BuMiproBaHHs omnopy JaHiora) [4, 10, 11].

8.5 Po3paxyHkoBa 4acTHHA

JJist 3aXMCHOTO MITYYHOTO 3a3€MJICHHS 3aCTOCOBYIOTHCSI BETUKAIbHI €JEKTPOIN:
MeTeneBuil  KyTok 63:63:6 mm., (3rimno 3 JICTY 2251-93 «Kyrtuku cranesi
rapsiaekatadi piBHomosmuHi. COpTaMeHT») JOBXKHUHOIW L=2 M., Ta TOPU3OHTAJILHUHN

CJICKTPOJ — METaJIeBa  Tojoca 3 mepetuHoM  60-5 wm. Hanpyra — 220/380 B.
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Po3paxyHkoBa cxema pO3TallyBaHHS 3a3€MJIIOIOYMX EJEKTPOJIB — 0  KOHTYpY
(IpSAMOKYTHUKOM).

Po3paxyHok mpoBeneM 3a JOMYCTUMUM ONOPOM  PO3TIKAHHIO CTPYyMY
3a3eMJII0Bava.

[TouaTkoB1 JaH1 ISl PO3PAXyHKY 3aXMCHOTO 3a3€MJICHHS: THUIl BEPXHBOIO LIAPY
IpyHTa — YOPHO3EM, HIKHBOIO IIapy TPYHTA — MIMHA (MUTOMUU otip pr = 40 Omm).
YMOBHa TOBIIMHA BEPXHBOTO IIapy rpyHrta: H=0,5 m. BigcTanp Mk BepTUKaJILHUMHU
3a3eMiIIoBavyaMu  (eneKTpojgaMu) A=2 m. ['muOuHa 3akiaieHHs] TOPU30HTAIBHOTO
KOHTYypa 3a3emyeHHs t=0,6 . Omip 3a3eMitoBaya, iKW HOPMYEThCA: Rig = 4 Om.
HeoOxiaHO BU3HAUYUTH HEOOXiHY KUIBKICTh BEPTUKAJIbHUX 3a3€MJIIOBAYIB Ta JJIUHY
10JIOCH (TOPU30HTAIILHOTO 3a3€MJTI0BAYA).

Po3paxyHok

Bincranp BiJ IeHTpa BEpTUKAIBLHOTO 3a3€MIIIOBAYa IO MMOBEPXHI 3eMJIi:

T=t+L/2=0,6 +2/2=1,6 m.

Po3paxyHkoBuil muToMuii omip TpyHTa (3 BpaxyBaHHSAM TOTO, IO (PAKTHYHO BCA

KOHCTPYKIIiSl 3a3€MJII0Bada PO3TAIOBYETLCS Y HHPKHBOMY IIapi TPYHTA):

p= yp=13640=54,5 Omm.
ne w = 1,36 —TabnuyHe 3HaueHHS KoedilleHTa CE30HHOCTI IS BIAMOBITHOM
KJIMMaTUIHOM 30HU y OararomapoBomy rpyHTi [12];

p2= 40 Om-m.— TabayuyHe 3HAYEHHS MUTOMOIO ONOPY HHUKHBOI'O IIAPy IPyHTA
(rmuna) [12].

ExBiBanieHTHUI JilaMeTp BETHUKAJIBbHBHOTO eJeKTpoja (KyTka) [12]:

D6=0,95-K= 0,95:63 = 59,85 mm. =0,0598 m.
ne K= 63 mum. — po3Mip METEJIEBOTO KyTKa (3a/1aH).

Bignomenusa A/L=2/2=1

Onip pO3TIKaHHIO E€JIEKTPUYHOrO CTPYMY OJHOIO €JEKTPOJa BEPTUKAIBLHOTO
3a3eMJIIOBava 3 ypaxyBaHHIM 3arin0eHHs 3a3emittoBaya [12]:

Ro=0,366(p/L)[Ig(2L/De)~+(1/2)Ig((4T+L)/(4T-L))] =
=0,366(54,5/2)[(1g(2-2/0,0598)+(1/2 )Ig((4-1,6+2)/(4:1,6-2))]=19,6 Om.
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Busnauaemo koedilieHT ekpaHyBaHHS BETHKaJIbHBHHUX €NEKTpoaiB Kes=0,62
IIPU OPI€TOBHIM KIJIBKOCTI BETUKAIBbHBHUX EJICKTPOJIIB, sike AopiBHIOE 5 [12].
Busnauaemo He0oOXiIHY KIJIbKICTh BEPTUKAJIBLHUX €JICKTPO/IIB 3a3eMitoBada (6e3
BXapyBaHHS TOPU30HTAIBHOTO 3a3eMITIOBava), mpu Ry =4 Om:
N=Ro /(Kes R3p)= 19,6 / (0,62-4)= 7,8 = 8 wum.
Busnagaemo 1MHY 3’€IHYI0YO1 MTOJIOCH:
L =1,05A-N= 1,05-2-8=16,6= 16 m.
Omnip pO3TIKAHHIO EIEKTPUYHOTO CTPYyMY 3’ €JHYIOUOI IMOJIOCH 3 ypaxyBaHHSIM
KJIIMATUHIHOTO KOoe]ilieHTa MUTOMOTO onopy rpyaTa Ky [12]:
R =0,366(p"Ki/Lis )Ig(2-Lir? /(B-t))=
=0,366(40-5/16)-1g((2-16° )/(0,06-0,6 ))=20,2 Om.
ne Kp=5 — tabnuvHe 3HAUYEHHS KIIMATUYHOTO KOE(II[ieHTa MUTOMOTO OINOpPY TPyHTa
JUISL BIITTOBIAHOM KJIMMATHYHOM 30HH IS 3’ €IHYI0YO1 mojiocu [12]:
B =60 mm. = 0,06 m.- mupuHa 3’ €IHYIOUOI [10J0CH (3a7aHa).
3arajdbHBHUM OMIpP PO3TIKAHHIO EIEKTPUYHOTO CTPYMY 3a3eMiroBaya [12]:
R =(Ro'Rp)/( Ronn+ N-RirKes)=
=(19,6- 20,2)/(19,6- 0,6+ 8- 20,2- 0,62)=3,53 Om.
ne 7= 0,6 — TabinyHe 3HaYeHHs Koe(iIlieHTa eKpaHyBaHHS 3’ €IHYI040i rmosiocu [12].
YMmoBa R <R3y BUKoHyeThes ( 3,53 < 4).

OcCTaTo4YHO OTPUMAIIN: KUTLKICTh BEPTUKATBHUX €JICKTPOAIB TOPIBHIOE § TIPH:

R =353 Om.
0,5
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Pucynok 8.1 — Cxema mTy4HOro 3a3eMJICHHS
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8.6 BucHoBKH 10 po3aiiay

3I0pOB’s MPalliBHUKIB, a TAKOXK MABUITYE €(PEKTUBHICTH BUPOOHUIITBA BIIJIOMY.

JloTpuMaHHS BCiX HEOOXITHHX YMOB Ipalll HE JIMIIE CHpHse 30EpPEKEHHIO

3 mux MipKyBaHb OyJIO 3IIHCHEHO aHaNI3 MPUMIMIEHHS, MPU3HAYEHOTO IS

HETaTHBHO BIUIMBAIOTh HA MPOTPAMICTIB MiJl 4ac POOOTH.

mparil IporpamicTiB, MPOBEICHO PO3TJIs HEOE3NMEUHUX Ta MIKIJIUBUX (PaKTOpiB, 110

Tinbku TMOBHA YCBIAOMJICHICTh MpalliBHUKA IMPO MOXKJIHMBI HEOE3MeKu, o

npu poOOTI 3 KOMIT'IOTEPOM Ha OPTaHi3M JIFOJUHH.

KJIFOYOBUX (haKTOpiB O€3IEeKH IIporpamicTa.

MOXYTh MiJCTEpiraTd HOro Ha poOOYOMY MICIl Ta JIOTPUMAHHS BUMOT HOPMATHBHUX
aKTiB 3 MHUTaHb OXOPOHU Mpalll Ta BIAMOBIIHUX pEeKOMEHAalii (axiBiiB, TO3BOJATH

3HAYHOIO MIPOK0 3HM3WUTH HETaTMBHUM BIUIMB IIKIJJIMBUX Ta HeOe3reuyHux (pakTtopiB

Bukonano PO3PaxyHOK 3axXHCHOI'O IMNTYYHOI'O 343C€MJICHHA, 5K OJHOTO 3

B,

Apx.

Mo QoKym.
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9 OCHOBHI BUCHOBKHA

[Iporpamue 3a0e3mnedeHHsl, CTBOPEHE B PE3yJNbTaTi BUKOHAHHS BHUITYCKHOI
kBaniikamiitHoi poboTH 3a ApyruM (MariCTepCchbKUM) piBHEM BHINOI OCBITH,
MIPU3HAYCHO JIJIsI CUCTEMH 3a0e3neueHHs KOH(D1ICHIIIHHOCTI JaHUX XMapHUX CEPBICIB.

B mexax YkpaiHu B HeAOCTaTHIM Mipi MpeacTaBieH! BITYU3HIHI PO3POOKHU B
i 001acTI.

Y BunmyckHii kBamiikamiiiHiii poOOTI 3a APyruM (MaricTepchbKUM) piBHEM
BUIIOT OCBITH HABEACHI TEOPETUYHE y3arajdbHEHHS W PINMICHHS HAYKOBOTO 3aBIaHHS
JOCITIKCHHSI METO/I1B 3a0e31eueHHsT KOH(1IESHIIMHOCTI JaHUX XMApPHUX CEPBICIB.

PimeHHs 1aHoTO 3aBIaHHS MOJSATAIO Y BUPIMIEHHI HACTYITHUX 3a/1a4:

— byB mpoBesieHU OTIIs]] ICHYIOUMX CHCTEM 3a0e3ieueHHs KOH(IIESHIIHHOCTI
JAaHUX XMapHUX CEPBICIB.

— Jocnimkena cuctema 3abe3nedeHHs KOHQIASHIIINHOCTI JaHUX XMapHHX
CEepBICIB.

— Ha ocHOBiI oTpuMaHUX pe3ynbTaTiB JOCHIKEHb CTBOpEHa IMporpamHa
peatizailisi cucTeMu 3a0e3MedeH s KOH(D1IeHIIIHHOCTI JaHNX XMapHUX CEPBICIB.

Po3po6ieni mig yac BUKOHAHHS BUITYCKHOT KBasli(pikariitHOT poOOTH 3a APYTruM
(MaricTepcbKMUM) piBHEM BHIIOi OCBITH aJrOPUTMHU JO03BOJISIOTH YCIIIIHO BUPINTYBATH
3aBJlaHHs 3a0e3MeUYcHHs KOH(IIEHIIIHHOCTI JaHUX XMapHUX CEPBICIB.

[IpoBejieHO aHali3 MPEAMETHOI rajgy3l B XOJI SIKOro Oyiau BUSIBIEHI O0'€KTH,
B3a€MOJISl SIKHX HOCHUTBH ICTOTHHM XapakTep i (YHKIIOHAJIBHOI MisIIBHOCTI
peAMEeTHOI raiy3i, 1 iXHI OCHOBHI XapaKTEPUCTUKH; TOOYI0BaHA aJIrTOPUTM 1 BUOpaHUI
CEPEIOBUINE PO3POOKH.

Po3po6nene mporpamHe 3a0e3neyeHHs Ma€ MPOCTUH, APYKHIM Ta 3pydHU
iHTepdeiic KopucTyBaua, 1o 3a0e3rnedye JEerkicTh y OCBOEHHI poOOTH MPOTPaMHOTO

IPOAYKTY, 3pYUYHICTh Y BUKOPHUCTaHHI, 1 HE TOTpeOye 0COOIUBHUX CIeLiaJbHIX 3HAHb.
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[Ipu cTBOpeHi mporpaMHOro 3a0e3mnedeHHs OyJlo BHUKOPUCTAHO OO0’ €KTHO-
OpIEHTOBAaHMW MIiJIXiA, IO BIANOBIAa€ Cy4YaCHUM TEHACHIISIM Yy Taiy3i po3poOKu
KOMEPIIHHUX MPOrPAMHHUX CUCTEM.

IIporpama peanizoBaHa Ha MOBiI BHcOkoro piBHs Delphi 10.4. Jlana moBa
nporpaMmyBaHHs J03BOJsiE HaOUIbII epekTUBHO 00pobnsaTu mani. Lle mo3BomMIIO
MIHIMI3yBaTH CTPOK PO3pPOOKH MPOrpamMHOTO 3a0e3medeHHs, 1, SK CHiJ, 3MEHIIWTU
BUTPATH Ha HOTO PO3poOKYy. 3amporoHOBAaHE MPOrpaMHE 3a0€3MeUeHHs TUIMTHCA Ha
3arajibHe MporpaMHe 3a0e3MeUYeHHs], 0 MOCTABMIAETHCA 13 3ac00aMH 0OUUCTIOBATIBHOT
TEeXHIKH W CIeliajgpHe MporpamMHe 3a0e3leueHHs, 10 CHelliaabHo po3pobiieHe s
JaHOi KOHKPETHOI CUCTEMH 1 BKIIIOUA€E TPOTPaMHU, 10 Peati3yIoTh ii (hyHKIII].

[Iporpama mnpu3HayeHa A BUKOHAHHS MiJ YOPaBIiHHAM Oararo3anayHoi
onepaiitaoi cucremu Windows 10/11.

JlatoTbCcsi HEOOX1HI pEeKOMEHJAIll 3 YCTaHOBKU PO3POOJIEHOTO MPOrPaMHOTO
3a0€e3neUeHHs.

JUts miBHUILEHHS PIBHA O€3MEKM 3allPOIIOHOBAHO 3aCTOCOBYBAaTH aJITOPHUTM
Twofish.

B minoMmy cTtBOpeHe mporpamHe 3a0e3leyeHHs MiITBEPHKY€E MPABUIBHICTD
BUKOPHCTAHUX TMPOEKTHUX PIMICHb Ta MOBHICTIO BIAMOBIa€ BUMOTaM TEXHIYHOTO
3aBaaHHs. CTBOpeHE NporpamMHe 3a0e3NeUeHHs Ma€ MOTEHIINWHY MOKJIUBICTb ISt
MOJIJIBIIIOTO BAOCKOHAICHHS 1 3aCTOCYBAaHHS Yy PI3HUX Taly3sX.

Po3pobnena mporpama mae peanbHUN €KOHOMIYHUHN e(eKT Bif 11 BIPOBaKCHHS
y BUpPOOHHMITBO y cyMi 19845 rpH. 3 ypaxyBaHHSM BapTOCTI PO3pOOKH Mporpamu Ta

oOJnasiHaHHs, CTPOK OKYIUJIeHHsS cTaHOBUTH 0,1 poku.
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1 HajlimenyBaHHsA Ta 00/1aCTh 32CTOCYBAHHS

Ile TCXHﬁHK?BaBHaHHH PO3MMOBCHOKYETHCA HA HOCHHDKCHHH Ta IIporpamMHy

peaizallio CUCTeMHU 3a0e3neueHHs] KOH(IASHIIIMHOCT] TaHUX XMapHUX CEPBICIB.

2 IlixcTaBa nuist po3pooku

[lincTaBoro Assi po3pOOKU CIYKUTh 3aBIaHHS Ha BHUITYCKHY KBasi(ikaliiHy
poboTy 3a IpyruMm (MaricTepcbKMM) pIiBHEM BHINOI OCBITH, BUJAaHE Ha Kadeapi

ki0epOe3nexu Ta mporpamMHoro 3adesneueHns (Hak. Ne 20-13 Big 17.08.2022 poky).

3 Mera Ta NpU3HAYEHHSA PO3POOKHU

MeTtoro BUMyCKHOI KBaniikamiiiHoi poOOTH 3a JAPYrUM (MariCTEpChKHUM)
piBHEM BUIIOi OCBITH € AOCIIHKEHHS Ta IPOrpaMHa peasizaiis CUCTEMU 3a0e3eUCHHS

KOH(D1ICHIIITHOCTI JaHUX XMapHUX CEPBICIB.

4 Jl:xepesia po3po0Kku

Jxepenom i€l BUNYCKHOI  KBami(ikamiiiHoi poOOTH 3a  JOpyrum
(MaricTepcbKMM) pIBHEM BHUIIOI OCBITH € CTOCOBHA J0O TE€MHU JIiTepaTrypa 1 iCHyIOYl

aHaJIOT'H.

5 TexHlIYHI BUMOTH

5.1 Cxuag npoaykuii

CkJaiHUKaMu po3poOKH €:
— BUOIp 1 OOTpYHTYBaHHS METOIB peasizallii MPOeKTy;
— po3poOKa MpOrpaMHOi YacTUH CHUCTEMM, a TaKoX po3poOKa B3aeMOJii

cuctemu 3 OC Ta 3 KOPUCTYBauEM;

ApPK.

BKPM-123.22.0086.00.00.T3

Bum.JApk. Ne dokymenma | [lidnuc | Jama




— TEXHIKO-€KOHOMIYHE OOTPYHTYBaHHS TOLUIBHOCTI MPUIHITOTO 10 PO3POOKH
IPOTPaMHOTO 3a0€3CUCHHS;

— aHalli3 yMOB TIparii;

— po3poOKa Tporpamu, IO peajizye CIPOEKTOBaHI aJIropuTMu poOOTH

CHUCTCMMU.

5.2 Iloxka3HMKY NPU3HAYECHHA

Cucrtema noBHHHA 3a0€3Me4yBaTu:

— MPOrpaMHy peaji3alil0 CUCTEeMH 3a0e3MeUYeHHS KOH(IACHLINHOCTI JAaHHUX
XMapHHUX CEPBICIB;

— UUTICHICTH JaHUX y mpoIlieci poOOTH Ta mpu 30epiranHi;

— MPOCTUM, IHTYITUBHO 3p0O3yMUIHH iHTEpdEHC.

5.3 Bumoru 10 GpyHKIIOHAJBbHUX XaPAKTEPMCTHK

Po3pobiiene nporpamue 3abe3nevueHHs He MOBUHHO MAaTH OOMEXEHb Ha BEPCIIO

JpaiiBepiB Ta OMepariiHoi CUCTEMHU.

5.4 Bumoru 10 apxiTeKTypHu

KoMnoneHT, mo po3po0iiseTscsi MOBUHEH BUKOPUCTOBYBATH CHCTEMHI 3aCO0U
Ta amapaTHi 3aco0u, [0 HA JaHOMYy e€Tall pO3BUTKY OOUYMCIIOBAIbHOI TEXHIKU
HaWOIbIIIe MOIIUPEHI.

5.5 Bumoru 1o HagiiftHOCTI

[Iporpamni MOy HaMKUCaH1 MO BCIM MpaBHIaM, sIKi CTOCYIOThCS CTaHIapTHUX

BUKIUKIB Tpoueayp, OCQyHKIid, MetomiB 1 (opMm, BHU3HAYCHHX TEXHIYHOIO

JOKYMEHTAIIIEI0 Ha CEPEOBHUIIEC PO3POOKH.
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5.6 YMoBH exkcniiyaranii

PoGoui micus kopuctyBauiB 113 moBHHHI 3a/I0BOJILHSTH HACTYITHUM yMOBaM
eKCIUTyaTarii:

— teMrneparypa noBitps: 19-20 rpan. o Lensciro;

— BIIHOCHA BOJIOTICTb MOBITPsI 10 80%;

— atmoc¢epnuii Tuck 107 xIla.

5.7 Bumoru 10 ckiaay Ta napaMeTrpiB TeXHIYHHX 3ac00iB

[Iporpamue 3a6e3neuenHs MOBUHHO OyTu peanizoBane Ha [IEOM apxitektypu
IBM PC, mpamoBatt B OC Windows 10/11 1 3 cymicHuMHU 3 1i€l0 TIaTGOPMOIO
OPUCTPOSIMU 1 IPUKIATHUM MPOTPAMHHUM 3a0€31EeUEHHS.

5.8 Bumoru o ingopmaiiiiHoi i mporpamMuoi CyMiCHOCTI

[lepenocHicTh TporpamMHOro 3abe3iieyeHHs MOBMHHA OyTh 3abe3leyeHa 3a
paxyHOK Horo peaiizarlii cranmapTHoro iHTepdericy B3aemomuii 3 OC, mo mparoTh
nig ynpasninaam OC Windows 10/11.

5.8.1 O0s1agHanHsA

Komm’rotep Intel® Celeron/8 Mb/1.2 Gb/SVGA 14” 1Mb a6o cymicHi 3 HUM.

5.8.2 MoBa nporpaMmyBaHHS

Cepenosuiie Delphi 10.4.

ApPK.

BKPM-123.22.0086.00.00.T3

Bum.JApk. Ne dokymenma | [lidnuc | Jama




5.8.3 BxingHi naui

Onuc anroputMy poOOTH 3aIIPOINIOHOBAHOT CUCTEMH.

5.8.4 Buxigni 1ani

Po6oua mporpama.

6 Bumoru 10 nporpaMHoi J0KyMeHTamii

[IporpaMHa npoaykiiisi MOBUHHA OyTH MpE/CTaBICHA y BUJII ONUCY CTPYKTYPH

JAaHUX, CXEM Ta OIMHUCY aIrOPUTMY, a TAKOX TEKCTIB BUXITHHUX MOAYIIB MPOTPaMHOTO

3a6e3neueHHs 3rigHo €CIIJT .

7 EKOHOMIYHI BUMOTH

7.1 Jlnsa I13 HeoOxiaHo BupoOUTH (PyHKIIOHATBHO-BAPTICHUI aHaIi3 BapiaHTIB

PO3pPOOKHU.

7.2 BukoHaTH pO3paxyHOK BHTpAaT MOKA3HUKIB EKOHOMIYHOTO e(eKTy 3

ypaxyBaHHAM LiiH Ha 3 BepecHs 2022 poky.

(MaricTepChbKUM) piBHEM BHUIIO1 OCBITH IMTOBUHHA OYTH PO3TJISHYTa MOKEKHA Oe3IeKa.

8 Bumoru 1moa0 0XopoHu npami

B uacTuni 0XOpoHU Tmpali BUITYCKHOI KBamidikaiiiHoi poOOTH 3a APyTruM

Bum.,

APK.

Ne dokymeHma

Midnuc

Hama

BKPM-123.22.0086.00.00.T3

ApPK.




9 IlepeJik JOKyMEHTIB, 10 PO3PO0JIAIOTHCS

— HaYKOBa HOBH3Ha

— CTpyKTypHa cXxema CUCTEMH

— Jliarpama nporeciB
— brnok-cxema anroputmy poO0OTH TIpOTpaMu
— Tloka3HUKM €KOHOMIYHOI €(PEKTUBHOCTI

— IlosicHIOBaNIbHA 3amKCKa

@DyHKIIOHAJIbHA CXEMa CUCTEMHU

10 ETanu po3po0ku

— 1 apkymr.

— 1 apkym.

— 1 apkym.
— 1 apkym.

— 1 apkyur.

— 2 apkyuia.

— 125apky1iris.

10.1 36ip 1 06pobxka iHpopMmallii MO TeMi BUITYCKHOI KBaji(iKaliiftHOi podoTH

3a IpyruM (MaricTepchKuM) piBHEM BHINOI ocBiTH. [locTaHOBKA 3a/1a4ui HA BUKOHAHHS

BUITYCKHOI KBaJlipiKaIifHOT poOOTH 3a APYrUM (MaricTepChKiM) PIBHEM BHIIOI OCBITH

(cxknamanns T3).

10.2 ITpoBeaeHHs qOCTIKEHb 200 €KCIEPUMEHTAIBHUX POOIT JJIs1 YTOUYHECHHS

OCHOBHUX MOJIOKEHb BUIYCKHOI KBasi(ikaiiifHoi poOOTH 3a APYyTruM (MariCTepChKUM)

piBHEM BUIIIOi OCBITH.

10.3 Po3pobka GyHKIIOHATBEHUX CXeM, OJIOK CXeM aJrOpUTMIB pPOOOTH

IIporpaMHoOro 3a0e3IeYCHHS.

10.4 TToO6ymoBa cxeM B3aeMO/IIi TaHKX.

10.5 CtBopenns nporotumny [13.

10.6 Bignaxomkenns [13, anani3 oTpuMaHuX pe3yibTaTiB.

10.7 PoboTa Hax MUTaHHSIM OXOPOHU Mpalli 1 TEXHIKH 0€3MeKH.

10.8 Po3paxyHOK 3 TEXHIKO-€KOHOMIYHOTO OOTPYHTYBaHHSI.

10.9 OdopmiieHHsI TOSICHIOBATIBHOI 3alUCKH 1 BUKOHAHHS POOIT 1o rpadiunii

YaCTHUHI.

11 IMopsAaoK KOHTPOJIIO TA NIPUIUMAHHS

11.1 [Momanns BUMycKHO1 KBaJi(iKkaIiitHoi poOOTH 3a IPYTUM (MariCTEPChKIM)

piBHEM BUIIIOI OCBITH Ha monepeAHiit 3axuct 10.12.2022 p.

11.2 [Moganus BUMycKHO1 KBasTi(ikaIiitHoi poOOTH 3a IPYTrUM (MariCTEpChbKUM)

pIBHEM BHIIOi OCBITH Ha 3axucT 23.12.2022 p.

Bum.,

APK.

Ne dokymeHma

Midnuc

Hama

BKPM-123.22.0086.00.00.T3

ApPK.




Jlonatok b
(000B’A3KOBHH)
MiHicTepcTBO OCBITH | HAYKH YKpaiHu

HenTpanbHOyKpaiHCbKMi HAlIOHAJBLHUM TeXHIYHUI yHIBEpCUTET

3ATBEP/IKYIO
KepiBHuK BHUITyCKHOT KBami(ikaiiifHOl poO0TH 3a
JIPYruM (MariCTepChbKUM) pIBHEM BUIIOI OCBITH

bypasuenko K.O.

Hocnioxncenna ma npozpamna peanizayis

cucmemu 3a0e3neuenHnsn KonpioeHyiunocmi 0aHUX XMAPHUX cepeicie

JlictuHr nporpamu

Koa nokymenry 12
Hociii: CD/DVD-auck / USB-dem-nakonuayBay

3aranbHa KUIBKICTh apKyIIiB: 51

Jlitepa: PI1

KponuBuunbkuii — 2022 poky



$ann Main.pas — oOCHOBHa mnporpama

unit Main;
interface

uses
Windows, Messages, SysUtils, Classes,
StdCtrls, E1AES, Math, Buttons;

type
TForml = class (TForm)

Labell: TLabel;
Editl: TEdit;
OpenDialogl: TOpenDialog;
Buttonl: TButton;
Button2: TButton;
Label2: TLabel;
Label3: TLabel;
Labeld: TLabel;
Label5: TLabel;
Edit2: TEdit;
Label Time: TLabel;
Label7: TLabel;
Label8: TLabel;
Label9: TLabel;
Label Status: TLabel;
Memo PlainText: TMemo;
Memo CyperText: TMemo;
Labelll: TLabel;
Labell2: TLabel;
Memo UncipherText: TMemo;
Labell3: TLabel;
BitBtn Encrypt: TBitBtn;
BitBtn Decypt: TBitBtn;
Button3: TButton;

Graphics,

procedure ButtonlClick (Sender: TObject);
procedure Button2Click (Sender: TObject);
procedure BitBtn EncryptClick(Sender: TObject);

procedure BitBtn DecyptClick(Sender: TObject);

procedure Button3Click (Sender: TObject);

private
{ Private declarations }
public
{ Public declarations }
end;
var

Forml: TForml;
EncryptedText: string;

function StringToHex (S: string): string;
function HexToString(S: string): string;
implementation

uses about;
{SR *.DFM}
function StringToHex (S: string): string;

var
i: integer;

forward;
forward;

Controls,

Forms,

Dialogs,



begin
Result := '"';

// mnocnimoeBHO 6epeMO OIMHMYHI CHMMBOJIM Ta IE€PEeTBOPIEMO 11X
// 0o micTHaAOUATKOBUX...

for i := 1 to Length( S ) do
Result := Result + IntToHex( Oxrd( S[i] ), 2 ):;
end;
function HexToString (S: string): string;
var
i: integer;
begin
Result := '"';

// nocninoBHO GepeMO OOMHMUHI mMiCTHANUATKOBL CUMBOJIM Ta [IEePEeTBOPEMO IX
// ASCII CUMBOJIiB...

for i := 1 to Length( S ) do
begin
// TyTy OBpPOBGNAE€TbCH TiJbKM 2 Wi1CTHAOUATKOBMX OJIOKA. . .
if ((i mod 2) = 1) then
Result := Result + Chr( StrToInt( 'Ox' + Copy( S, i, 2 )));:
end;
end;

procedure TForml.ButtonlClick (Sender: TObject);

begin
if OpenDialogl.Execute then
Editl.Text := OpenDialogl.FileName;
end;

procedure TForml.Button2Click (Sender: TObject);
var

Source, Dest: TFileStream;

SrcFile, DestFile: string;

Start, Stop: cardinal;

Size: integer;

Key: TAESKeyl28;

SrcBuf, DstBuf: array [0..16383] of byte;

SrcSize, DstSize: integer;

begin
// lndpyBaHHusa
Label Status.Caption := 'Imdppyemo...';
Refresh;
Source := TFileStream.Create (Editl.Text, fmOpenRead);
try
Labeld.Caption := IntToStr (Source.Size div 1024) + ' KB';
Refresh;
DestFile := ExtractFilePath (Application.ExeName) + 'aestemp.enc';
Dest := TFileStream.Create (DestFile, fmCreate);
try
Size := Source.Size;
Dest.WriteBuffer (Size, SizeOf (Size));
FillChar (Key, SizeOf (Key), 0);
Move (PChar (Edit2.Text) ", Key, Min (SizeOf (Key), Length(Edit2.Text)));
Start := GetTickCount;
EncryptAESStreamECB (Source, 0, Key, Dest);
Stop := GetTickCount;
Label Time.Caption := IntToStr(Stop - Start) + ' ms';
Refresh;
finally
Dest.Free;
end;
finally

Source.Free;



end;
// IDeundpyBaHHS
Label Status.Caption := 'Iemmdppyemo...';
Refresh;
Source := TFileStream.Create (DestFile, fmOpenRead) ;
try
Source.ReadBuffer (Size, SizeOf (Size));
SrcFile := ExtractFilePath (Application.ExeName) + 'aestemp.dec';
Dest := TFileStream.Create(SrcFile, fmCreate);
try
Start := GetTickCount;
DecryptAESStreamECB (Source, Source.Size - Source.Position, Key, Dest);
Dest.Size := Size;
Stop := GetTickCount;
Label8.Caption := IntToStr(Stop - Start) + ' ms';
Refresh;
finally
Dest.Free;
end;
finally
Source.Free;
end;
// TlopiBHIEMO
Label Status.Caption := 'IllopiBHOEMO...';
Refresh;
Source := TFileStream.Create (Editl.Text, fmOpenRead) ;
SrcSize := Source.Size;
try
Dest := TFileStream.Create(SrcFile, fmOpenRead);
DstSize := Dest.Size;
try
repeat
Source.ReadBuffer (SrcBuf, Min (SizeOf (SrcBuf), SrcSize));
Dest.ReadBuffer (DstBuf, Min (SizeOf (DstBuf), DstSize));
if not CompareMem (@SrcBuf, @DstBuf, Max (Min (SizeOf (DstBuf), DstSize),
Min (SizeOf (SrcBuf), SrcSize))) then
begin
ShowMessage ('IIOMWIKA : Qain OyJjo s3MmiHeno!!!');
DeleteFile (SrcFile);
DeleteFile (DestFile) ;
exit;
end;
Dec (SrcSize, Min (SizeOf (SrcBuf), SrcSize));
Dec (DstSize, Min (SizeOf (DstBuf), DstSize));
until (SrcSize = 0) or (DstSize = 0);
ShowMessage ('3MiHM He 3HaMIeHO');
finally
Dest.Free;
end;
finally
Source.Free;
end;
Label Status.Caption := 'BupajneHo...';
Refresh;
Label Status.Caption := '';
end;

(*******************************************************************************

BukopuctoByeMo TStringStream... nnsa umbpyBaHHS
*******************************************************************************)
procedure TForml.BitBtn EncryptClick(Sender: TObject);
var

Source: TStringStream;
Dest: TStringStream;
Start, Stop: cardinal;
Size: integer;

Key: TAESKeyl28;



begin
// lndpyBaHHsa

Label Status.Caption := 'llmppyemo...';

Refresh;

Source := TStringStream.Create( Memo PlainText.Text );
Dest := TStringStream.Create( "' );

try

// 36epiraemo maHi mo mam’ aTi...
Size := Source.Size;
Dest.WriteBuffer( Size, SizeOf (Size) );
// TIoyaTKOBUM KJIOU. ..

FillChar ( Key, SizeOf (Key), 0 );

Move ( PChar (Edit2.Text)”, Key,

// TloumHaemo mMUPpPyBaHHL. . .

[lounHaeMo := GetTickCount;
EncryptAESStreamECB( Source, 0, Key,

Stop := GetTickCount;

Label Time.Caption := IntToStr (Stop - Start)
Refresh;

Min( SizeOf ( Key ),

Length ( Edit2.Text )));

Dest );

+ ' ms';

// Bumaemo zammdpoBaHMI TEKCT HA €KpaH...

Memo CyperText.Lines.BeginUpdate;
Memo CyperText.Text
Memo CyperText.Lines.EndUpdate;

finally
Source.Free;
Dest.Free;
end;
end;

procedure TForml.BitBtn DecyptClick (Sender:

var
Source: TStringStream;
Dest: TStringStream;
Start, Stop: cardinal;
Size: integer;
Key: TAESKeyl28;
EncryptedText: TStrings;
S: string;

begin

:= StringToHex ( Dest.DataString );

TObject) ;

// TepeTBOPEMO MiCTHANUATKOBE UMCJIO OO PAOKa Hepel nemmdpyBaHHIM. . .

Source

Dest := TStringStream.Create( "' );
try

// TlourHaemo nemrMppyBaHHS. . .

Size := Source.Size;

[lounmHaeMo := GetTickCount;

Source.ReadBuffer (Size, SizeOf (Size));

// TloYaTKOBMI KJIOY. . .

:= TStringStream.Create ( HexToString( Memo CyperText.Text ));

FillChar (Key, SizeOf (Key), 0);

Move (PChar (Edit2.Text) ", Key, Min (SizeOf (Key), Length(Edit2.Text)));
// DemmdpyeMmo. . .

DecryptAESStreamECB (Source, Source.Size - Source.Position, Key, Dest);
Stop := GetTickCount;

Label8.Caption := IntToStr(Stop - Start) + ' ms';

Refresh;

// BuBOOMMO PO3MUMOPOBAHUNA TEKCT. ..
Memo UncipherText.Text :=

finally

Dest.DataString;



Source.Free;
Dest.Free;
end;
end;

procedure TForml.Button3Click (Sender: TObject);
begin

FormAbout.Show;

end;

end.



®aiin E1AES.pas - umbpyrBaHHsi/JeumdppyBanHst anropurmoM AES
unit E1AES;
interface

uses
Classes, SysUtils;

type
EAESError = class (Exception);
PInteger = "“Integer;
TAESBuffer = array [0..15] of byte;
TAESKeyl28 = array [0..15] of byte;
TAESKeyl92 = array [0..23] of byte;
TAESKey256 = array [0..31] of byte;
TAESExpandedKeyl28 = array [0..43] of longword;

TAESExpandedKeyl192 = array [0..53] of longword;
TAESExpandedKey256 array [0..63] of longword;

PAESBuffer ="TAESBuffer;
PAESKeyl28 ="TAESKeyl28;
PAESKeyl92 ="TAESKeyl192;
PAESKey256 ="TAESKey256;
PAESExpandedKeyl28 ="TAESExpandedKeyl28;
PAESExpandedKeyl92 ="TAESExpandedKeyl92;
PAESExpandedKey256 ="TAESExpandedKey256;

// PosmmpeHHS kjo4Ya I8 wmudpyBaHHS

procedure ExpandAESKeyForEncryption (const Key: TAESKeyl28;
var ExpandedKey: TAESExpandedKeyl28); overload;

procedure ExpandAESKeyForEncryption (const Key: TAESKeyl92;
var ExpandedKey: TAESExpandedKeyl92); overload;

procedure ExpandAESKeyForEncryption (const Key: TAESKey256;
var ExpandedKey: TAESExpandedKey256); overload;

// BJok payHOiB mmbpyBaHHS

procedure EncryptAES(const InBuf: TAESBuffer; const Key: TAESExpandedKeyl28;
var OutBuf: TAESBuffer); overload;

procedure EncryptAES (const InBuf: TAESBuffer; const Key: TAESExpandedKeyl92;
var OutBuf: TAESBuffer); overload;

procedure EncryptAES (const InBuf: TAESBuffer; const Key: TAESExpandedKey256;
var OutBuf: TAESBuffer); overload;

// Tlorok payunis lubpyeanHs (ECB pexum)

procedure EncryptAESStreamECB (Source: TStream; Count: cardinal;
const Key: TAESKeyl28; Dest: TStream); overload;

procedure EncryptAESStreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKeyl28; Dest: TStream); overload;

procedure EncryptAESStreamECB (Source: TStream; Count: cardinal;
const Key: TAESKeyl92; Dest: TStream); overload;

procedure EncryptAESStreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKeyl92; Dest: TStream); overload;

procedure EncryptAESStreamECB (Source: TStream; Count: cardinal;
const Key: TAESKey256; Dest: TStream); overload;

procedure EncryptAESStreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKey256; Dest: TStream); overload;

// Tlorok payunis mmbpyrBanHg (CBC pexwum)

procedure EncryptAESStreamCBC (Source: TStream; Count: cardinal;
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const Key: TAESKeyl28; const InitVector: TAESBuffer; Dest: TStream); overload;
procedure EncryptAESStreamCBC (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKeyl28; const InitVector: TAESBuffer;
Dest: TStream); overload;

procedure EncryptAESStreamCBC (Source: TStream; Count: cardinal;

const Key: TAESKeyl92; const InitVector: TAESBuffer; Dest: TStream); overload;
procedure EncryptAESStreamCBC (Source: TStream; Count: cardinal;

const ExpandedKey: TAESExpandedKeyl92; const InitVector: TAESBuffer;

Dest: TStream); overload;

procedure EncryptAESStreamCBC (Source: TStream; Count: cardinal;

const Key: TAESKey256; const InitVector: TAESBuffer; Dest: TStream); overload;
procedure EncryptAESStreamCBC (Source: TStream; Count: cardinal;

const ExpandedKey: TAESExpandedKey256; const InitVector: TAESBuffer;

Dest: TStream); overload;

// TlepeTBOPEHHS CEaHCOBOTO Kjoua s nemmudpyBaHHSI

procedure ExpandAESKeyForDecryption (var ExpandedKey: TAESExpandedKeyl128);
overload;
procedure ExpandAESKeyForDecryption (const Key: TAESKeyl28;

var ExpandedKey: TAESExpandedKeyl28); overload;

procedure ExpandAESKeyForDecryption (var ExpandedKey: TAESExpandedKeyl92);
overload;
procedure ExpandAESKeyForDecryption (const Key: TAESKeyl92;

var ExpandedKey: TAESExpandedKeyl92); overload;

procedure ExpandAESKeyForDecryption (var ExpandedKey: TAESExpandedKey256) ;
overload;
procedure ExpandAESKeyForDecryption (const Key: TAESKey256;

var ExpandedKey: TAESExpandedKey256); overload;

// Biok payHOiB memmbpyBaHHS

procedure DecryptAES (const InBuf: TAESBuffer; const Key: TAESExpandedKeyl28;
var OutBuf: TAESBuffer); overload;

procedure DecryptAES (const InBuf: TAESBuffer; const Key: TAESExpandedKeyl92;
var OutBuf: TAESBuffer); overload;

procedure DecryptAES (const InBuf: TAESBuffer; const Key: TAESExpandedKey256;
var OutBuf: TAESBuffer); overload;

// ToTok payHmie neumbpysaHHsa (ECB pexwum)

procedure DecryptAESStreamECB (Source: TStream; Count: cardinal;
const Key: TAESKeyl28; Dest: TStream); overload;

procedure DecryptAESStreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKeyl28; Dest: TStream); overload;

procedure DecryptAESStreamECB (Source: TStream; Count: cardinal;
const Key: TAESKeyl92; Dest: TStream); overload;

procedure DecryptAESStreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKeyl92; Dest: TStream); overload;

procedure DecryptAESStreamECB (Source: TStream; Count: cardinal;
const Key: TAESKey256; Dest: TStream); overload;

procedure DecryptAESStreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKey256; Dest: TStream); overload;

// TloTok payHmis meumbpyBaHHa (CBC pexnM)

procedure DecryptAESStreamCBC (Source: TStream; Count: cardinal;

const Key: TAESKeyl28; const InitVector: TAESBuffer; Dest: TStream); overload;
procedure DecryptAESStreamCBC (Source: TStream; Count: cardinal;

const ExpandedKey: TAESExpandedKeyl28; const InitVector: TAESBuffer;

Dest: TStream); overload;

procedure DecryptAESStreamCBC (Source: TStream; Count: cardinal;
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const Key: TAESKeyl92; const InitVector: TAESBuffer; Dest: TStream); overload;
procedure DecryptAESStreamCBC (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKeyl92; const InitVector: TAESBuffer;
Dest: TStream); overload;

procedure DecryptAESStreamCBC (Source: TStream; Count: cardinal;

const Key: TAESKey256; const InitVector: TAESBuffer; Dest: TStream); overload;
procedure DecryptAESStreamCBC (Source: TStream; Count: cardinal;

const ExpandedKey: TAESExpandedKey256; const InitVector: TAESBuffer;

Dest: TStream); overload;

resourcestring
SInvalidInBufSize = 'He xBaTae pos3Mipy Oydepy nnsmeumbppyBaHHA';
SReadError = 'lloMWJIKa UMTAHHS IIOTOKY';
SWriteError = 'lloMuJiKa 3anlucy IIOTOKY';

implementation

type

PLongWord = "“LongWord;

function Min (A, B: integer): integer;

begin
if A < B then
Result := A
else
Result := B;
end;
const

Rcon: array [1..30] of longword = (

$00000001, $00000002, $00000004, $00000008, $00000010, $00000020,
$00000040, $00000080, $0000001B, $00000036, $0000006C, $000000DS,
$000000AB, $0000004D, $0000009A, $0000002F, $0000005E, $000000BC,
$00000063, $000000C6, $00000097, $00000035, $0000006A, $000000D4,
$000000B3, $0000007D, $000000FA, SOOOOOOEF, $000000C5, $00000091
) ;

//Tabnuuil nepecTaHOBKM

ForwardTable: array [0..255] of longword = (

SA56363C6, $847C7CF8, $997777EE, $8D7B7BF6, $ODF2F2FF, S$SBD6B6BD6, SB1G6FGFDE,
$54C5C591,

$50303060, $03010102, SA96767CE, $7D2B2B56, $19FEFEE7, $62D7D7B5, S$E6ABAB4D,
SOAT6T6EC,

$45CACA8F, $9D82821F, $40C9C989, $877D7DFA, $15FAFAEF, S$SEB5959B2, $C947478E,
SOBFOFQOFB,

SECADAD41, $67D4D4B3, SFDA2A25F, SEAAFAF45, $BFOCOC23, S$F7A4A453, $967272E4,
$S5BCOCO09B,

SC2B7B775, S$1CFDFDE1l, S$AE93933D, $6A26264C, S$5A36366C, $413F3F7E, S$SO02FT7F7F5,
$4FCCCC83,

$5C343468, SF4A5A551, S$34ES5ES5D1, $O08F1F1F9, $937171E2, S$73D8D8AB, $53313162,
$3F15152A,

$0C040408, $52C7C795, $65232346, S$HEC3C39D, $28181830, S$A1969637, SOF05050A,
SB59A9A2F,

$0907070E, $36121224, $9B80801B, S$3DE2E2DF, S$26EBEBCD, $6927274E, S$SCDB2B27F,
$S9F7575EA,

$1B090912, $9E83831D, $742C2C58, $2E1A1A34, $2D1B1B36, SB26EGEDC, SEESAS5AB4,
SFBAOAOSBE,

SF65252A4, $4D3B3B76, $61D6D6B7, SCEB3B37D, $7B292952, S$3EE3E3DD, $712F2F5E,
$97848413,

SF55353A6, $68D1D1B9, $00000000, S$2CEDEDC1, $60202040, S1FFCFCE3, $C8B1B179,
SEDSB5SBB6,

SBEG6AG6AD4, $46CBCB8D, S$SDO9BEBE67, $4B393972, S$SDE4A4A94, $D44C4C98, SE85858BO0,
S4ACFCFS85,

$6BDODOBB, $2AEFEFC5, SES5AAAA4F, S$S16FBFBED, $C5434386, $D74D4D9A, $55333366,
$94858511,

SCF45458A, S$S10F9F9EQ9, $06020204, $817F7FFE, $FO05050A0, $443C3C78, SBAOFIOF25,
SE3A8A84B,



$F35151A2,
$S04F5F5F1,
SDFBCBC63,
$6DD2D2BF,
$4CCDCD81,
$3917172E,
$57C4C493,
$957373E6,
$A06060CO0,
$83888808B,
SCA46468C,
$76DBDBAD,
$3BEOEQODB,
$SE45C5CBS,
$S5DC2C209F,
$8B7979F2,
$32E7E7D5,
SEOA9A949,
$B46C6CDS,
$18080810,
SD5BABAGF,
$51C6C697,
$23E8ESCBE,
$858A8A0F,
$907070E0,
$120E0E1C,
SA36161C2,
SB99ESE27,
$38E1EL1D9,
SA7949433,
SB69B9B2D,
$7ADFDFAS,
$8F8C8C03,
$B86868D0,
$C3414182,
$3A16162C
) ;

LastForwardTable:

500000063,
$000000C5,
$00000030,
$00000076,
$000000cCa,
$000000FO,
$000000AD,
$000000cCO0,
$000000B7,
$000000cCcC,
500000034,
$00000015,
500000004,
$0000009A,
$00000007,
$00000075,
$00000009,
$000000A0,
$00000052,
500000084,
$00000053,
500000058,
$0000006A,
$000000CF,
$000000DO,
500000085,
500000045,
$000000A8,
$00000051,
$000000F5,

SFEA3A35D,
$C1B6B677,
$140coc1s,
SF2ATAT55,
$98818119,
$29EEEECT,
$56323264,
S6ED3D3BD,
$43C8C88B,
SFA5656AC,
$887878F0,
$7CDDDDA1,
$423E3E7C,
$5F35356A,
$13F8F8EB,
$S221E1E3C,
SF8A1A159,

$B0999929,

$0000007¢C,
$00000001,
$00000082,
$000000D4,
$000000FD,
$000000A5,
$000000C7,
$00000012,
$00000083,
$0000003B,
$000000D1,
$000000CB,
S000000EF,
$000000F9,

$000000A3,

array

$C0404080,
$75DADAAF,
$35131326,
$827ETEFC,
$D14F4FOE,
SD3B8B86B,
$4E3A3A74,
SEFACAC43,
$5937376E,
SO0TF4F4F3,
S6F25254A,
$9C7474E8,
$C4B5B571,
$F95757AE,
$B398982B,
$92878715,
$80898909,

$772D2D5A,

[0..255]
$00000077,

$00000067,
$000000cC9,
$000000A2,
$000000093,
$000000E5,
$00000023,
$00000080,
$0000002¢C,
$000000D6,
$00000000,
$000000BE,
$000000AA,
$00000002,

$00000040,

S8A8F8FO05,
$63212142,
S2FECECC3,
$473D3D7A,
$7FDCDCA3,
$3C141428,
$1EOAOAL4,
SA66262C4,
$B76D6DDA,
$25EAEACF,
$T722E2E5C,
$211F1F3E,
SAA6666CC,
$DOB9B969,
$33111122,
$20E9E9C9,
$170DOD1A,

$110F0F1E,

of longword

$00000078B,
$0000002B,
$0000007D,
S000000AF,
$00000026,
$000000F1,
$000000C3,
$000000E2,
$0000001A,
$000000B3,
$S000000ED,
$00000039,
S000000FB,
$0000007F,

$0000008F,

SAD92923F,
$30101020,
SE15F5FBE,
$SAC6464C8,
$66222244,
$79DEDEA7,
$DB494992,
$A8919139,
$8C8D8DO01,
SAF6565CA,
$241C1C38,
$DD4B4B96,
$D8484890,
$91868617,
$BB6969D2,
$49CECE87,
$SDABFBF65,

SCBBOBO07B,

=
$000000F2,

$000000FE,
$000000FA,
$0000009¢C,
$00000036,
$00000071,
$00000018,
S000000EB,
$0000001B,
$00000029,
$00000020,
$00000044,
$00000043,
$00000050,

$00000092,

S$SBC9D9D21,
$1AFFFFES,
$A2979735,
$E75D5DBA,
$TE2A2A54,
SE25E5EBC,
$0A06060C,
$A4959531,
$64D5D5B1,
$S8ETATAF4,
SF1A6A657,
$DCBDBD61,
$05030306,
$58C1C199,
$70D9D9AY,
SFF5555A4,
$31E6E6D7,

SFC5454A8,

$0000006B,
$000000D7,
$00000059,
$00000024,
$0000003F,
$000000D8,
$00000096,
$00000027,
S0000006E,
$000000E3,
$S000000FC,
$0000004cC,
$0000004D,
$0000003cC,

$0000009D,

10
$48383870,

SOEF3F3FD,
$CC444488,
$2B191932,
$AB90903B,
$1DOBOB16,
$6C242448,
$37E4E4D3,
$D24E4EQC,
SE9AEAE47,
$C7B4B473,
$868B8BOD,
SO1F6F6F7,
$271D1D3A,
$898E8E07,
$78282850,
$C6424284,

SD6BBBB6D,

$0000006F,
$000000AB,
$00000047,
$00000072,
$000000F7,
$00000031,
$00000005,
$000000B2,
$0000005A,
$0000002F,
$000000B1,
$00000058,
$00000033,
$S0000009F,

$00000038,



$000000BC,
$000000D2,
$000000CD,
$00000017,
$000000cC4,
500000073,
$00000060,
$00000088,
$00000046,
$000000DB,
$000000EO,
$0000005¢C,
$000000cC2,
$00000079,
$000000E7,
$000000A9,
$0000006C,
$00000008,
$000000BA,
$000000Ce,
$000000ES8,
$0000008A,
$00000070,
$0000000E,
500000061,
$0000009E,
$000000E1,
$00000094,
$00000009B,
$000000DF,
$0000008c¢C,
$00000068,
$00000041,
$00000016
)7

InverseTable:

$50A7F451,
$9303E34B,
$55FA3020),
S8FA362B5,
$495AB1DE,
SC6F9D36B,
SET75F8F03,
$44C8C98E,
$6A89C275,
$SB43ACE7D,
$184ADF63,
$942B08F9,
$58684870,
$2AAB5566,
$S0728EBB2,
$5C8216ED,
S2B1CCF8A,
S8AFEA6CA,
$S9D532E34,
$51106EBD,
SF98A213E,
SFF155060,
$24FB9819,
SDBEEC879,
$470A7CAL,
S4E725A6C,
SFBFFOEFD,
S3A2E3624,
$B1670A0C,
$161A121cC,
SOABAS3E2,
SC8AQ91E14,

$000000B6,
$0000000C,
$000000A7,
$00000081,
$000000EE,
$00000032,
$000000D3,
s$ooooo00cCs,
$00000056,
$00000078,
$000000DD,
$0000003E,
$00000035,
$000000F8,
$0000001E,
$000000A1,

$00000099,

array [O0..

$5365417E,
SF66D76AD,
$671BBA25,
$959C9215,
$78798EF4,
$82311AES,
S19FD458F,
$03C2B52F,
$92B479A7,
SAO055F3A2,
$3D06DD96,
$97E9BDD6,
SE90F427C,
$5638850F,
SOFE75793,

SE52AA0CO,

$000000DA, 500000021,

$00000013, $000000EC,
$0000007E, $0000003D,
$0000004F, $000000DC,
$000000B8, $00000014,
$0000003A, $0000000A,
$000000AC, $00000062,
$00000037, $0000006D,
$000000F4, $SO00000ER,
$00000025, $0000002E,
$00000074, $0000001F,
$000000BS, $00000066,
$00000057, $000000B9,
$00000098, $00000011,
$00000087, $000000E9,
$00000089, $0000000D,
$0000002D, $0000000F,

255] of longword = (
$C3R4171A, $965E273A,
$9176CC88, $254CO02F5,
$980EEA45, S$SEI1COFESD,
SEBTA6DBF, $DA595295,
$6B3E5899, $DD71B927,
$60335197, $457F5362,
$876CDE94, S$BT7F87B52,
$9A7BC586, S$A50837D3,
SFOF207F3, SA1E2694E,
$32E18A05, S$75EBF6A4,
$SAE053EDD, $46BDE64D,
$CC434089, $779ED967,
$C91E84F8, $00000000,
$S1ED5SAE3D, $27392D36,
SD296EEB4, $9E919B1B,

$43E0223C, $1D171Bl2,

$00000010,
$0000005F,
$00000064,
$00000022,
$000000DE,
$00000049,
$000000091,
$0000008D,
$00000065,
$0000001¢C,
$0000004B,
$00000048,
$0000008¢6,
$00000069,
$000000CE,
S000000BF,

$000000BO,

$SCB6BAB3B,
SFCDT7ES54F,
$02752FC3,
$2D83BED4,
SB64FE1BE,
$E07764B1,
$23D373AB,
$F2872830,
SCDF4DAGS,
$S39EC830B,
$B58D5491,
SBD42ESBO,
$83868009,
$64DO0F0A,
$4FC5C080,

$SOBODO90E,

S000000FF,
$00000097,
$0000005D,
$0000002A,
$0000005E,
$00000006,
$000000095,
$000000D5,
$00000074,
$00000026,
$S000000BD,
500000003,
$0o0o0000C1,
$000000D9,
$00000055,
$000000E®6,

$00000054,

$F1459D1F,
SD7CB2ACS,
$12F04C81,
$D3217458,
$17AD8SFO,
$S84AE6BBB,
SE2024B72,
$B2AS5SBF23,
SD5BE0506,
SAAEF6040),
$055DC471,
$888B8907,
$48ED2B32,
$21A65C68,
$SA220DCo61,

SADC78BF2,

11
S000000F3,

$00000044,
$00000019,
$00000090,
$0000000B,
$00000024,
$000000E4,
$0000004E,
S000000AE,
$000000B4,
$0000008B,
$000000F6,
$0000001D,
$0000008E,
$00000028,
$00000042,

$000000BB,

SAB58FAAC,
$80443526,
$A397468D,
$2969E049,
$66AC20C9,
$1CAO81FE,
$S578F1FE3,
$BAGA0302,
$1F6234D1,
S069F715E,
$6FD40604,
$385B19E7,
SAC70111E,
$SD1545B9B,
$694B775A,

$B9A8B62D,



$8519F157,
$347EFB5B,
$7629438B,
$2011C684,
$STD244A85,
$DOE3C177,
$6C16B32B,
SEF903322,
$SC74E4987,
SA4BFAD3F,
SE49D3A2C,
SF5AFC382,
SBE8S805DIF,
$7BBB3BDB,
$097826CD,
SE6E815EF,
SD99BETBA,
$C066A235,
$37BC4E74,
S2FF69117,
$8DD64D76,
S7TF516546,
S04EASEQSD,
$1347D66D,
$8C61D79A,
$S3CB1477A,
$59DFD29C,
$86DB4478,
$81F3AFCA,
$41950DFF,
$7101A839,
$4257B8D0
) ;

LastInverseTable:

500000052,
$00000038,
$000000BF,
$000000FB,
$0000007C,
$00000087,
$00000034,
$000000CB,
$00000054,
$0000003D,
SO000000EE,
$0000004E,
$00000008,
$000000B2,
500000076,
500000025,
500000072,
$00000016,
$000000D4,
$00000092,
$0000006C,
$000000DA,
$0000005E,
500000084,
$00000090,
$0000000A,
$000000F7,
$00000006,
$000000DO,
500000002,
$000000C1,
$0000006B,
$0000003A,
S000000ER,

$S4C0775AF,
$DCC623CB,
SF83DBBD2,
$99B970A9,
$C1D138D9,
$0D927850,
$7C93D069,
SF418596E,
SCE366F4A,
SA6CA82FC,
S4DBOEF43,
$5D358C01,
S7AQ0CA137,
$3F73F255,
$3EC468B9,

SDEB30CO08,

$00000009,
$00000040,
$000000E3,
$0000008E,
$0000007B,
$0000004c¢,
$0000002E,
$0000005B,
$000000F8,
$00000024,
$00000070,
$00000015,
$000000D8,
$000000E4,
$0000002¢C,
$S000000AF,

$00000091,

array

SBBDD99EE, S$FD607FA3,

$68FCEDB6, $63F1E4BS,
$1132F9AE, $6DA129C7,
SFA489411, $2264E947,
SFEA2CA8C, $360BD498,
S9BCCS5F6A, $62467E54,
$A92DD56F, $B31225CF,
S01B79AEC, S$A89A4F83,
$D4099FEA, $D67CB029,
$BOD0O90EO, $15D8A733,
$544DAACC, S$DF0496E4,
$737487FA, $2E410BFB,
$8E14F859, $893C13EB,
$79CE1418, $BF37C773,
$2C342438, $5F40A3C2,
$9CE4B4D8, $90C15664,

[0..255] of longword
$0000006A, $000000D5,
$000000A3, $0000009E,
$00000039, 500000082,
$00000043, 500000044,
$00000094, $00000032,
$00000095, $0000000B,
$000000A1, $00000066,
$000000A2, 500000049,
$000000F6, 500000064,
$0000005C, soo00000CC,
$00000048, 500000050,
$00000046, $00000057,
$000000AB, $00000000,
$00000058, $00000005,
$0000001E, $0000008F,
$000000BD, $00000003,

$00000011, $00000041,

S9F2601F7,
SCADC31D7,
S4B2F9E1D,
$C48CFCAS,
SCF81F5A6,
$C2138DF6,
$3B99ACCS,
S656E95E6,
SAFB2A431,
$4A9804F1,
SE3B5D19E,
$5A1D67B3,
SEE27A9CE,
SEACDE753,
$72C31D16,

$6184CB7B,

= (
$00000030,

$00000081,
$0000009B,
$000000cC4,
$000000A06,
$00000042,
$00000028,
$0000006D,
$00000086,
$0000005D,
$S000000FD,
$000000A7,
$0000008C,
$000000BS8,
$000000cCA,
$00000001,

$0000004F,

$BCF5725C,
$10856342,
SF330B2DC,
$1A3FFOAQ,
$28DE7AAS,
SE8B8DS890,
$A77D1810,
STEEGFFAA,
$31233F2A,
SFTDAEC41,
$S1B886A4LC,
$52D2DB92,
$35C961B7,
$5BAAFDSF,
$0C25E2BC,

$70B632D5,

$00000036,
$000000F3,
$0000002F,
$000000DE,
$000000cC2,
$S000000FA,
$000000D9,
$0000008B,
$00000068,
$00000065,
$S000000ED,
$0000008D,
$000000BC,
$000000B3,
$0000003F,
$00000013,

$00000067,

12
SC53B6644,

$40229713,
SEC52860D,
$D82C7D56,
$268EB7DA,
SS5EF7392E,
$6E639CES,
$S08CFBC21,
$3094A5Co,
SOE50CD7F,
$B81F2CC1,
$335610E9,
SEDES1CEL,
$146F3DDF,
$8B493C28,

$745C6C48,

$000000A5,
$000000D7,
S000000FF,
$000000E9,
$00000023,
$000000C3,
$00000024,
$000000D1,
$000000098,
$000000B6,
$000000B9,
$0000009D,
$000000D3,
$00000045,
$0000000F,
$0000008A,

$000000DC,



$00000097,
500000073,
500000096,
500000085,
$000000E2,
$0000006E,
500000047,
500000089,
$S0000006F,
$0000001B,
$000000FC,
500000020,
$0000009A,
S000000F4,
$0000001F,
500000031,
$000000B1,
$0000005F,
500000060,
$0000000D,
$0000002D,
SO000000EF,
$000000A0,
$000000BO,
$000000cC8,
500000061,
$00000017,
500000026,
S000000E1,
$0000007D
)7

$000000F2,
$000000AC,
$000000F9,
$000000F1,
$000000B7,
$00000056,
$000000DB,
$000000DD,
$00000012,
$00000051,
$000000E5,
$000000EQ,
S000000EB,
$0000002B,

$00000069,

$000000CF, $0

$00000074, $O
$00000037, $0
$0000001Aa, $O
$00000062, $0O
S0000003E, $0
$000000C0, $O
$000000A8, $O
$00000010, $O
$0000007F, $O
$0000007A, $O
$0000003B, $0
$000000BB, $0
$00000004, $O

$00000014, $O

//PosmMpeHHsa Kjo4da 0jg mmbpyBaHHS

procedure ExpandAESKeyForEncryption (const Key: TAESKeyl28;

TAESExpandedKey128) ;

13

00000CE, $000000F0, $000000B4, $000000EG6,

0000022, $000000E7, $000000AD, $00000035,

00000E8, $0000001C, $00000075, $000000DF,

0000071, $0000001D, $00000029, $000000CS5,

000000E, $000000AA, $00000018, $000000BE,

000004B, $000000C6, $000000D2, $00000079,

00000FE, $00000078, $000000CD, $0000005A,

0000033, 500000088, $00000007, $000000C7,

0000059, $00000027, $00000080, $000000EC,

00000A9, $00000019, $000000B5, $0000004A,

000009F, 500000093, $000000C9, $0000009C,

000004D, $000000AE, $0000002A, $000000F5,

000003C, 500000083, $00000053, $00000099,

000007E, $000000BA, $00000077, $000000D6,

0000063, $00000055, $00000021, $0000000C,

var ExpandedKey:

var
I, J: integer;
T: longword;
WO, W1, W2, W3: longword;
begin
ExpandedKey[0] PLongWord (@Key [0]) ~;
ExpandedKey[1l] := PLongWord (@Key[4])";
ExpandedKey[2] := PLongWord (@Key[8])";
ExpandedKey[3] PLongWord (@Key[12]) ";
I :=0; J :=1;
repeat
T := (ExpandedKey[I + 3] shl 24) or (ExpandedKey[I + 3] shr 8);
WO := LastForwardTable[Byte(T)]; Wl := LastForwardTable[Byte (T shr 8)];
W2 := LastForwardTable[Byte (T shr 16)]; W3 := LastForwardTable[Byte (T shr
24) 1;
ExpandedKey[I + 4] := ExpandedKey[I] xor
(WO xor ((Wl shl 8) or (Wl shr 24)) xor
((W2 shl 16) or (W2 shr 16)) xor ((W3 shl 24) or (W3 shr 8))) xor Rcon[J];
Inc (J);

ExpandedKey[I + 5] :=
ExpandedKey[I + 6] :=
ExpandedKey[I + 7] :=

Inc (I, 4);
until I >= 40;
end;

procedure ExpandAESKeyForEncryption (const Key: TAESKeyl92;
TAESExpandedKeyl192) ;

var
I, J: integer;
T: longword;
WO, W1, W2,
begin

W3:

ExpandedKey[I
ExpandedKey[I
ExpandedKey[I

overload;

longword;

+ 1]
+ 2]
+ 3]

xor ExpandedKey[I + 4];
xor ExpandedKey[I + 5];
xor ExpandedKey[I + 6];

var ExpandedKey:
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ExpandedKey[0] := PLongWord (@Key[0])";

ExpandedKey[1] = PLongWord (@Key[4])";

ExpandedKey[2] := PLongWord (@Key[8])";

ExpandedKey[3] := PLongWord (@Key[1l2])";

ExpandedKey[4] := PLongWord (@Key[16])";

ExpandedKey[5] := PLongWord (QKey[20])";

I :=20;, J :=1;

repeat
T := (ExpandedKey[I + 5] shl 24) or (ExpandedKey[I + 5] shr 8);
WO := LastForwardTable[Byte(T)]; Wl := LastForwardTable[Byte (T shr 8)];
W2 := LastForwardTable[Byte (T shr 16)]; W3 := LastForwardTable[Byte (T shr

24)1;
ExpandedKey[I + 6] := ExpandedKey[I] xor
(WO xor ((Wl shl 8) or (Wl shr 24)) xor
((W2 shl 16) or (W2 shr 16)) xor ((W3 shl 24) or (W3 shr 8))) xor Rcon[J];

Inc(J);
ExpandedKey[I + 7] := ExpandedKey[I + 1] xor ExpandedKey[I + 6];
ExpandedKey[I + 8] := ExpandedKey[I + 2] xor ExpandedKey[I + 7];
ExpandedKey[I + 9] := ExpandedKey[I + 3] xor ExpandedKey[I + 8];
ExpandedKey[I + 10] := ExpandedKey[I + 4] xor ExpandedKey[I + 9];
ExpandedKey[I + 11] = ExpandedKey[I + 5] xor ExpandedKey[I + 10];
Inc (I, ©);

until I >= 46;
end;

procedure ExpandAESKeyForEncryption (const Key: TAESKey256;

var ExpandedKey:

TAESExpandedKey256); overload;
var
I, J: integer;
T: longword;
W0, W1, W2, W3: longword;
begin
ExpandedKey[0] := PLongWord (@Key[O0])";
ExpandedKey[1] = PLongWord (@GKey[4])";
ExpandedKey[2] := PLongWord (Q@Key[8])";
ExpandedKey[3] := PLongWord (QRKey[12])";
ExpandedKey[4] := PLongWord (@Key[1l6])";
ExpandedKey[5] := PLongWord (@Key[20])";
ExpandedKey[6] := PLongWord (@Key[24])";
ExpandedKey[7] := PLongWord (@Key[28])";
I :=20; J :=1;
repeat
T := (ExpandedKey[I + 7] shl 24) or (ExpandedKey[I + 7] shr 8);
WO := LastForwardTable[Byte(T)]; Wl := LastForwardTable[Byte (T shr 8)];
W2 := LastForwardTable[Byte (T shr 16)]; W3 := LastForwardTable[Byte (T shr
24)1;
ExpandedKey[I + 8] := ExpandedKey[I] xor
(WO xor ((Wl shl 8) or (Wl shr 24)) xor
((W2 shl 16) or (W2 shr 16)) xor ((W3 shl 24) or (W3 shr 8))) xor Rcon[J];
Inc(J);

ExpandedKey[I + 9]
ExpandedKey[I + 10]
ExpandedKey[I + 11]

ExpandedKey[I + 1]
:= ExpandedKey[I + 2]
ExpandedKey[I + 3]

xor ExpandedKey[I + 8];
xor ExpandedKey[I + 9];
xor ExpandedKey[I + 10];

WO := LastForwardTable[Byte (ExpandedKey[I + 111)1];
Wl := LastForwardTable[Byte (ExpandedKey[I + 11] shr 8)1;
W2 := LastForwardTable[Byte (ExpandedKey[I + 11] shr 16)];
W3 := LastForwardTable[Byte (ExpandedKey[I + 11] shr 24)];
ExpandedKey[I + 12] := ExpandedKey[I + 4] xor
(WO xor ((Wl shl 8) or (Wl shr 24)) xor
((W2 shl 16) or (W2 shr 16)) xor ((W3 shl 24) or (W3 shr 8)));

ExpandedKey[I + 13]
ExpandedKey[I + 14]
ExpandedKey[I + 15]

Inc (I, 8);
until I >= 52;
end;

= ExpandedKey[I + 5]
ExpandedKey[I + 6]
ExpandedKey[I + 7]

xor ExpandedKey[I + 12];
xor ExpandedKey[I + 13];
xor ExpandedKey[I + 14];



15
//Npouenypa umdpyBaHHS

procedure EncryptAES (const InBuf: TAESBuffer; const Key: TAESExpandedKeyl28;
var OutBuf: TAESBuffer);

var
T0, Tl: array [0..3] of longword;
w0, W1, W2, W3: longword;

begin
// Ininiamisanis
TO[0] := PLongWord(@InBuf[0])” xor KeyI[O0];
TO[1l] := PLongWord(@InBuf[4])” xor Keyl[l];
TO[2] := PLongWord(@InBuf[8])" xor Keyl[2];
TO[3] = PLongWord (@InBuf[l2])”" xor Keyl[3];
// TlonmepenHa TpaHcbopmaliis - 9 pas
// payHno 1
WO := ForwardTable[Byte(TO0[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[4];
WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[5];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1];
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[6];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1];
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[7];
// payHno 2
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1l[1] shr 8)];
W2 := ForwardTable[Byte(T1[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1];
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[8];
WO := ForwardTable[Byte(T1[1l])]; Wl := ForwardTable[Byte(T1l[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1];
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[9];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1l[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1l[1l] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l0];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)1]1;
W2 := ForwardTable[Byte(T1l[1l] shr 16)]; W3 := ForwardTable[Byte(T1l[2] shr
24) 15
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1ll];
// payHno 3
WO := ForwardTable[Byte(TO0[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO[2] shr 16)]; W3 := ForwardTable[Byte(TO[3] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l2];
WO := ForwardTable[Byte(TO[1l])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l3];

WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
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W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1];
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([l4];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(T0[2] shr
24)1];
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l5];
// payun 4
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1[1l] shr 8)];
W2 := ForwardTable[Byte(T1l[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1];
TO[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[lo6];
WO := ForwardTable[Byte(T1[1])]; Wl := ForwardTable[Byte(T1[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l7];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1l[1l] shr
24)1;
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l8];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1l[1l] shr 16)]; W3 := ForwardTable[Byte(T1l[2] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[19];
// payun 5
WO := ForwardTable[Byte(TO0[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1];
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([20];
WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(T0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([21];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte (TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[22];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[23];
// payHno 6
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1[1l] shr 8)1];
W2 := ForwardTable[Byte(T1[2] shr 16)]; W3 := ForwardTable[Byte(T1[3] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([24];
WO := ForwardTable[Byte(T1[1l])]; Wl := ForwardTable[Byte(T1l[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[25];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1l[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1[1] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[26];

WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
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W2 := ForwardTable[Byte(T1[1l] shr 16)]; W3 := ForwardTable[Byte(T1[2] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[27];
// paysno 7
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1];
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([28];
WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1];
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[29];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[30];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[31l];
// payHno 8
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1l[1] shr 8)];
W2 := ForwardTable[Byte(T1l[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1];
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[32];
WO := ForwardTable[Byte(T1[1l])]; Wl := ForwardTable[Byte(T1l[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1];
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[33];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1l[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1l[1l] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[34];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1[1l] shr 16)]; W3 := ForwardTable[Byte(T1l[2] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[35];
// payHno 9
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[36];
WO := ForwardTable[Byte(TO[1l])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[37];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[38];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(T0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[39];

// ocTaHill payHI NepeTBOpPEeHb
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WO := LastForwardTable[Byte(T1[0])]; Wl := LastForwardTable[Byte(T1[1] shr
8)1;
W2 := LastForwardTable[Byte(T1[2] shr 16)]; W3 := LastForwardTable[Byte (T1[3]
shr 24)71;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[40];
WO := LastForwardTable[Byte(T1[1])]; Wl := LastForwardTable[Byte(T1l[2] shr
8)1;
W2 := LastForwardTable[Byte(T1[3] shr 16)]; W3 := LastForwardTable[Byte(T1[O0]
shr 24)1];
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[41l];
WO := LastForwardTable[Byte(T1[2])]; Wl := LastForwardTable[Byte(T1l[3] shr
8)1;
W2 := LastForwardTable[Byte(T1[0] shr 16)]; W3 := LastForwardTable[Byte (T1[1]
shr 24)];
TO[2] = (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[42];
WO := LastForwardTable[Byte(T1[3])]; Wl := LastForwardTable[Byte(T1l[0] shr
8)1;
W2 := LastForwardTable[Byte(T1[1] shr 16)]; W3 := LastForwardTable[Byte (T1[2]
shr 24)71;
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[43];
// kiHelb pPOBOTH aAJITOPUTMY
PLongWord (@OutBuf [0]) " := TO[0]; PLongWord (@OutBuf[4])” := TO[1l];
PLongWord (@OutBuf[8])" := TO0[2]; PLongWord(@OutBuf[l2])” := TO[3];
end;

procedure EncryptAES (const InBuf: TAESBuffer; const Key: TAESExpandedKeyl92;
var OutBuf: TAESBuffer);

var
TO, Tl: array [0..3] of longword;
WO, W1, W2, W3: longword;

begin
// i1uiuniamisanis
TO[0] := PLongWord(@InBuf[0])” xor Keyl[0];
TO[1l] := PLongWord(@InBuf[4])” xor Keyl[l];
TO[2] := PLongWord(@InBuf[8])" xor Keyl[2];
TO[3] := PLongWord(@InBuf[l2])” xor Key[3];
// Tomnepenus Tpauchbopmauis - 11 pas
// payun 1
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO[2] shr 16)]; W3 := ForwardTable[Byte(TO[3] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[4];
WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(T0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24) 1;
T1[1] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[5];
WO ForwardTable [Byte (T0[2])]; Wl := ForwardTable[Byte(TO[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24) 1;
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[6];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[7];
// payun 2
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1[1l] shr 8)];
W2 := ForwardTable[Byte(T1[2] shr 16)]; W3 := ForwardTable[Byte(T1[3] shr
24)1;
TO[0] := (WO xor ((W1l shl 8) or (W1l shr 24) xor ((W2 shl 16) or (W2 shr 16))

)
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[8];
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WO := ForwardTable[Byte(T1[1])]; Wl := ForwardTable[Byte(T1[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1];
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[9];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1l[1l] shr
24)1];
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l0];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1l[1l] shr 16)]; W3 := ForwardTable[Byte(T1l[2] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1ll];
// payun 3
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO[3] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l2];
WO := ForwardTable[Byte(TO[1l])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l3];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1];
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([1l4];
WO := ForwardTable[Byte(TO0[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(T0[2] shr
24)1];
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l5];
// payun 4
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1l[1] shr 8)];
W2 := ForwardTable[Byte(T1l[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l6];
WO := ForwardTable[Byte(T1[1])]; Wl := ForwardTable[Byte(T1l[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l7];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1l[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1[1] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l8];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)1];
W2 := ForwardTable[Byte(T1[1l] shr 16)]; W3 := ForwardTable[Byte(T1[2] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l9];
// payHno 5
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([20];
WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1] (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Key([21];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO[3] shr 8)];
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W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1];
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[22];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(T0[2] shr
24)1];
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[23];
// payunm 6
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1[1l] shr 8)];
W2 := ForwardTable[Byte(T1l[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1];
TO[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([24];
WO := ForwardTable[Byte(T1[1])]; Wl := ForwardTable[Byte(T1[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[25];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1l[1l] shr
24)1;
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[26];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1l[1l] shr 16)]; W3 := ForwardTable[Byte(T1l[2] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[27];
// payun 7
WO := ForwardTable[Byte(TO0[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1];
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([28];
WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(T0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[29];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte (TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[30];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[31l];
// payHno 8
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1[1l] shr 8)1];
W2 := ForwardTable[Byte(T1[2] shr 16)]; W3 := ForwardTable[Byte(T1[3] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[32];
WO := ForwardTable[Byte(T1[1l])]; Wl := ForwardTable[Byte(T1l[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[33];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1l[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1[1] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[34];

WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
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W2 := ForwardTable[Byte(T1[1l] shr 16)]; W3 := ForwardTable[Byte(T1[2] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[35];
// payHno 9
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1];
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[36];
WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1];
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[37];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[38];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[39];
// payun 10
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1l[1] shr 8)];
W2 := ForwardTable[Byte(T1l[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1];
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[40];
WO := ForwardTable[Byte(T1[1l])]; Wl := ForwardTable[Byte(T1l[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1];
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[41l];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1l[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1l[1l] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[42];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1[1l] shr 16)]; W3 := ForwardTable[Byte(T1l[2] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[43];
// payunm 11
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[44];
WO := ForwardTable[Byte(TO[1l])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[45];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[46];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(T0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[47];

// ocTaHill payHI NepeTBOpPEeHb
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WO := LastForwardTable[Byte(T1[0])]; Wl := LastForwardTable[Byte(T1[1] shr
8)1;
W2 := LastForwardTable[Byte(T1[2] shr 16)]; W3 := LastForwardTable[Byte (T1[3]
shr 24)71;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[48];
WO := LastForwardTable[Byte(T1[1])]; Wl := LastForwardTable[Byte(T1l[2] shr
8)1;
W2 := LastForwardTable[Byte(T1[3] shr 16)]; W3 := LastForwardTable[Byte(T1[O0]
shr 24)1];
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[49];
WO := LastForwardTable[Byte(T1[2])]; Wl := LastForwardTable[Byte(T1l[3] shr
8)1;
W2 := LastForwardTable[Byte(T1[0] shr 16)]; W3 := LastForwardTable[Byte (T1[1]
shr 24)];
TO[2] = (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[50];
WO := LastForwardTable[Byte(T1[3])]; Wl := LastForwardTable[Byte(T1l[0] shr
8)1;
W2 := LastForwardTable[Byte(T1[1] shr 16)]; W3 := LastForwardTable[Byte (T1[2]
shr 24)71;
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[51l];
// kiHelb pPOBOTH aAJITOPUTMY
PLongWord (@OutBuf [0]) " := TO[0]; PLongWord (@OutBuf[4])” := TO[1l];
PLongWord (@OutBuf[8])" := TO0[2]; PLongWord(@OutBuf[l2])” := TO[3];
end;

procedure EncryptAES (const InBuf: TAESBuffer; const Key: TAESExpandedKey256;
var OutBuf: TAESBuffer);
var
TO, Tl: array [0..3] of longword;
w0, W1, W2, W3: longword;
begin
// iuiuiasmiszanig

TO[0] := PLongWord(@InBuf[0])”" xor Keyl[0];
TO[1l] := PLongWord(@InBuff4])” xor Keyl[l];
TO[2] = PLongWord (@InBuf[8])" xor Keyl[2];
TO[3] := PLongWord(@InBuf[l2])” xor Key[3];
// TlomepenHa TpaHcbopmalis 13 pasis
// payun 1
WO := ForwardTable[Byte(TO0[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[4];
WO := ForwardTable[Byte(TO[1l])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[5];
WO := ForwardTable[Byte(TO0[2])]; Wl := ForwardTable[Byte(TO[3] shr 8)1];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[6];
WO := ForwardTable[Byte(TO0[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[7];
// payunm 2
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1[1l] shr 8)];
W2 := ForwardTable[Byte(T1[2] shr 16)]; W3 := ForwardTable[Byte(T1[3] shr
24)1;
TO[O0] (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[8];
WO := ForwardTable[Byte(T1[1])]; Wl := ForwardTable[Byte(T1[2] shr 8)];
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W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1];
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[9];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1[1] shr
24)1];
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l0];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1[1l] shr 16)]; W3 := ForwardTable[Byte(T1[2] shr
24)1;
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[ll];
// payun 3
WO := ForwardTable[Byte(TO0[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l2];
WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l3];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1];
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l4];
WO := ForwardTable[Byte(TO0[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1];
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l5];
// payHno 4
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1l[1] shr 8)];
W2 := ForwardTable[Byte(T1[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[lo6];
WO := ForwardTable[Byte(T1[1l])]; Wl := ForwardTable[Byte(T1l[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l7];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1l[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1l[1l] shr
24)1;
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l8];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)1]1;
W2 := ForwardTable[Byte(T1l[1l] shr 16)]; W3 := ForwardTable[Byte(T1l[2] shr
24) 15
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l9];
// payHno 5
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([20];
WO := ForwardTable[Byte(TO[1l])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([21];

WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
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W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1];
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[22];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(T0[2] shr
24)1];
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[23];
// payunm 6
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1[1l] shr 8)];
W2 := ForwardTable[Byte(T1l[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1];
TO[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([24];
WO := ForwardTable[Byte(T1[1])]; Wl := ForwardTable[Byte(T1[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[25];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1l[1l] shr
24)1;
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[26];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1l[1l] shr 16)]; W3 := ForwardTable[Byte(T1l[2] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[27];
// payun 7
WO := ForwardTable[Byte(TO0[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1];
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([28];
WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(T0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[29];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte (TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[30];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[31l];
// payHno 8
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1[1l] shr 8)1];
W2 := ForwardTable[Byte(T1[2] shr 16)]; W3 := ForwardTable[Byte(T1[3] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[32];
WO := ForwardTable[Byte(T1[1l])]; Wl := ForwardTable[Byte(T1l[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[33];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1l[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1[1] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[34];

WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
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W2 := ForwardTable[Byte(T1[1l] shr 16)]; W3 := ForwardTable[Byte(T1[2] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[35];
// payHno 9
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1];
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[36];
WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1];
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[37];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[38];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[39];
// payun 10
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1l[1] shr 8)];
W2 := ForwardTable[Byte(T1l[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1];
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[40];
WO := ForwardTable[Byte(T1[1l])]; Wl := ForwardTable[Byte(T1l[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1];
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[41l];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1l[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1l[1l] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[42];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1[1l] shr 16)]; W3 := ForwardTable[Byte(T1l[2] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[43];
// payunm 11
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[44];
WO := ForwardTable[Byte(TO[1l])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[45];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[46];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(T0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[47];

// payunm 12
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1[1] shr 8)];
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W2 := ForwardTable[Byte(T1[2] shr 16)]; W3 := ForwardTable[Byte(T1[3] shr
24)1];
TO[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[48];
WO := ForwardTable[Byte(T1[1])]; Wl := ForwardTable[Byte(T1[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1];
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[49];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1[1] shr
24)1;
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[50];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1[1l] shr 16)]; W3 := ForwardTable[Byte(T1[2] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Key[bl];
// payun 13

WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[52];
WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(T0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1];
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[53];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1];
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[54];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1;
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[55];
// ocTaHiM payHI NepeTBOPEeHb
WO := LastForwardTable[Byte(T1[0])]; Wl := LastForwardTable[Byte(T1l[1l] shr
8)1;
W2 := LastForwardTable[Byte(T1[2] shr 16)]; W3 := LastForwardTable[Byte (T1[3]
shr 24)];
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[56];
WO := LastForwardTable[Byte(T1[1])]; Wl := LastForwardTable[Byte(T1l[2] shr
8)1;
W2 := LastForwardTable[Byte(T1[3] shr 16)]; W3 := LastForwardTable[Byte (T1[0]
shr 24)];
TO[1] = (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[57];
WO := LastForwardTable[Byte (T1[2])]; Wl := LastForwardTable[Byte(T1[3] shr
8)1;
W2 := LastForwardTable[Byte(T1[0] shr 16)]; W3 := LastForwardTable[Byte (T1[1]
shr 24)1];
TO[2] = (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[58];
WO := LastForwardTable[Byte(T1[3])]; Wl := LastForwardTable[Byte(T1[0] shr
8)1;
W2 := LastForwardTable[Byte(T1[1l] shr 16)]; W3 := LastForwardTable[Byte(T1[2]
shr 24)71;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Key[59];
// kiHelb pPOBOTHM aAJITOPUTMY
PLongWord (@OutBuf[0])" := TO[O0]; PLongWord (QOutBuf[4])" := T

0l
PLongWord (ROutBuf[8])" := TO0[2]; PLongWord(QOutBuf[l2])" := TO
end;
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procedure ExpandAESKeyForDecryption (var ExpandedKey: TAESExpandedKeyl28);

var
I: integer;
U, F2, F4, F8, F9: longword;
begin
for I := 1 to 9 do
begin
F9 := ExpandedKey[I * 4];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
F9 := F9 xor F8;
ExpandedKey[I * 4] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor
24));
F9 := ExpandedKey[I * 4 + 1];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
F9 := F9 xor F8;
ExpandedKey[I * 4 + 1] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor
24));
F9 := ExpandedKey[I * 4 + 2];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
F9 := F9 xor F8;
ExpandedKey[I * 4 + 2] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor
24));
F9 := ExpandedKey[I * 4 + 3];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
F9 := F9 xor F8§;
ExpandedKey[I * 4 + 3] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor
24));
end;
end;

procedure ExpandAESKeyForDecryption (const Key: TAESKeyl28;
TAESExpandedKeyl28) ;
begin
ExpandAESKeyForEncryption (Key, ExpandedKey) ;
ExpandAESKeyForDecryption (ExpandedKey) ;
end;
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var ExpandedKey:

procedure ExpandAESKeyForDecryption (var ExpandedKey: TAESExpandedKeyl92);

var



I: integer;
U, F2, F4, F8, F9: longword;
begin
for I := 1 to 11 do
begin
F9 := ExpandedKey[I * 4];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
F9 := F9 xor F8;
ExpandedKey[I * 4] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor
24));
F9 := ExpandedKey[I * 4 + 1];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
F9 := F9 xor F8;
ExpandedKey[I * 4 + 1] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor
24));
F9 := ExpandedKey[I * 4 + 2];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
F9 := F9 xor F8;
ExpandedKey[I * 4 + 2] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) =xor
24));
F9 := ExpandedKey[I * 4 + 3];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
F9 := F9 xor F8;
ExpandedKey[I * 4 + 3] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor
24) ) ;
end;
end;

procedure ExpandAESKeyForDecryption (const Key: TAESKeyl92;
TAESExpandedKeyl192) ;
begin
ExpandAESKeyForEncryption (Key, ExpandedKey) ;
ExpandAESKeyForDecryption (ExpandedKey) ;
end;
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var ExpandedKey:

procedure ExpandAESKeyForDecryption (var ExpandedKey: TAESExpandedKey256) ;

var

I: integer;

U, F2, F4, F8, F9: longword;
begin

for T := 1 to 13 do



begin
F9 := ExpandedKey[I * 4];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
F9 := F9 xor F8§;
ExpandedKey[I * 4] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor
24));
F9 := ExpandedKey[I * 4 + 1];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
F9 := F9 xor F8;
ExpandedKey[I * 4 + 1] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor
24));
F9 := ExpandedKey[I * 4 + 2];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
F9 := F9 xor F8;
ExpandedKey[I * 4 + 2] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor
24));
F9 := ExpandedKey[I * 4 + 3];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
F9 := F9 xor F8;
ExpandedKey[I * 4 + 3] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor
24));
end;
end;

procedure ExpandAESKeyForDecryption (const Key: TAESKey256;
TAESExpandedKey256) ;
begin
ExpandAESKeyForEncryption (Key, ExpandedKey) ;
ExpandAESKeyForDecryption (ExpandedKey) ;
end;

//Npouenypa neumdpyBaHHS

procedure DecryptAES (const InBuf: TAESBuffer;

var OutBuf: TAESBuffer);

var
T0, Tl: array [0..3] of longword;
WO, W1, W2, W3: longword;

begin

// i1uiuniamisanis
TO[O0] PLongWord (@InBuf[0]) " xor Key[40];
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const Key: TAESExpandedKeyl28;
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TO[1l] := PLongWord(@InBuf[4])”" xor Keyl[41l];
TO[2] = PLongWord (@InBuf[8])" xor Key[42];
TO[3] = PLongWord (@InBuf[1l2])”" xor Key[43];
// Tomnepemus Tpaucbopmauis 9 paszis
// paysno 1
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[36];
WO := InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[37];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[38];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[39];
// payHno 2
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1l[3] shr 8)];
W2 := InverseTable[Byte(T1[2] shr 16)]; W3 := InverseTable[Byte(T1l[1l] shr
24)1];
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[32];
WO := InverseTable[Byte(T1[1l])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1l[2] shr
24)1];
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[33];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1l[1] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1l[3] shr
24)1];
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[34];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1l[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1];
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[35];
// payHno 3
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([28];
WO := InverseTable[Byte(TO[1l])]; Wl := InverseTable[Byte(TO[0] shr 8)1];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[29];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[30];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[31l];
// payun 4

WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1[3] shr 8)];
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W2 := InverseTable[Byte(T1[2] shr 16)]; W3 := InverseTable[Byte(T1[1] shr
24)1];
TO[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([24];
WO := InverseTable[Byte(T1[1])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1[2] shr
24)1];
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[25];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1[1l] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1[3] shr
24)1;
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[26];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[27];
// payHno 5
WO := InverseTable[Byte(TO[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[20];
WO := InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1];
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[21];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1];
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[22];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[23];
// payHO 6
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1l[3] shr 8)];
W2 := InverseTable[Byte(T1l[2] shr 16)]; W3 := InverseTable[Byte(T1l[1l] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l6];
WO := InverseTable[Byte(T1[1])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1l[2] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l7];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1[1l] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1[3] shr
24) 15
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l8];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1l[2] shr 8)];
W2 := InverseTable[Byte(T1l[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l9];
// payuno 7
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Key[l2];
WO := InverseTable[Byte(TO[1l])]; Wl := InverseTable[Byte(TO[0] shr 8)];
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W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1];
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l3];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1];
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([l4];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l5];
// payHno 8
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1[3] shr 8)];
W2 := InverseTable[Byte(T1l[2] shr 16)]; W3 := InverseTable[Byte(T1l[1l] shr
24)1;
TO[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[8];
WO := InverseTable[Byte(T1[1])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1l[2] shr
24)1;
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[9];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1[1l] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1l[3] shr
24)1];
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[10];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1[2] shr 8)];
W2 := InverseTable[Byte(T1l[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1ll];
// payHno 9
WO := InverseTable[Byte(TO[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[4];
WO := InverseTable[Byte(TO[1l])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[5];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[6];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(TO0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24) 15
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[7];
// ocTaHill payHI NepeTBOpPEeHb
WO := LastInverseTable[Byte(T1[0])]; Wl := LastInverseTable[Byte(T1l[3] shr
8)1;
W2 := LastInverseTable[Byte(T1[2] shr 16)]; W3 := LastInverseTable[Byte(T1[1]
shr 24)];
TO[O0] = (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[0];
WO := LastInverseTable[Byte(T1[1])]; Wl := LastInverseTable[Byte(T1[0] shr
8)1;
W2 := LastInverseTable[Byte(T1[3] shr 16)]; W3 := LastInverseTable[Byte(T1[2]
shr 24)71;
TO[1l] := (WO xor ((W1l shl 8) or (W1l shr 24) xor ((W2 shl 16) or (W2 shr 16))

)
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[l];
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WO := LastInverseTable[Byte(T1[2])]; Wl := LastInverseTable[Byte(T1[1] shr
8)1;

W2 := LastInverseTable[Byte(T1[0] shr 16)]; W3 := LastInverseTable[Byte(T1[3]
shr 24)71;

TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[2];

WO := LastInverseTable[Byte(T1[3])]; Wl := LastInverseTable[Byte(T1l[2] shr
8)1;

W2 := LastInverseTable[Byte(T1[1l] shr 16)]; W3 := LastInverseTable[Byte(T1[0]
shr 24)1];

TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

)
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[3];
// xiHeub POGOTU AJITOPUTMY

PLongWord (@OutBuf [0])” := TO[O0]; PLongWord(@OutBuf[4])” := TO[1l];
PLongWord (QOutBuf [8])" := TO[2]; PLongWord (QOutBuf[12])" := TO[3];
end;

procedure DecryptAES (const InBuf: TAESBuffer; const Key: TAESExpandedKeyl92;
var OutBuf: TAESBuffer);

var
T0, Tl: array [0..3] of longword;
w0, W1, W2, W3: longword;

begin
// i1uiuniamisanis
TO[0] := PLongWord(@InBuf[0])”" xor Key[48];
TO[1l] := PLongWord(@InBuf[4])” xor Key[49];
TO[2] := PLongWord(@InBuf[8])" xor Key[50];
TO[3] = PLongWord (@InBuf[l2])”" xor Key[51];
// Tomnepenus Tpaucbopmauis 11 pazis
// payHno 1
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1];
T1[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[44];
WO := InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1];
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[45];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1];
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[46];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[47];
// payunm 2
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1[3] shr 8)1];
W2 := InverseTable[Byte(T1l[2] shr 16)]; W3 := InverseTable[Byte(T1l[1l] shr
24) 15
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[40];
WO := InverseTable[Byte(T1[1l])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1l[2] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[41l];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1l[1] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1l[3] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[42];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1l[2] shr 8)];
W2 := InverseTable[Byte(T1l[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr

24)1;
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TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[43];
// payuno 3
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[36];
WO := InverseTable[Byte(TO[1l])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[37];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[38];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO0[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[39];
// payun 4
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1[3] shr 8)];
W2 := InverseTable[Byte(T1[2] shr 16)]; W3 := InverseTable[Byte(T1[1] shr
24)1];
TO[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[32];
WO := InverseTable[Byte(T1[1])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1[2] shr
24)1];
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[33];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1[1l] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1[3] shr
24)1;
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[34];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[35];
// payHno 5
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([28];
WO := InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(TO0[2] shr
24)1;
T1[1] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[29];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[30];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[31l];
// payunm 6
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1l[3] shr 8)];
W2 := InverseTable[Byte(T1l[2] shr 16)]; W3 := InverseTable[Byte(T1l[1l] shr

24)1;
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TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([24];
WO := InverseTable[Byte(T1[1l])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1l[2] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[25];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1l[1] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1l[3] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[26];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1l[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[27];
// payuno 7
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([20];
WO := InverseTable[Byte(TO[1l])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([21];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[22];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[23];
// payHno 8
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1[3] shr 8)];
W2 := InverseTable[Byte(T1[2] shr 16)]; W3 := InverseTable[Byte(T1[1l] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l6];
WO := InverseTable[Byte(T1[1])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1[2] shr
24)1;
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l7];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1[1l] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1[3] shr
24)1;
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l8];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1;
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l9];
// payHo 9
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l2];
WO := InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;

T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
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xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l3];

WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l4];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1];
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l5];
// payun 10
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1l[3] shr 8)];
W2 := InverseTable[Byte(T1l[2] shr 16)]; W3 := InverseTable[Byte(T1l[1l] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[8];
WO := InverseTable[Byte(T1[1l])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1l[2] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[9];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1l[1l] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1l[3] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l0];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1l[2] shr 8)];
W2 := InverseTable[Byte(T1l[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[ll];
// payunm 11
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[4];
WO := InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[5];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[6];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24) 1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[7];
// ocTaHlil payHI NepeTBOPEHb
WO := LastInverseTable[Byte(T1[0])]; Wl := LastInverseTable[Byte(T1[3] shr
8)1;
W2 := LastInverseTable[Byte(T1[2] shr 16)]; W3 := LastInverseTable[Byte(T1[1]
shr 24)71;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[0];
WO := LastInverseTable[Byte(T1[1])]; Wl := LastInverseTable[Byte(T1[0] shr
8)1;
W2 := LastInverseTable[Byte(T1[3] shr 16)]; W3 := LastInverseTable[Byte(T1[2]
shr 24)];
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[l];
:= LastInverseTable[Byte(T1[2])]; Wl := LastInverseTable[Byte(T1l[1l] shr
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W2 := LastInverseTable[Byte(T1[0] shr 16)]; W3 := LastInverseTable[Byte (T1[3]
shr 24)71;
TO[2] = (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[2];
WO := LastInverseTable[Byte(T1[3])]; Wl := LastInverseTable[Byte(T1[2] shr
8)1;
W2 := LastInverseTable[Byte(T1[1l] shr 16)]; W3 := LastInverseTable[Byte(T1[0]
shr 24)71;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[3];
// kiHelb pPOBOTH aAJITOPUTMY
PLongWord (@OutBuf [0])” := TO[O0]; PLongWord(@OutBuf[4])” := TO[1l];
PLongWord (@OutBuf[8])" := TO0[2]; PLongWord(@OutBuf[l2])” := TOI[3];
end;

procedure DecryptAES (const InBuf: TAESBuffer; const Key: TAESExpandedKey256;
var OutBuf: TAESBuffer);

var
TO, Tl: array [0..3] of longword;
WO, W1, W2, W3: longword;

begin
// i1uiuniamisanis
TO[0] := PLongWord(@InBuf[0])”" xor Key[56];
TO[1l] := PLongWord(@InBuf[4])” xor Key[57];
TO[2] := PLongWord(@InBuf[8])" xor Key[58];
TO[3] := PLongWord(@InBuf[l2])”" xor Key[59];
// Tomnepenus Tpaucbopmauis 13 pazis
// payun 1
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[52];
WO := InverseTable[Byte(TO[1l])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[53];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[54];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[55];
// payHO 2
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1[3] shr 8)];
W2 := InverseTable[Byte(T1[2] shr 16)]; W3 := InverseTable[Byte(T1[1] shr
24)1;
TO[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[48];
WO := InverseTable[Byte(T1[1])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1[2] shr
24)1];
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[49];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1[1l] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1[3] shr
24)1;
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[50];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1;
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Key[51];



// payHno 3

38
WO := InverseTable[Byte(TO[0])],; W1 InverseTable [Byte (TO[3] shr 8)];
W2 := InverseTable[Byte(TO[2] shr 16)]; W3 InverseTable[Byte (TO[1] shr
24)1;
T1[0] := (WO xor ((Wl shl 8)

or (Wl shr 24))
xor ((W3 shl 24)

xor ((W2 shl 16) or (W2 shr 16))
or (W3 shr 8))) xor Key[44];

WO InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];

W2 InverseTable [Byte (TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;

T1[1] := (WO xor ((Wl shl 8)

or (Wl shr 24))
xor ((W3 shl 24)

xor ((W2 shl 16) or (W2 shr 16))
or (W3 shr 8))) xor Key[45];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 InverseTable[Byte (TO[3] shr
24)1;
T1[2] := (WO xor ((Wl shl 8)

or
xor ((W3 shl 24)
WO :=
W2 := InverseTable[Byte(TO[1]
24)1;

(Wl shr 24))
or (W3 shr 8)))
InverseTable [Byte (TO[3])];

;o W1 InverseTable [Byte (TO[2]
shr 16)]; W3

xor ((W2 shl 16)
xor Key[46];

or (W2 shr 16))

shr 8)1;
InverseTable [Byte (TO[0]

shr
T1[3] := (WO xor ((Wl shl 8)

xor ((W3 shl 24) or

or (Wl shr 24))
// payun 4

xor ((W2 shl 16)
(W3 shr 8)))

or
xor Key[47];

(W2 shr 16))
WO := InverseTable[Byte(T1[0])],; W1 InverseTable [Byte(T1[3] shr 8)];
W2 := InverseTable[Byte(T1l[2] shr 16)]; W3 :=

24)1;

TO[O] (WO xor

InverseTable [Byte (T1[1]
xor ((W3 shl 24)

shr
((Wl shl 8) or (Wl shr 24))

xor ((W2 shl 16) or (W2 shr 16))
or (W3 shr 8))) xor Key[40];
WO InverseTable[Byte(T1[1])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 InverseTable [Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1l[2] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[41l];
WO := InverseTable[Byte(T1[2])]; W1l InverseTable [Byte (T1[1l] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 InverseTable[Byte (T1[3] shr
24)1;
TO[2] := (WO xor ((Wl1L shl 8)

or
xor ((W3 shl 24)

(Wl shr 24))
or (W3 shr 8)))
InverseTable[Byte (T1[3]) ];

;o W1 InverseTable [Byte (T1[2]
shr 16)]; W3

WO
W2 := InverseTable[Byte(T1[1]
24)1;

TO[3] :=

xor ((W2 shl 16)
xor Key[42];

or (W2 shr 16))

shr 8)1;
InverseTable[Byte (T1[0] shr

(WO xor ((Wl shl 8)

xor ((W3 shl 24) or

or (Wl shr 24))
// payHno 5

xor ((W2 shl 16)
(W3 shr 8)))

or
xor Key[43];

(W2 shr 16))
WO InverseTable [Byte (TO[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 :=
24)1;

T1[0] (WO xor

InverseTable [Byte (TO[1]
xor ((W3 shl 24)

shr
((Wl shl 8) or (Wl shr 24))

xor ((W2 shl 16) or (W2 shr 16))
or (W3 shr 8))) xor Key[36];

WO := InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];

W2 InverseTable [Byte (TO[3] shr 16)]; W3 :=
24) 1;

T1[1l] :=

InverseTable[Byte (TO[2] shr
(WO xor ((Wl shl 8)

or
xor ((W3 shl 24)

(Wl shr 24))

xor ((W2 shl 16) or (W2 shr 16))
or (W3 shr 8))) xor Key[37];

WO InverseTable[Byte (T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];

W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24) 1;

T1[2] (WO xor ((Wl shl 8)

or
xor ((W3 shl 24)
WO :=
W2

InverseTable [Byte (TO[1]
24)1;

(Wl shr 24)) xor ((W2 shl 16)
or (W3 shr 8))) xor Key[38];
InverseTable [Byte (TO[3])];

; Wl := InverseTable[Byte (T0[2]
shr 16)]1; W3

or (W2 shr 16))

shr 8)];

= InverseTable[Byte (TO[0] shr
T1[3] (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[39];
// payHO 6
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1[3] shr 8)];
W2 := InverseTable[Byte(T1[2] shr 16)]; W3 := InverseTable[Byte(T1[1] shr
24)1;
TO[0] := (WO xor ((W1 shl 8)

or (Wl shr 24))
xor ((W3 shl 24)

xor ((W2 shl 16)
or (W3 shr 8)))

or
xor Key[32];

(W2 shr 16))
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WO := InverseTable[Byte(T1[1])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1l[2] shr
24)1];
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[33];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1[1l] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1l[3] shr
24)1];
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[34];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[35];
// paysno 7
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[l] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([28];
WO := InverseTable[Byte(TO[1l])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[29];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1];
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[30];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1];
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[31l];
// payHno 8
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1l[3] shr 8)];
W2 := InverseTable[Byte(T1l[2] shr 16)]; W3 := InverseTable[Byte(T1l[1l] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([24];
WO := InverseTable[Byte(T1[1])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1l[2] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[25];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1l[1] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1[3] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[26];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1l[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[27];
// payHno 9
WO := InverseTable[Byte(TO[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([20];
WO := InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1] (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Key([21];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
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W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1];
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[22];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1];
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[23];
// payun 10
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1[3] shr 8)];
W2 := InverseTable[Byte(T1l[2] shr 16)]; W3 := InverseTable[Byte(T1l[1l] shr
24)1];
TO[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[lo6];
WO := InverseTable[Byte(T1[1])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1l[2] shr
24)1;
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l7];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1[1] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1l[3] shr
24)1;
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l8];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[19];
// paynnm 11
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1];
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l2];
WO := InverseTable[Byte(TO[1l])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l3];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l4];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l5];
// payunm 12
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1[3] shr 8)1];
W2 := InverseTable[Byte(T1[2] shr 16)]; W3 := InverseTable[Byte(T1[1] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[8];
WO := InverseTable[Byte(T1[1l])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1[2] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[9];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1l[1] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1[3] shr
24)1;
TO[2] (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l0];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1l[2] shr 8)];
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W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[ll];
// payHn 13
WO := InverseTable[Byte(TO[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1];
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[4];
WO := InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1];
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[5];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[6];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[7];
// ocTaHiM payHI NepeTBOPEeHb
WO := LastInverseTable[Byte(T1[0])]; Wl := LastInverseTable[Byte(T1l[3] shr
8)1;
W2 := LastInverseTable[Byte(T1[2] shr 16)]; W3 := LastInverseTable[Byte(T1[1]
shr 24)1];
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[0];
WO := LastInverseTable[Byte(T1[1])]; Wl := LastInverseTable[Byte(T1l[0] shr
8)1;
W2 := LastInverseTable[Byte(T1[3] shr 16)]; W3 := LastInverseTable[Byte(T1[2]
shr 24)1];
TO[1] = (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[l];
WO := LastInverseTable[Byte(T1[2])]; Wl := LastInverseTable[Byte(T1l[1l] shr
8)1;
W2 := LastInverseTable[Byte(T1[0] shr 16)]; W3 := LastInverseTable[Byte (T1[3]
shr 24)71;
TO[2] = (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[2];
WO := LastInverseTable[Byte(T1[3])]; Wl := LastInverseTable[Byte(T1[2] shr
8)1;
W2 := LastInverseTable[Byte(T1[1l] shr 16)]; W3 := LastInverseTable[Byte(T1[0]
shr 24)1];
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[3];
// KiHelbs pPoBOTH aJIlOPUTMY
PLongWord (@OutBuf [0])” := TO[O0]; PLongWord(@OutBuf[4])” := TO[1l];
PLongWord (@OutBuf[8])”" := TO0[2]; PLongWord(@OutBuf[l2])”" := TOI[3];
end;

// TloTok payHmis mmubpyeanHsa (ECB pexum)

procedure EncryptAESStreamECB (Source: TStream; Count: cardinal;
const Key: TAESKeyl28; Dest: TStream);

var
ExpandedKey: TAESExpandedKeyl28;

begin
ExpandAESKeyForEncryption (Key, ExpandedKey) ;
EncryptAESStreamECB (Source, Count, ExpandedKey, Dest);

end;

procedure EncryptAESStreamECB (Source: TStream; Count: cardinal;
const Key: TAESKeyl92; Dest: TStream);
var



ExpandedKey: TAESExpandedKeyl92;
begin
ExpandAESKeyForEncryption (Key, ExpandedKey) ;
EncryptAESStreamECB (Source, Count, ExpandedKey, Dest);
end;

procedure EncryptAESStreamECB (Source: TStream; Count: cardinal;
const Key: TAESKey256; Dest: TStream);

var
ExpandedKey: TAESExpandedKey256;

begin
ExpandAESKeyForEncryption (Key, ExpandedKey) ;
EncryptAESStreamECB (Source, Count, ExpandedKey, Dest);

end;

procedure EncryptAESStreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKeyl28; Dest: TStream);

var
TempIn, TempOut: TAESBuffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);

if Count = 0 then exit;
while Count >= SizeOf (TAESBuffer) do
begin
Done := Source.Read(TempIn, SizeOf (TempIn)) ;
if Done < SizeOf (TempIn) then
raise EStreamError.Create (SReadError);
EncryptAES (TempIn, ExpandedKey, TempOut);
Done := Dest.Write (TempOut, SizeOf (TempOut)):;
if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
Dec (Count, SizeOf (TAESBuffer)):;

end;
if Count > 0 then
begin
Done := Source.Read (TempIn, Count);

if Done < Count then
raise EStreamError.Create (SReadError);

FillChar (TempIn[Count], SizeOf (TempIn) - Count, O0);
EncryptAES (TempIn, ExpandedKey, TempOut) ;
Done := Dest.Write (TempOut, SizeOf (TempOut));

if Done < SizeOf (TempOut) then
ralse EStreamError.Create (SWriteError);
end;
end;

procedure EncryptAESStreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKeyl92; Dest: TStream);

var
TempIn, TempOut: TAESBuffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);

if Count = 0 then exit;

while Count >= SizeOf (TAESBuffer) do

begin
Done := Source.Read(TempIn, SizeOf (TempIn));
if Done < SizeOf (TempIn) then
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raise EStreamError.Create (SReadError);
EncryptAES (TempIn, ExpandedKey, TempOut) ;
Done := Dest.Write (TempOut, SizeOf (TempOut)):;
if Done < SizeOf (TempOut) then

raise EStreamError.Create (SWriteError);
Dec (Count, SizeOf (TAESBuffer));

end;
if Count > 0 then
begin
Done := Source.Read(TempIn, Count);

if Done < Count then
raise EStreamError.Create (SReadError);

FillChar (TempIn[Count], SizeOf (TempIn) - Count, 0);
EncryptAES (TempIn, ExpandedKey, TempOut) ;
Done := Dest.Write (TempOut, SizeOf (TempOut));

if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
end;
end;

procedure EncryptAESStreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKey256; Dest: TStream);

var
TempIn, TempOut: TAESBuffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);

if Count = 0 then exit;
while Count >= SizeOf (TAESBuffer) do
begin
Done := Source.Read(TempIn, SizeOf (TempIn));
if Done < SizeOf (TempIn) then
raise EStreamError.Create (SReadError);
EncryptAES (TempIn, ExpandedKey, TempOut);
Done := Dest.Write (TempOut, SizeOf (TempOut));
if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
Dec (Count, SizeOf (TAESBuffer));

end;
if Count > 0 then
begin
Done := Source.Read(TempIn, Count);

if Done < Count then
ralse EStreamError.Create (SReadError);

FillChar (TempIn[Count], SizeOf (TempIn) - Count, O0);
EncryptAES (TempIn, ExpandedKey, TempOut) ;
Done := Dest.Write (TempOut, SizeOf (TempOut));

if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
end;
end;

// ToTok payHmie meumbpysaHHsa (ECB pexum)

procedure DecryptAESStreamECB (Source: TStream; Count: cardinal;
const Key: TAESKeyl28; Dest: TStream);

var
ExpandedKey: TAESExpandedKeyl28;

begin
ExpandAESKeyForDecryption (Key, ExpandedKey) ;
DecryptAESStreamECB (Source, Count, ExpandedKey, Dest);

end;

procedure DecryptAESStreamECB (Source: TStream; Count: cardinal;
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const ExpandedKey: TAESExpandedKeyl28; Dest: TStream);
var

TempIn, TempOut: TAESBuffer;

Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);

if Count = 0 then exit;
if (Count mod SizeOf (TAESBuffer)) > 0 then
raise EAESError.Create (SInvalidInBufSize);
while Count >= SizeOf (TAESBuffer) do
begin
Done := Source.Read(TempIn, SizeOf (TempIn));
if Done < SizeOf (TempIn) then
raise EStreamError.Create (SReadError);
DecryptAES (TempIn, ExpandedKey, TempOut)
Done := Dest.Write (TempOut, SizeOf (TempOut)) ;
if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
Dec (Count, SizeOf (TAESBuffer));
end;
end;

procedure DecryptAESStreamECB (Source: TStream; Count: cardinal;
const Key: TAESKeyl92; Dest: TStream);

var
ExpandedKey: TAESExpandedKeyl92;

begin
ExpandAESKeyForDecryption (Key, ExpandedKey) ;
DecryptAESStreamECB (Source, Count, ExpandedKey, Dest);

end;

procedure DecryptAESStreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKeyl92; Dest: TStream);

var
TempIn, TempOut: TAESBuffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);

if Count = 0 then exit;
if (Count mod SizeOf (TAESBuffer)) > 0 then
raise EAESError.Create (SInvalidInBufSize);
while Count >= SizeOf (TAESBuffer) do
begin
Done := Source.Read(TempIn, SizeOf (TempIn));
if Done < SizeOf (TempIn) then
raise EStreamError.Create (SReadError);
DecryptAES (TempIn, ExpandedKey, TempOut);
Done := Dest.Write (TempOut, SizeOf (TempOut));
if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
Dec (Count, SizeOf (TAESBuffer));
end;
end;

procedure DecryptAESStreamECB (Source: TStream; Count: cardinal;
const Key: TAESKey256; Dest: TStream);

var
ExpandedKey: TAESExpandedKey256;

begin
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ExpandAESKeyForDecryption (Key, ExpandedKey) ;
DecryptAESStreamECB (Source, Count, ExpandedKey, Dest);
end;

procedure DecryptAESStreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKey256; Dest: TStream);

var
TempIn, TempOut: TAESBuffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);

if Count = 0 then exit;
if (Count mod SizeOf (TAESBuffer)) > 0 then
raise EAESError.Create (SInvalidInBufSize);
while Count >= SizeOf (TAESBuffer) do
begin
Done := Source.Read(TempIn, SizeOf (TempIn));
if Done < SizeOf (TempIn) then
raise EStreamError.Create (SReadError);
DecryptAES (TempIn, ExpandedKey, TempOut) ;
Done := Dest.Write (TempOut, SizeOf (TempOut)) ;
if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
Dec (Count, SizeOf (TAESBuffer));
end;
end;

// Tlorok payunis mmbpyrBanHsg (CBC pexwm)

procedure EncryptAESStreamCBC (Source: TStream; Count: cardinal;

const Key: TAESKeyl28; const InitVector: TAESBuffer; Dest: TStream);
var

ExpandedKey: TAESExpandedKeyl28;
begin

ExpandAESKeyForEncryption (Key, ExpandedKey) ;

EncryptAESStreamCBC (Source, Count, ExpandedKey, InitVector, Dest);
end;

procedure EncryptAESStreamCBC (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKeyl28; const InitVector: TAESBuffer;
Dest: TStream);
var
TempIn, TempOut, Vector: TAESBuffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);
if Count = 0 then exit;
Vector := InitVector;
while Count >= SizeOf (TAESBuffer) do
begin
Done := Source.Read(TempIn, SizeOf (TempIn));

if Done < SizeOf (TempIn) then
raise EStreamError.Create (SReadError);

PLongWord (@TempIn[0]) " := PLongWord(@TempIn[0])” xor PLongWord (@Vector[0])";
PLongWord (@TempIn([4])” := PLongWord(@TempIn[4])” xor PLongWord (@Vector([4])";
PLongWord (@TempIn([8])" := PLongWord(@TempIn[8])”" xor PLongWord (@Vector([8])";
PLongWord (@TempIn([12]) " := PLongWord(@TempIn[l12])”" xor

)/\

’

PLongWord (@Vector[12]
EncryptAES (TempIn, ExpandedKey, TempOut) ;



Done := Dest.Write (TempOut, SizeOf (TempOut)) ;

if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
Vector := TempOut;
Dec (Count, SizeOf (TAESBuffer));
end;
if Count > 0 then
begin
Done := Source.Read(TempIn, Count);
if Done < Count then
raise EStreamError.Create (SReadError);
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FillChar (TempIn[Count], SizeOf (TempIn) - Count, 0);
PLongWord (@TempIn[0]) " := PLongWord(@TempIn[O0])” xor PLongWord (@Vector[0])";
PLongWord (@TempIn([4])” := PLongWord(@TempIn[4])” xor PLongWord (@Vector([4])";
PLongWord (@TempIn([8])" := PLongWord(@TempIn[8])”" xor PLongWord (@Vector[8])";
PLongWord (@TempIn[12]) " := PLongWord(@TempIn[l2])" xor

PLongWord (@Vector[12])";
EncryptAES (TempIn, ExpandedKey, TempOut) ;
Done := Dest.Write (TempOut, SizeOf (TempOut));
if Done < SizeOf (TempOut) then

raise EStreamError.Create (SWriteError);
end;
end;
procedure EncryptAESStreamCBC (Source: TStream; Count: cardinal;

const Key: TAESKeyl92; const InitVector: TAESBuffer;

var
ExpandedKey: TAESExpandedKeyl92;
begin

ExpandAESKeyForEncryption (Key, ExpandedKey) ;
EncryptAESStreamCBC (Source, Count, ExpandedKey,

end;

procedure EncryptAESStreamCBC (Source: TStream;
const ExpandedKey: TAESExpandedKeyl92; const InitVector:

Dest: TStream);

var
TempIn, TempOut, Vector: TAESBuffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);

if Count = 0 then exit;

Vector := InitVector;

while Count >= SizeOf (TAESBuffer) do
begin

Done := Source.Read(TempIn, SizeOf (TempIn)):;

if Done < SizeOf (TempIn) then

raise EStreamError.Create (SReadError);
PLongWord (@TempIn [0]
PLongWord (@TempIn[4]
PLongWord (@TempIn[8
PLongWord (@TempIn[1l2

PLongWord (@Vector[12])";

EncryptAES (TempIn, ExpandedKey, TempOut) ;

A

A

Done := Dest.Write (TempOut, SizeOf (TempOut));

if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
Vector := TempOut;
Dec (Count, SizeOf (TAESBuffer));
end;
if Count > 0 then
begin
Done := Source.Read(TempIn, Count);
if Done < Count then

Count:

) := PLongWord (@TempIn
) = PLongWord (@TempIn
1)” := PLongWord (@TempIn
1)~ := PLongWord (@TempI

InitVector,

TStream) ;

cardinal;
TAESBuffer;

xor PLongWord (@Vector[0])";
xor PLongWord (@Vector[4])";
xor PLongWord (@Vector[8])";

n-
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raise EStreamError.Create (SReadError);

FillChar (TempIn[Count], SizeOf (TempIn) - Count, 0);

PLongWord (@TempIn[0]) " := PLongWord(@TempIn[0])” xor PLongWord (@Vector[0])";
PLongWord (@TempIn([4])” := PLongWord(@TempIn[4])” xor PLongWord (@Vector([4])";
PLongWord (@TempIn([8]) " := PLongWord(@TempIn[8])”" xor PLongWord (@Vector[8])";
PLongWord (@TempIn[12]) " := PLongWord(@TempIn[l2])" xor

PLongWord (@Vector[12])";
EncryptAES (TempIn, ExpandedKey, TempOut) ;
Done := Dest.Write (TempOut, SizeOf (TempOut));
if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
end;
end;

procedure EncryptAESStreamCBC (Source: TStream; Count: cardinal;

const Key: TAESKey256; const InitVector: TAESBuffer; Dest: TStream);
var

ExpandedKey: TAESExpandedKey256;
begin

ExpandAESKeyForEncryption (Key, ExpandedKey) ;

EncryptAESStreamCBC (Source, Count, ExpandedKey, InitVector, Dest);
end;

procedure EncryptAESStreamCBC (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKey256; const InitVector: TAESBuffer;
Dest: TStream);
var
TempIn, TempOut, Vector: TAESBuffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);
if Count = 0 then exit;
Vector := InitVector;
while Count >= SizeOf (TAESBuffer) do
begin
Done := Source.Read(TempIn, SizeOf (TempIn))

if Done < SizeOf (TempIn) then
raise EStreamError.Create (SReadError);

PLongWord (@TempIn[0]) "~ := PLongWord(@TempIn[O0])” xor PLongWord (@Vector[0])";
PLongWord (@TempIn([4])” := PLongWord(@TempIn[4])” xor PLongWord (@Vector([4])";
PLongWord (@TempIn[8]) " := PLongWord(@TempIn[8])”" xor PLongWord (@Vector([8])";
PLongWord (@TempIn[12]) " := PLongWord(@TempIn[1l2])”" xor
PLongWord (@Vector[12])";
EncryptAES (TempIn, ExpandedKey, TempOut) ;
Done := Dest.Write (TempOut, SizeOf (TempOut)) ;
if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);

Vector := TempOut;
Dec (Count, SizeOf (TAESBuffer));

end;

if Count > 0 then

begin
Done := Source.Read(TempIn, Count);
if Done < Count then

raise EStreamError.Create (SReadError);

FillChar (TempIn[Count], SizeOf (TempIn) - Count, O0);
PLongWord (@TempIn[0]) " := PLongWord(@TempIn[O0])” xor PLongWord (@Vector[0])";
PLongWord (@TempIn([4])” := PLongWord(@TempIn[4])” xor PLongWord (@Vector([4])";
PLongWord (@TempIn([8])" := PLongWord (@TempIn[8])”" xor PLongWord (@Vector([8])";
PLongWord (@TempIn[12]) " := PLongWord(@TempIn[l2])" xor

PLongWord (@Vector[12]) *;
EncryptAES (TempIn, ExpandedKey, TempOut) ;
Done := Dest.Write (TempOut, SizeOf (TempOut));
if Done < SizeOf (TempOut) then



raise EStreamError.Create (SWriteError);
end;
end;

// TloTok payHmis meumbpyBaHHa (CBC pexnM)

procedure DecryptAESStreamCBC (Source: TStream; Count: cardinal;

const Key: TAESKeyl28; const InitVector: TAESBuffer; Dest: TStream);
var

ExpandedKey: TAESExpandedKeyl28;
begin

ExpandAESKeyForDecryption (Key, ExpandedKey)

DecryptAESStreamCBC (Source, Count, ExpandedKey, InitVector, Dest);
end;

procedure DecryptAESStreamCBC (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKeyl28; const InitVector: TAESBuffer;
Dest: TStream);
var
TempIn, TempOut: TAESBuffer;
Vectorl, Vector2: TAESBuffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);

if Count = 0 then exit;
if (Count mod SizeOf (TAESBuffer)) > 0 then
raise EAESError.Create (SInvalidInBufSize) ;

Vectorl := InitVector;
while Count >= SizeOf (TAESBuffer) do
begin
Done := Source.Read(TempIn, SizeOf (TempIn));

if Done < SizeOf (TempIn) then
raise EStreamError (SReadError) ;

Vector2 := TempIn;
DecryptAES (TempIn, ExpandedKey, TempOut) ;
PLongWord (@TempOQut [0] )~ := PLongWord (@TempOut[0])" xor

PLongWord (@Vectorl[0])";
PLongWord (@TempOut [4]) "

PLongWord (@Vectorl[4])";
PLongWord (@TempOut [8]) "

PLongWord (@Vectorl[8]) *;

PLongWord (@TempOut[4]) " xor

PLongWord (@TempOut [8]) " xor

PLongWord (@TempOut[12]) " := PLongWord (@TempOut[l2])" xor
PLongWord (@Vectorl [12])";
Done := Dest.Write (TempOut, SizeOf (TempOut)) ;

if Done < SizeOf (TempOut) then
ralse EStreamError (SWriteError);

Vectorl := Vector2;
Dec (Count, SizeOf (TAESBuffer));
end;
end;

procedure DecryptAESStreamCBC (Source: TStream; Count: cardinal;

const Key: TAESKeyl92; const InitVector: TAESBuffer; Dest: TStream);
var

ExpandedKey: TAESExpandedKeyl92;
begin

ExpandAESKeyForDecryption (Key, ExpandedKey)

DecryptAESStreamCBC (Source, Count, ExpandedKey, InitVector, Dest);
end;

procedure DecryptAESStreamCBC (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKeyl92; const InitVector: TAESBuffer;
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Dest: TStream);

var
TempIn, TempOut: TAESBuffer;
Vectorl, Vector2: TAESBuffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);

if Count = 0 then exit;

if (Count mod SizeOf (TAESBuffer)) > 0 then
raise EAESError.Create (SInvalidInBufSize);

Vectorl := InitVector;

while Count >= SizeOf (TAESBuffer) do

begin
Done := Source.Read(TempIn, SizeOf (TempIn));
if Done < SizeOf (TempIn) then
raise EStreamError (SReadError) ;

Vector2 := TempIn;
DecryptAES (TempIn, ExpandedKey, TempOut) ;
PLongWord (@TempOut [0] )~ := PLongWord (@TempOut[0])" xor

PLongWord (@Vectorl[0]) "
PLongWord (@TempOut[4]) "

PLongWord (@Vectorl[4])";
PLongWord (@TempOut [8]) "

PLongWord (@Vectorl[8]) ";

PLongWord (@TempOut[4]) " xor

PLongWord (@TempOut [8]) " xor

PLongWord (@TempOut[12])" := PLongWord (@TempOut[l2])" xor
PLongWord (@Vectorl[12])";
Done := Dest.Write (TempOut, SizeOf (TempOut));

if Done < SizeOf (TempOut) then
raise EStreamError (SWriteError);

Vectorl := Vector2;
Dec (Count, SizeOf (TAESBuffer)):;
end;

end;

procedure DecryptAESStreamCBC (Source: TStream; Count: cardinal;

const Key: TAESKey256; const InitVector: TAESBuffer; Dest: TStream);
var

ExpandedKey: TAESExpandedKey256;
begin

ExpandAESKeyForDecryption (Key, ExpandedKey) ;

DecryptAESStreamCBC (Source, Count, ExpandedKey, InitVector, Dest);
end;

procedure DecryptAESStreamCBC (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKey256; const InitVector: TAESBuffer;
Dest: TStream);
var
TempIn, TempOut: TAESBuffer;
Vectorl, Vector2: TAESBuffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);

if Count = 0 then exit;
if (Count mod SizeOf (TAESBuffer)) > 0 then
raise EAESError.Create (SInvalidInBufSize);
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Vectorl := InitVector;
while Count >= SizeOf (TAESBuffer) do
begin
Done := Source.Read(TempIn, SizeOf (TempIn));

if Done < SizeOf (TempIn) then
raise EStreamError (SReadError) ;

Vector2 := TempIn;
DecryptAES (TempIn, ExpandedKey, TempOut) ;
PLongWord (@TempOut [0]) " := PLongWord(@TempOut[0])" xor

PLongWord (@Vectorl [0]) ";
PLongWord (@TempOut[4]) "

PLongWord (@Vectorl[4])";
PLongWord (@TempOut [8]) "

PLongWord (@Vectorl[8])";

PLongWord (@TempOut [4]) " xor

PLongWord (@TempOut[8]) " xor

PLongWord (@TempOut [12]) " := PLongWord (@TempOut[l2])" xor
PLongWord (@Vectorl [12])";
Done := Dest.Write (TempOut, SizeOf (TempOut));

if Done < SizeOf (TempOut) then
raise EStreamError (SWriteError);

Vectorl := Vector2;
Dec (Count, SizeOf (TAESBuffer));
end;

end;

end.



$ann about.pas - gmoeigkxa
unit about;
interface

uses
Windows, Messages, SysUtils, Variants, Classes, Graphics, Controls, Forms,
Dialogs, StdCtrls, jpeg, ExtCtrls;

type
TForm5 = class (TForm)
Memol: TMemo;
Buttonl: TButton;
Imagel: TImage;
procedure FormCreate (Sender: TObject);
procedure ButtonlClick (Sender: TObject);

private
{ Private declarations }
public
{ Public declarations }
end;
var

Form5: TFormb5;
implementation
{SR *.dfm}

procedure TFormb.FormCreate (Sender: TObject);
begin
Memol.Clear;
Memol.Lines.Add (
Memol.Lines.Add ('"');
Memol.Lines.Add (' Ha Temy: ');

Memol.Lines.Add('"');

Memol.Lines.Add (' HocnimxeHHS Ta OporpaMHa peajizauig cucreMu zabe3leueHHS
KOHbGI1meHUiVHOCT1 ZmaHMX XMapHMUX cepBiciB ');

Memol.Lines.Add ('"');

Memol.Lines.Add (' KepiBHuk: BypaBueHko K.O.');

Memol.Lines.Add('"');

Memol.Lines.Add (' Pospobus: cTyneHT Xynwmio Muxkojsia Muxojsarnosmuu') ;
Memol.Lines.Add (' rp. KI-21M3');

Memol.Lines.Add (

Memol.Lines.Add (

Memol.Lines.Add (

end;

' KponueHuuUbKkUM 2022");

4 ]

procedure TForm5.ButtonlClick (Sender: TObject);
begin

Form5.Close;

end;

end.
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