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AI-BASED FACT-CHECKING METHOD FOR COUNTERING DISINFORMATION 

IN CYBERSPACE 

In today's information space, the issue of disinformation is extremely significant. Due to information overload, it 

is often difficult for individuals to identify disinformation on their own. This issue has become especially critical amid 

Russian aggression. Under these circumstances, artificial intelligence technologies serve as powerful tools both for 

generating and detecting disinformation within the digital information environment. 

According to the International Economic Forum (2024), disinformation has ranked first among short-term global 

risks. Generative AI is responsible for up to 30% of fake content on social media platforms, while 50% of users cannot 

distinguish deepfakes from authentic materials. Key trends include increased automation, personalization of attacks, and 

hybrid campaigns [1-3].  

The research presented in [4] and [5] addresses the pressing issue of improving the effectiveness of counter-

disinformation efforts within information warfare, which in Ukraine is carried out by the Center for Countering 

Disinformation. However, in the coordination model of the information warfare system presented in [4], little attention 

is given to fact-checking tasks and the use of AI technologies to counter disinformation. 

AI technologies, particularly NLP (Natural Language Processing) and automatic fact-checking, demonstrate a 

high level of effectiveness in detecting fake information. Models such as BERT and GPT-4 analyze semantic patterns 

and sentence structures, achieving accuracy levels of up to 95% when integrated with SVM systems [6]. Computer 

vision is also actively utilized in combating deepfakes. Tools such as Sensity AI employ video forensics to detect 

artifacts like inconsistent blinking or anatomical errors. These technologies help to analyze the spread of fake content 

on social networks by examining geographical and temporal patterns [7]. 

It is also important to highlight hybrid human-machine systems, which combine AI algorithms with expert 

verification. The UK's Full Fact system integrates NLP models with human fact-checking of political claims [2]. In 

Ukraine, a similar approach is employed by the Trusted Flaggers organization. 

In the research [5], a model of an information warfare system for the National Security and Defense Coordination 

Center has been developed. According to the authors, this system should include a monitoring platform integrating text 

classification algorithms to analyze disinformation trends. Creating an open annotated database of fake content, similar 

to EUvsDisinfo, is considered crucial. Decentralized systems, particularly blockchain-based solutions, could form the 

foundation for independent fact-checking databases. Predictive algorithms, such as MIT's Veracity, are also effective, 

anticipating the virality of fake content several hours before it spreads widely [3]. 

For Ukraine, which has been subjected to an ongoing information war for many years, the implementation of AI 

tools for detecting disinformation is, according to the authors, a matter of national security. To effectively counter 

disinformation, it is necessary to adopt a comprehensive approach that actively integrates various artificial intelligence 

technologies, tools, and platforms. 
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