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REFORMING SECURITY EDUCATION PROGRAMS IN HIGHER
EDUCATION INSTITUTIONS OF UKRAINE UNDER THE
INFLUENCE OF WAR

Abstract. The full-scale Russian invasion of February 24, 2022, became a
catalyst for profound transformation across all spheres of Ukrainian society — most
notably in the field of education. Safety-related disciplines such as “Life Safety”,
“Occupational Safety” and “Civil Protection” which had previously been part of the
general educational or professional curriculum, have evolved into an integral
component of daily life. They have acquired specific, highly relevant content aimed
at survival, adaptation, and building the future under constant military threats.

The transformation of safety disciplines in Ukraine’s higher education system
during the full-scale war is not merely a crisis response involving curriculum
adjustments; it marks the beginning of a structural reform characterized by a
fundamental rethinking of educational content.

The purpose of this analysis is to identify recommendations and necessary
changes aimed at reforming safety education programs in Ukrainian higher
education institutions under wartime conditions, as well as to foster a flexible,
practice-oriented, technologically advanced, and psychologically resilient system of
teaching safety disciplines.

The study demonstrates that while the higher education system has proven
remarkably resilient, the war has exposed serious internal vulnerabilities. Effective
adaptation to risks depends not only on technological resources but also on stable
funding, physical security, and most importantly, a reliable network of psychological
support for all participants in the educational process. Recognition of these
challenges has led to a radical rethinking of pedagogical practices, including the
development and implementation of trauma-informed pedagogy within safety-related
curricula. This involves group training sessions, emotional intelligence development,
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and art therapy-based approaches. A special role in the new methodology is played
by service-learning — a form of project-based learning in which the educational
process is integrated with the real needs of society.

Future research directions have been outlined, with proposed dependent,
independent, and control variables, as well as methodological components for
further studies. The outcomes of such research could provide valuable insights for
developing new educational standards, methodological resources, and teacher
training programs that remain relevant not only during wartime but also in peacetime,
particularly in the contexts of emergency management and cybersecurity.

Keywords: safety discipline, life safety, educational process, changes in
teaching the discipline, learning formats and technologies, pedagogical practice,
psychological resilience, needs of society.
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PE®OPMYBAHHSA IIPOT'PAM BE3IEKOBOI OCBITH Y BUIIIUX
HABYAJIbHUX 3AKJIAJIAX YKPATHU I1JI BIIMBOM BIFMHU

Anotanis. [ToBHomacmrabue BropraeuaHs Pocii 24 mrororo 2022 poky craiio
KaTaxi3aTopoM riauOokoi TpaHnchopmMallii y BCix cepax yKpaiHCHKOTO CYCHiIbCTBA,
HalOUIBIIIO Mipoto — y cdepl ocBiTH. be3nekoBl qucHUILIIHY, Taki K «be3neka
KUTTETISITBHOCTY, «OXopoHa mpaili» Ta «{uBUIbHHI 3aXHCT», IO paHime Oyu
JaCTHHOIO 3araJlbHOOCBITHHOTO UM MPOGECIHHOTO KOMITOHEHTA, IEPETBOPUITUCS Ha
HEBIJI'€MHY CKJIQJIOBY JKUTTEBOI MPAKTUKHU, HA0YJIN KOHKPETHOTO, AY’KE aKTyallb-
HOIO BMICTY, CIpSIMOBAHOTO Ha BI)KHBAHHS, aJanTaiio Ta OyAIBHHUIITBO
MaiiOyTHBOTO B YMOBaX MOCTIHHUX BIMCHKOBHX 3arpo3.

Tpanrcdopmarrist 6€3MEKOBUX MUCIUILIIH y BHINIA OCBITI YKpaiHU B yMOBax
MOBHOMACIITAOHOI BIMfHU € HE MPOCTO PEaKII€l0 Ha KpU3y 3 KOPUTYBAHHSIM BIAIIO-
BIIHMX HaBYAJILHUX ITPOTpaM, a MoYaTKOM CTPYKTYypHOI peopmu 3 hyHIaMEeHTAIb-
HOIO IepeOyI0BOIO 3MICTy HaBUAHHS.

[TocTaBiiena mMeTa aHajizy peKOMEHAAIld 1 BU3HAUYCHHS HEOOXIIHHX 3MiH,
CIpsIMOBaHUX Ha pedopMyBaHHs MpOrpaM O0e3MEeKOBOi OCBITH y 3aKjiajax BHILOi
OCBITM YKpaiHM B yMOBaxX BIMHH, a TakoX Ha (OpPMyBaHHS T'HYYKOi, MPAKTUYHO
OpIEHTOBAHOI, TEXHOJOTIYHO PO3BMHEHOI Ta ICHUXOJIOTIYHO CTIMKOI CHUCTEMU
BUKJIQJaHHA O€3MIEKOBUX IUCIIUAILIIH.
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Iloka3ano, 1m0 BifiHa BMSABWJIA, 1[0 CHCTEMA BHIIOI OCBITH, X04Y 1 €
HaJ3BUYAHO CTIHKOI0, Ma€ CEpio3Hi BHYTpimHI pu3uku. EdexTuBHa aganTartis 10
PU3HKIB 3QJICKUATH HE JIUIIE BiJl TEXHOJIOTIH, aje i Bij cTabiapHOTO (hiHAHCYBAaHHSI,
¢di3uuHOi Oe3meKku Ta, 10 HaWBaKIMBIIIE, Bl HAAIMHOI Mepekli IMCHUXOJOTTYHOL
MIATPUMKH IS BCIX YYaCHUKIB OCBITHBOTO MPOLIECY. Y CBIIOMIICHHS ITUX BUKJIUKIB
MIPU3BEJIO 10 PAIUKAILHOTO IEPEOCMHUCIICHHS MTeJarOriYHUX MPaKTHUK, PO3POOKH Ta
peaiizailili B OCBITHIX Mporpamax 3 0€31meKOBUX JUCIUIUIIH PO3ALTIB IICUX0JIOTTYHOT
cTifikocTi (trauma-informed pedagogy), BKIItO4arOuu TPYIOBI TPEHIHTH, 3aHATTS 3
PO3BUTKY €MOIIIHHOTO 1HTEJIEKTY Ta apT-TepareBTHUYHI TeXHOJOr1i To1o. OcobinBe
MicIie B HOBi# MeTo0I10T1i 3aiimae service-learning — gopma npoexkTHOT AisTILHOCTI,
Jie HaBYaJIBHUI MPOIEC ITHTETPYETHCS 3 PEATBHIMH MOTPEOaMu CyCIIbCTBA.

CdopmMoBaHi HAMPSAMKHU MOAATBIINX HAYKOBUX JOCIIKEHb 32 HAIPSIMKOM.
3anponoHOBaHi 3aJIeXKH1, HE3aJIC)KHI Ta KOHTPOJILHI 3MiHHI Ta CKIIa0B1 METOI0JIOT 1]
po3pobok. OTpuMaHi pe3yiabTaTH TaKOro JOCTIKEHHS MOXKYTh HaJaTH IiHHI
BKa3iBKU JJI PO3POOKH HOBUX OCBITHIX CTaHAApPTIB, METOAMYHHUX MaTepialliB Ta
porpam MiABUIIEHHS KBaji(iKalii BUKIaaviB, [0 Oy IyTh aKTyaJIbHUMU HE JIUIIIE
B YMOBax BIliHM, a I B YMOBaX MHPHOTO 4acy, 0COOJIMBO B KOHTEKCTI YNpPaBIiHHS
HaJ[3BUYAHHUMU CUTYaIlisSIMU Ta K1I0epOe3MeKHu.

KaouoBi cjoBa: Oe3nexkoBa OUCHMILIIHA, O€3MeKa KUTTEIISILHOCTI,
OCBITHIH MpoIIeC, 3MIHHM BUKJIAJaHHS JUCIUTUTIHK, (JOPMATH 1 TEXHOJIOT1] HABYaHHS,
nelaroriyHa MpakTUKa, ICUXO0JIOTIYHA CTIMKICTh, MOTPEOH CyCIiIbCTBA.

Problem Statement. Russia’s full-scale invasion on February 24, 2022,
became a catalyst for profound transformation in all spheres of Ukrainian society —
most significantly in the field of education. For security-related disciplines such as
Life Safety, Occupational Safety, and Civil Protection, this meant not just adjusting
curricula but fundamentally restructuring the content of instruction. These subjects,
which had previously been part of general or professional education, have turned
into an integral component of daily life practice, gaining concrete and highly
relevant content aimed at survival, adaptation, and building the future under
conditions of ongoing military threats.

One of the key directions of this transformation was the significant expansion
of the security domain through the introduction of the Basic Military Training
(BMT) course in Ukrainian higher education institutions. The goal of the BMT
course is to develop essential military skills and competencies among young people
and to ensure citizens’ readiness to defend the Motherland, its independence, and
territorial integrity in accordance with their constitutional duty. Phenomena that
were once considered rare or exceptional have become everyday realities requiring
special preparation. These include military-related threats such as psychological
readiness for conflict, combat techniques, mine action, medical knowledge for
providing first aid to the wounded, organization of civilian evacuation, and work in
de-occupied territories.
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Furthermore, the war has led to the emergence of a new category of threats —
digital threats. The increase in cyberattacks targeting critical infrastructure, public
services, and law enforcement agencies has made it necessary to integrate issues of
cyber hygiene, digital hygiene, and media hygiene into security-related courses in
higher education.

Analysis of Recent Studies and Publications. An analysis of sources [1 — 4]
indicates that the transformation of security-related disciplines in Ukrainian higher
education under the conditions of full-scale war is not merely a reaction to crisis, but
the beginning of a structural reform. The war has acted as a catalyst that accelerated
processes which might otherwise have evolved much more slowly; however, it has
also exposed fundamental internal problems within the system, such as insufficient
funding, infrastructure deficiencies, and the psychological readiness of participants
in the educational process. This situation creates a unique testing ground for
examining how an educational system can adapt to extreme conditions while
maintaining the quality of education and supporting the psychological well-being of
both students and teachers.

Thus, the substantive transformation of security-related disciplines represents
the most significant aspect of the crisis adaptation process. The war has transformed
abstract concepts of security into concrete, vital content. These disciplines have
ceased to be purely academic subjects and have instead become instruments for
survival, adaptation, and the construction of the society of the future. This process
Is a direct consequence of the changes imposed by the enemy and reflects the
essential principle of adapting to new realities to ensure the continuity of the
educational process and the preservation of human capital.

Purpose of the Article. The purpose of this article is to analyze
recommendations and identify the necessary changes aimed at reforming security
education programs in Ukrainian higher education institutions under wartime
conditions, as well as to develop a flexible, practically oriented, technologically
advanced, and psychologically resilient system for teaching security-related
disciplines.

Presentation of the Main Research Material. The most notable trend in
higher education has been the growing practical orientation of teaching security-
related disciplines. A significant step in this direction within Ukrainian higher
education institutions has been the implementation of the Basic Military Training
(BMT) program, which develops among students fundamental competencies in the
field of national security and defense, fosters readiness to fulfill military duties, and
enhances civic responsibility and resilience in wartime and crisis situations. BMT
serves as a tool for integrating elements of military training into the system of civic
education and the broader security framework of the state. It supports the
iImplementation of the National Resistance Concept, while introducing NATO
standards and European models of comprehensive security into security-related
academic courses.
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For universities that provide training under the BMT program, traditional
teaching methods have proven insufficient. They are compelled to radically revise
their methodology by integrating real military practices and scenarios [5]. This
includes the use of simulators and virtual (VR) and augmented reality (AR)
technologies for the safe rehearsal of complex situations. Online platforms are also
widely used to conduct training sessions that help students acquire fundamental
knowledge in national defense, civil protection, first aid, and information security;
develop practical skills in tactical, engineering, and firearms training; and cultivate
patriotism, discipline, teamwork, and psychological resilience, as well as the ability
to make decisions under stress.

Such courses, hosted on popular educational platforms, attract a large
audience and issue certificates of completion, which enhances their legitimacy. This
process demonstrates a systematic approach to disseminating relevant security-
related knowledge that has become an integral part of every citizen’s life in wartime
conditions.

The conditions of full-scale war have forced Ukrainian higher education to
undergo a rapid and profound methodological revolution.

The transition from traditional forms of teaching to flexible,
technology-supported, and human-centered approaches has become not merely an
option but an absolute necessity to ensure the continuity of the educational process.
This transformation was partially facilitated by the experience of the COVID-19
pandemic, which had already provided teachers and students with basic skills for
remote learning. However, the war introduced a new set of specific challenges that
prompted a radical rethinking of pedagogical practices.

Accelerated digitalization has become one of the most evident and irreversible
consequences of the war. As of spring 2022, 82% of Ukrainian universities
continued the educational process primarily in a distance-learning format. Widely
available platforms such as Google Classroom, Zoom, Moodle, and Microsoft
Teams became key tools. These platforms enabled not only live instruction but also
the full organization of the learning process in a digital environment — hosting
materials, assigning tasks, and facilitating student—teacher interaction.

However, the massive missile attacks of winter 2023, which caused systemic
power outages and internet disruptions, exposed the weaknesses of synchronous
learning models. As a result, asynchronous formats gained increasing importance,
providing students with the flexibility to study at their own pace — whenever there
was no air raid alert or connectivity issue. Tools for creating interactive
presentations, collaborative workspaces, and recorded lectures became
indispensable for maintaining the continuity of education.

Technologies are used not only as tools for content delivery but also as means
of psychological support.

Gamification is applied not merely for knowledge assessment but also to
| relieve psychological tension, increase motivation, and foster a sense of social
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interaction [6]. The use of leaderboards and team-based tasks within interactive game
platforms helps students feel part of a community, even when they are physically
separated. Digital messaging platforms have become an integral part of the
educational process, serving for prompt communication, group coordination, and the
creation of both formal and informal support spaces. The ability to record classes
and access materials at any time allows students to adapt their learning pace to
individual circumstances — especially important for those who cannot participate in
real time due to relocation or health conditions.

The most profound transformation lies in the shift toward a trauma-informed
pedagogy [1]. The war has created conditions of constant stress, which have become
a major obstacle to effective learning. As a result, instructors are now prioritizing
the psychological well-being of students above all. This includes demonstrating
empathy, fostering a safe and trusting environment, and giving students a sense of
control over their own learning. Teachers often begin classes with words of encouragement,
check in on students’ emotional states, and are willing to deviate from lesson plans
depending on the situation in the country or individual student circumstances. This
approach requires educators not only to possess methodological competence but also
to demonstrate a high level of emotional intelligence and self-care.

A special place in this new methodology is occupied by service-learning — a
form of project-based activity that integrates the educational process with the real
needs of society. This approach has become an important tool for patriotic
engagement and maintaining student motivation. Examples include campaigns to
boycott companies from the aggressor state, support for volunteer initiatives, and
organization of charity events. Such projects give students a sense of purpose and
belonging, boost self-esteem, and foster a feeling of meaningful contribution —
factors that are critically important for overcoming depression and apathy during
crises [7]. Educators leading such initiatives face substantial emotional strain but
report that the process helps both them and their students process traumatic
experiences more effectively.

Overall, the methodological transformation is not merely a technical shift to
new platforms, but a profound cultural change.

Teaching has become more humanistic, flexible, and centered on students’
psychological well-being, as this has emerged as the primary barrier to effective
learning during wartime [8]. This process demonstrates the remarkable adaptability
of the Ukrainian education system, which continues to find new ways to maintain
both quality and continuity of instruction, even under extreme conditions.

The full-scale war has served as a continuous stress test for Ukraine’s higher
education system, revealing not only its strengths but also serious internal risks and
vulnerabilities. The crisis has imposed ongoing psychological pressure on all
participants in the educational process — from students and faculty to administrators
and staff — and has required continuous adaptation at both the psychological and
organizational levels.
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The magnitude of psychological strain is among the most critical challenges.
Research data indicate an alarmingly high prevalence of stress, anxiety, and
depression among educators. According to a survey conducted among university
instructors in April 2022, 51.7% identified psychological (emotional) factors — such
as concern for loved ones and general anxiety — as the most destructive to the quality
of the educational process. The situation among students is no better: several studies
show high rates of PTSD symptoms (48.1%), anxiety (34.1%), and depression
(33.6%) among university students.

Despite these hardships, there is also a positive aspect: for many, education
has become a psychological anchor, a source of normalcy, stability, and a way to
divert attention from traumatic events [8]. Effective psychological support provided
early in the war has had a significantly positive impact on students’ mental health,
doubling their sense of safety and security.

Physical security, the state of educational infrastructure, and the financial
crisis represent another key challenge.

In 2022, Ukraine’s education budget decreased from 14.25% to 8.49% of the
national budget, resulting in serious financial difficulties for many universities. This
reduction has affected faculty salaries — with the average teacher earning only about
half of the legally mandated amount — as well as funding for repairs, new equipment
purchases, and infrastructure maintenance. Some universities have been forced to
rely on international assistance from organizations such as Google.org, UNESCO,
and UNICEF, which provide devices, conduct training, and offer financial support.

Awareness of these challenges has led to the integration of psychological
support components into educational programs in security-related disciplines. These
include group training sessions, emotional intelligence development classes, and art
therapy techniques. Furthermore, the presence of university psychological services
Is one of the key factors that positively influence students’ mental health. In addition,
support programs for educators are being developed and implemented — such as the
joint initiative “International Alliance for HR Readiness and ITC — Israel Trauma
Coalition”, which provides training in psychological resilience and effective
teaching in crisis conditions.

Thus, the war has revealed that while the higher education system in Ukraine
Is remarkably resilient, it also faces serious internal vulnerabilities. Effective
adaptation depends not only on technology but also on stable funding, physical
safety, and — most importantly — on a reliable psychological support network for all
participants in the educational process.

Against the backdrop of chaotic yet rapid local adaptations, government
bodies and international partners are working to formalize and standardize the
ongoing processes within Ukrainian higher education. This has given rise to a dual-
contour model of adaptation: on one hand, there is a flexible, incremental process
that develops quickly but lacks unified standards; on the other, a formal, slower
| process seeks to establish coherent regulatory frameworks and strategic directions.
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Successfully combining these two approaches will be a key challenge for the future
development of Ukraine’s higher education system.

At the national level, the key initiative is led by the Ministry of Education and
Science of Ukraine (MESU). Together with UNESCO, the Ministry has developed
| and approved a Safety Concept for Educational Institutions, which emerged from
their cooperation and the pilot project “Safe Learning Environment.”

Strategic initiatives aim to guide the system toward long-term development.
Ukraine is currently developing a National Strategy for the Digital Transformation
of Education until 2030, which includes plans for device distribution in frontline
regions, the provision of universal high-speed internet access, and the creation of
interactive digital content. The Ministry is also working on establishing a unified
mobile platform for interaction between universities, students, and government
agencies — a system intended to replace the existing fragmented infrastructure. In
addition, the Strategy for the Development of Higher Education in Ukraine
(2022-2032) is being implemented, which, despite the ongoing war, strives to
preserve its core goals such as improving governance, education quality, and
international cooperation.

International support plays a crucial role in sustaining Ukrainian education.
This support not only provides essential resources but also fosters integration of
Ukraine’s education system into the European and global educational space.

These regulatory and strategic initiatives demonstrate that Ukraine is not
merely striving to survive the crisis, but is actively using it as a catalyst for structural
reforms and for enhancing the quality of security education. The combination of
rapid local adaptation, long-term strategic planning, and international partnerships
forms a powerful mechanism for the preservation and development of Ukrainian
higher education under wartime conditions.

Conclusions. The analysis of available sources indicates that the
transformation of security-related disciplines in Ukrainian higher education during
the full-scale war is not merely a reaction to crisis, but the beginning of a structural
reform. The war has acted as a catalyst, accelerating processes that might otherwise
have evolved more slowly, while also exposing fundamental internal weaknesses in
the system — such as insufficient funding, infrastructural challenges, and limited
psychological preparedness among educators and students. This situation provides a
unique testing ground for exploring how an educational system can adapt to extreme
conditions while maintaining instructional quality and supporting the psychological
well-being of both students and faculty.

Based on the presented material, a comprehensive research question for future
investigations can be formulated as follows: how has the transformation of
security-related disciplines (“Life Safety”, “Occupational Safety”, *“Civil
Protection” and Basic Military Training) under the conditions of full-scale war in
Ukraine influenced the formation of a new paradigm of teaching, content, and
methodology in higher education, and what are the long-term implications of this
transformation for building a resilient, psychologically oriented, and practice-based
educational system?
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This question is both significant and timely, as it addresses one of the most
acute crisis phenomena of the 21st century — education under conditions of full-scale
war. The outcomes of such research would have a direct impact on educational
policy and practice not only in Ukraine but also in other countries facing similar
challenges. The study would enable a shift from descriptive and situational analyses
toward a comprehensive, multidimensional investigation, assessing not only
mechanisms of adaptation but also their long-term effectiveness and the potential for
establishing a sustainable new approach to security education.

Research Variables.

Dependent variable: formation of a new paradigm of security education
(measured through analysis of curricula, methodological materials, and interviews
with teachers and students).

Independent variables: content updates (measured by the number of new
modules, courses, and topics related to the war); methodological changes (measured
by the use of flexible formats, technologies, and pedagogy of psychological
resilience); psychological challenges (measured by surveys assessing stress, anxiety,
motivation, and psychological support).

Control variables: level of university funding, condition of physical infrastructure,
type of institution, etc.

Methodology.

Quantitative methods: statistical analysis of the destruction of educational
facilities, student performance, number of academic staff, and salary levels — to obtain
an objective picture of the war’s impact on educational resources and outcomes.

Qualitative methods: in-depth interviews with teachers and students to
understand their experiences, adaptation strategies, and perceptions of new teaching
methods; observations of online classes and group projects to explore real interaction
and support mechanisms.

Bibliometric analysis: identification of key themes and trends in academic
literature on this issue, which would help assess the level of scholarly discussion and
reveal existing knowledge gaps.

The findings of such research could provide valuable guidance for developing
new educational standards, methodological materials, and professional development
programs for educators. These outcomes would remain relevant not only in wartime
but also in peacetime contexts — especially in fields related to emergency
management, civil protection, and cybersecurity.
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