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components of an information security management sys-
tem (ISMS) is improved. The set of components named
“Directions” is given a variable length. This provides the
flexibility to the processes of analysis, prognostication and
informative-analytical support for the decisions concern-
ing information security. For the first time the infor-
mation security management system data model is devel-
oped, that provides concerted processing and storage of
operational tasks, knowledge and information security
risks under the incompleteness of information. The data
is structured according to the improved model of logical
and functional relations between the components of an
ISMS. For the first time the method of informative-
analytical support for information security management is
developed, which provides the system approach princi-
ples application in information security management. The
method is based on the improved model of relations be-
tween the components of an ISMS, the developed infor-
mation security management data model and the devel-
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oped technique of current information security state esti-
mation. An example of the developed method application
in Ukraine’s banking system is presented. Recommenda-
tions for the scientific and practical use of the developed
models and method are provided.

Keywords: system approach to information security,
model of relations between the components of an ISMS,
data model for information security management, infor-
mation security management method, information securi-
ty management system, ISMS.
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CTATUCTUUECKHUE CBOVICTBA TPA®UKA HA OCHOBE BDS-TECTOB
AAA PEAAM3AITN CUCTEMDBI OBHAPYKEHUA U ITPEAOTBPAIITEHUA
BTOPXKEHUH B TEAEKOMMYHUKAIITMMOHHBIE CETU

Ausexceri Cuupuos, FOpnii Aperic, Amutpnii AaHuA€HKO

B patome npedaazaenica ucnonssosants Mmamemanitieckiti annapam cmanucnnieckozo anatusa Ha ocrose BDS-mecmos onn
UCCNeD08aMUA CBOLCIE Cenmnes020 MPapura Pasiuunelx cayml U uHPOPMaynonneIx cepsucos npu onpedeseHus sHa uMocniu
pacxosncderus uau cosnadenus ux xapaxmepucmur. 1losyuentvie pesyavmans: Kcnepumenmansnerx uecae0o06anutl cmanmi-
CIMUYECKIUX COOLICIIE CerIes020 1MPaghura ¢ UCHONLI0BAHIUEM KOPDEAAYUOHHOZO aNAAU3A EPeMEHHEIX PAO0S NO0msepadarm meo-
pemueckue npeonososcerius o oM, mo 044 pasaudneix 6udos mpagpuka (HTTP, FIP, Skype mpagux u nomoxosoe se-
wanue) pesyavman BDS-mecma daem pasauyivie snavenus, Komopute Mo2ym vt NPUHANIGL 6 Ka4ecnIse MAS0HHEIX HpU
UCHONBI0BAHUU. U YCOBEDULEHEINE08aANUU MEXAHUIMOE MOHUIIOPUHLA Cerne6otl aKmusHOHI, 6 7OM YUeAe U 08 pearusayiut, cu-
CreMbl 00HaPyIIceus U npedomepanyens 6/mopaceHutl 6 meNeKOMMYHUKAYUOHHBIX CUCIIEMAX U CeTIAX.

KAroueBbIe CAOBA: 11eAeKOMMYHUKAYUOHIBIE CUCIHIEMBL U Centlly CUCHIeMa OGHAPYHCeHUS U Npedomepanyenus smopacerui,

BDS-cmamucmuxa, cmamucmuueckue céodicmea mpaguxa.

Bseaenne. CoBpeMeHHOE pa3BUTHE TEAEKOM-
MyHI/IKaL[I/IOHHI)IX CHCTEM M CETeH U HpI/IMeHHCMbIX
KOMITBFOTEPHBIX TEXHOAOTHH IPUBEAO K IOABACHUIO
Ka4eCTBEHHO HOBBIX YCAYI M CEPBHCOB B MHMOPMa-
LIOHHOM cdepe, BHEAPCHHIO IIEPEAOBBEIX TEXHOAO-
ruii OOpabOTKH UM IEPEAAYH AAHHBIX M UX AOCTYII-
HOCTH IITHPOKOI ITOAB30BATEABCKOH ayamropuu [1].
B Toxe Bpemsa HHTEHCHBHOE Pa3BUTHE COBPEMEHHBIX
KOMITBIOTEPHBIX TEXHOAOTHH IIPHUBEAO K ITOABACHHIO
HOBBIX yIPO3 0€30IIaCHOCTH HH(OPMAIIIH, BO3HHK-
HOBEHUIO HOBBIX (DOPM U CIOCOOOB HECAHKITHOHH-
POBAaHHOIO AOCTYIA K BBIYUCAHTEABHBIM PECypCam
TEACKOMMYHUKAITMOHHBIX cucteM n cerert [1-4]. B
YACTHOCTH, HAHOOABIIYIO VA3BUMOCTB IIPEACTaBASA-
FOT IIPUMEHAEMBIE METOABI CETEBOIO YIIPABACHUA,

TEXHOAOTHH AOCTYIA K IIPEAOCTABASCMBIM CEPBHCAM
U YCAyIaM, IIPOLIECCHI MOHHUTOPHHIA COCTOSHUSA Te-
ACKOMMYHHKAIIHOHHBIX CHCTeM n cetei. [loa BO3-
ACHCTBIEM BPEAOHOCHOTO IIPOIPAaMMHOIO ODecIe-
YECHUA OTACABHBIC KOMMyHI/IKaHHOHHbIe 1 BBIYYMICAH-
TEABHBIC KOMIIOHEHTBI MOTYT OBITH IICPEBCACHBI B
HECAHKIIMOHHPOBAHHBIEC PEKUMBI (PYHKIIHOHHPOBA-
HUA, IPUBOAAIIHE K COOAM, PA3SANYHBIM HAPYIIICHU-
AM YCTAHOBACHHOIO IIOPSIAKA HX HCIIOAB3OBAHIA,
VHUYTOKCHHUIO, HCKUKCHHUIO, OAOKHPOBAHUIO, HE-
CAHKI[MOHHPOBAHHOI yTE€YKH OOpabATHIBACMON U
repeaaBaeMoil MH(MOPMAIINY, 2 TAKKE K HapyIie-
HUFO PaOOTEL METOAOB M aATOPHUTMOB MAapPIIPYTH3A-
LA MEXKAY V3AAMH TEACKOMMYHHKALIMOHHOHM CH-
cremnl [2-4]. CAeAOBaTEABHO, pa3pabOTKa M HCCAE-
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AOBAaHHE METOAOB MOHHTOPHHIA CETEBOM AKTUBHO-
CTH, TEXHOAOTHI OOHAPYKEHHA BPEAOHOCHOTO IIPO-
IPAMMHOIO ODECHEYEHHUA U IIPEAOTBPAIICHHA €ro
BO3ACHCTBHA Ha 3aIlUINAeMble HH(OOKOMMYHHKAITH-
OHHBIE PECYPCHI
IIPUKAGAHOM IIPOOAEMOMN, €€ pEIIeHHE HEIIOCPEA-
CTBEHHO CBA3aHO C OOECIIEYECHHEM OE30ITACHOCTH

ABASETCA  aKTyaAbH ol H AY9IHO-

COBPCMCHHI)IX TCACKOMMYHI/IKQ.HI/IOHHI)IX CHUCTCM M
ceTel U MPUMEHACMBIX KOMITBIOTEPHEIX TEXHOAOTHI.

Ileapro paboThI ABAACTCA PEAAM3AIIHA CHCTEMEI
OOHAPYKEHUA U IIPEAOTBPAIIICHUSA BTOPKEHUH B Te-
ACKOMMYHHKAITMOHHBIX CHCTEMAX M CETAX C MCIOAB-
30BAHMEM MAaTEMATHYECKOIO aIlllapaTa CTaTUCTHYe-
CKOTrO aHaAm3a Ha ocHobe BDS-tectoB mpm mccaeao-
BAHUU CBOMCTB CETEBOTrO TpapUKa Pa3ANIHBIX CAYKO
u HH(popMaL[HOHHHX CEPBHCOB IIPH OIIPEACACHUN
3HAYHMOCTH PACXOKACHHUA HMAHM COBIIAACHHA HX Xa-
PAKTEPUCTHK, 4 TAKAKE COBEPIIECHCTBOBAHUA MEXAHI3-
MOB MOHUTOPHHIA CETEBON aKTHBHOCTH.

Anaan3 mocaeAHUX myOAamkarmii. Aas obec-
IedeHus OE30IMACHOCTH B COBPEMEHHBIX TEACKOM-
MYHHUKAITHOHHBIX CHCTEMAX M CETAX IPHUMEHAFOTCA
PasAMYHBIE OPraHU3AIMOHHO-TEXHIYECKUE MEPO-
npuATHa, HauboAsee 3 PEKTUBHBIE U3 KOTOPBIX CO-
CTOAT B IIOCTPOEHUH T.H. CHCTEM OOHApYKEHUA
(Intrusion Detection System — IDS) m mpeaorspa-
menns (Intrusion Prevention System — IPS) srop-
axennit [2-11]. B ocnose dpynknnonuposanua IDS u
IPS Aesut cOop, aHarns u 00paboTKa HH(POPMALTHH
O COOBITHAX, CBA3AHHBIX C DE30ITACHOCTHIO 3AIIHUIIA-
€MOH TEACKOMMYHHKAITMOHHON CHCTEMBI, HAKOIIAE-
HIIC HOAY‘ICHHBIX AAaHHBIX 1, HA OCHOBC pe3yAbTaTOB
IIPOBEACHHOTO 2aHAAM32 (MOHHTOPHHIA) CETEBON
AKTUBHOCTH OTAEABHBIX CAYKO M CEPBHCOB, IPUHSA-
THE PEIIEHUs €€ COCTOAHHMH 3aIHUIAEMON CHCTEMBI
C BBIABAGHHEM U BO3MOKHBIM IIPOTHBOAEHCTBHEM
HECAHKIITHOHHPOBAHHOMY HCIIOAB30BAaHUIO HHGO-
KOMMYHHUKAITHOHHBIX Pecypcos [2-0].

IToo cucmemoti obnapyscerius smoporerui (COB) mo-
HHUMAIOT IIPOIPAMMHOE HAH AIIIAPATHOE CPEACTBO,
IIPEAHA3HAYEHHOE AAfA BBIABACHHA (DAKTOB HEABTO-
PH30BAaHHOTO AOCTYIIa B KOMIIBIOTEPHYIO CHCTEMY
AW CETh AHOO HECAHKIIMOHHPOBAHHOIO YIIPABAE-
nusa [2-4]. COB obecriequBaroT AOIIOAHHTEABHBII
YPOBEHb 3aIIUTHl KOMITHIOTEPHBIX CHCTEM 3a CYET
OOHApYKEHHUA HEKOTOPHIX THUIIOB BPEAOHOCHOH aK-
TUBHOCTH, KOTOPasg MOKET HAPYIIHTH OE30I1aCHOCTH
KOMIIBIOTEpPHOM crcTeMbl. K Takoll akTHBHOCTH OT-
HOCATCA CETEBBIE aTAKH Ha HAHOOAEe YA3BHMEIE CEp-
BUCBI, ATAKH, HAITPABACHHBIE HA IIOBBIIIIEHNE IIPUBH-
AETHH, HEaBTOPHU3OBAHHBIN AOCTYII K BAKHBIM pe-
cypcam, a Takke AEHCTBHA BPEAOHOCHOTO IIPO-

IPAMMHOIO OOecIredeHns (KOMIIBIOTEPHBIX BHPYCOB,
TPOSHOB | YepBel) [2].

Iloo cucmemoni npedomspameriusn emopaceruii (CI1IB)
IIOHUMAFOT IIPOTPAMMHYIO HAU AIIIAPATHYIO CHCTE-
My CETEBOI M KOMIIBIOTEPHON OE30I1aCHOCTH, OOHA-
PY/KHBAIOIIYIO BTOPKCHHA HAM HApyIIECHHA Oe3-
OIACHOCTH, A TAKKE PEAAU3YIOIIYIO aBTOMATHYC-
CKYIO 3aIIIUTY OT BBIABACHHBIX HAPYIIEHHUH [2-4].

Cucremer IPS caeayer paccmaTpuBaTh Kak pac-
mupenne cucrem IDS. B toxe Bpemsa CIIB oran-
YaIOTCH HEOOXOAUMOCTBIO OTCACIKHBAHUA CETEBOI
AKTUBHOCTH B PEAABHOM BPEMEHHU C OBICTPBIM pea-
THPOBAHUEM ITOCPEACTBOM PEAAU3AINH COOTBET-
CTBYIOIIUX ACHCTBHSA IIO IPEAOTBPAILCHHIO BBIAB-
ACHHBIX aTaK. BO3MOKHBIE MEPBI IIPEAOTBPAILCHUS
aTak COCTOAT B OAOKHPOBKE IIOTOKOB Tpadpuka B
TEAEKOMMYHHUKAITHOHHOM CETH, COPOCE COCAMHEHHIH,
BBIAQYH CHUTHAAOB OIepatopy u T.A. Takke IPS mo-
IVT BBIIOAHATH AC(PATMEHTAIIMIO ITAKETOB, IIEpe-
yrnopsaounBanue naketop TCP AAf 3ammTel oT ma-
keToB ¢ m3meHeHHBIMA SEQ (HOMepamu odepean) u
ACK (momepamu HOATBEp:KACHUA) [2].

OcnoBHaa yacte. OAHUM U3 9D PEKTUBHBIX
IIOAXOAOB IIPH BBIABACHHH 3aBHCHMOCTCH B WH-
dopmanmonnom  tpadpuke  sBagerca  BDS-
CTATHCTHKA, IOCTpOEHHasA Ha ocHobe BDS-tectros
(BDS-meToa0B). BDS-Tectsr mpeacTaBAfroT cOOOH
s peKTUBHEIE METOABI BBIABACHHA 3aBHCHMOCTEH
BO BPEMCHHBIX pAAaX. VIX meAp coctouT B IIpoBep-

Ke HyAeBO#l rumoresst H, o HesaBucumocrtun u
TOMKACCTBEHHOM DACIIPEACACHUH 3HAYCHUH Bpe-
MEHHOIO PfAQ E=(§l,§2,...,§N), HCIIOAB3YS AAS
aroro kpurepuil sHaunMocTH. COrAacHO 3TOMY
KPUTEPUIO AASl IpuHATHS runotesst H, Heobxo-
ABMO BBIOpPATh KPUTHYECKYIO OOAACTb Ga, YAO-
BaetBopstoryto  ycaosuio  P(geG)=a, rae
9(&,.4,,....&y) — cratuctuka HAGAIOACHUS, 2 O —

yCTaHABAMBAEMBIN ypOBEeHDb 3HaunMOCTH [7-11].
BDS-tecr ocHOBaH Ha CTATUCTUYECKOU BEAU-

anne W(E) (BDS-cratucruxe) [7-11]:

Wi N (8) = \/m Coun (‘9)_ Cinem (g)m ’

OmN ()

TAE (aucamrear BDS-

Cm,N (8)_C1,N—m (g)m -

CTaTI/ICTI/IKI/I) OHPCACA}ICTCH KOppeAﬂHI/IOHHbIMI/I HHTEC-
rpanavu C,, (), C,\ (&) Aast pasmeproctr M; & —
paanyc rumepedepss; o () —

THYECKOE OTKAOHEHME pasHUIBl N — 9HCAO 5AEMEH-
TOB BPEMEHHOTO PAAA.

CPEAHEKBAAPA-
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B psaase pabot [7-11] ObIAn IIPEAAOKEHBI «YIIPO-
IIEHHBIE» aATOpUTMBI oreHkn BDS-crarncruxn. B

HUX AAS BBIYHICACHUSA Cm,N (8) (m >1) reobxoanmo

BBIIIOAHUTD «BAOKEHHE» BPEMEHHOIO psAia B M-
MepHOEe IICeBAO(A30BOE IIPOCTPAHCTBO, SAEMEHTAMH
KOTOPOro, Ha OCHOBaHHH Teopembl Takenca [7-11],

seastores toukn &' =(&,& 4, & ,y) € KOOPAHHA-

m
TAMHA {f;‘l +k}k71 32AAHHBIME M ITIOCACAOBATEABHBIMI

3HAYCHHMAMU HCXOAHOTO BpeMeHHOro psaa. Koppe-
AAIMOHHBI HHTETPAA OIPEACAACT YACTOTY IIOIAAA-
HUA TPOM3BOABHOH Iapbl TOYEK (Da3soBOIO IIPo-
crpaHcTBa B rutiepcdepsl paauyca & :

2 N N m-1 " "
Cm,N(S) = (N —m+1)(N _m) Z ZH Ig(gs—j’é:t—j)1

s=m t=s+1 j=0

L -7 <e
0. [&r=¢7]>
0<i<N u 0<j<N,

1.(&".&) = 5 }ilil’

rae |, (&", & Jm) — dynkius XeBrucaiaa AAf BCEX Iap
sHaveHuit | n .

3HaveHne KOPPEAAIIMOHHOIO HHTErpasa CTpe-
MHTCH K OIIPEACACHHOMY IIPEACAY IIO MEPE YMEHb-
merusa €. AHaau3 pador [7-11] mokasaa, 9o cyre-
CIBYET AMAIIA30H 3HAYEHHH & , KOTOPBIA IIO3BOAAET
IIPOBECTU BBIYHCACHUA C 3aAAHHBIM KO3 HITHEH-
TOM TOYHOCTH. DTOT AMAIA30H 3aBHUCHUT OT YHCAQ

sreMeHTOB BpemeHHOro pAaa N. Ecam & sBagercsa
CAHIIIKOM MAaACHBKHM, HE OYACT AOCTATOYHOIO KO-
AMYECTBA TOYCK AAS 3aXBATa CTATHCTUYCCKOM CTPYK-
TYPEL; €CAH € ABAACTCA CAHIIKOM OOABIIIMM, TOYEK
OYAET CAHIIIKOM MHOTO.

B paborax [7-11] & pekoMeHAOBAaHO BEHIOMPATH
takum, 910 £ =0.50+20, rae 0 — cpeaHEKBaApa-
THYECKOE OTKAOHEHHE IIPOIIECCa {é‘, }:i ,- B coot-

BCTCTBHU C TCOpI/ICfI CTATHUCTUKH, 32aBHCHMOCTDH
KOPPECAAIIMOHHOIO HHTEIPaAa OT & HMECET BUA:

Cm,N(g)~ gDc’

TAC DC — KOppeAAIIIOHHAA PA3MEPHOCTDb BPEMCHHO-

ro pAAQ.
Arag m=1 umeem:

2 N N
Cy(e)=— | &)
l,N( ) N(N _1) ;tgl g(fs ét)
HOBCACHHI)IC HNCCACAOBAHMSA ITOKA3AAM, ITO HPI/I

N —>oo, KOPPEAAIMOHHBIIN HHTETPAA

Con (6)=Coy (g)m , 4 BEAMYIHHA

(Can (&)=(Cun (&))" )- VN =1

ABAACTCA CAYYAMHON ACHMIITOTUYECKA HOPMAABHO
PACIIPEAECAEHHOM BEAUYMHOII C HYAEBBIM CPEAHHM U
Oun (€)

CPCAHCKBAAPATHICCKIIM OTKAOHCHUCM

KOTOPOC OIIPCACASACTCA KaK:

OmN (‘9) =2 [k™ + ZEkmﬂ- . (Cl,N (‘9))2j + (m _1)2 ' (Cl,N (5))2m - mzk(cl,N (5))2m72 )

=t

TAE

N DIDLEE) | -3 D (& E)+2N

= INDN-2N | & &

BDS-cratncruka W(E)  ABASETCS HOPMAaABHO
PACIIPEAEACHHOM CAYYAMHON BEAMYMHOM IIPH YCAO-

BHM, YTO OLEHKA O, (5‘) OAM3Ka K €e Teopermde-

CKOMY 3HAYCHUIO O,y (6‘)
3apada  OOHAPYKEHHA XAOTHYECKOIO CHUTHAAA
paccMaTpUBAETCA KaK HEIIapaMETPHUYecKas IIPOBEpKa

OAHOM 13 ABYX rumotes: H, — HabGAroaaemslie AaH-

mrre (mrdpopmanmontsi Tpachuk) & = (&,&,,0&y)

HE3aBUCHUMBI M OAHMHAKOBO PaCIIPCACACHBI, T.C.

IIAOTHOCTD ((PYHKIIUSA) pacupeAeAeHus (pakropusy-

ercs FN(fl,fz,...,fN):HiN:lF(é); H, — noayuen-

HBEIE B PE3YABTATE IKCIIEPHMEHTA AaHHBIE (MHEMOP-

s=1t=s+1

MAIFMOHHEI TPadUK) HUMEIOT OIPEACACHHYIO 3aBH-
CHMOCTD (IIPOIIECC CTPYKTYPHUPOBAH).

Coraacuo rumorese H, crarucruka  W(&)

acumirroTadecku  pacrpeaesena kak IN(0,1), ecam
YHCAO HAOAFOACHUIN ACHMIITOTHYCCKH CTPEMHTICH K
oeckonegnoct. B paae pabor [7-11] obocHoBsBa-
eTCA THUIIOTE32 O HEOOXOAMMOCTH ITPOBEACHHSA 3KC-
IIEPUMEHTAABHOIO HCCACAOBAHHA OOBEMOM OoAce
500 mabaroaeHnii. Takoe KOAMYECTBO SKCIIEPHMEH-
TOB IIO3BOAHUT YTBEPKAATH O AOCTOBEPHOCTH IIOAY-
YCHHBIX PE3yAbTATOB. VIcCAGAOBAHMSA OKA3aAH, UTO
KpUTepHEeM AOCTOBepHOCTH rumoteser Hy (06 ot-

CYyTCTBHH B MH(POPMAIIHOHHOM TpaUKe KAKUX AH-
00  32aBHCHMOCTEH)  ABAAETCA  HEPABEHCTBO:
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|Wm'N (gj <196. Arg 3naverns cratuctuka W, \ (8)

IIPUBEACHHOE 3HAYEHHE COOTBETCTBYET YPOBHIO

spaunMocT  =0,05 (BEpOATHOCTH OIIHOKK IIep-
BOTO POAQ), B KOTAA IIPUBEACHHOE HEPABEHCTBO FHC-

tuaao rumotesa Hy (LLD.) mpumumaercsa ¢ Bepo-
ATHOCTBIO PHO ~0,95.
B cayuae, xoraa BepHa aAbTEpHATHBHAA THITO-

tesa H;, pacrpeacaenme cratnctnkm kpurepus

W(&) mamenures. [Tostomy mpm mpoBepke CraTH-

CTUYCCKUX THIIOTE3 HCEAOCTATOYHO OPHCHTHPO-
BAaTbCA HAa 3HAYCHUC ypOBHH sgauumoctu o . Cae-

AYET OIPEAEAUTH MOIIHOCTH kKputepus 1—f wnan

BEPOATHOCTh OIIUOKU BTOPOro poAa [ mupu mpu-

HATHUN aAbTepHaTI/IBHOﬁ THUITIOTE3BI Hl’ 9T1o HOApa-

3yMEBAET, 3aBHCHMOCTH (BO3MOKHO HEANHEHHYIO)
BPEMEHHOIO PAAA, €CAU OBIAHM B3fITHI IIEPBBIE Pa3-
HOCTH HATypaAbHBIX Aorapudmos. Mowmnocme kpu-
mepus — TO BEPOATHOCTH IIPUHATUA AABTEPHATHB-

HOM THIIOTE3BI Hl HpI/I HpI/IMCHCHI/II/I KpI/ITCpI/IH

W(&) mpu ycaoBHM, YTO OHA BEPHA, T.€. €rO CIIO-

COOHOCTD OOHAPYKUTH UMEFOIIEECH OTKAOHEHHE OT
HYA€BOIH rumortessl. O4eBUAHO, 9TO TIpH (PUKCHPO-
BaHHOI ommuoOke 1-ro poaa (ee MBI 3aAaeM camMu, U
OHAa HE 3aBHCUT OT CBOMCTB KpUTEpHA) KPUTEPUI
OYAET TEM AydIIle, YeM OOABIIIE €rO MOIIHOCTE (T.€.
9eM MEHBIIE OIIMOKAa 2-r0 poaa). AAd pacdera

MortHOCTH Kputepus 1— 4 (f= p(W(C_,Z) eG, | Hl)),

Ga — KpI/ITI/I"ICCKaH 00AaCTD HpI/I 3AaAAHHOM yp0BHe

3HAYHNMOCTHU a) H€O6XOAHMO 3HATh YCAOBHYIO

HAOTHOCTb PACHPEACACHHUA p(W($)| Hl). Morr-
HOCTb Kpurepus (TecTa) OIPEACASCTCH SMITHPHUYC-
CKHM ITyTEM.

AAfl TIPOBEAEHHA SKCIEPUMEHTA U IIOBBIIICHUA
AOCTOBEPHOCTH PE3YABTATOB HEOOXOAUMO BEIOPATH
TAKYIO Pa3sMEPHOCTb BAOJKCHHSA 77, OAAroAaps KOTO-
poii Boccozparue Hha3zoBOrO IPOCTPAHCTBA HE OYACT
HU «CAHIIIKOM PEAKHM», HH «CAHIIIKOM ITEPEIIOAHECH-
HeM». B paase pador [7-11] npu mposeaeHnn sxcie-
PHMEHTOB PEKOMEHAYETCS UCITOAB30BATh 72 = 0.

Takum 00Opa3oM, IIPOBEACHHBIH aHAAH3 pas-
AMYHBIX IIOAXOAOB B CTATHCTHYECKOM TECTUPOBAHUH
mokasas, 49ro BDS-tect mossoaser oOHAPYxKHUTH
PAa3AHYHBIC THIIBI OTKAOHEHHUN OT HE3aBUCUMOCTU U
HACHTUYHOIO PACIIPEACACHUA, M MOMKET CAYKHTD
00IIuM OOPA3IIOBBIM TECTOM KAACCH(DHKAIIUU IIPO-

1IeCCOB (BPEMEHHBIX PSIAOB) & , OCOOEHHO B IIPUCYT-

CTBUH HEAUHENMHON AMHAMUKII.

OCHOBHOHM  OTAMYHTEABHOH OCOOCHHOCTBIO
BDS rtectupoBaHHA MOKHO CYHTATH €IO HEITAPAMET-
PUYECKHIT XapakTep. DTO BBIPAKAETCA B TOM, YTO B

kadectBe cratuctuk BDS-tect mcmoapsyer meam-

HelHble (OyHKIUN W(E) or mabaroaeHmii, pacripe-

ACACHHC KOTOPBIX HE 3aBHCHUT OT BHAA PACIIPCACAC-

HIA Ha6AI—OA3€MbIX BECAYITH g . B stom CAy4da€ MbI

IIOAYYIAE€M BO3MOKHOCTD IIOAYIHTH HEKOTOPYIO HH-
dopmaruo 0 MHOTOMEPHOH (PYHKIHUH (ITAOTHOCTH)
pactipeaesenns By (&,S,,...,&y) amaansnpyst oaHo-
MEPHYIO SMIIIPUYECKYIO (DYHKIIHIO PACIIPEACACHUSA
P(W) cratucrukm W.

Pacaer BDS-tecta MOKHO IIPOBOAUTH pPasAmd-
HBIMH, CIIOCOOAMH, H3BECTHO MHOMKECTBO PEAAU3a-
Ui, B AAHHOH METOAUKE IIPEAAATACTCH HMCIIOAB3O-
BaTh peaAmsaruio OoT aBTopos BDS-tecra (by W.A.
Brock, W.D. Dechert and J.A. Sheinkman). Taxxe
OBIAH IIPEAAOKEHBI OBICTPBIE AATOPHTIMBI PacyeTa
BDS cratncruxn [7-11]. ITprvep pacuera npuseseH
Ha puc. 1.

| = p:\catcwss.exe

ﬂ Input File : 1 ﬂﬂ N = 1448 ||

May 30, 2011

9:32 pn

ﬂ Epsilon = 3.000E-0001 ﬂﬂ n =6

Select a Input File
Descriptive Statistics
Choose Epsilon

Choose the Dimension. m
Calculate Cm & BDS Statistic
WUrite the Results to a File
Close the Output File

Record Multiple Calculations
Select a Subset of the Data
Transform the Data

DOS Services

Exit from this Program

1651828
1955814992
825190
518581
-8782E-0001
-4420E-0001
-8767E-0001
9844E-0001
-7831E-0001
-8620E+0000
-3685E-0001
-2066E+0001
Time calculating Cm:
Time calculating C, K:

=
LT T R T

NIHAOUTA NIV AT

T1 ENTER  Alt-H=Hel

0.00 sec
0.05 sec

Puc. 1. Ilpumep padotsr mporpammer pacuera BDS-recra

Hrnxe npuBEAGHBI PE3yABTATBI SKCHEPUMEH-
TAABHBIX HCCAEGAOBAHUIN CTATUCTHYECKUX CBOMCTB
ceteBOro TpadmKa HAa OCHOBE KOPPEAAINOHHOTO
aHAAM32 BPEMEHHBIX PAAOB (mocpeactBom BDS re-
crupoBaHuf). Pe3yAbTaTHI COAECPKAT AAHHBIE, KOTO-
pble COOTBETCTBYIOT HAHOOAEE ITOIYAAPHBIM CETe-
BBIM IIPOTOKOAAM M CAYKOAM.

Pazmep BEIOOPKH IIPH IIPOBEACHHH HCCACAOBA-
HUN CTATHCTHYECKHX CBOMCTB HAa OCHOBE KOPPEAS-
IIHOHHOTO AHAAM32 BPEMEHHBIX PAAOB COCTABAAET
N = 1000, pacgersl TPOBOAHAUCH C PA3AUYHBIMU
mapameTpamu (PE3yABTATH IIPUBEACHBI B COOTBET-
CTBYIOIIECH TaOAHIIE).

Ha puc. 2 mpeacraBaer (pasoBBIH IIOTPET AAA
IIOAYYEHHBIX OKCIIEpUMEHTAABHBIX AaHHBIX HTTP
tpacdmka. HTTP — 910 HIpPOTOKOA IIPHUKAAAHOTO
VPOBHSA IIEPEAAYH AAHHBIX (M3HAYAABHO — B BHAC
TUIIEPTEKCTOBBIX  AOKyMeHTOB). Ocnosoit HTTP
ABASICTCA TEXHOAOTHS  «KAHCHT-CEPBEP», TO €CTb
IIPEAIIOAAraeTC  CYIIECTBOBAHME  IIOTpeOMTEAEH
(KAMEHTOB), KOTOPBIE HMHUIUHUPYIOT COCAUHEHHE U
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ITOCBIAAFOT 3aIIPOC, M ITOCTABIITUKOB (CEPBEPOB), KO-
TOPBIC OMKHAAIOT COCAMHCHHSA AASl IIOAYYCHHS 3a-
IIpOCa, IIPOU3BOAAT HEOOXOAUMBIC ACHCTBHS M BO3-
BPAIIAIOT OOPATHO COODIIEHNE C PE3YABTATOM.

2500

2000 +*

1500

+

> 1000 [ .
*
*

500 |, * .

* +*
om"‘ . —e : N
0 500 1000 1500 2000 2500
X

Puc. 2 . ®azoBsri moprper cereBoro Tpaduka
IIPH IIePEAAde AAHHBIX C HCIIOAB30BAHIEM

porokoros HTTP

AHAAU3 IPUBEACHHBIX AAHHBIX ITOKA3BIBAET, YTO
Ha (pa30BOM IIOPTPETE CETEBOrO Tpadpuka IpH Iepe-
Aa¥e AAHHBIX C HCIIOAB30BAHHEM IIPOTOKOAOB
HTTP nmabaroaaerca HaAWdHe HEKOTOPOM 3aBHCH-
MOCTH, COCTOAIIEH B IPYIIIMPOBAHNN OOABIITUHCTBA
TOYEK B OIPEACAECHHOH obaactu (cMm. puc. 2). B
TabA. 1 mpeacraBaens 3madenusa BDS-tecra ¢ pas-
AMYHBIMUA HaOOPAMH TAPAMETPOB.
Tabaumna 1
3uagenus BDS-recra AAfl 9KCIIEpUMEHTAABHBIX AAHHBIX
HTTP, FTP, Skype tpaduka u OTOKOBOTO BEILAHHSA C

paSAI/I‘IHbIMI/I HapaMCTpaMI/I mn e

Buo cepsuca m e=050 c=g¢
4 13,52 12,69
5 13,97 11,554

Hre 6 13,87 10,65

7 13,58 9,92

4 19,5 17,69

5 17,81 16,13

e 6 16,49 14,91

7 15,437 13,95

4 16,49 180,11
Skype 5 15,05 163,77
6 13,95 150,04
7 13 140,58

4 32,5 18.2

ITorokoBoe BHACO 5 32,254 19,28
6 38,45 20,39

7 41,42 28,49

Takum 0Opa3oM, KaK CAEAYET U3 IIOAYVICHHBIX
9KCIIEPUMEHTAABHBIX AAHHBIX, AASl PACCMATPHBAEMO-
ro Buaa HTTP tpacuka xapakrepHBIM 3HAYCHHEM
BDS-tecra sBasercs:

— AAf papnyca € = 0.50 upu m = 4.7 3HadeHus
AEKAT B AMana3oHe or =15 a0 ~14;

— AAfl pasHyca &= ¢ HaOAIOAAETCH OOABIIIHIT
pasbpoc 3Havenui ot 9.92 a0 12.69.

OTH 3HAYECHUA MOIYT OBITh MCIOAB30OBAHBI B Ka-
YEeCTBE TECTOBHIX (3TAAOHHBIX) BEAUYHH, IIPH ACTEK-
THPOBAHUU BHAQ TpadpHKa M COOTBETCTBYIOIIECH ce-
TEBOU CAYKOBI.

Ha puc. 3 mpeacraBaen hasoBBIT ITOTPET AAf
IIOAYYCHHBIX ~ 9KCIIEPUMEHTAABHBIX AaHHbIX TP
tpadpuka. FITP — mporokoa, IpeAHA3HAYEHHBIN AAA
repeaadn (GaiAOB B KOMIIBIOTEPHEIX ceTax. OH 1mo3-
BOASIET IIOAKAIOUAThCA K cepBepam FTP, mpocmarpu-
BAThb COACPIKHMOE KATAAOTOB M 3arpyxartb (PafiAbl C
cepBepa MAHM Ha CEPBEP; KPOME TOTO, BO3MOKEH pe-
AUM IIepeAadn (parinoB MexAy cepsepamu. [Iporo-
koA FTP orHOCHTCA K HPOTOKOAAM ITPHUKAAAHOTO
YVPOBHA U AASl LIEPEAAYH AAHHBIX HCIIOAB3YET TPAHC-
rnopraeiii potokoA TCP. Komasasl u AaHHBIE, B
OTAMYHE OT OOABIIMHCTBA APYIUX IPOTOKOAOB, IIE-
peaaroTcs 1o pasubM mopraMm. Mexoasmmmii opr 20,
OTKPBIBAEMBIII Ha CTOPOHE CEpBEpa, HCIIOAB3YETCA
AASl TIEpEAAYH AAHHBIX, TIOPT 21 AAf TIepeaayun Ko-
MaHA. [TopT AAfA IIpHEMa AAHHEIX KAHEHTOM OIIPEAE-
AfIETCSl B AMAAOTE coraacoBanus. B caydae, ecan 1re-
peaada parira ObIAA IIpEpPBaHA IO KAKHM-AHUOO IIPH-
YHHAM, IIPOTOKOA IIPEAYCMATPHBACT CPEACTBA AAA
CKAYMBAHUA OCTABIICHCA dacTu paiiaa, 9TO ObIBacT
O4YEHb YAOOHO IIpH HepeAade OOABIIIX (PafiAOB.
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Puc. 3. ®a30Bblil TOPTPET CETEBOTO TpadrKa IIPH
IepeAade AAHHBIX C HCIIOAB30BAHHEM IIPOTOKOAOB FTP

Ha npuseaeHHOM dparmMeHTe 3KCIEPUMEH-
TAABHBIX AQHHBIX CETEBOIO TpadpHKa C HMCIOAB30Ba-
HreM IpoTokoAoB FTP xopoIrmo BHAHO Iepexoa ot
MaAOTO KOAMYECTBA ITAKETOB (IIepeAada KOMaHA
IIPOTOKOAQ, IIOAYYEHUE CIIUCKA AUPEKTOPUI U Ap.) U
HAYAaAO AKTHBHOTO CKadmBaHUA (PAAOB Ha OIIpPEAE-
AEHHOM YpPOBHE CKOpPOCTH. T.K. MCIIOAB30BaACH cep-
BEP C OrPaHHUYECHHEM CKOPOCTH 3aIPy3KH, KOTOpPasd
COCTaBAAAQ 3HAYUTEABHO MEHBIIIE IIPOIYCKHOM BO3-
MOKHOCTH CETH, MHOIAA HAOAIOAAIOTCA «BCIIAECKID,
KOTOpBIE OBICTPO YOBIBAIOT AO IIOPOrOBOIO 3HAYE-
HHA OIPAHHYEHNA CKOPOCTH.

Ha dazoBom moprpere (cm. puc. 3) HADAIOAAET-
cA TPYIIIHPOBKA TOYEK, YTO CBHAECTEABCTBYIOT O
HAAMYUHA 3aBUCUMOCTEH B MCXOAHBIX AAHHBIX, B
TabA. 1 mpeacraBaensr 3HadeHus BDS-recra ¢ pas-
AMYHBIMI HAOOPAMH ITAPAMETPOB.
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Aansbre u3 TabA. 1 MOryT OBITH HCITOAB30BAHBI
B Ka4decTBe 9TAAOHHBIX 3HadeHUH AAfl FTP tpaduxa
B CHCTEME OOHAPYKEHUA BTOPKEHUI TEACKOMMYHH-
KAITMOHHBIX CHCTEM H CETEH.

Ha puc. 4 npeacraBaen ¢asoBbIH ITOTPET AAA
ITOAYICHHBIX 3KCIEPUMEHTAABHBIX AaHHBIX Skype
tpacduka. Skype — OecraaTHOE IpOrpaMMHOE OOec-
IIEYEHHE C 3aKPBITBIM KOAOM, OOECIIeUnBAaroIIee
mPOBAHHYIO TOAOCOBYIO CBA3b depe3 MHrepHer
MmexkAy kommprotepamu (VolP), a Takke maarHbIe
YCAYTH AAfl 3BOHKOB HAa MOOHMABHBIE M CTAaITHOHAp-
ueie Teaedoner. [lpurokenume Skype mossoaser
TAK/KE COBEPINATH KOH(DEPEHII-3BOHKH, BHACO3BOH-
KH, a TAK/Ke OOECIIeYHBaeT IIEPEAAdy TEKCTOBBIX CO-
obrennii (dat) u mepeaady aiiros. Ecte BO3MOK-
HOCTb BMECTO H300paKEHNA C BEO-KAMEPHI IIEPEAd-
BATh N300paKEHHUE C SKPAHA MOHUTOPA.

400
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Puc. 4. ®a30Bblil TOPTPET CETEBOIO TpadHUKa IIPH
HepeAaqe AQHHBIX C HCIIOAB30OBAHMEM
npuAoxerus Skype

Ha dazosom moprpere aas Skype Ttpadpuxa
HAOAIOA2€TCA 2 OOAACTH BOKPYT KOTOPBIX (DOPMUPY-
ercsi OOABIIIMHCTBO TOYEK, YTO CBHACTEABCTBYET O
HAAWYHU 3aBUCHMOCTEH B WCXOAHOHM TTOCAEAOBA-
teApHOCTH. B TaOA. 1 ipeacTaBAensr 3Hauenus BDS-
Tecta AAf Skype Tpadouka ¢ pasAMYHBIME HAOOPaMHU
I1apaMETPOB.

[ToaydgeHHBIE PE3yABTATHI HCCACAOBaHUI Skype
TpacduKa, IpUBEACHHBIE B TaOA. 1, MOIyT OBITH HC-
IOAB30BAHBI B KAYECTBE ITAAOHHBIX 3HAYCHUU B
CHCTEMAaX OOHAPY/KEHHUA BTOPKEHHUH TEAECKOMMYHU-
KAITHOHHBIX CHCTEM U CETEH.

Ha puc. 5 npeacraBaen a3oBelil TOTPET AAA TTO-
AYYIEHHBIX 9KCIIEPUMEHTAABHBIX ~AAHHBIX —TpadHKa
IIOTOKOBOIO BHAEO. [10TOKOBOE BHAEO — 3TO MyABTH-
MEANA AAHHBIE, KOTOPOE HEIPEPHIBHO ITOAYYAFOTCA
IIOAB30BATEAEM OT IIPOBARAEPA ITOTOKOBOIO BEILIAHUIA.
B macrosiee Bpemsi AQHHBIM CEPBHC OYEHb PACIIPO-
CTpaHEH H IIO0 O0BeMy TpadpuKa COCTABAAET OKOAO
ITOAOBHHBI IIepeAaBaeMoro B cetu VurepHer Tpaduxa.

Ha coorBercrByromem dparmMenTe CeTeBOro
Tpacdmka HAOAIOAAECTCA MHOMKECTBO BCIIAGCKOB U
CIIAAOB, XapPaKTEPHBIX AAfA ITOTOKOBOro Bmaco. Ha
daszoBom moprpere (puc. 5) MOKHO BBIACAUTH 2 00-

Aactu. IlepBad ¢ pacrpescAcHHEM OAHSKHM K CAY-
garinomy. OAHAKO B APYTOIl IBHO BBIPAKEHHOM 00-
AACTH TOYKHA TIPYHIIHPYIOTCA C AOCTATOYHO OOAB-
IO KYYHOCTBIO, YTO CBHACTEABCTBYET O HAAUYIUU
3aBUCHUMOCTEH B HCXOAHOMH ITOCAGAOBaTEABHOCTEH. B
TabA. 1 mpeacraBaenst 3Hadenus BDS-tecta ¢ pas-
AMYHBIME HADOPAMH ITaPAMETPOB AAfl SKCIEPHUMEH-
TAaABHBIX AAHHBIX IIOTOKOBOI'O BHACO.
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Puc. 5. ®a30Bblif TOPTPET CETEBOTO Tpaduka

HpI/I HCPCAQ}IC AAHHBIX ITOTOKOBOT'O BEITTAHMA

AnaAus AaHHBIX Ta0A. 1 IIOKa3wBIBaeT, YTO 3HA-
venna BDS-Tecta AAM IOTOKOBOIO BHAEO AEKAT B
AOCTATOYHO OOABIIIOM AMAIIA30HE, OAHAKO MOTYT
OBITb UCIIOAB30OBAHBI B KAYECTBE 3TAAOHHBIX.

Takum 0Opa3oOM, ITOAYYEHHBIE PE3YABTATHI SKC-
IIEPUMECHTAABHBIX HCCACAOBAHHH CTATUCTHYECKUX
CBOMCTB CETEBOrO TpadhuKa € HCIIOAB30BAHHEM KOP-
PEAAIIMOHHOIO aHAAN32 BPEMEHHBIX PAAOB ITOKA3HI-
BAIOT, YTO KOHKpeTHbIe 3HadeHns BDS-recra moryr
OBITH «METPU3UPOBAHBD), AAA PA3AUYHBIX CAYKO H
CEPBUCOB TEACKOMMYHHUKAIIHMOHHBIX CHCTEM U CETEI.

[TpoBeACHHBIE pPACYETBI IIOATBEP/KAAIOT TEOPE-
THYECKUE ITPEAIIOAOKEHUA O TOM, UTO AAfl PA3AMY-
HBIX BHAOB Tpaduka pesyabrar BDS-tecra aaer pas-
AWYHBIC 3HAYEHHUSA, KOTOPBIE MOTYT OBITh IIPHHATHL B
Ka4eCTBE 9TAAOHHBIX. 12K, B TaOA. 2 IIPUBEACHBI
YCPEAHEHHBIC 3HAYCHHA, COOTBETCTBYIOIINE PA3AMY-
HBIM BHAAM Tpapuka AAfl Pa3SAMYHBIX 3HAYCHHH ¢,
YTO ITO3BOAAET HACHTU(DHUIIIPOBATH CETEBBIE CEPBHUCHI
u cAyxKObl. Hantprmep, aas sHagenuii ¢ = 0.5ou e = o
MOKHO BBIACAUTH YCPEAHEHHBIE 3HadeHHA BDS-
TECTOB AAf KQ7KAOTO BHAA TpadpUKa U IIO 9TOMY IIPH-
3HAKY BO3MOJKHA OPIaHM3AIUA IIPOLIECCA ACTEKTHPO-
BAHHA CETEBON AKTHBHOCTH OTACABHOM CAYIKOBI MAW
CepBHCa TEACKOMMYHUKAITHOHHOM CETH.

CAeAyeT OTMETHTB, 9TO B PEAABHOI TEAEKOMMY-
HUKAIIMOHHOMN CETH IIOIYASPHBIEC CEPBUCHI U CAYKOBI
MOTYT HCITOAB30BATBCA OAHOBPEMEHHO, UTO IIPHBEAET
K m3meHeHuro 3HaveHnH BDS-tecta. OaHako peasn-
3a1Uf HECAHKIIMOHUPOBAHHOIO CETEBOIO BTOPKEHHSA
IIPUBEACT K H3MEHEHUIO CTATHCTUYCCKHX CBOICTB
cereBoro TpaduKa M COOTBETCTBYIOIIHX 3HAYCHIIH
BDS-crarucruxu.
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Tabauma 2
Vepeanennsre snadennsa BDS-rectos ans
PAa3AHMYHBIX CEPBHCOB U CAYKO
TEACKOMMYHUKAIIMOHHOM CeTH

Vcpeanennsie saadenus BDS-recros

Bua cepsrca e=0.50 e=o
HTTP 13,7 11,2
Skype 14,6 171,9
MyapTHCEPBUCHBIN TpadHK 11,5 13,5
FTP 17,3 15,7
IToroxoBoe BuAcO 36,2 21,6
Bpeaornocuoe mporpammeoe 40.7 8.5
obecrieuenne ’ ’

Kpome TOrO, Aaike B CMEIIAHHOM pEKHME, Kak
IIPABHUAO, KAKAA-TO OIIPEACACHHAS CAYKOA IIPeOOAa-
AAET, 9TO IIO3BOASACT €€ BHIACAHTB. A CACABI TpadpuKa,
TCHEPUPYEMBbIE BPEAOHOCHBIM ITPOIPAMMHEIM 0DeC-

n=0, 2400

IIEYECHUEM, BHPYCAMHU H IIP., MOAHMUIIHPYIOT 3HAYC-
HHE TECTa AO YPOBHfA, AOCTATOYHOTrO AAA (POPMUPO-
BAHMA PEIIEHUSA O IIOAO3PHUTEABHOM TpaduKe, T.e.
ACTEKTUPOBAHMIO BO3MOMKHBIX CAEGAOB BHPYCHOTO
Tpadprka B OOIIIEM IIOTOKE.

AAfl OLIEHKH CTATHCTUYECKUX CBOMCTB HHGOP-
MAITHOHHOTO TpaduKa B YCAOBHAX BHEIITHUX BO3ACH-
CTBHI M CTPYKTYPHOM HACHTHU(PHKAIIIU COCTOSHHA C
riomorpto BDS-tecruposanna npousseaeHO nmmra-
nuoHHOEe MoaeAuposanue dpparmenra TKC B ycao-
BUAX BO3AcHCTBHA Ha cucteMy DoS-araku. Coop cra-
THCTHYECKUX AAHHBIX OCYIIECTBASAOCH SMITHPHICC-
KHM IIyTEM C IOMOIIBIO IIporpammsl « Wiresharky.

PesyAbraTel HMACHTH(HKAIIMN COCTOSAHHA Tpa-
duxa, nmocrymarorrero 8 KMVC kpurmyeckoro mpu-
MEHEHHUS, IIPUBEACHBI Ha pHC. 6.
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Puc.6. Cxpunrmior pesyapraroB BDS-recra KMV C kpurraeckoro mpumMeHeHus B ycAoBusAx DoS-araku

Ha paHHOM pHCYHKE IPEACTaBACHBI rpadpuKu
MHTEHCUBHOCTH BXOAHOIO ITOTOKa MH(OPMAIIUU BO
BpeMEHHOI oOAacTu u ux ¢asossie nmoprpersr. Pa-
30BBIE IIOPTPETEI, HAAIOCTPHPYIOIINE CTATHCTUYEC-
ke Aanabie KMVC  kpurudeckoro IpuMeHeHHA
ITOABepKeHHOHN DDoS-aTake 1 OTpasUBIIEH HONIBITKY
AQHHOTO BHAQ aTAKM, IIPEACTABACHBI Ha puc. 6. Kak

BUAHO U3 IPaddHKOB AK€ BHU3YAABHO CTATHCTHYEC-
KHE AQHHBIC HHTEHCHBHOCTH BXOAHOTO IIOTOKA HH-
dopmara aHOMaABHOTO U HOPMAABHOTO TPaHKOB
CYILIECTBEHHO ~OTAHYAIOTCA  (IIOSIBACHHE BTOPOTO
YPOBHSA IIOKa3aTEAEH HMHTEHCHBHOCTH HH(MOPMAIIH-
OHHOIO TpadpHKa, CBA3AHHOIO C YBEAHYECHUIEM HHTE-
HCHBHOCTH BXOAHOTI'O ITOTOKA).

164



3AXVICT IHOOPMALIIL, TOM 16, Ne2, KBITEHb-UYEPBEHD 2014

Ha mpakruke MMEHHO 3TO YBEAHYECHHE YaITle
BCETO IIPUBOAHT K ACCTPYKTUBHBIM H3MEHEHHUAM HCC-
AEAYEMBIX CHCTEM.

B T1aba. 3 mpuseaennbie 3HaveHms BDS-crarm-
CTUKH AAAl PasHOro MH(OPMAINOHHOTO TpadHKa B
YCAOBHAX HOPMAABHOTO (DPYHKIIMOHHPOBAHUA H BO
Bpems ActictBusa DoS-arakm.

Kax BuAHO u3 TabA. 3. B yCAOBHAX, KOIAQ 3AOY-
MBIITTACHHBIE BHEIITHIE BO3ACHCTBUA AOCTUTAH CBOEH
LeAn pe3yAbTatel BDS-TectupoBaHmMsA CHIDKAroOTCA
IIPAaKTHIeCKH B 37 pa3 M AOCTHIAOT YPOBHSA, KOTAQ
CHCTEMAa IPHUHHUMAIOT PEIEHHE O ITOAHOM OTCYTCT-
BN CTATUCTHYCCKUX 3aBHCHMOCTEH BO BXOAHOH ITO-
CAEAOBATEABHOCTH NH(OPMALIHOHHOTO TpadpHKa.

[IpoBeACHHEIE HCCAGAOBAHHA IIOKA3AAH, UTO
AAQHHBIH (DAKT IIEACCOOOPA3HO HCIIOAB3OBATH B CHC-
TeMaX OOHAPY/KEHHA 3AOYMBIIIACHHBIX BTOPMKEHHN
AASL 3AIIIATH TH(OPMAITHH 1 OOECIICUEHHA TAPAHTH-
POBAHHOTO YPOBHSA OE30IIaCHOCTH.

Tabanma 3
3uavenue BDS-cratuctukm AAS pasAMIHOTO

BuAa Tpacdukos upu N=500

m=6 m=5 m=4

c=0.5 [e=0.25 [=0.5 [=0.25[=0.5 [=0.25

IP-reaedponmsa [17.512/26.893[16.431|22.455|15.709(18.691

Toppent ycayru 45.876| 67.028 40.727|149.076|35.145[41.392

[ToTokoBoe BuA€0[52.329|117.954{38.824(83.730(30.032|54.371

DoS-araka 1.391| 4.298 |1.692|4.939|1.847|5.231

Takum 00pa3oM, IIOAYYEHHBIE SKCIIEPHMEH-
TaAbHBIE AAHHBIE IIOATBEPKAAIOT TEOPETHIECKOE
IIPEATIOAOKEHIE O BO3MOKHOCTH HCIOAB30BAHUA
sHmageHnii BDS-tecta aAs AeTeKTHpPOBaHMA CACAOB
BPEAOHOCHOIO IIPOIPAMMHOIO OOECIICUEHUA B CETE-
BOM Tpaduke.

Brisoapl. [loAyueHHBIE PE3YABTATHI SKCIIEPH-
MEHTAABHBIX HCCACAOBAHII CTATUCTHYCCKIX CBOIICTB
cereBoro TpadHKa C HCIOAB3OBAHHEM KOPPEASAIIN-
OHHOIO AHAAM3Q BPEMEHHBIX PAAOB IIOATBEPIKAAFOT
TEOPETHUYECKUE IIPEATIOAOKEHHA O TOM, UTO AAA Pas-
AWYHBIX BHAOB Tpadmka pesyabrar BDS-tecra aaer
pa3AI/I"IHbI€ 3HaquI/IH, KOTOpBIe MOFYT 6bITb HpI/IHHTI)I
B KAYeCTBE ITAAOHHBIX, T.€. M IIO ITOMY IIPHU3HAKY
BO3MOJKHA OPIaHM3AIHA IIPOIIECCa ACTEKTUPOBAHUA
CETEBON AKTUBHOCTH OTACABHON CAYKOBI MAH CEPBH-
Ca TEACKOMMYHUKALIMOHHON CETH.

[ToaydeHHBIE PE3YABTATEI  KOPPEAAIIMOHHOIO
aHaAm3a cereBoro Tpaduka Ha ocHoBe BDS-
TECTUPOBAHHA PEKOMEHAYETCA HCIIOAB30BATB: BO-
IIEPBBIX, B KAYECTBE COCTABHOH YACTH aHAAUTHYE-
CKOH KOMIIOHEHTBI COBPEMEHHBIX AHTHBHPYCHbIX
CHCTEM; BO-BTOPBIX, BO3MOKHO HCIIOAB30OBAHHE KOP-
PEAAIIMOHHOIO aHAAN3a CETEBOro Tpadmka AAfl Op-
raHU3AIUHA PAOOTEL OAHOIO U3 OCHOBHBEIX 9AEMEHTOB
CHCTEMBI MOHUTOPHUHIA CETEBOI aKTUBHOCTHU B Kade-

CTBE CCHCOPHON ITOACHCTEMBI (AATYHKH IO COOpPY
nadopmMaiun o TpaduKe) U AHAAUTHICCKOH YaCTH
(KOMITOHEHT MOAYASl IPUHATHUSA PEIICHUIT).
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CTATHUCTHUUHI BAACTHBOCTI TPA®IKY
HA OCHOBI BDS-TECTIB AAA
PEAAI3ALIIl CUICTEMU BUABAEHHSA TA
3ATIOBITAHHA BTOPTHEHHAA B
TEAEKOMYHIKALIIMTHI MEPEXI
V pobori mpomoHyerscA BUKOPHCTOBYBATH MATEMATHY-
HUN amapaT CTATHUCTHYHOIO aHaAisy Ha ocHobi BDS -
TECTIB AAfl  AOCAIAKCHHA BAACTHBOCTCH MEPEIKEBOTO
Tpadiky pi3sHEX CAYKO Ta iHMOPMAIUHHUX CEpBICIB IpH
BU3HAYCHHI 3HAYYIIIOCTI PO3OLKHOCTI wu 30iry IX Xapak-
Tepuctuk. OTpHUMaHi PE3YABTATH EKCHEPUMEHTAABHIX
AOCAIAJKCHB CTATHCTUYHUX BAACTUBOCTCH MEPEIKEBOTO
TpadiKy 3 BUKOPHCTAHHAM KOPEAALIIHOIO aHAAI3y daco-
BUX PAAIB MATBEPAXKYIOTD TCOPETUYHI IPUIYILICHHA IIPO
Te, IO AAf pisaux BuAiB Tpadiky (HTTP, FTP, Skype
Tpadik i mOTOKOBE MOBACHHA ) pe3yAabraT BDS -Tecty Aae
pisHI 3HAYEHHA, AKI MOXKYTh OyTH IPUIHATI B AKOCTI €Ta-
AOHHUX ITPU BUKOPHUCTAHHI T4 JAOCKOHAACHHI MEXaHI3MIB
MOHITOPUHIY MEPEKEBOI aKTHBHOCTI, B TOMY HUHCAIL 1 AAA
peaaisanii cucreMu BUABACHHA Ta 3aII0OIraHHA BTOPTHEHD

B TEACKOMYHIKAITITHIX CHCTEMAX Ta MEPEKAX.

KarouoBi cAoBa: TeAeKOMYyHIKAIINHI CHCTEMH Ta MEpe:i,
cucreMa BHUABACHHA 1 3amoOiraHHs BrOpraeHp, BDS-
CTaTUCTUKA, CTATHCTHYHI BAACTUBOCTI Tpadiky.

STATISTICAL PROPERTIES OF TRAFFIC
BASED ON BDS-TESTS FOR REALIZING
SYSTEM OF INTRUSION DETECTION
AND PREVENTION IN A
TELECOMMUNICATIONS NETWORK
The paper presents the mathematical apparatus of statisti-
cal analysis based on the BDS- test to investigate the
properties of network traffic of various services and in-
formation services in determining the significance of dif-
ferences or match their characteristics. The obtained ex-
perimental results of the statistical properties of network
traffic using correlation analysis of time series confirm the
theoretical assumption that different types of traffic
(HTTP, FTIP, Skype traffic and streaming ) BDS- test
result gives different values that can be taken as reference
using and improving mechanisms for monitoring network
activity, including the implementation of a system for
intrusion detection and prevention in telecommunication

systems and networks.

Index Terms: telecommunication systems and networks,
system intrusion detection and prevention, BDS-statistics,
the statistical properties of the traffic.
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PIIIEHHA 3BOPOTHOI 3AAAUI EKOHOMIUHOI'O MEHEAKMEHTY
TH®OPMALIIMHOI BE3ITEKU

€Esrex Aepuenxo, Pycaana Ilpyc

Ipu poss’ssky 360pomioi sadaui exoHoMitoeo MeHedweMenmy 3a0arms napamenpy iHpopmayitinoi cucmem i 31Haxodans
HeOOXIOHY KiNbKICHIb pecypeie i ix onmuMansHuii posnodia mixe 06 ekmamu. Kpumepiem onmumansrocmi ¢ minimizayia 3a-
2ansHUx 6mpans, AKi 6KAI0UAIME SmIpamil 610 6UMOKY iHGOpMayii i sumpam Ha i saxucm, abo Maxcumidayis npudymKy
610 iHsecmuyinl 8 saxucm i ix pewmabenvrocmi. Poseastymo cucmemy 3 060x 06°€xmis, AKi 610pI3HANNILLA 8PANUBICNIN T Kidlb-
Kicmio ingpopmayii. Poss’nsox snaxodumvea 6 obaacmi iciysanns cid 1080 mouK, wo abesneyye peassiicns 00epaanux pe-
3YALINANIIG, OCKIABKY 1 00Ha 3 CHIODIH He 3ayiKkasaena 6 IMini céoci cmpanmezii. Bukonana 06ox ymos — sabesnedernns pecuy
C1010807 MI0UKU T OMIMUMISAYLA PONOOLAY PEYPCis — Q0CALAENILEA ULAAXOM YHPABALHHA napamempami ingopymayitinoi cucnme-
Ml — 6PasAusocmamu 06 ckmis i po3nodiaom ingopmayii no 06 ckmax. Pimenra seopommoi sadaui ¢ nepuinum Kpokom 0o cun-
me3y cucmem. Hacmynmuti kpox — 6ubip 3acobis saxuciy 044 KoHO20 00 €Kma 3 6paxysaniam ix 6apmiocni ma iMosipHocni

HEHMMPANI3aYTi MONCAUBUX 34203,

KarouoBi caoBa: ingopmayitina besnexa, Mamemaniuita Mooets, 8Pasausicns, OnmUMI3ayin, cio108a nmoyxa.

Bceryn. Possurok indopmaniiinoi cdepu mpu-
BOAUTB AO 3POCTaHHSA 0OCATIB 1 BapTOCTi iH(OpMAITL
1, K HACAIAOK, AO YCKAQAHCHHS CHCTEM 3aXHCTy Ta
30iAbIIeHHA iX Baprocti. B mmx ymoBax 3pocrarors
BHUMOTH AO CTBOPEHHS CHCTEM, B AKHX AOCATAFOTBCA
HAKpAIIl TEXHIYH] Ta EKOHOMIYHI ITOKA3HUKM.

Pirmenns mocraBAeHO! 3aAa9l YTPYAHEHE dYepe3
Hu3Ky npudanH. [e ckaaaHicTs GaraTopiBHEBHX Oara-
TOPYOLKHUX CHCTEM 3aXHCTy, HEBHU3HAYCHICTD AlN
CyIEpHHKA, HEMOKAHUBICTH TOYHOIO BH3HAYCHHSA
3aXHMCHUX CIIPOMOKHOCTEH CHCTEMH, 30KPEMa, TaKO-
IO BaKAMBOTO ITOKA3HUKA, AK 1i BPA3AUBICTD, 4 TAKOK
BIACYTHICTB CTATHCTHYHOI iH(OpManil Ipo pe3yAb-
TATHU IPOTUCTOAHHA CUCTEM Hamaay 1 3axucty. Uepes
Il CKAQAHOIII OCHOBHA yBara IIPHM AOCAIAKEHHI 3a-
XHCHHX CHCTEM IPHUAIAAETBCA IX aHAAI3Y, XOYa CTBO-

PEHHA OITUMAABHHUX CHCTEM YaCTO Hece B COOl eAe-
MEHTH CHHTE3Y.

AHAAI3 CHCTEMHU 3aXHCTy MOKE BECTHUCh B ABOX
IIPOTUACKHUX HAIIPAMKAX:

— IpsAMa 32Aa9a — IO 3aAAHUM PECypCaM 3aXH-
CTY BUSHAYHUTH YaCTKy BTpadeHOl iHdopMmaIrii;

— 3BOPOTHA 3aAa4Ya — ITO 3aAAHOMY IDAHHYHO-
My 3HAYEHHIO BTpaT iH(OpMAIli BU3ZHAYNTH HEOO-
XIAHY KIABKICTb PECYPCIB 3aXHCTY.

Pimmennsa  3BOpOTHOI 33Aa4l  CKAAAHIITE, HIOK
HIPAMOI, IIpOTE I 32Aa9a BUKAMKAE 3HAYHUN IHTeE-
pec, OCKIABKH i PO3B’A30K MOKHA BBAKATH IIEPIIIM
KPOKOM y CHHTE31 OIITUMAABHUX CHUCTEM 3aXHUCTY.

Meta poboTH — pO3pOOKA METOAUKH PO3B’A3KY
3BOPOTHOI 3aAadl, AKUI 3a0e31edye AOCATHEHHS OII-
TUMAABHUX 3HAYEHb ITOKa3HUKIB 1HMOPMAIIHHOL
CHCTEMH.
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