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CTPYKTYPHO-®YHKIIOHAJIbBHA MOJEJIb
3ABE3INEYEHHA KIBEPBE3IIEKHU KIIIEHTCBKOI'O
3ACTOCYHKY BA3U AHAJITUYHUX JAHUX IPYHTIB

This research addresses the issue of ensuring cybersecurity and protecting the information of a soil analytical information cloud
database. This database is a component of the information system for soil bonitation that is implemented within the IT project.
It consists of the Dropbox cloud service and a client application. The Dropbox technology provides a sufficient level of data
cybersecurity, while the protection of the client application’s information is still a relevant task.

Therefore, the goal of the research is to synthesize a structural-functional model of the cloud database client. Methods used
include structural-genetic analysis, synthesis, modeling, as well as Dropbox technology and the "Kalyna" encryption algorithm
(DSTU 7624:2014). The result of the research is a structural-functional model for ensuring the cybersecurity of the client
service of the soil analytical information database. The application of this model will enable the practical implementation of
data cybersecurity in the soil bonitation information system. This is achieved through the cryptographic protection of
information using the "Kalyna" symmetric block cipher algorithm. Thus, the data that is created, transmitted, and processed
within the information system (cloud server, client application) is protected.

Knruoei cnosa: 3axucm inghopmayii, kibepoesnexa, wugp Karuna, 6asza oanux, Dropbox APL

Peanizamisn IT-npoexty 3 mmdpoBoi TpaHchopMmarii OOHITYBaHHS TPYHTY mependoadae
3a0e3reyeHHsT KibepOesneKu 1 3axucTy JaHuX, siKi oOpoOmstoThes B iH(poOpMaulilHii cuctemi. 3a
pe3ynpTaTaMH aHaNi3y TEXHOJIOTiH 30epiranHs nanux [1-4] oOpano xmapHwuii cepsic Dropbox APL Ls
TEXHOJIOT1sI Ma€ NeKibKa HAPSAMKIB peari3allii, mepemada 1aHux BiOyBaeThcs 3a mportokosiom HTTPS,
JI0 IKOTO BXO/IUTh 3aXuIIeHui npotokon TLS 3 acuMeTpudHuM mudpyBaHHIM, TOMY Oe3reka nepeaadi
nmaHux 3abesmeueHa. Takoxk € 3axumieEnM moctyn Access Token, sikuii BinmoBimae 3a aBTOPU3AIIO
KITi€HTa 10 XMapHoro cepenosuia. i hakropu cBimgaTh mpo JOCTaTHIN piBeHb 3aXHIEHOCTI ITepeadi
iHpopmaii 1o xmMapu, To6To Dropbox 3a0e3neuye HanexHUI piBEHb CEpBEPHOTO Kibep3axucty. Pazom
3 THM, aKTyaJbHOIO € 3amava kibepOesmeku i 3axucTy iH(OpMAIi KIIEHTCHKOTO 3aCTOCYHKY 0a3m
JAHUX, TOMY METOI0 IIi€i Tpalli € CHHTE3 CTPYKTYPHO-(YHKIIOHATBHOI MOJEIN KIi€HTa 0a3u
AHAITUYHHUX JaHHUX [PYHTY.

VY KITI€EHTCHKOMY 3aCTOCYHKY JaHi epeIaroThCst (haillIoBUM OTOKOM, TOX € HeOe3IeKa BUTOKY,
mMoaubikamii. s mmdpyBaHHS IaHUX TPOMOHYETHCS 3aCTOCOBYBATH AITOPUTM CHMETPHYHOTO
OJIOKOBOTO TEPETBOPEHHS [5], mepeBaraMu SIKOrO € BHCOKA IIBHIKOJIS MPOrpamHOl peaiizariii Ha
CcydacHHMX IaT(opmax, BUCOKHIA pPiBEHb CTIHKOCTI Ta HAsBHICTH pi3HHX pexumiB podotu. udp
BUKOPHCTOBYE YHIKUIBHUN KITIOY JIUTSI IM(PYBAaHHS Ta eI pyBaHHS.

“KanmHa” € OJOYHUM CHUMETPHUYHMM MIM(POM, TOXK JaHl MHUPPYIOTHCS Ta AeMH(PYIOTHCS Y
¢ikcoBanux Omokax 128 6it a6o 16 Gaiir. [Ipononyerbes o peanizauii pexum CBC, npu skoMy Haz
KO>KHUM 0J10KOM BUKOHYeThcst XOR 3 monepenniM 3ammppoBaHuM OJI0KOM Uil YHUKHEHHS a0JI0HIB
y BuxiyHux fganux. [epmmii 6mok XOR-utbes 3 inimiamizamiiianm Bextopom (IV), 3renepoBaHuM
BUITAIKOBO; 11e 3a0e3medye Ie 0MH PiBeHb 3aXHUCTY Nepenadi TaHuX.

Bxigna iadopmanis s mudpyBaHHS/ AemuppyBaHHs TIIUTbCT Ha OMoku mo 128 OiT.
OcCKiNbKH OCTaHHIM ONOK MajoWMOBipHO Oyzme piBHUM 128 0ir, TOX Isd mWHQpPYBaHHS CIiJ
BUKOpHCTATH (YHKIIIO JOJAaBaHHSA: JIOTIOBHEHHS B OCTaHHbOMY OJiomi OiTiB, sikux Opakye. Ilpm
nemm@pyBaHHI HABIIAKW: B OCTAHHBROMY OJIOIi OiTH JI0/aHI BUIAISIOTHCS; TOMY IJJISATae peanizaril
GbyHKIIIST BUTATCHHS.

CrpykTypHO-QyHKIIOHaJIbHA MOJIETb 3a0e3neueHHs KibepOe3nekn KIi€eHTCHKOTO cepBicy 0a3u
aHAITUYHHUX JTAaHUX IPYHTIB MpeacTaBieHa Ha puc. 1. o i ckiaaay BXOISTh (QYHKLIOHAIbHI €JIEMEHTH
0a3u naHux, GaiiB A mmpyBaHHs 1 JemuppyBaHHs, TeHepaTOpa KIIOYiB Ta MPOIIECIB aNrOPUTMY
“Kanuna”: 3anucy i 3uMTyBaHHs OJIOKIB JaHUX, AiIEHHS, BiAHIMAHHS, n1oJaBaHHA OiT iHQopmamii Ta
npouecopa 6e31nocepeiHb0 CUMETPUYHOTO GJIOKOBOTO EPETBOPEHHS.
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Puc. 1 Mooenv 3abe3neuenms Ki6ep6e3ne1<u KAIEHMCbKO20 3ACMOCYHKY 6a3u ananiMuYHUX OaHUxX rpyHmie

3acTrocyBaHHS 3ampoONOHOBaHOi Mojeni mix dvac peamizaumii [T-mpoexty umdposizamii
OOHITyBaHHA TPYHTY JO3BOJISIE TPAKTUYHO peali3yBaTd 3a0e3rnedeHHs KiOepOesnmekn W 3aXHCTy
iHpopMalLlii KITIEHTCHKOTO 3acTOCYHKY xMmapHoi 0asu panux. lludpysanus indopmamii, sxa
00pobmnseThes y iHPOpMaLiiiHIl cucTeMi, 32 IOTIOMOTO0 cuMeTpuyHOro mmdpy “Kamuna” B pexxumi
CBC rapanrye koH(DiIeHITIIHHICTh JAHUX Y pa3i BUTOKY 3 cepBepHOi a00 KiieHTCchKoi yacTuHu [C.
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