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O MHOIOKPUTEPUAJIbHOM 3KCMNEPTHOM OLIEHWBAHUU PUCKOB
MHP®OPMALIMOHHOU BE3OINACHOCTU

Beictpoe pazButHe WH(MOPMAIMOHHBIX CHCTEM H
CO3JJaHHE HOBEHUIIMX TEXHOJIOTHMH YIIPOILAET HAPYIIECHUE
KOH(U/ICHIIMATIBHOCTH, LEJIOCTHOCTH M JIOCTYITHOCTH
uHGOPMAIMK, W TPHUBOAAT K OONBLIINM (UHAHCOBBIM
HOTEPSIM.

HeoOXomMMOCTh  CHIKATh  PHCKH  IPEOJOJICHHS
CHCTEM  3alIUTHl  KOMIBIOTEPHBIX  CHCTeMax  Ha
CECTOJHAIIHNIM J€Hb, SBISIETCS AKTyaJIbHBIM BOIPOCOM.
s BBIMONHEHWST MEPONPUSTHH TI0 CHIDKEHHIO pPHCKa
HEOOXOIMMO BBINOJHHUTD OIEHKY PHCKa, €ro pacder,
TOJIy9CHUE KOJIMYECTBEHHOTO 3HAYCHWsS. OJTO Halo I
CpaBHEHHS W BBISBIICHHS KPUTHUYECKHX 3HAUCHUH PHCKA.
Ha ceronusmnmuii 1eHb HEAOCTATOUHO OIUCAaHBI MOAECIH
CHCTEM 3alllUThl, B KOTOPBHIX (HOPMAII30BaH IPOLECC
OLICHKU PHCKOB HH(OPMAITHOHHOMN 0E30MMaCHOCTH.

W3yyas murepatypy MO JaHHOI TeMaTUKE BBIICHUIIH,
YTO OCHOBHOE BHHMaHMe B paboTax yjensercs 00paboTke
PHCKOB, TPHHATHIO PEUICHHH I0 CHWKEHHWIO PHCKOB,
YKIOHEHWIO, IlepeAade WiIM  TPUHATHIO  PHUCKOB,
YIIpaBJIEHHUIO PUCKaMH, (JOPMHUPOBAHUIO IUIAHA IO Mepam
BO3ICHCTBMS HAa PUCKH. MBI PaccMOTPUM BOIPOCHI
BBIYHUCIICHUSI PHCKOB HMH(OPMAIMOHHOH Oe30macHOCTH,
TIOJTy9eHUSI MX KOJIMYECTBEHHOTO 3HAYEHHMS, HA OCHOBAHUH
KOTOPOT'O MOXXHO CTPOHTH CPABHUTEIBHBIN aHAIIN3.

Ilemsto HCCIIeIOBAHUS SIBJISIETCSI
MHOT'OKPUTEPHAJIbHBIN SKCIEPTHBIA METOJ OIPENESIICHUS
pucka OezomacHoCTH cucTeM. [l peanmsanum AaHHOU
eI  HEeoOXOIUMO  PelINTh  CIEAYIOIHMEe  3ajadu:
1. BBIOJTHUTE aHATIM3 OCHOBHBIX CIIOCOOOB pacdeTa pucka
6€301acHOCTH KOMITBIOTEPHBIX cucTeM; 2. Pa3paborath
Mozens KputepueB pucka; 3. CdopmmpoBaTh HOBBIH
TIO/IXOI K OTIPEJIEICHNIO PUCKOB OE30TIaCHOCTH CHCTEM.

AHanu3 pUCKAa COBPEMEHHBIX  KOMIIBIOTEPHBIX
CHCTEM IIpeJCTaBIsIET COOOH CIIOXKHYIO KOMIUICKCHYIO
3aady CHUCTEMHOTO aHaim3a. B olmem ciydae ayaut
6e3011acHOCTH, HE 3aBUCHMO OT (POPMBI €T0 TMPOBEICHHUS,
COCTOMT U3 IIITH OCHOBHBIX JTalioB, HAa KaXIOM U3
KOTOPBIX BBITIONHACTCS KOHKPETHBIM 00BeM padoT.
CymecTByeT MHOXKECTBO CXeM pacuera puckoB. OnqHa n3
CaMBIX TIPOCTBIX Ta, B KOTOPOH PHCK SBISETCS
MpOM3BEICHUEM '"BO3MOXKHOTO ymiepba oT araku” Ha
"BepOATHOCTh Takol araku'. B pabore paccMOTpeHBI
HauOosiee TOMyIsipHbIE B MUPOBOI NMPAaKTHKE METOANKH
OLECHKM pPHUCKOB  HMH(OpPMAlIOHHOW  0€30macHOCTH:
CRAMM, OCTAVE, FRAP. OcHOBHBIMH KpUTEPUSIMU B
JAHHBIX METOJMKAaX SIBIIIOTCS (DMHAHCOBBIA yIiepd u

CTOMMOCTb BOCCTaHOBJIEHHS. MHOrMe Ipyrue KpUTEpHH,
OKa3bIBAIOILME BJIUSHUE HAa OCHOBHBIE, CIICIOBATEIBLHO, B
HE MajOdl CTCIEHU OIpEeeILONIe 3HAUCHUE PHUCKa,
UTHOPUPYIOTCS. B pe3yspTare CpaBHUTENIBHOIO aHAIU3a
METOZI0B OLIEHKHU PHUCKOB MH(POPMAIMOHHON
6e301acHOCTH OOHAPYKEHO, YTO ONTHUMAJBHBIM SIBJISETCS
KOMOWHHPOBAHHBII MOAXO0J], IPH COYETAHUH IKCIIEPTHOTO

H  aHAJIUTUYCCKOI'O  aHaJIn3a. CJ'Ie,I[OBaTeHLHO, JUIA
00BEKTUBHOCTH pacyeToB Hano Y4UTBIBATH
JOIMNOJIHUTCIIbHBIC ~ KPUTCPHUHM W HAXOJAWUTb 3HAYCHHC

MHTErpabHOTO pucka. OLEeHKa PUCKOB NPOBOJWNIACH B
mBa srama. Ha mepBom 3Tame, B KadecTBE KPHUTEPUEB,
NPEUIOKEHHBIX ~ JKCIepTaM i1 OLEHKH,  B3ATHI
Cleylolue: TPUYMHBI  (MCTOYHMKH) BO3HMKHOBCHUS
yrpo3; OOBEKTBl BO3AEHCTBUSA YTpO3; HCHOJIB3yeMbIe
METOJbI U CpeACTBAa peauM3allid yIpo3; TEKyIIue
YS3BUMOCTEH  CHCTEM; HAIpaBICHHOCTh  PEaTU3aliU
YIpo3; XapakTep M MacIITaObl HETaTUBHBIX IIOCIIE/ICTBHIA;
BPEMCHHbBIE ~ XapAaKTEPHCTUKH  BO3JCHCTBHS;,  KaHAJbI
MIPOHMKHOBEHUSI B KOMITHIOTEpHYIO cructeMy. Ha BTopom
9Tane Iy BBIYMCICHUS MHTErpajbHOTO 3HAYECHHS pHCKa
npeyiaraeTcss  MCHOJBb30BaTh  KPUTCPHH  OTMCAHUS
ysa3BUMocTel.  Jlamee  BBIMOJNHSETCS  HOPMHPOBAHHE
KO3 PHITHECHTOB. [onyuennas nHpopMars
MOBEPraeTcsi KAa4eCTBEHHOMY, KOJMYECTBEHHOMY U
KOMIUIEKCHOMY OLICHUBAHUIO, TpeIIoJIaraoueMy
IIKAIMPOBAaHHWE JAaHHBIX, WX AaHaIN3 (arperupoBaHME,
“BECOBBIM™ OIIGHKaM, B II€TIAX TPHUHATHS PEUICHHsS O
MpaBWIBHOCTH pacyeTa pucka. B KauecTBe BecoB
KpuTepueB ~ OygeM — HCIONB30BaTh  Kod(duImeHt
kputrnaHOCTH. [l0 cBOEH 3HaYMMOCTH B OOIIEH OIeHKe
pHCKa  ONpenelieHHble  KPUTEPHH  Bcerja  MMEIoT
pasnMYHBIA  yHENbHBI BEC, KOTOpPBIA MpemiaraeM
yCTaHaBIIMBaTh OKCIEPTHBIM IyTeM. Vcrons3oBaHue
BECOB I103BOJISIET CO3/IaTh MOJIENb PacyeTa prcKa OJIN3KYIo
K peasbHOCTH. Pe3ynpTaToM MpeyioKeHHOTO MOAXO0Aa K
pacuery pHcka Oe30macHOCTH SIBIIETCS KOMIUICKCHAsS
MOJIENb pacdeTa, KOTopas MO3BOJSIET oOecreunTs Ooiee
OOBEKTHBHOE ONpeJeNieHine pHcka. B wnccremoBannn

WCTIOJTB3YIOTCS METOBI SKCIIEPTHBIX OIICHOK,
MaTeMaTH4EeCKOM CTaTHCTUKHM, CHCTEMHOIO aHaju3a,
CTPYKTYpHOTO  aHajih3a, CPAaBHHUTCIBHOTO  aHAIIN3A.

[MomydeHHBIH anropuT™M Ui MHTETPAIBHOIO  pHCKa
0€30IacCHOCTH  CHCTEM TO3BOJISIET OLEHHUTH CHCTEMY
3amMThl B 11esioM. JlanbHeHIe ucciue0BaHus! TTI03BOJIST
CHHU3HTbH BEPOSTHOCTb POBE/ICHNS aTaK M YOBITKU OT HUX.
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AHANU3 YA3BUMOCTEN TEXHONOIMM BIOKYENH NPU PABOTE C
KPUMTOBANIOTAMU

Ha ceromust mcmons3oBaHue OJOKYEHH TEXHOJIOTHUU
MMEET ABOMCTBEHHBIM XapaKTep SBJIICH OJHOBPEMEHHO
MICPCIICKTUBHBIM MHOTOOOCTIAIOMINM HAlpaBJeHHEM U
TasuM B cebe OIMacHOCTH KakK YK€ M3BECTHBIEC, Tak
Hem3BecTHble. CaMmbIM  TOMYJISAPHBIM — IPWIOKEHUEM
JTAHHOM TEXHOJIOTUH SIBIIACTCSI Pab0Ta ¢ KPUIITOBATIOTOM,
9TO  MpEANoNiaracT  HEeOoOXOJMMOCTh  MOBBIIICHHOTO
BHUMaHUsI K BONpocaM O€30MacHOCTH TMPOXOJSIINX
Tpan3akuuid. [lostomy B paboTe  pacCMOTpPEHBI
BO3MOXXHBIE€ YIPO3bI M PUCKH, KOTOPbIE MOTYT BJIMATH Ha
TIPOBE/ICHUE TIPOIIECCOB MalfHUHTa OUTKOMHA.

Bo BpeMst MaiiHHHTa OMTKOWHA PEIIaeTCs OrPOMHOE
KOJIMYECTBO MaTeMaTHUYECKUX 33]1a4, KOTOPbIE MPUBOJIAT K
3apabaTbIBAHUIO KPUIITOBATIOTHL. [Ipy 3TOM BCe MpOILIbIe
COBEpIICHHBIE OTIEPAIN COXPAHIIOTCS B OOIIEM JIOCTYIIC.
JIOOBITYMKM OWUTKOWHA TOJOMPAIOT HYXXHBIH Xl W3
pasIMYHBIX KOMOWHAIMH, KOTOPBIA JaeT IOCTyNl K
CEKpETHBIM KJIF0YaM M K HOBBIM orepaiusiM. Becb 3TOT
CIIOXHBI MaTeMaTHYeCKHH Tmporiecc TpeOyeT HaIudus
MOIITHOTO CIENUAILHOTO YCTPOHCTBA, KOTOPOE MOMOKET B
MHHUMAJIbHBIC CPOKH TI0I00paTh HYKHBIH Xell. DTUM
00OCHOBBIBAETCSl TOJIOKUTENbHAS TEHICHIUS XelIpenTa
[1] OurkomHa, koTopas Habmopamack ¢ 2018 roma u Ha
koHen 2019 roma mnokazanm poct Ha 140% [2],
CBUJIETENBCTBYET TaKX€ O JOCTATOYHO BBICOKOW CTENEHU
3aIUIICHHOCTH OnokdeiiHa ot B3nmoMa [3]. CymiecTByeT
MHEHHUE, YTO TPaH3aKUUK KPHUIITOBAIIOT 3aLUIICHBI, a
cxeMbl MH(POBaHUS C OTKPBHITHIM KJIFOUOM TIOYTH
HEBO3MOXXHO B3JIOMaTh, HO €CThb DSl  YSI3BUMOCTEH,
METO/IbI PEIIEHHUS ISl KOTOPBIX MPUBEACHHI B Ta0M. 1.

Tabmma 1
YSI3BUMOCTU U METO/IbI UX PELICHNUs]

Ne
Vs3BuUMOCTb Pemenus

/n

1 XpaHeHUs Hcnonp3oBark pemieHuss Ha OCHOBE

KITFOYe Public Key Infrastructure (PKI):
JIOBEPEHHBIH  IUIaTGOPMEHHBIH MO
nyns  (TPM); ¢u3nueckd HEKIOHH
pyemsble Gpyrkupu (PUF)

2 XUIIEHUS CoBepIIeHCTBOBATh MPONEAYPH! KOHT
KJTIOUed Ip | poist, PasBUTHE KPUTHYHOCTH MBIII
TIOMOIIIM Me- | JICHWs, TICHXOJOTHYECKOH ycToHuH
TOJIOB COLIMA- | BOCTH, POHUIIATEILHOCTH [4]

JIBHOM

MH)KEHEpUU

3 cpenpl Wcnonb3oBaTh  CpeAcTBa  CTaTH-

pa3pabOTKH | YEeCKOro TECTHPOBAHHS  3allUIICH-
HocTu nputokeHnit (SAST)

4 BIT- W30aBnsaThcss  OT  HEAKTYaJBHOTO
apXHUTEKType | MporpaMMHoOro obecreueHus:; Peryns

CHCTEMBI PHO YCTaHABIMBAaTh OOHOBJIEHMS Ha
[10; xourponuposats UT-undpactpy
KTypY Ha NIPEAMET OTKPBITHIX IOPTOB,

HAJMYUS MeEp 3alllUThl, PEryJIIpHO
MCHITh TAapoiM, KOHTPOJIHPOBATH
TIOJTHOMOYHS TIOJTb30BATENICH
Hcnonn3oBanue MaTeMaTHYeCcKou
MOJIeJI, OCHOBAaHHOM Ha cxeme Mak-
Omuca THOPUAHBIX MOIUGPHIIPOBAH-
HBIX UMNTHYeckux ko-max (MEC)
UL KOAMPOBAHKSA U JEKOAMPOBAHMS
uHGOpPMAIIMA €  KCIIOJIB30BaHUEM
MOU(HUIIAPOBAHHOTO anropuT™Ma
UMAC npu nepefade ¥ MOJy4eHUH
OTKPBITOTO COOOIIEHHUS MO KaHaJlaM
cBsi3u [ 5]
[oBbieHue
OUTKOMHA

5 TTOSIBJICHUS
KBaHTOBBIX
KOMITbIOTEPOB

6 OIIaCHOM
“araku-51”

Xel MOIIIHOCTH

OTnenbHOTO BHUMAHUS 3aCIyXKHMBAeT YSI3BUMOCTH,
CBS3aHHas C  IIPUMEHEHMEM  IIOJIHOMACHITaOHBIX
KBaHTOBBIX KOMIIBIOTEPOB. B cBsi3u ¢ 3TUM B Oynyliem
OyzmeT Bo3pacTaTh BO3MOXKHOCTb B3JIOMa HCIIONB3YEMBIX
HBIHE OTHOCHUTEIBHO KPUIITOCTOMKHUX anroputMoB SHA-
kimacca (SHA-1, SHA-2, SHA-3) a Taxke anropurMma
RIPEMD, KOTOpHIi HCTONB3yeTCS B OWTKOWHAX U
JIPYTUX KPHUITOBATIOTAX HAa OCHOBE OWTKOMHOB. B
opolecce  peanu3aluyd — [OpedjiaraeMod  MOJENId
NpeyCMOTpeHa  [BOMHas  BepuduKamms, KoTopas
MO3BOJISIET OOECHEYNTh BBICOKUI YPOBEHH IEJIOCTHOCTH
U JIOCTOBEPHOCTH IE€PEABaeMOro COOOIIEHHs, a TaKkKe
BBICOKHH YPOBEHb OBICTPOAEHCTBHS M KPUITOCTOWKOCTH
XeII-KoJa B YCJIOBHAX MOCT-KBAaHTOBOI KpHunTorpaduu.
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I'IOPIBHFIJ'IbHV_I_VI AHANI3 ENEKTPOHHUX LM®POBUX NIANMUCIB HA OCHOBI
3AIAY TEOPII PELLUITOK TA BATATOBUMIPHUX KBAOPATUYHUX CUCTEM

IosiBa KBaHTOBOrO KOMITHOTEpA CIPUYMHHUTH 3a
co00I0  HEOOXiJHICTh  0araTopa3oBOro  30LIBIICHHS
JIOBKUHHU KITFOUIB U CHMETPUYHOTO MI(PyBaHHS, a Uit
Xen-pyHKIiii — 0aratopa3oBoro 30UIBIICHHS NOBXHHA
xenry. Taki IOBKHHM CTalOTh HENPHUAHATHUMH  JUIS
MPaKTUYHOTO BUKOPUCTAHHS CHMETPUYHHX AJTOPHTMIB 1
ICHYIOYHX XemI-(DyHKITiH.

Mertoro po0OTH € aHaNi3 | HOPIBHSIBHI JOCTIKSHHS
cxeM enekTpoHHoro 1m¢posoro minmucy  (ELIIT)
MOCTKBAHTOBOTO TEPIOAY [UIA BHSBJICHHS HAHOUIBII
MEPCIIEKTUBHOI CXEMMU.

B pe3ysbTati aHasi3y MOCTKBAHTOBUX ITiIXO/IIB OYIIH
00paHi MepCIeKTHBHI KaHIUIATH: Ha OCHOBI 3a/1a4 Teopil
pemmitok (Lattices) Ta 0araTOBUMIpHHMX 3aBafOCTIHKHX
komiB (Multivariate), o TpPUBEPTAOTh YBary 3aBISKH
CBOET IIBHKOCTI Ta JOBXKWHI KIFOUiB (Ta0I. 1).

Tabmums 1
[NopiBHIHHS TOCTKBAHTOBHX I TXOIIB

. Bararosumipsi
ITocTkBaHTOBUI . . .
o Teopist periTok KBaJpaTHYHI
MAXIT
CHCTEMH
Po3p's3anHs  3a- | Bupimenns cu-
nad Teopii pemri- | cTeM  GaraToBH-
TOK B OCOOJMBHX | MIpHHUX KBaapa-
OOrpyHTYBaHHS . p . P
. peuriTkax. TUYHUX PIBHSIHb
CKJIQTHOCTI
3HaXOMKEHHS
«rapHOT0» 0azucy
pemiToK
Hobpe  peamizy- | Jlobpe peanmisy-
€TBCSI Ha CIellia- | €ThCS Ha amapar-
[IBuakomis JILHOMY Tporpam- | HHX 3aco0ax
HOMYy  3abesme-
YeHHi
Besmiu coep 3a- | llBuakicts. He-
CTOCYBaHHS. BENWKa JIOBKHHA
IlepeBaru OOrpyHTYBaHHS KJTIOYiB
CKJIQIHOCTi B Haii-
ripIIOMy BUIIAAKY
BincyrHicTb HecnpomoxHicTh
TOYHOTO METOY 0OTpyHTYBaHHS
. Oesmexu. IligBu-
Henomiku
mieHa  JOBXKHHA
BIZIKPUTOTO
KJII0Ya

Posrmsauemo napamerpu cxem EILIII gerBeproro ta
m’sroro piBHiB Oesnekn NIST  (National Institute of
Standards and Technology), To6T0 "#iMOBIpHO, HaAMIPHHX
TIO cTiHiKocTi anroput™MiB" (puc. 1).

Tbmzermms Amogesy Koespens  Zumoa  Dimpwmst | Joessss
mmEn peemznE BIBOY, mne, | mimoey
g3 == g3
Teopis parime Faloon fzlcon 1024 BE155 1755 1330
T=k  qe= 5 1% IIH | &%
BarercEnbpH LN how$4-08-330 El 125873 31E4
REEIpETIH Toon=B(-B5-399 Erl 40248 4830
OTTEMH Toon=E-117-404 Erl 100 229 51
Too-B90-351 il 45101 441
WDE o = ] TIm

Puc. 1. [Tapamerpu cxem ELIT

Iepmmii piBeHb OC3MEKH  3a0€3MEUYIOTh TITHKU
CXeMH Ha pelliTkax. baraToBUMIpHI KBaJpaTHUHI CXEMH
MaloTh OuTbII BHCOKI piBHI Oe3neku. Slkimo Opatu 10
YBar'W TaKTOBI BHTPATH, TO HAWIIKABIIOI € CcXeMa
qTesla_128. I1lo cTocyeThes MapaMeTpiB, TO SIBHO BUTPAE
Falcon512.

Cepex cxeM Jpyroro Ta TpPETbOTO DIiBHIB
Haoutemoro  mBuakomiero  Boyomie  CRYSTALS-
Dilithium, a MQDSS — naiimenmor. MQDSS-48 wmae
KOPOTKI KJIFOYi, ajie 3aHaJTO BEJHKY JIOBXKHHY IiIIKCY,
0 a0CONIOTHO HENPUHHATHO Ui TIOPHIHUX CHCTEM.
SIKIIO TIOPIBHIOBATH MapaMeTpH, TO 3HOBY SIBHY IepeBary
MaloTh CXE€MH Ha pelliTKax, 30kpeMa, cxema Falcon768.

Ha 4erBeproMy Ta Ha m'sitoMy piBHSX Oe3neku
OararoBumipHi  kBanpartumyHi cxemu LUOV  wMmaroth
3aHAITO BENMKI JIOBXKWHH BIJIKPUTHX KIFOUIB, a CXeMa
mqdss-64 — BeNHMKY JOBKHHY ITiAITICY.

B pe3ynbTati mpoBeNCHOTO MOPIBHAIIBHOIO aHAJI3Y
ICHyIOUMX TIOCTKBAHTOBHX TiOXOHiB Oymm 3HaijeHi
MepeBard Ta HENOMKA IMX IMIXOMiB, OyJlo ITOKa3aHO
nepesary  kpunroreperBopers EIIl  Hanm  iHmmMu
ITOPUTMaMH 32 3aCTOCOBAHIMH KPUTEPISMH TTOPIBHIHHS
Ta OyJ10 BU3HAYEHO HAHOIIBII MEPCTIEKTUBHOTO KaHINIaTa
— cxemy FALCON (y BciX TpbOX KOHKPETHHX
peaizaiisnx), ska Ha BCiX piBHAX Oe3rneku 3ade3rnedyBaia
HaMEHIy JOBXHHY KIIOYiB 1 Mmiamucy 3  ycix
NIPEJICTABIICHUX aJITOPUTMIB.
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Y3ATrAllbHEHUW NEPENIK F'PYN KPUTEPIIB KPUTUYHOCTI OB’EKTIB
IHOPACTPYKTYPU OEPXXABU

OcHoBHUMHK mpobOieMamu y cdepi  3axucry
00ekTiB KputnuHOi iH(pacTpykrypu (OKI) Hapasi e:
BincyrHicts knmacudikamii OKI mepxaBu (OKILJ), ne
chopMOBaHO  TOBHHH  Tepermik  iH(OpMaIiifHO-
tenekomyHikariitanx cucreM (ITC) OKIJ] sx 06’exTiB
KputnaHOi iH(popMamiitHoi iHppacTpykTypu (OKII), a
TAKOXX BIJCYTHI KpWTepii OIiHIOBaHHS HETaTHBHUX
HACIIAKIB O SKHX MOXXE IPU3BECTH KibepaTaka Ha
OKII. Tomy, npoBeaeHHs aHamily Ta (opmyBaHHS
y3arajJbHEHOrO  MEepeNiKy  KPHUTEepiiB  KPUTUYHOCTI
00’exTiB iH}pacTpykrypu aepxkasu sk OKIJ] 3 meroro
YiTKOTO BHM3HAY€HHS IOBHOTH Ta Mex ycix OKII
cy0’ektamMu  3abesneueHHs 11 ki0dep3axucry @ €
aKmyanbHuM HAYKOBUM 3aBJaHHSM.

Buxonsun 3 BUKIAZEHOTO, Memolo pobomu €
(opMyBaHHS y3araJbHEHHX KpPHUTEpiiB KPUTHYHOCTI
00€KTIB 1HPpACTPYKTYypH HepkaBu I GOpPMYBaHHS IX
MIEPeITiKy Ta MOJANBIIOTo 3a0e3edeHHs Kibep3axucry.

BinmoBigHO 10 3aKOHOIABCTBa YKpaiHH KpHTepii
Ta TopsAmoK BimHeceHHs 00’ektiB g0 OKI, mnepenik
TakuX 00 €KTIB, 3arajbHi BUMOTH JI0 iX KiOEp3aXucTy, y
TOMYy YHCIi IIOAO  3aCTOCYBAaHHSI  IHIUKATOPiB
Kibep3arpo3, Ta BUMOTH 10 NPOBEICHHS HE3aJIeKHOTO
ayauty iHdopmauniiiHOl 0e3leku  3aTBepKYIOTHCS
Kabinerom Minictpie VYkpaian (KMYVY). Oxpemum
MIPOEKTOM [HocTanoBu KMY nepenbdadaeTbes
BiTHECEHHS  MIANPHEMCTB, YCTAHOB, OpTaHi3aIlii
He3alexxHo Big ¢opmm BimacHocti 1o OKI,  ski:
MPOBAATh MiSUTBHICTh Ta HAZAIOTh HMOCIYTH B Taly3sx
EHEepPreTUKH, XIMIYHOI MPOMUCIOBOCTI, TPAaHCHOPTY,
iHpOpMaIiHHO-KOMYHIKaIIHHIX TEXHOJIOTH,
EJIEKTPOHHUX KOMYHIKaliif, y OaHKIBCbKOMYy Ta
(hiHAHCOBOMY CEKTOpax, y cdepax >KUTTe3a0e3MCUCHHS
HACEJICHHS, 30Kpema, y cdepax IICHTPaIi30BaHOTO
BOJIONIOCTAYaHHSI, BO/JIOBIJIBEJICHHS, MOCTaYaHHs
eJIEKTPUYHOI eHeprii 1 rasy, BUPOOHHIITBA MPOJIYKTIB
XapuyBaHHS, OXOPOHM 37I0pOB’S; € aBapiiHUMH Ta
pATYBaJbHUMM  CIy)X0amu, CiIy>)k0aMH  €KCTpPEHOi
JIOTIOMOTH ~ HAaceJeHHI0; BKIIOYEHI 10  Meperiky
HiANPUEMCTB, II0 MAlOTh CTpaTeriyHe 3HAYEHHS JUIs
CGKOHOMIKH 1 Oe3leKH JaepkaBd; € 00’€KTaMu, IIo
MiUIAraloTh  OXOpOHI Ta  00OpOHI B yMoOBax
HAJ3BUYAMHOTO CTaHy 1 OCOOJMBOTO Tepioay; €
00’eKTaMU TIOTEHILIHHO HeOEe3MeYHUX TEeXHOJOTiH i
BUPOOHUITB. AJe, BimHeceHHs Takux 00’extiB 1o OKI
BiOyBaeThCSA JMINE 3a CYKYIHICTIO KPHUTEpiiB, IO
BU3HAYAIOTh X BAXKJIMBICTH JUIA peamizalii >KUTTEBO-
BOKIMBUX (YHKLIH Ta HaJaHHSA >XHUTTE€BO-BXIMBUX
MOCJIYT, CBiAYaTh MpPO iCHYBaHHS PHU3MKIB 1 3arpo3 Juis
HHUX, MOXJIMBICTh BHUHHMKHEHHS KpPH30BHUX CHTYyaIlil

Yyepe3 BTPydYaHHs B iX (YHKIIOHYBaHHS, NMPUIMHEHHS
(YHKIIOHYBaHHS, JIOJACBKAH YHHHUK 4Y{ TPHPOAHI
JMXa, TPUBANICTE POOIT U YCYHEHHS TaKUX HACHIJIKiB
JI0 TIOBHOTO BIJHOBJICHHS INTaTHOTO pexkuMmy. Takwit
MPUHIUII 3aCTOCYBaHHS 'CYKYIIHOCTI KpuTepiiB" y
OUIOMY € TpOOJIeMHHM IMOMO iX BHU3HAUEHHS Ta
CYMHIBHIM Y TIpaKTHYHIH peaizariii.

Jdns  BupilleHHS IUX TNpodjieM Ta TNPOTHPIY,
NPOBIBIIM aHAN3 1 HayKOBUX Ipalb Ta HOPMAaTHUBHO-
NPaBOBUX JIOKYMEHTIB, IPOINOHYETHCS Yy3araJbHEHUH
mepenik Tpyn  KpUTEepiiB  KPUTHUYHOCTI 00 €KTiB
iHGpacTpyKTYypH Aepkasu [1]:

1) 3a cdeporo AISUIBHOCTI Ta HaJaHHS THOCIYT Y
CEKTOpi KpUTHIHOI iHPPaACTPYKTYpH;

2) 3a KaTeropiero 00’€eKTiB SIKFIM
PETIAMEHTYIOTBCS OCOONMBI yMOBH 3a0€3MCUCHHS iX
3axXHCTy Ta QYHKIIIOHYBaHHS;

3) 3a KpUTEpisIMH BKIIOYEHHS M0 IEPeNliKy
OKpEMHX 0COOJIBO BayKJIMBHX 00 €KTIB MpaBa Aep KaBHOL
BJIACHOCTi, OXOpPOHA SKHX 3/IHCHIOETHCS BHUKIIOYHO
JIep>)KaBHUMH IIIPUEMCTBAMH Ta OpraHizallissMd Ha
MI/ICTaBi JIOTOBOPIB NP0 HAJaHHS OXOPOHHUX IOCIYT;

4) 3a CyKYIHICTIO KPHUTEpiiB, [0 BU3HAYAIOTH iX
BaXIUBICTh  JUIS  peajisaiiii  JKUTTEBO-BAKIUBUX
(bYHKIIH Ta HAJaHHS XKUTTEBO-BAXKIMBUX TOCIYT;

5) 3a  HacuigKaMH  TOPYIIEHHS  CTaJoro
¢yukmionyBanas  OKI, MOXYTb CHPUYHHHUTHU
KibepaTakxw;

6) 3a MeToAWKOK imeHTH(iKamii MOTEHIHHO
HeOe3meyHnX 00’ €KTiB (KPUTUIHUX EIIEMEHTIB);

7) 3a KaTeropiero KPUTHYHOCTI 00’ €KTa;

8) 3a massuicTio OKII;

9) 3a kiacaMH HacJiJKiB (BiAMOBINAIBLHOCTI) BiJ
KaTeropii CKJIaJIHOCTI 00’ €KTa;

10) 3a O3HaKaMu imeHTudikarii
ITiIBMILEHOI HeOE3EKH;

11) 3a BunoM iHdoOpMAILii, 0 00pOOIIETHCS.

3a  pe3ynbraraMH  TNPOBEACHOTO  aHANI3Y
c(OpMOBaHO Yy3araJibHEHHUH IEpeNiK Tpyl KpUTEpiiB
KPUTHUYHOCTI OO€EKTIB 1H(PACTPYKTypH NeprkaBH, SKUH
Moxe OyTH TpeiaCTaBiIeHMH Yy BUIIAOl 0a30BOi
TEOPETHKO-MHOXHHHOT MOJIEIT.

SIK1

00’€eKTiB

Cnucok nitepaTtypu

[1] Korchenko, V. Hrebenuik, Y. Dreis, A. Hrebenuik, and O.
Gavrylenko, “Criteria for assigning objects to critical
infrastructure of Ukraine”, Przetwarzanie, transmisja i
bezpieczenstwo informacij: monografia, 1. 2, Bielsku-
Bialej, Poland: Akademia Techniczno-Humanistyczna w
Bielsku-Bialej, c. 189 — 196, 2019.
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METOOONOrA AHANI3Y CYKYNMHOIO PU3UKY BEIINEKU MOBITIbHUX
AONATKIB

3II0BMHCHUKH MOJXYTh 3aBJaTH 30MTKIB BalioMy
OisHecy abo opranizailii, BHKOPHUCTOBYIOYH BaIIly
nporpamy. IcHye Oarato cmocoOiB peami3amii atak Ha
BaIll TOJATOK, SKi Tpeba MaTH Ha yBasi, Ta MPUHHATH Iii
MO0 TPOTHAIl UM aTakaM. Y pasi HEBEIHUKOTO
po3mipy oprasizamii Ta OOMEXEHOCTI pecypciB
HEoOXiTHO 0OMpaTH Ti MOTPO3H, SIKI MOXKYTh HAHOUIBII
IMOBIPHO HaHeCTH 30MTKM Ballii opraHizauii. 3 MeTo
aHai3y MOTpo3 [UIs OpraHizamiid Oyma po3pobieHa
METOJIOJIOTIs aHAJTI3y CYKYITHOTO PU3HKY.

CyTp MeTonoJIOrii mojsirac y TOMY, IO s
BU3HAYCHHS PU3UKIB JAJsl opraHizamii Tpeba OLIHUTH
HMOBIpHOCTI, TOB'S3aHI 3  JDKEpelNaMH  3arpos,
BEKTOpaMH aTaK 1 HEAONiKaMH O€3leKH, a IOTiM
of0'emHaTH X 3 OMLIHKOI TEXHIYHOI 1 permyTamiiHOi
mKoau Uit oprafizamii. Cyma mux (axkTopiB BH3HAYa€e
CYKyImHHI pU3UK. Po3po0jeHa METOMOINIOTIS OIHKH
CYKYITHOTO PH3UKY 3aCHOBAaHA HAa MCTOMAMIN OIIHKH
3arpo3 OWASP. V wmiit Mmeroauii st KOKHOT KaTeropii
3arpo3 OLIHIOIOTBCS XapaKTepHI sl CTaHIAPTHOTO
JOAATKy HEAONIIKM, BUXONIUM 3  (akropiB  iX
HMOBIpHOCTI 1 pu3uky. I1oTiM 3arpo3u rpymyrThCs 3a
CTyIeHeM HeOe3MeKH IS TOJATKIB.

Po3pobnena Ha 6a3i OWASP meromornoris aHamizy
CYKYITHOTO PU3UKY BH3Hauya€ TpU (HakTOpH HMOBIpHOCTI
HasBHOCTI ypa3NMuBOCTi (TMOMMPEHICTh, CKIAIHICT
BUSIBJICHHS 1 CKIIAJHICTB €KCIUTyaTalii) i omuH Qakrop ii
HeOe3rekn (TeXHIUHI HacHigku). PiBeHb KPUTHIHOCTI
KOKHOTO (hakTopy Kiacu(ikyeTbes Bif 1 (HU3BKHI) 1O
3 (BHCOKHII) 1 BU3HAYAETHCS CICIHIaTbHUMHU TEPMiHAMH.
[MommpeHicTh, K IpaBUJIO, HE BHMAarae po3paxyHKY.
IMoriMm 1l paHi 00 €MHYIOTBCS 3 JBOMA IHIIUMH
(dakTopamMu HWMOBIPHOCTI (CKJIQAHICTh BHSIBICHHS 1
CKJI/IHICTh eKCILUTyaTalii) sl po3paxyHKy HMOBIpHOCTI
HassBHOCTI KOXHOI ypaznuBocTi. OTprMaHe 3HaueHHs
MHOXXUTBCSI Ha Cepe/lHE 3HAUYEHHS TSDKKOCTI TEXHIYHMX
HACNIAKIB JUIsI BH3HAYCHHS CYKYIHOI HeEOE3NeKH
KO’KHOTO ITYHKTY pOOOTH (YMM BHIIE pe3yibTaT, THM
Oimpmia  HeOesmeka). CKIAOHICT, — BUSBICHHS i
eKCIUTyaTallii, a TaKOX HACIiJKA PO3paxOBYBaJMCs Ha
ocHoBi CVE. Ilpn npomMy naHW MiIXig HE BPaxoBYe
JoKepena 3arpo3, a TaKoX TeXHiuHI OCOOIMBOCTI
OKpEeMUX J0/aTKiB. Byap-sakuif 3 X (GakTopiB MOXKE B
3Ha4YHIH Mipi BIUIMHYTH Ha 3arajbHy WMOBIPHICTb
BUSIBJICHHS 1 €KCIDTyaTamii 3I0BMUCHUKOM YPa3JIHUBOCTI.

Jlns mpukiany peamizaiiii aHamizy 3arpo3 Oe3neku
MOOULTEHOTO JOAATKy 3a pPO3pOOJIICHOK METOIHKO0
ckopucTaemMocs Tabn. 1 juia Bisyamizauii po3po6ieHoi

METOZOJIOTIi Ta Tabx. 2 g BimoOpaXeHHS OTPHMaHUX
Y XO[Ii aHaIi3y JaHUX Ta Pe3yIbTATIB.

Taomuusg 1
Meroanka OLIHKH CYKYITHOTO PH3HKY

Jxepeno 3arpo3u 3aeXuTh BiJ JOTATKY

CknamHicTh IIpocro: 3
excrutyatamii (F) Cepenupo: 2
CknamHo: 1

[MommpeHicTb
ypasnuBocTi (A)

Hyxe nommupena :3
ITomupena: 2

Pinkicua: 1
CknagHicTh IIpocro: 3
BusiBiieHHs (C) Cepennpo: 2
CxnanHo: 1
Texuiuni Baxki: 3
Haciaku (X) Howmipsi: 2
Hesnayni: 1
CykymnHHiT pU3uK (F+A+0O)-X

Tabmuusg 2
[Ipuknan peasizamii METOIMKH OIIHKH CYKYITHOTO PU3UKY

Jxepeno 3arpo3u Po3pobHIKH
CKJ1afHICTh eKCIUTyaTaii Tpocto: 3
)
HebGe3neune [MommpeHnicTb
. . [ommpena: 2
30epiranas ypazmuBocTi (A)
JTAaHUX CknamHicTh
12
BusiieHHA (C) Cepenrzo
Texuiuni Hacmiaku (X) Baxki: 3
CyKyInHUHA pU3UK 21
Jlxepeno 3arposu Po3pobHKH
CKIamHICTh € aTarii
KITaAHICTh €KCILTyaTaIi Croanio: 1
&
Mo eHi
Huspka HIMPERICTD [ommpena: 2
. ypaznuBocTi (A)
SKICTh KOTY -
CxJaHicTh
CkimazgHo: 1
BusiBiieHHS (C)
Texuiuni Hacmiaku (X) Howmipsi: 2
CyKyITHHIA pU3HK 8

Omxe, MpoaHali3yBaBIIU J[Bi 3arpo3u 3a po3po0JICHOIO
METOZOJIOTII0  OIIIHKM  CYKYHHOTO  PH3HKY,MOXHa
3pOOHUTH BUCHOBOK, 110 MPU OJHOMY i TOMY ) CaMOMy
JDKepei, 3arpo3a HeOe3NnewHoro 30epiranHs TaHuX Mae
Maibke BTpHUYi OUTBIIMI CYKYIHHMH PHU3HK Ul Oe3NeKH
MOOLITBHOTO JIOJATKy. 3Ba)katouu Ha 1ed (akr Ta y pasi
BIZICYyTHOCTI 3arpo3 3 OUIBIIMM pIiBHEM CYKYITHOTO
PHM3HKY, OpraHisaiis, BKJIABIIM PECYPCH Yy peallizalliio
3aXMINEHUX CXOBUI JaHUX, MaTHMe HaWBUIIUH
MOKa3HUK OE3IeKH JUIsI CBOro MOOUIBHOTO JJOAATKY.
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A0 NMUTAHHA BE3MNEKU “PO3YMHUX MICT”

AKTyanpHiCTh TpoOJIeMH Oe3NeKd “‘pO3yMHHUX
Mict” B VYkpaiHi. 3 MeTor iHTerpamii y CBiTOBHIA
npoctip 4.0 Ykpaina npencraBmia crpaterito [HaycTpii
4.0, B AKiii OXHWM 3 HaIPSMIB € — IOBHOMAaciTabHE
onnppyBaHHS (IUDKUTATI3AIN) KIIOUYOBHX CEKTOPIB
MPOMHUCIIOBOCTI, CHEPreTHKH Ta iHQPACTPYKTypH,
30KpeMa y KOHTEKCTI PO3BHUTKY “‘pO3YMHOTO MicTa”, sSK
CTPYKTYpH  ‘“CEHCOpHa Mepexa —  IEeHTpajbHa
wiatpopma  JaHux — MOOUIBHI  jmojmatku”  Ta
3a0e3neueHHs 11 0e3nexu 3a mpodiIsIMH.

Indopmauiitna Mogenb  “po3ymHOro  Micra”.
Mogens “po3ymMHOro micra” € aBopiBHEBOo. [lepirmii
piBeHb — (yHKUIOHANBHMH, IIO0 3abe3neuye podoTo-
3MaTHICTP CKJIIAAOBHX PO3YMHOTO  MICTa  3TiIHO
iH(pOpMaLiiHOI CTPYKTYpH “BinOupaHHS — 00OpOOICHHS
— TepemaBaHHSI/IPUIMaHHSA — yopaBmiHHA . [pyruit —
0e3neKoBUH, SIKMH MPEACTABIISE TEXHOJIOTIi Oe3MeYHOro
(yHKIIOHYBaHHSA [HX CKIQJOBUX 32 MpodisaMu
3axXUCTy iH(pOpMaIii: KOH(IACHIIIHICT — IUTICHICTh —
JOCTYNHICTh. be3neynuii 30ip AaHMX Bil CEHCOPIB
“po3yMHHX 00’€KTiB” Ta 0OMiH iH(popMaLil B cucTeMi
“po3yMHE MICTO” BINMOBIAHO 3IMCHIOIOTH IHTEPHET
peueit 1 xmapHi  TexHoiyorii. IHcTpyMmeHTapiii
wiatgopMu  pgaHuX 3abe3nedye 30epiraHHs, aHaiis,
Bi3yalli3allilo JaHUX, MPOTHO3YBAaHHS i, Ha Il OCHOBI,
VIPaBITiHHS CHTYalisIMU B PEXKUAMI peallbHOTO Jacy.

Cucrema ‘“PosymHmii OynmuHOK® — OIWH 3
CETMEHTIB PO3BHUTKY “pO3YMHOr0 MicTa” 3acobammu
aBTOMATH3allii  yNpaBIiHHA  CTaHOM  OE3MEYHOro
(hyHKIIOHYBaHHS CHCTEM: KIIMaT-KOHTPOJIO, Ta30- Ta
BOJIOTIOCTAYaHHS, OCBITJEHHS, IOKEKHOI CHUrHami3awmii
Ta CTIOBILLIEHHS, KOHTPOJTIO JIOCTYITY i
BIZIGOCIIOCTEPEKEHHS, TPOBIJHOrO 1 OE3MPOBIAHOTO
3B 513Ky T. 1. YacTMHHMI MPOEKT NOKa3aHo Ha pHcC. 1.

Puc. 1. Crpykrypa “po3ymMHOro OyIuHKY”

Ha puc. 1: 1 — aBTOMaTH3allis CUCTEMH OMAJICHHA;, 2 —
YIpPaBIiHHS OCBITJICHHAM; 3 — cHCTeMa yIpaBIIiHHS BiKHAMH;
4 — cucTeMa BiICOCIIOCTEPEKEHHS; 5 — IMITaLlisl MPUCYTHOCTI
rocnojapis; 6 — KOHAWIIOHYBAHHS Ta BEHTIJIAILIS; 7 — JaBadi

HpOTiKaHHS{; 8 — aBTOMAaTH30BaHA CHCTEMa OYHIICHHA BOAU B
GaceitHi.

Besneunnii  0OMiH iHOpMalli€l0 HAa OCHOBI
mmdpyBanHs. OOMiH iH(popMalielo B “pO3yMHOMY
MiCTi”, Ik 1 y HOrO cerMeHTi — “po3yMHOMY OYIMHKY”,
3OIMCHIOETBCS CEHCOPHHMH MEpEeKaMH, HalpuKiIaj
ZigBee, Wi-Fi, Bluetooth. 3 meroro 3axucty indopmariii
BiJl TICPEXOIUICHHS B OE3MPOBIAHMX KaHalaxX 3B 3Ky
BUKOPHCTOBYIOTh MIM(PYBaHHS/ICIINPPYBAHHS JaHHX.
Cepen xkpuntorpadigHuX METOIIB 3aXUCTy iH(popMatii
Ha TPaKTUI[l BUKOPUCTOBYIOTH aJTOPUTM INU(PPyBaHHA
AES — cumerprunnii 61okoBuit mmdp (NIST, 2002 p.).

OCHOBHI NpPUHIMIKN aJrOPUTMY: 3arajbHE YHCIIO
0iTiB KIIIOYIB B payHAax AOPIBHIOE JOBXKHHI OJOKa,
NMOMHOXKEHIH Ha 4YHCIIO payHIB, IUIIOC OJMH; KITHOY
muppyBaHHs TMEPETBOPIOETHCS B PO3IIMPEHUI KITIOY;
payHIOBI KJIFOYI TCHEPYIOTHCSA 3 PO3MIMPEHOIO KIIFOYa:
MePIIUHA KITF0Y payHAY MICTHTB HepIri X CIiB, IPYTHHA —
HacTymHi X cimiB i T. 1. CxeMa QyHKIIT muppyBaHHA
AES HaBenena Ha puc. 2.

BxijgHuii 6ok

v

JlosiaBaHHs payH10BOTO KoY
AddRoundKey
3amiHa OaiiTie 4
SubBytes
3cyB pajakis
ShifiRows
INepeminryBanus CTOBMIIB
MixColumn
JonaBanus payHI0BOro KIo4a

AddRoundKey v
T

1-it payHz

Oyukuis £,
mHQppyBaHHA
AES

3amina OaiiTie
SubBytes
3cyB paaxis
ShifiRows
[lepemilryBaHHs CTOBILIB
MixColumn

JloaaBanus payHI0BOTO KITIOYa
AddRoundKey v
3amiHa OaiiTis 4
SubBytes
3cyB paakis
ShifiRows
JlonaBaHHs payHI0BOTO KITIO4a
v AddRoundKey v

v

BuxijHuii ook

9-it paynn

10-ii payHa

Puc. 2. Cxema dyskuii mmdppysannas AES
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3ABE3NEYEHHA BE3MNEKU ABTOMOBIIA HA JOPO3I

BuBuaeThcs cucrteMa aBTOHiJ’IOTy abo cucTeMa

KypcoBOi  CTIHKOCTI ~ aBTOMOOUNSA,  aHANI3YEThCA
JiTeparypa Ta Cy4acHi CHCTEMH, a TAaKOX BHIAJIKH, Je
BOHa € He3aMiHHOIO. Posrmsmarotrees — icHyrodi

YCTaHOBKM Ta BapiaHTH KOHCTPYKTOPCHKHX DillICHb
TaKAX CHUCTEM, Yy SKHX OyiHM BHABJICHI HENOINIKH, a
TaKOX K M030aBUTH JaHy CHCTEMY BiJ WX HEIOJIKIB..
[TporonyeThest BapiaHT opraHizauii cucreMy, sika Oysia
0 HajiifHOIO, a TaKoX Majla MOXKJIMBICTh CBOEYACHO
nonepenuty iiMoBipHicTh I TII 3 60Ky naHOi cucTemu.

AXTyallbHICTh JTOCHIJPKEHHS TIOJISTae B TOMY, 11O B
JaHWil dYac Ha Joporax 30UIBLIYEThCS KUIBKICTbH
aBTOMOOUTIB, a 1€ NPU3BOJUTH JO TOrO, IO
MiABUITYETHCA KUIBKICTHP aBTOMOOUTBHHX KaTacTpod.
Tomy, moTpiOHE CydacHe BHUILICHHS TaKUX IMPOOIEM,
AK CTBOPEHHS CHCTEM aBTONIJIOTY abo CHCTEMH
KYpPCOBOI CTIHKOCTi aBTOMOO1JIA.

ABTOIIJIOT — MPHUCTPiH ab0 MporpaMHO-amapaTHuit
KOMIUIEKC, IIO0 KEepye TPaHCIOPTHUM 3aco0oM 3a
MIEBHOIO, 33/IaHOI0 HOMY TPAEKTOPIEIO.

CuctemMa KypcoBOi CTIMKOCTI — I CHCTEMa, sKa
npu3Ha4YeHa Juisi 30epexeHHs CTIMKOCTI 1 KepoBaHOCTI
aBTOMOOUIS 3a pPaxyHOK 3aBYaCHOTO BH3HAUYECHHS Ta
YCYHEHHS KPUTHYHOI CUTYyalii Ha 10po3i.

BesminoTHuii aBTOMOOLIL € TOJOBHOK HOBHMHOIO,
ajie BiH B)K€ 3HAWIIOB CBOE IIPAKTHYHE 3aCTOCYBAHHS.
Bes3ninoTHi TpaHCIOPTHI 3ac00M MOXYTB 3 YaCOM CTaTH
OimpII e eKTUBHUMU 1 OinbIn Oe3meyHnMu. BoHN Takoxk

MOXYTh 3MEHIIUTH YHCIO 3aTOPiB 1 KIJIBKICTh
IIKIIJTABUX BUKUIIIB Y TTOBITPSI.
Mera — mnpoaHani3yBaTH ICHYIOYM CHCTEMH

KepyBaHHS aBTOMOOIIEM 1 BHUSBUTH iXHI HEIOJIKH i
3aMpoOIOHYBATH CIIOCOOH iX BUPIIICHHS.

Ilicns KOMIUIEKCHOTO —aHaji3y JiTepaTypd Ta
BUBUEHHSI PHHKY ICHYIOUMX CHUCTEM MHOIO Oyna oOpaHa
cucremMa  aBromiioty  Tesla. Hana  cucrema
3apeKoMeHIyBana cede 3 00Ky TpaHC(opMarii CHCTeMH
JIOTIOMOTH BOJI€Bi, BigoMy sK “2-Wil piBeHb’, B
MOBHICTIO aBTOHOMHY CHCTEMy, sKa Moria ©
nparoBaTi 0e3 JII0ACKKOro KOHTPOIo, “piBeHb 4-57, i
MOKa3aTH CBOE BMIHHS aHaJi3yBaTH CUTYaIlil0 Ha J10pO3i
TakuM YUHOM, € JEsKi BHHSATKH JUISi CUCTEM TaKOTro
pony. Hanpukman, cucTteMu  aBTOMUIOTY, 4YacTo
CHEUTEXHIKOI0 HE BUSBIISIOTHCS, 1€ € AY)KE BOKIUBUM
(hakTOopoM, y BCIX IHIIMX BUOAAKAaX PyX TPUBAE IO
npaBuiaM. TTokpalieHHs JaHoro BUIY CHCTEM MOXKHA
3pOOMTH HACTYNHHUM CIIOCOOOM — TPaHCIIOPTHUM
3aco0aM Tpeba J1aTh MOMKIIMBICTH “CHIJIKYBaTHCS” MiX
co0o10: mepepavya IIBUIKOCTI 1 MiCIS HpU3HAYEHHS,

NPOTHO3YBaHHA HUIAXY, OyJb-KOIO iH(pOpMAI€ TpO
nmopory abo mpobimemu Oe3leKkH, TaKoX “Masdku’ I
CHELTEXHIKH.

Ha pmanmii MOMEHT pO3pOOINSIOTECS CHCTEMH,
TEXHONOTIT SKHX 3a paMKaMH HAalloro YsBICHHS.
[ToBHOIIHHE BHPOBAKEHHS TAaKWX CHUCTEM B CydJacHi
aBTOMOOLTI cTae Bce OUTbIN peaspHUM. Take
BIPOBAJKEHHS, JI03BOJIUTH TPAHCIIOPTHOMY 3aco0y
HabupaTu HEOOXiJHY IIBUIKICTb, YHHKATH aBapiiiHUX
cUTyaliil 1 3miMCHIOBaTH MaHEBpH 0e3 KepyBaHHS
JIOAMHOW. B 1inoMy, Ha ChOrOAHI TakKi CHUCTEMH,
3BUYaiiHO, JIONIOMAaraloTh NPH BOJIHHI, aje HE BapTo
3a0yBaTH MPO Te, IO II€ EJCKTPOHIKAa, 1 CKIACTH
Iporpamy Ha BCi BUMAAKH XKUTTS HEMOJXKIIUBO, aje Iie He
O3Ha4ae, M0 HEI0 CTOiTh HEXTYBaTH, HABIAKH, BOHA
HIKOJIM HE PO3TYOHTHCS, HE TIepEIUTyTae IeAai i B3arami
3po0uThH Te, mo noTpidHO. Cobi MOXKHA JIHIIE YSBUTH,
10 1O HUIIXY IIPOXOPKEHHS HE HPOITYCTHII TOTPiOHMHA
MOBOpOT, He Oyne mrTpadiB 3a TOPYLIEHHS IMPaBUII
ITJ1/], a Tako)X HAWTOJNIOBHIIIC TaKi CUCTEMU 3MOXKYTh
BPSTYBaTH HE OJIHE, a HABITh KIJIbKA JIFOJICBKHUX KHUTTIB.

Micns MIPOBEACHUX JOCITiIKEHb Oynu
3aMpOINOHOBAHI 3aXO0U MO0 TOIMIICHHS TAKUX THITIB
cUCTeM: JUlsl CHEUTEeXHIKH Tpeba nonaru ‘“masdku”, 00
aBTOMAaTHKa crpuilmMae ii, sIKk 3BUYalHUIA TpaHCIIOPTHUH
3aci0. [IpumycTuMo, Taki CHCTEMH NOCATIN “‘yCIiXy’,
mo OauaTh cHeuTexHiky 3a Bepcry. lle Bce myxe
BiIMIHHO, CKJIQJIa€ThCS IMUTaHHI — a 49U Oyme BiIaga
HANOJIATAaTH Ha TOMY, OIO0 y Takoi TeXHiKH Oyna
MOYJIUBICTH JTUCTAHIIIHO 3YIHHATUCS abo
CHOBUIBHIOBATH CBOIO IIBUJIKICTh. JlyMato, 110 1e € e
oJlHOIO (DYHKIII€I0, 32 SIKOIO CIIiJ| CTOSITH y uep3i. Tak,
MOYKHA YSIBUTH, III0 € BUKIIMK, MOXKEkKa, IPOKIATAETHCS
MapmpyT i BCi aBTOMOOULTI Ha NUIAXY MPOXOPKCHHS
CHEUTEXHIKH PO3YMIiIOTh, II0 HMOTPIOHO IOCTYMUTHCS i
HIyTh B CTOPOHY, 1 HOXEXHUKHU IOTPAILIAIOTH HA MicIie
MoXKeXi 3a 3 XBWIWMHHU. JIJIg 3BWYAHOI TEXHIKH —
BU3HAYATH [IBUAKICTE 30JMOKEHHS, OOYHCIIOBATH
6e3neuni TpaeKTOPii, nepeaaBaTu Oynb-sKy
iH(pOpMaIio iHIIOMY aBTOMOOLIIO, TOLIO.

[linOuBaroun MiACYMKH, MOXXHA CTBEPIKYBAaTH,
IO PO3IJISIHYTI CHUCTEMH € IyXe CKIIQJHHUMH, BOHH
MOCTYIOBO PO3BHBAIOTHCS 1 BXOJSATH B HAIIIE JKUTTS, 1€
JI03BOJIsIE €(PeKTHBHO BUPINIYBAaTH 3aBHAHHS O€3MEKH
aBTOTPAHCHOPTHUX 3ac00iB, 3HIKEHHS YHCIAa MPOOOK
Ha goporax, JITII, TpaBm Ta cMepTeid, Ta i miABHIIICHHS
KoMdopTadenbHOCTI MacaKupis.
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IHOOPMALIMHA BE3MNEKA KOMIMTIOTEPHOI CUCTEMU TA MEPEXI BIf}
BHYTPIWHIX TA 3OBHILWLHIX ATAK

Monenni HaTiHHOCTI (yHKIIOHYBaHHS
KOMIT FOTEPHUX MEpEeX Ta CHCTEM pO3pOOJIeHi aBHO i
JIETAIbHO BHMBYEHI, a MOJeN O€3MeKd  TIIbKH
pO3pOONAIOTECS.  BakIUBICTP  Ta  aKTYaJbHICTh
npobyiemn  3abesneueHHs iHdopmaniiiHOT  Oe3nexu
00yMOBJIEHI THM, IO CyYacHi PiBHI PO3BUTKY 3aco0iB
iHpopMaIiiHOi OCe3MeKH 3HAYHO BIJICTAIOTh BiJ| PIBHIB
PO3BHUTKY iHQOPMAIIITHAX TEXHOJOTIH Ta PO3IINPEHHS

BIPOBA/[DKCHHS ~ KOMITIOTEPHHUX  Ta  MEPEKEBHX
TEXHONOTiH y  pi3HOMaHITHI cdepu  JFOICHKOI
nmisiibHOCTi.  KpiM  1BOTO,  CTPIMKHH ~ PO3BHTOK

iH(pOpMaiHHUX TEXHOJOTiH BIIKPUB HOBI MOKJIHBOCTI
Jutst Oi3Hecy, 1110 MPU3BEIIO A0 MMOSBU HOBUX 3arpo3 [1].

Mogeni Oe3lekd BiIIrparOTh BaXIUBY pPOJIb Y
mporiecax po3poOKH 1 JOCHIPKCHHS — 3aXHUIICHUX
KOMIT'FOTEPHUX CHCTEM, BUPILIYIOTh TakKi 3a/a4i [2]:

- BuOiIp 1 OOrpyHTyBaHHS 0a30BUX NPUHIMUIIB
apXiTEKTYpU 3aXHMIICHUX KOMITIOTEPHHX CHCTEM, IO
BH3HAYAIOTh MEXaHI3MH peali3amii 3aco0iB i METOMIB
3axucTy iH(QopMaIii;

- TIATBEPIKCHHS BIACTHBOCTEH  3aXMIIEHHX
CHCTEM LUIIXOM ()OPMANBHOTO JOTPUMAHHS IOJIITHKH
0Oe3meKu;

- ckianaHHs GopManbHOi crenmdikamii MOTITHKH
Oe3mekd, SAK HAWBaXXKJIUBIIIOI CKJIaJg0BOI YaCTUHHU
OpraHi3alifHOro Ta JAOKYMEHTAI[IHHOTO 3a0e3MeueHHsI
PO3pOOIOBAHKX 3aXHMIIEHUX KOMIT'IOTEPHUX CUCTEM.

OCHOBHI 3arpo3u A KOMITIOTEPHHX MEpeX Ta
CHUCTEM TPYHTYHOTBCA B 00JacTi KOHQIACHIIIHHOCTI,
IUTICHOCTI Ta AOCTYHOCTI [3].

BinmoBimHO 10 1BOrO 3aBAaHHS iH(pOpPMAMiIHHOT
Oe3meKn B KOMIT IOTePHUX MepekKax MoJrawTh y [4]:

- ayreHTH(dikamii omHOTO ab0  JEKUTBKOX
B3aEMOJIII0YUX 00’ €KTIB;
- KOHTPOJI  JOCTYIy Ta  3axHCTy  BiA

HECaHKIIIOHOBAHOTO BUKOPUCTAHHS PECYPCIB MEPEXi;
- MacKyBaHHI iH()OPMAIIIHOTO TIOTOKY Y MEPEexi;
- 3aXHCTYy BiJIl MOXIUBUX BIiIMOB BiIIpaBKH/
MPUHAOMY 3MICTY BiIIPaBICHNX/ IPUAHATHX JaHUX.
bimpmmicte  miaxomiB g0  (opmyBaHHS MOEIi
0e3meKu JuIe YacTKOBO BiT0OpaXaroTh KOMIIOHEHTH Ta
npouecH 3axucty iHdopmanii Ta iH(popMamiitHUX
pecypciB i € OTHOCTOPOHHIMH.
Hanmpuknan, y  cTpykTypi
BijoOpaxaloTh mpolec 3axucTy iHpopMamii Ta
iHpopMamiHHUX  pecypciB;  OMUC  MOCIHiZOBHOCTI
npouecy  QGopMyBaHHI ~ MOJENl  HE  BpPaxoBYe
0COOIIMBOCTI no0yI0BH 6i3Hec-TpoIeciB;
(hopmamizanis Mozeni Oe3neKn He BPaxoBye ii aTuTHBHI
BJIACTHUBOCTI. A TaKOX BEJMKAa KOHIICHTPALisd 3aXMCHUX

Moen HE

3aco0iB B iH(oOpMaIiifHiid crcTeMi MOXKE NPUBECTH 10
TOTO, II0 CHCTEMa BUSIBUTBCS JTyXKE IOPOTOI0 Ta MOXKHA
oTpuMaTd 1  NEepeBaHTaKCHHS i 3HIDKCHHS
MPOJYKTUBHOCTI.

Tomy, ronoBHe npu GopMyBaHHI Mojeni Oe3neku
KOMIT FOTEPHOI CHCTEMH — L€ KBaJIi()iKOBAaHO BU3HAUYNTH
MEX1 po3yMHOI Oe3Meku 1 BUTpaT Ha 3aco0M 3axXHCTy 3
OHOTO OOKY i MIATPUMKH CHCTEMH B TIpaIre3laTHOMY
CTaHi | IPUHHATHOTO PU3HKY 3 1HIIOTO.

[TepenbavaeTbes, MO MOJETh OE3MEKH B paMKax
KOMIUIEKCHOTO IIX0Ay € (YHKIIEID 3 MHOXUHH
oOyacTi 3HaYeHb CKIAIOBHUX CHCTEMH iHPOpPMAMiiHHOL

Oe3nexu. Tob6To 3aJIeKHUTh BiZ cy0’eKTiB
iHpOpMAaIIHHIX MPOLIECIB, 3aBJlaHb 3aXHUCTy
iHpopMmanii, 3arpo3 Oe3nekw, piBHIB BPa3IHBOCTI
KOMIT FOTEPHHUX MEPEX Ta CHCTEM.

YMmoBamu (yHKIIOHYBaHHS MoJei €
aBTOHOMHICTb, ~ pearyBaHHsi  Ta  3aCTOCYBaHHs
MiHIMaTFHIX O0YNCITIOBAIHHUX PECYPCIB.

[ocriftne 3pocTanHs moTpedbn B iHpOpMamii

00yMOBIIIOE HEOOXITHICTD MiIBUIICHHS €(PEKTUBHOCTI
BHUKOPHUCTAHHS 1HPOPMAIITHUX pecypciB 3 iHTErparier
pI3HUX TiAcHCTeM 3a0e3MeUeHHsS OC3MEeKH, IMiICHCTEM
3B'A3KY y €IUHY IHTErpajbHy CHCTEMY 3 3arajJbHUMH
TEXHIYHMMH 3ac00aMM Ta MOJAIBIIOTO BIOCKOHAJICHHS
Mojeni iHpopMaliiHOi Oe3neku 3a paxyHOK BaroBHX
KOe(iIieHTIB PI3HUX BHIIB aTak, 1 3aXHIICHOCTI
KOMITOHEHTIB KOMIT'IOTEPHUX MEpPEeX Ta CHUCTEM Bij
BHYTPIIIHIX Ta 30BHIIIHIX aTak.

Cnucok nitepatypu

[1] 1. B. KyuepHiok, “Meroau 1 TEXHOJOTII 3axUCTy
KOMIT'IOTePHUX Mepex ((i3uyHuil Ta KaHAIBHHI piBHI)”,
Mikpocuctemn, Enextponika ta Axycrtuka, T. 22, Ne
6(101), c. 64 — 70, 2018.

[2] A. Bb. Mexen, ‘“3axuct iHpOpMalii B KOMI'TOTEPHUX
Mepexax, TexHiuHi Hayku Ta TexHoorii”, Ne 2, c. 140 —
141, 2015.

[3] O. C. Kynpunnpkuii, Ta O. A. Jlagurina, “AHaini3 po6oTi
3aXHCTy iH(pOpMalii B KOMII'IOTEPHHX CHCTEMax Ta
Mepexax”, Ha MDKHApOAHI  HAYKOBO-TIPaKTHYHIN
koH(pepenrii “Iadopmariiiina Gesneka Ta iHGopMariiHi
texuosorii” 24 — 25 xeitas 2019 p., Xapkis, 2019, c. 14.

[4] O. C. Kynpunnpkuii, Ta O. A. Jlagurina, “Oco0nuBocTi
HaIIHHOCTI Ta 3axucTy iH(GOpMalii B KOMIT FOTEPHUX
cucremMax 1 wmepexax”’, [Hbopmaniiiai TexHONOTIl i
aBromarm3amiss — 2019, na XII Mixknap. HayK.-TIpakT.
koH]; Opeca, 17-18 xoBTtHA 2019 p., Opmeca, 2019, 4. 1,
c. 19-21.
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NMOPIBHANbHUA AHANI3 NEPCNEKTUBHUX ENEKTPOHUX NMIAMUCIB HA
OCHOBI AJTTEPBPAIYHUX PELWLITOK AN NOCTKBAHTOBOI'O MNMEPIOAY

Mertoro 1i€l OMOBiAI € pO3MISA  CYTHOCTI Ta
BJIACTUBOCTEH aJTOPUTMIB €JEKTPOHHOTO IIAMKCY Ha
OCHOBI  aireOpaidHMX  pellTOK Ta  IPOBENCHHS
TOPIBHSUTGHOTO ~ QHANI3y  alNrOPUTMIB  EJIEKTPOHHOTO
mianucy Ha anreOpaldHUX pEMIiTKaX, M0 BUHILIA M0
npyroro eramy KoHKypcy NIST CHIA.

BusHatoun, Mo iCHYIOTh CYTTEBI HEBI3HAUCHOCTI B
OLIHII OE3MEeKH aIrOPUTMIB MOCTKBAHTOBOIO KaHIWIATA,
NIST Bu3HauuB 1’STh KaTeropiii Oe3mekw, MO0 MOXKHA
OyJo Kpallle MOPIBHATH PiBeHb OE3MEKH, 10 HATAEThCSA B
nyOuikanisx. BinnpaBHukam OyJio 3arporOHOBAHO HallATH
MOMNEPEIHI0 KIACH(DIKAIlO BiAMOBIIHO 10 BH3HAUCHB,
Hamanux y NISTIR 8240, 3 akieHToM Ha 3aJI0BOJICHHS
BUMOT [0 KaTeropiii Oe3mekw, MpOIyKTHBHOCTI Ta/abo
AITOPHUTMY Ta peaizartii [1].

Byno BupimeHO MOpIBHATH MAIACH 32 TpbOMa
napamerpami [1]:

1) Ge3meka/CTiHKICTB,

2) TeXHIKO-EKCILTyaTalliiiHi BUMOT'H,

3) 3aXUIICHICTH Bif aTak.

Besneunicts/Crifikicts: IctunHa BuOipka ['ayca
BUKOPHCTOBYETHCSI BCEPENHHI, 110 TapaHTYye HE3HAYHMUIA
BUTIK iH(pOpMALIl PO CEKPETHUH KIIFOYl JI0 TPAKTUYHO
HECKIHYCHHOro ymcia mianucie (moHany 264). Falcon
MPOTIOHYE JyX€ XOpOII ITOKA3HUKH MPOIYKTHBHOCTI.
OcHOBHa HOBHM3HA — IIBUJIKICTh: BUKOPHUCTAHHS IIBHIKOI
BuOipkn Dyp’e no3Boisie Myxe MIBUAKI peawizalii, B
THUCSTI TIMHCIB HA CEKyHIy Ha 3BUYAfHOMY KOMII T0Tepi;
HepeBipKa y I’ sITh-IeCATh Pa3iB MIBHUALLE.

Texniko-ekcruTyaramiiiai  Bumorn: Ll cTpykTypa
BUMarae JIBOX cCkiajgoBux: Kiac —xkpunrorpadiqHux
perritok — 0dpano kiac pemritok NTRU. 3pa3ok sa3iBku —
MOKJIAJIAl0TBCS. HA HOBY TEXHIKY, $Ka Ha3MBalOTHCS
mBHaKol BuOipkoto Dyp’e. Cxemy mimnucy Falcon
KOPOTKO MOXHA ONHWcaTH TakuM dumHOM: Falcon = GPV
pamka + perritk NTRU + [IBuzka Budipka @yp’e.

3axWIieHicTh  Big aTak: 3pa3oK  Ja3iBKH  —
MOKJIAJIAl0TBCS. HA HOBY TEXHIKY, SKa Ha3HMBAalOTHCS
mBHuaKor0 BuOipkoto dDyp’e. Cxemy mimnucy Falcon
KOpPOTKO MO)KHa OmNHcaTd TakuM 4duHOM: Falcon = GPV
pamka + pemitku NTRU + IlIBuaka BuOipka @yp’e.
TotpibHo Ginbmie podoTH, 106 anropuT™ OyB 3aXHIIEHIH
BiJ atak OIYHMMH KaHAJIAMH.

HaiiBimomimni ataku npotu Falcon rpyHTyrOTBCS Ha
CKOpOYEHHI 0a3u pemriTku, 6e3 iCTOTHOTO BHKOPHUCTAHHS
crierianeHoi cTpykTypH penritku NTRU.

Besneunicte/Criiikicts: CxeMa MANKCIB € JOKa30BO
EUF-CMA-06e3meuHo0: HaJla€ThCsl 3MEHIIECHHST Oe3NeKku

BiJl CKJAQMHOCTI TMPOOJEMH KUIBIIEBOIO HABYAHHS 3
nommiikamu 10 EUF-CMA-6e3neunoi cxeMu. 3MeHIIEHHS
(piBHs) Oe3neKky HAJAHO y KBAaHTOBIM BHUIAIKOBIA MOJeNi
opakyna, TOOTO KBAaHTOBOMY 3JIOBMHCHHKY JIO3BOJICHO
3BEPHYTHCSI IO BHIIAAKOBOIO OpaKyjJa B CYIEPHO3MILi.
3MeHIIeHHsT Oe3MeKH IPYHTYETHCS Ha BapiaHTI CXeMH Hal
CTaHIAPTHUMH pELIiTKaMH. J{yis prBeIeHHs

3MEHILIEHHSI, BUKOPUCTOBYETHCSI €BPUCTHYHHI apTyMEHT.
3MeHIIIEHHS O€3MeKH € SBHUM, TOOTO MOJKHA SIBHO
BU3HAYMTH 3B’SI30K MDK  HWMOBIPHOCTSIMH  YCIHIXy
BUpILICHHS IPOOJIEMH KUTHLIEBOIO HABYAHHS 3 TOMUJIKAMH
(ring learning with errors) (R-LWE) Ta nizpo6ku mianucis
qTESLA. 3meHuenHs 0e3nekd € CyTTeBUM (ILJIBHHM),
mo € OaKaHOK BJIACTUBICTIO, TOMY IO TpH BHOOPI
mapaMeTpiB CXeMH BIATIOBIMHO IO 3MEHIICHH OE3IEKH,
CyTTeBe (IMUTPHE) CKOPOYCHHS IMPHU3BOIAWTH O MEHIIHX
TapaMeTpiB i, 0TXKe, A0 MiABHUIIICHHAS MPOIyKTHBHOCTI.

TexHiko-ekcIDTyatamiiini  Bumorm:  Llg  cxema
CYIPOBOJIKYETHCSI HECYTTEBUM CKOPOYCHHSIM BHIAIKOBOT
MOJIeli OpaKyZia Ta >KOPCTKHM 3MEHIICHHSM KBAaHTOBOI
BuUMnaKoBoi Mozeni opakyina 3 R-LWE (ring learning with
errors).

3axuIIeHICTh Bif atak: Byno nmoMiueHo, 1o moMuika
B JIOKa3i OE3MEKH BUMAara€ KOPUIyBaHHS MapaMeTpis (10
3HIDKY€E €(PEKTHBHICTH CXEMH).

Omnieto 3 mepeBar qTESLA e Te, mo ['aycosa
BHOIpKa BUMAaraeThCs JIUIIE i Yac TeHeparlil KIFYiB 10
3pasKy s Ta e. TUM HE MeHI, 11 JEeSKHX JOAATKIB MOXKe
3HaOOUTHCS eeKTHBHA 1 Oe3leuHa peaizallis reHeparil
KJIFOUIB 1, 30KpeMa, 3aXUIICHICTh BiJl aTaK 9acy Ta Kelry.

Falcon xopomuii TiM, 10 cripaBHsi BUOipka ["ayca
rapaHTye MiHIMaJbHHI BUTIK iHpopMaii. AJie anropurm
BCE € Bpa3MBU /s aTak OIYHMMH KaHAJTaMH, 3i
CKOpoueHHsM ©0a3u pemitkn. OCHOBHOIO IEpPEBAro0
merony (qTesla € Te, mo TaycoBa BuOipka
BUKOPHCTOBYETHCSI TUTBKH IIiJI Yac TeHepamil KIIF0UiB, M0
pOOUTH aITOpWUTM TMPOCTIOIE 1 JOImoMarae YHUKHYTH
NOMWIOK. Ajie OyJlo IOMIYEHO, IO NMOMWIKA B JIOKa3i
Oe3nexn NoTpedye KOperyBaHHS MapameTpiB (IO 3HUKYE
e()EeKTUBHICTb CXEMH).

Cnucok nitepartypu

[1] Lily Chen, Stephen Jordan, Yi-Kai-Liu, Dustin Moody, Rene
Peralta, Ray Perlner, and Daniel Smith-Tone, Report on Post-
Quatum Cryptography. NISTIR 8105 (DRAFT). [Online].
Available: http://csrc.nist.gov /publications/drafts/nistir-8105/
nistir_8105_draft.pdf. Accessed on: Febr. 20, 2020.
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NMHO®OPMALUMNOHHO-NTUHIBUCTUYECKAA BE3OIMNACHOCTb JINYHOCTU

3a mociemHee BpeMs 3HAYMTEIBFHO YBEIHMYMIIOCH
KOJIMYECTBO HCCIIeIOBaHUIM o npobieme
WH(POPMAIMOHHO-TICUXOJIOTHYCCKOW M, KaK YaCTHOTO
ciydas, UH(POPMAIMOHHO-THHI BUCTUICCKOM
0€30MaCHOCTH JINYHOCTH ¥ BIHUSHUAS MH(OOPMAI[HOHHBIX
TEXHOJIOTUM Ha co3HaHue JroAei. Tem He MeHee, Kak
JUIS 3apYOCKHBIX YYEHBIX, TAK M OTCYCCTBEHHBIX ITOT
BOIIPOC OCTAETCS OTKPBITHIM JIJISl H3YICHUS.

B mpormecce KOMMYHUKAIIMH SI3BIK HCIIONB3YETCS
HE TOJBKO I mepenadn WHpOpMAaruu, HO W JUIA
BO3JEHCTBUS Ha anpecara. BosnedcTByromas cuia

A3blKa MW pCUHd  ABJCTCA NOPEAMETOM  M3YUCHHA
COBpCMCHHOI\/'I JJUHITBUCTUKU H €€ paSHOBH,Z[HOCTeﬁZ
nparMaJJMHIBUCTUKH, IICUXOJIMHI'BUCTHKH,

COLIMOJIMHTBUCTUKH, METUATUH-TBUCTUKH.

O Bo3AciHcTBYIOLIEH cuiie S3bIKa, CIIOBA MHOTO
nucany no3tel U nucarenu. Hampumep, @.M. Trorues
TUca:

Ham we oOano npedyeadamw, kax cnogo Hauue
om306eémcsl,

U nam couyecmeue oaémcs, kax umam 0aémcs
bnazodamo.

A Bot MbIcib B. llledHepa U3 ero CTHXOTBOPEHUS
“CnoBa”:

Cnoom ModicHo youms, C1060M MOJICHO CRACMU,

Cnosom modrcho noaxu 3a coboti nogecmu.

CnoBecHast ”HGOpPMaIHs B TEKCTOBOM BHJIE, KaK U
nHpOPMALUS B LIEJIOM, — YHHUBEPCAJIbHBIN HHCTPYMEHT
Iporpecca YeNoBeUeCTBa, TJIABHBIM pPECypc pa3BUTHSA
coBpeMeHHOro oOmiectBa. Ho, craB  MOIIHBIM
CPEACTBOM TO3HAHMSA W IpeoOpa3oBaHHs MHpA H
caMoro 4eJoBeKa, WH(PpOpMaMOHHbIE TEXHOJIOTHH B TO
JKE€ BpEMs IIPEBPATHINCh JUII HEro B CYIIECTBEHHYIO
yrposy. B Ka4yecTBe HNCTOYHHUKOB yrpo3
MH()OpMAMOHHO-JIMHI BUCTHYECKOH 6e3omacHocTH
paccMaTpUBAIOTCS MIPEXkK/AE BCETO MeYaTHBIE M3IaHuUs.

CToUT OTMETHTh, 4YTO COBPEMEHHBIH YEIOBEK
9acTO BCEMY OTKpPBHIT, OH BOCHPHHHMAaeT Bce Kak
3HAKOBYIO TIOBEPXHOCTb, HE MBITASACH Ja’Ke MPOHUKHYTh
B IIIyOMHY Bellei, B 3HaUCHIE 3HAKOB.
Tak, Hampumep, B MeOWATEKCTaX IS YCHICHHS
BO3ACUCTBHSI MCHOJB3YHOTCS PA3JIMUHBIE CPEICTBa
BBIPA3UTEIBHOCTH — SIUTETHI, METa(opbl, CpaBHEHUS,
PUTOPUYECKHE BONPOCHI, MOBTOPHI, a TaKXKe HPOHUS,
aHTWTe3a, WHBEpCHUS, s3bIKOBas urpa u 1p. OHH
OKa3bpIBAlOT CUJIBHOE BO3ACHCTBHE Ha ajpecara,
NPUBJICKAIOT YUTATEIHCKOE BHHMAHHWE, AKTHBH3HUPYIOT
accoIaTuBHOE W 00pa3HOe MBIIIIeHHEe. Bmecte ¢ Tem
3TH S3BIKOBBIC €OUHMIEI HMEIOT BTOPOM TUIaH —
nepeHocHoe 3HadeHue. [loaToMy ¢ MX MOMOIIBIO B

TEKCT 3aKJIaJbIBACTCS WMIUIMIUTHBI CMBICT. OTHUM
CBOMCTBOM TONB3YIOTCS ~MaHMUNYJIATOPBL. A i
UCKa)KeHUs] HH(OpMALUU MOTYT UCIIOJIb30BaThCS TaKHe
JICKCUYECKUE CPEACTB sI3bIKa, KaK OHBPEMHU3MBI U

JC(hEMHU3MBIL.
Kpome Toro, B Menuarekcre MOMHMO HMH(OpMAIUU O
COOBITHM  MOTYT  COJEp)KaTbCs  JIONOJHUTEIbHBIC

OLICHOYHBIE CMBICIIBI, KOTOPBIE BHEAPAIOTCS B CO3HAHUE
anpecata. MHOrooOpasHble OTTEHKHM 3MOLMOHAIBHO-
IKCIPECCHBHON OKpAackd MPHHATO JCNUTh HA [Ba
OonmpmIMX  paspsnma: ¢ TOJOXKHTEIBHOH W C
OTPHULIATENBFHOM XapaKkTepucTUKOW. Tak, HeraTHBHas
XapaKTepUCTHKA BBIpa)KaeTcs CIIOBAaMHU c
HEOJ00pUTENbHBIM, NPE3PUTEIBHBIM, YKOPU3HEHHBIM,
HPOHHUYECKUM, IIPEeHEOPEIKUTENBHBIM, OpaHHBIM
orreHkoM. Ocobas pedeBas oOpraHusanus TeKCTa
CHOCOOCTBYET  BO3ZHHKHOBEHHIO  3a0iyKaeHHH B
CO3HaHMM ajpecara. MeIMaTEeKCThl  YCIIOXKHIIOTCS
HaMEKaMH, NPELENCHTHBIMI (EHOMEHaMH, HpOHHEH,
MOATEKCTOM. Pa3roBOpHBIE clIOBa ¥ KOHCTPYKIHWH,

JKapTOHN3MBI, IIPOCTOPEYHEIE, rpyObIe CJIOBA
MOBBIIIAIOT AMOIMOHAIBHOCTE W BBIPA3HTEIHHOCTD
Tekcta.  MckycHBIi  mombop — CIOB  ITO3BOJISET

aKTyaJM3UpOBATh B COOOIICHUH T€ WM WHBIE OTTCHKH
UX 3HA4EHUi, B pe3ysbTaTe 4ero CJI0OBa HECYT B TEKCTE
JIBOMHYIO ~ CMBICIIOBYIO  HAarpy3ky ¥  HE3aMETHO
HCKaXarwT pCaIbHYIO I[eﬁCTBI/ITeHI)HOCTI) B
nmpeacTaBieHms X anapecara. OOmamaroniuil 3HAHUSIMU
YeJIOBEeK MOXKET CaMOCTOATENBHO CO34aTh CaMBIH
HEPBBIA U IPOCTOM  MEXaHW3M  IICUXOJIOrO-
JUHTBUCTHYECKON 3aIllUTHI B BUJIE IICHUXOJIIOTHYECKOTO
Oaprepa HemoBepuss KO MHOTHM HH(OPMAIIHOHHBIM
MOTOKaM 00paboTkH CO3HaHUS HaCEJICHMUS,
chopMHUpOBaTE  YCTAaHOBKY Ha  HEOOXOJUMOCTH
WCTIONIB30BaHUS aHAIN3a U BHUMATEIEHOTO OTHOIICHHS
K Tmoctynaromieii wHpopMmanuu B BHIE TEUATHBIX
m3gaauid. OueBHMAHO, 4YTO UYEJIOBEK HE JOJDKEH
BOCIIPUHHUMATH TI0JIy4aeMyl0 MH(GOPMAIHIO KaK UCTHHY
B KOHEYHOH HWHCTAHIIUH, HO HE JOJIDKECH n
OTTOPaAXXNBATHCA oT HEeE. Baxno HAYy4YUTHCA
HHTEPIPETHPOBATh MH(GOPMAIHIO, TIOHUMATh €€ CYTh,
NPUHUMATH JINYHOCTHYI0 MO3HMLHUIO 10 OTHOIIEHHIO K

CKPBITOMY CMBICITY, HaXOJAUTh TpebyeMyro
nHdopmanuio B Pas3INIHBIX NCTOYHHKAX,
CHCTEeMaTH3UpOBaTh €€, HaxOAWTh  OIIMOKH B
HOJy4aeMOi uHpopmanny, BOCIIPUHHUMATh

aJbTepHATUBHBIE TOUYKU 3PEHUS, BHIWICHATH IJIaBHOE B
MHPOPMAIIMOHHOM COOOIIEHNH, a TaKKe HaydUThCS
pacro3HaBaTthb MaHHUITYJIATUBHbIE MIPUEMBI,
WCIOJIb3YEMBIE B TEKCTOBOW MH(OPMAIINH.
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AHATI3 OLIHKX MOTOYHOIO CTAHY IH®OPMALINHOI BE3MEKU HA OCHOBI
SIEM-CUCTEM

SIEM-cuctemu JIO3BOJIAIOTh 3aificHIOBaTH
MOHITOPHHT iHQOPMAIITHAX CHUCTEM i CHCTEM Oe3IeKH,
aHAJII3yBaTH NOil B HUX B PEXHUMI PEaJbHOTO dacy.

Oynkmii SIEM-cucteM 3BOAATHCS 10 HACTYITHOTO:

Arperartisi TaHUX.

Kopemsmis. SIEM-cucteMu BUPOOISIOTH ITOITYK
3araJlbHUX 3HAYeHb 1 aTpUOYTIB 1 TOB'A3YIOTH MiX
c00010 HAIXOASATH MOJII.

Omnosgimienns. Ilicas Toro sk cucreMa CIpaBUiIa
aHajgi3 CXOXKHX MiXK C000I0 IOAiii, BOHA CIOBIIIAE
ajMiHicTpaTopa Oe3leKku Mpo iCHylodi NpobjeMu B
iHppacTpyKTypi.

Cymichictb. SIEM-cucTemMu BHpPOBaKYIOTHCS B
iCHYI0O4y B KOMIaHii iHQPacTPyKTypy 1 IO3BOJSIOTH
aBTOMATHYHO 30upatu iHQopMaIiro Tpo  MOil,
(hopMyBaTH 3BiTH IS 310paHUX NAHUX i 3aCTOCOBYBATH
iX 3 METOI0 YIpaBIiHHA OE3MEKOI0 Ta MPOBEACHHS
aynurty [1].
30epiraHHs MO/Iii.

Excnepruuii ananiz. SIEM-cucremu n03BOJAIOTH

NPOBOJIUTHU TOLIYK 110 30epekeHuM MOJTiH
iHpopMauiiHO1 Oe3mneKu.

Ilepma mnardgopma — wimacudikaiii 3arpo3 3a
cknanoBumu  O6esnekn  BOP  OBC:  indopmauiiina

Oesmeka, Oesmeka iHdopMmarii, kidbepOesneka. Brexemo
TaKi BUSHAYCHHSL.

Busnauenns 1. besneka koHTypy Oi3HeC-mpoIeciB
— CTaH B3axWIIeHOCTI  Oi3Hec-mpomeciB 1 IX
iHpOpMaiHHUX  pecypciB, MO  XapaKTEePH3YEThCA
MOJKJIMBICTIO BHKOHABI[iB, TEXHIYHMX 3aco0iB i
iHpopMaIiHHIX TEXHOJIOTIH 3a0e3neunTu
KOH(IACHIIHHICTB, LUTICHICTE  CIIPaBXKHICTb i
JIOCTYIIHICTh PECYpCiB, HEOOXiTHHX Ui peajizarii
0i3Hec-IpoLIeCiB B KOHTYPI BiJINOBIIHOTO piBHS [2].

Busnauennss 2. PecypcHa 0e3neky KOHTYpY

Oi3Hec-mporeciB  — CTaH 3aXHUIIEHOCTI pecypcHOi
cepenosuiua KBII.

Bmsnauenns 3. KibepOesmeka koHTypy Oi3Hec-
npoueciB — Hablp 3aco0iB, cTparerid, NPHHLUIIB

3a0e3neueHHs Oe3IeKH, TapaHTiil Oe3neKH, MiIX0IIB 10
YIPaBIiHHS PU3MKaMHM, AiH, MpodeciiHOi MiATOTOBKH,
CTpaxyBaHHS | TEXHOJIOTIH.
Jpyra tuardpopma — kiacudikamis 3arpo3  3a
XapaKTepoM CHPSMOBAHOCTI: HOPMAaTHBHO IIPaBOBHH,
opraHizaliiHuH, IHKEeHePHO-TeXHITHUI.

Tpers tuatdpopma — kiacudikamis —3arpos
BiJIMTOBITHO 10 OCHOBHUMH O0COOJIMBOCTIIMH 1H(POpMAIIii:

KOH(QIICHITIHICTS, LITICHICTB, JIOCTYIHICTb,
aBTEHTHYHICTS [3].

Yersepra muardopma — Kimacudikamis 3arpo3 3a
piBHsAMHE iepapxii iHPpacTpyKTypu KOHTYpYy Oi3Hec-
mponeciB: FL — ¢ismunmit pisers, NL — mepexeBuit
piBerp, OSL — piBenp omepaunifiamx cuctem, DBL —
piBeHb cHucTeM yIpaBiiHHA 0a3amu nannx, BL — piBeHb
TEXHOJIOTIYHUX JOAATKIB 1 CepBiciB. [4]

EdexrusnicTb 3aMpOoNOHOBAHOT Mojeni
OIIIHIOBAaHHS CKOHOMIYHHX BHUTpAT 3aJCKHTh BiJ
TOYHOCTI (POPMYJIFOBaHHS WMOBIPHOCTI YCIIIXy 3aXHUCTY
i Bu3HaueHHs 1inHOoCTI BIP.

3anpornoHoBaHa MOJENb JI03BOJISIE  BU3HAYHTH
HafiOLIPII ~ WMOBIpHI  3arpo3W, CHOpSIMOBaHI  Ha
MOpYIICHHST Oe3MeKH 1HQOpMalifHUX pecypciB 1 fK
pe3ynmpTaT — EeKOHOMIYHO OOIPYHTYBaTH pO3IOALI
OOME)XEHHX KOMITIB MK pI3HUMH iHpOpMamiHHIMH
pecypcamu, sIKi BUMararoTh 3axucty [5S].

Po3po0iieHo nmpakTHUHy METOUKY ISl OLIHIOBAHHS
PIBHS  3aXMIIEHOCTI  OaHKIBCHKMX  iH(OpMaIiiHUX
pecypciB Ha OCHOBI CHHEPreTHYHOI MOJEINi 3arpos,
YIOCKOHAJICHUX Kiacudikaropa 3arpo3 Ta MOJCII
3JIOBMHUCHUKA, MOJEJII OL[IHKH 3aXMIIEHOCTI OaHKIBCHKHUX
iHpopMaliiHUX pecypciB Ta Mozeni iHPPacTpyKTypH
ABTOMATH30BAHMX OAHKIBCBKMX CHCTEM, LIO JO03BOJISE
OINTHMI3yBaTH BHUTPATH KOIITIB Ha TOOYIOBY CHCTEMH
Oe3rexu 0aHKIBCHKUX 1HPOPMALIHHIX pecypciB.
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ornsan TA AHANI3 BPA3NIMBOCTEN ONEPALIIMHOI CACTEMM LINUX 3
YPAXYBAHHAM 3ACOBIB 3AXUCTY

IonarTs “omepariiina cucTtemMa” HEPO3PHBHO
[OB’s3aHE 3 CHOTOZECHHSAM. YCIM  BIiOMO, IO
orepariiiHa cucTeMa — Lie Tak 3BaHH iHTepdeiic, TKui
3a0e3medye MmpoIlec CIiNKyBaHHSI» KOPUCTyBada 3 HOTo
TaJKETOM/TIPUCTPOEM.

Bubip omepamiiiHoi cucTeMHm — —  IIUIKOM
IHANBiTyaTbHUN BUOIp KOXKHOTO, OCKUTBKH IPYHTYETHCS
Ha MoTpedax Ta BUMOTax I0 TOro Habopy mporpaMHOTO
3a0e3medeHHs, fKe OIepalliiiHa cHcTeMa [a€ 3MOTy
BUKOPHCTOBYBATH.

Oneparriitna cucrema Linux — 1ie CiMEHCTBO Ha
6asi sapa Linux, sike MICTUTH BiJTIOBIIHUN HA0Ip YTHIIIT
i nporpam mnpoekty GNU Ta, 3a BHMOrOlO, IHIIKX
NpOrpaMHUX KOMIOHEHTiB. Takox Linux 1ikaBa mie i
THUM, IO JIO Hel 9acTo BIAHOCATH 1 HPOTPamH, IO
JIOTIOBHIOIOTH IIF0 OMEpaIiiiHy CHCTEeMy, 1 MPHKIAIHI
mporpaMu, sKi poOnsATh i, BIAMOBIZHO X0 TMOTPed
KOpHCTyBada, 0aratoyHKIiOHATEHOIO.

Jns  mporo  maHa  omepariiiHa — cucTeMa
3a0€3MeuyeThCsl BEJIMKOIO KITBKICTIO HAJIALITyBaHb,
TaK 3BaHUX AMCTPUOYTHUBIB, y sikux nporpamu GNU
3’€IHYIOTBCS 3 IApOoM Linux Ta iHIIMMU MPOrpaMamH.

Po3pobuukom sinmpa Linux e Jlinyc TopBaiubn,
saKkui novas crBoproBat ii Ha MINIX. Ane mi3Hilue,
kosm Linux jocsria meBHOI 3puIoCTi, 3’sIBHJIACH
MOXIIMBICTh POJOBXHUTH pPO3pOOKy Bxe Ha 0asi
camoro szapa Linux. 3rogoM po3poOHHKH BHPIIIMIH
3MIACHATH 3aMiHy omeparniitHoi cuctemu MINIX Ha
GNU. INomToBXOM 10 IBOTO CTaB TOW (HaKT, MO KO
3HaXOJMBCS Y BUTLHOMY JOCTYIIi Ta OYB OUTBII 3pydHUIHA
JUTS BXXFBAHHS B ONEPAIliifHIA cHCTEM.

Ha cporommimmuiii nmewp Linux — nmoxiOHI
orepaniiiHi CHCTeMHU € HaWOUIbII MONMYJISIPHUMH Cepell
CHCTEeMHUX aJIMiHICTPaTOPIB.

Xoua Linux crnouatky Oyma po3pobieHa s
MEPCOHAIBHUX KOMII' FOTEPIB, Mi3HIIIE, 3aBISKA TaKUM
kommanisM, sk Hp, IBM, Sun Microsystems, Novel Ta
iHmMX, HaOynma  BEIMKOI  MOMYJSPHOCTI  cepen
CHCTEMHHUX aJMIHICTpPaTOpiB SIK CepBepHa omepaiiiiHa
cucrema. Ta Haiuacrtime LinuxX BHKOPHCTOBYIOTBH IS
HaJIaHHS BEO-XOCTHHTY.

Baxko mepeouiHUTH BaXJIMBICTH CEpBEPIB Y
poOOTI CHUCTEMHHX aJMIHICTPAaTOpiB Ta KOPUCTYBadiB
omepamiiHux  cucteM. ToMy  JOyke  BaKIUBOIO
MpoOJIEMOIO € 3[aTHICTh Ta MOJIMBICTh 3a0€3MeUeHHS

30epeKeHHS aHUX Big BUIIB
HECaHKIIOHOBaHUX BILIHBIB.

VY nmaHux Te3ax iTMUME MOBa Ipo 3axucT Linux —
MOMIOHNX OMepaIliifHAX CHCTEM BiJ HECAaHKIIIOHOBAaHUX
BTPYy4aHb.

Ilepmr 3a Bce, cimig 3a3HAUUTH, IO IS
omepaniiHOi cucTeMu Linux Ha JaHHUHA Yac € TpH
HANIOMMPEHIT TPoOIeMHu:

1) mepenoBaeHHs cTekoBoro Oydepa (CVE-2018-
16864);

2) BHOUIEHHS I1aM’ATi
16865);

3) moMmiKa 4YHMTaHHS IIOHaJ JOMYCTHMI Mexi
(CVE-2018-16866)

Crin 3a3Ha4MTH, IO TEpIIa 3 BKA3aHWX 3arpo3s
MOX€ BUKOPHCTOBYBATHCS JIOKaJIbHO, APYTa MiIXOIUTh
JUIT MEPEXEBUX aTaK, a TPETS MOXE IPHU3BECTH IO
HECaHKIIIOHOBAaHMX BUTOKIB iH(popMarIii.

XapakTepHUM € Te, IO BCi Ii EKCIUIOWTH He
noTpeOyoTs  OyAb-iKHX [Iif  Big  KOpHCTyBada
KOMIT IOTepa.

Takox icHye 0araro WIKiIJIMBHX IIporpam, sKi
MOXYTb 3aIIKOJAUTH CHUCTEMi Ta OTPUMATH JNOCTYH O
JIAaHUX KOpUCTyBa4da abo iH(opmarlii, ska 30epiracTocs
Ha cepBepi.

Benukoro HeOE3MeKO IS ONePAIliifHAX CHCTEM €
pyTKiTH. PyTKiT - 11 TIporpama abo Habip mporpam ais
MPUXOBYBAaHHS CIIJB TNPHUCYTHOCTI 3JIOBMHCHHKA YH
MIKiABOI mporpamMu B cuctemi. ToOTo, mms 3mamy
orepariifHoi cucreMu Linux cTBOpIoeThCS crienianbHIH
MOJYNb SApa, SIKUA 3JOBMHCHHK 3aBaHTAXYE B
chucTeMy, Ky IUIaHye 3JaMaTd  Bifgpa3y Iicid
OTPHUMaHHS IIPaB CYIepKOPUCTYBayYa.

Jist MeHm CKIagHMX 1 IIKIAJMBHX PYTKITIB
BUJIAJICHHS MOXe€ OyTHM 3IiHCHEHO 3a JIOOMOTOI
MpOrpaMH-aHTUBIPYCY, a BXKE OOpoTHCS 3 OLIBII
CKJIQJIHUMH  PYTKITAMH  MOXHa 32  JIOTIOMOTOO
cnemiagbHUX mporpaMm, Hampukianx, TDSSkiller, mo
cTBOpeHa Jurst 60poThOu 3 pyTkitom TDSS. V Bunanky,
KOJI CUCTEMHI (haiiiIi BiKe MOIIKO/DKEHI yKe TINO0KO,
JIOBOJIUTHCS 3HOBY 1HCTAIIOBATH OTIEPALIHY CHCTEMY.

VY nomoBini OynyTh NpoaHaNi30BaHi 3arposu, sKi
BIUIMBAIOTh Ha po0OTYy omepariiHoi cuctemn Linux Ta
MPOBEJIEHO  OTJISII  3aXOJiB, SKi MOXYTb OyTH
BUKOPUCTaHI I il 3axXUCTy BiA IIKIiJAJIUBOTO
MIPOTPAMHOTO 3a0€3MeUeHHS.

pi3HHX

6e3 mex (CVE-2018-
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IHOOPMALIMHO-NCUXONOINYHA BE3NEKA NIOAWHU B IH®GOPMALIIMHOMY
CyYCninbCTBI

OnHoro 13 puc iHPOPMALIHHOTO CYCIIUILCTBA € 3HAYHI
obcsru  iH(popMmarii, mo 30epiraeTbcss Ta 00poONAETHCS
PI3HOMAHITHUMH TIPUCTPOSIMH 33 Y4YacTIO JIOAWMHU. 3a
OCTaHHI I'ATh POKIB JIFOJICTBOM Oyi10 BUpoOieHo iHdopmarii
OLTBIIIe, HIXK 32 BCIO MOTMIEPEIHIO iICTOPIFO.

Indopmaris He Moke icHyBatH Oe3 cyO'exra, sIKMH iX
cripuiiMae Ta ¢ikcye. Ycs icHytoua iHpopMalis mpoiiuia
4yepe3 CBIIOMICTh Jmozie, ski il 3adikcyBamu. Omxe, npu
3pocTaHHi KibkocTi iHQopmauii piBeHp i BIUIMBY Ha
JFOIMHY 3POCTa€ y MEXKax BiJ CyTTEBOTO 10 KPUTHIHOTO Ta
TpaBMytoyoro. CydacHa JIFOHHA, SIKa X0ue peaizyBaT cede
B IH(QOPMALIIfHOMY CYCIILIBECTBI, HE MOXE BIIOKPEMHTHCS
Bij iH(opMarii Ta iHGopMaIiHUX pecypciB.

TakuM YHMHOM, aKTyaJbHOIO 33/1a4el0 € BHBUYCHHSA
MEXaHi3MiB BIUIMBY iH(pOpMaLlii pi3HUX THIIB Ha JIIOJUHY Ta
po3pobKa Mip, IO 3aMo0irarTh TCHXIYHAM PO3JajaMm,
3aXBOPIOBAHHsAM, Ta HeOe3meli Uit JIFOJUHH. 3a [UX
00CTaBMH MOXKHa aHOHCYBaTH IIOSIBY HOBOIO PpO3ZALTY
0e3MeKH KUTTENSLTLHOCTI — iH(opMariiiHOT Oe3meKu.

Pizni Bumu iHdopmanii mo pi3HOMYy BIUIMBAIOTH Ha
JIFOITMHY, aJie BCl BOHU OOYMOBIIOIOTH i1 3I0POB'S Ta SAKICTh
KHUTTS, a TaKOX MOXIMBOCTL. MOXKHA CKasaTH, MIO
iH(opMaIliss CHOTOAHI € HAWOUIBII BIUIMBOBUM YHHHHUKOM
JKUTTEAISUTHHOCTI JIFOIMHM, a iH(POPMAIIiifHI pecCypcH CTaloTh
HalBa)KJIMBIIIO 3allOPYKOI0  YCHIXy Ta KOHKYPEHTHOL
CIPOMO’KHOCTI KPaiH, CyCHUTPHUX Ta BUPOOHIYHX TPYIL.

IcHye Gararto BB Ta Kiacudikailiii iHhpopMmariii, are 3
TOYKH 30py OC3MEKH KUTTETISUIBHOCTI HI ONHA 3 HHUX HE
BiIoOpaskae BIUTMBY iH(OPMAITIT HA JIFOTUHY.

Jlromuua cama € CKIIaHOI0 1H(OPMAIIIHHOI CHCTEMOIO
i B TOW JXe YaCc HOCIEM Ta BHPOOHHKOM iH(opmaIri.
Indopmariiiina cucrema JitoHE OaraTopiBHEBa: TIJIO pocTe
Ta OHOBJIOETHCS 32 iH(pOpMamiifHUM MIA0JIOHOM Ha piBHI
rerie. ta JIHK, XimiuHi Ta i3ionoriuni mpouecu
BiZIOYBalOTBCS 32 YITKUMH MPOTPaMaMH, OpraHW ITOYYTTiB
OesmepepBHO CTIPHIAMAIOTh iH(pOpMAITiFO Bif
HAaBKOJMIIHBOTO ~ OTOYEHHS,  IHTEJNEKT  3aiiMaeThCs
iHTepHpeTamnieto Ta Knacugikariero cupuiHaTol iHdopmartii,
y CBiIOMOCTI JIFOAMHA HA OCHOBI HasIBHOI iH(opMarii poouTs
BUOIp, TpHiiMae Te YW iHIIE DIlIeHHS, y TOMY YHCIi IO
BIIHOIIEHHIO 10 OTpuManoi iHdopmarii. PiBHI 1 He
i3ompoBaHi: Hampukyan [1], iHdopmaris, chpwifHsITa
OpraHaMu MOYYTTiB, BUKJIMKAE TICUXIYHI peakKilii, eMoIrii, sKxi
BIUIMBAIOTh Ha BHUPOOJIEHHS IIEBHUX T'OPMOHIB, 3MIHM XiMii
KPOBI TOIIO.

3a xapakTepoM, MeXaHi3MaMH Ta PIBHEM BIUIMBY Ha
JOAMHY, iH(OpMalil0 MOXXHA IMOAUIUTH Ha Taki TPYNH:
reHeTHuHy; OlonoriuHy Ta OaKTepioJNoridHy;  XiMiuHY;

THOCEOJIOTIYHY; COIlalbHy; BHPOOHHYY Ta TIpoQeciiHy;
CIIOKMBALBKY; TIOJNITUYHY; KYJIBTYPHY Ta MIUCTCLBKY;
PeIiriiHy; TyXOBHY.

Haiibinpin HeGe3neyHoo s JI0AUHK € iHdopMallis,
sIKa 3MIHFO€ TEHETUKY OpraHi3My, CTaH 3JJ0pOB's, IICHXIYHHI
CTaH, IpHUrHIiYye abo CIOHyKae o arpecii. Bimomo [2], mo
iHdopmarlis MOKe SK IIKOTUTH 3I0POBT0 JIFOJMHH, TaK i
noyimuyBari Horo. IHdopmamis mMoxe OyTH cHelabHO
HiJIFOTOBJICHOI0 Ta CHPSIMOBAHOIO Ha OKpeMy ocoly, a
YacTillle Ha TICBHI COMLiaJibHI TPYIHN Ta €THIYHI CILIFHOTH 3
METOIO IOCSTHEHHS IIepeBar Ta BUTOJ, 1110 PO3TILIIAETECS SIK
TICHXOJIOTTYHUI BIDTHB a00 iH(opMartiiiHa BiiHa [3].

MeTror0o  TOJANBINNX  JOCHIIKCHb y  Taiysi
iHopmariifHoi Oe3MeKn JKUTTENISUTBHOCTI € po3poOka
3aXO/iB Ta HOPM, $Ki 3a0e3MeuyroTh Oe3MeKy JIFOIUHH MPH
poboTi 3 iHdOopMAITiETO.

3aauaMu IOCTiKEHb €:

1) BU3HAYEHHS I'PAaHUYHO AONMYCTUMHX HAaBaHTaKCHb
npu po0oTi 3 iH(POPMALEI0 Y PI3HUX TaTy3sX CYCIUIBHOTO
BUPOOHUIITBA,;

2) po3poOKa MpaBUI Ta HOPM iH(OPMAIIHHOI TirieHH
Ta iHQopMAaIIHHOT KyIbTYpH;

3) BHBUYCHHS CIIOCOOIB Ta MEXaHI3MIB CIPSMOBAHOTO
iH(OopMAaIIfHOTO BILIMBY Ta 3aCO0IB 3aXHCTY Bill HUX [4, 5];

4) BHUBYCHHS BIUIMBY HEOPTaHIYHHX Ta OpTraHIYHHX
PCUYOBHH, TPOAYKTIB CIIOKMBAaHHA Ha iH(pOpMALHHY
CHCTEMY JIOAMHM Ta PO3pOOKAa pEKOMEHIaIi i3 1X
3aCTOCYBaHHS;

5) po3poOka METOMAIB ayauTy JIOAWHOK BIACHOL
iH(hopMaIliiiHOT cucTEMH.
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CPABHEHUE METOAONIOMMA MOAENUPOBAHUA NOBEAEHUA ATEHTOB
CUCTEM BE3OINACHOCTH

Hnst 000CHOBaHHUS BEIOOpA METOIOJIOTHHA
MOJICITUPOBAHHS TIOBEICHUS areHTOB CHCTEM
Oe3omacHOCTH OBLIO BBITOTHEHO CpaBHEHHE Hambolee
PacTIpOCTpaHEHHBIX METOMOJIOTHH, HCIOIB3YEMBIMA IS
aHanmormuHelXx menel. CpaBHEHHWE TIPOBOAMIIOCH II0
CIICIYIOIINM IECTH KPUTECPHUSIM.

Bpems u ycunus, HEOOXOAMMBIC I PUMECHEHUS
TOM METOJOJIOTUU METOMOJIOTHIO MJI TMPOCKTUPOBAHUS
aKTyaJIbHOI MOJIETTH c y4acTHEM Oymyumx
nons3oBaresei. TpeOoBanus momnbp3oBateneil. OO0beM
TEXHUYCCKHUX 3HAHUH nu YPOBEHb IIOAr0OTOBKH,
HeO6XOI[I/IMI)Ie I10JIB30BATCIIO JJIsL IIOHHUMAaHUs nu
MPaKTHYeCKOTO  WCIIONB30BAaHWS ~ MOAETH.  Bpewms
oOyueHms. BpeMs 1 ycmius A1l THIIMYHOTO TI0JIE30BATEIIS
JUI M3YYCHUS CIPOCKTHPOBAHHON MOJENN W TpPaBWI ee
ucnonb3oBaHus. ['noxocts Momenu. [IpocToTa, ¢ KOTOpOIt
pa3pabOTINK MOXKET M3MEHHTh MOJECTH IS BKIIFOUCHHUS
HOBOM TNIEPEMEHHOM WM W3MEHEHUS HCIOIb3YEMbIX
nepeMeHHbIX. KoanuecTBo CymiecTBYIOUIMX MOAeeH-
AaHaJIOTOB C (byHKI_[I/I)IMI/I, KOTOPBIC MOYKHO aaallTUPOBATH
JUISL UCITOJIB30BAHUA B KQUECTBE 4aCTHU MOJCJIN ITIOBECACHUS
are’ToB cuctem Oe3omacHocTu. [Ipo3paunocTs. [IpocToTa,
C KOTOpO# MOJIb30BATEIb MOXKET OOHAPYXKHUTH B MOJCIH
BCE, UYTO  MOXET TOBIUATH HA  PE3YNbTATHI
MOJICITUPOBAHHS.

PesynbraThl CpaBHEHHS pa3IMIHBIX METOHOIOTHI
npeacTaBieHbl B Ta0n. 1. CieqyeT OTMETHTD, YTO TIEPBBIC
TPHU KPUTEPHS TOJDKHBI OBITh HU3KUMH, a TOCIEIHHUE TPU
KPUTEPHS JOJDKHBI OBITh BEICOKAMIL.

[To cOBOKYITHOCTH KpUTEpHUEB CPABHEHUS METOI0JIOT U
MOJICIIMPOBAHUS TIOBEJCHHS arcHTOB BBIOOP MOXKET OBITH
ciefiaH B MOJIb3Y CHCTEMHOM NHWHAMHUKH. B monb3y Takoro
BBIOOpa TOBOPSIT 31 MPEUMYIIECTBA CHUCTEMHO-
JIUHAMUUYECKOTO MOJIETUPOBaHUsL. MeTOJI0IOTHSI CUCTEMHO-
JIMTHAMHYECKOTO MOJICTIMPOBAHMS TTO3BOJISET:

1. OOHapyXHTh SMEpKCHTHBIC CBOMCTBA TOBEICHHS
uccnexyeMoil cuctembl. CHCTEMHO-IMHAMHYECKHE MOJEN
00ecreunBalOT CIoco0  HMcClenoBaHHsA  (OPMHPYEMOTO
MOBEZICHNSI areHTOB, HCXOIS W3 OTHOCHUTENIBHO HPOCTHIX
NpaBWJI TOBEJCHUS OTAENBHOIO areHra. Takol Moaxon
MO3BOJSIET TIOAYyYMTh W B JaJbHEHIIEM HCCIEAOBATh
CUHEPIreTUYCCKUEC CBOMCTBA aQHTArOHMCTUYECKUX areHTOB B
nporiecce KHOepKoHpIHKTA.

2. Ompenenuth HauOoJiee BaKHBIE IapaMeTpbl B
JUHAMHUKE CHUCTCMBI: HeO6XO[[I/IMO OonpeacIMTb MHOKECTBO
BXOAHBIX JaHHBIX, '~ITO6I)I IIOHATH UX BJIIMAHHUEC HA BBIXOIHBIC
naHHple. CHCTEMHO-IMHAMHUYECKas MOJEIb  ITO3BOJISET
OILICHUTh BIMSHUE KAXIOTO BXOAHOTO IlapaMeTpa Ha
pe3yibTaT (PyHKIMOHUPOBAHUS CHCTEMBI M PAHXKUPOBATH HX
B 3aBHCHMOCTH OT CTEIICHM BIHMSHHA, a MOCIETYOIINH
aHaM3 YyBCTBUTEIBHOCTH MOJENH MOIICPIKUT TIPUHATUS
pEIICHUsT O BKIIIOYCHHH B MOJENb JHOO HCKIIOYEHHS TOTO
WK UHOTO (pakTopa.

3. HOZLF OTOBUTHh KOJIMYCCTBCHHBIC OLICHKH Kaudc-
CTBCHHbBIX Hﬂeﬁ: CHUCTCMHBIC JHHAMHYCCKUEC MOICIHN
MO3BOJIIFOT  TTOJIB30BATENI0 MPeo0pa3oBaTh KayeCTBEHHOE
IIOHUMAaHUEe B3aPIMOI[eI>iCTBH§I Ar€HTOB B KOJIMYCCTBCHHBIC
olleHKH A((HEKTHBHOCTH peau3allii TOTO WM WHOTO
CLICHapHsl ITOBEICHNS B Ipoliecce KHOSpKOH(IIMKTA.

4. TlporHo3WpoBaTh  JIOITOCPOYHBIE  IOCIEACTBUS
PEIICHHI JUIsl ONPEIENICHHOTO KOHTYpa OM3HEC-TIPOLIECCOB.

5. Tomnepxars HCTIONB30BaHNE MOJIEIH "
NPEJIOCTABISIET ~ CHCTEMHBIM  aJMHUHHCTpAaTopaM  Habop
WHCTPYMEHTOB I OpraHM3aliy OOydeHHs IepcoHasa
TIPUHATHUIO peleHui B CJI0KHBIX YCIIOBUSIX
kubepkoHdukTa. B yacTHOCTH, cuCTeMHas JUHAMHUKA — 3TO
MCTOJ YIIYy4YLICHUA O6y‘IeHI/I$[ B CIOXHBIX CHCTEMaxX
0€3011aCHOCTH, OCOOEHHO KpPYNHBIX HH(PACTPYKTYPHBIX
HPOCKTOB.

Tabmuua 1
CooTBeTCTBHE METOI0JOTHI MOAEIUPOBAHUS KPUTEPHUSIM CPAaBHEHUS
Hamiune
Bpems coznanus | [lonb3oBatenbckue Bpems
Merononoruu I'mbkocts | Oubmmorexku | Ipo3paunocth
MoJien TpeGoBaHUA U3Y4YEHHS .

MoJienelt
Teopust urp H H-B H-B C B H-B
ATEHTHOE MOJIEITPOBAHIE C-B H-C H-C C-B H-C C-B
JlMHaMUYeCKUE CUCTEMBI C B B C C C
CucteMHast AMHAMHKA H H H B H B
Mopneny, ynpasisemble C C H c C B
TAHHBIMH

IIpumeuanune: H — Huskuii, C — cpeanuii, B- Beicokuil.
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