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Indopmaniitna Ta KidepHeTHYHA 0e3MeKa Cy4aCHOIO MiANPHUEMCTBA!
3a0e3me4eHHs Ta MOACJIIOBAHHA

Bucsitieni nutaHHs moA0 3abe3nedeHHs Oe3neKkd eKOHOMIYHOI iH(opMarii Ta cTBOpeHHsS HamiiHOI
Mojeni  KiOepHEeTHYHOT Oe3leKkW MiANmpueMCTBA. BH3HaUYeHO OCHOBHI 3aBJaHHS Ta JDKEpesa 3arpo3
iHpopMaliiHii Oe3relli, a TakoX METOJIOJIOrIYHI 3aca i Mo0yM0BH iH(pOpMaNiHHOT Ta KIOepHETHYHOI Oe3neKH
cydacHoro nianpuemctna. [IpencraBieno Moaesnb nodyaoBy cucteMy iH(GopManiiHo1 Oe31eKn MiIIPUEMCTBA Ta
MpoaHaJTi30BaHi OCHOBHI MOJIeJIi OpraHizanii KibepOe3nexH.
indopmariiine 3a0e3medyeHnsi, KibepHeTnuHa Ge3meka, iHpopmaniiiHo-komyHikaniiini TexHosorii (IKT),
indopmauiitai rexnodorii (IT), moxens
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YepHu206cKuil HAYUOHATLHBIL MEXHOI02UYecKull YHugepcumem, 2. Yeprnuzos, Ykpauna

Nndopmanuonnass 1 kuOepHeTHYecKasi 0e30IIaCHOCTH COBPEMEHHOIO MNpeINpUsITHS:

o0ecrnevyeHue MOAC/IUPOBAHUEC

OcBemeHsl  BOMPOCHI  O0ECTICYeHHsI O€30IacHOCTH JKOHOMHYECKOH HWH(pOpMAIWU ¥ CO3JaHUSL
HAJIC)KHOH MoOJeny KuOepHeTHYecKoW Oe3zomacHocTH mnpeanpusatus. OmpenenaeHsl OCHOBHBIE 33ladd |
UCTOYHHMKH yIrpo3 HH(POPMAIMOHHONH 0E30IacHOCTH, a TaKKe METOJOJOIMYEeCKUEe OCHOBBI IOCTPOCHUS
nH(pOpMaMOHHON N KHOEpHETHUECKOH OE30I1aCHOCTH COBPEMEHHOro Mpeinpustus. [lpencraBieHa Mojesb
MOCTPOEHHS CUCTEMBbI HH(POPMALIMOHHOM 0€3011aCHOCTH NPEIIPUITHS U IIPOAHATIN3UPOBAHBI OCHOBHBIE MOJICITH
opraHu3anyy KubepOe30macHoCTH.
HHPOPMALIHOHHOE obecrieyeHue, KHOepHeTHYecKast 0e30macHOCTD, HHGOPMaAIMOHHO-
KoMMyHHuKanuoHHble TexHosorun (MKT), napopmanuonnsie TexHonoruu (UT), moxenn

IMocTanoBka npodjemMu. B cydacHHX ymMOBax pO3BUTKY 1 HIMPOKOTO BUKOPHCTAHHS
iHpopMmarriiiHo-komyHikamiiaux — Texuosoriii  (IKT) chopmyBanucst TPUHIUIIOBO HOBI
robaneHi cybcraHiii — iHGopMaliiiHe CYyCHiTbCTBO, a TakoX iH(GopMaliiHUN Ta
KIOEpHETUYHUII TPOCTOpPH, SKI MAalOTh HHUHI NPAKTUYHO HEOOMEXKEHMH MOTeHIan 1
BIJIITPalOTh MPOBIJHY POJb B EKOHOMIYHOMY Ta COIIAJIbBHOMY PO3BUTKY KOXKHOTO Cy4aCHOTO
nignpuemcTBa. Ilpote uepe3 nebauene poci nomupenHs IKT mianpuemcTBa oTpumanu He
JWIe YHCIEHHI TepeBard, a ¥ Iy HHU3KY HpoOiieM, 3yMOBIEHUX JeAalli OiIbIIO0
Bpa3NUBICTIO 1H(MOChEpH 100 CTOPOHHBOTO KiIOEPHETUYHOTO BIUIMBY, 30KpeMa 3pOCTaHHSIM
KiapKocTi kiOeparak. Kibepataka — copsMoBani (HaBMuCHI) Iii B KiGeprmpocTopi, sKi
3MIMCHIOIOTHCS 32 JOMOMOIOI0 3ac00iB €JIEKTPOHHUX KOMYHIKAIlii Ta CHOpsMOBaHI Ha
JIOCSATHEHHS OAHIET a00 CYKYIHOCTI TaKHMX IIUICH: MOpYIICHHS KOH(IIEHIIIMHOCTI, IJIICHOCTI,
JOCTYITHOCTI CIEKTPOHHHUX 1H()OPMAIIHHUX pecypciB, IO 00poOIsIOThCs (MepenarThes,
30epiraroThCst) B KOMYHIKAamiWHUX Ta/ab0 TEXHOJOTIYHHUX CHUCTEMaxX, OTPUMAaHHS
HECAHKI[IOHOBAHOI'0 JIOCTYIY JIO TaKMX PECYpCiB; MOPYLICHHS OE3MEeKH, CTajIoro, HaJiiHOro
Ta INTATHOTO PEXKHMMY (QYHKIIOHYBaHHS KOMYHIKAIIMHUX Ta/a00 TEXHOJOTIYHHUX CHCTEM,;
BUKOPHCTAHHS KOMYHIKAIIIHOT CUCTEMH, 11 pecypciB Ta 3aco0iB €NIEKTPOHHUX KOMYHiKaIlii
JUIsL 3[iHCHEHHs KibepaTtak Ha il 06’ ektr kidep3axucty [2]. ToMy OCHOBHMMH 3aBIaHHIMHU
JUIsL CyYacHHX MiANPUEMCTB € 3a0e3neueHHs 0e3MeKn eKOHOMIYHOI iH(opMallii Ta CTBOPEHHS
HajgiiHol Mopeni KibepHeTwuHOi Oesmekd (CBOoe€4acHe BHABJICHHS, 3amoOiraHHs i
HEeUTpanizallis peaqbHUX 1 MOTCHIIMHUX BUKJIUKIB, KIOEPHETHYHHX BTPYYaHb 1 3arpo3
KOpIopaTHBHUM Ta/abo iH(pOpMaIfHUM CHCTEMaM), IO € aKTYyaIbHICTIO ChOTOIEHHS.
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AHai3 ocTaHHIX aocaizKeHb i myOuaikamiii. Barommii BHECOK y JIOCIHIIKCHHS
TEOPETHYHUX 3acajJ aBTOMATH30BAHOTO BEJCHHS OOJIKy Ta 3amobiraHHi KibepaTtakam
3poOwin BiTUM3HsHI BYeHi, 30kpema: JIyoos /1.B. [4], 3y6ok M. 1. [9], Tonyoko B.b. [14].,
Husenko E. 1. [12], Optuncekuii B.JI. [13] Ta inmi. IIpoTe, 1i HampaitoBaHHS HOCSTH, B
OCHOBHOMY, TeXHIYHMH XapakTep, Yd PO3rIAAaloTh CyTh 1 Hacuiaku Kideparak. HemoctatHbo
BUCBITJICHUMH Y HAyKOBIH JiTepaTypl 3aJUIIAIOTHCS MUTAHHA, MOB’S3aH1 3 JOCIIKEHHIM
kibeparak B KOHTEKCTI iX BIUIMBY Ha (DYHKIIIOHYBaHHS CHCTEMH OOJIIKY YKpaiHCHKOTO
HiANPUEMCTBA, MUTAHHS LIOJI0 MOJIEIIOBAaHHS OpraHizaiii KibepOe3meku MiIIpHeEMCTBA Ta
HpoIeCy CTBOPEHHSI HAAIMHOT CUCTEMU KIOEpHETHYHOI O€3MEeKH.

IlocTanoBka 3aBaaHHsi. MeTOIO CTAaTTI € PO3TJISHYTH METOAMYHI MIAXOAH IIOJ0
noOynoBY, 3a0e3MeueHHsT Ta MOJENIOBaHHS iHGopMaliiHOI Ta KiOepHETHYHOI Oe3meKu
CYy4acHOTO MiINPHUEMCTBA 3 BpaxyBaHHSAM TpOOJIEM Ta PHU3MKIB TPU BIOPOBAHKCHHI Ta
eKcIUTyaranii iHGopMaliifHUX CHUCTeM Ta TEXHOJOTIH, sIKi B MOBHIM Mipi BIAMOBIIAIOTH yCIM
BUMOTaM  YOpAaBIiHHA  BITYM3HSHUMH  MiANPUEMCTBAMH.  PO3poOMTH  KOHIIETIIIO
iHopmariifHoi Ta KiOepHETHMYHOI Oe3NeKH MiANPUEMCTBA JUIA (HOPMYJIIOBAHHS IIUISAXIB
3HWKCHHSI HETaTUBHUX HACIIJIKIB, 30KpeMa, MiHIMi3alii OB’ 13aHUX 3 HUMH BUTpAT.

Buxnan ocHoBHoro marepiaay. Ha chorogHinmiHiid qeHb CBO€YacHa Ta 00’ €KTHUBHA
iHpopMallis € BaXIUBUM (PaKTOPOM BHPOOHHIITBA, SIKUM PO3TIIANAIOTH, SIK OJUH 3 OCHOBHHX
pecypciB  po3BUTKY cycmiiberBa. [lupoki MoXiauBOCTI 1HGOpMAIIHHUX CHCTEM Ta
TEXHOJIOTiH  JTO3BOJISIIOTH ~ aBTOMATU3yBaTH MPOIECH MOHITOPHHTY Ta  YIPaBIiHHA
JNep)KaBHUMH, CKOHOMIYHHMMHM, COIAJIbHUMH, OOOPOHHMMH Ta IHIIUMU OO0'€KTaMH 1
cHUCTeMaMH, OTPUMYBATH, HAKOMHMYYBaTH, OOpoOIsATH 1 mepemaBaTtd iH(OpMaIio Mpo i
MPOIIECH MPAKTHYHO 3 Oy 1b-SIKOT HEOOX1JHOIO MBUAKICTIO, B Oyb-sIKI KiJTBKOCTI.

[Hdopmarriiine cycniabCTBO — II€ COIIOJIOTIYHA KOHIICIIis, 110 BH3HAYAE TOJIOBHUM
(GakTOpOM PO3BUTKY CYCIJIBCTBA BUPOOHMIITBO Ta BHKOPHUCTAHHS HAyKOBO-TEXHIUHOI Ta
iHII01 iHOpMAaIIii, a TAKOXK CMUTUBO MOKHA TOBOPHUTH, 1[0 — II€ HOBA IUBLII3AIIIs, SIK 1HIITUN
PIBEHb CYCIUIBHOTO PO3BUTKY 1 KyJbTYPH, TOCSITHYTHH CYCH1IbHO-€KOHOMIYHOIO (hOpMalli€ro
[15]. 3a yMOB IMIBHMAKOTO PO3BUTKY IIIOOANBHOTO iH(OPMALIHHOTO CYCHUIBCTBA, HIMPOKOTO
BukopuctanHa IKT y Bcix cdepax >XuTTsS 0coOnMBOro 3HaueHHs HaOyBalOTh MpoOIEeMU
iHpopMaiiiHoi Ge3neKu.

[ndopmariitna Oe3neka MIAOIPUEMCTBA — CTaH 3axXMIIEHOCTI 1H(OpMaliifHOro
cepelioBUINA MIANPUEMCTBA, SKUH 3a0e3nedye #oro (opMyBaHHs, BUKOPUCTAHHS Ta
po3BuTok. Taki ckiafoBi iH(popMaliifHOTO cepefoBUIla YKpaiHy, sk iHpopMaliiiHi pecypcu
(y Tomy wumcnmi ¥ indopmariifHi TexHojorii) Ta iHpopmarniiiHa iHppacTpykTypa (SIK
MaTepiaJbHO-TEXHIYHA  OCHOBA  CTBOPEHHS,  PO3NOBCIO/KEHHS 1  BUKOPUCTAHHS
iHpOpMAIIfHUX pecypciB), sKi BXOAATh [0 CKJIaAy HaIliOHAILHOTO iH(OpMAIiiHOTO
NOTEHINaly, CHOTOJHI 3HAYHOI MIpOI0 BH3HAYAIOTh PIBEHb 1 TEMIIM COI[AJIbHO-
€KOHOMIYHOT0, HAYKOBO-TEXHIYHOTO 1 KyJIbTYpHOTO PO3BUTKY Kpaiuu [1].

MosxHa BHIUIMTH LTy HHU3KY JDKEpen 3arpo3 iHdopmariiaiii Oe3memi cy4acHOTro
MiTPUEMCTBA.

—  MPOTU3aKOHHA JISUTBHICTH AKX €KOHOMIUHUX CTPYKTYp y chepi popmyBaHHS,
MOIIMPEHHS 1 BAKOPUCTAHHS 1H(OpMaILii;

— TOpYyIIEHHS BCTAHOBJIEHHX pErJIaMeHTIB 300py, o00poOku Ta nepeaayi
1H(pop™marii;

—  HaBMHUCHI i Ta HCHABMHCHI TOMUJIKH NIEPCOHATY 1HPOPMAaLIHHUX CUCTEM,

—  TIOMWJIKU B IPOEKTYBaHHI IHPOPMALITHUX CUCTEM,;

— BiIMOBa TEXHIYHMX 3aco0iB 1 300iB MporpamMHOro 3a0e3neueHHs B
iHpOpMAIIfHUX 1 TeJeKOMYyHIKaliiHUX cucTemax, tomio [11].
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l'onoBHOIO MeTor0 Oynb-skoi cuctemMH iH(oOpMaIiiiHOT Oe3MeKkH MiIIpUEMCTBA €
3a0e3mneueHHsl CTIMKOro (yHKLIOHYBaHHS MIJIPUEMCTBA, 3amoOiraHHs I[Orpo3am Horo
Oe3meni, 3aXWUCT 3aKOHHMX IHTEPECIB BiJ] MPOTHIPABHUX IOCSITaHb, HEAOMYIICHHS
po3KkpasaHHa ()IHAHCOBUX KOIITIB, PO3TOJIONIYBAaHHS, BTPATH, CIIOTBOPEHHS 1 3HUILEHHS
ciry>»x00B0i1 iH(popMmarlii, 3a6e3neueHHs] HopMaJIbHOT BUPOOHUYOI AISJIBHOCTI BCIX MiAPO3ALTIB
00'exTy. [locsrHEHHS 3a/laHUX IIJIEH MOXJIMBE B XOJ1 BUPIMICHHS TaKUX OCHOBHUX 3aBJIaHb
[6]:

- BUJUUICHHS 1 BiJIHECEHHS 1H(popMalii 3 HaHOUIbLI BaXXJIMBUX 1HQOpMAIIITHUX
MOTOKIB JI0 KaTeropii 0OMeKeHOro TOCTYMy, TOOTO KOMEPIIIIHOT TAEMHHII];

- IIPOTHO3YBaHHS 1 CBO€YAaCHE BHUSBIEHHS 3arpo3 Oesmeni i1H(OpMaLiiHUM
pecypcam, IPUYHH 1 YMOB, SIKi BeyTh 10 (PIHAHCOBOTO, MaTEPIaIbHOTO 1 MOPAJILHOTO 30UTKY,
MOPYIICHHS HOPMAJIFHOTO (DYHKIIIOHYBaHHS 1 PO3BHUTKY MiAMPUEMCTBA;

- CTBOPEHHSI YMOB (DYHKIIIOHYBaHHS 3 HAWMEHILIOI BIpOTiIHICTIO peamizarii
3arpo3 Oesreni iHpopMaIifHIM pecypcaM 1 HAaHECEHHS Pi3HUX BUJIIB 30UTKY;

- CTBOPEHHS MeEXaHI3My H YMOB OINEpPaTUBHOIO pearyBaHHS Ha 3arpo3u
iHpopManiliHiii Ge3merni i MposBM HETaTWBHUX TEHJICHLIW y (yHKIIOHyBaHHI, e(eKkTuBHE
MIPUITMHEHHS MTOCSATaHb Ha PECYPCH Ha OCHOBI NMPABOBUX, OPraHi3aIlIiHUX 1 TEXHIYHUX 3aC00iB
3a0e3meueHHs Oe3IeKy,;

- CTBOPEHHS YMOB Ul MaKCUMaJbHO MOKJIMBOI'O BIALIKOTYBAHHS 1 JOKai3arii
30UTKIB, $IKI CIHPUYMHSIOTBCS HENPAaBOMIPHUMH JisMH (I3MYHUX 1 IOPUIAWYHHX OCI0,
nmocabjieHHsT HeTaTUBHOTO BIUIMBY HACIIJIKIB MOpPYIIEHHS 1HPOpPMAIIMHOI Ta €KOHOMIYHO1
0e3MeKr Ha TOCSTHEHHS CTPATer1YHUX IiIeH.

Jlnst moOymoBu  30aylaHcOBaHOi Mojeni  iHGopMaIiitHOi Oe3MeKu MiANMPUEMCTBA
CHOYATKy MepeadadaeThCsi MPOBECTH aHaNli3 PU3MKY B o0yacTi Oe3meku iH(opMamiiHuX
MOTOKIB mianmpueMcTBa. [10TIM BU3HAUYUTH ONTUMAJIBHUNA PIBEHb PU3UKY JJIS MIAMPUEMCTBA
Ha OCHOBI 3a/laHOro Kpurepiro. Mozaens iHdopMmaliiiHoi Oe3neKu MinpueEMCTBA MOBUHHA
OyTH MoOy/10Ba TAKMM YMHOM, 1100 JOCATTH 33JIaHOTO PIBHS PU3UKY.

Ha puc. 1 npencraBnena mojens MoOyZOBU cucTeMH iH(poOpMaliifHOT Oe3nexn
MIAMPUEMCTBA, IO BIJIMOBIIAE CIENMIAIbHUM HOPMAaTUBHUM JOKyMEHTaM 3 3a0e3nedeHHS
iHpopMmariitHoi Oe3meku, mnpuHATEM MibkHapogHuM cranmapram  ISO/IEC 15408
"Indopmariiiina TEXHOJIOTISI — METOAM 3aXUCTy — KpUTEpii OLIHKK 1HQOpMaIliitHoi 6e3nexu”,
cragaapty ISO/IEC 27002 "VupapninHs iHpOpMaIiiftHOIO Oe3nekoro” i BpaxoBye TEHACHIIT
PO3BUTKY BITUM3HSIHOT HOPMAaTUBHOI 0a3u 1010 NMUTaHb iH(opMarliiiHoi 0e3neku [16].

[IpencraBnena wmojenb iHpopMmaliiiHOi Oe3meku — 1€ CYKYIHICTh 00'€KTHUBHHX
30BHIIIHIX 1 BHYTPIIIHIX YUHHUKIB Ta iX BIJIMB Ha iH(opMalliiiHy 0e3neKy Ha MiANPUEMCTBI 1
Ha 30epexeHHs] MaTepianbHuX Ta iHpopmamiitaux pecypciB. Jlo 1ux 06’ €KTUBHUX YMHHUKIB
HaJIe)KaTh HACTYIIHI:

- 3arpo3u iHGopMauiiHii Oe3meri, SKi XapaKTepU3yIOThCS BIPOTiIHICTIO
BUHUKHEHHS, 1 peaji3allii 3arpos;

- Bpa3NMBOCTI 1HpOpMaIiiHOI cucTeMH ab0 CHUCTEeMH KOHTP3axXoiB, sKi
BIUTMBAIOTh Ha BIPOTIAHICTH peatizaiii 3arpo3 JuIst MiANpHEMCTBA,

- €KOHOMIYHUN PHU3UK — YHHHHK, 110 BigoOpakac MOXJIHMBI 30UTKH
HiANPUEMCTBA B pe3yJIbTaTi peaiizallii 3arpo3u iHpopmauiiHii Oe3mneri: BUTIK iHdopMarii i
HEnpaBOMIpHE i BUKOPHUCTAHHSA, 1 SIK HACHIJOK, BIPOTiAHI HpsMi Ta HempsMmi (piHAHCOBI
30UTKH.
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Pucynox 1 — Mozeinp noOynoBu cucteMu iH(pOpMariifHoi Oe3MeKH MiAIpUueEMCTBA
Jlcepeno: cknadeno aemopom na ocrosi [13]

[Mpunmunamu ~ moOynoBu  30amaHcoBaHoi  mozeni  iHpopmamiiHOi — Oe3mexn
i IPUEMCTBA €:

- aHaJi3 pU3MKIB y cdepi iHPpopManiiHOi Oe3neKH;

- BU3HAYCHHS ONTHUMAJIBHOTO pPIBHSA PU3HMKY JJIs MIAIPUEMCTBA HAa OCHOBI
3aJ1aHOTO KPHUTEPIIO;

- BUOIp TakuUX KOHTP3aXOiB, sIKI MOXYTh 3a0€3MEUUTH TOCATHEHHS 33JaHOTO
PIBHS pU3UKY.

Taka MeToauka Jae 3MOry MpoOaHaIi3yBaTW BUMOIM IIOAO0 TrapaHTyBaHHS
iH(popMariifHOT Oe3nmeku miAnmpuemMcTBa. J[Is JOCATHEHHS MOCTAaBJICHOT METH HEOOXiTHE
BUPIIICHHS NIEBHUX 3aBJaHb.

- po3noaiieHHs iHpopmarlii 3a piBHSIMH OCTYIY;

- MPOTHO3YBAaHHS 1 CBO€YacHe BUSBICHHS 3arpo3 Oesmeni iHpopMaIiitHuX
pecypcis,

- CTBOPEHHS yMOB, TIpH SKUX HaWMEHII BiporigHa 3arpo3a Oesmerri
iHpopMaIiHHUX PeCypCiB;

- CTBOPEHHSI MEXaHI3My 1 YMOB OIEPaTMBHOIO pearyBaHHs Ha 3arpo3u
1H(popMariifHii 6e3nerni, 3a0e3neueHHs IPOBECHHs poOIT B KOPOTKI TEPMIHH;

— CTBOPEHHSI MEXaHI3MY 1 yMOB JUIsl MAKCUMAJIbHO MOKJIMBOTO BIAMIKOTyBaHHS 1
JoKasti3anii 30MTKy, 3aBJJaHOT0 HEMIPAaBOMIPHUMU A1SIMHU (PI3UYHUX 1 FOPUIUYHUX OCiO;

- 3a0e3neyeHHs] ONTUMAJILHOTO BUOOPY 3aX0/11B MIPOTUIT;

- oliHKa e()eKTHBHOCTI KOHTP3aXO0/1iB, MOPIBHSIHHS pi3HUX BapiaHTiB [13].
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Kibepbesneka - 3aXUIICHICTh KUTTEBO BAXKIMBUX 1HTEPECIB JIOAMHU 1 TPOMAISTHUHA,
CYCIIUIbCTBA Ta JIEp’KaBH MiJl 4ac BUKOPHUCTaHHS KiOepmpocTopy, 3a sKOi 3a0e3MeuyroThes
CTaMil  pPO3BUTOK 1H(GOPMALIMHOTO CyCHUIbCTBA Ta IU(PPOBOrO KOMYHIKaTUBHOTO
CepeIoBUINA, CBOEYACHE BUSBJICHHS, 3aM00IraHHs 1 HEWTpasi3allis peaJbHUX 1 MOTEHIIHHUX
3arpo3 HallioHaJbHil Oe3neni Ykpainu y kibepmpoctopi [7].

Ha Bigminy Bin IT Ge3mnekw, 1mo GpOKyCyeThCsl Ha 3aXHUCTI JAaHUX BiJl KpaaiKKu (TaKuX
SIK HOMEpPHU KPEAUTHHX KapTOK, KOPIOpAaTUBHA iH(POpMAIis Ta iH.), TOJOBHA METa 3aXO/iB i3
KiOepOe3nekn CHUCTeMH KepyBaHHS — 1€ MiATPUMYBaTH BHPOOHHMITBO y pobodomy Ta
Oesreunomy crtani. OCHOBHa 3arpo3a Juisi 000X IIiJied — 1€ NMPOHUKHEHHS 3JI0BMHCHOI
porpamu 10 cuctem# [5].

Ha croromuinHiii 1eHb, 3pOCTa€e KUIBKICTh KPaIIKOK Ta IIaXpaicTB B IHTEPHETI, SKi
3a4inarTh MPUBATHUI CEKTOp. Maiike KOXKHE MiAMPUEMCTBO B CBOU JISTTLHOCTI BUKOPHUCTOBYE
KOMIT FOTEpHU30BaHy (opMy OOJIKY, IPU IIbOMY B HUX 30€pira€Tbcs 1 0OpOOTIOETHCS BEIUKHIMA
oOcsr iHdopMmanii 1 Oyab-skuid 3011 MOXKE IMPU3BECTH 0 BEJIMKUX BUTpAT AJIS MIANPUEMCTBA
[4].

3a ocTaHHI YOTUPHU POKM B YKpaiHi BiOyJOCS KijdbKa BETUKUX KiOepaTak pi3HOIro
piBHS CKIagHOCTI 1 momupeHHs. OAHUM 3 HaWBIIOMIMIUX KiOEPIHIUIAEHTIB, IO BPa3UIIO
1H(pOpMalIHO-TEJIEKOMYHIKAIIIHI CUCTEMHU SIK Ha JAepKaBHOMY PiBHI, TaK 1 Ha piBHI OKPEMHUX
ninxnpuemctB € Bipyc-mmdpysaipauk Diskcoder.C (ExPetr, PetrWrap, Petya, NotPetya), mio
BinOyBcs 27 uepsus 2017 poky. 3rigno 3 ganumu Jlenapramenty kidepnoaminii HamionansHO1
noJitii YKpaiHu, mijJ yac MacoBaHOI XaKepChKOi aTaku B YKpaiHi Oynu iHQIKOBaHI MOHAT
12,5 Ttucsa komm'rorepiB. OCHOBHUM KaHAJIOM PO3MOBCIO/IKEHHS BIPYCy CTalo MPOrpaMHe
3abesneuenns M.E.Doc, cepBepu sikoi Oyio 3mamana 3aI0Bro 10 caMoi ataku. He3zpakarouu
Ha Te, L0 BipyC MacKyBaBCs MiJ Jil0 Bipyca-3AMPHHUKA HOro HiasiMM OyJM IIMHUTYHCTBO Ta
[OIaJIbIIIE 3HUIICHHS aTaKOBaHUX cucTeM [8].

27 xostHs 2017 poky BinOynacs kibeparaka 3a mornomoror Bipycy Bad Rabbit, mo
Bpaswia iHopmamiiiHi cuctemu MinictepcTBa iH(pacTpykTypu VYKpaiHM, KHiBCHKHIA
METPOTIOJIITEH, IO MPU3BENO 10 300iB B omaTi mpoi3ny Ta aepomnopt Oxpecu. 3apaxeHHs
KOMIT FOTEPHUX TEXHOJIOTIH 3IHCHIOBAJIOCS 3a CXO0XKOK cxeMor PetyA, BimOyBaiocs
mudpyBaHHsa ¢aini. Cami Xakepu BuMaraad BUKyI y po3mipi 0,05 GiTkoiH 3a KOXHHIA
KOMIT IOTEp 1 BCTAHOBJIIOBABCS TEPMIH Ha MOro cruiaty. AHalXITUKHM CTBEPAXKYIOTh, L0 CaM
BIpyC pO3IOBCIOKYBABCS 3a JOMOMOroro ¢eiikoBoro onosnexns Adobe Flash.

Tomy akTyanbHUM Ha ChOTOJHI CTa€ po3pOOJEHHS HOBUX MOAENEH Kibep3axucry, B
SKUX BPaXOBYETHCS BECh MEPI0Jl aTaKu, MAaKCUMAIBHUI CIIEKTP ITiIXO0/IIiB 0 OIIHKHU 3arpo3 Ta
apceHall MOJKJIMBOCTEH  IHIIMX  CIOPIZHEHHMX  BHAIB  TisUTbHOCTI  (KiOeppo3BiakH,
KiOEpKOHTPPO3BiaAKH, Kibepoboponu Ta imimmi). Cepen (opmatizoBaHHX MOJENel aHai3y
KibepaTak HaiOiabIIOl yBaru 3aciayroByioth JliamantoBa moxensr (Diamond Model) ta Q
Mogens (Q Model) (ta6:1.1). BoHu 3acTOCOBYIOTHCS TiBKH TS aHATi3y Kibeparak, Juist 1X
dopmarizarii 3 METOIO HaJaHHS BIATIOBIAl HA MUTAHHS XTO, HABIIIO 1 IKUM YHHOM peasli3yBaB
KidepaTaKy, HaJalOTh 1HIUKATOPH KOMIIpOMeTamii KibepaTak AJisi MOJAIbIIOi KpUMiHAIBHO-
TEXHIYHOT EKCHepTH3H, aje BOHM HE BiJOOpaXKaroTh €TamiB TMPOBENEHHS Kibeparax.
JliamaHTOBa MOJIellb BCTAHOBIIIOE OCHOBHUN AaTOMHHU €IEMEHT OyIb-sKOi IisSUTBHOCTI
BTOPTHEHHSI, TOMil, IO CKJIAJA€TbCs 3 YOTHUPHOX OCHOBHUX (DYHKILIN: 3JIOBMHCHUKA,
1H(PACTPYKTYpH, CHPOMOKHOCTI Ta JKEPTBH, SKI YTBOPIOIOTH YMOBHHMA “miamMaHT”.
[Ipoxoxsun mo pebpax Ta BEpIIMHAX, AHATITHKH BUSBIAIOTH Olnblie iH(opmanii mpo
orepariii 3I0BMUCHUKA Ta HOBI CIIPOMOXKHOCTI, IHPpacTpyKTypy Ta skepTB [8].
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Tabnuus 1 — Hait6inpei edexTUBHI MOAemi opraHizaiii kibepOesneku

Mopeui
Ki0epOe3nexu

MoxJIUBOCTI Ta 0COOJMBOCTI 32CTOCYBAHHS

Mopnens  Jlotki-
Boasreppa

Onucye nUHAMIKY B3a€EMOJII CyTHOCTEM JBOX BHUIIB - «XIDKaKiB» 1
«KepTB». Mojenb MpeacTaBiIeHa y BHIJISIAI CUCTEMH JBOX 3BUYANHHX
TudepeHLiabHUX ~ PIBHSAHb  NEpUIOro  MOPAIKY, JIeé  BBOJAATHCA
Mo3HauYeHHA: X — KUIBKICTh aTak Ha KOMIT'IOTEpHY MEpexy, IIo
BUKOHYIOTHCSl 3JIOBMUCHHMKAMH, II€ aHAJOr <GKEePTB», ¥ - KUIBKICTH
omeparliii, MO BUKOHYIOTHCA 3aXHCHUKAMH KOMIT FOTEPHOI MEpexi, IIie
AHAJIOT «XMKAKIB»

JliamanToBa
MOJICTTh

[lpencraBnsie HOBY KOHIICHIO aHai3y BTOPTHEHb, IMOOYJIOBaHY
aHamiTuKamu KioepOesmeku. IlepeBaramm Mopjeni €. BUKOPUCTAHHS
B3a€EMO3AJICKHUX 1HIUKATOPIB, IO MOKPAITyIOTh 00MIH iH(OpMAIIIEIO PO
Ki0ep3arpo3u, MiIBUIICHHS KOHTPOJIHOBAHOCTI AHANITUYHOTO MPOIECY,
MiATPUMKA XapPaKTEPUCTHKH MO y PpEXKHMI peallbHOTO  dacy,
BCTAHOBJICHHSI OCHOBH OHTOJIOTi/, TAKCOHOMIi{, METOJIUK KiOEp3axXuCTy Ta
MIPOTOKOJIiB 0OMiIHY PO3BiAyBaIBHOKO 1H(OPMAIIIEIO PO 3arPO3H, a TAKOXK
YOpaBIiHHS 3HAHHSIMU.

Q Mopenn

Jlo3Bossie BU3HAUMTH aTpuOyTH KiOepaTaku i 3’ SACYBaHHsS ITHTAHHSI
TOTO, YM € KiOepiHIUIAeHT Kibep3nounHoM. Ha piBHI TakTUKH MOJENb
JIOTIOMarae aHaJliTUKaM BHPINTyBaTH BECh CIEKTP BIAMOBIIHUX MHUTaHb,
IHTErpyBaTH AK TEXHIUHY, TaK 1 HETEXHIUHY iH(OpMaIil0 B KOHKYpYIOUi
rinoTes3u, AONOMarae KpUTUYHO MHUCIUTH Ta IPOBECTU pE3yJIbTaTHBHE
poschigyBanus. [IpencraBieHa MOZENb € ONMUCOBOI M CKIAJAETHCS 3
TpboX 4acTuH. [lepia yacTuHa KOHLENTyallbHA: BOHA BBOJUTH PO3YMIHHS
aTpuOy1ii sIK MpoLeCcy, ONUCYIOUN MOJIeNb B 3arajibHUX pUcax Ta BBOJSYU
KUJIbKa KPUTUYHMUX BiAMIHHOCTEH. /[pyra yacTMHa € eMIIpUYHOIO: BOHA
UTIoCTpYy€E pi3HI eTanu mporecy arpuOyuii B AuHaMini. Y TpeTiit yacTuHi
ONMCYEThCSI KOMYHIKALllsl TOTEHIlaliB Ta OOMeXeHb arpulyuii i
MIEPETBOPEHHSI BUCHOBKIB Y 110

Cyber Kill-Chain

I[ls Momenbp BHU3HAYAE€ THUIMOBUW TOPAMOK il 3JIOBMHCHUKA IS
JOCATHEHHS TOCTaBJIEHUX Iield. Monenb BUpakae, 110 AJIS JOCSITHEHHS
yCHiXy 3JIOBMHUCHUK TIOBUHEH HPONTH yCl BICIM €TamiB. pO3BiJKa,
030pO€HHS, OCTaBKa, 3apayKCHHs, IHCTAJALISA, OTPUMAHHS YIPaBIiHHS,
BUKOHAHHS J1H, 3HALIEHHS CIIIiB

Adaptive
Security
Architecture

€ TpakTUYHO YyHIBEepcalbHOIO TMporpamoro. Bona mepenbaudae
IMIUTEMEHTAI[i}0 YOTHPHOX THUIIIB peakKilii Ha KiOepIHIIUACHT: 3am00iraHH,
NETeKTYBaHHs, pearyBaHHsS 1 mepeadaueHHs. YHIKAJIbHICTh MOJei
MPOSIBIIIETBCS. B ONEPAaTUBHOMY pearyBaHHI Ha HEOE3MeKy 1 3axHcT
BUPOOHHMYOTO MPOIECY BIJ PI3HUX 3JIOYMHHUX I TaKUX SK. IUJIbOBI
aTaku, crayiaxu KiOepiH(eKIlii Ta HaBiTh MOMWIOK JIFOMUHU. Ha CKiIbKH
MiAMPUEMCTBO TOTOBO  PETENFHO  pEali30ByBaTH KOXHY  CTaJIilo,
XapaKkTepu3ye CTyMHiHb 3puUIocTi i exkoHOMiyHOi Oe3neku. EdextuBHE
MpaKTUYHE 3aCTOCYBAaHHS I1i€i MOJIEl Ha MIANMPUEMCTBI MOBHHHO OYyTH
a/IaITOBAaHUM JI0 MOTO CHeM(iKN Ta TEXHOJOTIYHIX 0COOIMBOCTEH

Joicepeno: cknadeno asmopom na ocnosi [8; 10; 3].
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[Ipu MonemroBaHHI CUCTEMH KiOepOE3MeKH IiIIPUEMCTBA MOBHHHI OyTH BpaxoBaHi
yci TmpoOieMu Ta PHU3MKH BIPOBAPKCHHI Ta eKcruryartamii iHpopMaliifHHX CHCTEM Ta
TEXHOJIOT1H, 0 T03BOJIUTH KEPIBHUIITBY BIPOBAIKYBATH TLIBKU Ti TEXHOJIOTII, sIKI B TIOBHIHN
Mipi BIJIOBiIalOTh yCIM BUMOTaM YyTPABIIHHS MiAIPUEMCTBAMHU Ta JTO3BOJISIFOTH IT1ABUIIATH
e(eKTUBHICTh MISJIBHOCTI 1 JOCATTH KOHKYPEHTHUX II€peBar Ha PUHKY Traiy3l, a TaKOoX
JOTPUMAHHS TIEBHUX MPHUHIIMITIB CUCTEMH 3aXO0/IiB KibepOesnekn 001ikoBoi iHpopMalrii:

- OiATpUMKa TOPOrpaMHOrO  3abe3nedeHHss (KOHTPONb 32  BiACYTHICTIO
HEaBTOPH30BAHOT 3MIHU MPOTPaM i MpaB JOCTYIY 10 HUX);

- oxopoHa KoHbimeHIiHOT iHGopMallii (HeyXHIbHE BHKOHAHHS IEPCOHAIOM
OyXrajaTepchKoi CITy:KOU TPaBUI JOTPUMAHHS KOH(IAECHIIIHHOCTI);

- NEpCOHAJIbHA BIIMOBIIAIBHICTS (IEPCOHATBHA BIAMOBIIAIBHICTE KOMXHOTO
KOpUCTyBa4da 3a BCi BUAM OIeEpamliid, sKi BiH BUYMHSIE 3 KOMII IOTEPHOIO OOIIKOBOIO
iHpopmariero);

- cekpeTHicTh  (iH(popMaliiiHi pecypcH JOCTYIHI TUIBKM aBTOPU30BAHUM
KOpHUCTyBa4yam);

- KOMIUTIEKCHICTh (MpH MOOYZOBI CHCTEMH 3aXUCTy MepeabadaTd MPOSB yCix
BU/IIB MOKJIUBUX 3arpo3 JUIs MiANPHUEMCTBA Ta BC1 MOKJIMBI 3aCO0M 3aXUCTY B MEXaX €IMHOTO
KOMIUICKCY 3aXHCTY);

- eQeKTUBHHUI KOHTPOJb JOCTYIy JO OONIKOBUX JaHHMX (3alpOBaKEHHS
00MEIKeHb KOPUCTYBAUiB IIpH poOOTI 3 MIHHOIO 00IIKOBOIO iHGOPMALII€I0).

IIpu moOynoBi Mozaeni HEOOXITHO BPaXxOBYBAaTH B3a€EMO3B'A3KH MK pecypcamu: AJs
BUJUICHUX PECYPCiB BHU3HAYAETHCS iX LIHHICTh K 3 TOYKH 30pYy MOXKJIMBHX (PIHAHCOBHX
30UTKIB, TaK 1 3 TOYKH 30py MOXJIMBOTO 30WUTKY peryTallii MmanpueMCTBA, Ie30praHizaiii
HOTO AiSTBHOCTI, HEMaTePiaIbHOTO 36HTKy BIJI PO3rOIIOITYyBaHHS KoH(piaeHIiHHOT 1HpOopMaITii
toito. [lani HeoOXiHO OmMUcaTH B3aEMO3B'SA3KU MIXK lH(l)OpMaI_III/IHI/IMI/I NOTOKaMHM, BU3HAYUTH
3arpo3u iH(opmariiiHiii Oe3mnemi MiANPHEMCTBA 1 OLWIHWUTH BIPOTIAHICTH peaiizamii JaHux
3arpo3. Ha ocHOBI moOyqoBaHOi MoAell MOXHa OOIPYHTOBaHO BHOpaTH CHCTEMY
KOHTP3axOJIiB, SKI 3HIKYIOTh PHU3UKH JIO JOMYCTHUMHX pIBHIB 1 MarTh HaWOUIbITY
€KOHOMIUHY e(eKTHBHICTh. YacTHHOIO CHCTEMH KOHTP3axXxo/diB € pPEeKOMEHMAIii 100
MPOBEACHHS NIEPEBIPOK €(hEKTUBHOCTI CUCTEMU 3aXUCTY.

BucHOBKH i mepcneKTHBY MOAAJBIINX A0CTiIKeHb. Ha anb, KiOEp3710UYNHHICTD
HOCTIIHO BJOCKOHAIIOETHCS 1 #leé B HOTY 3 TeXHOJOrisiMH. ToMy BapTo YCBIJOMHUTH, LIO
OPOTHIIS KIOEP3TOYMHHOCTI Ta piBeHb KiOepOe3neKkn Ha ChOTOJHI — IIe MpodiieMa He JIUIIe
3arajbHOJIEPKABHOTO PIBHS, @ KOKHOTO OKPEMO B3ATOTrO IiIMPHUEMCTBA.

OTxe, Ha KOXHOMY MiJIPUEMCTBI NMOBHHHA OYTH CTBOpPEHA MpOrpaMa BH3HAYCHHMX
Ii#, copsIMOBaHMX Ha CTBOPEHHS Kibep3axucTy 00iKoBOi iHpopmalii.

Y minomy, B CTaTTi pO3MISIHYTHMM METOAUYHHM MAX1T IIOJ0 MOJCITIOBAHHS
iHopmariiiHoi Ta KiOepHETHYHOI OEe3MeKH JO03BOJISIE OIIHUTH a00 TEpPEOIiHUTH PIBEHb
MOTOYHOTO CTaHy 1H(OpMaLiifHOi Oe3nekH iHGOPMAIITHUX MOTOKIB MIANPHUEMCTBA, BUPOOUTH
pexkomenpamii 1o 3abe3medeHHIO iH(GOpMAIHOT OE3MeKH  IMiINPHEMCTBA, 3HU3HUTH
NOTEHLIHHI BUTPATH MiAMPUEMCTBA LIUISIXOM M1IBUILEHHS CTIHKOCTI cCUCTeMH 1H()OpMalifHUX
MOTOKIB, PO3POOUTH KOHIEMIIII0 1 TOJMITUKY iH(pOpMaIiifHOi Ta KiOepHEeTHYHOI Oe3neKH
HiAMPUEMCTBA.

Ha ocHOBI MeTOOMYHOrO MiAXOAM Ta MOOYIOBaHOI MOJENI MOXHa OOIPYHTOBaHO
3ampoIOHYBATH IUJIaHW 3aXHCTy BHYTPIMIHIX 1 30BHINIHIX 1H(GOpPMAIIMHUX IOTOKIB, SKi
CTBOPIOIOTBCSI Ha MIJIPUEMCTBI Ta MEPENalOThCsl MO PI3HOrO poJy KaHajlax 3BSI3Ky 1
3aXUCTUTH 1H(OpPMAIIO MiANPUEMCTBA BiJl YMHCHOTO CHOTBOPEHHS, HECAHKIIIOHOBAHOTO
JIOCTYITY, KOTIiFOBaHHSI a00 BUKOPUCTAHHSI.

[TepcriekTHBOIO TOMATBIINX JOCHIKEHb MOXKE OYyTH aHaji3 3arpo3 Ta Cy4JacHHUX
3ac00iB MATPUMKH KibepOe3neku iHpOopMalliifHIX TOTOKIB MiIPUEMCTBA.
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Information and Cybernetic Security of Modern Enterprise: Provision and Modeling

The article covers the issues of economic information security and creation of a reliable model of enterprise

cyber security.

The overriding goal of any enterprise information security system is to ensure that the enterprise operates

smoothly, prevention of threats to its security, protection of legitimate interests against unlawful attacks,
preventing theft of funds, disclosure, loss, distortion and destruction of official information, ensuring the normal
production activity of all units of the facility. Therefore, the article identifies the main tasks and sources of
information security threats, as well as the methodological principles for building information and cyber security
of a modern enterprise.
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The model of building of information security system of the enterprise is presented and the basic models of
the organization of cybersecurity are analyzed. Methodical approaches are offered, which allow to fully analyze
and formulate requirements related to ensuring information security of the enterprise; avoid the expense of
unnecessary security measures that are possible in subjective risk assessment; to assist in the planning and
implementation of protection at all stages of the life cycle of the enterprise information system; provide
justification for the choice of counteraction means; evaluate performance and compare different
countermeasures.

In general, a methodical approach to modeling information security and cyber security was considered
allows to evaluate or overestimate the level of the current state of information security of information flows of
the enterprise, to make recommendations for ensuring information security of the enterprise, reduce the potential
costs of the enterprise by increasing the stability of the information flow system, to develop the concept and
policy of information and cyber security of the enterprise.
information provision, cyber security, information and communication technologies (ICT), information
technologies (IT), model
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10.B. I'onyapenko

Knacuunuii npueamnuii ynieepcumem, m. 3anopisicoics, Yxpaina

KoHuenrtyaiabHi mosioxeHHs 010 MapaMeTpu3auii ingopmaniiiHol
NMPO30POCTi y 3a1a4ax OLiHIOBAHHS Ta onTuMi3auii Bedcaiity 3BO

B crarTi 0OTpyHTOBYETHCS HEOOXIMHICTH TiNBUIIEHHS piBHA iH(OpPMAIHOI Mpo30pocTi BeOcaiTiB
3BO, six MexaHi3My 3a0e3MedeHHs] KOHKYPEHTOCIIPOMOXKHOCTI HAaBYAIIFHOTO 3aKJIaly Ha PUHKY OCBITHIX HOCIYT.
BucBiTieHo Ta mpoaHai30BaHO HAHOIMBII BimoMi peHTHHTOBI cucTeMHu omiHioBaHHS 3BO, B TOMy umci
(akTopu Ta KpUTEpii BUMIPIOBAHHS IPO30POCTI B KOXHOMY 3 PEHTHHIIB. BCTaHOBICHO BIIMIHHOCTI MiX
MOHATTSAMH BHJIUMOCTI 1 TPO30POCTI, CKJIQJHUK B3a€MO3B 30K MK HHMH. 3alpOIOHOBAHO BJIACHUH HaOIip
KpUTEpIiB, 110 BigoOpakaroTh AisuibHICTE 3BO 3 Touku 30py iHPOpMAIIHHOI MPO30POCTi iX CalTiB, BU3HAYCHO
MOKa3HUKH e(heKTUBHOCTI IPO30POCTi BeOCaNTIB.
ingopmaniiina mpo3opicts, Bedcaiit 3BO, BuanMicTh, KpuTepii BUMIpPIOBaHHA NPO30POCTi, pedTHHIH
HaBYaJbHHX 3aKJIa/iB, e(peKTHBHICTH MPO30POCTI

10.B. 'onuapenko
Knaccuueckuii npusammuwiti ynugepcumem, 2. 3anopoaicve, Ykpauna

KonuenrtyajbHbIe 1M0J10KeHUS 110 MAapaMeTPU3alui MHPOPMALMOHHON NMPO3PAYHOCTH B

3ajavyax OLeHUBAHUs M oNTHUMHU3anuu Bedcaiita BY3a

B crarbe 00OCHOBBIBa€TCS HEOOXOAMMOCTH IOBBINICHUS! YPOBHS HMH(POPMAIIMOHHONW NPO3PavyHOCTH
BeOcaiitoB BY30B, kak MexaHm3Ma oOecnedeHHs] KOHKYPEHTOCIIOCOOHOCTH y4eOHOTo 3aBe/ieHHs Ha PBIHKE
o0pazoBaTenbHbIX yciayr. OCBEIICHb W IPOaHAIN3UPOBAHBl HAaMOOJEEe HM3BECTHHIC PEHTHHIOBBIE CHCTEMBI
oueHkn BVY3a, B ToM umcie ¢axkTopel M KPUTEPHUH H3MEPEHMS MPO3PAuYHOCTH B KAXKIOM W3 PEHTHHTOB.
YCTaHOBIIEHBI PA3IHYMS MEXK/Y MOHATHIMHU BUANMOCTH U MIPO3PAYHOCTH, CIOKHAS B3aMMOCBS3b MEKIY HIMHU.
[IpennoxkeHo coOCTBeHHBII HaOOp KPHUTEPHEB, OTPAXKAOIINX AEATEIbHOCTs BY3a ¢ Toukum 3peHns
MH(OPMALIMOHHON IPO3PAaYHOCTH WX CAaWTOB, OINpENeNeHbl MoKazaTean AP(PEKTUBHOCTH IMPO3PAYHOCTH
BeOCaliToB
HHPOPMALMOHHAS NPO3Pa4YHOCTh, Bedcaiit BY3a, BuaumocTs, KpuTepuu H3MepeHUs] NPO3PAYHOCTH,
peldTHHIU y4eOHbIX 3aBeeHnH, 3¢ (PeKTHBHOCTH MPO3PAYHOCTH
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