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BCTYII

Kypc «Teopis 3axucty iHdopmamii» Npu3HaYeHUH g HAOYTTS
TEOPETUYHUX 3HaHb Ta MPAKTUYHUX HABUYOK 3 MUTaHb 3a0€3MEUCHHS 3aXHUCTY
iHopmMmarii. Bkinrouae B cebe HaOyTTS HACTYITHUX TEOPETUYHUX 3HAHb: OCHOBHI
BU3HAUEHHS Ta IOJIOKEHHS Teopii 3axucTy iH(popmalii; HOPMaTHUBHO-IIPABOBY
0a3zy mromo 3axucty iHdopmarii B VYKpaiHi; CTaHAApTH Yy Tally3i 3aXUCTy
iHpopMarllli; CUMETpUYHY KpunTorpadiro; HECUMETpU4YHY (aCUMETpUYHY, 3
BIAKPUTUM  KJIIOUYEM) KpunTorpagiio; TeHEpaTopu  BUIAJKOBUX  YHCEI;
aBTeHTH(IKaIII; Tem-QyHKiii # koau aBTeHTH(IKamii mnoBigomiaeHb — MAC;
nM(pPOBUN MIANKC; PO3MOAUT KIIOYIB, TEXHIYHI 3aCOO0M 3HIMAHHS W 3aXHUCTY
1H(popMaIlli; KpUNTOaHali3; BBEJIEHHI B MepexeBy Oe3neky IHTepHeT; Bipycu W
aHTUBIPYCH; aIMIHICTPATUBHUN piBeHb 1HOpMaIliitHOi Oe3neku; Oe3neKy
onepaliiHUX CUCTEM; CTEraHorpadiro; 610MEeTpUYHI METOAM 3aXHUCTy 1H(hOpMaIlii.
Ta HaOyTTS HAacTymHUX NPaKTUYHUX HABUYOK W BMiHb, $IKI MOJSATAIOTh Y
MOJKJIMBOCTI MPOTrpamMHO peai30ByBaTH HACTYINHI npoekTu: basa manux mono
3aKOHIB YKpaiHU CTOCOBHO 3axucty iHdopmalii; CUMETpUYHI aIrOpUTMHU
muppyBaHHS; AcuMeTpuyHi QNrOpuT™MH  K(PYBAHHS; ['enepartopu
NICEBJIOBUIAKOBUX yucen. [em-QyHkuii; ABTeHTHU(IKalld KOpUCTyBaya 1
eNekTpoHHui 1mdpoBuit  mianuc; Kpunroanams; Ilporpamui  3akiajku.
Knapiatrypuuit mmurysn. CreraHorpadis. BinmoBigHo o3HaueHE € MpPEeIMETOM
HaBYaJIbHOI AUCUMIUIIHA «Teopis 3axucTy iHPpopMallii», SK BUOIPKOBOI OCBITHBOI

KOMITOHEHTH JAPYTroro (MariCTepcbKOro) piBHS BULIOI OCBITH.

MeTo0 BUKJQAaHHSA AucHUIUIiHM «Teopis 3axucty iHpopmalii» €
dbopmyBanHs y 3700yBayiB BUINOI OCBITH TIPYHTOBHUX TEOPETUYHHX 3HAHB,
MPAKTUYHUX yMiHb T4 HAaBUYOK, HEOOXITHUX JJIA 3aCTOCYBaHHS B TpodeciitHiit

JUSTBHOCTI Y cdepl 3axucty iHpopmariii.

Y pe3ynbrari BHUBYEHHS AUCHUIUIIHA CTYJICHT TIOBUHEH 3a0€3MeUUTH
HACTYMHI Pe3yJbTAaTH HABYAHHS: BMITH MPOTPAaMHO pEayli30BYyBaTH HACTYITHI

npoekTu: ba3za maHux mo/0 3aKOHIB YKpaiHM CTOCOBHO 3axHCTy iHGOpMAIIii;



CuMeTrpuyHi anroput™Mu mUdpyBaHHSI; ACUMETPUYHI aNTOpPUTMU MIKU(PYBAHHS,
['eHepaTopu  ICEBIOBHUIIAAKOBUX  uMcen. [em-(yHKIii;  ABTeHTHdIKAIS
KOpHucTyBaua 1 enekTpoHHHM 1wmdpoBuit minnuc; Kpunroanamnis; Ilporpamui

3aknanaku. Knasiatypauii mmurys. Cteranorpadisi.

Y pe3yabTaTi BUBYEHHSI HABYAJIbHOI IMCIHUIIIHUA CTYJACHT MMOBHUHEH:

—3HaTH. OCHOBHI BU3HAYCHHS Ta IMOJOXKEHHS Teopii 3aXUCTy iHopMaIlii;
HopmatuHo-mipaBoBy 6a3y miojo 3axucty iHpopmanii B Ykpaini. Ctanmapta y
ramy3i 3axucry iH@opmarii; Cumerpuuny kpunrorpadioo; Hecumerpuuny
(acumeTpuuHy, 3 BIAKPUTUM KitoueM) Kpuntorpadito; ['eHepaTopu BUIIaIKOBHX
yucen; ABteHTudikamito; ['em-¢pyHKii i Koau aBTeHTU(DIKAIT MOBITOMICHD —
MAC; HudpoBuit mianuc; Posmomin kimrouiB, TexHiyHl 3aco0M 3HIMAHHS W
3axucty iH(popmarii; Kpunroanani3; BeenenHs B mepexeBy Oe3neky IHTepHeT.
Bipycu i anTuBipycH; AJIMIHICTpaTUBHHM piBeHb 1H(MOpMaIliiiHOI Oe3neKy;
besneky omnepariiinux cucteMm; Creranorpadiro; biomMeTpuuHi METOAM 3aXHCTY
1H(popmarii

— BMmiTH: [IporpamMHo peanizoByBaTH HACTYIMHI NpoeKTH: baza maHux mono
3aKOHIB YKpaiHM CTOCOBHO 3axucTy 1H(popmarii; CuUMETpUYHI aJIrOpUTMHU
muppyBaHHS; AcuUMeTpuyHi aNropuT™MM  MK(QpyBaHHS; I'enepaTopu
NICEBJIOBUIAKOBUX yucen. [lem-QyHkuii; ABTeHTU(IKalis KOpHUCTyBaya 1
enekTpoHHuid 1mbpouit  mianuc; Kpunroanani3; IIporpamni  3akiagku.

Knagiatypuuit mmurys. Creranorpadisi.

CTpyKTYpHO JIOTiYHA cXeMa MiATOTOBKU MaricTpa

BpaxoByroun mocCIiIOBHICTh HAaKOMWYEHHS 3HaHb Ta iHQopmarllii, 6akaHo
OTpUMaHHA Ha mepmoMy (0OakalaBpChbKOMY) pIBHI BHINOi OCBITHU 3HaHb 3
HACTYITHUX JUCIUIUTIH: «Buma wmarematuka», «AJITOPUTMH Ta METOIU
oOunciieHb», «bazoBi METOOJIOTII Ta TEXHOJIOTIT MporpamMyBaHHs», «ba3u 1aHuxy,
«Imxenepis mporpamMHoro 3adesneueHHss», « CUCTEMHE TporpamMHe 3a0e3meueHHs,

«Komm’roTepHi MEpexi».



KoHTpoJb 3HaHb

KpuTepii orminku icnury:

ouiHky «BigMinHO» (90-100 6axiB, A) — 3aCITyroBy€ CTYACHT, SIKUIl:

— BCEOIYHO, CHUCTEMATHYHO 1 MIMOOKO BOJIOJIE HABYAIBHO-IIPOTPAMOBUM
MarepiajioM;

— BMI€ CaMOCTIHHO BHUKOHYBAaTH 3aBIaHHSA, IMepeadadeHi Mporpamoro,
BUKOPHCTOBY€E HA0YTI 3HaHHSA 1 BMIHHA y HECTAaHAAPTHUX CUTYaIlisIX;

—3aCBOIiB OCHOBHY 1 O3HallOMJIEHMH 3 JOJATKOBOIO JIITEPATypolo, sKa
PEKOMEHI0BaHa MPOrpamoro;

— 3aCBOIB B3a€MO3B'SI30K OCHOBHHX IOHATH JUCITUIUTIHM Ta YCBIJOMITIOE iX
3HaYeHHA 18 npodecii, AKy BiH HaOyBae;

— BUIBHO BHCJIOBJIFOE BJAcCHI JIyMKH, CaMOCTIMHO OIIHIOE DPI3HOMAaHITHI
YKUTTEBI SIBUINA 1 (HAKTH, BUSBIISIOUA OCOOMCTICHY TIO3UIIIIO;

— CaMOCTIMHO BU3HAYa€ OKpeMi I[iJ11 BJACHOI HABYAJIBHOI JIISUIbHOCTI1, BUSBUB
TBOpYl 3/10HOCTI 1 BHUKOPUCTOBYE IX HpPH BHBYEHHI HABYAJIBHO-TIPOIPAMOBOIO
MaTepianty, IpOsSBUB HAXWUJI 0 HAYKOBOT pOOOTH.

OLIHKY « 100pe» (82-89 6auiB, B) — 3aciiyroBye CTyJEHT, SIKUN:

— MOBHICTIO OMaHyBaB 1 BUIBHO (CaMOCTIMHO) BOJIOJIE€ HaBYaJIbHO-
MpPOTPaMOBUM  MaTepiajioM, B TOMY YHCJ1 3aCTOCOBYE HOTO Ha MPAKTHUIll, Ma€
CHUCTEMHI 3HaHHS JIOCTaTHHLOMY 0OCS31 BIJIOBIIHO JI0 HaBYAIBHO-TIPOTPaAMOBOIO
Martepiany, apryMEHTOBAaHO BUKOPUCTOBYE iX y PI3HUX CUTYyallIsiX;

— Ma€ 37aTHICTh 10 CAMOCTIHHOTO MOIIYKY 1HGOpMaIlii, a TAKOXK 0 aHaJI3Yy,
MOCTAaHOBKH 1 PO3B'SI3yBaHHS MPoOsieM MpodeCiifHOTO CIIPSIMYBaHHS;

— 171 Yac BIJMOBIJII JOTIYCTUB JIeIKl HETOUYHOCTI, SIKI CAMOCTIMHO BUITPABJISIE,
JT00Mpae MEPEeKOHIMBI ApryMEHTH Ha M1ATBEP/PKEHHs] BUBUCHOT'O MaTepiany;

OLiHKY «100pe» (74-81 6au, C) 3acayroBye CTyACHT, IKUM:

— B 3araJilbHoMy poOOTy BHMKOHaB, aji¢ BIJIOBIJa€ Ha €K3aMEHl 3 IMEBHOIO

KUIBKICTIO TIOMHJIOK;



— BMi€ TOPIBHIOBATH, y3arajJbHIOBATH, CHUCTEMAaTHU3yBaTH 1H(QOpMAIIIO i
KEpIBHUIITBOM BHKJIaJaya, B LLJIOMY CAaMOCTIMHO 3aCTOCOBYBAaTH Ha MPAKTHII,
KOHTPOJIIOBATH BJIACHY JISIILHICTB;

— OMaHyBaB  HABYAJIBHO-TIPOTPAMOBHUK  MaTepiaj, YCIIIIHO BHUKOHAaB
3aBlaHHS, TNependadeHi Mporpamolo, 3acBOIB  OCHOBHY JITeparypy, fKa
PEKOMEHI0BaHa MPOrpamoro;

OLIHKY «3a10BiJIbHO» (64-73 6asn, D) — 3aciIyroBye CTYJEHT, SIKHIA:

— 3HA€ OCHOBHHI HaBUAIBHO-TIPOTPaMOBHil MaTepiai B 00Cs31, HEOOX1THOMY
JUISL TIOAQJIBIIIOT0 HAaBYaHHS 1 BUKOPUCTAHHS HOro y MaOyTHIH npodecii;

— BUKOHYE 3aBJaHHs, aje NP PIIICHHI JIOMYyCKae 3HA4YHY KUIbKICTh
MTOMMJIOK;

— O3HAHOMJIGHMId 3 OCHOBHOIO JIITEPATypolo, sIKa pPEKOMEHAOBaHa
IPOrpaMolo;

— JIOIyCKA€ Ha 3aHSTTAX YM €K3aMEHI MOMUIKH NPY BUKOHAHHI 3aB/laHb, ajle
i KEPiBHUIITBOM BUKJIaJaua 3HAXOUTh IUISIXU X YCYHEHHS.

OLIHKY «3a10BLIbHO» (60-63 0asu, E) — 3aciiyroBye CTyeHT, SIKUI:

— BOJIOZIIE OCHOBHUM HaBYAJIBHO-TIPOTPAMOBUM MaTepiaJioM B 00css3i,
HEOOXITHOMY JJIs TOJANBIIOT0 HAaBYaHHS 1 BUKOPUCTAaHHS MOTO y MallOyTHIN
npodecii, a BAKOHAHHS 3aB/IaHb 33J0BOJIbHSIE MIHIMAJIbHI KpUTEPii. 3HAHHS MalOTh
PENPOAYKTUBHHUM XapaKTep.

OHIHKa «He3aJ0BiIbHO» (35-59 OauaiB, FX) — BUCTaBIE€TbCS CTYNEHTY,
KA

— BUSBHB CYTTE€BI MPOTAIMHA B 3HAHHAX OCHOBHOTO TIPOrPaMOBOTO
Marepiany, JOMYyCTHB TPUHIIMIIOBI TOMWJIKMA Yy BHUKOHAHHI TMepeadadeHux
IPOrpaMoro 3aBJIaHb.

OLIHKY «He3a10BUIbHO» (35 0aJiB, F) — BUCTaBISE€THCS CTYJCHTY, AKUI:

— BOJIOAIE HABUaJbHUM MaTepiaioM TUIBKM Ha pIBHI €JIE€MEHTapHOro
pO3Mi3HaBaHHS 1 BIITBOPEHHS OKpeMuX (akTiB a0 HE BOJIOIE 30BCIM;

— Jonyckae TpyOi TOMWIKM TpU BUKOHAHHI 3aBAaHb, MepeadadyeHux

IPOTPaMOIO;



—HE MOXE TMPOJOBXKYBAaTH HaBUaHHS 1 HE TOTOBHM A0 mpodeciitHol
JISJIBHOCT1 MMICHS 3aKIHYEHHsI YHIBEPCUTETYy O€3 IMOBTOPHOTO BHBYEHHS JIaHOi

JIUCIAIUIIHHA.

Ilpu BHCTaBJIeHHI OUIHKM BpPaxoBYIOTbCH Ppe3yJabTATH HABYAJIbHOL

POOOTH CTYJAEeHTA NPOTATOM CeMeCTPY

Kputepii ominku 3aiiky:

— «3apaxOBaHO» — CTyJIGHT Ma€ CTiKi 3HAHHA TPO OCHOBHI TOHATTSA
JTUCHUILTIHU, MOKE C(POPMYJTIOBATU B3a€EMO3B'SI3KM MIXK TTOHSATTIMHU.

— «HE3apax0BaHO» — CTYJIEHT Ma€ 3Ha4yHI MPOIYCKHM B 3HAHHIX, HE MOXKE
c(OpMYIIOBATH B3a€MO3B'SI3KY M1k MOHSTTSIMH, IO BUBYAIOTHCA B KypcCl, HE Mae

YABJICHHA IIPO OLITBIIICTh OCHOBHHX HOHATH I[I/ICI_[I/IHJ'IiHH, 10 BUBYAE€THCA.

HIxana ouninoBanuga: HanioHaabHa Ta EKTC

Cyma O111HKa 3a HAIlOHAJILHOIO HIKAJIO0
OaniB 3a _
. Oninka
BCi BUJIH JUTSI €K3aMEHY, KYpPCOBOTO _
| €KTC IS 3aJ11Ky
HaBYAJIbHOI mpoeKTy (PoOOTH), MPAKTUKH
IISUTBHOCTI
90-100 A BIIMIHHO
82-89 B
n00pe
74-81 C
64-73 D . 3apaxoBaHO
3aJI0BUJTLHO
60-63 E
_ . HE 3apaxoBaHo 3
HE3aJI0BUTLHO 3 MOXKITUBICTIO _
35-59 FX MO>KJIMBICTIO TOBTOPHOTO
MTOBTOPHOTO CKJIQJIaHHS
CKJIaJIaHHS
1-34 F HE3aJI0BUILHO 3 HE 3apaxoBaHO 3




000B’SI3KOBUM IMOBTOPHUM

BHUBUYEHHSAM JTUCIATUIIHA

000B’SI3KOBUM IMOBTOPHUM

BHUBUYEHHSAM JUCIIATUIIHA




JlabopaTtopna po6ora Ne 1

Tema: 3axkoHn YKpaiHu CTOCOBHO 3axucTy iHGopmamii

IMocunaHHs HA 3aKOHM TAa CTAHAAPTH AUBITHCS B Jekmisix Ne 1-2,
3akoHM MOKHA meperiasiHyTM Ha caidti BepxoBHoi Pagu Ykpainu
(http://portal.rada.gov.ua/) it Jlep:kaBHOi CIy:K0M CHewiaJJbHOr0 3B'SI3Ky Ta

3axucrty indopmamii Ykpaiau (http:// https://cip.gov.ua/ua /).
3apaanns: CTBOpUTH 0a3y JaHUX IO 3aKOHAM YKpaiHU Ta CTaHIapTaM, 0

CTOCYIOTbCSI 3axuCTy iH(opMamii. ba3zy peanizoByBatu Ha Oyab-sikiii MOBI

MporpaMyBaHHs 3 BUKOPUCTAHHSAM JOBUILHOI 0a3u JaHUX.
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JlabopaTtopHa poGora Ne 2
Tema: Cumerpuyni aaropurvu muppysanas. DES.

PosrnsHemo 3araipHy cXeMy CUMETPUYHO1, a00 TpaauIliiHoi, kpunTorpadii.
CninpHuit kmrou K
‘/3am14(1)pOBaHe\
) [IOB1TOMJICHHS
Hosinomnennsa P Apropurm C Anroputm
»  mmdpyBaHHs > nemmdpyBaHHs

[ToBimomiienuss P

Puc. 1. 3aranbHa cxema CUMETPUYHOTO UG PYBaHHS

B cumerpuuHOoMy mmdpyBaHHI BUKOPHUCTOBYETHCS OJWH CEKPETHUH KITHOY
K g mudpyBaHHSA Tak 1 as gemmdpyBanHs (200 Mo OJHOMY KIFOUl MOXHA
JIETKO OOYMCIIUTH 1HIIUH).

Jo cumerpuuHoro mudpyBaHHS BITHOCATHCS Taki anroputMu sik DES,
Triple-DES, Blowfish, IDEA, RC4 tomo. barato po3moBCloKeHHUX MIH(PIB
(manmpukian IDEA, DES, BLOWFISH) € 6noxoBumu mmdpamu. Ile o3Hadae, o
BOHU OepyTh OJIOKM maHuXx (HIKCOBAHOTO poO3Mipy (3BHHUaitHO 64 Oita), 1
MepeTBOPATH iX B 1HIIMN 64-O1THUIN OJOK 3a JOMOMOTOI (DYHKII, 1110 3aJa€THCA
KITIOYEM.

HalinmommpeHnimyM 1 HaWOIbII BiJIOMUM QJITOPUTMOM CHUMETPUYHOTO
nmdpysanus € DES (Data Encryption Standard). Anroputm O6yB po3pobiieHuii B
1977 porti, B 1980 porti 0yB npuiiasatuii NIST (National Institute of Standards and
Technolody CIIIA) sk ctangapt (FIPS PUB 46).

Peamnizanii DES moxyTb OyTu 3HaiijieH1, Hanpukia, y O0i0miorekax libdes,
alodes, SSLeay, Crypto++, descore, chalmers-des i B destoo.

IcHYIOTH PO3pOOKH, IO JTO3BOJIAIOTH BUKOHYBATH IMIH(PYBaHHS B pamMKax
cragmapty DES amapataum cmocobom, 110 3a0esnedye JTOCUTh BHCOKY

[IBUIKOIIO.
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Aaroputm mudpysanns DES.

Jani mmdpyroTbes 64-06iToBUMH OJI0OKaMU, BUKOPUCTOBYIOUH S56-01TOBHIA
kiod. Korou mmdpyBaHHsS TOBHMHEH OYTH BIJOMHUN SK BIAMPAaBHUKY TaK 1
oJlepKyBauy.

[Ipomec mmdpyBaHHS CKIATAETHCS 13 TAKUX €TaITiB:

1) moyaTtkoBa IepecTaHOBKa 64-0ITHOrO BHXIJHOTO TEKCTY, I Yac SKOI

O1TH MepeCTaBISAIOTHCS Y BIAMOBIIHOCTI 31 CTAHJAPTHOO TAOJIUIEIO.

2) 16 paynuiB omHiel i Tiel k& (QyHKINT, [0 BUKOPUCTOBYE OIEpallii 3CyBY 1

11JICTAHOBKHU.

3) mBa 1 mpaBa MOJOBHHHM BHXOJY OCTaHHBOI (16-1) iTepariii MiHAIOTHCS

MICLISIMH.
4) mepecTaHOBKa pe3ysibTaTy, OTPUMAaHOIO Ha TPEThbOMY eTami, I

MepecTaHOBKa IHBEPCHA MTOYATKOBIM MEPECTAHOBII].

12



Bxinni 64 6itu

'

Iepecranoska pospsnis (IP)

56-po3psaHMIA KITFOY
y \ 4 ¢
Li (32 6itu) | |Ri (32 6itn) i-Te MepeTBOPEHHS KITF0Ya
f-bynKIis

XOR

Buaisieni npouexypu

‘L NOBTOpPHOIOTHCH 16 pasis

Li+1 Rin

A
Li ra Ri MiHSIOTBCS MiCIIMH

'

InBepcua nepecranoska (IP?)

v

Pesynbrar (64 6itn)

Puc. 2. CtpykrypHa cxema peami3auii anroputmy DES

Tenep OUTBII 1€TATBFHO PO3TISTHEMO HABEACHI BUIIEC €TAMH AJITOPUTMY.
1 ETan

HIudppyBanus mounHaeTbess 3 mepecranoBku Oitie (IP - Initial
Permutation) B 64-po3psigiHoMy 0101 BUXITHUX JaHUX. 58-01 OIT CTae mepuinm,
50-wmif - gpyTUM 1 T.1I.

Cxema nmouyatkoBoi niepectanoBku 0iTiB (IP):

58 50 42 34 26 18 10 2
60 52 44 36 28 20 12
62 54 46 38 30 22 14
64 56 48 40 32 24 16
57 49 41 33 25 17 9

59 51 43 35 27 19 11
61 53 45 37 29 21 13
63 55 47 39 31 23 15

SO WwWERE oo
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2 Etan
OTtpuManuii GJI0K AUTUTHCS Ha 1Bl 32-po3psaHi yacTuHu Lo 1 Ro. ami 16
pa3iB MOBTOPIOIOTHCS HACTYIHI 4 MPOLIETypH:
1) [lepeTBopeHHs Kitoya 3 ypaxyBaHHSIM HOMeEpa iTeparii 1 (mepecTaHOBKU
PO3PAIIB 3 BUAAICHHAM 8§ 01T, Y pPe3yIbTaTi BUXOIUTH 48-pO3psSAHUIN KITFOY)
2) 3a pomomoroto ¢ynkiii f(Li,Ki) renepyerbcst 32-po3psaHuil BUXITHUN
KOJI.
3) Bukonyetncs omeparis XOR: Ri®f(L;,Ki), pe3yabTar mo3nayaerses Risq.

4) BukonyeTtbcs oneparilisi npucBoeHHs Li+1=R;.

IleperBopenns kmwouiB K, (n=1,...,16; K,=KS(n, key), ne n - Homep
1Tepallii) 3J1HCHIOIOTHCS BIJIMOBITHO JI0 AJITOPUTMY, IIOKa3aHOMY Ha puc. 3.

Jlist onucanHs anroputMmy obuucieHHs kimouiB Ky (pynkuis KS) nocuts
BU3HAUUTH CTPYKTypHu “Bubip 1” ta “Bubip 2”7, a TakoX 3aJaTh CXE€My 3CYBIB
BIiBO (Tabiu. 3). “Bubip 1” ta “Bubip 2” sBIAIOTH COO0I0 MEPECTAHOBKHU OITIB
kimova ( PC-1 1 PC-2; Ta6n. 1, 2). IIpu HeobxinHocti 6itu 8, 16,..., 64 MOXYTh

BUKOPUCTOBYBATHUCS ISl KOHTPOJIO TAPHOCTI.
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Karou

Bubip 1
Co Do
> Bubip 2 K1
A 4 A 4
3CyB BIBO 3cyB BIiBO
\ 4 A 4
Cn Dn
> BI/I6ip 2 | Kn
A 4 A 4
3CyB BIIBO 3cyB BIiBO
\ 4 A 4
Cae D16
v v > Bubip 2 | K16

Puc. 3. Anroput™ oG4HCICHHS MTOCTIA0BHOCTI KitouiB K,

Tabmums 1. PC-1 (Bubip 1)

3anoBHeHHs C 3anoBHeHHsT D
57| 49| 41| 33| 25| 17 9] 63| 55| 47| 39| 31| 23| 15
1| 58| 50| 42| 34| 26| 18 71 62| 54| 46| 38| 30| 22
10 2| 59| 51| 43| 35| 27| 14 6| 61| 53| 45| 37| 29
19| 11 3] 60| 52| 44| 36| 21| 13 5| 28| 20| 12 4
Tabmurs 2. PC-2 (Bubip 2)
14| 17| 11| 24 1 5 3| 28
15 6| 21| 10| 23| 19| 12 4
26 8| 16 71 27| 20| 13] 2
41| 52| 31| 37| 47| 55| 30| 40
51| 45| 33| 48| 44| 49| 39| 56
34| 53| 46| 42| 50| 36| 29| 32

Bubip OiTiB 1m0 TaOmMIsgX 3 BIANOBIAHUX OJIOKIB 3MIMCHIOETHCS B TaKHi
croci6. Tabmuis po3rsiaeTbes K MOCHTIIOBHICTD il PAAKIB, 3alIMCAHUX OJUH 32

OJIHUM, TOYMHAIOYW 3 MEpIIoro psjka. bitu 00Ky AaHUX BIAMOBIAHOI JTOBXWUHU
15



HYMEPYIOThCS 371iBa Ha MPaBoO, MOYMHAIOYH 3 OquHUIN. KokHuUi eneMeHT M Tabmuitl
PO3IIISIIAETHCS, SIK HOMep OiTa bm y Onorti manux. [lepeTBopeHHs Mmossrae B 3aMiHi
BCiX eJleMeHTiB M Ha GiTH bs.

Y Cop yBiiayTs Oitn 57, 49, 41,..., 44 1 36, a B DO - 63, 55, 47,..., 12 1 4.
Tomy 1o cxema 3cyBiB 3ajaHa (tabu. 2) Ci,Di; Cn, Dy 1 Tak gami MOXyTh OyTH
nerko otpumai 3 Co 1 Do. Tak, nanpukian, Cs 1 D3 Buxonars i3 Cz 1 D2 nuKIiyHAM

3CYBOM BIIIBO Ha 2 pO3PSAH.

Tabnums 3 CxeMa 3CyBiB KiIro4a

Homep nukiy 1| 2| 3| 4| 5/ 6| 7| 8/ 9/10|{11|12|13|14(15|16
3cyB BJiBO 1] 1| 2| 2| 2| 2| 2| 2| 1] 2| 2| 2| 2| 2| 2| 1
(mmdpyBaHHs)

3cyB BIIpaBo 1] 1| 2| 2| 2| 2| 2| 2| 1] 2| 2| 2| 2| 2| 2| 1
(po3mudpyBaHHs)

Cxema po6oru pynkuii f nokazana Ha puc. 4. Cioyatky 32 BXiAH1 po3psau
pPO3LIMPIOIOTECA 32 JOMOMOrow mneperBopeHHss EP 1o 48, mpu upomy neski
pPO3psIIY TOBTOPIOIOTHCS.

®dyHkIis po3mmpenHs EP:

321 2 3 4 5
4 5 6 7 8 9
8 9 10 11 12 13
12 13 14 15 16 17
16 17 18 19 20 21
20 21 22 23 24 25
24 25 26 27 28 29
28 29 30 31 32 1

Jnst orpuManoro 48-po3psAaHOTO KOy M KiIro4a BHUKOHYETBHCS Oleparis
XOR. Pesynbryrounii 48-po3psiiHuil KOJ TEPETBOPUTHCS B 32-po3psaHuil 3a
nonomororo S-Matpuils. Ha Buxoni S-Matpuils 371HCHIOETBCS TTEPECTAHOBKA 3a
cxemoro P-061oxa.

P-0mok:

16 7 20 21 29 12 28 17
1 15 23 26 5 18 31 10
2 8 24 14 32 27 3 9
19 13 30 6 22 11 4 25
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S-Marpuiii sSBISIOTh COO00 TaOIUII, IO MICTATH 4-psiiku 1 16 CTOBMIIIB.
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— [ — — | — | - — — | — [ - — | —
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— — — — [ — | — - — — | — — — | —
M | oofnjlo|lo|lm |ofaofmvM (| dAlolLM N[OV~ (oo |~|d( O[O |([O(LIL|IN|M[OfT|[M|WO
— — — — — | — — |~ — — — |- |~ — —
N | noofm|o|lN|N|[O[OV|O|N | A |N[O|AFA|N|A|AO|N[N[ONO]|O|IO[N [F|O|H|[O|N|ON|O|T|N|OL[O|O|™M
— | - || | — | — | — — | —
o ([ N[AH[ A [ O[Oo|lO|N|H [~ NO]|H[ON|[T| A|H [ OO | |T|(O(|H [N [F[A|[O|O
- [ [ — [ - — | — A A | — — |- — — A |
O | vN[lom|Oo |[N|H|N|~|o|N[LN|T|O|o|N[OLIO[MOIL|IN|OJlO|O| M| H|O|OL|V|IO|lO|M|[O[O|OD
— — — — | — | — — | - — — — — —
O ([ olvolN|[H|O |~|[o|lw|O[|[d[O|[w|[dA|O|OO [N|[~|[AH|F O[O N AH|[O(T[O [ N[NO|(OL|WLIOO |OO|(WO|[O|N
— — | — — — — — ™ — —
0  Mmfolviv|o [N |AH|O|[A|[N|[dH||O [T (||| O[O|CO|O|[~[H[|O [ M|xT|O|O|0|[O|N|[O|WO
— | — — — — — — — — | — — | — —
.~ ||| A (|| AN |O[O|O|>|OfO[M[oo (> |O]|H|[O[M S [0 MO MO |~ | d||N|M
— — — — — — — — || —
O | AN |H[|O | N[ |T|WO©W OO |o|lolc|Mm[[O[A|MO|~N|[OW [l N[LO|W|O|[A|~|O|WO ||| |©
— | — — — — — | — — | - — — —
N N[OOI |AdA([N|[T|O O OO |OC|O|A|A[O[O>|MO|T[(WO | N|N|[OC(O|WO |O[O| M| | LIMO|N|O
— — — — — | — — — | — — — |
? | N[ |O[L[O|O|F|OO|o|O||O|lO|N|O|R>|T|O|A|R |||V O N|A||[O[O|O]|<
— | — — | — — | — — — — —
M| Al |o|N|M | (>[dHA|AH[|[OO | OO jo|l | |v(o|OM[d|N|dA[>MO LIN|OLN][O ||| ]|]o|e |||
— — — — | - — — — —
N O~ [N |||~ |O|N ||| O|N|T|dA|O0|ON || N|A| N[N [O|F|O[N|N|N|[A|A|O|N [0 ]|<|<
— — — — — | - — — — — | — —
o (v (O|[A|N|=H [ AT |Oo|-H OO |O|H [ O[Ol [H[N|[A|N|O|H|A|O[F[O|-H|[A|[O|T| A= | N[O[A|A
— — — | — — — — — | — — | — — — — | —
O [v|old|vw|jfo|jvm|lom|o|fof|m|dH|lOo |~ |olm|o|(N|T || A[[O|N]|O|OV|T[|O|r | O|dH|OClO |||~
— — — — — || — | — — — — | — — —
o ([O|A | N DN [O]|A[N|O][M [O|A| N[O |O|A N[N WO [O]|A|IN| DO |O|A|N|[O[FS |O[HA|N[M[|OO [O]-|[N|M
n n n (/)] n n n n

17



Bximgai 32 6itu

v

Posmmpenns koaa 10 48 6iTiB 48-po3psAHUI KITH0Y

\/

XOR

v

Marpuist S(1)-S(8) — (Buxin 32 6itn)

v

[TepecranoBka OiTiB (P-0110K)

y

Buxingui 32 6itn

Puc. 4. Anroput™m pobotn QyHkuii f

Buxignuii 48-po3psaHuil Ko IUTMThCA Ha 8 Tpyn 1o 6 po3psiais. [lepmmii 1
OCTaHHIA poO3ps] y TpymHi BUKOPUCTOBYETHCS SIK ajapeca psijaka, a cepenani 4
PO3psIIN - SIK aJipeca CTOBMLA. Y pe3yibTaTi KOKHI 6 OIT Koay MnepeTBopsAThCs B 4
01T, a Bechb 48-po3psiAHUN KOA B 32-po3psiAHUM, 7 I[OrO MOTpiOHO 8 S-

Marpurp (S-boxes).

3 ETan

L1 Ta Rig MIHSFOTECS MICIISIMU.

4 ETan
[HBepcHa mepecTaHOBKA PO3PSIIB 31MCHIOETHCA HACTYITHUM PO3MIIIEHHSIM

64 OitiB 3ammdpoBaHux gaHux (mepmwmM OiToM ctae 40-Buii, Apyruil 8-mum 1

T.J.).
Cxema iHBepcHOI nepectanoBku 6itis (IP?):
40 8 48 16 56 24 64 32
39 7 47 15 55 23 63 31
38 6 46 14 54 22 62 30
37 5 45 13 53 21 61 29
36 4 44 12 52 20 60 28
35 3 43 11 51 19 59 27
34 2 42 10 50 18 58 26
33 1 41 9 49 17 57 25
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Aaroputm gemudpysannsa DES

DES BukopuctoBye m1st mudpyBaHHs 0J0Ka OHY 1 Ty X (QYHKIIIO, pI3HUALA
MOJIATAE JIMIIE B TOMY, 1110 KJIIO4Yi IOBMHHI BUKOPHCTOBYBATHCH B 3BOPOTHOMY
nopsaaky (sxmo i mudpyBanHs BukopuctoByBanmucsa kmroui Ki, Ka, Ks, K,
Ks,..., Kis, TOo ximrouamu nemudposku 0ynyts Kies, Kis, Kia, Kis, Kio,..., Ki). Le

JOCSITAETHCS TUM, 110 3CYB 3A1HCHIOETHCS HE BIIIBO, a BIIPaBo (IMBHCH Ta0J1. 3).

IIpooaemu DES

Tak Ak JOBXKHHA KJIIOYa JIOPIBHIOE 56 GiTiB, icHye 2°° MOMIMBHX KIIIOYiB.
Ha crorogni Taka AOBXHHA KJIIOYa HEIOCTATHS, OCKUIBKH JIOMYCKA€ YCIIIIHE
3acTOCyBaHHs JIOOOBUX aTak. AnbTepHatuBoro DES moxna BBaxaTu nompivinuii
DES, IDEA, a takox anroput™m Rijndael, npuifHITHII sSIK HOBHM CTaHIapT Ha
QITOPUTMH CUMETPUYIHOTO M (PPYyBaHHS.

Takox 0e3 BIAIMOBIAI TIIOKH 3aJIMIIAETHCA IHUTAHHA, YH MOXKJIUBUH
KPUNITOAHATI3 13 BUKOPHCTAHHSM ICHYIOUMX XapaKTepUCTHK anroputMmy DES.
OCHOBOIO QJITOPUTMY € BiciM TaOIWIb MACTAaHOBKH, a0o0 S-boxes, sxi
3aCTOCOBYIOTBCS B KOXHIi#M iteparii. IcHye HeOesmeka, mo 1 S-boxes
KOHCTPYIOBAJIHMCS TAKUM YHHOM, 110 KPUTITOAHATI3 MOXJIMBUH JIJIS 3JIOMIITUKA, IO
3Hae ciabki wmicis S-boxes. Ilporsrom 0araTboX pPOKIB 0OrOBOPIOBATIOCS SIK
CTaHJApTHE, TaK 1 HECMoJiBaHEe MOBODKCHHsS S-DOXes, ane Bce-Taku HIKOMY He

BJIAJIOCSI BUSIBUTH X (paTaibHO CJ1aOK1 MiCIIS.

3apnannsi: CtBoputu mporpamy, Imo peamizye anroputm  DES.

Zammdpysartu Ta posmudpysaru daitn 06’emom He MeHIHA 50 KO.

19



JlabopaTtopna poGora Ne 3

Tema: AcumerpuuHi anropurmu mmudpysanns. RSA.

KoHueniisi KpunTocucTeMu 3 BiIKPUTHM KJIKYeM

EdbexkTuBHUMU  cucTeMaMM — KpUNTOTpaiuHOTO  3aXMCTy  JIaHUX €
ACUMETPHUYHI KPUNTOCUCTEMH (KPUMTOCUCTEMAMH 3 BIAKPUTHM KITt0oUeM). Y TaKuX
cucteMax Juisi mUGpyBaHHS JaHUX BUKOPUCTOBYETHCA OJMH KIIIOY, a JUIs
posmudpyBaHHsa - 1HIIKAKA (3BiJICM M Ha3Ba - acuMmeTpuuHi). [lepmmii kimod €
giOkpumum 1 MOxe OyTh OmnmyOJIIKOBaHMM JiJIi BUKOPUCTAHHS  BCiMa
KOPUCTYyBa4aMH CHUCTEMH, sIKi 3au@pOBYIOTH JaHi. Po3mmdpyBaHHS aHUX 3a
JIOTIOMOTOI0  BIAKPUTOTO KJII0Ya HEMOXJIuBO. Jlng po3mumdpyBaHHS JaHHUX
olepKyBau 3amu(poBaHoi 1H(OpMaLli BUKOPUCTOBYE JPYTrUi KIIIOY, L0 €
3akpumum (cekpemHnum). 3po3yMino, KIOUY pO3MU(PpPYBaHHS HE MOXe OyTH
BU3HAUEHUN 13 Kmoya ImmdpyBaHHS. Y3arajgbHeHa cXeMa AacCHUMETPUYHOl
KPUIITOCUCTEMHU 3 BIAKPUTHM KJIIOYEM IOKa3aHa Ha puc.l. ['eHepaTop KIIOUIB
JOIIJILHO PO3TalllOBYBaTH Ha CTOPOHI ojepkyBaua B (100 He mnepecunatu

cekpeTHHi kitod Kg 1o He3axuileHoMy KaHaiy).

BinnpaBHuk 3ammdposane OpnepxyBau
TIOBiJJOMJICHHS ,
Tosinomnenna M Anropury C AsropHT™ Hosinomnennss M
— > umdpyBanus — > gemmdpyBaHHI
Binkputuii
\ ko Ka 3aKkpuTHiA
kiou Kp
I'eneparop
KITIOYiB
3JI0BMUCHUK

20



Puc.1. V3arampHeHa cxemMa acCHMETPUYHOI KPUIITOCHUCTEMHU 3 BIAKPUTUM
KITFOUEM.

Kpunrocucrema mudpysanns nanux RSA

Anroputm RSA 3anpononysanu B 1978 p. Tpu aBropu: P.Paiiect (Rivest),
A.Illlamup (Shamir) 1 A.Anneman (Adleman). Anroputm oziep>kaB CBOIO Ha3BY I10
nepmmx JiTepax iX mpi3Bull. Anroput™ RSA craB nepmuM NOBHOLIIHHUM
AITOPUTMOM 3 BIAKPUTUM KIIOYEM, IO MOXE TMpalIoBaTH SK y pexuMi
mudpyBaHHS JaHUX, TaK 1 B PEKUMI €JICKTPOHHOTO IIM(PPOBOTrO MiAMHUCY.

HaniifHicTh anroputMy IPYHTYETbCS Ha Ba)KKOCTI (hakTopu3allli BEIUKUX
YHUCeN Ta BAXKKOCTI 00OUHUCIEHHS JUCKPETHUX JIOTapu(MiB.

Aaroputm RSA ckianaerbes 3 HACTYITHUX IMYHKTIB:

1 BuOpaTu npocTi yrcna P i g.

2 O6uucmutu N =p * g.

3. O6uucmutu m = (p - 1) * (q - 1).

4 Bubpatu umncio d B3aeMHO mipocTe 3 M.

5 Bubpatu umcio € Take, mob6 e * d =1 (mod m).

Yucio d — 3akpuTHil KITFOY, € —BIIKPUTHH.

[ToBimomiieHHs miepen MHUPPYBaHHIM HEOOXITHO PO3OUTH Ha OJIOKH - Yucia
Bin 0 10 n - 1. [lludpyBanns ta nemudpyBaHHS TAHUX 3TIACHIOIOTHCS B TaKUU
cnocio:

— Iudpysanus: b =a® (mod n)

— Jlemmdpysanns: a = b? (mod n)

Crnig TakoX 3a3HAYUTH, 110 Koyl € 1 d piBHOMpaBHI, TOOTO MOBIJOMIICHHS
MOXHa IMUQPYBaTH K KIOUYEM €, Tak 1 KideMm d, mpu 1pomMy po3mudpoBka

NOBHHHA OyTH 3po0JIeHa 3a TOMOMOT00 1HIIOTO KITH0Ya.

3HaXOXKeHHS] B3A€MHO MPOCTHUX YHCeJ
Ha xporii 4 anroputmu RSA Heob6xinHO 3HAWTH unciio d B3a€MHO MPOCTE 3
m. Yucno d moBuHHe OyTHM MEHIIIE m, TaKUM YHUHOM pO3pSAHICTh uuciia d

JIOPIBHIOE CyMi OITIB y uncnax p 1 . Jms 3HaAXOMKEHHSI B3aEMHO MPOCTUX YHCEI
21



BUKOPUCTOBYETHCSI aNrOpuT™M EBKIiA, MO0 3HAXOAUTh HAWOIIBIINN CHITLHUN
MUIBHHAK ABOX YHCEJ. SIKIO 3HaWAeHWH MIIBHUK OUIbIIE OJUHHMIN, TO HEOOXITHO
BUOpaTH iHIIe yncio d 1 MOBTOPUTHU MEPEBIPKY.

Aaroputm EBkitina

1. bepyTtbest uncina aib

2. OOGYHMCITIOETHCS T - 3AIMIIIOK BiJ AICHHI aHab:a=b * q+r

3. Axmo r = 0, To b - mykane yncio (HAUOLIBITNI CIUTPHUMN TITBHUK),
KIHEIb

4, 3aMiHUTHM Napu yucen <a, b> mapoto <b, r>, neperTu A0 MyHKTY 2

[Ipu oOuucneHHi HAWOILIBIIOTO 3arajbHOTO JAUIBHUKA 3a JOIMOMOTOIO
anroputMmy EBkiiga Oyae BUKOHAHO He Ouibine 5 * p omeparliii AUICHHA 13
3AJIMIIKOM, JI€ P € KUIbKICTh IU(P y AECATKOBOMY 3alKMCi MEHIIOIO 13 yKcen a 1 b.

Ha mpaxTuili anropuT™ npairoe 1y>ke MBHIIKO.

B 5-my nynkti anroputMy RSA mnepeabavaeTbcsi 3HAXOMKEHHSI TaKOTO
gyuciaa e, mob ¢ * d = 1 (mod m). OOuncCiIeHHsT Ynciia € 3BOAUTHCS 0 PIIICHHS
piBHSAHHSI m * X + d * e = | B HarypanbHux yucnax. Yucno X He BaxumBe. Jlns
[LOTO MOTPIOHO BUKOpUCTATH MOAU(IKOBaHUMN anropuTMm EBKiina, skuil mparfoe

TUIBKH SKIIO yKciia d Ta m B3a€EMHO MPOCTI.

3aBnanns: PeanizyBatu anroputm RSA. 3ammdpyBatu ta posmmudpysaTtu
¢daiin 06’emom He MeHmui 50 k6. [lopiBHATH 31 MBUAKICTIO BUKOHaHHS DES

(;mabGonaropra podota Ne2)
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JlabopaTtopHa po6ora Ne 4

Tema: I'enepaTopu nceBAOBUNAAKOBHUX uncesl. I'em-pyHkuii.

FeHepaTOpH NCEeBAOBHINIAIKOBHUX YHUCEJI

Kpunrorpadiuni cuctemMu MawTh m1OoTpeOy B HaAIHHOMY Te€HEpaTopi
BUIAJKOBUX YHUCENl, 3HAYCHHS SKOTO HE 3MOXE NepeadauyuTd aTaKyluui.
BunaakoBi yncia 3BU4aiiHO BUKOPUCTOBYIOTBCS IS T€HEpallli KIro4iB cecii 1 iXHs
AKICTh KPUTHYHHM 00pa3oM BIUIMBAE Ha SKICTh CUCTEMHU B LuIoMYy. ['eHeparop
BUIIAJIKOBUX YHMCEJ JIETKO BUIIYCTHTH 13 yBaru, 1 TOAl BIH CTa€ HailciaOUIor
JAHKOIO CHCTEMHU.

Jlesiki MalIMHU MOKYTh MaTH CIIeLiaJIbHI anapaTHi reaepatopu mwymy. Llym
Bl CTpyMy BHUTOKY Jioja a00 TpaH3UCTOpa, MOJOAIIl OITH ayJiOCUTHAa,
IHTEpBaJIM MDK MEPEPUBAHHSIMH TOINO. YCe II€ XOpOIll JKepena BUIaJKOBHX
JAHUX SIKIIO IX MPOMYCTUTH Yepe3 Maxonadmy reum-(yHkimito. ['apHoro ineero €
OJIep>KaHHS B MIpy MOMJIMBOCTI CIIPABKHBOTO IITYMY 3 OTOUYEHHS.

Menm HaaiiHUMU, aje TMPOCTIMMH B peai3alii € TeHepaTopu
MICEB/IOBUIIAJIKOBUX YHCENI HA OCHOBI MAaTEMaTUYHHUX (DYHKIIIH.

Hajinpocrtima mnocjaiIoBHICTb, $IKy MOHa 3aNpPONOHYBAaTH LISl
peaJizauii reHepaTopa piBHOMiIpPHOI0 po3MOIiJYy:

I1(j+1)=a*I(j)(mod m)

[Ipu BinmoBigHOMY BMOOpI KoHcTaHT. KoHcTanTu 3ampononoBani Park ta
Miller: a=7°=16807, m= 231-1=2147483647 i mpoTecToBaHi B JOCIiIKEHHIX
Lewis, Goodman, Miller (1969).

[Ipsima peasnizariisi bOrO0 METOY MOXKIIMBA Ha MOBax aceMoiiepa, ajie MOBU
BHUCOKOTO PIBHA MOXYTh NpH IIbOMY 3adiKCyBaTH MepenoBHEHHs. Jyis oOxomy
nporo Scharge 3amponoHyBaB METOJ 4YacTKOBOi (akTopuzauii mMoxyns. Momyinb
PO3KIIaIA€THCS TAKUM YHHOM:

m=a*q+r
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Sxmo r<q 1 0<z< m-1, To mpu upomy BenuuuHU a*(z mod q) 1 r*[z/q]
3aBXau JiexaTh B iHTepBai 0,..., m-1. [[ng muoxenHs (a*z)(mod m) mpu mpomy
BUKOPUCTOBYETHCS AIITOPUTM:

t =a(z mod q)-r[z/q]
skio t<0, To t +=m.
(@*z)(mod m)=t.

VY Bumaaky koHctaHT [lapka-Miumnepa MokHa Bukopuctatn q=12773 1
r=28306.

JUIsi acUMETpUYHHUX CHUCTEM HEOOXIJTHO TEeHEepyBaTh MPOCTI BHITAJIKOBI
yucna. [Ipoctuil cnocid mepeBipkuM Ha MPOCTOTY — AUICHHS YHCJIa Ha BCl YHCIIa
MEHIIIl 32 HhOT'O HE Mpane3fgaTHUN yxe 3 32-OiTHUMM yuciaaMu (OTpiOHO ayxKe
0arato yacy Ha BUKOHAHHS).

VY upomy BUNAAKY, I BUOOpPY NPOCTHX YHCENT BUKOPUCTOBYIOTH 1HIII
METO/IU, OJMH 3 SIKUX MPEICTaBICHUN HUXKYE.

Jlnsl mepeBipkM 4MciIa HAa MPOCTOTY Po3risiHeMo ajropurm Pabina-
Misuiepa, o poOUTH HACTYIIHE:

1)  TeHepyeThCs BHUIAJKOBE YHCIO P, Ta BCTAHOBIIOETHCS B OIMHUITIO
1Oro MOJIOIIHH OIT;

2)  obumcmroerbess b —umcno pineHUKIB (p—1) Ha 2 (To6TO 2° —11E
HaKOIbIIA CTENIHB YUCIia 2, Ha Ky ATUThes(p — 1));

3)  oOumcmoeTbes m, Take mo p = 1 +2° * m;

4) BUOUPAETHCS BUIMAIKOBE YUCIIO 4, MEHIIIE HIX P;

5)  BcranoBmoeThes j = 0 Ta z=am mod p;

6) sxmo z = 1 abo skiIo z = p — 1, TO p NPOXOAUTH NMEPEBIPKY i MOXe
OyTH IPOCTUM YHUCIIOM;

7)  saxmo j>01z=1, To p HE € MPOCTHUM YHCIOM;

8)  BcraHoBmOETBCs j =] + 1. Skmo j<bTaz # p— 1, BCTAHOBUTH Z =
7% Ta moBepHyTHCA Ha etan (7). SIkmo z = p — 1 To p IPOXOAUTE MEPEBIPKY 1 MOKE
OyTH TPOCTUM YHUCIIOM;

9) saxkmoj=bTaz#p—1,TOp HE € MPOCTUM YUCIIOM.
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JIist IpUCKOPEHHST MIBUIKOII JAHOTO AJITOPUTMY, NOIIJIBHO TIEpea HOoro
BUKOPUCTAaHHSAM POOUTH TIEPEBIPKY HA T€, UM HE JUIMTHCS BUIAIKOBE YHCIIO P HA
3,5 Ta 7, ue oapasy A03BoJIs€ BiAcCiKaTh 54% HenpocTUx yuced, e 1o etamy (7).

3ananHsi: CTBOPUTH TpOrpaMy, IO TEHEPY€E TCEBIOBUITAIKOBI YMCa Ta

nepeBipsi€ iX Ha MPOCTOTY.

Iem-¢pynknii. MDS, SHA-2.

Nem-gynkiis — e Taka GyHKISA, M0 TEPETBOPIOE BXIAHUN MAacHB JaHUX
JOBUIBHOI TOBXWHU Yy BUXIAHUI OITOBUU PSIAOK (PIKCOBAHOI JOBKHMHHU Tak, 100
3MiHa BXIJHUX JAaHUX MPUBOAMUIIA JIO HerepeadauyBaHO! 3MIHM BUXIJIHHUX JIaHUX.
Taki nmepeTBOpPEeHHs TaKOK HA3MBAIOTHCS MellyBaHHAM a00 (PYHKIISIMU 3rOPTKH, a
iX pe3ynbTaTu Ha3MBAIOTh IellIeM, I'ell-KOo10M abo 1aliPKeCTOM MOBIJOMJICHHS.

B kpunrorpadii  rem-QyHKIii = BHUKOPUCTOBYIOTHCS Y  CTBOpPEHHI
€JIEKTPOHHOTO U(POBOro MIANKCY Ta JJis aBTEHTU(IKaLli KOpUCTYyBadiB (KOJIH B
0a31 GaHHUX 3aMICTh APOJIIB MICTATHCS IX TelI-3HAYCHHS).

I'em-dyHKIT Tako’)K BUKOPHCTOBYIOTHCS B JICIKMX CTPYKTypax ITaHUX —
renn TabauIsX 1 IEeKapTOBUX JIepEBax.

Kpunrorpadiuna rem-gyHkiris moBUHHA 3a0€3M€UyBaTH:

— CTIMKICTh 1O KOJI3iil: ABa pi3HI HAOOpH JAaHWUX TOBHHHI MAaTH pi3HI
pe3yabTaTH MEPETBOPEHHS, TOOTO IS 33JIaHOTO MOBIAOMIICHHS M MOBHHHO OyTH
MPaKTUYHO HEMOXJIMBO MMi110paTH 1HIIE MOBIIOMIIEHHS M', 1110 Mae Takui >ke reml.

— OE3MOBOPOTHICTh (HEMOXKJIUBICTh OOYMCIMTH TIOYATKOBI JaHl IO
pe3yabTaTy NepeTBOPEHHS )

3riIHO MapaJIOKCy MPO <«JAH1 HAPOJIKEHHS», 3HAXOMKEHHS KOJII31i JJIs rel-
dbyHKIii 3 MOBXMHOIO Temi-komy n OiT BuMarae O(sqrt(n)) omepariii. Takum
YUHOM, ITUM YHCJIOM OIIIHIOETHCS CTIMKICTh TenI-QYyHKITIT 10 KOJI3ii.

binbuiicte rem-QyHkuid OynyeTbcsi HA OCHOBI OJTHOCHPSIMOBAHOI (PYHKITI]

f(), sika CTBOPIOE BHXiHE 3HAYEHHS JOBXKHHOIO N IIPH HASBHCTI JABOX BXITHHUX
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JOBXHHOIO N. [[iMH BXIJHUMH 3HAYCHHSMHM SIBJISIOTHCS OJIOK Tekcta M, Ta remi-

3HaueHHs Hi.; monepenuboro 6yoka texcra (puc.l).

I

¥

OOHOCIIPAMOBaHA H
Ppvarana ()

¥

¥

Hia

Pucynok 1 — [ToGynoBa oiHOCTIpSIMOBaHO1 remi-PpyHKIIii

Hi = f(M;, Hi.1).
['emi-3HaueHHs, 1110 OOYUCITIOETHCS MIPU BBEJICHHI OCTAHHBOTO OJIOKY TEKCTY,
CTa€ remni-3Ha4eHHsIM yChOTO MOBIIOMIICHHS M.
Y pesynbrari ogHOCHpsIMOBaHa Teml-QyHKIS 3aBkau QopMye BUXIA

(biKCOBaHOI TOBXKMHHU N (HE3aJICKHO BiJ] IOBKUHU BX1JTHOTO TEKCTY).

MD5
https://uk.wikipedia.org/wiki/MD5

MD5 (Message Digest 5) — 128-6iTHuii arOpuT™ TelyBaHHs, po3po0IeHUI
npodecopom Ponanbaom JI. Pisectom y 1991 poti.
Aaroputm MDS.
Koncmanmu, wo suxopucmogyromocs 8 0GHOMY aAN2OpUMMI:
1. ITouaTkoBI 3HAYEHH JJIA 1HIIIAI13a11] 3MIHHHUX:
H[0]=674523014
H[1]=EFCDAB89;¢
H[2]=98BADCFE;s
H[3]=103254766;
2. KOHCTaHTH 10/1aBaHHS B payHJIax:

y[i]J=HIGHEST_32_BITS(ABS(SIN(j+1))) j=0...63,
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ne ¢yukmis HIGHEST 32 BITS(X) Busnawae 32 cammx crapmmx Oita 3
JBIMKOBOTO 3amucy apoboBoro uncia X, a omepang SIN(j+1) BBakaeTbcs B3ITUM
B pajiiaHax.

3. MacuB NOPSAAKY BHOOPY KOMIPOK y payH/Iax:
z[0..63]=(0,1, 2,3, 4, 5, 6, 7, 8, 9,10, 11, 12, 13, 14, 15,

1,6,11,0, 5,10, 15, 4, 9,14, 3, §,13, 2, 7, 12,
58,11,4, 1, 4, 7,10,13, O, 3, 6, 9,12, 15, 2,
0,7,14,5,12, 3,10, 1, 8,15, 6,13, 4,11, 2, 9);

4. MacuB BEJIMYMHU OITOBUX ITUKIIIYHHUX 3CYBIB BJIIBO:
s[0...63] =(7,12,17,22,7,12,17,22,7,12,17,22,7,12, 17, 22,

5, 9,14, 20,5, 9, 14, 20,5, 9, 14, 20, 5, 9, 14, 20,
4,11, 16, 23,4, 11, 16, 23, 4, 11, 16, 23, 4, 11, 16, 23,
6, 10, 15, 21, 6, 10, 15, 21, 6, 10, 15, 21, 6, 10, 15, 21).

Emanu suxonanusa ancopummy:

1)  BXiaHi jaHi BUPIBHIOIOTBCS Tak, 1100 iX po3mip OyB piBHHUH 448 10
Moyt 512. CrioyaTky JOMUCYETHCS OMUHUYHUMN OIT (HAaBITh SIKILO TIOBXKHWHA BXKE
JIOPIBHIOE TIOTP1OH1M BETUYMHI), TOTIM HEOOX1THE YHCIIO HYJTLOBUX OITIB.

2)  JomucywoTtbes  64-0iTM, 1[0 MICTITh JOBXKHHY JaHHX [0
BHMPIBHIOBaHHS. SIKINO JOBXkHMHA mepesepirye 2% — 1, T0 ZONMCYrOTECS MOIOAIII
o1TH.

3)  ImimiamizyroThcs yotupu 32-0i1THI 3MiHHI:

A =H][0]; B=H][1]; C=H][2]; D=H][3].

4) Koxuuit 512-0iTHuii O5oK, mpenacTaBieHud y Burisaai 16-tm 32-
po3psanux 3HaueHb X[0]...X[15], mpoxoauTs 4Yepe3 cTHcKarouy (QyHKIIO, SKa
nepeminrye ioro 3 gonmomixkauMm 61oxkom (H[O,H[1],H[2],H[3]):

MK o j Bixg 0 go 15

T=(A+1(B,C,D) + x[z[j]] + Y[J]) ROL s[j]
(A,B,C,D) = (D,B+T,B,C)

KiHel_IMKJIY
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IHKJ 1o | Bix 16 mo 31
T=(A+9(B,C\D)+x[z[j]] +yDl]) ROL s[j]
(A,B,C,D) =(D,B+T,B,C)

KiHel_ UKy

HHKJI 1o | Bix 32 mo 47
T=(A+h(B,C,D) + x[z[j]] + y[i]) ROL s[j]
(A,B,C,D) =(D,B+T,B,C)

KiHel_IHMKJIY

IMKJI 1o | Bix 48 no 63
T=(A+Kk(B,C,D) + X[z[j]] + V[i]) ROL s[j]
(A,B,C,D) =(D,B+T,B,C)

KiHel MKy

(H[O],H[1],H[2],H[3]) = (H[O]+A,H[1]+B,H[2]+C,H[3]+D)

DyHKyii, AKi BUKOPUCIMOBYIOMbCSL 8 PAYHOAX.

- VY nepmomy payuai f(U,V,W)=(U and V) or ((not U) and W).
- VY npyromy payuai g(U,V,W)=(U and W) or (V and (not W)).
— VY tperbomy paynai h(U,V,W)=U xor V xor W.

— VY werBepTomy payuai k(U,V,W)=V xor (U or (not W)).

5) [incymkoBuii rem = ABCD (128 6iTiB)

SHA-2
https://uk.wikipedia.org/wiki/SHA-2

SHA-2 (anrn. Secure Hash Algorithm Version 2 — 6e3neuynuii aaroputm
XellyBaHHsI, Bepcis 2) —30ipHa Ha3Ba OJHOCTOPOHHIX rem-PyHkuii SHA-224,
SHA-256, SHA-384 1 SHA-512. T'emr-yHkiii mpusHadeHi isi CTBOPEHHS

«B1OOUTKIBY al00 «HalDKECTIB» IMOBIIOMIJIEHH JOBUIBHOI OITOBOI JOBXKHHH.
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3aCTOCOBYIOTHCA B PI3HUX JIOAATKaX a00 KOMITOHEHTaX, MOB'S3aHUX 13 3aXHUCTOM
1H(pOopMaIlii.

3arajJJLHUN ONMHUC

(AIBICIDJE[F [G]H ]|

ATBICIDIEF o]

Pucynox 2 — Cxema oaHiei iTepaiiii anroputmis SHA-2

['em-¢ynkmii cimeiictBa SHA-2 mobyaoBaHi Ha OCHOBI CTPYKTypu Mepkia-
Hemrapna.

[TouaTkoBe MOBIJIOMJICHHS TICIs JIONOBHEHHS pPO30MBA€ThCA Ha OJIOKH,
KOXeH OJIOK — Ha 16 ciaiB. AJITOpUTM IPOITyCKa€e KOXKEH OJIOK MOBIIOMIICHHS Yepe3
nuki 3 64-ma yn 80-ma iteparisimu (paynmamu). Ha kokHid iTeparii 2 cioBa
MEePETBOPIOIOTHCS, (DYHKIIIO TEPETBOPEHHS 3aJal0Th 1HINI cjioBa. PesynbTaTn
00pOOKH KOKHOTO OJIOKY CKJIaJIal0ThCsl, CyMa € 3HaUYE€HHSAM Trell-(QyHKITII.

AJTOpPUTM BUKOPUCTOBYE Taki OITOBI ONEpallii:

. | — KonkareHnarris,

. + — JlomaBanHs,

. And — ITo6GiToBe «I»,

. Or — ITo0iToBe «ABOY,

. Xor — Bukmtoune «ABOy,

. Shr (Shift Right) — Jloriunwuii 3cyB BipaBo,
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Rotr (Rotate Right) — [{ukiigawmii 3cyB BIIpaBo.

VY HacTynHid Ta0nuill TMOKa3aHl AEsKI TEXHIYHI XapaKTEPUCTUKUA PI3HHUX

BapianTiB SHA-2. «BHyTpiliHii cTaH» oO3Haya€ MNPOMDKHY TeHI-CyMy IiCIs

00pOoOKH 4eproBoro 0JI0KY JaHUX:

JloB:xuHa MakcuMajibHa
. JoBxuna |[JloB:KHHA MoB:xxuna KijbkicTh
nanmKecTy JOBKUHA
I'em-gpynkuist . BHYTPIilIHBOIO| 0JIOKY . cJioBa [iTepamiii B
NOBiTOMJIEHHS (6in) (6in) MOBiTOMJIEHHS (6i1) .
crany (0it iT iT HMKJTI
(0iT) y (0iT)
SHA-256/224 256/224 256 512 264 1 32 64
SHA-512/384 512/384 512 1024 218 _1 64 80

SHA-3 (Keccak)
(https://en.wikipedia.org/wiki/SHA-3)

SHA-3 (Keccak — BuMoBisieThCsl  SIK  "Kewak') — aITOPUTM  TeIIyBaHHS
3MIiHHOI PO3PAHOCTI, PO3POONCHHII TIpPYNOI0 aBTOpiB HAa uom 3 MoaHom
Haiimenom, cniBaBropoM Rijndael, aBropom muppis MMB, SHARK, Noekeon,
SQUARE 1 BaseKing. 2 sxoBtHsa 2012 poky Keccak cTaB mepemokiieM KOHKYpCY
KpUnTorpadiuHux aiaropuTMiB, MO NPOBOAUTHCS HallloHaTbHUM 1HCTUTYTOM
ctangapTiB Ta TexHosoriit CILIA. 5 cepnus 2015 poky anropuT™ 3aTBEpIKEHO Ta
ormyOikoBano sik crangapt FIPS 202. Y nporpamuiit peasnizaiiii aBTopu 3asBISIOThH
npo 12,5 nuknu Ha 6aiiT npu BukoHaHH1 Ha [1K 3 npouiecopom Intel Core 2. Onnax
B amapatHux peamzamiax Keccak BusiBUBCS Habarato MmBUIIIMM, HIX yCl 1HII
dbinamicTy.

Anroputm SHA-3 noOynoBaHuid 3a MPUHIUIOM KpUOTOrpadiyHOi ryOKH

(maHa cTpykTypa KpumnrorpadiuHuX aJrOpuTMIB Oyra 3amporoHOBaHA aBTOPAMH

anroputMy Keccak pawnie).
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absorbing | squeezing
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Pucynox 3 — Koncrpykiis GyHkIIii ryoku, BUKopructana B rem-gyHkiii. Pi —
Bxigni  Omokn,  Zj—Buxin  amroputmy.  PosMip € («capacity»)
HEBUKOPHUCTOBYBAHOTO JJIA BHUBEACHHS HaOOpy OITIB Mae OyTH 3HAYHHUM JIJIS

JIOCSITHEHHS CTIMKOCTI JI0 aTak

Anroputm Keccak ckiamaerbes 13 TphOX YaCTHH (PUCYHOK 4).

E < Hashin, M, K, H}I)

. :-‘i E = Ini‘t‘E, n] J »; E =— U'pdﬂ.tEl:Er M. H}

Pucynok 4 — Crpykrypa anroputmy SHA-3
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Hash () BuxopuctoByetbest sk ¢yHkiis Bxoxny. [ns nporo motpibni 4
BX1JHI IMapaMeTpu: po3Mip rem-6ita (n), TekcT moBigomiieHHs (M) Ta Horo po3mip
y 6itax (N), a Takox rem-3minHa (H). Llg rem-3MiHHa 1MOBUHHA MaTH HACTYITHY
¢ynkiiro malloc () CTBopiTh:

HashReturn E;

char *H;

n=224;

H = (char *)malloc(sizeof(char) * n/ 8);
/...

E = Hash(n, M, N, H);

Oyukiiga Init () miaroTosisge BHYTpIHIA cTaH (S) s 3a3HAYEHOTO
po3mipy rema. @ynkuis Update () mounHae cruckaty uu norauHata ¢asy. Tyt
TEKCT MOBIAOMJICHHS 00'€IHY€THCS BIAMOBIAHO /10 BHYTPIIIHBOIO CTaHY, a MOTIM
3amiHioeTbesa. Dynkuis Final () mounnae Buiydatu abo cruckatu ¢asy. Lle remr-
3HAYEHHSA, BUTATHYTE Ta 310paHe 3 BHYTPIIIHBOTO CTaHy. 310paHuii reml 13 mepimx
n OITIB MOTIM BHKOPHUCTOBYETHCS SIK T€HI MOBIAOMIIEHHS. YCl YOTHUPH (PYHKIIT
MOBEpPTalOTh pe3ynbTrar noMuwiku. lloBepuenHss 0 o3Hawae, 1O QYHKIISA
3aBEPIIYETHCS O€3 TOMUIIOK.

Ha pucynky 5 moka3zaHo CTPyKTypy JMJaHUX BHYTPIIIHBOTO CTaHY.
Crpykrypa C 3 imM'sm spongeState MicTUTh 8 MOJIB, ABa 3 SKUX € (DIKCOBAHUMU
MacvuBaMH (BIJ3HaY€H1 YEpPBOHUM). Y TIOJII MacHBY CTaHIB 30epiratoThCsi OanTu
peanaprHOro cTaHy, a B moJii MmacuBy dataQueue 30epiratoTbesi 6aTH MOBITOMIICHHS,

K1 OyqyTh 00'€JHAHI Ta IEPETBOPEHI.
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spongeState

state[200]:unsigned char
dataQueue[192]:unsigned char

capacity:unsigned int

rate:unsigned int
bitsInQueue:unsigned int
fixedOutputLength:unsigned int
squeezing:int
bitsAvailableForSqueezing:unsigned int

Pucynox 5 — CTpykTypa JaHUX BHYTPIIIHBOTO CTaHy

[loe €MHOCTi —Ile Tel-eMHiCTh (NO3HAYaeThcs ¢). Moro 3HaYeHHs
BCTAHOBJICHO BBIU1 OlbIIIe 32 po3Mmip remry (2*n).

[Tone mBHAKOCTI — 1€ JOBXHWHA OITIB IMOBIJIOMJICHHS, OOpOOJIIOBAHUX Y
KOXXHOMY IuKIIi. BiH BcTaHoBieHo 3HaueHHs 1600-C.

[Tone bitlnQueue — e KOBXKKMHA MOBIAOMIIEHHS B OiTax, 3ape3epBOBaHa y
nosii MacuBy dataQueue.

[Tone fixedOutputlength — 11e Gaxkanuit po3mip rema (TO3HAYAETHCS n).

OO0yacTh CTUCHEHHS — II€ CUMBOJI PSXHMY. SIKIIO BCTAHOBJICHO 3HAYCHHS
0, keccak mepeOyBae y pekuMi CTUCHEHHS. SKIIO BCTAHOBJIEHO 3HAa4YeHHS |1,
keccak  mepeOyBae 'y pexumi gekommpecii. Kpim  Toro,  ¢aiinosi
bitsAvailableForSqueezing 30epirae n0BXHHY cTaTycHOro OiTa, 00'€qHaHy B

OCTATOYHHI T'elll TOBIJJOMJICHHS.
Keccak BukopuctoBye 24 IMKIU MEPETBOPEHHS, MO0 3MEHIIUTH TEKCT

MOBIJJOMJICHHS JIO T€II-3HAYCHHS. Y KOXHOMY IUKIII O€3MepepBHO BUKIUKAIOTHCS

I'9Th MOJYJIIB, SIK TIOKa3aHO PUCYHKY 6.
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Round,[S, RC,] /

@ 1 r r | X 4 #

Pucynok 6 — I{uxn nmeperBopenns SHA-3 (Keccak)

Monyinb O nepeTBOproe BHYTPIIIHIN CTaH MacUB 5X5, KOXKEH €JIEMEHT SIKOTO
CTaHOBUTH 64 Oita. BiH 004MCIIIOE Ty caMy YacTHHY KOXKHOTO CTOBIILA, a TOTIM
BUKOpHUCTOBYE oreparop Bukimodae ABO (XOR) nnsa ix o0'egnanus. [lotiM BiH
BUKOHYe omnepaiito XOR oTpuMaHOro pe3ynbTary MApPHOCTI 3 KOXHUM OITOM

CTaHy HACTYIIHUM YHMHOM:

SOIO]IK] *= parity(S[O...4][j-1][K])
A parity(S[0...4][j+1][k-1])

wherei=0..4;)=0...4; k=0...63

Monayinb p HUKIIYHO TIepeMilliae KOKeH 64-01TOBUM €IeMEHT BiJIMOBIAHO 10
NOPSIAKY TPUKYTHUKA. Ajie KpyroBull pyx Bukitouae eneMeHnt S[0][0]. Moaynb ¢
nepeTBoproe 64-61ToBi enemeHTH. [lepeTBopeHHs crigye madnoHy (iKCOBAHOTO

IMPHU3HAYCHHSA, ITIOKa3aHOMY HHKYC!

Shlf2=i + 3*j] = S[ill]
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Monyne nomae 10 LMKIY NEPETBOPEHHsI HENMiHIMHI XapaKTepUCTUKH. Bin
BUKOpHCTOBYE nuiie Tpu no0iToBi onepatopu: AND, NOT 1 XOR s 06'ennanus
eJIeMeHTIB psiika. [1oTiM 3anumiiTh pe3yabTaT y MacUB CTaTyCIB TAKUM YHHOM:

S[DIk] = ~S[D + 1][k] & S[i][ + 2][K]

Monaynb nopyiiye 0yab-sIKy CUMETpPil0, CTBOPEHY IHIIUMH MOAYyJIsaMu. Bix
pobuts 1e nuisixoM XOR enemeHTa y MacuBi 3 KOHCTaHTOIO Iukiy. Lleit moxynb
Ma€e 24 KOHCTaHTH WHKIY Aasi Bubopy. Lli KOHCTaHTM BH3HAYEHI yCepeauHi

Keccak.

3aBaanns: Po3poOutu mporpamy, sika peaiizye alropuTMHU TellyBaHHS

MDS5, SHA-2 ta SHA-3. [TopiBHATH MIBUAKICTH BUKOHAHHS.
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JlabopaTtopHna po6ora Ne 5
Tema: ApTeHTH(IiKaLiss KOPHCTYBa4ya i eJeKTPOHHUI nudpoBUil

mijanuc.

Mertorw aBTeHTH(IKAIli ETeKTPOHHUX JTOKYMEHTIB € iXHIA 3aXHCT BIJ
MO>KJIMBUX BHJIB 3JIOYMHHUX [IiH, 10 AKAX BITHOCSATHCS:
1. aKmueHe nepexonjienHs — MOPYITHUK, 0 MITKIIOYNUBCI 10 MEPEeXi,

MEePEXOILTIOE JOKYMEHTH ((aiyin) 1 3MIHIOE 1X;

2.  mackapao —abonent C mocuiae JAOKyMEHT aboHeHTY B Bix imeHi
aboHeHTa A;
3. penecamcmeo — aOOHEHT A 3asBJjsi€, 0 HE MOCHJIAB IMOBIIOMIICHHS

aboHeHTy B, xoua HacnpaBi nocias;

4, niomina — a0oHeHT B 3MmiHIO€ a00 opMye HOBHIT TOKYMEHT 1 3asIBIISIE,
110 oJiep>kaB Horo Bij aboHEHTa A;

S. noemop — aboHeHT C MOBTOPIOE paHIle MEpeAaHuil JTOKYMEHT, IO
aboHeHT A HajcuiaB aboHeHTy B.

Jlist aBTeHTU(IKALi TEKCTIB BUKOPUCTOBYETHCS E€IEKTPOHHUNA LHUPPOBUIA
nignuc (ELII). ®yHKIioHANbHO BIH aHAJIOTIYHUN 3BUYAMHOMY PYKOMHCHOMY
MIMHACY 1 BOJIOIIE HOTO OCHOBHUMH JIOCTOTHCTBAMM:

1. 3acBIUYy€, M0 MIANUCAHUNM TEKCT HAAXOJIUTH BIiJ IMEHI, TOIO XTO
IIOCTAaBUB MIIINUC;

2. HE Ja€ I 0co0l MOKIHMBOCTI BIAMOBHTHCS BIJI 3000B'S3aHb,
TIOB'SI3aHUX 3 MIAMMCAHUM TEKCTOM;

3. rapaHTye MUTICHICTh MiAMUCAHOTO TEKCTY.

3aranbHuii anroputm creoperns EILIIL.

Ilpu gpopmysanni EIL]I] BinnpaBHUK Hacammepen 0OUYMCIIOE Teml-(PyHKIII0
h(M) tekcty M. O6uucnene 3naueHHsi rem-QGynkiii h(M) sBise coboro onuH
KOpPOTKHUH OJi0K 1H(pOopMaIlii m, no xapakrepusye Bech TekcT M y minomy. Ilotim
9uCI0 M MHUPPYETHCS CEKPETHUM (3aKpUTHUM) KJTtoueM BiampaBHuKA. OpepikaHe

IPU [IbOMY 3HaYEHHA 1 € HU(POBUM TIAITUCOM TEKCTY M.
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Ilpu nepesipyi EI]Il onepxyBad TOBIAOMJICHHS 3HOBY OOYHMCIIIOE TeIIl-
¢yskiro m = h(M) npuitHATOro Mo Mepexi TEKCTy M, Micig 40To 3a JOMOMOIOI0
BIIKPUTOTO KJIFOYa BIJMPAaBHUKA IEPEBIPS€, YW BIAMOBIA€ OTPUMAHUM MiAMHUC
O0YHCIIEHOMY 3HAYEHHIO M Tel-(yHKII.

[TpunmmnoBuM momeHToM Yy cuctemi ELIl € HeMOXnIHMBICTH MiJIPOOKH
nianucy 0e3 3HaHHSI CEKPETHOTO KIIoyYa.

Ha Bigminy Bia mmdpyBaHHS i yac MiANMHUCAHHS JOKYMEHTA BIIKPUTHH 1
3aKPUTHUN KITHOYl MIHSIOTBCSA MicIsiMH. [ligmucaHHs 3I1HCHIOETHCS 3aKPUTHUM
KIIFOUEM, a TIEpeBIpKa MIANUCY — BIIKPUTHM.

Hu¢posuii mixnuc Ha ocHoBi RSA

[lepmioro ¥ HaMOUIBII BiIOMOIO B YCHOMY CBITI KOHKPETHOIO CHCTEMOIO
ELII cTrana cuctema Ha ocHOB1 RSA.

AJITOPUTM MiANUCAHHSA TOKYMEHTA.

CnoyaTky HEOOXITHO OOYMUCIUTH TMapy KIO4YiB (CEKpEeTHUH KIIOY 1
BIIKpUTHNA Kiro4). JlJis 1bOro BiANpPaBHUK (aBTOpP) €IEKTPOHHHUX JOKYMEHTIB
OOYHUCITIOE JIBa BEIMKHX NpocTUX uuciaa P u Q, moTiM 3HaXoauTh iX A0OYTOK
N=P*Q 1 3nauenns ¢pynkuii ¢(N)=(P-1)( Q-1).

Jlani BinnpaBHUK o04ucIiOe yucio E 3 ymoB:

E < o(N), HCI (E, o(N)) =1

1 gucio D 3 ymoB:

D <N,E *D =1 (mod ¢(N)).

[Tapu uucen (E, N) e Biakputum kiatouem. [{ro mapy uducen aBTop nepenae
napTHepaM IO Tepenucii s TmepeBipku ioro mudpoBux migmucie. Yucmo D
30epiraeThCsi aBTOPOM SIK CEKPETHHUH KITFOU TS TAMMCAHHS TOKYMEHTIB.

JlomycTtumo, 110 BIANMPaBHUK XO4Ye MiAMUCATH MOBIIOMIICHHST M mepen Horo
BinnpasieHHsM. Criouyatky moBigomieHHss M (Omox indopmarii, ¢aiin, Tabmurs)
CTUCKAIOTh 3a JOoToMOroro rem-¢yHkiii h() y mijge yuciao m:

m = h(M).
[ToTiM 00UHUCTIOOTH HUPPOBUHN MIAMUC S M1/ €IEKTPOHHUM JOKYMEHTOM M,

BUKOPUCTOBYIOUM I'€llI-3HAYEHHS M 1 CeKpeTHUI Koy D:
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S =m (mod N).

[Tapa (M, S) mepemaeTbcsi MapTHEPOBI-OJIEPKYBAUEBl SIK EJIEKTPOHHUI
JTOKYMEHT M, mianucanuii 1UQGPOBUM MAMUCOM S, MPUUOMY IMMAMHC S
c(opMOBaHHI1 BIACHUKOM CEKPETHOT0 Kiroua D.

AJITOPUTM NepeBipKM miaNuCy.

[Ticnsa npuiiomy napu (M, S) onepkyBau OOUMCITIOE TeII-3HAYECHHS TEKCTY
M nBoma pizHuMu crocobamu. Hacammepenm BiH BITHOBIIOE TeII-3HAYEHHS m',
3aCTOCOBYIOYM KpUNTOrpadiyHe MEepeTBOPEHHS MIANUCY S 3 BUKOPUCTAHHSIM
BiJIKpUTOrO Kitoua E:

m' = SE (mod N).
Kpim Toro, BIH 3HaxXOAWTh pe3yJdbTaT TEIIyBaHHS MPHUUHSITOTO
MOB1JIOMJIEHHSI M 3a JOOMOroro Takoi k rem-gyskiii h():
m =h(M).
SIKII0 TOTPUMYETHCS PIBHICTh OOYKMCIICHUX 3HaYeHb M' Ta m:
SE (mod N) = h(M),

TO oJiepXyBau Bu3Hae mapy (M,S) cnpapxuboro. JloBeleHO, IO TUIBKH
BJIACHUK CEKpeTHOro kiwo4ya D moxe chopmyBatu uudpoBuil mignuc S mif
JOKyMEeHTOM M, a BHU3HA4YUTH cekpeTHe uucio D mo Bimkpuromy uuciay E He
JIeTIIIe, HIXK PO3KJIACTH MOYJIb N Ha MHOKHHUKHU.

Kpim TOT0, MOKHA CYBOPO MaTeMaTHYHO JOBECTH, IO PE3yJbTaT MEePEBIPKH
nudpoBoro mianucy S Oyae MO3UTUBHUM TUIBKM B TOMY BUMAAKY, SKIIO TMPHU
oOuucieHHl S OyB BUKOPUCTaHUN CEKpPeTHUH K04 D BIANOBIIHUN BIIKPUTOMY
kiouy E. Tomy Biakputuii wimou E iHomi Ha3uBawTh "imeHTH(iKaTOpoM"

MinucyBayva.

Bepudikanis BinkpuToro kirua

besnocepenHe BUKOpHUCTaHHS BIAKPUTHX KIIOYIB BUMara€ JOJATKOBOTO iX
3aXUCTy W 1eHTU(]IKalli sl BU3HAYEHHS 3B'A3KY 13 CEKpETHUM KitoueM. be3
TAKOrO JIOAATKOBOTO 3aXHCTy 3JIOBMHUCHHUK MOXE MpPEICTaBUTH cede sK

BIJIMPAaBHUKOM MIJNKUCAHUX JAHMX, TaK 1 OJepKyBaueM 3amu(poBaHUX HaHUX,
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3aMIHMBILM 3HAYEHHSI BIAKPUTOTO KJII04a a00 MOPYIIMBIIY HOro 11eHTH(iKaIi0. Y
IIbOMY BHITAJIKy KOXHHUH MOXE BHUAATH ceOe 3a aHTINChKYy KoposieBy. Bce 1ie
MPUBOJUTH J0 HEOOX1MHOCTI Bepudikarlii Biakputoro kmroda. s mux e
BUKOPHCTOBYETHCA E€JICKTPOHHUI cepTudikar.

Enexrponnuii ceptudikaT — mudpoBUi JTOKYMEHT, IO 3B'S3y€ BIAKPUTUN
KJIIOY 13 TIEBHUM KOpHCTyBaueM abo jojaaTtkoM. 3aBipsie ceptudikar Llentp
Ceprudikamii (LIC). Buxonsun 3 ¢dynkuii, sxi Bukonye LIC, BiH € OCHOBHHM
KoMIioHeHTOM Bci€i [HdpacTpykrypu Binkputux KirouiB. 3a gomomorowo 1IC,
KOXXHUH KOPUCTYBa4 MOKE MEPEBIPUTH JIOCTOBIPHICTh BIIKPUTOTO Kiroya. Jluime

cepTU(PIKOBaHI KJII0Yl MalOTh IOPUIUYHY CUITY.

3apnannsi: CTBOpUTH NpOrpamy, sKa MOBHHHA 3J1MCHIOBATH IIIMHACAHHS
JIOKyMEHTa Ta TepeBipky mianucy. lludpoBuit mianuc peanizyBaTd Ha OCHOBI
anroputMmy RSA (;1aGoparopna pobGota Ned) Tta rem ¢ynkmii (1abopaTtopHa

pob6ota Ne4). Po3mip ¢aiiny He menmn 100 kb.
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JlabopaTtopna po6ora Ne 6

Tema: Kpunroananis. Bznam RSA.

PosrnsnemMo pi3Hi cmocobu atak Ha OJHY 3 HAMOUIBII MOMYJISAPHUX CXEM
BiIkputoro mudpyBanHs Ta uudposoro mianucy — RSA. PosrasuyTi meronu
MPUITYCKaIOTh HASBHICTh TMEBHUX MAaTEMAaTHYHUX CJIA00CTEH CXEMH, BHACIIJIOK
HEJIOCKOHAJIO1 TTporpaMHoi peanizaiii. Takok TPUBOASITHCS 3aCO0M MPOTHIIT ITUM
aTakaM. X HeoOXinHO OpaTH 10 yBaru npu peanizanii cxemu RSA a6o mpoTokois,

3aCHOBAHUX HA HIN.

Hacamnepen 3rafaemo caMy cxemy Mignucy airoputMom RSA:
1. BuOupatotbest p, q —Benukl npocti yucia. OOUuCHoeThess J00OYyTOK
Nn=pg.
2. Bubupaetscs uucio e —take, mo (e, ¢(n))=1 (to6to e Ta @(n)—
B3a€MOIIPOCTI), 1€ O(n) — dhyukiisa Einepa Bia n.
3. 3 piBasHHS ed=1(mod ¢(n)) 3HaXOAUTHCS YUCIO d.
OtpumaHi yucna €, n— BIAKPUTUN KIIOY KOpHCTyBaya, a d — CEeKpeTHHI
KJTIOY.
IIpoyeoypa wugpysanns:
C=E(e,n(M)=M¢®(mod n),
ne C —3amudpoBaHuii TEKCT, M — BIZKPUTHH TEKCT, IO 3aJ0BOJIbHSE
HacTynHii ymosi: M ®™=1(mod n).
IIpoyedypa oewugpysannsi:
M=D 4 (C)=C%maod n).
T'enepayis yugposoco nionucy:
nudposuit mixnuc Q=M4(mod n).
llepesipka yughposozo nionucy:
Q%(mod n) ?= M.
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1. MeTon 6e3k/0490B0oro yutanus RSA.

Ilouamxosi ymoeu. CyNnpOTUBHUKOBI BIIOMUHN BIAKPUTHM Kito4d (e, n) 1
nmdpoTtexct C.

3ae0anns. 3HAUTH BUX1THUNA TEKCT M.

CynpoTUBHUK MIA0MpAaE YHUCIO j, IS SKOTO BUKOHYETHCS HACTYITHE

. . J .o .
CHIBBIIHOLIEHHS: C® (modn)=C. ToOTO CYNpPOTHBHUK MPOCTO 3MAIMCHIOE | pa3

m@pyBaHHS HA BIAKPUTOMY KJIIOU1 MEPEXOIJICHOTO MU(PPOTEKCTA, 1€ BUTIISAIAE B

TaKkuil crnocio:

J
(C®)®)2..)(mod n) = C* (modn)
3HAUIIOBIIM TakKe j, CYMPOTUBHUK OOUYUCIIOE ce’ (modn), TOOTO j-1 pas

MOBTOPIOE ONEpALil0 IHU(PPYBaHHs, L€ 3HaYEHHSA 1 € BLAKpUTHA TekcT M. Lle
. eJ eJ—l e
cligye 3 TOro, mo C® (modn)=(C® (modn))*=C. ToOTo neske uyucio

ce’ (modn) y ctyneHi € gae mudporekct C. A 110 X 11e, SIK HE BIAKPUTHI TEKCT
M?

Ipuknao:

p=983, q=563, e=49, M=123456.

C=M*(mod n)=1603, C*’(mod n)=85978,

C*%8(mod n)=123456, C***(mod n)=1603.

2. Ataka Ha nignuc RSA y cxemi 3 HoTapiycom.

Ilouamkosi ymosu. € eNeKTpOHHUN HOTapiyc, IO MIAMUCYE TOKYMEHTH, 110
MPOXOJATh 4epe3 HhOTO. N — NeSKUH BIAKPUTHI TEKCT, 10 HOTapiyc He Oakae
nignucyBaTu. CynpOTUBHUKOBI BITIOMUHN BIIKPUTUH KITt0Y (€,n) HOTapiyca.

3asoannua. Ilinnucartu 1ien texet N.

CynpoTUBHUK BUPOOJISIE SIKECh BUITAJIKOBE YHCIIO X, B3aemompocTe 3 N i

obuucroe y=x°(mod n). ITotim oxepkye 3HaueHHs M=y i nepeae Horo Ha IiAIUC
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Horapiycosi. Toil migmucye (amxke ne Bxke He Tekcr N!) MY(mod n)=S.
Onepxxyemo, 110
S=M¢(mod n)=yIN9=(x®)IN9 =xN¢,

a 3HaunTh N9=SX "Y(mod n). 3anuiuaeTscs IPOCTO NOMITMTH OTPUMaHE S Ha

3axucm. Ilpu mianuci nogaBaTH JesKe BUIAJIKOBE YHUCIIO B TMOBIIOMIICHHS

(HampukIta, 9ac). Y Takui crocio BUiie BUKPUBIECHHS Yucia M mpu miAnvcaHHi.

3. Atraka Ha nignuc RSA no o0panomy mmdporekcry.

llouamxosi ymosu. € mmdpporekct C. CynpOTUBHUKOBI BIIOMUN BIAKPUTHI
KJIt04 (€,n) BiJITpaBHUKA MOB1IOMJICHHSI.

3asoanns. 3HaliTu TeKCT M

CynpoTHUBHUK BUOHMpaE sKech 1: r<n, (r,n)=1 i oouncmroe x=r°(mod n). [Totim
o0YHCITIOE

t=r}(mod n) i y=x(mod n) i nocunae y Ha miamuc BiANpPaBHUKOBI.

BifnpaBHuK, HIiYOro He MiJO3PIOIOYM, HiAmHcye TekcT y: w=y%(mod n) i
BIJIIIPaBJIsie W Ha3a/l.

CynpoTUBHHUK 00UYHUCITIOE

tw(mod n)= rly%(mod n)= (ockineku r=x mod n)= x%%?C%(mod n)=C=M.

CynpoTuBHUK He MOXe Bipa3y nociaatd C Ha mianuc, TOMy 110 BIANPaBHUK
neperisgac OTpuMaHi B pe3yJibTari MiANUCY MOBIJIOMIICHHS M MOXE MOMITUTH
MIPOBOKAIIIIO.

ATaka HOCUTb TPOXH TINOTETUYHUN XapaKTep, aje MPoTe JO3BOJISIE 3pOOUTH
KUIbKa BaKJIMBUX BHCHOBKIB: a) MiAnNucyBatd U mudpyBaTtu Tpeda pi3HUMHU
KJIo4amMu, abo ©) JgoJaBaTH BUIMAJAKOBUM BEKTOpP TMpH MIANUCAHHI YU

BUKOPHCTOBYBATH XeII-(YHKIIIFO.

3apnannsi: CTBOpUTH mporpaMmy, IO peaiidye OIWH 3 PO3MIIHYTHX

aNropuTMiB KpuntoaHamizy RSA.
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JlabopaTtopna po6ora Ne 7

Tema: Ilporpamni 3akiaaaku. Knasiarypuuii mmurys. Creranorpadis.

IIporpamHui 3aknagku
Ilpozpammui 3aknadku — CBOEPiAHI IPOTPaMU, 1110 BUKOPUCTOBYIOTH BipyCHY
TEXHOJIOT1I0 MIPUXOBAHOTO BCTAHOBJICHHS, MOIIUPEHHS Ta akTuBi3auii. OJHaK, Ha
BIIMIHY BiJ BIpYyCiB, SIKI MPOCTO 3HUILYIOTH 1H(OpPMAIliI0, TPOrpaMHi 3aKIJIaIKH,

Hacamrepe, Mpyu3HadeH1 JyIs 1i HeCAHKI[IOHOBAHOTO OJICPyKaHHSI.

3a METOZOM BIPOBAKEHHSI B KOMIT'IOTEPHY CHUCTEMY MPOTPaMHI 3aKJIaJKH
MO>KHA PO3JIJIUTH Ha:

— IpOrpaMHO-anapaTHi 3aKjiajJKd, acOLlMOBaHI 3 amapaTHUMHU 3aco0amu
komi'roTepa (iXHe cepeoBHile epedyBaHHs, Ak npaBuio — BIOS);

— 3aBaHTa)XyBaJbHI 3aKJIaJK{, acOIiiioBaHI 3 MporpaMamM MOYaTKOBOTO
3aBaHTAKEHHS, SIKI PO3TAIIOBYIOTHCS B 3aBAHTAKYBAIBHUX CEKTOPax;

— ApaiiBepH1 3aKJIaJ KM, aCOLIMOBaHI 13 ApaiBepaMu;

— NPUKJIAIHI  3aKJIaJK{, AacoliiioBaHl 13 MNPUKIAAHUM MOPOrPaMHHUM
3a0e3MeYeHHSIM 3arajJbHOTO MPU3HAUYECHHS;

— BUKOHYIOUl 3aKJIQJK{, AacolliioBaHl 13 BUKOHYIOUMMH TPOTPAMHUMHU
MOJYJISIMH, 1110 MICTSITh KOJI I11€1 3aKJIaJIKH;

— 3aKJIaJIKU-IMITaTOpH, 1HTep(deic axkux 30iraeTbesa 3 iHTEPhENCOM AESIKUX
CIIy’kO0BHX TIpOrpaM, IO BHUMAararmThb BBEACHHS KOH(IAEHIINHOT iH(pOpMaIii
(mapouniB, KpunTorpapiyHUX KJIHO4iB, HOMEPIB KPEAUTHUX KAPTOK);

—3aMacKOBaHl 3aKJIaJIKM, SKI MAacCKylOThCS TMiJ MporpamMHi 3aco0u
onTUMi3aIli poOoTH KoMmm'toTepa abo i MPOrpaMu IrpoBOTO Ta PO3BAKAIBLHOTO
IpU3HAYEHHS.

HalinomumpeHimmM TUIOM 3aKJIa/I0K € KJIaBlaTypHI IIMUTYHU. METOI0 TaKuX
3aKJIaJI0K € Ofiep>KaHHA 1H(pOpMAIlii, 10 BBOJUTHCA 13 KJIaBlaTypH, (y TOMY YUCHi U
napojiiB), 30epekeHHS 11 y 3ape3epBOBAHUX MJIs IOTO CEKTOpax, a IMOTIM

NEpECUIaHHA HAKOIMMYCHUX JaHUX I10 Mepe>1<i Ha KOMH'IOTep 3JIOBMHCHUKA.
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KaaBiaTypHuii lunmuryH

KinaBiatypHi mmuryHu IUIsSTbCS Ha imimamopu, itempu Ta 3aMiHi08aqi
3aJIeXKHO BiJ] CIIOCOOY MEPEXOIIICHHS TapoJIiB.

Imimamopu TpaliolOTh 32 HACTYIHUM  aJTOPUTMOM.  3JIOBMHUCHHUK
BIIPOBAKYE B OIEpaIiiHy CUCTEMY MPOrPAMHHUI MOJYJIb, 110 IMITY€ 3apOIICHHS
70 aBTOpM3arii, mo0 yBiiiTH B cucteMy. [IoTiM iMiTaTOp MEPEXOIUTh Y PEXUM
OUIKyBaHHS BBEJICHHS 1AeHTU(IKaTopa Ta mapois. Ilicas Toro sk moTpiOHa
iH(popmarliiss Oyzne BBeIEHAa, Iporpama BIANpPAaBIsA€ OTpHUMaHl JaHl B MICIE,
JIOCTYITHE 3JIOBMUCHUKOBI U 3akpuBaeThcs. [licimsa 4oro 3'SBIS€THCS OpUTiHAI
BXOAYy, Y SIKOMY KOPHCTyBad, 3aOMBIIM TOTPIOHI JaHi, 3MOXKE TMOTPAIMTH B
cuctemy. HailOuibn mpocyHyTI NporpaMu BUAAKOTH MOBIJOMIICHHS PO MOMUIIKY
nepes CBOIM 3aKpUTTAM, 1100 HE BUKJIMKATH M1J03P.

Dinbmpu «IOMIOIOTH» 32 BCiMa JAaHUMH, SIKI KOPHUCTYBau oOIlepariiHol
CUCTEMHU BBOJAMTH 13 KiIaBlaTypu Komm'torepa. OuIbTpu OJEpKYIOTh CUTHAIH BIJT
KJIaBlaTypH, SIKI Jaii aHaNI3yIOThCAd Ha MPEAMET BUSBJICHHS JaHUX PO pI3HI
naposti. Hainpocrtimmit ¢inbTp 30Mpae B JOMOBJICHOMY MiICIl BCl BBEIEHI 13
KJIaBlaTypH JaHi, OUTbIII BUTOHUYCHI 37aTHI BiAQPUIHTPOBYBATH TUTBKHU Ti JaH1, K1
HEOOX1TH1 3TOBMHUCHUKOBI.

3amintoeaui OBHICTIO 00 YaCTKOBO MIAMIHIOIOTH COOOI0 TPOrpamMHi MOy
oTiepaIliiHoOl CUCTeMH, BIIMOBIJaNbHI 3a ayTeHTU]ikaiiro KopucTyBadiB. [lepen
BUKOHAHHSIM 3aMiHIOBayaM HeoOXigHOo: 1) momiOHO KOMIT'IOTEPHOMY BIpyCy
BIIPOBAJAUTUCS B OJMH a00 KuIbKa cHUCTeMHHMX (DailjiiB; 2) BHKOPHUCTOBYBATH
iHTepdeiCcHI 3B'A3Ky MK MPOTPAMHUMH MOJYJISIMH CUCTEMHU ayTeHTU(IKAIT s
BOYZIOBYBaHHsI ceO€ B JIAHIFO’KOK OOPOOKH BBEJECHOTO KOPHUCTYBAUuE€M MapoJis.

Kpim TOro, 0Gararo kiaBiaTypHMX IINWTYHIB BIACTIAKOBYIOTh CIIHCOK
3ammymIeHuX JO0JIaTKiB, YMIIOTh pOOUTH "3HIMKH'" €KpaHa 3a 3aJaHuM PO3KIAJIOM,
HIMUTYBATH 32 BMicTOM Oydepa oOMiHY il BUpILIYyBaTH psiji 3aB/laHb, HALIIEHUX Ha
MPUXOBAHE CIOCTEPEKEHHS 3a KOPHUCTyBaueM. 3amucyBaHa iHopmarlis

30epiraeTbCcsi Ha JUCKY M OUIBIIICTh Cy4aCHUX KIJIABIaTypHUX IUMUTYHIB MOXYTh
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dbopMyBaTH pi3HI 3BITH, MOXYTh IEpEAaBaTH iX IO EJEeKTPOHHIA momTi abo
http/ftp mporokomy. Kpim Toro, psa cydacHMX KJIaBlaTypHUX IIIUTYHIB
KopucTyroThcsl RootKit TexHoorissMu 111 MacKyBaHHS CHiIIB CBO€1 MPUCYTHOCTI

B CUCTEMI.

[lepen onucaHHSM OCHOBHHMX NPHUHIIMIIB pOOOTH KJIABIaTYpHOTO IIMUTYHA

HEOOX1THO PO3IIIIHYTH MOJIENb allapaTHOTO BBeACHHS cucteMu Windows.

_ | mpafeepH CHCTEMHA Sepra
npHCTpoiE ® anapaTHOrO EEOLY
EEEIEHHA
0T HeobpobeHoro
EEOOY
¥ I W WG
HOTIE & noTi B noTiE C

¥ v
Birmo A1 Bitmo B Bixmn 1

Pucynoxk 1 — Moaens anapatHoro BBefeHHs cuctemMu Windows

[Ipy BHUHMKHEHHI OyJb-SKMX TOMIA BBEIEHHA (HATHCKaHHI KJaBIll,
NepeMIlIeHH]  MHI) ToAll  OOpOOJSIIOTBCA  BIAMOBIIHUM  ApaBEpoM 1
MOMIIIAIOTHECA B CUCTEMHY YEpTry arapaTHOTO BBEICHHS Y CHUCTEMI € OCOOIMBUI
MOTIK HEOMpalboBaHOTO BBeJeHHS, kvl HazuBaeThcsi RIT (Raw Input Thread),
10 BUTATAE TOJIT 13 CUCTEMHOT Yepry Ta MEPETBOPIOE Y MOBioMIIeHHsA. OTpruMaHi
MOBIJJOMJICHHS TTOMIIIAIOTHCSI B KIHEIb YEPTH BIPTyaJIbHOTO BBEJAEHHS OJHOTO 3
NOTOKIB (BipTyasbHa 4epra notoky Hasuaetbes VIQ — Virtualized Input Queue).
[Tpu upomy RIT cam 3'scoBye, y uepry SIKOro KOHKPETHO IMOTOKY HEOOX1JHO
MOMICTUTH MO0, JIis moaiii MuIm MOTIK BU3HAYAETHCS MOIIYKOM BiKHA, Hall
SKUM po3TalioBaHuil Kypcop muiii. KnaBiaTypHi moii BiAIpPaBisSIOTHCS TUIBKU

OJTHOMY TIOTOKY —TaK 3BaHOMY AaKTHBHOMY TIOTOKY (TOOTO MOTOKY, SKOMY
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HAJICKUTh BIKHO, 3 SIKUM IIpalioe KopucTyBad). HacmpaBai 1ie He 30BCIM Tak —

30KpeMa, Ha PHUCYHKY IOKa3aHWW TOTIK A, 10 HE Ma€ Yeprud BIPTyaTbHOTO
BBEJICHHS Y 1[bOMY BHUIIQJKy BHUXOJUTh, M0 MOTOKK A 1 B cnubHO
BUKOPHCTOBYIOTh OJIHY 4Yepry BIpTyaidbHOTO BBeAeHHS. lle  mocsraeTscs 3a
nonomororo BUKIMKY APl ¢ynkmii AttachThreadlnput, mo mo3Bosisie ogHOMY
MOTOKY IMIJIKJIIFOUUTUCS JIO YEPTH BIPTYaIbHOTO BBEJIEHHS 1HILOTO TOTOKY.

Crnig 3a3HayuTH, M0 TOTIK HEOIMpPalbOBAHOTO BBEJIEHHS BIJAIMOBIAAE 3a
00poOKy crieliaIbHUX CHOJy4eHb KiaBinl, 30kpeMma Alt+Tab 1 Ctrl+Alt+Del.

CrnocrepeskeHHsl 32 KJIaBiaTypHHUM BBO/IOM 32 J10MIOMOTI0K0 MACTOK

JlaHa MeTOAMKa € KJIACUYHOIO JUIs KJaBlaTypHUX MIMUTyHIB. CyTh METOIY
CKJIQJAa€ThCsl B 3aCTOCyBaHHI MexaHizMy mnactok (hook) omeparriitHoi cuctemu.
[lacTkr 103BOJSIOTH CHOCTEpIraTH 3a IOBIIOMJIEHHSIMHU, SIKI OOpOOJISAIOTHCS
BIKHAMHU IHINUX TMpOrpaM. YCTaHOBKA Ta BHUJAJIICHHS MAacTOK BUKOHYETHCS 3a
JoTIOMOror0  1o0pe  nokymeHToBaHux ¢yHkmiii APl 6i6miorexn user32.dll
(pynxuisa SetWindowsHookEx JT03BOJISIE BCTaHOBUTHU MacTKy,
UnhookWindowsHOOKEX — 3usTu ii). IIpu ycTaHOBII MAacTKH BKa3YETbCS THII
MOBIJIOMJICHb, JJI SIKMX MOBUHEH BUKJIMKATHUCS OOpOOJIOBaY MacTKU. 30KpeMa, €
nBa cremianpHuX TUM nactku WH_KEYBOARD 1 WH.MOUSE — IS
peecTpamii Tomii kiaBiaTypu W wmwumn  BiamoBigHo. I[lacTka Moxke OyTtu
BCTAHOBJICHA JIJIS1 33J]JaHOT0 TIOTOKY M /U BCiX MOTOKIB cuctemu. [lacTka msis Beix
MOTOKIB CUCTEMU JY>K€ 3py4Ha JIJIsi TOOYA0BH KJIaB1aTypHOTO IIMUTYHA.

Kon 06po6roBava mofii macTku moBuHeH OyTu postamoBanuii B DLL. Is
BUMOTra ToB's3aHe 3 TuM, mo DLL 3 00po0itoBaueM MACTKU MPOCKTYEThCS
cucrtemoro B aapecHuit poctip Beix GUI mpornecis. IlikaBoro 0cOOIHBICTIO € Te,
mo npoekryBanHs DLL BigOyBaeTbcsi HE B MOMEHT YCTAHOBKHM MACTKH, a IMPHU
onepxxandi GUI mportecom nepiroro moBiJOMIICHHS, 10 33J0BOJILHSE MTapaMeTpam
MACTKH.

Mertoarka macToK JAOCUTh NMPOCTa i epeKTUBHA, ajie B HIM € psiJ HEAOJIKIB.
[lepmmm HemoMiKOM MOXKHA BBakatu Te, mo DLL 3 macTkoro MpoeKTyeTbes B

aapecHuit npoctip Bcix GUI nmporecis, 1110 MOXKe 3aCTOCOBYBATHCS 71l BUSIBIICHHS
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KJaBilaTypHoro mmnuryHa. Kpim Toro, peecrtpaiiss mojiid KiaBlaTypu MOKJIMBA
tineku 17151 GUI monatkis.

CrnocrepesxkeHHs 32 KJIaBiaTypHUM BBOJOM 32 J0NOMOI0OK) ONMTYBAHHS
KJIaBiaTypu

Jlana MeroaMKa 3acHOBaHa Ha TMEPIOJMYHOMY OINHUTYBAaHHI CTaHy
KJaBiaTypu. JIJisl ONUTYyBaHHS CTaHY KJaBilll Y CUCTEMI IepeidadeHa crieliaibHa
dynkmis GetKeyboardState, mo noBeptae mMacup 3 255 0aliT, y SKOMY KOKHHMA
OalT MICTUTH CTaH MEBHOI KJIABIII Ha KjaBiaTypi. JlaHuil MeTon y)ke HE BUMarae
BrpoBapkeHHss DLL B GUI nporecu il y pe3ysbTari MIUTYH MEHII TOMITHUH.

OpHak 3MiHa cTaTycy KjiaBill BIIOYBA€THCS B MOMEHT 3YUTYBaHHS MOTOKOM
KJIaBlaTypHUX TMOBIIOMJIEHb 13 MOTO 4epru, 1 B pe3yibTaTi Moji0Ha METOJMKa
npaioe Tulbku Jisi crnioctepekeHHs 3a GUI pmomatkamu. Big 1iporo Hemomiky
3BulbHeHa (yHKIS GetAsyncKeyState, mo moBeprae cTaH KJIaBillli HA MOMEHT
BUKJIMKY (PYHKIII].

HenonikoM KiaBlaTypHUX INNHWIYHIB TAaKOrO THUIY € HEOOXIJIHICTb
NEepIOIMYHOTO OMUTYBAHHS CTaHy KJaBlaTypu 3 JOCUTh BHCOKOIO IIBHJKICTIO, HE
MeHuI 10-20 onuTyBaHb y CEKyHIY.

Cnocrepe:xxeHHsi 32  KJIaBIaTypHMM  BBOJAOM 32 [I0IIOMOIOI0
nepexomjieHHss API pynkuiit

Jlana meToarKa He ofeprkaja IMHUPOKOTro MOMIUPEHHS, alie TPOTE BOHA MOXKE
3 YCHIXOM 3aCTOCOBYBaTHUCS Ui TOOYJOBH  KJIaBlaTypHHUX  IIMHUTYHIB.
Haiinpocrimum cnocoboM Moxe Oytu mnepexorieHHs ¢yHkmii GetMessage,
PeekMessage 1 TranslateMessage 0i0mioreku User32, mo J03BOJUTH BECTH
MOHITOPHHT BCIX MOBiioMieHb, puiiHaTHX GUI mogaTtkamu.

Kanasiarypuuii mmuryH Ha 0a3i apaiBepy

Jlanuii meTo mie OUTbIn epEeKTUBHUM, HIXK ONMKCaH1 BUIIE METOAN. MOKIIMBI
K MIHIMYM JIBa BapiaHTH peasii3allii IibOro METOly — HallUCaHHS Ta yCTaHOBKA B
CHUCTEMY CBOro JpaiiBepa KJaBlaTypu 3aMmiCTh INTATHOTO a00 BCTAaHOBJICHHS

npaiiBepa — GUIBTpA.
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[Ipu cTBOpeHHI CBOrO JpaiiBepy Tpeba MepexOIUIroBaTH NMEpepUBaHHS Bif
knasiatypu (IRQ 1) Ta Hanpsimy 3BepTaTHCs 10 MOPTIB BBOAY-BUBOY (60h, 64h).
[lpukmanu npaiiBepiB-QUIBTPIB: JpaiiBep-QUIBTp JpakiBepa Kjacy KiaBiaTypu
Kbdclass, npaiiBep-hineTp ¢yHKIIOHANBHOTO apaiBepa 18042prt. /[paiisep-
Ginomp opaiieepa knacy xknasiamypu Kbdclass nepexoIuioe 3auTy 0 KaBiaTypu
3a JOTIOMOT 010 BCTAHOBJICHHS dbimpTpa 3BEPXY PUCTPOIO
"\Device\KeyboardClass0", crBopenoro apaiiBepom Kbdclass. ®@iabTpyroThcs
Tinpku 3anmutu THy IRP. MJ READ, ockinbku came BOHU JO3BOJISIOTH OJIEpPKaTh
KOJIM HATUCHYTUX 1 BIANYIICHUX KIaBINl. /[patieep-ginomp ¢HyHKYioHAIbHO2O
opatieepa i8042prt TEpEeXOIUTIOE 3alUTH JIO KJIaBlaTypu 3a JOMOMOTOIO
BCTAHOBJICHHSI (PuIbTpa 3BepXy OE3IMEHHOIO TMPUCTPOIO, IO CTBOPIOETHCS
npaiisepom 18042prt mig npuctpoem Device\KeyboardClass0. JlpaiiBep 18042prt
IpecTaBiisie cOO0I0 MporpaMHuii iHTepdenc Uil ToAaBaHHs JOJATKOBOI (DYHKIIIT
o0poOku mepepuBanHs IRQI1 (IsrRoutine), y skiii MoxxHa 3poOUTH aHAII3
OTPUMAaHUX BIJ] KJIaBIaTypH JTaHUX.

AnapartHi KJaBiaTypHi IINUTYHA

Jlo HUX HaexaTh:

— YcraHoBKa MPUCTPOIO CIIOCTEPEKEHHS B PO3PUB Kabero KiaBiaTypu
(HampuKIIaI, IPUCTPIA MOKe OyTH BUKOHAHUN y BUTIIsAA1 Tiepexinuuka USB);

- BOyn0ByBaHHS MPUCTPOIO CIOCTEPEKEHHS B KIIaBlaTypy;

- 34NTYyBaHHS JTaHUX IUIIXOM peecTpanii MOOIYHUX €IeKTPOMArHITHUX
BUMPOMIHIOBaHb 1 HABEJICHB;

— BizyasibHe criocTepexeHHs 3a KIIaBiaTyporo.

AnapaTHi KJaBiaTypHI WIMNUTYHU 3YyCTpidyaroThbcsd HabaraTo piamie, Hix
nporpamMHi. OJHaK MpU MEPEBIPIl OCOOIMBO BIAMOBIJAILHUX KOMIT'HOTEPIB
(HampuKIIa, TUX, [0 BUKOPUCTOBYIOTHCS JIJISl 3A1MCHEHHST 0aHKIBCHKHUX OIepariii)
PO MOKJIMBICTH amapaTHOTO CIIOCTEPEKCHHS 3a KJIaBlaTypHUM BBEICHHSM HE
cIiijg 3a0yBatu.

MeToauKH NOLMIYKY KJIABiaTypHUX IINMIYHIB
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THowyx no cuenamypax. Jlanuii MeTOA HE BIAPI3HAETHCA BiJ THUIIOBUX
METOJMK TOMYKY BipyciB. CHUTHATYpHUH TIONIyK JO3BOJIAE OJHO3HAYHO
i1eHTH(PiKyBaTH  KJIaBlaTypHI IIIUTYHH, NMPU TMPABWIHBHOMY BHOOpI CHUTHATYD
WMOBIPHICTh MOMWJIKH MPAKTHYHO AOPiBHIOE HyM0. OHAK CUTHATYpHUH CKaHEp
3MO’KE€ BUSBIISITH 3a3JaJIeT1ab B1AOMI I ommcaHl B Horo 0asi gaHl 00'€KTH;

Eepucmuuni aneopummu. Ik 0O4E€BUAHO 3 Ha3BU, 1€ METOJUKHU TOILIYKY
KJIaBlaTypHOTO IIMUTyHa IO HOro XapakTepHUX pHcax. EBpUCTHYHUN TOILIyK
HOCUTb MMOBIPHICHMM XapakTep. Sk mokaszaia mpakTHUKa, 1€ METOJ HaOUIbII
e(EeKTUBHUN ISl MOIIYKY KJIaBIaTypHHUX IIMUTYHIB HAWMOIIMPEHIIIOr0 THUITY —
3aCHOBaHMUX Ha mactkax. OgHak momiOH1 METOIMKHU MA0Th 0arato MOMMJIKOBHUX
CIpalbOBYBaHb. ICHYIOTH COTHI O€3MEYHMX TPOrpaM, IO HE € KiIaBlaTypHUMH
MIIUTYHAMH, aji¢ BUKOPUCTOBYIOTh TACTKH JJIS CIIOCTEPSKCHHS 3a KJIaBlaTypHUM
BBOJIOM 1 wMuieto. Halnmommpenimi mnpuxiaau — nporpamu  Punto Switcher,
CIOBHMK Lingvo, mporpamHe 3a0e3leueHHs BiJi MYJIbTUMEIIWHUX KIaBiaTyp 1
MHUIIICH;

Monimopune API ¢@ynxyiu. Jlana Meroaunka 3acHOBaHa Ha IMEPEXOIICHHI
paay (yHKOIA, 1O 3aCTOCOBYIOTHCS KJIABIATYpHUM IIMHUTYHOM — 30Kpema,
bynkmuiin - SetWindowsHookEx, UnhookWindowsHookEx, GetAsyncKeyState,
GetKeyboardState. Buknuk nanux ¢QyHKIIH Oyab-SKUM JOJATKOM JI03BOJISE
BYACHO IMJHATH TPHUBOTY, OJHAK TPOOJEMH UYHCICHHUX IMOMHUJIKOBUX
CIpallbOBYBaHb OyAyTh aHAJOTIYHI METONY 2;

Biocmeowcenns Opatisepis, npoyecié i cepsicie, wWo BUKOPUCHOBYIOMbCSL
cucmemoro. lle yHiBepcanmbHa METOIWKA, IO 3aCTOCOBYETHCS HE TUIBKH MPOTH
KJIaBlaTypHUX MIMUTYHIB a i mpoTH BipyciB. et meTon 3actocoBytoth Kaspersky

Inspector abo Adinf, siki BiC/TIIKOBYIOTh MOSIBY B CUCTEM1 HOBHUX (paiiiiB.

3aBnannsl:
CrBopuTH KiaBlaTYpHUM HIMHUIYH, IO MPH KOXHOMY 3aIlyCKy CTBOPIOE
Gaiin y skuii 3anucye 1arty, iM's KopucTyBaya, Iporpamy, A0 sIKoi e 3BepTaHHA 1

TEeKCT HaOpaHui Ha KiaBlaTypi. A TakOX CTBOPUTH IPOrpamy, 110 3HAXOJUTH Ta
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3HHUIIYE ITF0 IPOTPaMHY 3aKiIanKy. PeanmizyBatu Oyab-sSKUM 3 BUIIE MIEpPEPaXOBAHUX

METO/IIB.

Creranorpadis

Creranorpadisi — 11e Hayka Ipo MPUXOBaHy Nepenady iHpopMarlii IUIsIxoM
30epekeHHsl B TaEMHUIII caMoro ¢akty nepenavi. Ha Bigminy Bia kpunrorpadii,
1[0 MPUXOBYE BMICT CEKPETHOTO MOBIJOMIICHHS, cTeraHorpadis MpUXOBYE came
HOTo ICHYBaHHS.

Hampuxkiami 90-x pokiB BUAUIAIOCS KiUJTbKa HAMNpSAMKIB cTeraHorpadii:
KJIACHYHA, KOMII'IOTepHa Ta uu¢posBa.

Kinbka mpukiaaiB KJIaCUYHOI CTEraHorpadii: BAKOPUCTAHHS «HEBHJIUMHUX)
YOPHWI; 3alUC Ha O14HIM CTOPOHI KOJIOIU KapT, PO3TAllOBAaHUX Y JOMOBJIECHOMY
MOPSIAKY; «KaproHHi Mmupu», A€ CIOBa MalOTh 1HIIE OOYMOBJICHE 3HAYCHHS;
TpadapeTtu, sKi Oyaydd MOKIAJEHUMHU Ha TEKCT, 3aIMIIAIOTh BUANMHUMH TUTBKU
3HauyII OyKBH; By3JIMKU HA HUTKAX 1 T.J.

KoMmn'torepna creranorpagisi — HanpsIMOK ~ KJIaCMYHOI ~ cTeraHorpadii,
3aCHOBAaHMM Ha  OCOOJIMBOCTSX  Komm'toTepHoi matdopmu. [lpuknagu:
creranorpadiuna ¢ainoBa cucrema StegFS nns Linux, nmpuxoBaHHS TaHUX Yy
HEBUKOPHUCTOBYBAaHUX 00yacTax ¢opmatiB (aiiyiiB, migMiHa CUMBOIIB Yy Ha3Bax
(aiiniB, TeKCTOBA cTeraHorpadis i T.1I.

HudpoBa  creranorpadisi — HanpsAMOK  KJIACHMYHOI  CTeraHorpadii,
3aCHOBAaHMI Ha MPUXOBaHHI a00 BOYIOBYBaHHI J0JATKOBOI iHGOpMaIii B IIudpoBi
o0'ekTH. AJie, sIK MPaBUIIO, JIaHI 00'€EKTH € MyJIbTUME1a-00'ekTaMu (300paKeHHS,
BiZieo, aymio, Tekctypu 3D-o0'ektiB). Ilpu 1mpomy daiiam  3BUYAHO
CIIOTBOPIOIOTKCS, aJieé TaKi CIOTBOPEHHS MepeOyBarOTh HUKYE MOPOra UyTIIHBOCTI
CEepeAHbOCTATUCTUYHOI JTIOJIMHUA 1 HE MPUBOIATH 10 MOMITHUX 3MiH IIUX O0'€KTIB.
Kpim Toro B omudpoBaHux o0'ekTax, IO CIOKOHBIYHO MalOTh aHaJIOrOBY

PUPOY, 1 TAK 3aBXKIH € IPUCYTHIM IIIyM.
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3acrocyBaHHs HUGpPoBoi cTeraHorpadii

[udposa creranorpadis sk Hayka HapoAuaacs OyKBaJbHO B OCTaHHI POKH.
Bona micTuTh y 001 HACTyIH1 HAIIPSMKH:

1) BOynoByBanHS iHMOpMAIIii 3 METOIO ii MPUXOBAHOI Iepeaayi;

2) BOynoByBaHHs U poBux BojsHUX 3HaKiB (L|B3) (watermarking);

3) BOynoByBaHHS 1neHTUDIKaiiHUX HOMEPIB (fingerprinting);

4) BOyZoByBaHHS 3aroJIOBKiB (captioning).

Hait6inpm MOIITUPEHU I JeranbHuN HaIpsIMOK cTeraHorpadii —
BOyZI0ByBaHHS HU(POBUX BOASHUX 3HAKIB, II0 € OCHOBOIO JJII CUCTEM 3aXHUCTy
aBTOPCKUX TpaB. MeETOau IIhbOTO HAMPSMKY CIPSMOBaHI Ha BOYJIOBYBaHHS
MPUXOBAHUX MapKepiB, CTIMKUX JO PI3HUX CIOTBOPEHb KOHTEHHepa (apXiBalli,
aTak 3JIOBMUCHHUKIB TOIO). BOygoByBaTHCS MOXE $IK TEKCT, TaK 1 MaJIFOHOK
HEBEJIMKOT'O PO3MIpY.

AJITOPUTMH

ITo cnocoby BOyaoByBaHHS iH(GOpMAIlli CTETOAITOPUTMUA MOYXKHA PO3IUTUTH
Ha JIHIIHI (aAUTUBHI), HETIHINAHI Ta 1HIII.

Haii01np11 BIZOMUMY MPEICTAaBHUKAMU MPAMMAX METOIIB €:

— LSB-metonu (Least Significant Bits);

— Mertoau Mmoaudikalii manTpH.

Heuniniini:

— nuckpeTHe kocuHyc-nepetBopenns ([AKII);

— BEUBJIET-TIEPETBOPEHHS,

— JHUCKpeTHE nepeTrBopeHHs Dyp’e;

— nepetBopeHHs KapyneHna-Jloesa;

— CHHTYJISIpHE PO3KJIaIaHHS.

Jlo IHIIMX BIJHOCHUTBCS HAIPHUKIAL METOJ Ha OCHOBI (PpaKTaabHOIO
NEPETBOPEHHS.

Meton LSB

LSB (Least Significant Bit, nHaiiMmeHmuii 3Ha4yImmid OIT) — CyTh I[OTO

METO/AY MOJISATa€E B 3aMiHI OCTAaHHIX 3HAYYLIMX OITIB y KOHTEWHepl (300paxKeHH,
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ayaio- 4u Bijmeo3amuci) Ha OITH NPUXOBYBAHOTO TOBIIOMJICHHA. Pi3HHIS Mix
MOPO’KHIM 1 3alIOBHEHUM KOHTEWHEpaMmH MOBMHHA OyTH HE BiIUyTHA JAJISl OPTaHiB
CHPUUHATTS JIOAVHU.

Metonu LSB € HecTiiikuMu 710 BCiX BHJIIB aTaK 1 MOXKYTh OyTH BUKOPUCTaH1
TIIBKM TPU BIJICYTHOCTI IIyMy B KaHall mepefadi JaHux. Takok HasiBHICTb
OPUXOBAaHOI'O  TOBIJOMJIEHHS  JIETKO  BUSBUTH.  BUSBIEHHS  Takoro
CTETOIOBIIOMJICHHS 3IHCHIOETHCS 10 aHOMAIBHUX XaPAKTEPUCTUKAX PO3MOILTY
3HAYEHb J1alla30Hy MOJIOAIIMX O1TIB udpoBOro curnany (puc. 1).

Bci meTonu LSB sBASIFOTECS SIK TIPaBUIIO QU THBHUMMU.

+ NMpUXoOBaHWM TEKCT =

l-—ﬂ\-:m;.

BitoBHIT 3p13 10 BITOBHIT 3p173 MICIIA

Pucynok 1 — Burmsn 6itoBoro 3pisy daitny no Ta micias BIyOOBYyBaHHS

TEKCTOBOTO MOBiAOMIIEHHS MeToioM LSB

Haiinerme nanuii MeTo 1 3aCTOCOBYBATH AJis1 .bmp Gaiiis.
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®opmat bmp (Bix cniB BitMap — GiToBa kapTa, 01TOBHI MacuB) — OAMH 3
pactpoBux (opMatiB omepariiinoi cuctemu WIindows, sikuii 3amam'siTOBye OJHO- i

0araTokoabopoBi (RGB) 306pakenns y hopmi Pixel.

Crpykrypa BMP-daiiny

Im's Hosxuna | 3cyB | Onuc

3arosoBok ¢aiiny pacrposoi rpagiku (BitMapFileHeader) (14 0aiir)

Type 2 0 Curnarypa ( Kog 4D42h — byksu 'BM")
Size 4 2 Po3mip daitry

Reserved 1 2 6 3ape3epBOBaHO

Reserved 2 2 8 3ape3epBOBaHO

OffsetBits 4 10 | Micue3HaxoKeHHS JaHUX PacTPOBOTO

MaCHuBa

Indopmaniiinmii 3arosioBok pacrposoro macusa (BitMaplInfoHeader) (40

0aiiT)

Size 4 14 | JloBxkHMHA IILOTO 3aroJ0BKa

Width 4 18 | llImpuna 300pakeHHs (B TKCESIX)

Height 4 22 | Bucota 300paykeHHS (B MIKCEIAX )

Planes 2 26 | Yucno miomuH

BitCount 2 28 | ['mubuHa xombopy, OIT/MiKCEh

Compression 4 30 | Tun KOMIIpecii (0 — HecTHucHyTE
300pakeHHs!)

Sizelmage 4 34 | Po3wmip 300pakeHHs, OalT

XpelsPerMeter |4 38 | ['opu3oHTANIBHE PO3PIIICHHS,
MiKCeIb/METP

YpelsPerMeter |4 42 BeprtukanbHe po3pilieHHs, MiKCeIb/MeTp
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ColorsUsed 4 46 | Unucno KoJIbOpiB, 1110 BUKOPHCTOBYIOTHCS

Colorsimportant | 4 50 | Yucao OCHOBHHX KOJBPIB

Taboanusa xouabpiB (ColorTable) (moB:xuna 3miHwerbest Bix 8 mo 1024

0air)

ColorTable 4*N X namirtpa (256 ejeMeHTiB 1Mo 4 OaiTHB 115

256-K0JI5pOBOTO 300paKEHHS )

Jani 300pa:xenns (BitMap Array)

Image Size X 300pakeHHsl, 3alucane Mo psjiKax 3 JiiBa

Ha TPABO 1 3HU3Y Bropy

BAXKJINBO!

1. 300paxkeHHs1 30epiraeTbCsi MOPSAKOBO 3HU3Y-Bropy. s 30epexeHHs
KOXXHOTO psKAa BUIUISEThCA KpaTHa 4 KUIBKICTh OailiT. Y He3Hayammx OaiTax
30epiraerbest cMitTs. Crapmomy OiTy a0o TeTpaai BIJIMOBIIAE CaMHU JTIBUH
MIKCEJb.

2. He Bci ¢aitnu BMP matote Taky crpykrypy. Hanpuxnan, daiian BMP i3
rmbuHoto 16 1 24 Oir/mikcens HE MalOTh TAaOMUIL KOJBPIB; Y IuX (aitnax
3HAYCHHS TMIKCENIB PacTPOBOTO MacHBY O€3MOCEpEeHbO XaPAKTEPHU3YIOTh
3HaueHHs KoJibpiB RGB.

IIpu 36epiranni 300paxenHss True Color KO)KHOMY MIKCEIIO BIJMOBIIAIOThH
TpH NOCIAOBH1 OalTH, 110 30epiratoTh ckiaaoBi koasopu B, G, R; (He R, G, B).

Enement mamitpu sBiIs€ OO0 YOTHUPHOXOANTOBUN 3amuC (CTPYKTYpPY). Y
i CTPYKTypl 30epiraroTbes ckianoBi R-uepBonoro, G-zeneHoro ta B-cuHbOro
KoabopiB. OnuH OalT 3ape3epBoBaHuil. [lamiTpa Moxke il HE BUKOPHUCTOBYBATHUCH,
Harpukiaza B True Color.

CrtpykTypa ejaeMeHTa MaliTpu:
typedef struct tagRGBQUAD
{

char rgbBlue;
char rgbGreen;
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char rgbRed,;
char rgbReserved,;
} RGBQUAD,;

V moni TN CTHCHEHHS MOYKE CTOSTH:
0 — CTUCHEHHS HE BUKOPUCTOBYETHCS
1 — RLES ctucuenns (1151 256-TH KOJIbOPOBOTO 300paskeHH)

2 — RLE4 ctucHenns (s 16-Tu KOJIbOPOBOTO 300paKEHHS )

VY nomi I'mnduna KoJIbOpY:
1 — yopHO-611€ 300pasKeHHS
4 — 16-TH KOTHOPOBE
8 — 256-T1 KOJILOPOBE

24 — True Color

typedef unsigned long DWORD; // Ilongitine ciioBo — 32 0iTu (po3psiau)
typedef unsigned int WORD; I/l CrioBo — 16 GiTiB (po3psaiB)
typedef signed long LONG;
typedef unsigned int UINT,;
// 3aronoBok (aitiry
typedef struct tagBITMAPFILEHEADER
{
UINT bfType; I/ 'BM' = 4D42h
DWORD bfSize;
UINT bfReservedl,;
UINT bfReserved2;
DWORD bfOffBits; // 3cyB o pactpa
} BITMAPFILEHEADER;

// 3aronoBok Bitmap
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typedef struct tagBITMAPINFOHEADER
{
DWORD biSize;
LONG biWidth;
LONG biHeight;
WORD biPlanes;
WORD biBitCount;
DWORD biCompression;
DWORD biSizelmage;
LONG biXPelsPerMeter;
LONG biYPelsPerMeter;
DWORD biClrUsed;
DWORD biClrImportant;
} BITMAPINFOHEADER;

3aBaanHsa2:
Po3pobutu mnporpamy, sika peanizye wmeton cteranHorpadii LSB s
300paxkenb ¢opmary .bmp. [Iporpama mnoBuHHa BOYIOBYBaTM Ta BWIy4YaTH

IIPUXOBAHC HOBiI[OMJ'IeHHH.
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