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Software is an indispensable part of the implementation for most of information 

security systems. However, software testing is absolutely necessary for its 

implementation process, which is aimed at checking compliance of all the derived 

characteristics, properties, as well as of the expected system behavior. This is 

particularly regulated by international standard ISO/IEC 12207 [1], according to 

which the final stage of the software implementation is qualified testing. Thus, 

testing at the system level is an essential process of implementing information 

security systems software. 

The standard [1] focuses on proper documenting all the software life cycle 

processes by developers, including qualified testing. It is possible to make through 

the implementation of test suites – formally written sets of test cases, test design of 

which is carried out according to the defined quality criteria and testing purposes [2, 

3]. The analysis results of the structure and characteristics of all the test cases are 

presented in [4]. 

In practice, there appears a number of difficulties [4, 5] when creating test cases. 

They reduce the quality of the test cases, as well as of the qualified test process in 

general. Thus, there is an actual scientific and practical evaluation of each test case 

created to ensure the test suite quality and the effectiveness of the information 

security systems software testing. 

For the solution of the formulated problem a method of test cases is suggested, it 

is based on the logic algebra and fuzzy multiple approach. Its essence is as follows: 

for Boolean evaluation TC
iQ  checking for compliance with accepted requirements 

of each attribute is performed for each i -test case, namely a set of assessments 

aTC
iq  is formed, which is represented by the following Boolean elements: Test 

Case ID aTC
iq 1, , Summary aTC

iq 2, , Author aTC
iq 3, , Preliminary Steps aTC

iq 4, , Test 

Steps aTC
iq 5, , Expected Result aTC

iq 6, , Test Result aTC
iq 6, , Implementer aTC

iq 7, , 

PostConditions aTC
iq 8,  etc. Herewith, the requirements to the aTC

iq 4, , aTC
iq 5, , aTC

iq 6,  

detalization of attributes are suggested to be assessed for the criteria eligibility [4] by 

the method [5]. Thus, given that the structure of test cases may be different, for 

getting TC
iQ  ratings aTC

jiq , conjunction is executed:  

∏=

=

n

j

aTC
ji

TC
i qQ

1
, , 

where n  is the number of attributes of each test case, aTC
i

aTC
ji qq ∈, .   



The 7th International Scientific Conference «ITSEC»                          May, 16-18           2017  

~ 49 ~ 

Respectively, a separate test suite assessment is performed: 
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where k is the cardinal number TC
iQ . 

Thus, the method, the application of which during the implementation of test 

suites for qualified information security systems software testing ensures the quality 

test cases control, is suggested, and as a result, the efficiency of testing of 

information security systems software by QA-engineers. This is particularly 

important due to the fact that the elimination of errors in the implementation stage, 

as well as in subsequent stages of the software life cycle requires ten times more 

resources [6].  

Therefore, the application of the proposed method of the evaluation of test suites 

for information security systems software testing will reduce the cost of software 

products, complexity of IT projects and will provide a significant increase in the 

quality of test documentation and QA-engineers work efficiency. 

Further research is to be provided to develop the methods of implementation of 

the proposed method in the information security software life cycle, as well as the 

implementation of software tools for the practical realization of the quality control 

of the test suites created during the implementation of an IT project. 
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