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Pesynmprar  poOoTm — mporpamMHa  peaimizaiisi  CHCTeMH  KiOepOesmeku
3aXMIINEHOTO JOKYMEHTOO00ITY 3 BUKOpHCTaHHAM 1HCTpYKLi AES mporecopa Intel
CORE 19-13900K S1700.

B mpomeci pobotu Haj mporpaMHOI0 MOJEJUII0 BUKOHAHO aHami3 1CHYIOUHX
amapaTHUX Ta MpPOrpaMHUX 3aco0iB. B TmoOBHIN Mipi ommcaHi BCl KOMIIOHEHTH
PO3pO0IECHOTO MPOTPAMHOTO 3a0e3MEYCHHSI.

Po3po6neno 3pyunnii intepdeiic kopuctyBaua. HaBeaeni iHCTpyKIIii o po6oTi
3 MPOTPAMHUMU 3aCO0AMHU.

[Tporpama moxxe BukopuctoByBatucs Ha [IEOM 3 OC Windows 10/11.

[Iporpamy po3pobiieno B cepenonuiii RAD Studio Delphi 10.4.
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ABSTRACT

Bosenko D.S. Secure document management cyber security system
software using Intel CORE 19-13900K S1700 processor AES instructions. 125
Cyber security. Central Ukrainian National Technical University.
Kropyvnytskyi. 2024.

In this graduation thesis for the first (bachelor) level of higher education,
software is developed, which is intended for the cyber security system of protected
document circulation using the AES instructions of the Intel CORE 19-13900K S1700
processor.

The purpose of the development is the software of the cyber security system
of the protected document flow using the AES instructions of the Intel CORE I19-
13900K S1700 processor.

The result of the work is the software implementation of the cyber security
system of protected document circulation using the AES instructions of the Intel
CORE I9-13900K S1700 processor.

In the process of working on the software model, an analysis of existing
hardware and software was performed. All components of the developed software are
fully described.

A convenient user interface has been developed. Instructions for working with
software tools are provided.

The program can be used on a PC with Windows 10/11 OS.

The program was developed in the RAD Studio Delphi 10.4 environment.

Keywords: cyber security, document management, AES Intel CORE 19-
13900K S1700
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BCTYII

AKTyaJbHicTh TeMu. CydyacHl OpraHi3ailiiiHi CHCTeMH YacTillle 3aCTOCOBYIOTh
CJIEKTPOHHUM JTOKyMEHTOOOIT, 10 CTaB OOOB'I3KOBHM €JIEMEHTOM 1H(QPACTPYKTypH
1HQOpMaIITHUX TEXHOJIOTIH. 3aBASKH €JIEKTPOHHOMY JTIOKYMEHTOOOITY IiIBUIIYEThCS
e(eKTUBHICTh AISUIbHICTh MPOMHUCIOBUX MIANPUEMCTB 1 KOMEPIIHHUX KOMMaHid, a B
JIep’KaBHUX YyCTAHOBaX TMPOCTIIIE BHUPINIYIOTHCS 3aBlIaHHS B3a€EMOJIi HACETICHHS,
MDKBIZIOMYO1 B3a€MO/II 1 BHYTPIITHROTO KEPYBaHHS.

Ane pocuTh dYacto, iHGoOpMallid sIKa HUPKYJIIOE y CHCTEMI EJIEKTPOHHOTO
JIOKYMEHTOO00ITy TmoTpedye 3axucty. Tomy y nmaHoMmy OaKaJlaBPChKOMY IPOEKTI
NPOMOHYETHCS 3aXHINATH 110 1H(opmartito 3 Bukopuctanusm komanna Intel CORE 19-
13900K S1700.

Intel CORE 19-13900K S1700 — ie HoBui HaOip komaHj mUA(pyBaHHS, IO
nominurye anroput™ Advanced Encryption Standard (AES) 1 npuckoproe muppyBaHHs
naHux y npouecopax Intel® Xeon® 1 mpouecopax Intel® Core™.,

Intel CORE 19-13900K S1700 mictuth y co0i ciM HOBHX KOMaH] 1 3a0e3meuye
Olnple MIBUAKANA 1 JOCTYNHHM 3aXMCT JaHUX 1 OLIbLIE BUCOKHI pIBEHb O€3IEKH,
CIIPUSAIOYM TOMMUPEHHIO udpyBaHHs Ha HOBI 0o0nacTi IT-cepenopuia.

HIudpyBanHs 4acTo peKOMEHAYIOTh SIK KPAIIMi CIIOCIO 3aXUCTy BaXJIUBHUX IS
Oi3Hecy naHux, a craHfapT AES HaliOunplne MIMPOKO 3aCTOCOBYETHCS IS 3aXUCTY
MepexHoro Tpadiky, ocoOucTux gaHux 1 kopriopatuBHuX [T-iHppacTpykTyp.

3aBAsSKH OCTaHHIM JOCATHEHHSM B 00JIacTi XMapHHX OOYHCICHB OCOOMCTA
BOXJIMBaA JJIsg Oi3Hecy iHdopMallis BUXOIUTHh 3a Mexi Tpamumiinux IT-cepenosui,
TOMY OCOOJIMBY POJIb 3700yBarOTh IMIUPOKO BHUKOPUCTOBYBaHI ¥ O€3IE€UHI CTaHAApTU
mmdpyBanHs, Taki Ak AES, 1 Mexanizmu npuckopenns, Taki sk Intel CORE 19-13900K

S1700.

ApK.
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Mera ii 3aBaaHHsI 10cJigxeHHsa. MeTor poOOTH € mporpamMHe 3a0e3rneueHHs
cuUcTeMH KiOepOe3meKku 3aXUIIEHOTO JOKYMEHTOOOIry 3 BUKOPUCTAHHSIM 1HCTPYKIIIH
AES npornecopa Intel CORE 19-13900K S1700.

JIiss MOCSTHEHHS TIOCTaBJICHOI METH BH3HAa4YeHa MporpamMa JOCIHiHKCHHS, IO
CKJIA/IA€THCS 3 HACTYITHUX 3aBJaHb:

— Orsig iCHYIOUHX CHUCTEM 3aXHUIICHOTO JOKYMEHTOOOIry 3 BUKOPHCTaHHSIM
iHcTpykuid AES npornecopa Intel CORE 19-13900K S1700.

— JlocoimpkeHHsT cuUCTeMH KiOepOe3NeKH 3axUIIEHOro JIOKYMEHTOOOIry 3
BUKOpHUCTaHHAM 1HCTpYKIIK AES mporecopa Intel CORE 19-13900K S1700.

— IIporpamna peasizaiiis cucteMu Ki0epOe3neKu 3axXUIeHOr0 JOKYMEHTO00ITy
3 BuKopucta"HsaM 1HCTpyKIiid AES npouecopa Intel CORE 19-13900K S1700.

IIpakTHyHAa WiHHICTL OTPUMAHMX Ppe3yJbTATIB TONATAE B TOMY, IO
pO3pO0JICHI aNTOPUTMHU JIO3BOJISIIOTH YCHINIHO BUPINIYBATH 3a7adi 3aXHINEHOTO
JIOKYMEHTOO00ITy 3 BUKOpuUCTaHHsAIM 1HCTpYyKIiK AES mpormecopa Intel CORE I19-
13900K S1700.

TakuM 9MHOM, BUXOJSYM 3 BHILIEIEPEPAXOBAHOTO, MPOTpaMHE 3a0e3MeUCHHS
CHUCTEMH KiOepOe3NeKHu 3aXMIINEHOTO JTOKYMEHTOOOIrY 3 BUKOPHCTAaHHSAM 1HCTPYKIIIN
AES mporecopa Intel CORE [9-13900K S1700, € akTyansHOIO 3a1a49€r0, sika moTpedye
BUPIIICHHS y JaHIA BUITYCKHII KBamiikamiitHii poboTi 3a nepmumM (O6akagsaBpChbKUM)

piBHEM BUIIIOi OCBITH.

ApPK.
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1 IPU3HAYEHHA TA OBJIACTD BUKOPUCTAHHA

1.1 Ilpu3HA4YeHHA CUCTEMU

[Ipu3HaueHHAM CHCTEMH € 3aXHCT 1H(popmalli 3 BUKOPUCTAHHSAM 1HCTPYKIIIN
npouecopa Intel CORE 19-13900K S1700.

AES € motounum craHmapToM mu(pyBaHHSA, BUKOPHUCTOBYBAHUM YPSIOM
CIIA, 1 BiH mpuiIIOB Ha 3MiHY MONEPEAHLOMY cTaHAapTy, nmoTpiitHomy DES, mio
BUKOPHCTOBYBAaB CTaHAApTHHHA 56-bit kimrou. AES Moke BUKOPHCTOBYBaTH KIIOUi
PI3HOT JTOBXKHWHU, sIKI XapakTepusyroThes sk AES-128, AES-192 1 AES-256. 3anexHo
BiJl JOBXHHH KII04a MOxe Oytu no0 14 mukimiB TpaHchopmariii, HEoOXigHOT s
CTBOPEHHS KIHIIEBOTO 3alIM(PPOBAHOTO TEKCTY.

AES Takox Mae KuUIbKa pexXuMiB POOOTH:

— electronic codebook (ECB);

— cipher block chaining (CBC);

— counter (CTR);

— cipher feedback (CFB);

— output feedback (OFB).

Jlanmoxkoxk ~ 3ammdpoBannx  O6mokiB  (Cipher  block  chaining) €
HANTMOUIUPEHIIIUM PEKUMOM, OCKUIBKU BiH HaJla€e MPUUHATHUNA piBeHb OE3MEKU U HE
HiJAaHUN ypa3IuBOCTI CTATUCTUYHUX aTak.

OcHOBHOIO TIPOOJIEMOIO 3 TAaKUMHU MPOCYHYTUMH METOJaMu IUGPYyBaHHS, SK
AES 3 CBC € Te, m0 BOHU CIOXXHBaIOTh O6arato pecypciB npoiecopa. Lle ocobmuBo
CTOCYEThCS CEpBEpIB, ajle MOXKE CTBOPIOBATH MNpoONeMH W JUisl 3aBaHTAKEHUX
KIIIEHTCHKUX CHCTEM, OCKIJTbKH Ha HUX yYCTAHOBIIOIOTHCS MEHIN TOTYXHI MPOIIECOPH.
[le o3Hauae, 1m0 B MOKETE€ BUSBUTHUCS Iepe] BUOOPOM: Oilbllle BUCOKHHA CTYIMiHb
3aXMCTy TPOTH BHUCOKOTO PIBHS MPOTYKTUBHOCTI Bamioi cuctemu. L{s cutyarriss Moxe

OyTH HACTIILKHU MPOOJIEeMAaTHYHOI HA CTOPOHI cepBepa, M0 TaKl CIOCcCOOM 00XOIy IUX
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npobnem, sik SSL ab6o IPsec kapTu po3BaHTaKEHHS (KapTH pPO3BaHTAKECHHS
mu(pyBaHHS) BUKOPUCTOBYIOTHCS JJIsl 3HUKCHHSI PIBHS HaBaHTA)KEHHS HA MPOLECOp 1
JIO3BOJIAIOTH TMPOLIECOPY BUKOHYBATH # 1HIIY POOOTY KpIM CTBOPEHHS CEaHCIB 1
mudpyBaHHS.

[IpobGiiema 3 kapTamu 110 AOJIAIOTHCS, MOJISATAE B TOMY, III0 BOHU 3aJiekaTh BiJl
JOJIaTKIB 1 MOXYTh HE MpallOBaTH, 3aJIEKHO BiJ TOTO, JUIS SKUX IIJEH BU XOuyeTe
BUKOpUCTOBYBaTH iX. Ham moTpiOHO 3aranpHe pillleHHs, 0 OyJe MpaloBaTH y BCIX
cuenapisx muppyBanus AES, mo6 He motpiOHO Oyn0 poOUTH HIYOTO CIEIATBLHO IS
PO3BAHTAKEHHS 3aBlaHHs MHUGPYBaHHS IEHTpalbHOTO mpouecopa. Ham moTpibHo
pimenHs 'plug and play', mo 6yno 6 yoynosane B OC 1 MAaTepHHCHKY IJIaTy.

Ha macts, cranaapt mmdpyBanus AES mupoko 3aCTOCOBYEThCS ISl 3aXUCTY
MEpPEKHOro Tpadiky, 0COOMCTHX AaHUX 1 KoprnopatuBHUX [T-iH(ppacTpykTyp 1 Habip
Intel CORE 19-13900K S1700 mokHa BUKOpPUCTOBYBATH st mpuckopeHHs AES-
mudpyBandsa. [Ipy BUKOpUCTaHHI TaKWX HaAIMHHX, JAOCTYITHUX 1 THYYKHX PIllIEHb
Habip komanpg Intel CORE 19-13900K S1700 Mmoke DOMOMOTTH MiANPUEMCTBY

BHUIICPCIKATHU 3pOCTaIO‘{i IIoTrpo3Hu.

1.2 ObaacThb 3acTOCYBaHHA

OO6macTio 3aCTOCYBaHHS € CUCTEMHU €JIEKTPOHHOTO TOKYyMEHTO00Iry. I3 camoro
MOYaTKy, CUCTEMa CJIEKTPOHHOTO JOKYMEHTOOOITY pO3Tisaanacs sSK Mepiui KpoK 10
aBTOMaTu3allii 3aBJaHb CTAaHJAPTHOTO BUPOOHUIITBA, aJie Mi3HIMIC OXOMMJIO OiJbIIe
IMIMPOKUH CTIEKTp pimieHb. ChOTO/IHI €IEKTPOHHE IJIOBOJCTBO CTA€E HOPMOIO.

JlaBaiiTe pO3MIISHEMO OCHOBHI KpHTEpii, SKi JOMOMOXYTh IPOAHAi3yBaTH
MOXJIMBOCTI PI3HMX pillleHb, a caM€ 3 IMOIJISAAYy TEeXHIYHOI peaiizaiii OyJb-sKOTo
3aBJaHHS CUCTEMH €JICKTPOHHOTO JOKYMEHTOOOITY:

— Peectpartist Ha caiiTi i oJanbpIle YBeIeHHS JOKYMEHTIB.

— besnocepents podoTa 3 JOKyMEHTaMH.

— KonTtpons 1 kepyBanHs motokamu pooiT « Workflow.

ApPK.
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— IMomyk 1H¢popmariii 1 ii aHami3.

— 3abe3neyeHHs iHPOpMAIIIITHOT Oe3MeKH.

— HaniitHa miaTpuMka 10KyMEHTOOOIry.

— CTaHI[apTHa CUCTCMA HaJIaIITyBAHH:.

Takum 9YMHOM, BHUXOISYHM 3 BHILEMEPEPAXOBAHOTO, MpPOTpaMHE 3a0e3MeUCHHS

CHUCTEMH KiOepOe3NeKHu 3aXMIINEHOTO0 JOKYMEHTOOOIrY 3 BUKOPHCTAHHSM 1HCTPYKIIIN

AES mporecopa Intel CORE 19-13900K S1700, € akTyansHOIO 3aa4€r0, sika moTpedye

BUPIIICHHS y JaHii BUIYCKHIA KBamiQikamiiHiii poOoTi 3a nepmum (6aKazaBpChKIM)

pPIBHEM BHIIIOi OCBITH.

B,

Apx.

Mo QoKym.

ITionuc

Jama
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2 IEPEIJIAA AHAJIOTTYHHUX ICHYIOUYUX CUCTEM

2.1 Orasix icHYIOYHMX CHCTEM, TEXHOJIOTI, ApXiTEKTYpP, NPOrPAMHUX PillleHb
3a  mnpodiseM TeMHM BHIYCKHOI KBaJgiikauiiiHoi podoTH 3a mNepIHM

(0akasiaBpCcHLKHUM) PiBHEM BHIIOI OCBITH

BPCord (Business Process Coordinator)

BPCord (Business Process Coordinator) —1me web-based mpoaykT HOBOro
MOKOMHHS, ToOymoBanwii Ha mpuHIUnax Service Oriented Architecture (SOA),
OpU3HAYeHUM  JJIs1  KepyBaHHS  Oi3Hec-mpouecaMu ¥ 1OOYyAOBM  THYYKHX,
MacIITabOBaHMX, MPOLIECHO-OPIEHTOBaHMUX 1HPOpMaIliitHux crucreM kommaniid. BPCord
craButhbest 10 kiacy Human Centric Business Process Management System (BPM),
iHO1 TakoX HasuBaHMX Human Interaction Management System (HIMS).

BPCord —nie wagiiitna mnmatdopma i e€PEeKTUBHOTO KepyBaHHS Oi3HeC-
MpollecaMH, JIETKO BIPOBAKYEThCS, IIBUIKO IHTEIPYyeThbCs y Bxke icHytouy IT-
1HQpaCTpYyKTYypy, CHOpHUsS€ TIIBUIICHHIO KEPOBAHOCTI KOMIIaHI€ED U 3abesneuye
KopoTkuil ctpok ROI.

Tunosi pe3ynbraty BipoBapkeHHs: Business Process Management System:

— 301IbIIIEHHS €()eKTHBHOCTI.

— 301IbIIIEHHS IKOCTI Ha/IaBaHUX CEPBICIB.

— 3MeHIIIeHHs Yacy BUKOHAHHS MPOIIECIB.

— Kontpons Butpar.

— [linTpuMKa opranizaiiiHux 3MiH.

— Pamionansae Bukopuctanus IT 1 iHppacTpyKTypH.

BPCord v.2.1 migTpuMye TOBHHMM JKHTTEBUH LHKJI Oi3HEC-TPOIIECIB

(MpoeKTyBaHHS, BIPOBAKEHHS, BAKOHAHHS, MOHITOPUHT, TIOJIIIIECHHS).
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BPCord no3Bojise aBTOMATHM3yBaTH BHKOHAaHHS Oi13HEC-TIPOLIECIB 1 Hajaae
KOpHCTyBauaM 3ac00M KepyBaHHSA I MOHITOPUHIY Oi3HEC-IIPOIECIB MPOTITOM YChOTO
AKUTTEBOTO ITUKITY.

Ki1t04u0Bi MOXKIIMBOCTI:

— 100% web-based inTepdeiic;

— eIMHUN 1HGOPMAIIHHUKN TPOCTIp KEpyBaHHS O13HEC-TIPOIIECaMu;

—3py4yHHuil 1 mpoctuil rpadiuHmii iHTepdelc 3a MPHUHIMIIOM €JUHOI TOYKU
BXO/1Y;

—3aco0y onucy ¥ KepyBaHHsI O13HEC-TIPOIIECaAMU;

— HaJIAIITYBAaHHS W aBTOMAaTUYHUN KOHTPOJb O13HEC-TTPaBUI;

— 3aco0y KOMYHiKallii (CHCTeMa OMOBIIICHHS, BHYTPIIIHI TTOBIIOMJICHHS ),

— KepyBaHHs JOKyMEHTaMH: CTpyKTypoBaHUMH (XML) 1 HECTpYKTYypOBaHUMU
(Word, Excel, PDF i 1.1.);

— MOXJIMBICTh OJHOYACHOI POOOTH [IEKIJIBKOX KOPHUCTYBadiB HaJ OJIHUM
JIOKyMEHTOM,;

— MOTY>KHUH 1HCTPYMEHT MOHITOPUHTY peati3aliii 013Hec-TpoIeCiB;

—3aco0u Uil 1HTerpauii CUCTeM, BUKOPUCTOBYBAHUX ISl BUKOHAHHS PI3HUX
O13HEC-TPOIECIB.

IncTpymenTH i KOHUENIil

BPCord — e moTtyxHuuii 1 Jerkuii B OCBO€HHI Halip I1HCTPYMEHTIB s
NpOEKTyBaHHS O13HEC-MPOILECiB 1 opraHizanii eeKTUBHOT KOMYHIKallii CiBpOOITHUKIB
y X0l IXHbOT'O BUKOHAHHS:

—Ilincucrema BPCord Portal 3a0e3neuye eanHy TOYKYy BXOAYy W THYYKI
yHi(pikoBaH1 1HTepdeiicu KiHeBuX KopucTyBadiB (Ha 0a3i konmenilii BPCord Unified
User Interface) nns inimanii, KepyBaHHs ¥ BHKOHAHHS Oi13HEC-TIPOIECIB 1 3aBIaHb
KOMIIaHii.

— [lincucrema kepyBaHHs Oi3HEC-TIpoliecaMu 1 3aBJaHHSIMU:
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BPCord Human Process Model 3a6e3neuye:

—3acobu TMPOEKTYBaHHA CXEM TIPOIECIB 3 MOXJIMBICTIO BUKOPHCTAHHS
HaWOUTBII MIAXOAAIIOT Mojei. Y pO3MOPS/KEHHI JBa Bi3yallbHUX JH3alHEpH:
Workflow Designer i Project Designer.

— [HCTpyMEHT KOHCTPYIOBaHHSA SIK 3aBFOJHO CKJIQJHHUX TpoOIeciB Ha 0a3i
BPCord Composite Process Model.

— Peamizamito konnenmii Human Process Life Cycle, mo mae MOXIuBICTH
YIPABJISITH 3MIHAMH B TIPOTIecax 1 HaJa€ KOIITA KOMYHIKAIlli MEHEKEPiB 1 BUKOHABIIIB
y X0/l poOIT HaJl €K3EMILIIPOM IPOIIECY.

BPCord Human Task Model 3a0e3neuye mOBHOIIIHHE KEpyBaHHS >KUTTEBUM
koM Human Task 1 Hamae moTykH1 KOIITH KOMYHIKAIlii y X011 BUKOHAHHS 3aBJIaHb.

BPCord Multi-Matrix 3abe3nedye (yHKIIOHYBaHHS MaTPUYHOI CHUCTEMH
KEepyBaHHS:

[TinTpumye:

— (yHKIIIOHATILHY OpTaHi3aIliiHy CTPYKTYpy ¥ pO3MEKYBaHHS TI0CAIOBUX
MMOBHOBa)XEHB CITIBPOOITHHKIB,

— aBTOMaTU4YHEe (POPMYBaHHS TMPOIECHUX CTPYKTYp — IIUIBOBUX  KOMAaH]I
CHiBpOOITHUKIB (BUKOHABIIIB MPOTIECIB);

— lepapXxito LUIeH 1 HAPSIMKIB JTIsJIBHOCT1I KOMIIaHI1.

KoHnTtpomtoe B3aemomisi pyHKITIOHATHHOTO ¥ MPOIIECHOTO TIOTOKY KePyBaHHHI.

[Tincucrema BPCord Documents, moOynoBana Ha 6a3i konternitii BPCord Task
Centric Application, mo3Bosisie TmpaioBatu sk 3 HecTpykTtypoBanumu (Word, Excel,
PDF 1 T.1.), Tak 1 31 ctpykrypoBanumu (XML) noxymentamu. Illupokuii HaOip

byHKII1H 3a0e31euye KepyBaHHS:

KUTTEBUM LIUKIIOM JOKYMEHTIB;

— BepCiAMU JOKYMEHTIB;

— 1ma0JIOHaMH JTOKYMEHTIB;

— (Qopmamu yBeJIeHHS CTPYKTYpOBaHUX JOKYMEHTIB;

— KJacudiKaIiew T0KyMEHTIB.
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BPCord Integration Layer 3a0e3neuye MOMJIUBICTh MIiAKIIOUEHHS 30BHIIIHIX
(GYHKI[IOHATBHUX MOJYJIIB 1 THTETpAIlil0 CUCTEM YyXKe, 0 €KCILTYyaTyIOThCSl B KOMITaHii
3 BUKOpUCTAHHSAM MexaHi3MiB, Web Services.

BPCord Business Processes Library mo3Bosisie cTpykTypyBath, 30epiraTtu i
BUKOPHCTOBYBATH CIIPOEKTOBaHI BIAMOBIIHO 110 raixy3eBux ctanaaptiB (CMMI, eTOM,
1 T.1.) OI0TIOTEKH CXEM TMPOLECIB, sIKI MOXKYTh OyTH 3aiisiHI MPHU 3aIlyCKYy Process-
centric pillleHHs y Ballliii KOMIaHii.

BPCord 3abesneuye TMOBHOIIIHHY peali3allifo process centric MiIxomy
KepyBaHHs1 komnaHiero Ha 0a3i konierniii BPCord CPM (Composite Process Model),
HAJAl0Y MOXJIMBICTh BUKOPUCTAHHS JIEKUTBKOX MoJeneil Oi3Hec-TporeciB, sKi
MOKYTh OyTH 3aJlisIHI 3aJI€)KHO BiJl BUMOT JI0 KE€PYBaHHS KOHKPETHUM IPOIIECOM.

bulbLIICTh CUCTEM MNPONOHYIOTH €AUHY MOJAENb O13HEC-NPOLECy, Ky MOXKHA
HA3BaTH «AJITOPUTMIYHA MOACHb». Y Iiii Mojesi Oi3Hec-mpoIrec OmucyeThest (a0o
CIIeliaIbHOI0 MOBOIO, a0o0 3a jomomororo rpadigHoi HOTallli) sK JeTepMiHOBaHA
MOCIIZIOBHICTh 3aBJaHb 1 MAaTTEpPHIB KepyBaHHs. [Ipu mipoMy, came KepyBaHHS XOJI0M
BUKOHAHHSI TaKOTO aJIFOPUTMY TOKJIajgae Ha crerianizoBanuii aBromat (Workflow
Engine).

besymoBHO, anropuTMmiuHa MOAENb TapHAa IS KEPYyBaHHS YCTOSHHUMH,
pPEeryJIIpHO TMOBTOPIOBAHMMU MpOIleCaMH, Ha SKI BIUIMB 30BHIIIHIX (hakTOpiB abo
BIJCYTHIN, a00 BKpail He3HA4HO. Y I[bOMY BHMAJKy Oi3HEC-aHAJITHK MIHCHO MOXE
nepeadaunTy BCl MOXKIIMBI BapiaHTH PO3BUTKY MOMAIM 1 CHPOEKTYyBaTH cxemy Oi3Hec-
nporecy (anropuTMy) TaKMM YHHOM, IIOO MpOIeC aJeKBaTHO pearyBaB Ha KOXHY
MO>KJIUBY CUTYAIIIIO.

Ha »anp, y peaqpHOMY JXHTTI BCE€ 3HAYHO CKJIQJIHIIIE, 1 crpoba omucaTH BCI
MpoIIeCH KOMIaH1i Ha 6a3l alropuTMIYHOT MOJIEINI y»Ke 4acTO 3aKIHUYEThCSl HEBIAUCIO.

O4eBHUIHO, IO SIK MiHIMYM, BC1 MIPOEKTHI MPOIECH B AITOPUTMIUHY MOJEIH HE
yKianawTbes. He ykmanaroTbes B Hel i MpoliecH, siKi, SIK MPaBUIIO, PO3BUBAIOTHCS T10

CTaHJAAPTHOMY QJITOPUTMI, ajie¢ y BHUMNAAKY HeNepen0ayeHnX IMOAId TOYNHAIOTH
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YOpaBISATUCS JIIOAWMHOIO. Pa3oBi JOpydeHHS CHIBpOOITHUKAM BiJi KEPIBHUKIB 1
NEPCOHANBHUX 3aBJaHb TAKOX HE peai3oBaHi B alTOPUTMIYHINA MOJENI.

Takum yumHOM, HEOOXigHO ab0 HamaraTucs MoOyAyBaTH CyIep-MOJENb, IO
OyJie MOKpUBATHU BCl MUCIHMMI BapiaHTU MPOIIECIB 1 MPH IIBOMY OJEPKaTH «MOHCTpPay,
OpaloBaTH 3 SKAM 3MOXYTb TUIbKM BHUCOKOKIacHi [T-gaxiBii, abo Bu3HATH
OYEBHUIHICTH TOTO, 1[0 HASABHICTh y O13HEC-TIPOIIEC] JIFOJCHKOTO (pakTopa MPUBOIUTH 10
HEOOX1THOCTI BUKOPUCTAHHS PI3HUX MOJIEIEH MPOLIECiB.

BPCord Composite Process Model nagae B posnopsmxeHts 6i3Hec-aHAIITUKIB
1 MeHemkepiB aBi 0a3oBi moxem mporeciB: Workflow 1 Project. BPCord CPM
JI03BOJISIE BUKOPUCTOBYBATH KOMOIHAIli 1BOX 0a30BUX Mojeneil s 3abe3nedcHHs
e(eKTUBHOTO KePYBaHHs CKJIAJHUMU MTPOLIECAMH.

BPCord CPM Takox MicTuTh y coOl cremianabHi 3aco0M ¥ JUisi KepyBaHHS
pazoBumu nopydeHHsMHA (One-time Human Tasks) 1 ocoOuctumu 3aBHaHHSMU
(Personal Tasks).

BPCord Multi-Matrix — ie  koHmemniis, 1o 3abe3nedye peai3aliio process
centric TMIJAXO0ay, OPraHIYHO BKJIFOYAIOUYM B HHOTO KOJICKTUB KOMIIaHII ¥ BIJHOCHUHU
CIIBpPOOITHHKIB ycepeauHi kKoiektuBy. BPCord miaTpumye MaTpuyHy CTPyKTYpy, IO
BU3HAYAETHCS IBOMA MTOTOKAMU KEPYBAHHS:

— OyHKIIOHATBHUN  IMOTIK  KEPYBaHHS — 3aCHOBAaHUNM Ha  1€papXiYHOMY
HiANOPSAKYBaHHI CHIBPOOITHUKIB BIAMOBIAHO 0 TpodeciiiHoi cnemianizarii. OCHOBHE
3aBlaHHsA  (YHKUIIOHAJLHOTO  TMOTOKY — BUKOHAaHHA  (QyHKuII.  3abe3nedeHHs
MaKCHUMaJIbHO €()EKTUBHOTO BUKOHAHHS 3aB/IaHb y paMKax MpodeciifHol creriaizarii.

— IIponecHuit (JIbOBUI) MOTIK KEPYBaHHS — 3aCHOBAHUM Ha MiAMOPSAKYBaHHI
CHiBpOOITHUKIB  BIAMOBIAAJBHUM  MEHeIXepaM TpoleciB. OCHOBHE 3aBIaHHA
MPOIIECHOTO MOTOKY — JOCSITHEHHSI METH. 3a0€3MeUeHHS ONITUMAIILHAX CXEM TPOIIECIB 1

e eKTHUBHE KepyBaHHS X0JI0M BUKOHAHHS €K3EMILISAPIB MPOIIECIB.
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E

Pucynok 2.1 — Intepdeiic kopucrysaya BPCord

ApxiTeKkTypa cucTemMu

BPCord, nmoOymoBanmii Ha 6a3i texHomoriii SOA 1 Web Services, 3a0e3neuye
yVHIKaJIbHI ~ MOXJIMBOCTI  iHTerpamii 3  iHQOpMaAlIMHUMH  CHCTEMaMH, IO
CKCIUTYaTYIOThCsl B KOMIaHIl, 1 MOxe OyTH 3alisiHHid SK ICHTPAIbHUNA KOMITOHCHT
noOy0BH €TMHOTO 1H(QOPMAIIHHOTO TTPOCTOPY.

BPCord € Web-based npoaykrom, pozpobaenum Ha matdopmi Microsoft. NET.
Bci ¢dynkiii, HeoOXiaHI KOpHCTyBayaM JUIsi BUKOHAHHS Oi13HEC-TPOIECIB 1 3aBJaHb
nocTynHi 4yepe3 iHTepdeiic Web-Opayszepa. lle cHiIbHO NPUCKOPIOE PO3TOPTaHHS
pIIIEHHS W Cepilo3HO CKOpPOYye BUTpPATH Ha EKCIUTyaTallilo, TUM CaMUM IiCTOTHO
3HIKYIOUH CYKYIHY BapTiCTh BOJOAIHHS CHCTEMOIO.

BPCord cnpoektoBaHuii 13 3aCTOCYBaHHSAM KOHIIEMINiN stateless apxiTekTypw,
IO JI03BOJIAE OYyIyBaTH KJIACTEPHI PIIEHHS IS CHCTEM, [0 BUMAraroTh ITiIBUIICHOI

HAJIMHOCTI (PYHKITIOHYBaHHS 1 aJaiTOBAHUX /10 BEIMKUX MIKOBUX HABAHTAXKEHb.
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Inrerpauis i3 npogykramu Microsoft

Crorogai MS Project € HaWOIBIIT MOMYJISPHUM MPOAYKTOM JJII KEpyBaHHS
npoektamu. BukopuctoByBani TexHousorii i 3acoou BPCord mo3BomsitoTh omucyBaTH
SIK CKJIaJH1 O13HEC-TIPOIIECH, TaK 1 OKpeMi 3aBJIaHHS JIJIT BUKOHAHHS Pa30BUX JOPYUYCHb.
Interpamiss 3 MS Office Project 2007 po6ute BPCord yHikanpHUM 1O CBOiX
GYHKIIOHATFHUX MOMXJIHBOCTSIX PIIICHHSIM — €UHAM TOPTAJIOM, 3[IaTHAM YIIPABISTH
013Hec-mpouiecaMu Oyb-SKOro Tuny i ckiagHocti. CrninbHe Bukopuctanua BPCord 1
MS Office Project 2007 nmo3Bojisie KOMIIaHIl yIpaBiIATH Oi3HEC-MporiecaMu
MaKCUMaJIbHO €(PEeKTUBHO

MeTtonoJoria supoBaa:keHHss BPCord Smart Start

3 meroxponoriero mBuakoro crapty BPCord Smart Start MoximBo oneprkatu
pE3yNbTaT MPAKTHYHO HETAWHO: TOCIHITOBHICTH Jil MPOCTa, HE BUMArae CIemialbHOl
TEeXHIYHOI MATOTOBKM W 3aiiMae KijbKa JAHIB. MOXKJIMBO IIBUIKO 3aIyCTUTH MUJIOTHUN
MPOEKT 1 OJIEpKATH TOTOBY JIO €KCILTyaTallii CUCTEMY BXKe uepe3 mapy THXHIB. Bee 11e
JI03BOJIUTH BaM 3MEHILUTH BUTPATH Ha MPOEKT 1 3a0e31e4nTh KOpoTKHil cTpok ROI.

EdexT Bia BnpoBagKkeHHsI

BPCord Gyne mpairoBatsl B peKrUMi peabHOTO Yacy, 1€ JO3BOJIUThH BaM:

— OUTBII ONEPATUBHO TPUWMATH YIIPABIIHCHK] PIlLICHHS;

— CTaHAApTU3YBAaTH PYTHUHHI onepallii;

—3po0uTH Oifibille YITKUM B3a€MOJIA BCIX MIAPO3AUIB KOMIaHii ¥
CIIBPOOITHHKIB, 1110 TIPUHMAIOTh Y4acTh y Pi3HUX Oi3HEC-Tpoliecax.

Edexr Binm BrpoBamxkeHHs cuctemu BPCord wmoxe OyTd AOCATHYTH Yy
HACTYIMTHUX 00JIACTAX:

— MIJBUIIEHHS KEPOBAHOCTI KOMIIAHIELO;

— K€pPOBaHICTh O13HEC-MPOIIECAMH MTPOTATOM yYChOTO KHUTTEBOTO IIUKITY;

—no0Oya0Ba epeKTUBHOI CTpaATEril KepyBaHHs JTIOACBKUMH PECYpCaMH;

— 30UIBIIICHHS TTPOTYKTUBHOCTI 3a PaXyHOK KOOPJIMHAIIT KepyBaHHS poOOTaMH;

— CKOpOYCHHS Yacy BUKOHAHHS 3aBJaHb Oi3HECY-TIPOIIECY.
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OfficeMedia

Cucrema OfficeMedia mnpusHaueHa [Uisi aBTOMAaTH3alll JAOKYMEHTOOOIry
HEBEJIMKUX OpraHizallii, o He MaloTh BiAgaIeHHX 0(QiciB, 1110 BUKOPHUCTOBYIOTh OJIUH
cepBep 1 JIOKaJIbHY KOMITHOTEPHY MEPEXKY 3 HEBEJIUKOI KUIBKICTIO pOOOYMX MICIlh. 3a
POKH CBOTO ICHYBaHHSI CHUCTeMa 3acCiyXWJia BU3HAHHS B MIANPUEMCTB BCUIIKUX cdep
JISIIBHOCTI, 3arajibHe YMCII0 KopucTyBauiB cuctemu nepesuirye 20 000 4oJioBik.

Cucrema OfficeMedia Bupiinye HaCTyIH1 3aBJaHHS:

— Koopaunaniss po60TH, KOJNEKTUBHE W 1HAMBIAyallbHE TUIaHYBaHHS po0O0OYOro
JTHSL.

— HIBuakuit noctyn 10 iH(GopMalii Ipo 30BHINIHI OpraHizauii # Mpo MOTOYHUN
CTaH BITHOCHH 3 HUMHU.

— HananHus 3aco61B 17151 AUTOBOT MEPETHCKH.

— PeecTpariisi TOKyMEHTIB, 110 ITUPKYJIIOIOTH B OpraHizarii.

— MOXJUBICTH ONEpaTUBHOT po3/1ayl JOPYUYECHb.

— AHai3 1 KOHTPOJIb BUKOHABCHKO1 AUCHIUTLIIHH.

— Y3romkeHHs, 03HallOMJICHHS, BUKOHAHHS JOKYMEHTIB.

Cuctema OfficeMedia ckitagaerbes 13 HOTUPHOX KOMIUICKTIB:

«Jli10BOACTBO»

KommiexkT mpuzHaueHuit Jyisi aBToMaTu3allli poOOTH cekpeTapiB abo BIIILTY
ninoBoAcTBa. CKIAMAEThCS 3 HACTYHUX 0a3 JaHUX:

— «PeecTpallist TOKYMEHTIB» — MpU3HAUYCHA /JIsi OpraHizalii CHUCTEeMaTHYHOIO
00JIIKy BCIX BXIJHMX, BHUXIJIHMX 1 BHYTPIIIHIX JIOKYMEHTIB OpraHi3ailii Ha OCHOBI
pericTpaliifHO-KOHTPOJIbHUX KapToK. Y 0a3i peanizoBaHI MEXaHI3MH KOHTpPOJIO 3a
BUKOHAHHSIM JIOKYMEHTIB, PE30JIONIAMHA KEPIBHUIITBA, BUKOHABCHKOI AUCIUILIIHU
CIIBpOOITHHKIB opraHizamii ¥ T.nm. baza maHux 3a0e3nedyye aBTOMATHYHY IMiJATOTOBKY
pI3HUX 3BITIB 1 CTAaHJAPTHUX OOMIKOBUX JOKYMEHTIB JJISl CIYyXO MOKyMEHTallIHHOTO
3a0e3neYeHHs] KepyBaHHS.

— «bibmioTeka  JOKYMEHTIB» — CIIYXKUTh  JIJI1  MIJATOTOBKH  JOKYMEHTIB

noBUTbHOTO (opMary, ixHbOi Kiacudikaiii 1o TeMax (EJICKTPOHHUM MamKam),
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KOHTEKCTHOT'O TOIIYKYy iH(opMaiii ¥ ApyKy HOKyMeHTIB. baza maHux moxke OyTu
BUKOPHCTaHAa JJisi 30epiraHHsl TOKyMEHTIB JOBUIHHOTO 3MICTYy, TaKMX SK HOPMATHBHI
JOKYMEHTH OpraHi3aiii ¥ JOBIAKOBMX MaTepiaiiB, MJsi TMIATOTOBKHA TPOEKTIB
JOKYMEHTIB 1 T.]I.

— «Y3romKeHHs» — MpU3HaYeHa Ui BIAMPABICHHS JOKYMEHTIB Ha y3TOIKEHHS
W nns 30epiraHHs pe3yJbTaTiB y3roJKeHHsA. J03Bojisie 3A1MCHIOBAaTH aBTOMAaTHYHE
pO3CHJIaHHSI JOKYMEHTIB CHIBPOOITHHKAM Oprasizamii Mo BHYTPIIIHIA MNOWITI IS
CJICKTPOHHOTO  BI3yBaHHS.  3/IMCHIOETbCA  ONMEPATHUBHUM  KOHTPOJIb  IPOILECY
Y3TOJIKEHHS.

— «O3HalloMJICHHS» — IPU3HAYeHa ISl BIANpaBIEHHS  JOKYMEHTIB  Ha
o3HaiiomyieHHs. [lo3Bossie 3A1MCHIOBATH aBTOMATUYHE PO3CUJIAHHS JIOKYMEHTIB
CHiBpOOITHUKAM OpraHizailii Mo BHYTPILIHIN MOIITI 175 03HAHOMIICHHS. 3A1MCHIOEThCS
ONIEPaTUBHUM KOHTPOJIb MPOLIECY O3HANOMIICHHS.

— «3BEpHEHHS TPOMAJISiH» — MIPU3HAYEHA JIJIsi BEACHHS JILJIOBOJICTBA HA MiACTaBl
3BepHEHb (i3MIHUX OCiO.

— «OpranizaiiitHo-po3nOPs THULIbK] JOKYMEHTH» — IpU3HaAYeHa LTSt
dbopMyBaHHS TPOEKTIB HaKaziB, PO3MOPSHKEHb, CIY>KOOBHX 3alUCOK, I1XHBOTO
Y3TODKEHHS, MAMUCY i KOHTPOJIX0 BUKOHAHHSI.

ba3u naHux KOMIUIEKTY MOXYTh BHKOPHUCTOBYBATHCS SIK HE3aJEKHO, TaK 1
pa3oM, B OCTaHHBOMY BHIAJKy 3a0e3Meuyloud aBTOMAaTHYHY MAapIIpyTU3aLi0
JOKYMEHTIB ycepeiuHl cucteMu. Bu cami BubOupaete Ti 06a3u, 3 sKUMU Oynete
IpaItoBaTH.

«30BHIIIHI KOHTAKTH»

Kommiekt 103BoJIsi€e aBTOMaTU3yBaTH POOOTY CITIBPOOITHUKIB, BIMOBITAIBHUX
3a MATPUMKY 30BHINIHIX KOHTAKTIB opraHizauii il pobdoty i3 kimieHTamu. ba3zu nanumx
KOMIUIEKTY J03BOJISIIOTh HAKOMUYYBaTH 1H(OPMALIil0 PO MOTEHIIHUX KIIE€HTIB, BECTH
poboTy 3 mapTHepaMmu, THocTadajdbHUKamMu W T.n. KoMIulekKT 1ga€ MOXIHMBICTh
OopraHi3yBaT poOOTy BIIJIIIYy MNPOJaXiB, IUIAHYBAaTH W KOHTPOJIIOBATH POOOTY 13

IIPOEKTIB.
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3a I0OMOT010 JAHOTO KOMIUIEKTY MOYKJIMBO:

— iHpOpMYBaTH CHIBPOOITHUKIB TMPO PO3BUTOK BIAHOCHH 13 30BHIIIHIMH
Oprasi3aiisiMu, Mpo JTOCSITHYTI JIOMOBIIEHOCTI i MO1aJIbIlIi IIJIaHU POOIT;

— ¢ikcyBaTu 1H(pOpPMALI0O MPO CHIBPOOITHUKIB 30BHIIIHIX KOMIIaHId, PO
CIIUIbHI TIPOCKTH;

— IUTAHYBATH 3aX0JH i 3yCTpIul;

—3aHOCUTH 1H(GOPMAIIII0 PO Pe3yibTaTU MEPEroBOpPiB, PiKCyBaTH TeIePOHHI
JI3BIHKHM 1 TXHI TEMATHKHU,

— (bikcyBaTH BXIJHY ¥ BUX1JHY KOPECITOHCHIIIIO.

KoMmiekT ckinagaeTbest 3 HACTYMHUX 0a3 TaHuX:

— «30BHIIIHI KOHTaKTW» — MPU3HA4YeHa il 30epiranHs iHMOpMaIli 1po
oprasizailii, 10 € MapTHEpPaMH, MOCTaYaJIbHUKaMU MOCJYT, KiieHTamu W T.0. [o
GbyHKIIH 0a3W JMaHUX CTaBJIATHCS: PO3CWIAHHSA MaTepiaiB 4Yepe3 IOIITOBl H
CJICKTPOHHI KaHaIM 3B'A3KY, MOXJIHMBICTh 30epiranns ajpec, tenedoHiB, iHpopMarlii
PO KOHTAKTHI 0COOM, XapaKTEPUCTHK MPOIIOHOBAHUX TIOCIYT, 1CTOPii B3a€MUH.

— «IIpoexktn» — nmpu3HaueHa MJid TUIAHYBAaHHS, WIATOTOBKM U MPOBEICHHS
MIPOCKTIB B OpraHizailii.

— «Po3cunannas» — no3Bosisic  30epiraTd ¥ CTAaHOBUTU CITMCKH PO3CUJIAHHS,
TOTOBHUTHU W PO3CUIIATH OKYMEHTH, PEKJIIaMHI MaTepiaJivd, HOBUHU H T.1I.

— «CexkpeTtap» — 103BOJIsl€  BHOCUTH 1H(OpMaIlito Tpo TMepirl KOHTAKTH,
peectpyBaTu TenedOHHI A3BIHKM W KOPECIOHJICHIII0, 10 HAAXOJATh B OpraHizalliio,
aBTOMAaTUYHO TIOBIIOMJIATH MPO iX CIHIBPOOITHUKIB, BIAMOBIAAIBHUX 3a poOOTYy i3
KJIIEHTaMH ¥ MATPUMKY 30BHIIIHIX KOHTAKTIB OpraHi3aliii.

«KepyBaHn1 ii njiaHyBaHHSI»

KoMmmuiekT npusHaueHu#d ajis aBTOMaTH3allli poOOTH KEPIBHHMKIB IPOEKTIB,
BinuIiB IT 1 BHYTPIIIHBOI TEXHIYHOI MATPUMKHU, a TAKOXK CIIYXkO, BIAMOBIAATBHUX 32
MIITPUMKY OpTaHi3aiiHO-pO3NOPSAHUIILKOT ISUIBHOCTI mianpuemMcTBa. ba3zu nanux
[bOTO KOMIUJIEKTY MpPHU3HAYEHI JJI1 CIOPOIICHHS POOOTH 3 JAOrOBOpPaMH, KOHTPOJIO 32

JTOPYYEHHSIMU ¥ 3BEPHEHHSIMHU BHYTPIIIHIX CITY>KO y BT TEXHIYHOT MIATPUMKH.
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3a J0TIOMOT00 TaHOTO KOMILIEKTY MOXJIUBO:
— JOKJIAJTHO BIJCHIAKOBYBATH BC1 CTafll poOIT 32 JOrOBOPaMH;
— IPaLIOBaTH 3 IOPYUYEHHSAMU;

— aBTOMATHU3yBaTu IIPOLCCHU piIIICHH}I TEXHIYHHX HpO6JICM, MO BUHUKAKOTH Y

KOPHCTYBaUiB.

Kowmmekt CKIIAAA€TbCA 3 HACTYITHUX ITPHUKIIATHUX 0a3 JaHUX:

— «Jlopy4eHHs» — IpU3HayeHa JUIsl peecTpauli W KOHTPOJIKO BHUKOHAHHS

3aBJlaHb, HE MPUB'A3aHUX JI0 SIKUX-HEOYb JOKYMEHTIB.

— «HelpDesk» — mpusnauena s iHpopMaiiitHol MiATPUMKH MPOIEaYp 300Dy,

y3arajJpHEHHS! I BEJICHHA apXiBy YCYHYTHUX MpPOOJieM 3 METOI0 IXHBOTO MOJAIbIIOTO

aHaJi3y 1 BUKOPUCTAHHS PE3yJIbTaTiB MIPU BUHUKHEHHI aHAJIOTTYHUX CHUTYaIlil, 00Ky

HAaBAaHTa)XCHHSA Ha CIHIBPOOITHUKIB TEXHIYHOI CIIy>KOHM, aHaji3y CTaHy BHKOHABCHKOi

JTUCITUTUIIHYU TIPH PO3TIISAIL 3a5IBOK.

— «JloroBopu» — MiITOTOBKA MPOEKTIB JOrOBOPIB, IUIaHyBaHHS poOOIT 3a

A0roBopaMu, KOHTPOJIb BUKOHAHHA I[OFOBOpiB.

«00J1ik MaTepiaJIbHUX HIHHOCTEW
KommiexT Bupillye HaCTYIHI 3aBIaHHA:
— 00K MaTepiajJbHUX IIHHOCTEH, 1110 mepedyBaloTh Ha OalaHCl OpraHi3ailii;

— aBTOMaTHU3allis nporecy (popMyBaHHS 3asiBOK Ha OJEp>KaHHS 30€peKEHUX y

MiJICUCTEMI 00'€KTIB;

— aBTOMAaTH3allsl TpoIecy MpHUoMy — epefadi  MarepialbHUX I[IHHOCTEH

CIIBPOOITHUKOBI, HA CKJIaJ, Y Pe3epB 1 T.1I.;

— KOHTPOJIb TIEPEMIILIEHHS MaTepiaJbHUX [IHHOCTEN yCepearHI OpraHizarii.
KoMniekT cknagaeTbest 3 HACTYIHUX 0a3 1aHuX:

— «loBigauK YMIIy.

— «ApxiB YMIIy.

— «O0iK ycTaTKyBaHHS.

Bci 111 KOMIIIEKTH YTBOPSATH €IMHY, HANIArOMKEHY CHUCTEMY, L0 aBTOMATU3YE

poboTy opraizaiiii.
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3araJibHi BIiIOMOCTI PO apXiTeKTypy

Peanmizamis  nHa Lotus Domino/Notes — kpamoi JI0KyMEHTOOpPI€EHTOBaHIH
raTdopmi.

Cuctema enekTpoHHOro JokymeHTooOiry CompanyMedia cxoxka Ha
«JIUCTKOBHUI MUPITY», 1€ KOXKHUA OKPEeMH piBEHb BUKOHYE MEBHI (YHKIIIT i 3M1HCHIOE
B3a€EMOJII0 1 OOMIH JaHUMU 3 1HIIUMU:

1. B ocnoBi — miargopma Lotus Domino/Notes, mo € 6a3ucom, 3abe3nedye
OJIep’KaHHS CHUCTEMHHMX MOBIIOMJICHb 4epe3 IMOIITY KOPUCTyBaua, Ha/lae KaJeHIapHE
MJIaHyBaHHSA, 3/1HMCHIOE (DYHKINIT 3aXMCTY CUCTEMH BiJ 3JIOMY ¥ MOKJIMBOCTI 1HTeTparrli
13 30BHIIMIHIMHU JTOJATKAMH;

2. Hactynmuuii piBeHb — siipo cucteMu ActiveFrame, mo Hamae MOXIJIMBOCTI
po6OTH 3 KOPHIOPATUBHUMH JOBIIHUKAMH 1 Kiacu(pikaTopamu, 0OCIyroBye BHYTPIIIHI
CEpBICH CHCTEMHM, 3M1MCHIOE aJMIHICTpPYBaHHS W KEpyBaHHS MNPUKIAJAHUMU OazaMu
JIAHUX 1 KOMYHIKaIIil M)XK OpraHi3aiisiMu;

3. Cama cucrema CompanyMedia nipencraBise i3 cebe Habip 0a3 gaHUX,
chopMoBaHMX TI0 THUMaX JOKYMEHTIB, 30CpeXeHUX Yy Hil (KypHaIM O0OdiKy
JTOKYMEHTIB).

4. KopuctyBaul MpaifioloTh i3 CUCTEMOIO 4epe3 €auHUil iHTepdeiic, «TOUYKy
BXOIy» y cuctemy — CM-yHiBepcanpHe pobode Miclle, Mo Ja€ JOCTYM J0 JOKYMEHTIB
CHUCTEMH BIAMOBITHO 10 HAJAHUX IPaB, 1 T03BOJISIE MPAIIOBATH K Y JIOKAIBbHIN Mepexi,
TakK 1 BiJIajieHo, 3 BUKOPUCTaHHSIM BeO-1HTEpdeiicy i qocTymy dyepes [HTepHerT.

CORPORATE BUSINESS

«Cucrema onepatuBHoro kepyBanHss CORPORATE BUSINESS» npusnauena
JUIL  KOMILJIEKCHOI, HACKpI3HOi  aBTOMaTH3aIlii:  JOKYMEHTOO0OIry,  B3aeMojii
CIIBPOOITHHMKIB, B3aEMOJIi 13 KiIl€HTaMH ¥ OMOKETyBaHHS B  KOMEPIIIHHUX
oprasizarisx.

Cucrema CORPORATE BUSINESS yBiOpayia B cebe TeXHOJIOT1YH1 1HHOBAIIIT,

SK1 BUBOJSATH CUCTEMY B JIiIEpU MPOTrpaMHOro 3a0e3neueHHs B yCiX HapsMKax.
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OcnoHi nepeBaru cuctemu CORPORATE BUSINESS:

— eproHOMIYHMM  cy4yacHHH iHTepdeiic mnoOymoBaHMN 3a  NPUHIUIIOM
«BizyanbHoro mapy». EpronomMiunuii cydacHuit iHTepderic «CuctemMu ornepaTuBHOTO
KepyBaHHS» TNOOynoBaHMA 3a mnpuHUUIOM «BizyansHOro mapy» —Bcsi HeoOXiaHa
KOpPHUCTyBadeBl iH(pOpMaIlis mpencTaBlieHa «sIK Ha A0JoHI». Epronomika B «Cucremi
OTNIEPATUBHOTO KEPYBaHHS» — II€ IHTYITUBHO-3PO3YMUIMM APYXKHIM 1HTepdeic mis
MPUEMHOI pOOOTH — KOXKHA JTisl KOPUCTYBada B CUCTEMI CIIPSIMOBAHO Ha MaKCHUMAaJIbHE
CKOPOYEHHS Yacy AJis ojep KaHHA MOoTpiOHOT iHpopMallii ado mogaHHs i€l iHpopMartii
B HeoOXigHOMY po3pisi. IHTepdelic cucteMu NporpaMyeThcsi TAKUM YUHOM, 110 O, Y
nepmry depry, i3 Cucremoro Oyj0 TPHEMHO TMPAIOBATH CaMHUM BHUMOTJIUBUM
KopucTyBauaM. «Bi3yanbHi mapu» J03BOJISIIOTh KOXHOMY KOPUCTYBaueBl B Oy/Ib-
AKOMY MIAPO3AUTI NPUAUIATA MIHIMyM dYacy Ha yBeAEHHs, 0O0poOKy iHdopmarii i
¢dbopMyBaHHS 3BITHOCTI;

— IHTerpalisi 3 TeKCTOBUMH W TaOJIMYHUMHU peJakTopamH 3 makera Microsoft
Office. [Ipu Bxoni B «CucteMy onepaTUBHOTO KEPYBAHHS KOKHUN KOPUCTYBAad MOXKE
3aaisatd Windows-ABTopu3zarltito — 11e 103BoJisie CucTeMi «3amnam'siTaTu» KOpucTyBaua i
HE MPOCUTH BBOJUTU Napojb Npu kokHoMy BxoAi B Cucremy. TicHa iHTerpaiis 3
Microsoft Office o00ymoBneHa pO3MOBCIOIKEHICTIO 1 MOMYJISPHICTIO TAKUX PEIAKTOPIB
sk WORD 1 EXCEL, six1 akTHBHO BUKOPUCTOBYIOTBCS OaraTbMa CHiBpOOITHUKAMU MPHU
MIATOTOBIIl EJIEKTPOHHUX pemakiid mokyMmeHTiB. Il[iTbHa iHTETpalis 3 MaKeToOM
Microsoft Office n03Bojsie kopuctyBauam «CHCTEMH ONEPATUBHOTO KEPYBaHHS»
3aTpadaTv MIHIMYM 4Yacy Ha MATOTOBKY JokyMeHTiB. Hanmpukian, Bei nani 3 «CucrteMu
OTICPAaTUBHOTO KEPYBAHHS» aBTOMATUYHO MOXYTh OyTH mepenaHi y ¢ainum gopmary
Microsoft WORD, a TticHa iaTerpaiis 3 Microsoft EXCEL no3Bosnsie OyayBaTu Oyab-
SIK1 CTATUCTHYHI 3BITH 110 HATUCKAHHIO OJHIET KHOIIKA MHIIIL;

— MapmpyTu3amis ¥ 30epiraHHs  €JIEKTPOHHUX  BEpCii  JOKYMEHTIB,
Bukopucrtanus ELIT;

— MmacmTaboBaHicTh. «CucTeMa  ONEpPaTUBHOTO  KEPyBaHHS»  TapaHTYeE

30epekeHHs 1HBecTHIiN B 1Hpopmaliito ¥ [13 mpu mepexoai Ha MOTYTHIIIY anapaTHY

ApK.
BKPBE-125.24.0038.00.00.713 -

Bum. | Apx. | Ne Dokym. ITionuc | Jama 20




wiatgopmy. CucreMa aganToBaHa 10 PO3UIUPEHHS MPOIIOHOBAHUX BUMOT 1 3pOCTaHHIO
00csTiB pO3B'A3yBaHUX 3aBllaHb, 00CATY 0OpOOIIOBAaHUX JAHUX 1 KUTBKOCTI IHTEHCUBHO
MpaIoYUX KOpUCTyBadiB. s ontumizarii poOOTH 3 JaHUMHU, 110 O 00CsT apXiBHUX
JaHUX HE pOOWB BIUIMBY Ha MIBUIKICTH POOOTH 3 OMNEPATUBHUMHU JaHUMH, KOXHA
apxiBHa 0a3a JaHUX BEAETHCS OKPEMO B po3pi3i 0AHOTO poky. [Ipu 30imbIeHH] 00CATY
00po6roBaHoi 1H(MOpMaIlii, y kKopuctyBadiB «CHCTEMHU ONEPATUBHOTO KEPYBaHHS» €
MOJKJIMBICTh ~ PETyNIOBaHHS JOCTyIy 10 apxiBHUX 0a3 mganux. TexHousorisd
BUKOPHUCTAHHS 1HTErpPOBAHOTO KIIIEHT-CEPBEpa O3BOJIAE DPIBHOMIPHO PO3MOIUIATH
HaBaHTAXXEHHS MK CEPBEPOM 1 pOOOYMMH CTAHIIISIMA KOPUCTYBAiB;

— IMHaMIYHE BiAoOpaxkeHHs iHpopMaIlii B pexkuMi real-time y pi3HUX 3pi3ax;

— HackpizHa o00poOka iHdopMmamii. «Cucrema OINEpaTUBHOTO KEPyBaHHS»
JI03BOJISIE OJUH pPa3 yBeACHY 1H(OpPMAIiI0 OJHUM MiAPO3ALIOM, YCIIIIHO 00poOIsSTH
10 iHQOpMaIliio y BCIX 1HIMX Migposainax. Hackpizuuii o6mik iHGopMarlii rapantye
MOXJIMBICTh OJJHOPA30BO1 0OPOOKH JaHUX Y PI3HUX MMIAPO3/TIax, HAMPUKIAL: y BT
no poOOTi 13 KJIi€HTaMH, y IOPUIWYHOMY BIALIL, y Oyxraiarepii W B aaMiHICTparii.
«CucremMa onepaTuBHOTO KepyBaHHS» — II€ OJ[HA 3 MEPIINX aBTOMATH30BaHUX CHUCTEM
JAHOTO KJjacy, A¢ OyB 3aCTOCOBAaHMM MPHUHIUIT «HACKPI3HOI 0OpoOKu i1HDOpMaIii»
(STP — Straight Through Processing). Hackpizna o0poOka indopmariii g03BOIISIE
BUKOPHUCTOBYBATH €MHUI MPOTPAMHHMM MPOJIYKT 1 3a0maauTyd (piHaHCOBI 3aco0M Ha
npuI0aHHs i CympoBig PO3PI3HEHUX MPOTPAMHUX MPOIYKTIB;

— aBTOMAaTUYHE  PO3CWJIAHHS  TMOMITOBUX 1 CHUCTEMHUX  IOBIJOMIICHB
KOPHCTYBavaM.

Bizyanbuuii map docflow

EnextponHuii 1T0KyMEeHTOOOIT — 11€ €()eKTHUBHE:

— KepyBaHHS MiAIPUEMCTBOM;

— KepyBaHHS OpraHi3aIli€ro;

— KepyBaHHS KOMIIaHI€IO;

— KEpyYBaHHs CIIPaBaMU.
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CucrtemMa  JIOKYMEHTOOOITY — 1€ ~ HOBHUM  SIKICHUH  PIBEHb  PO3BUTKY
yIPaBIiHCHKUX (PYHKIIIH.

BizyansHuii map bb docflow opranidyno B3aeMO3alIe)KHHI 3 THITUMHU IIapaMH,
K1, B3a€EMHO JOTIOBHIOIOYM OJUH OJHOTO, CTBOPIOIOTH KOMIUIEKCHY 30allaHCOBaHy
CHUCTEMY II0 ONEpaTUBHOMY KEpPYBAaHHIO OpTaHi3alli€lo, MEePeKpUBAIOYM [0 CBOIl
3HAQYUMOCTI ¥ 3MICTY 3BUYAIIHY CUCTEMY €JIEKTPOHHOI'O JOKYMEHTOOOITY.

Y Bizyanbnomy mapi bb docflow noxymeHToO0OIr TpaHChOpMYy€EThCS Tif
KOKHOTO KOHKPETHOTO KOPHUCTyBaua, TO3BOJIAIOUM TMPAIIOBATH 3 JOKYMEHTaMH 3
PI3HMX TOYOK 30py, 3aJ€XHO BIJ TOrO, IO I[IKABUTh KOPUCTyBaya B KOXKHIN
KOHKPETHIM CUTYyallli: y po3pi3i TUIIB JOKYMEHTIB, HOMEHKJIATYPH CIpaB 1 MPOEKTIB, Yy
pO3pi3i KIIEHTIB 1 KOHTPAreHTIB, y PO3pi3l CTATyCiB JOKYMEHTIB 1 3aBlaHb, y PO3pisi
OpPICTPYKTYPH OpTaHi3arii.

KoHuil enekTpoHHUI JOKYMEHT XapaKTepU3YeThCs CBOEID «OOKIIaIMHKOIO»
(kapTkor0) gJokymeHTa. B «OOkmaauHKy» 3aHOCUThCA 1HGOpMaIlis, T0 SKid
aBTOMAaTUYHO (POPMYETHCS caM JOKYMEHT IO 3aJaHoMy 1abiioHi. MOXXIUBUN BapiaHT
IPOCTOTO TPUKPIIUICHHS KOXXHOTO (haiiy-I0oKyMeHTa abo yBEIEHHS JOKyMEHTa
Oe3rocepeIHbOo 31 CKaHepa.

Ha «O06xnanuHI» 10KyMeHTa MOXe OyTH 3alaHui «THYYKU» a00 «TBEpAUi»
MapHIpyT oOpoOKH JOKyMeHTa 13 BKa31BKOIO IMEHHUX a00 pOJILOBUX IIAMHUCIB, a TaK
caMo (GOpPMYEThCS CIHUCOK HAa PO3CUIIAHHS JOKyMEHTa JUIsA O3HaoMieHHs. Bci mii
KOPHUCTYBadiB MPOTOKOJIOIOTHCS. SIKIIO HEOOXITHO BKA3ye€ThCS ITOKYMEHT-IIIICTaBa,
B32€MO3B'A30K JAaHOTO HOBOTO JOKYMEHTa 3 I1HIIUMHU JOKyMEHTaMu, (OpMYBaHHS
3aBnaHb (IOPYUYEHb) MO JOKYMEHTY.

Bynp-sikuii oxkymMeHT abo 3aBAaHHS (JOPYYEHHsS) MOKHA ITOCTaBUTU Ha
KOHTPOJIb 13 BKa3iBKOIO KypaTopa, KOHKPETHOTO CTPOKY BUKOHAHHS.

[TinTpMaHO MOXIHMBICTH BEJICHHS CEKPETHOTO J1JI0BOJICTBA.

PeanizoBano yOynoBaHMII KOHTEKCTHUM TMOMIYK IO (aiyiax JOKYMEHTIB 3a

CIIeL1aIbHOIO TEXHOJIOT1€10, ONITUMI30BaHOI 111 POOOTH 3 KUPUITUIICIO.
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Pucynok 2.2 — Intepdeiic kopucryBaua CORPORATE BUSINESS

BizyaneHuit map bb doctlow mnpusHaueHud Uisi BUKOHAHHS HACTYIMHHUX

byHKITIN:
— CtBOpeHHs/peiaryBaHHsl/BUIATICHHS

JIOKYMEHTIB 1 3aBJaHb (JIOpPYYEHb).

00KJIaIMHOK

(06mikoBUX

— CtBOpeHHs/pearyBaHHs/BUJATICHHST JOKYMEHTIB Yy  (opmati

Office.

KapTOK)

Microsoft

— [linTpuMka BUKOpUCTaHHS MIA0JOHIB JOKYMeHTIB y ¢opmari Microsoft

Office.

— KonektuBna poborta 3 (haitmaMu-10KyMeHTaMHU.

— bararocraniitna 00po0Oka TOKYMEHTIB 1 3aB/IaHb.

—Ilintpumka pizaux dopmariB daitnie *.doc, *xIt, *.rar, *.zip, *.html,

rpadiunux (ckaHep, pakc) 1 ayaio-Bijaeo aiiis.

— CTBOpEHHS JOYIpHIX (3a7€KHUX ) 3aBIaHb/ JOPYUYEHb /PE3OIIOLIHN.

B,
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— IlinTpuMka 3B'SI3KIB OOJIKOBHMX KapTOK Yy BCIX MOXJIMBUX KOMOIHAIISAX:
JOKYMEHT-I0KYMEHT-..., JOKyMEHT-1/ICTaBa-..., JIOKYMEHT-3aBJIaHHS-....

— 3py4Ha i MBHUIKA HABITAIIIS IO BCIiX 3B'I3KaX.

— BignpasnenHst ¢aili-J0KyMEHTIB O €JEeKTPOHHIM MOINTI, HE3aJIEKHO BiJ
MOIITOBOTO KJIIE€HTA.

— ABTOMaTWYHE PO3CHJIAHHS TOBIIOMJICHH KOPHUCTyBadaM CHUCTEMH, Y TOMY
YHCIIi ¥ TIO €JeKTPOHHIM MOMITI.

— IligroToBka ¥ meyaTka 3BITIB 13 CUCTEMHU 3 BUKOPHUCTAHHAM Iakera Microsoft
Office: Word and Excel.

— KoHTekcTHHI MOMTyK M0 OyIb-IKUX MOJISX 1 3MICTY IOKYMEHTIB.

— YCcTaHOBKA CIMCKY 11O MIAMUCYIOTH / 110 TOTOAATH 1 IPIOPUTETY HAKJIaJACHHS
H1JIUCY /yCTaHOBKA CIIHCKY PO3CHUIIAHHS.

— 30epekeHHsT TPOMDKHUX BepCii TOKyMeHTIB (30€pekeHHs icTopii poboTH 3
JIOKYMEHTaMHu ).

— IlpotokomioBanna uwacy: Haxmagenns mianucy /Bimxunenusi; CTBOpeHHs
/PenaryBanus; Poscwmanns komiii /O3HaiioMIeHHS 3 Komier; Bumaudi gopydeHHs
/BUKOHaHHS TOPYYECHHS.

— BukopucTaHHs 3pydHOTO «POJIHOBOTO» aJIMIHICTPYBaHHSI.

— BukopucranHsa pi3HUX HOCIIB iH(oOpMmalii ams 30epiraHHs «ABTOPCHKOTO
KJIFO4ay 1 3aKPUTOTO KJIF0o4a 3ac00y KpuntorpadigHoro 3axucty iHdopmairii.

— 3pyuHe MoJiaHHs JOKYMEHTIB 1 3aBAaHb y po3pisi: TumiB qokymenTtiB, Cripas i
[TpoekriB, CtaniB noxymentiB, CTpykTypu opranizaiii i KiieHTiB (mpu BUKOPUCTaHHI
BizyansHoro mapy CRM).

— MoXJUBICTh HAJTAIITYBaHHS B1JI0OpaXKEHHS KOJIOHOK PEECTPY.

2.2 O0rpyHTyBaHHsI BUOOPY 3ac00iB 1/isi MOOYyI0BH CUCTEeMH Ki0epOe3nexku

Ta MOBM IIPOrpamMmyBaHHs

Embarcadero Delphi, panime Borland Delphi 1 Codegear Delphi, — interpoBane

cepenoBuie po3podku 13 mist Microsoft Windows, Mac OS, iOS 1 Android moBoro
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Delphi (o panimne Hocuia Ha3By Object Pascal), ctBopena crodyatky dipmoro Borland
1 Ha JaHUd MOMEHT IpHHalexXHa i po3pobmoBambHa Embarcadero Technologies.
Embarcadero Delphi € yactunoro nakera Embarcadero RAD Studio 1 mocraBisieTscs B
JoTUphOX peaakiissx: Community (TIOMIMPIOETHCS OE3KOIITOBHO M Mae OOMEXKEHY
JIIEH3110 Ha BUKOPHUCTAaHHS B KOMEpLiHuX 11i1sx), Professional, Enterprise 1 Architect.

Delphi 10.4 Sydney

Bunymeno 26 tpaBus 2020 poky. RAD Studio Delphi 10.4 3a6e3neuye 3Ha4HO
MOJIMIICHY  BUCOKONPOIYKTUBHY  HaTUBHY  miaTpuMmky  Windows,  kpairy
MPOAYKTUBHICT, PO3POOKHM, MHUTTEBI TijaKa3ku code completion, npucKOpeHHs
BUKOHAHHS KONy 13 CHHTAKCHCOM KEPOBAHWMX 3allHCIB, TOJIMIICHHS BUKOHAHHS
napajenbHUX 3aBAaHb Ha cydacHux Oaratosyiepaux CPU, a Takox mictuth 6utbin 1000
BUIIPaBJICHb OariB, MOJIMIICHHS MPOIYyKTUBHOCTI cepeAoBuiia i 6i0mioTek 1 6arato
4Oro Kpim Toro.

OcHosHi MoxuBocTi Delphi 10.4.1:

— IcrotHi posmmpenns s Windows: TOMIMIIEHHS JUIsi 3aCTOCYHKIB Ha
moHiTopax 4K High DPI, inTterparmis 3 HoBum WebView2 nHa 06a31 Chromium,
BUKOPHUCTaHHs pos3mupeHux title bars, takux xe, sk B Office, Explorer, Google
Chrome.

— KepyBanns mam'strio B Delphi Temep cranmaptu3oBaHe Ha BCIX
iATPUMYBaHHUX TIaT(hopMax — MOOITBHUX, HACTUTBHUX 1 CEPBEPHUX — BUKOPUCTOBYUH
KJIACUYHY peai3alliio KepyBaHHS aM'aTTIO 00'€KTIB.

— Icrorne mominmenHs Delphi Code Insight (6e3 moxxinBoro OJI0KyBaHHS
IDE — B okpeMomy mporieci), Mo TOMOMOKE TIPH pOOOTI 3 BEIUKUMHU ITPOCKTaAMHU.

— Tun panux Delphi «record» Ttemep miATpUMYTh AOBIIBHI 1HIIIAJI3AIlIIO,
dinami3anito i oneparii KomiroBaHHS.

— Pozmmupena minrpumka 6i6miotex C++: ZeroMQ, SDL2, SOCI, 1ibSIMDpp 1
Nematode.

— Bignaguuk Win 64 (ma LLDB) 1 30upau qist C++.
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— Tomimmenna it C++: BrimroyeHa Benuka KUIbKICTh modrareHs STL 3
Dinkumware.

— IlinTpumka Metal Driver GPU myst macOS 110S.

— BOynoBanuii Fmxlinux.

— Komnonent Twebbrowser mis 10S tenep peanizoBanuii Ha Wkwebview API.
Peamizanis komnonenta Media Player qist macOS tenep BukopuctoBye Avfoundation.
PeanizoBanwuii 3anoBO ctuiizyemuii FMX kommoneHT TMemo Ha mmatdopmi Windows
3HAYHO MOJIIIICHHH 1 Tenep Mae BiaMiHHY miaTpuMky IME.

— YucneHHi MOMIMNIIEHHS MBUAKOCTI M CTa01IbHOCTI pOoOOTH HaIIoi 01010 TeKH
The Parallel Programming Library (PPL).

— Jlonani onosneHi npariBepu ais FireBird, PostgreSQL 1 SQLite.

— Kuientcpki 6i6miorekn HTTP 1 REST Client po3inupeni 3aCTOCYHKOBHUMH
moskauBocTamMu podotu 3 HTTPS. Takox Oynu po3midpeHi MOMXJIMBOCTI MIATPUMKH
Amazon AWS services

— V¥V texnonorito Visual LiveBindings BHecena 06e3iiu MOJIMIICHb, Y TOMY
YUCJI MIBUIKO/IIT, IO CTOCYThCH, 3acTocyHKiB Ha VCL 1 FireMonkey

RAD Studio 10.4 KopoTkuii ormsi:

~ IcrotHi posmmpenns s Windows. CTBOpEHHsSI 3aCTOCYHKIB, IO YYJIOBO
BUTJISJIAI0Th, 13 YITKUMHU ejeMeHTamu iHTepdeiicy Ha 4k monitopax High DPI 3a
JIOTIOMOTOK0 HOBOI THYYKOI MATPUMKH CTHJIIB €JIEMEHTIB KEpPYBaHHS Ha EKpaHi.
[aTerparnis i3 cydacHumu, OesmedHumu web-TexHomorismu Big Microsoft — HOBUM
WebView?2 na 6a31 Chromium. BukopuctanHs cydacHUX po3mupeHux title bars, Takux
xe, ak B Office, Explorer, Google Chrome, y cBoix mpoekTax. ICTOTHI MOJIMIICHHS
HaJIIMHOCTI HAJIAroPKeHHs B HOBoMY BiutaaHuky st C++ Windows 64-bit.

- 3pocna MPOAYKTUBHICTH PO3POOKH. PicT MOPOIYKTHMBHOCTI 3a PaxyHOK
MUTTEBOT peakilii migka3ok code completion y cepenorumii IDE. Kpamia cymicHicTb 13
y)K€ HasgBHOI KOJOBOIO 0a3010, 1 CHOPOLIEHHS NPOrpaMyBaHHS 3a PaXyHOK
yHI(pIKOBaHOI apXiTEeKTypu KepyBaHHS mnam'stTio. IlIBuake 3B'A3yBaHHA [aHUX 1

Bi3yaJIbHUX €JIEMEHTIB 3a JIOMOMOTOI po3iiupeHoi TexHosorii Visual LiveBindings 3
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MIJBUIICHO MBHAKOAIE0. [IpocTe BUKOpUCTaHHS PO3MOBCIO/KEHUX 01010Tek CH+,
Hanpukian, ZeroMQ, SDL2, SOCI, 1ibSIMDpp 1 Nematode. OHOBNeHa miATpUMKA
Amazon AWS cloud.

— Ilommmrenss mBuakoaii 1 sxocti. biaemr 1000 nosmimiireHs MmMBUAKOMIT 1
akocTi. Kpama edeKkTHBHICTH KOAy 3a JIONOMOTOI0 HOBOTO CHHTaKCHUCY custom
managed records. binbln mBHAKE BUKOHAHHS NapalelbHUX 3aBJAaHb Ha CY4YaCHUX
oaratosnepaunx CPU. IlepekoHaeTecss B NMPUCKOPEHHI BiTOOpakK€HHS Ha €KpaHi 3
niarpumkoro Metal API va macOS 110S. Kpaia cymicHICTS 13 yke HasBHOIO KOZOBOIO
0a3010 ¥ CHpPOIIECHHS TIPOrpaMyBaHHS 3a paxyHOK YHI(IKOBAaHOI apXiTEKTypH
KEpyBaHHS [TaM'SITTIO.

IctorHe mosinmenns Delphi Code Insight

Sk HaitOLTBIIE ¥ TOJOBHE MOJIMIIICHHS IHCTPYMEHTIB riporpamyBadHs Delphi 3a
oarato pokiB, B 10.4 Delphi Code Insight peamizoBanuii uepe3 Language Server
Protocol (LSP). LSP — e texHomoris reHepariii pesyibTaTiB s code completion,
HaBiramii i 1HIIKUX cepBiciB B okpeMomy mpoiieci. Lle 3HaunTsh, mo code completion i
Code Insight onmepxartb Oubll TOYHI pe3ynbTaTh 0e3 OmokyBanHs IDE. 10.4
3a0e3neuye Habarato OUIbII BUCOKY MPOAYKTUBHICTH PO3POOJIIOBAYIB, K1 MPAIIOIOTh
13 OLITBIITUMU TIPOEKTAMH, IO MICTSATh MITBHOHU PSJIKIB KOIY.

Delphi Custom Managed Records

KmrouoBe posmupentss moBu Delphi: tun manux Delphi «record» Temep
OiATPUMYTh  JOBUIBHI  iHIIamizarmito, (iHamizamiro © omepamii KOIIIOBaHHS.
VYrpansiite TeM, K 11 CTPYKTYPH CTBOPIOIOTHCS, KOMIIOIOTHCS W 3BUIBHSIOTHCS 3
JIOTIOMOT'Y BaIlloTo KOy, SIKUil Oy7ie BUKOHYBATHUCS Y BIATIOBITHIUI MOMEHT.

Ile posmuproe TOTYXHICTb KOHCTpyKIi# records B  Delphi, sxi
BUKOPHUCTOBYTHCS 1100 OJIepkKaTh O1IbITy €(eKTUBHICTh Y MOPIBHSAHHI 13 KJIacaMHu.

€auHe KepyBaHHS MaM'ATTIO

KepyBanus mam'sttio B Delphi Tenep cranmapTu3oBaHe Ha BCIX MIATPUMYBaHUX
wiaropmax — MOOUTPHUX, HACTUIBHUX 1 CEpPBEPHUX — BUKOPUCTOBYYU KJIACHUYHY

peaizalliio KepyBaHHs aM'sTTIO 00'€KTIB.
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Y mnopiBasHHI 3 Automatic Reference Counting (ARC), me pnae xparry
CYMICHICTh 13 ICHYYMM KOJIOM 1 CHOpOIIy€ HAmUCaHHS KOMIIOHEHTIB, Oi0miOoTeK 1
3aCTOCYHKIB.

ARC wmopenbp kepyBanHs mnam'stTio model 3anumumnacs nans KepyBaHHA
psAKaMu ¥ MOCWJIaHHAMH Ha TN iHTepdeiicy Ha Bcix miaatgopmax. Hma C++ 1e
O3Hauae, IO TIpU CTBOpeHHI W 3BUIbHeHHI Delphi-style xkmacie B CH++
BUKOPHCTOBYETbCA 3BHYAilHE KepyBaHHsS MaM'sTTiO, K y Oyab-skoro heap-allocated
kiacy C++, 110 3Ha4HO 3HUXKYE CKIATHICTD KOMY.

Po3mupena nmigTpumka 6idaiorex C++

B 10.4 mu noptyBanu 6araro nonynsipaux 6i6miorek C++ y C++Builder.

3a0e3MeunBIIM ONTUMI30BaHy MATpUMKY 0101i0Tek ZeroMQ, SDL2, SOCI,
1ibSIMDpp 1 Nematode, nopsia 13 yxxe miarpumyBanumu Boost 1 Eigen, siki MOXyTb
OyTH [10/1aHI 3a JOTIOMOTOI0 MeHeKepa nakeTiB Getit.

Win 64-Binniagnuk i 30upay giasa C++

B 10.4 3'sBuBcsa HoBuii Bigmagauk C++ mia Windows 64-bit. Bimmamgauk
3acHoBaHni Ha LLDB 1 nmoka3ye 3HauHe 301IbIICHHS CTa0ILHOCTI IIPU HAIAroKEHH1
64-bit 3aCTOCYHKIB MOpSiA 3 HOBUMHU BIAJIAJOYHUMH MOKJIMBOCTSMH, TaKUMU SK
neperysin 1 iHcmekis tumis HaueOto psaakie C++ 1 Delphi, a takox xomekuiit STL,
BKrouaroun std::vector, std::map 1 iHmux. KpiM Toro, 3reHepoBaHa JJisi 3aCTOCYHKY
BiJUIalouHa 1HQOpMAIlis Mae IHIIWKA BHYTpPIIIHIA QopMaT, CHOPUSIOYA OUIBII
cTabuTpHOMY 1 6araToMy Ha MOXJIMBOCTI MPOIIECY HAJIATOKEHHsI, OUIbII JOKIJIATHUM
nepensiay 1 iHcnekii B debug-time.

IHigBuieHHs AKOCTI i IBUAKOAII IHCTPYMEHTIB

~ Benuka xinpkicts nomimireds STL Bix Dinkumware.

— TlominmreHi aesgxi HauBa)kaIuBiII MeToau i oonacti RTL, Ha 6a31 mosinmeHs
CYMICHOCTI 3 nonysisgspHuMu 6i0miorekamu C++.

— ITMominmena miarpumka Cmake.

- Benuka KinbKICTh BUMPABIEHB AJIS MABUIIEHHS CTaO1IBHOCTI 1 IKOCTI.
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- Bignosnenns Windows API — OGHoBneHO #1 noganu Oe3miu aekiapariiii API
o0 go0uTucs 1ie OuTkIoi iHTerpartii 13 miatdgopmoro Windows.

~ 3aranbHi BIOCKOHaJIeHHs B Oi0mioremi pgoctymy 1o bJl  FireDAC,
BKJIIOUAIOUYM OHOBJIeH1 JpaiiBepa s FireBird, PostgreSQL 1 SQLite. Bubip
CTATUYHOTO a00 MMHAMIYHOTO migKItoueHHs SQLite 10 3acToCyHKY.

3mineni ctuii VCL aas High DPI

B 10.4, apxitektypa ctumizainii VCL Oyna cyTTeBO pO3MIMpEeHa AJS MiITPUMKH
High DPI i 4K wmonitopiB. Tenep yci enementu Ul Ha ¢dopmi VCL aBrOmMaTHuHO
MacimTadyThCs M BIAMOBIIHE JIO0 MOHITOpa JdO3BUT sl mokasy ¢opmu. Bbys
onosyieanit API ctumizamii mist migTpumku ctuomiB high DPIL

Koxuuit rpadiunuii enement Ul moke OyTtu oOpaHuii 3 HAOOpIB pPi3HUX
MacmTabiB 1 MacmraboBaHuii no motpidnoro DPI, mo npae ditke 300pakeHHS
enemenTiB Ul Ha BCiX MOHITOpaX.

Hogi High DPI ctuuai it crunizanis okpemux VCL KOMIIOHEHT

O6HoBneHO Benuke 4ucio BOyaoBaHux 1 mpemianbHux VCL cTumiB s
HNIATPUMKH HOBoro pexumy crwm3amnii High-dpi. Ile nmo3Bossie Bam CcTBOprOBaTu
3aCTOCYHKY 3 BIIMIHHUM JM3aiHOM /i1 BC1X MOHITOPIB.

Po3po6moBaui VCL 3acTocyHKIB Temep MOXKYTh BUKOpUCTOBYBaTH Tpoxu VCL
CTUJIIB Ha pI3HUX (opMax B OJTHOMY 3aCTOCYHKY a00 B PI3HMX KOMIIOHEHTIB Ha OJHIN
dopmi. Ile TakoX BKIFOYAE CTHIII3AII0 KOMIIOHEHTIB 3arajlbHOI0 TEMOK IS
wiatgopmu. KpiM 3acTOCYHKOBOI THYYKOCTI BHUKOPHUCTAHHS CTHIIIB, 1€ JO3BOJISIE
BUKOPHCTOBYBAaTH HECTHJII3yEMI KOMIIOHEHTH 13 30BHimHIX 06i6morek B VCL
3aCTOCYHKaX, 110 BUKOPUCTOBYTH CTUJIb.

Hoainmena kpoccmiaarGopmMeHicTh

— Jlonana miarpumka Metal Driver GPU nis macOS 110S.

- Kpim minrpumku octanuboro i0S SDK, B RAD Studio 10.4 po3po6mroBaui
MOYTb 33JI0BOJIbHUTH HOB1 BUMOTH Apple 10 Habopy CTapTOBUX €KpaHiB.

- PeanizoBanuit 3aHoBo ctunizyemuit FMX xomnonent TMemo Ha mnatdopmi

Windows 3Ha4HO MoJiMIeHui 1 Tenep Mae BiaMiHHY miaTpumky IME.
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- KopucryBauam penakiii  Enterprise a6o Architect pocTtymHa T1OBHa
inTerpanis Fmxlinux 3 IDE s cTBopeHHs KiTieHTChKUX 3acTocyHKiB Linux 3 GUIL

- Kowmmnonent Twebbrowser ais 10S Tenep peanizoBanuit Ha Wkwebview API.

— Peanizamis komnonenta Media Player gms macOS Termep BHUKOPHCTOBYE
Avfoundation.

OnoBJjiennii MmeHeqkep nakeriB Getit

Menemxep nakertiB Getit B IDE O6yB 3HauHO BIOCKOHANEHUIA.

JlaTu BUMYCKY peli3iB MaKeTiB Tenep BHUJIHI, 1 MOXIJIMBE COPTYBAaHHS CIHUCKY IO
[UX JlaTax; BiAOIp TUIbKU BCTAHOBJICEHUX IMAKETIB, KOHTEHTY, JOCTYITHOTO TIIBKU MPHU
HAsIBHOCTI IIJIKMCKH, OaraTo 4oro iHIIoro.

YHiBepcanbHuii iHcTangTOp M5 yctaHoBKHA Online i Offline

B 10.4 BkmtoyeHuii HOBUM YHIBEpCAIbHHMN IHCTAJSITOP, SKHH BHKOPUCTOBYE
TexHoJoriro Ha 06a3i Getit. [leit iHcTamaTop miarpumye sk online, Tak i offline (3 ISO)
BapiaHTH YCTAHOBKH.

Tenep 06o€ BapiaHTa YCTaHOBKH JIO3BOJISIOTH BaM yKa3aTH MOYATKOBHUI HAOIp
moxuBocTed RAD Studio nns ycTaHOBKM, HampuKiajg, CBOK KOMOIHAIIIO MOB
nporpaMmyBaHHsI W HUTOBUX IIaTdhopMm, MOB 1HTepdelcy, 1 1oAaBaTh 10 HbOro abo

BUJAJIATH HENOTPIOHE B Oy 1b-SKKUIi MOMEHT.

2.3 Po3ropHyTa 10CTAHOBKA 3aBAAHHSA

3riIHO 3 TEXHIYHUM 3aBJaHHAM Ha BHIYCKHY KBaliQikaiiiiHy poOoTy 3a
nepmuM (6akalaBpChKUM) pIBHEM BHILOI OCBITH, peami3allii Miuiarae mporpamHe
3a0e3meueHHs, SKE€ TMPU3HAYEHO [JJIsi CHUCTEeMH  KiOepOe3meKku  3axXHUIIeHOTO
JIOKYMEHTOO00ITy 3 BUKOpucTaHHsM iHCTpyKiiii AES nporniecopa Intel CORE 19-13900K
S1700.

B mpomeci po3poOku  BUNYCKHOI KBamidikaiiifHoi poOOTH 3a NepIIuM
(OakamaBpChKMM) pIBHEM BHIIO1 OCBITH HEOOX1THO BUKOHATH HACTYITHUIN 00CAT poOOTH:

a) IPOBECTH aHaJII3 ICHYIOUUX CUCTEM-aHAJIOT1B ISl BUSIBJICHHS 1X MO3UTHUBHUX 1
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HEraTUBHUX sIKOCTEH. Pe3ynbTaTu anaily BpaxyBaTH B OJANBIINX PO3POOKAX;

0) BuOpaTtu Ta OOTIPYHTYBaTH METOJMKY TOOYAOBH CHCTEMHU KiOepOe3meku
KOHTPOJII0 pOOOTH TEXHOJIOTTYHOTO 00JIaJHAHHS Ha BUPOOHUIITBI B aBTOMaTU30BAHOMY
pexumi. Po3pobutu GpyHKITIOHAIBHY Ta CTPYKTYPHY CXEMHU CUCTEMU;

B) pO3pOOUTH TMpOrpaMHe 3a0e3MeUeHHsI CUCTEMH, IO J03BOJHUTh peajizyBaTH
MOCTaBJICHY TEXHIYHUM 3aBIaHHsAM 3anady. [loOymyBaTu OJOK-CXeMH allTOPUTMIB
IporpaMu Ta MiAMpOrpaMu;

r) opraHizyBaTH iHTep(delic KOpUCcTyBaya 3 METOI0 (POpMYyBaHHA Ta BHBOJY Ha
ekpan EOM noBiioMIeHbh PO HEKOPEKTHI 111 KOPUCTyBa4ya Ta HECTaHAAPTHI CUTYyaIlii
B POOOTI TEXHOJIOTIYHOTO 00JIaTHAHHS,

1) pO3pOOUTH PEKOMEHJAIl 10 OpraHi3alifiHuX Ta METOJAMYHMX 3aXoJax, siKi
3a0e3neyaTh BIPOBAHKEHHS CHCTEMHU KibepOe3neku B MPOMUCIOBY eKCIUTyaTallito Ta ii
NOJIaJIbIIy YCHIIIHY €KCIUTyaTallio;

€) MPOBECTH PO3pPaxXyHKH IO BH3HAUCHHIO EKOHOMIYHOI €(eKTUBHOCTI
pO3p00JICHOI CUCTEMU;

) pO3pOOUTH 3aXOJU IO OXOPOHI Mpaill MPU BIPOBAKECHHI Ta EKCILTyaTallli
CHUCTEMH, a TAKOX PO3POOUTH 3aX0/M 3 IIUBLIILHOTO 3aXUCTY;

3) cbopMyBaTH BHCHOBKM TpO BHUKOHaHUM 00ciIr pobIT Ta ojepxkaHi

pe3ynbTaTH.
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3 OIIUC 1 OBTPYHTYBAHHSI ITPOEKTHUX PIIIEHDb

3.1 Onnc GpyHKIIOHYBAHHA CUCTEMU

Po3poOmoBanbHe  mporpamMHe  3a0e3leyeHHs, Ha3BeMO HOro  yMOBHO
«3axuimennit enekTpoHHuit gokymeHTo00ir Intel CORE 19-13900K S1700» sBnse
c0000 KOMIUIEKC CHUCTEM, III0 aBTOMATU3YIOTh JIJIOBOJICTBO, JOKYMEHTOOOIT 1 Oi3HEC-
IPOLIECH.

Cucrema «3axumieHuii enektpoHHu nokyMeHTooOIr Intel CORE 19-13900K
S1700» — ciMeCTBO CHCTEM EJIEKTPOHHOTO JOKYMEHTOOOITYy, aBTOMaTH3alii Oi3Hec-
nporecis, iHGOpMaIIHHOT MATPUMKH OPraHi3aliiiHO-PO3MOPSIIHUIIBKOI i BUPOOHHUO-
rOCIOJIaPChKOT AISIILHOCTI B OpTraHizaIisx OyIb-aKOTO PO3MIpPY.

He Bci 3aBmanHs pobOTH 3 JIOKYMEHTAMH MOKYTh OyTH BHUPIIIEHI B paMKax
CHUCTEMH aBTOMATH3aIlil 3arajJbHOTO AUIOBOJICTBA. HAsSBHICTH OKPEMHX CHCTEM, IO
aBTOMATHU3YIOTh Pi3HI Oi3HEC-TpoIiecH (KepyBaHHs IEPCOHATIOM, POOOTa 13 KIII€EHTaMH 1
1H.), @ TaKoXX pOOOTYy 3 PI3HUMU BHUJAMU JOKYMEHTIB (JIOrOBOpamu, 3BEPHEHHSIMHU
IpOMaJisiH, 3asiBKaMU Ta 1H.) JO03BOJISIE OpraHizyBaTu Oi3HEC-TIpOIleCH B TOBHIN
BIMOBIAHOCTI 31 CTaHJAPTOM 1 BHpINIYBAaTH BIANOBIAHI 3aBJaHHS Ha BHCOKOMY
npodeciitnomy piBHi. [Ipu 11b0My MOXHA BIPOBAANTH B KOMIIAHII SIK OJTHY, TaK 1 KIJTbKa
cucteM «3axuienuit enekrpoHauid nokymeHTooOIir Intel CORE 19-13900K S1700» y
OyIb-aK1i KOMOIHAIIIT 3aJIe’KHO BiJ TOTO, K1 MIPOIIECH HEOOX1THO aBTOMATU3YBaTH.

«3axumenuil enekrponHuid gokymeHtooOir Intel CORE 19-13900K S1700»
3a0e3neuye KOpUCTyBauyaM Takl OCHOBHI MOKJIMBOCTI, SIK:

— MIJrOTOBKA 1 Y3roJI>)KEHHS TOKYMEHTIB;

— peecTpallis BCiX BHUAIB JOKYMEHTIB KOMIIaHIi, Y TOMY 4YHCII BXiIHOT H
BUX1THOT KOPECTIOHACHITIT, BHYTPINTHIX JTOKYMEHTIB, OpraHi3aIliiHO-pO3MOPSTHAIIBKAX
JIOKYMEHTIB Ta 1H.;

— CTBOPCHHA u BCACHH ITAIIOK ,IIOKYMGHTiB;

ApPK.
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— CTBOPEHHSI MO BCiX BHJAaX JOKYMEHTIB JOPYYEHB, PE3OJIIOIINA 1 MOXKIUBICTh
peecTpaliii BiJNOBIICH HA HUX;

— KOHTPOJIb BUKOHAHHS JTOKYMEHTIB 1 pe30IIOIiH;

— CKaHyBaHHS BEJHMKOi KITBKOCTI JIOKYMEHTIB, CTBOPEHHS ¥ BEACHHS
CJICKTPOHHUX apXiBiB IOKYMEHTIB;

— MIATOTOBKA, PpEECTpallisi JOTOBOPIB, Y3TOJDKEHHS, Bi3yBaHHs, 30epiranHs
IXHBOTO aKTyaJbHOI'0 PEECTPY;

— iH¢opMaIliiiHa marpuMKa podOTH 13 KII1EHTAMH;

— IJIaHyBaHHS POOIT, KOHTPOJIb BUKOHAHHS IJIaHIB;

— BEJICHHS MIPOCKTIB;

— 001K po60YOro yacy criBpoOITHUKIB,

— MIITOTOBKA HapaJl 1 3aCiJilaHb, KOHTPOJIb BUKOHAHHS PIIIICHB;

— aBTOMAaTH3allisl KaJpoOBOro JIIJIOBOJICTBA;

— aBTOMATH3allisl B3a€MO/IIT KOPUCTYBAUIB 1 CITY>KOM TEXHIYHOI MATPUMKH.

MoOXJIMBICT ~ 3[AIMCHIOBATH B CHCTEMI  «3axWIICHWN  E€JIEeKTPOHHHU
nokyMeHToo0ir Intel CORE 19-13900K S1700» Bech Uk poOOTH 3 TOKyMEHTaMu (Bij
iXHBOTO CTBOPEHHS/OJIEp>KaHHs 10 apXiBYBaHHs) MPUBOJUTH IO CKOPOYECHHS 4acy Ha
iXHE TMPOXO/HKEHHSI MO CTPYKTYPHHUX IMMiIPO3JiaxX, MOUIYK JOKYMEHTIB, HEOOX1IHUX
KEPIBHUUTBY Ui NPUUHSTTS YNPaBIIHCHKUX PIIICHb, IO MiJBUINYE IXHIO AKICTH 1
HAJIIHHICTh 32 paxyHOK IIOBHOTH W CBO€YacHOCTI HajaBaHoi iHdopmarii. Takox 13
BIIPOBA/PKCHHAM CHUCTEMH «3axuIleHui enekTpoHHui nokymeHTtoooir Intel CORE 19-
13900K S1700» ckopodytoTbcs HEBUPOOHHMU1 BUTPATH (TIOIIYK, IOBTOPHE Y3TOKCHHS
JIOKyMEHTIB, AyOmtoBaHHS iH(MOpMarli ¥ T.1.) 1 BUTpaTH Ha MPUAOAHHS BUIATKOBUX
MatepialiB (mamepy, KOMilOBaJbHO-MHOXHOTO BCTaTKyBaHHS), 3MICT TalepoBOTO
apxiBy.

«3axumenuii enekrponHuid gokymeHntooOir Intel CORE 19-13900K S1700»
XapaKTepU3y€eThCS PSJIOM BUTIAHUX MepeBar:

—TOTOBHICTb /10 poOOTH, TOOTO BIACYTHICTh HEOOXITHOCTI PO3pOOISITH abo

MOJICJIIOBaTH CHUCTEMY Ha OCHOBI KOHCTPYKTOpa 3a0e3ledye MOXKIUBICTh IMOYaTH
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BUKOPUCTOBYBATH 1i BiJpa3y, CKOPOTUBIIM PU3UKH Ha BIPOBAHKEHHS CHUCTEMHU W
3a0111a/IMBIIN Ha IbOMY Yac 1 MaTepiaabHi 3aCO0MU;

— MOJYJBHICTh CHCTEMH «3axWILIEHUN ENeKTPOHHUN HOKyMeHTooOir Intel
CORE 19-13900K S1700», ToOTO HasBHICTh y ii COCTaBi JACKUJIBKOX CaMOCTIMHHX 1
OJTHOYACHO B3aEMO3AICKHHUX CHUCTEM, IO aBTOMATHU3YIOTh Pi3HI MPOIECH, TO3BOJIIE
BUOpaTH MOTPIOHI, 1 aBTOMATU3yBaTH CaMe Ti MPOIIECH, SIKIi MAIOTh MOTPEOy B I[bOMY;
0aratopyHKI1OHAJIBHICTh, TOOTO MOKJIUBICTh aBTOMATHU3yBaTH HE TUIBKH J1IOBOJICTBO,
arle ¥ OaraTto IHIIMX MPOIECIB (a OO0 CKJIATy CHUCTEMHU «3axHILEHUN EIeKTPOHHMIA
nokymeHtooOir Intel CORE 19-13900K S1700» Bxomuth Oinbine 10 cucrewm,
pPO3paxoBaHUX Ha Pi3HI 3aBAaHHS) JO3BOJISIE PO3MIUPIOBATH TPAHUIII aBTOMATH3AIIIT;

— MOXJIMBICTh ~HajalITyBaTH abo JOpoOUTH cHCTEeMy Tak, 1100 BOHa
aBTOMAaTHU3yBajia MPOIIECH, K1 MOXKYTh OyTH BJIAaCTHBI came KOHKPETHOI opraHizariii,
10 JT03BOJISIE BPaxOBYBaTH crerudiky Oi3HECY KOMITaHii, a TaKOX Haaall aganTyBaTH
il i1 MIHJTUB1 BUMOTH CaMOCTIHHO, 32013 /[KYIOUH 9ac 1 TPOIIIi;

— MacmTaboBaHICTh (MOXJIMBICTL HaJaji, IMICIs BIPOBAIKCHHS CHCTEMH,
MITKITIOYATA 10 Hei 1HIN CUCTEMU «3aXWINEHWN ENeKTPOHHUN MoKymMeHTooOIr Intel
CORE 19-13900K S1700», aBTomMaTu3zyBaTH HOB1 po0OOdYi MICIls) Ja€ MOXKJIUBICTh Y
NOTPIOHMI TEepMIH aBTOMATU3yBaTH HEOOXIAHI Oi3HEC-MpOIeCcH, MiAKIIOUYUTH 0
po6oTu B cuctemi NOTPiOHMX CMIBPOOITHUKIB;

— KOPIHOPATUBHICTh, TOOTO 3/aTHICTb CHUCTEMHU IMpaIlOBaTH B KOMIMAHIAX 31
CKJIaJIHOI0 (KUTbKA BIAAIIIB, JAEMAapTaMEHTIB 1 T.M.), Y TOMY YHCIi TEPUTOPiabHO-
PO3IOIIIEHO0 CTPYKTYpor (KuUtbKa I, MOYIpHIX KOMIMAaHIA, pO3TAlllOBaHUX Y
PI3HUX MICTax y pI3HUX TOJWHHHUX T0SiCax), JO3BOJISE MITKIIOYUTH 10 pOOOTH B Hi
CHiBpOOITHUKIB OCHOBHUH, OUIPHIX 1 3aJIC)KHUX KOMITaHIA. 32 paxyHOK MiIKIIOYCHHS
JI0 poOOTH B CHUCTEMI BCiX CIIBPOOITHHKIB KOMIIaHIi (K y roJoBHOMY Odici, Tak 1y
Gbimigx 1 JOUYIpHIX KOMITaHISNX), 10 MPAIIOOTh 13 JOKYMEHTaMH, CTPOTOT0 KOHTPOJIIO
JOTPUMAaHHS HUMH TOCAJ0BUX OOOB'SI3KIB, PErNIaMEHTIB 1 MPOLEAYp, MPUHHATHX Yy
KOMMaHIi MABUILYEThCS TMPO30PICTh 11 JOKYMEHTOOOIry ¥ JIJOBHUX IIPOIIECIB,

MIPUCKOPIOIOTHCS 1H(GOPMAITIiHI TTOTOKH, IO ITiIBUIIYE KEPOBAHICTH KOMIIAHIT),
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— pealli3oBaHa B CHUCTEMI MOJKJIMBICTb CTABUTH BHUKOHAHHS JOKYMEHTIB 1
JOpPYYE€Hb IO HUX HA KOHTPOJb, TOOTO, MPONUCYBATH, y SAKI CTPOKU JOKYMEHT 1
JOPYYEHHS 10 HhbOMY NTOBHUHHI OyTH BHKOHaHI, XTO IOBUHEH OpAaTH y4acTh y IXHbOMY
BUKOHAHHI, @ TAKOX MOMJIUBICTh BIJICTEKUTH, Y KOTO JTOKYMEHT repedyBae, Ha SKHMA
BIH CTaJil BUKOHAHHS (MIPOTISAAETHCS W T.NI.) NPUBOAUTH JO CIPOIIEHHS OJEp KaHHS
iH(OopMaIrii mpo MOTOYHUN CTaH JOKYMEHTA, IMiIBUIIICHHIO BUKOHABCHKO1 IUCIUILTIHH;

— MOXJIMBICTh PO3MEXYBAaTH MpaBO JAOCTymy 10 iH(popMalii Ha mMiacTaBi
MOCaJI0OBUX OOOB'S3KIB CIIBPOOITHMKA 3a0e3Meuye 3aXHUIEeHICTh JOKYMEHTOOOITY Bijl
HECAHKI[IOHOBAHOTO JIOCTYMYy, THM CaMUM JIKBIIYETbCS MOXJIUBICTh BUTOKY
1H(pOopMaIlii;

— HAsSBHICTh MEXaHI3MIB CTBOPEHHS IOPUANYHO 3HAYUMOTO EIIEKTPOHHOTO
JIOKYMEHTOOOITY JI03BOJISIE IEPEUTH HA TTOBHICTIO O€3ManepoBuil JOKYMEHTOOOIT;

— HasBHICTh JICKIJILKOX THUIIIB pOOOYMX MICilh (i1 MEHEIKEPIB 1 KepPIBHUKIB,
IO TPALIOTh B OCHOBHOMY 31 3MICTOM JOKyMEHTa, MPEAMETHUX (axiBIiB, IO
NpaLo0Th, SK MPaBUIIO, 3 PEKBI3UTaMU JOKYMEHTIB), IO BiOMBaIOTH creuudiky
pobotu 3 iHGOpMaIli€0 3aJeKHO BIJl MOCAAOBUX OOOB'S3KIB CIIBPOOITHHKIB, TOOTO
BIIOUTTSI B CHUCTeMI caMe€ THUX (YHKIIOHAJIBHUX MOXKJIIMBOCTEH, sIKi HEOOXITHI
CHiBpOOITHUKAM [l BUKOHAHHS MPOQeciiHiuX 00OB'sI3KiB, pOOUTH POOOTY B CHCTEMI
«3axumennit  enexktponHuil noxkymentoodir Intel CORE 19-13900K S1700»
KOM(OPTHOIO 1181 (haxiBIliB PI3HUX KATErOpiii;

— CYMICHICTh CHCTEMH 3 PI3HUMH ollepaniiHuMu cuctemMamu (Sun Solaris,
Linux, Windows) mae MOXJIMBICTh TIPAIfOBaTH 13 YCTAHOBJIEHOI B KOMIIaHii
OTICPAIIfHOI0 CUCTEMOTO, 1 HE KyITyBaTH HOBY, 3a0Ia/KYIOUN TUM CaMUM 3aco0y Ha ii
npuaOaHHd, a TakoX He OyTH TMpUB'S3aHUM JO KOHKPETHOTO IMOCTadyalbHUKA
BCTAaTKYBaHHS;

— IHTETPYEMICTh CHUCTEMHU «3aXUIICHUH eNeKTPOHHHUHI JokyMeHTooOir Intel
CORE 19-13900K S1700» 3 iHmIMMH, YK€ BHKOPHUCTOBYBAHMMH Ha IiJINPUEMCTBI
CHUCTEMaMH, JO3BOJIIE B3AEMOJISTH HHUMH, BUKOPHCTOBYBATH 1HQOpMALIIIO, IO

30epiraeTbcsi B HUX;
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— MOXJIMBICTH poOoTu uepe3 Web-Opaysep 3abesneduye MUTTEBUN JTOCTYI 0
JIOKYMEHTIB, 110 30€piracTbCs B CUCTEeMl «3axHUIEHUN €JIEKTPOHHHUH JOKYMEHTOOOIT
Intel CORE 19-13900K S1700», HaBiTh SKIIO B CHIBPOOITHWKA BOHA JIOKAIBHO HE
BCTAHOBJICHA (HAMPUKIIAM, SIKIIO BiH y BIAPSIDKEHHI, Y BIITYCTIN), IO JO3BOJISE HOMY
3aB/IM ONEPATUBHO BIANPAIIbOBYBATH BCTYIHUKIB JOKYMEHTH ¥ TIOPYUYEHHS MO HUX;

— MOXJIMBICTh HIATPUMKH B CHCTEMI1 €JUHOTO CTaHAApTy poboTH 3
CJICKTPOHHUMH JOKyMEHTaMHu 3abe3neuye yHigikaiiio, Qopmamsaiio i cTpory
perJaMeHTOBaHICTh TEXHOJIOT1H 1I0BOACTBA, JOKYMEHTOOOITY i Oi13HEC-IpOLEeCiB;

— HAJIWHICTh, BHCOKA «BIKA30CTIMKICTH» CUCTEMHU JO3BOJISIE il MPaIOBATH
npakTu4IHO 24 roauau HA 100y, 365 MHIB y POIIi.

ExcruyaTanis cuctemu «3axuiieHuil eaexkTpoHHuil nokymeHToo0ir Intel CORE
19-13900K S1700» n03B0JIsIE BUKIIOUUTH PUBUKHU:

— HECBOEYACHOI JI0CTaBKU 1H(OpMaIrii;

— HEBUKOHAHHS a00 HECBOEYACHOIO BUKOHAHHS CIIBPOOITHUKAMHM BHJIAHUX
KEpPIBHUIITBOM JIOPYYEHb;

— BTpartu iHbopmallii npu ii nepeaadi v 30epiraHHi;

— TPUBAJIOTO Y3TOKCHHS MPOEKTIB JOKYMEHTIB, 1, BIATIOBITHO, HEMIPHUITYCTUMO
NOBUJIBHOI'O pearyBaHHs Ha 3MiHU 30BHIIIHBOT O13HEC-CEPEIOBUIIA;

— HECBOEYACHOTO BUKOHAHHS J1JIOBUX 3000B's13aHb.

Cucrema «3axwuiienuii enektponauit nokymentooOir Intel CORE 19-13900K
S1700» moxke (YyHKLIOHYBaTH y BEIMKHX KOMIAHISX 1 KOPIOpALisx, sIKI MaioTh
po3raiyxeHy cucreMmy (isiid y MicTax, pO3TallOBaHUX Yy PI3HUX TOAUHHUX moscax. Lle
JTIO3BOJISIE CTBOPUTH €{MHUN 1H(QOPMALIMHUN POCTIp MK TOJIOBHUM OdicoM 1 (imismu
KOMITaHii.

VY cucremi «3axuiennit enexktpoHHuit qokymeHToooir Intel CORE 19-13900K
S1700» MoOXyTh OyTH BHUKOPHUCTaHI TEXHOJIOTii, IO 3a0e3MeuyloTh 3aXHIICHUH,
IOPUIUYHO 3HAUUMHM €JIeKTPOHHUN JOoKyMeHTooOIr. 3okpema, cuctema Locker. Bona
BUKOHY€E omepallii mudpyBaHHS # OOYUCICHHS €JICKTPOHHO-IIMGPOBOTO MIAMUCY Ha
OCHOBI CepTU(IKOBAHUX 3aCO01B KPUIITO 3aXHUCTY, SIKI peani3yloThCsl 3 BUKOPUCTAHHSIM
iHcTpykuid mpouecopy Intel CORE 19-13900K S1700 (CK3I). I3 cucremoro Takox

npekpacHo mpairoe eToken — eeKTpOHHUN KITFOU-OPENIOK, M0 JT03BOJISE BiAMOBHUTHCS
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BiJl BUKOPUCTAHHS >KOPCTKOTO JMCKAa W MHUCKET HJisi 30epiraHHsl mapoJis JOCTYIy B
cucTeMy, 3a0e3leuye BHUCOKY 3axHUIICHICTh 1HGOpMarlii ¥ Ja€ MOMXKJIUBICTH JIETKO
IPALIOBATH 13 CUCTEMOIO 3 PI3HUX POOOUUX MICIIb.

«3axuiennii enekTpoHHuit gokymeHToobir Intel CORE 19-13900K S1700»
CTBOPIOBAaBCS B CTPOTIM BIAMOBITHOCTI 3 JEp)KaBHUMU CTaHJIapTaMU B 00JacTi
JIJIOBOJICTBA M BIATIOB1Ia€ BUMOTaM JIIF0YO1 JIep>KaBHOT HOPMATUBHO1 Oa3H.

Hpunuun podoru Intel CORE 19-13900K S1700

3aBasKu amapaTHid peanizaliii geskux eneMeHTiB anroputMy AES nHabip Intel
CORE 19-13900K S1700 mpuckoproe BukoHanHs AES-mgomaTkiB i poOUTh iX OibIme
3aXUIICHUMU.

Hosi xomanmu 13 HabGopy Intel CORE 19-13900K S1700 mnpuckoprooioTh
mm@pyBaHHs ¥ AemudpyBaHHs, a TAKOXK MOJIMIIYIOTh TEHEPAL0 KIOYIB 1 00pOoOKy
Ta0JIMIb, HAJIAI0UX MIATPUMKY MPU HECKIIATHOMY MHOKEHHI.

Y pesynbTaTi MIHIMI3YIOTECS BHUMOTH 10 [POAYKTHUBHOCTI JOJaTKa IpH
TpaIuUidHIA Kpunrorpadiuniii o0pobui i 3abesnedyeTbcs MiABUINCHA Oe3meka
3aBASKM yCyHEHHIO aTtak Ha AES uepe3 OiuHuii kaHal, MOB'A3aHUX 13 TPaAUIIHHUMU
IPOTrPAMHUMU METOIAMH TIOITYKY B TaOIHUIISIX.

Bigminne cnonydenusi: TexHosoris Intel® Data Protection 3 HabGopom
iHcTpyKi AES-NI 1 mudpyrannsim Secure Key

[HIudpyBaHHS — 11€ OCHOBA 3aXUCTY AaHUX. A 0623010 il MUPpyBaHHS €:

1. Haniitui anroputMu, Hanpukian, AES.

2. Haniifni k11091, HAMPUKIIAI, HaAIHHUN HAO1p 3 BUIQAKOBUX YHCETT.

Hosuit naGip iucTpykui Intel CORE 19-13900K S1700, mo y wmeil yac
nocTynmHui y mporecopax cepii Intel Xeon 5600, Biamnosigae mum Kputepism. Panimie
el mporecop OyB BioMuid mia CBOE€K KomoBOok0 Ha3zBorw Westmere-EP. AES-NI
BUKOHYE jesiki kpoku AES Ha amapatHoMy piBHI, IIPSMO B MIKPOCXEMi IpoIiecopa.
Opnnak Bu moBuHHI 3HatH, Mo AES-NI Ha mporecopi He BKIIOYa€ TOBHUM MPOIIEC
peamzamii AES, nmme nmeski KOMIIOHEHTH, HEOOXimHI JJis  OnTUMI3arii
npoaykTuBHOCTi. AES-NI pobutk 1e nuisixom pojaaBaHHs 1mecth HoBux AES

THCTPYKULINA: YOTUPH 3 HUX IS UpyBaHHA/ pO3MU(POBKH, OAHA ISl KOJOHKH 'mix'
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(3MimIyBaHHs), 1 OJHA JJIi T€HEPYBaHHsS TEKCTY HACTYMHOro Iukiay 'mext round' (me
KUTBKICTh LUKJIIB KOHTPOJIIOETHCS JOBXHUHOIO 01T, 00paHUX BaMu).

Onuum 13 wynoBux MoMeHTiB B Intel CORE 19-13900K S1700 monsrae te, 110,
OCKUJIBKH BiH MO0y 10BaHa Ha 0asl arapaTHUX 3ac00iB, HeMae HEOOXI1THOCTI 30epiraTu B
nam'siTi Tabnuil meperyiany, a O0noku mudpyBaHHS BUKOHYIOTHCS B mpouecopi. Lle
3HUXKYE IIAHCH YCIIITHOCTI aTak cTopoHHIX kaHamB ('side channel attacks'). /o Toro x,
Intel CORE 19-13900K S1700 no3Bojisie cucTemMi BUKOHYBAaTH K04l OUTBIIOL
JOBKUHU, Y PE3yJbTaTl UOTO JaHi OUIbII HaIHHO 3aXHILEHI.

Ha cnpapxniii MomeHt Intel CORE 19-13900K S1700 koHIIEHTpY€ThCS B
OCHOBHOMY Ha TPhOX MOMEHTAX:

— 3axuineHi TpaH3akIlli yepe3 IHTEPHET 1 B IHTpaMepexKi.

— IlopHe mmmdpyBaHHs aucka (HampUKiIam, sK y BUmanky 3 Microsoft
BitLocker).

— IudgpyBaHHs NPUKIATHOTO PiBHA (YACTHHA 3aXUIIEHOT TPaH3aKIIIi).

3axuiieHl TpaH3aKIii MO IHTEPHETY # I1HTpaMepeki MOXKYTh BKIIOYATH
BUKOpHUCTaHHA SSL Il MIAKIIOYEHHS 10 3aXUIIEHOTO BeO calTy B iHTpaMepexi abo
iHTepHeti. Jlo Toro k, IPsec TyHenbHUI 1 TPaHCHOPTHHUMN PEKUM KOPHUCTYIOTHCS BCE
OUTBIIIOI0 TIOMYJISPHICTIO JIJISI 3aXUCTy CEAaHCIB B IHTpaMEpeki, a y BHUIAIKY 3
DirectAccess B 1HTepHeTi. Bapro BpaxoByBatu, mo SSL BHUKOPUCTOBYETHCS IS
3aXUCTY KOMyHIKalliii piBHiB 7, a [Psec BUKOPUCTOBYEThCS AJISl 3aXUCTY KOMYHIKaLlii
MEPEXKHOIO (TPETHOIO) PiBHSL.

OcTaHHIM YyacoM MOXHa OyJI0 YyTH, IO KOMI'IOTEpHA XMapa CTa€ HACTYITHUM
BEJIMKUM MPOPUBOM Yy KOMII'IOTEPHOMY CBITI, 1 MOCTa4YaJIbHUKU MOCIYT KOMII' FOTEPHOI
xmapu 3HayHO BurparTh Bifg Intel CORE 19-13900K S1700, ne OuibmiicTh iXHIX
KOMYHIKaIlii 0yJe 3aiiicHioBaTucs yepe3 3ammudpoBanuii kanai. [{o crocyetnses IPsec,
SKIO 13 CepBepOM € BChOTO Tpoxu [Psec 3'eqnanb, TO Oyme IIJTKOM JOCTaTHBO U
po3BanTaxxeHHs: SSL. Ane sikmio Bamn cepBep 3aBanTaxkenuit, Intel CORE 19-13900K
S1700 okpemo abo B cromydeHHi 3 SSL po3BaHTaKeHHSIM Oyje OUTBINE ITiAXOSIIAM

PIILICHHSM.
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Jlo Toro X, TYT € KOMIOHEHT TpaH3akilii (‘'secure transactions'). [lo Toro x a0
mu@pyBaHHS TPHUKIATHOTO ab0 MEPEeKHOTO piBHA, € IU(pyBaHHS TPUKIATHOTO
piBHs, 1m0 BukopuctoBye Intel CORE 19-13900K S1700. Hanmpukina:

— basu nanux moxHa mudpyBarti.

— IMomry moxHa mudpyBatu.

— Cy»0u KepyBaHHS ITpaBaMy BUKOPUCTOBYIOThH MG PYBaHHS.

— Cama ¢aitioBa cuctema Moxke Oyt 3amudpoBaHa (Ha BIAMIHY BiJ
mu@pyBaHHS Ha TUCKOBOMY PiBHI).

Taki nmomatku, sk Microsoft SQL Mo0XyTh BUKOPHUCTOBYBATH IIU(PpPYBaHHS
Transparent Data Encryption (TDE) ans aBromatumuHoro mu@pyBaHHsS 3alHCiB,
BHECEHUX y 0a3zy JaHUuX.

B octarounomy mincymMky Buxonutsh, mo Intel CORE 19-13900K S1700 moxe
3HAYHO MPUCKOPUTH Yac TPAH3aKI 1 3pOOUTH TMOKYIIIIB OUIbINE MACTUBAMH, a
CIIBPOOITHHKIB OUIBIIIE MPOTYKTUBHUMH.

[ToBHe mmdpyBaHHs Aucka 3amuppoBye HUCK MOBHICTIO 3a BUHATKOM MBR.
Ha nomauy no Microsoft BitLocker, € psin inmmux nogaTkiB mudpyBaHHS JTUCKa, SIKI
MOXyTh BukopucToByBaTH Intel CORE 19-13900K S1700, manpuxmax PGPdisk.
[Tpo6iema 3 mOBHUM MHU(PYBAHHAM JHCKA MMOJSTAa€ B TOMY, 1110 BOHO MOK€ BUKJIUKATH
3HM)KCHHS TIPOYKTUBHOCTI, y PE3YyJIbTaTi YOT0 KOPUCTYBAaUl MOXKYTh BIMOBIISITUCS B[
BUKOpHCTaHHA naHoro mMerony mmdpysanHsa. 3 Intel CORE 19-13900K S1700 wmei
BIUIMB Ha MPOIYKTUBHICTH MPAKTUYHO 3HHUKAE, 1 KOPUCTyBayi OilbII OXo4ye OYIyTh
BKJIFOYATH MOBHE MU(PYBaHHS JUCKA i BUKOPUCTOBYBATH HOTO NIEpPEBarH.

IoninmeHHs NPOAYKTUBHOCTI

Tak skl TOMINIIEHHS MPOIYKTUBHOCTI MM Hacmpapai nmobaunmo 3 Intel CORE
19-13900K S1700? Iloku 1o Ba)KKO CKa3aTH TOYHO, IO JJaHAa TEXHOJIOTIS MOKE HaM
3allpONOHYBATH, OCKIJIBKM BOHA JOCUTh HoBa. Ane kommnanis Intel mposena psin
BJIACHUX BUIIPOOYBaHb, pe3yJbTATU IKUX PATYIOTh:

— IIpu pobGoti 3 OaHKIBCBKMMHU IHTEpHET mocayramu Ha Microsoft IIS/PHP

CIIBPOOITHUKYA KOMMaHI1i BUSBWUIIU, 1110, TTIOPIBHIOIOYM JB1 cucTeMHU Ha 0a3i Nehalem,
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olHa 13 mudpyBaHHAM 1 oaHa Oe3, OyB mpupicT B 23% KOpUCTYBayiB, SIKMX MO>KHA
niaTpuMyBatH Ha 1ii cuctemi. Komm cucrema Nehalem i3 mmdpyBanHsIM piBHsUTaCS 3
non-Nehalem cucremoro, mosimmeHHsS B KUIBKOCTI MIATPUMYBAaHUX KOPHUCTYBadiB
ckiyanacs 4.5 paszu. Lle pastoui pe3ynbraru!

— V¥V tecti mmdpyBanns / po3mmdpoku 6a3u ganux Oracle 11g cniBpoOiTHUKH
KOMIMaH1i BUSBUJIM, 110 TIPH MOpiBHSAHHI ABOX Nehalem cucteMm, olHa 13 BKIIOYCHUM
mudpyBaHHAM, IHIIA —HI, CHUCT€Ma 13 BKJIIOYEHUM IIU(pPYyBaHHAM Mokazana 89%
3HIDKEHHS 4Yacy Ha po3mHu@poBKy 5.1 MiTbHOHIB psAAKiB 3amudpoBaHOi TaOIHII.
Takox crioctepiranocst 87% 3HIKEHHS yacy Ha 3amm@poBky Tadmunb tuny OLTP i
MOBTOPHY BCTaBKY W BUJIAJICHHS OJTHOTO MUTBAOHA PSIJIKIB.

— IloBHe mmdpyBaHHS OHUCKa MOXE 3aliMaTH Macy 4acy JUIsi MOYaTKOBOTO
mm@pyBanHs nucka. Komnanis Intel BusiBuna, mo npu mudpysansi Intel 32 I'b SDD
JUCKa B MEPIIMNA pa3 3a JOMOMOrow mudpyBanHsa KiHneBoi Touku McAfee mis [1K
CIIOCTepIrajgocs 3HWKEHHS 4Yacy mepuioro 3amoBHeHHs Ha 42%. lle mpocTo pastoya
PI3HUIIA, 110 BU BUPA3HO BiAUY€eTE, SAKIIO BaM JI0 1IbOTO JOBOAMUIIO YEKATH 3aKIHYCHHS

poliecy NOBHOTO MU(pyBaHHS TMCKa B MEPILNA pas.

3.2 Po3poOka CTpyKTYypHOI cXeMH

Jlns peanizailii CUCTeMH BHKOPUCTOBYIOThCA koMmaHau mporecopa Intel CORE
[9-13900K S1700. Ilpomecopu HacmpaBli 3HAMEHYIOTH COOOI 3MiHY ITOKOJIiHb,
OCKUIBKH TIPU 1IbOMY HE TUIBKU B1IOYBA€ThCS MEpeXiJi Ha HACTYMHUM Texmpoiiec (32
HM Yy NOpIBHSIHHI 3 45 HM), ane nepeq Hamu U nepiie nokoiiHas CPU 3 miaTpuMkoro
JEKUTbKOX 1HCTPYKIIIH, 1110 TPUCKOPIOOTH mudpyBanHs. Intel 3ragye nodasky sik AES
New Instructions. Bouu ckiagarorscs 13:

— incTpykuid 1ia mmdpysanus AES (AESENC, AESENCLAST);

— i"HCcTpyKIiH 115 po3mudpoBku (AESDEC, AESDECLAST);

— 1HCTpYKIi 17151 podoTH 13 KiroueM AES (AESIMC, AESKEYGENASSIST).
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Ak 1 panime, iHCTPYKUii BigHOCATBCS a0 SIMD, T0o6TO 1m0 THmy "oaHa
iHCTpyKLig O6arato nanux" (Single Instruction Multiple Data). [linTpumyroTscst Bci Tpu
kimroui AES (128, 192 1 256 6it 3 10, 12 1 14 mpoxomamu MiJCTaHOBKU U
nepectaHoBkr). Ockuibku Bcl 1HCTpYKIIi AES maroTh (pikcoBaHy 3aTpumKy, 10 HE
3aJIeKUTh BiJl JAaHUX, TOOTO 4ac (pikcoBaHM W AOCTYyN M0 mam'sti He MoTpiOdHO. Kpim
TOTO, MOJIeNIb MPOTrpaMyBaHHS Taka X, sIK 1 y BHUIAJAKYy I1HIIUX 1HCTpyKiii SSE 3
nepBicHoro ctamapty SSE4. Takum umHOM, BCi oOmepamiiHi CHCTeMH, SKi
miaTpuMytoTh po6oty 3 SSE, 3MoxyTh BukopucToByBaTH i iHCTpyKuii AES New
Instructions.

Ha pucynky 3.1 300paxxeHa CTpyKTypHa cXeMa CHCTEMH KiOepOesneku
3aXMIIEHOTO0 JTIOKYMEHTOOOITY 3 BHKOpHCTaHHAM IHCTpyKIi AES mponecopa Intel
CORE 19-13900K S1700.

Buxonsum 31 CTPYKTypHOI CXEMH CHCTEMHU 300pakeHOi Ha pHUCYHKY 3.1,
cuctemMa KibepOe3MeKu 3aXHILIEHOT0 JOKYMEHTOOOITY 3 BHUKOPHCTAHHSAM 1HCTPYKLIN
AES npornecopa Intel CORE 19-13900K S1700, mparitoe HaCTyITHUM YHHOM.

Comeprry mpu  BXOAlI B CHCTEMY, KOPHCTYBad 3BEPTAETbCS JO OJIOKY
pPO3MEXYBaHHS JIOCTYIy CHUCTEMHU KiOepOe3meKkn 3axuIIeHOr0 JOKyMEHTOOO0ITy 3
BUKopucTanHaM 1HCTpykUi AES mporecopa Intel CORE 19-13900K S1700. Bnok
PO3MEXKyBaHHS JIOCTYITy OTPUMYE [1ap0oJib KOPUCTYyBaya, Ta 3BEPTAETHCA 10 MEHEIKEPY
napojiiB, i€ OTPUMY€E CEaHCOBHM Mapoib TNEPEeBIPKU MPABUIBHOCTI IapOJII0
KOpPUCTyBaya, Ta MPaBWJILHOCTI MpaB JOCTYIYy KOPUCTyBada, sIKi 30€piraloTbCsi y
BIIMOBIAHUX 3amu@poBaHux 0a3ax naHux. Po3aMexxyBaHHs ux 6a3 3p00JICHO 3 METOIO
MIJBUIICHHS CTIMKOCTI CUCTEMH 3aXMIIEHOT0 JOKyMeHTo00iry. Ilicis miaTBepHKeHHs
mpaB JOCTYIly, Ta MPaBWIBHOCTI BBEACHOTO TMApOJI0, KOPUCTYBA4YEBI BUIAETHCS
ceancoBuil ko4 AES 3 Bukopucranusm creuiaabHux 1HCTpykuii Intel CORE 19-
13900K S1700 myist poGoTH 3 iH(DOpMAaITi€TO.

VY Omomi mmdpyBaHHS 3TiAHO TpaB A0CTyny, 3 oTpuMmaHoro kimouda AES 3
BUKOpHCTaHHAM cremianbaux iHcTpykuii Intel CORE 19-13900K S1700 BinOyBaeTbes
HOTO PO3IIUPEHHS, Ta 00MPAETHCS KITIOU 1Tepallii, 32 TOMOMOTOI0 SIKUX W BiI0yBaETHCS

mudpyBanHs iHGopMmanii  anroputMoM AES 3 BHKOpPUCTaHHSIM  CHEIlaIbHUX
iHcTpykuin Intel CORE 19-13900K S1700.
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[Ipouenypa nemudpyBaHHs BiAOYBa€THCS aHATIOTITYHUM YHHOM.

3abe3neuenHss Oesneku iHopMmalii mpu 30epiraHHi W 00poOIi OiIBIIUX
iHpOpMaLIHHUX MAacCHUBIB— OJlHA 13 CaMUX aKTyaJdbHHX NpoOJIeM CydacHUX
iHQOpMaIITHUX TEXHOJIOT1H. [HTEHCHBHUN PO3BUTOK METOJIB PO3MOJLICHOI 00poOKHU
JAaHUX 1 pi3Ke 301IbIIEHHs] 00CATIB iH(pOpMaIlii, 0 HAKOMUYIYETHCS B KOMIT'FOTEPHUX
CUCTEMax, MpHUBEIM OCTAaHHIM 4YacoM JO0 KapAWHAJIbHOI 3MIHM  METO/IB
JIOBFOCTPOKOBOTO 30epiranHs JaHuX. TpaauiiiiHi miaxoau 10 opraHizaiii 30epiraHHs
BEJUKHUX 1H(POPMAILIMHUX MacHUBIB TEpeCcTaly 3aJ0BOJBHATH 3POCIUM BHMOTaM [0
€MHOCTI HOCIiB 1 IIBHJAKOCTI JOCTYIy 00 JaHHX. Bcl dactimme crokuBad IOBIpsi€
30epiranHsi cBO€1 BIacHOi iH(popMallii 30BHIMIHIM IIEeHTpaM a0o MepexkaMm 30epiraHHs
naHuX (Tak 3BaHUM ayTcopcuHT). OqHa 3 OCHOBHUX c(ep 3aCTOCYBAaHHS MEPEKHOTO
30epiranHs gaHuX — OpMyBaHHS OaHKIB JaHWX EJICKTPOHHHX JTOKYMEHTIB, a TaKOX
eJIEKTPOHHUX apXiBiB 1 0610110TeK. Taki CXOBHINA TaHUX MOXYTh OYTH K IyOJTIYHUMH,
Tak 1 0OMEKEHOTO JIOCTYITY, 3aJIeKHO BiJl XapakTepy JOKYMEHTIB, 110 HAKOTHUIYIOTHCS
B HUX.

Jns mudpyBaHHS BEIMKUX MACHUBIB JaHMX, IIO0 TOMIIIAIOTHCS B 30BHIIIHI
CTOCOBHO BJIacCHMKa iH(opMmarii cxoBuila, €¢GEeKTUBHI JUIIE CHUMETPHUYHI CXEMHU
mrpyBaHHs. MOXKIMBOCTI  iXHBOTO  MPAKTUYHOTO  3aCTOCYBaHHs,  MaOyTh,
BHU3HAYAIOTHCA MOXJIMBOCTSMH OpraHizailili CXeMU KepyBaHHS CEKPETHUMH KIIIOYaMH,
JUTsL IKMX HEOOX1THO 320€3IeYNTH BUKOHAHHS JBOX IMOYACTH CYMNEPEUIUBUX BHUMOT:
3a0e3MeYeHHs] BUCOKO1 CXOPOHHOCTI KIIOYIB (30KpeMa, 3a paxyHOK pe3epBYBaHHS) 1
0OMEXEHHSI Cepe/I0BHUIIA IXHBOTO MOMIUPEHHSI TUTEKU THMH MPUCTPOSIMU, SIKUM JTOBIPSIE
BJIacHUK iH(opmamii. Y 3B'I3Ky 13 UM y ACSIKUX BHUIMAIKaX OUIbLIE palioHATbHUM
BUTJISIIAE 3aCTOCYBAaHHA CXEM BIAKPUTOrO MmMU(PYBaHHSA, IO A€ MOXKIUBICTh
HEBU3HAYCHOMY KOJIy OCI0 TOMIIaTH CBOi JaHi B CXOBHUIIE, aje JOCTYI 10 HUX
3aJIMINATH JIMILIE ISl BIACHUKIB CEKPETHOTO Kitoua. Taka cxema Moxke OyTH KOpHUCHa,
HAIPUKIIAMI, Il CUCTEM €JEKTPOHHOI MOMITH a00 CUCTEM IUIaHYBaHHS MOTOKIB 3aBAaHb
(workflows), me HUPKYIIOIOTH MEPEBaKHO TMOBITOMJICHHS HEBEIMKOI JOBXKWUHMU. [[1s
TaKUX CXEM THM OlIbIle HEOOXI1IHI MEXaHI3MH MOIIYKY 3a MHUGPOBAHUM JaHUMHU, 110
onepaiii po3mrppyBaHHI B aCUMETPUYHHUX KPUNTOCXEMAX, SIK BIJIOMO, BUKOHYIOTHCS

Ha KUIbKa MOPSAKIB MOBUIbHIIIE B TOPIBHAHHI 13 CHMETPUYHUMU.
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Intel CORE 19-13900K S1700

3amugpoBana iHPpOpMaIlisl KOPUCTYBaYa CUCTEMHU 3aXUILEHOTO JOKYMEHTOO0Iry
3 BUKOPHUCTAHHSIM 1HCTPYKIIIH TTporiecopa

J L

Bbnok gemmdpyBanHs 3riAHO MpaB JOCTYILY

MeHnemxep mapoJiB

Otpumanns kmroda AES 3
BHKOPHCTAHHSM CITCIIaIbHUX 1HCTPYKITIH
Intel CORE 19-13900K S1700

b1 maporis

Posmmpenns kmoua AES 3
BUKOPUCTAHHSM CIeNiaJbHUX IHCTPYKLIN
Intel CORE I9-13900K S1700

OTtprMaHHS payHIOBOTO KI0Ya

Posmmdpysanns anroputmom AES 3
BHKOPHCTAHHSM CITCIIaIbHUX 1HCTPYKITIH
Intel CORE 19-13900K S1700 3rigno

OTpUMAHUX PAYHIOBUX KITIOYiB

BJI npas

JIOCTYITY

BJ] xopuctyBauiB

10

Kypnan nmoniit

1r

1T

bnox mmdpyBaHHs 3riHO MpaB AOCTYILY

Bbiiok po3mexyBaHHs

JIOCTYITY

1L

Otpumanns kiroua AES 3
BUKOPUCTAHHIM CHEUiaTbHUX THCTPYKLIH
Inte] CORE I9-13900K S1700

Posmimpenns kmoua AES 3
BUKOPHUCTAHHSM CHEUialbHUX THCTPYKLIH
Intel CORE I9-13900K S1700

OTpI/IMaHHﬂ PayHOOBOTO KJIrO4Ya

KopuctyBau cucrtemu
KibepOesneku
3aXUIIEHOTO
JIOKYMEHTOO00ITY 3
BUKOPHUCTaHHSAM
iHcTpyKLUiK AES
nporecopa Intel CORE
19-13900K S1700

Indpysanns anroputmMom AES 3
BUKOPUCTAHHSM CIeNiaJbHUX IHCTPYKLIN
Intel CORE 19-13900K S1700 3rigno
OTPUMAaHUX PayHIOBUX KIIOYiB

Pucynok 3.1 — CTpykTypHa cxeMa CUCTEMU
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Inma npobiiema, moB'sa3aHa 13 3a0e3Me4YeHHSIM KOH(DIIEHIIHHOCTI TMOIIYKY B
MacHBax JaHUX, MOB'sA3aHa 3 OaKaHHSIM YHEMOKJIMBUTU OJICPXKAHHS aaMIHICTPATOPOM
CYBJl i cropoHHiMM oco0amMu BIOMOCTEH TpO Te, MO SKUX came 3amuciB (a0o
dbparmMeHTiB) 6a3u TaHUX 31HCHIOBABCS JOCTYII MPU KOKHOMY KOHKPETHOMY 3amuTi. Y
3aKOpAOHHIHN JiTepaTypi Iie 3aBaaHHs 3BeThes ‘“‘Private Information Retrieval» (PIR).
Bona oco0nuBO akTyanapHa, HaNpuKiIaa, Mpu oOpoOIl ¥ 30epiraHHi €JIeKTPOHHHX
JIOKYMEHTIB, IO MICTSATh BIJOMOCTI MPHUBATHOIO XapakTepy: (hiHAHCOBI, FOPHUIAWYHI,
MaWHOBI, MEIWYHI ¥ 1HIIII.

Sxuro HaBiTH cami moJist 6a3u JaHUX 3amM(poBaHi, XapakTep 1 YacToTa 3aMuTIiB
0 HUX YXE€ MOXYTh [laTh 3JOBMHUCHUKOBI JIeIKy HeENpsMy iH(OpMAIIiio,
pO3rOJIOIIEHHs $KOi HeOakaHo Juisl BiacHUKa. L1 3aBmaHHA 10 BU3HAYEHOI MIpHU
aHAJIOTIYHI BUHUKAIOUOT B TEJIEKOMYHIKALIMHUX CHCTEMax 3aBJaHHIO MaCKyBaHHS
IHTEHCUBHOCTI Tpadiky MDK By3JlIaMd, MI0, SK BIOMO, BHPIIIYETHCS MUIIXOM
CYIUTBHOTO 3aTIOBHEHHS KaHATY TICEBIOBUIIAKOBUMU TTOCITIIOBHOCTSIMH.

Hepinko mepea mNpUMIMIEHHSM JOKYMEHTIB Yy MEPEXHI CXOBHUIIA BOHH
MiJIAI0TECA CTUCKY a00 1HIIMM CHEIiaibHUM BHIaM KOMYBaHHS. Y 3B'SI3KYy 13 MMM
3arOCTPIOEThCS HEOOXIMHICTh, 3a0€3leUeHHs KEePOBAHOCTI, HaJIMHOCTI ¥ Oe3merrl
30epiragHs ¥ JOCTYIy 10 €JICKTPOHHUX JOKYMEHTIB, a TaKOX MPOIEAYyp IiXHBOI
nepeadi MK MPUKIAJHUMU TTpOorpaMaMu Ml IPUCTPOSIMU 30epiraHHs.

Axmio HaBITH JaHi 30epiraroTbCs JIOKAJIbHO, BHUHHMKA€E 1HIIA TpobJieMa:
aaMmiHicTpatopu, mo ynpasisoTe CYB]] 1 mepcoHan Tak 4u iHaKIIe 3BUYAifHO MarOTh
mpaBa JIOCTynmy Jio Bciei 30epexeHoi iHdopmarii. [ 3axucty BiI  iXHIX
HECAHKI[IOHOBAHUX [l y JEsSKUX BHIIAJKax JOLLUIbHE 3aCTOCYBAaHHS amapaTHo-
porpaMHKX 3ac00iB MU@PyBaHHS JaHUX TEPe]I 3alUCOM iX Ha 3aco0u 30epiraHHsl.

YacTto mudpyBaibHi MOyl BOYIOBYIOThCS, HAIIPUKIIAJ, Y 3aCO0U PE3EPBHOTO
KomitoBaHHA AaHux. OgHaK npu 30epiranHi mu(poBaHUX MACHUBIB YTPYAHEHUN MOIIYK
okpeMux aiyliB 1 OnmepaTMBHUN JOCTYIl JO €JIEMEHTIB MacuBY, HEOOXIIHUM JJis
poboTu mpuKIagHUX mporpam. Tak sik MacuB 30epiraerbcs B 3alIM(PpOBAHOMY BUII, 1
cepBepy, Ha skomy BiH 30epiraetbest (200 CYBJl), HE MOXyTh OyTH TOBIpEHI KIFOYi

mudpyBaHHs, KOpucTyBaud (abo mNpuKIagHa TporpaMa Bif HOro im's) 3MyIIeHUN
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3aBaHTa)XXyBaTH Komii BCiX (ailiB MacuBy, po3mU(POBYBATH iX 1 MOTIM BUKOHYBATU
MONIYK Ha JOKaIbHIM MamuHi. O4eBUAHO, M0 TaKWW CIOCI0 TOMIyKYy JIyXKe
HECKOHOMIUHUH. ¥ 3BSI3Ky 13 IIMM BHUMAaJbOBYEThCS TIpodOiieMa 3a0e3MeYeHHS
MOXJIMBOCTI TIOIIYKY JIaHUX IO MHGPOBaHUM 1 (a00) CTHCIMM JIaHUM, 1110 MOXKe OyTH

KOHKPETH30BaHa 3aJIEXKHO BiJl 3aCTOCOBYBAHOI B cUCTEM1 MOJiel U(PYBaHHS JaHUX.

3.3 Po3podka pyHKIiOHAIBHOI CXeMH

Ha pucynky 3.2 3o00paxenHa ¢QyHKIloHalbHa cxeMa cucremMu. Hukue
PO3MJISTHEMO 1i OLIIbII JOKIAAHO.

@OyHKIIOHATbHA CXE€Ma CKIIAJIA€ThCS 3 HACTYIMHUX OJIOKIB:

— ['onoBHE BIKHO IpOrpamu.

— bnoxu mmdpysanns Ta nemmdpyBanns iHpopmarii 3rigHo anroputmy AES 3
BUKOpUCTaHHAM cremianbHuX 1HeTpykuid Intel CORE 19-13900K S1700.

— YHiBepcanbHe poboue MicIle.

— MoGinbHe poboue MicIie.

— JlimoBoaCTBO.

— dakc.

— 3acigaHHs.

— Jlorosopu.

— HopmaTuBHi i po3nopsIHUIIBK] TOKYMEHTH.

— Jlopy4eHHs.

— Kimientu # KontakTu.

— 3BEpHEHHS TPOMAJISH.

— Jlormomora.

— [ImanyBaHHs.

— Kepysanns Ilepconanom.

— KopniopatuBHMii TpEHIHT.

— WorkFlow.
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— 3axucr.

PosrisaeMo 111 0J10KH OLIBIIT AE€TATBHO.

I'osi0BHE BiKHO mporpamMu
["onoBHE BIKHO MpHU3HAYEHE JJIS MIBUAKOTO JIOCTYIY 10 OCHOBHMX (DYHKIIIH MpOrpamu
1 MmeHto. [Iporpama ckilagaeTbCs 3 TOJIOBHOTO BIKHA, PO3TAILIOBAHOIO Yy BEPXHIM
YaCTHHI eKpaHa i Ha0opy He3aJIC)KHUX JOUYIPHIX BIKOH.

PosramryBanHs #  po3Mipu BIKOH MOKHA 3MIHIOBaTH 3a JONOMOTOIO
mutn. Takok 1CHye MOXJIIMBICTh 3aKpUTH HEMOTPiOHI JOdYipHI BiKHA (3HOBY
B1IOOpa3UTH iX MOXKHA NUISXOM BHOOPY BIAMOBIAHUX MYHKTIB Yy MEHIO HAaTHUCKaHHSIM
Ha AHAJOTYHI KHONKH B TOJOBHOMY BIKHI mporpamu). Bci 3poOneHi 3miHH
30epeKyThCcsl B HACTYMHOMY ceaHci poOoTu. [Ipu3HadueHHs BCiX KHOIMOK y Mporpami
MOSICHIOETHCS  CIUIMBAIOYUMHM TiAKAa3KaMu: MIJABEAITh MOKAKYUK MHUII 10 OyAb-sKOi
KHOIIKM M 3aTpUMaEeTe HOro — 3'IBUTHCS CIUIMBAKO4Ya MIAKa3Ka 13 MpPU3HAYECHHIM
KHOIKH. ['0JI0BHE MEHIO Ha/la€ JOCTYI A0 OCHOBHUX CIUCKIB 1 (PYHKI[IH CUCTEMU.

baoxku mmdpyBanHsa ta gemmdpysBanHns iHgopmamii 3rifHO AJrOpuTMY
AES 3 Bukopucranaam cneniaabaux iHcrpykuiii Intel CORE 19-13900K S1700

[lpusznaueni nns mudpyBanHs Ta jaemmdpyBanHs iHdopmMmalii, A0 SIKOi
KOPHUCTYBa4 Ma€ JOCTYII, 3T1AHO IIPaR JOCTYILY.

[Ipu peamizamii mmbpyBaHHsS Ta nemd@pyBaHHS BUKOHYIOTHCS TaKi OCHOBHI
omepartii:

— Key Expansion — mporenypa BukopuctoByBaHa s reHeparii Round Keys 3
Cipher Key.

— Cipher Key — cexkpeTHmii, kpunrorpadiqauii Kjitod, 10 BUKOPUCTOBYeTbesa Key

KOJIOHOK.

po3mudpyBaHHi.

Expansion mpouenyporo, mo6 3podutu Habip kmodiB 11t payHaiB (Round Keys); moxe

OyTH TIpeJCTaBJICHUHN SK TMPSIMOKYTHHUH MacuB OalTiB, 10 Mae 4otupu psagku u Nk

—Round Key—Round Keys Buxoaste 13 Cipher Key BukopucToByr0UH

nporeaypy Key Expansion. Bonum 3actocoByroTbest o State npu mmdbpyBaHHI U
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— State — mpoMiKHHIA pe3ynbTaT Mmu(pyBaHHS, IO MOXE OyTH MpeACTaBICHUN
AK MPSIMOKYTHHI MacuB 0aiTiB 1m0 mMae 4 psaxu it Nb KonoHOK.

— AddRoundKey() — Tpancopmartis  npu  mudpyBaHHI ¥ 3BOPOTHOMY
mudpyBanni, npu sakidi Round Key XOR’uthes ¢ State. Jlopxuna RoundKey
nopiBHIOE po3mipy State (To6To, sikmo Nb = 4, To noxura RoundKey nopisaioe 128
01T a6o 16 GaiiT).

— SubBytes() — Tpancdopmariii npu mmdpyBaHHI sAKi 00poOIsIOTH  State
BUKOPHCTOBYIOUM HEJIHIWHY TaOJUIf0 3amilieHHs OalTiB (S-box), 3acTocoByroum ii
HE3aJIEKHO J10 KOKHOT0 Oaiita State.

— ShiftRows() — Tpanchopmanii npu mudpyBanHi, gki 00poOsOTH State,
IUAKJTIYHO 3MIIIAK0YHM OCTaHHI TPH PsAKK State Ha pi3HI BeTUUYHHHU.

— MixColumns() — Tpancopmariiss npu mudpyBaHHi sika Oepe BCi CTOBIII
State 1 3minrye iX maHi (He3adeKHO APYT BII APYyTa), MO0 O/1epKaTH HOB1 CTOBIIIII.

— InvShiftRows() — Tpanchopmariis npu posuindpyBaHHl sika € 3BOPOTHOIO
crocoBHO ShiftRows().

— InvSubBytes() — Tpancopmariiss npu po3mmdppyBaHHI SKa € 3BOPOTHOIO
crtocoBHO SubBytes().

— InvMixColumns() — Tpancdopmaris npu po3mudpyBaHHI SKa € 3BOPOTHOIO
crocoBHO MixColumns().

— RotWord() — pyukuis, mo BukopuctoByeThbes B mpoueaypi Key Expansion,
o 6epe 4-x GaiiTHE CI0BO i pOOUTH HAJ HUM IUKJIIYHY TIEPECTAHOBKY.

— SubWord() — dyukiis, BukopructoByBaHa B mpoieaypi Key Expansion, 1o
Oepe Ha BxoAl 4-x OalTHE CIIOBO ¥ 3aCTOCOBYIOUM S-bOX J0 KOXHOTO 13 YOTHPHOX
0aliTiB BUIa€ BUXITHE CIOBO.

— Block — nmocniioBHICTh 01T, 3 SKHUX CKJIamgaeThes input, output, State 1 Round
Key. Takox mig Block MoxkHa po3yMiTi IOCTIAOBHICTD OaifT.

— Ciphertext — BUXiJH1 JJaHI aJITOPUTMY KU (PPYBaHHS.
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— S-box — HemiHiHA TAaOMUIS 3aMiH, III0 BUKOPHUCTOBYETHCS B JEKIIBKOX
Tpancdopmarlisx 3aminu 0aiT 1 B mpoueaypi Key Expansion myis B3aeMHOOAHO3HAYHOT
3aMIHM 3HAUE€HHs OailTa.

— Nb — yucno croBmiiB(32-yx OITHHX CIiB), 10 cTaHOBIATH State. [, AES Nb

— Nk — yncno 32-yx OGITHUX CHiB, 110 CTaHOBJIATH ImHbpokiaod. st AES, Nk =
4,6, abo 8.

— Nr — uncno paynais, mo € ¢pyskitiero Nk 1 Nb. [[nsas AES, Nr= 10, 12, 14.

— Rcon[] — MacuB, 1110 ckiIagaeTbes 3 01TIB 32-X pO3PSTHOTO CJIOBA 1 € TTOCTIMHUM
JUIS TAHOTO PayHy.

Kpim Toro ¢ynkmioHanbHO «3axuIEeHUN €IEKTPOHHUN TOKyMeHTOooOIr Intel
CORE 19-13900K S1700» BkJItoO4a€ CUCTEMU:

— 10 aBTOMATHU3YIOTh BEICHHS MAIIIOBOJICTBA M KEpyBaHHS JOKYMEHTOOOITOM
(«3axumenuit  enektpoHHuit gokymeHntood6ir Intel CORE 19-13900K S1700 —
JlinoBoacTBoy, «3axuieHuil enekTpoHHUU aokymeHTooOir Intel CORE 19-13900K
S1700 — lokymeHTH», «3axuiieHudl enekTpoHHur maokymeHtoooir Intel CORE 19-
13900K  S1700 — IndopmariiiHo-10BIKOBA CHUCTEMa», «3axXUIIEHUM EJIeKTPOHHUIN
nokymeHnTooOir Intel CORE 19-13900K S1700 — ®akcy», «3axuileHuil eIeKTpOHHUI
nokymentoooOir Intel CORE  19-13900K  S1700 — JoroBopu», «3axulleHui
enektporHuil JokyMeHTo001r Intel CORE 19-13900K S1700 — 3BepHeHHSI TpOMaIsiHy,
«3axumennit enekrpornunii nokymeHtoobir Intel CORE 19-13900K S1700 —
Workflowy);

— 110 3a0e3MevyroTh 1HQOopMaIliiiHy MIATPUMKY poOOYMX MPOIECIB, BIACTHBUX
Oynb-akuii opranizaiii («3axuiieHuii enekTpoHHU gokymMeHtooOir Intel CORE 19-
13900K S1700 — KiieHTH ¥ KOHTaKTH», «3aXUILECHUN EJIeKTPOHHHUN JTOKYMEHTOOOIr
Intel CORE 19-13900K  S1700 — [InanyBaHHA», «3axuIICHUNA EJIEKTPOHHUN
nokyMeHToo0ir Intel CORE 19-13900K S1700 — 3acimanHs»);

— [0 aBTOMATH3YIOTh POOOTY KaApOBOi CIyKOW («3axXWIEHUN EIeKTPOHHUHN

nokyMeHToo0ir Intel CORE 19-13900K S1700 — KepyBanHs nepcoHaniom»);
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— 0 AaBTOMATHU3yIOTh B3a€EMOJIIF0 KOPUCTYBayiB 3 BIIJAUJIOM TEXHIYHOT
HIATPUMKH (cucTeMa «3axuIeHuil enekTpoHHud nokymeHtoobir Intel CORE 19-
13900K S1700 — HelpDesk»);

— 110 3a0€3MeuyrTh MOXKJIMBICTh HaBYaHHS POOOTI B CHUCTEeMi «3aXUILECHUM
enektponHuii  okyMeHtoobir Intel CORE 19-13900K S1700» («3axurmieHwuii
enexktponHuid  tokymeHTooOIir Intel CORE 19-13900K S1700 — KopniopaTtuHuit
TPEHIHD»).

3axumenuii e1ekTpoHHuil 1okymMeHT000ir Intel CORE 19-13900K S1700 —
YHiBepcajibHe podoue Micie

«3axumenuii enextponHuit noxkymenrooOir Intel CORE 19-13900K S1700 —
VYHiBepcaibHe poOodYe Micle» — 1€ €IuHUM 1HTepdelc I BCIX CHIBpOOITHUKIB
oprasizaiiii, mo OepyTh y4acTb B €JIEKTPOHHOMY AOKYMEHTOOOITY: OUIbILI 3pyYHO HIX
daitnoBa cuctema, 1 61IbII HAAIHHO HIXK €EKTPOHHA MOIITA.

3axumenni ejiekTpoHHuii 10kyMmeHT1000ir Intel CORE 19-13900K S1700 —
MooisibHe poboue micue

«3axuiennit enekTpoHHuit aokymeHToobir Intel CORE 19-13900K S1700 —
Mo06iapHuM TopTa» — poboue Miclie, 10 JA03BOJISE 3A1MCHIOBATH MOOUIBHUI JOCTYII
no 0a3 JaHl CHCTEMH EJEeKTPOHHOTO JTOKYMEHTOOOITYy «3axUIIeHUN eJIeKTPOHHUIM
nokyMeHToo0ir Intel CORE 19-13900K S1700».

3axumennii exrexkTpoHHuil 1okymMeHTo00ir Intel CORE 19-13900K S1700 —
HinoBoacTBO

Monynb «3axumieHuit enexktpoHHuid gokymeHToo6ir Intel CORE 19-13900K
S1700 — linoBoncTBO»  MpU3HAYEHWM s  aBTOMaru3aiii JAOKyMEHTooO0Iry B
TEPUTOPIATBLHO-PO3IOIICHUX OpraHi3allisiX, TEXHOJIOTIS JIJOBOACTBA SKUX MPHUITYCKAE

[IEHTpaJIi30BaHe BIICTEXKCHHS PyXYy JOKYMEHTIB y peallbHOMY MaciTadi yacy.
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udpyBanus AES 3 Bukopuctanasm
cnerianbHux 1HCTpyKIii Intel CORE
[9-13900K S1700

Bigkpura iHpopmartis

Po3paxyHOK payHIOBUX KITFOUiB
(ExpandKey)

Tpanchopmaiiisi payHI0BOTO KIKOUYa
(AddRoundKey)

[{uki onepariit Hax iHGOpMAITi€rO
KinbkicTs iTepariii = Nr

[TincranoBka OaiitiB (SubBytes)

[{uKki14yHUN 3CYB PAAKIB
(ShiftRows)

3MIlIyBaHHS JAHUX Y CTOBHIISX
(MixColumns)

AddRoundKey

3ammdpoBana iHPopMaLis

Hemmdppysanns AES 3
BUKOPHUCTAHHSAM CIICI1adbHUX
iHcTpykiii Intel CORE 19-13900K

N1 AN

3ammdpoBana iHboOpMaIis

Po3paxyHOK payHIOBHX KITIOUiB
(ExpandKey)

Tpancdhopmarliis payH10BOro KiIroua
(AddRoundKey)

[uxn onepariit Haj iHGOPMALII€IO
KinpkicTs iTepamiit = Nr

[{uxaigHUN 3CYB PSJIKIB
(InvShiftRows)

[Tincranoska GaiitiB (InvSubBytes)

AddRoundKey

3MIITyBaHHS TaHUX Y CTOBIILISIX
(InvMixColumns)

Posmmdporana iHpopmartis
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=
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Pucynok 3.2 — dyHKIliOHaIbHA CXeMa CUCTEMU
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3axumenni ejiekTpoHHuii 10kymeHTo00ir Intel CORE 19-13900K S1700 —
daxc

Cuctema (axc-cepBepHOi chnyxOu  opranizamii B CKJIaJl  CHUCTEMHU
KOPHOPAaTUBHOTO  JIOKYMEHTOOOITY ¥  JIJOBOJCTBA «3aXWILEHUNA EJIEeKTPOHHUIM
nokymenToobir Intel CORE 19-13900K S1700» icToTHO migBUIIy€e €PEKTUBHICTH 1
3pY4HICTh pOOOTH 3 (DAKCUMITBHUMHU MMOB1IOMIICHHSIMH.

3axumenuii exekTpoHHuil 1okymMeHTo00ir Intel CORE 19-13900K S1700 —
3acinanns

[lincucrema mpu3HavyeHa JUIsi aBTOMATH3AIlll MPOIECY JAOKYMEHTOO0OIry, IO
CYNpPOBOJKY€E TPOBEACHHA 3aciaHb 1 Hapaa KOJIETIAIbHUX OpraHiB KepyBaHHS
oprasi3ariii.

3axumenuii e1ekTpoHHuil 1okymMeHTo00ir Intel CORE 19-13900K S1700 —
orosopu

Cucrema npu3HaueHa JJisi BEJACHHS pEECTPy J0rOBOPIB 1 KOHTPOIIO BUKOHAHHS
CTOCOBHUX JI0 HUX JIOPYYECHb.

3axumenni ejiekTpoHHuii 1o0kymeHn1000ir Intel CORE 19-13900K S1700 —
HopmaTuBHi il pO3MOPATHUIBKI TOKYMEHTH

Cucrema «3Gaxumenuii enektpoHauit 1okymentooOir Intel CORE 19-13900K
S1700 — HopMaTUBHO-pO3NOPSATHUIIBK] JAOKYMEHTH» MpU3HAaueHa i IyOikamii i
30epiranHs oQiMiHUX AIFOYMX 1 3aCTApUIUX HOPMATHUBHHUX, a TaKOX OpraHizaliiHO-
PO3MOPSAHULIBKUX JOKYMEHTIB (YCTaBiB, MOJIOKE€Hb, HAaKa3iB, MPaBWJI, 1HCTPYKIIHN 1
T.J.), IPU3HAYEHUX ISl BAKOPUCTAHHS B 1HGOPMAIIHHO-TOBIIKOBUX ITIISX.

3axumenuii e1ekTpoHHuil 1okymMeHTo00ir Intel CORE 19-13900K S1700 —
Jdopy4yenns

[Tincucrema «3axuieHuii enexkTpoHHUM gokyMeHtooOir Intel CORE I9-
13900K S1700 — JopyueHHs» Tpu3Ha4YeHa [Jii CTBOPEHHSA M KOHTPOJIIO BUKOHAHHS

YCHUX JOPYYUCHB, HC TIOB'SI3aHUX 3 JOKYMCHTaMU.
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3axumenni ejiekTpoHHuii 10kymeHTo00ir Intel CORE 19-13900K S1700 —
KuienTn i KonrakT

«3axuiennit enektpoHHuit aokymeHtoobir Intel CORE 19-13900K S1700 —
KitieHTn ¥ KOHTaKTH» J03BOJISI€ BIOPSAKYBATH BCIO 1HQOpMAIlit0 TIPO KIIEHTIB 1 Ja€
MOJKJIMBICTB 30epiratu iH(popMaIlito i3 BCIX 30BHIMIHIX OpraHi3ailiil, 3 SKUMHU KOJIH-a00
KOHTaKTyBaJla KOMITaHisl.

3axumenuii erekTpoHHuil 1okymMeHToo0ir Intel CORE 19-13900K S1700 —
3BepHEeHHS TPOMA/ISIH

CucrteMa opieHTOBaHa Ha IMANMPUEMCTBA M opraHizaillii, 1o BEAYTh J1JIOBOJICTBO
Ha TI1JICTaB1 3BE€pHEHb TPOMAJISH 1 I03BOJISIE CKOPOTUTH YACOBI BUTPATH HA PEECTPAIIIIO,
00poOKYy 1 KOHTPOJIb BUKOHAHHS 3asBOK (hI3UYHUX 0OCi0.

3axumenuii e1ekTpoHHuil 1okymMeHnToo0ir Intel CORE 19-13900K S1700 —
Jlomomora

Cucrema nmnpu3HaueHa Ui aBTOMAaTM3allii [poLecy pIIEeHHS TEeXHIYHUX
npobiieM, sIKi BUHHKAIOTh Y KOPUCTYBadiB KOMIIAHII MpU eKCIUTyaTalii TeXHIYHOTO U
POrpamMHOro 3a0e3MeUeHHs, ISl BEIEHHS apXiBy YCYHYTHX MPOOJIEM 3 METOI0 iXHBOTO
NOJANIBIIOTO  aHami3y, [JIs y3araJbHEHHS W BUKOPUCTAaHHS peE3yNibTaTiB MpH
BUHUKHEHHI aHAJOTIYHMX CHUTyallid, /Uig OONIKY 3aBaHTaKEHHS CIIBPOOITHUKIB MO
MPOEKTax, JJIsi KOPOTKOCTPOKOBOIO IJIAHYBaHHS POOOTH Ha MalOyTH1N mepio/.

3axumenuii enrexkTponHuil 1okymMeHTo00ir Intel CORE 19-13900K S1700 —
IliianyBanus

Cucrema nmpu3HayeHa Uil TUIaHYBaHHS W KOOpAWHALIT poOIT, A 31HCHEHHS
KOHTPOJIIO 32 BUKOHAHHSIM IMOCTABIIEHUX IUIAaHIB, JJIs HAPOMAKEeHHs 1H(pOpMaIlii mpo
YCIHIIIHI ¥ MpoBaJieH1 MPOEKTU 3 METOIO TXHIM HacTymHoro aHajuizy. Cucrema J103BOJIsIE
MIJBUIIUTH €()EKTUBHICTh YIPABIIHCHKOI AISJILHOCTI KOMIIaHI.

3axumenuii erekTpoHHuil 1okymMeHTo00ir Intel CORE 19-13900K S1700 —
KepyBanns Ilepconasiom

Cucrema npu3HayeHa JIJs aBTOMaTH3allii BUPOOHUYNX MPOIECIB, MOB'SI3aHUX 3

KaJIpOBUM OOJIIKOM 1 KaJIpOBUM JIOKYMEHTOOOITOM.
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3axumenni ejiekTpoHHuii 10kymeHTo00ir Intel CORE 19-13900K S1700 —
KopnopaTuBHuii TpeHiHr

«3axuiennit enektpoHHuit aokymentoobir Intel CORE 19-13900K S1700 —
KopnopatuBauii TpeHIHI» — 1€ TPOrpPaMHO-METOJAMYHUNA KOMIUIEKC HaBYaHHS U
atectalii KOpPUCTYBauiB 1 I1HCTPYKTOPIB CHUCTEeMH «3aXWUIICHUH EJIeKTPOHHUI
nokyMeHToo0ir Intel CORE 19-13900K S1700».

3axumenuii e1ekTponHuil 1okymMeHToo0ir Intel CORE 19-13900K S1700 —
WorkFlow

Tepmin workflow nocniBHO o3Hadae «moTik poOiT». OJHAK TEXHOJOTIA
workflow posrnsgaerbcs Habarato mupiie — e aBTomMaTHusailis poOITHHKIB Oi3Hec-
nporieciB. bizHec-mporliec, Mo cyTi cpaBu, MOEIHYE B cOO1 BCe: MOTIK poOIT 1 PyHKITIT,
JOAeM 1 BCTaTKyBaHHA, IO pealizye i (YHKII, a TakoX TMpaBuja, Kepyrodi
TIOCJTIIOBHICTIO MUX (DYHKITIM.

3axumenni ejiekTpoHHuii 10kymeHT000ir Intel CORE 19-13900K S1700 —
3axucr

[Iporpamuuii mpoaykT 3axUCT TPU3HAYEHUH JUIsl MIAKIIOYEHHS 30BHILIHIX
3ac001B KpUNTO3aXUCTy 1HHOpMALIii.

3axumenuii enekrponHuii fokymeHnToo0ir Intel CORE 19-13900K S1700 —
enTp 3BiTiB

Cucrema «lleHTp 3BiTiB» MpHU3HAYE€HA JJIsl CTBOPEHHS 3BITIB 3a JAaHUMH, IO
30epiraeThcsi B 0a3ax [aHUX. 3a JOTIOMOTOIO Ii€l CHCTEMHU MOXHa CTBOPIOBATH
JOBUILHO O(OpMIIEHI 3BITH, IO JIO3BOJISIE IIBUJKO OJEpKaTu iH(OpPMAIIi0 B 3pyUHIN
s KopuctyBadua (opmi. MOXIHMBICT CTBOPEHHS BIIACHUX 3BITIB JI03BOJISIE
BpPaxOBYBaTH O0COOJMBOCTI POOOTH OYyIb-sIKOi OpraHizailii.

PosrnsnyBmm yci OnokM (PyHKIIOHAJIBHOI CXEMHM TEepeiaeMo 10 PO3IIsAy

JiarpaMu B3a€MO/Iii MTPOLIECiB, K1 BiIOyBAIOTHCS Y CUCTEMI.
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3.4 Po3po0ka giarpamu npouecis

Jliarpama B3a€MOJIii MPOIECIB CUCTEMH, PO3POOJICHOT Y pe3ybTaTi BUKOHAHHS
0akalaBpChKOTO POEKTYyBaHHS, HaBeIeHa Ha PUCYHKY 3.3.

[Ticas mouarky pobotu pospobienoro 113 mu nmorpamisemo no intepdeiicy 113
3BIJIKM MOXXEMO MOTpanuTu A0 016j10TeKa B3aeMOJIIi 3 1HCTPYKIIAMH Tpoliecopa Intel
CORE 19-13900K S1700 Ta uepe3 MOHITOPUHI JUCKOBOI MiJCUCTEMH Ta BBEACHHS
KIo4a mupyBaHHS MOXKEMO MPOBOAUTH MIM(pyBaHHS Ta AemupyBaHHsA. SKIIo
npoxoje mudpyBaHHs, TPOBOAUTHCS 30epekeHHs 3amudpoBaHoro (aimy, BUBEICHHS
yacy mHU(pPyBaHHS, BUBEJICHHS TMOBIAOMJICHHS TMpPO 3aBEpIICHHA MHU(PPYBaHHA,
BIAKpUTTS (ainy i mudpyBaHHS Ta BUBEICHHS 1HGopmalii mnpo daia 1o
mmdpyBaHHsa.  Skmo  mpoxode  AemM@pyBaHHS — MPOBOJUTHCS  30€peeHHS
nemurdposanoro (aiiay, BUBEACHHS 4Yacy AeIIM(PpPyBaHHS, BUBEACHHS MOBIIOMIICHHS
PO 3aBEpIICHHS MeMHUPpyBaHHS, BIIKPUTTS (ailmy i nemudpyBaHHs Ta BUBESICHHS

1H(popMaii mpo daiin 10 nemudpyBaHHs.
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Pucynoxk 3.3 — Jliarpama B3aeMo/1ii mporieciB
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4 PEAJIIBAIIA TPOEKTY. PO3PAXYHKMH I
EKCIIEPUMEHTAJUIBHI JAHI, IO HIATBEP/ZKYIOTH
ITPABUJIBHICTD IPOEKTHHUX PIIIEHDb

4.1 BJ10K-CXeMH Ta ONUC AJTOPUTMIB PYHKIIOHYBAHHS CHCTEMH

Ha pucysaky 4.1 HaBedeHO ONOK-CXeMy OCHOBHOI mporpamu. 1i pobora

CKIIAAA€ThCA 3 BUKOHAHHA HACTYITHUX KpOKiB:

— Irimianizamist Ta BuBeAeHHs iHTepdeticy [13.

— 3anut mudpyBaHHS JaHUX?

— OOpanns ¢aitny ado rpynu ¢aiiiis.

— AHaJi3 Ta BUBEJICHHS Ha3BH Ta PO3MIPY KiHIIEBOTO (haidiy.

— BBeaeHHs KoprcTyBaueM KIIO4a MU(PyBaHHS.

— Iliamporpama po6otu 3 incTpykiisimu Intel CORE 19-13900K S1700.
— BuBeeHHs TOBIAOMIICHHS PE3yNbTaTy MUGPYBAHHS.

— BuBeieHHs KiHLIEBUX MTapaMeTpiB JaHUX.

— OOpanHs NUIAXY Ta 30€peKeHHS TaHUX.

— 3anut gemudpyBaTh J1aHi?

— OOpanns ¢aitny nenmmdpyBaHHs.

— Amnai3 Ta BuBeeHHS iHGOpMaIlli KOHTeHepa.

— BBeaenns kitoya mm@pyBaHHs.

— Iliamporpama po6otu 3 incTpykiisimu Intel CORE 19-13900K S1700.
— 3anut aemudpyBaHHS YCHIITHO?

— BuBeeHHs TOBIAOMIICHHS PE3yNIbTaTy MUGPYBAHHS.

— BuBenenHs mapaMeTpiB MPOBEACHOTO JIEHIH(PPyBaHHS.

— 30epexxeHHs aemudpoBaHoro Gauy.

— 3anutr WM_CLOSE?

ApPK.
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Pucynok 4.1 — biiok-cxemMa OCHOBHOI porpaMu

Ha pucynky 4.2 HaBepeHo OJOK-cxeMy MiAmporpamMu poOOTH 3 1HCTPYKIIISIMU

Intel CORE 19-13900K S1700. i po60oTa cKki1aaeThes 3 BUKOHAHHS HACTYITHHX KPOKIB:

— 3anut mwudpysaTu gaHi?

— CkanyBaHHs Ta pO30OUTTS JaHUX Ha OJIOKH.

— @opMyBaHHS CEAHCOBOIO KJIIOYa 3 KJIt04a MUQPpPyBaHHS.

— IlepeminryBanss 0aiTiB BiAMOBIAHO 10 S-box.

— @opMyBaHHS MacUBY OaMTiB.

— HukmigHu 3CYB pSI/IKIB Ta IEpPEeMilTyBaHHS KOJIOHOK.

— IlepeTBOpeHHs HaJ JAHUMU 3 BUKOPHUCTAHHAM CEaHCOBOTO KJIIOYA.

— @opMyBaHHs 3alIM(PPOBAHUX JAHUX.

— 3anut aemudpyBatu gaHi?

— Po36urtsa ganux ans gemm@pyBaHHs Ha OJIOKH.

Mo QoKym.
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— @opMyBaHHSI CEaHCOBOTO KJIF0Ya 3 KJItoua MudpyBaHHS.

— 3BOPOTHUH IUKIIUYHUHN 3CYB PAIKIB.

— 3BOpOTHE MepeMilTyBaHHs OaiTIB BIAMOBIIHO A0 S-boX.

— IlepeTBOpeHHs HaJ JTaHUMU 3 BUKOPHUCTAHHSIM CEaHCOBOTO KJIIOYA.
— 3BOPOTHE MEPEMIIITYBAHHS KOJIOHOK.

— @opMyBaHHs Jemu(pPOBAHUX JTaHUX.

<> ® ®
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Pucynok 4.2 — briok-cxema nignporpamu po6otu 3 iHcTpykuisimu Intel CORE 19-

13900K S1700
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PosrnsHemo peanizoBaHi aJrOpUTMU Ta METOAW TPHU BHPIMICHI MHUTaHb SIKI
BUHUKJIH TIPY POOOTI HAJT TUTITIOMOM.

AES posmudpoByerbes sik "Advanced Encryption Standard" — e Haiibi1bImn
MOMYJISIPHUN CcTaHAapT cuMeTpudHoro mudpyBanHs y cBiti IT. CtanmapT mpamroe i3
omoxamu po3mipom 128 61T 1 miarpumye 128-, 192— abo 256-6iTHi kiroui (AES-128,
AES-192 1 AES-256). baratro yrumit mmdpyBanHs, Ta x TrueCrypt, miarpumanu
anroput™M AES Ha camomy moyaTky Horo icHyBaHHs. Ajie HalOUTbIINK (aKTOp yCHiXy
AES, 3BuuaiiHo, nosisirae B ioro npuiHATTI ypanom CIIIA B 2002 poui, npu IbOMy B
2003 pori BiH OyB IPUHHATHH K CTaHAAPT JJIs 3aXUCTy cekpeTHux aanux. Intel CORE
[9-13900K S1700 Bnepie Oyno peanizoBaHo Mo TexHojorii Westmere.

Westmere 1me 32HM TeXmpoIlec — MUIOIIa KPHUCTAJIIB MEHINIA, M0 JJTO03BOJIHIIO
30UIBIIATH  KUIBKICTh simep. [lepmmit mpencTaBHUK HOBOT  MIKPOApXITEKTypH —
Clarkdale, 3 qBoma simpamu Ta iHTETPOBAHUM TpapidHUM SAPOM, BUPOOIECHUM 3a 45-
HM TEXIIPOIIECOM, IO JO3BOJIUJIO MM030aBUTHCS Bij IHTETPOBaHOI I'padikv B CUCTEMHIN
jorimi. [Iporecopu Ha ocHoBi auzaiiny Clarkdale crBopeni mim LGA1156, ame mis
peanizaiili iHTerpoBaHoi rpadiku MOTpiOHO creliaabHl HAOOpU CHCTEMHOI JIOTIKH, B
Hux BxoAsaTh Intel HS5, Intel H57 1 Intel Q57. Lle pimenHs 3aMiHUTH COO0I0 TTPOIIECOPU
Ha ocHoBl Wolfdale (Core 2 Duo). llpogyktu Ha ocHoBi muzaiiny sgep Clarkdale
HAJIANLTY y BigkpuTuil mpojax 7 ciuds 2010 poky.

[Totim B cepiiiHe BUPOOHHUIITBO YBIMIIOB (hIarMaHChKUNA TU3alH saep JaHOi

apxitektypu — Gulftown, 3 miicteMa siapamu, ABaHaAUATbMA TMOTOKamu, 12 MO

3arajJpHOTO Kella TPEeThOro piBHs, cucTteMHolo ImmHOI QuickPath Interconnect, ane

nonpu 1€, HOro eHeprocrnoxuBaHHg He mnepesuirye 130 Bt. Binm Bumarae pos'emy

LGA1366 1 Ha6ip cucremuoi soriku Intel X58 Express. dakTtuuHo 1€l 1u3aiiH sBISE

coboro miBTopa ynna 3 auzaitHom Bloomfield (Core 17) Ha omHiif miakiai, BUpoOIeHOT

3 JOTpUMAaHHSAM HOpM 32-HM Texmpouecy. lled nuzaiiH sxep € nepmmm, SKUU

NEPECTYINUB 3a MCHUXOJIOTIYHY IMO3HAUKY — OJJMH MUIbSpJ TpaH3ucTopiB. Bin mae 1,17

MJIpJT TPAH3UCTOPIB, OJHAK 3a PaxXyHOK 32-HM TEXIpPOLECy HOro IJioma 3aJMIIuiacs B

PO3YMHHUX Mexax — 245Mm?.
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Ha ocHoBi niporo nuzaiiny Buiimos mporecop Core 17 980X Extreme Edition 3
gactotoro 3333 MI'm i Core 17 970 3 wactororo 3200 MI'r (3 xBapran 2010 poky), a
takox Core 17 990X Extreme Edition 3 wactoToro 3466 MI'11 (1 kBaptan 2011 poky).
[Ipomiecopu Ha ocHOBi auzaiiHy saep Gulftown Hanminum y Biagkputuil mpoaax 16
oepe3ns 2010 poky.

[Mudpyanus ganux 3a pornomororo AES. Illudpysanns AES 6asyerbcs Ha
CHUCTEMI TIJACTAaHOBOK 3 IEPECTAHOBKOIO, TOOTO HAa JAaHWUMH TPOBOJUTHCS CEPis
MaTeMaTHYHUX Ofepaliii, 100 CTBOPUTH 3HAYHO MOAM(IKOBAHUNA MaCHUB JaHUX
(3amudpoBanuit). Sk BuxigHa iHGOpMAIlid BUCTYMAae TEKCT, a KJIKOY BIAMOBIIAE 3a
BUKOHAHHA MaTeMaTHYHuX omepariii. Onepamii MOXyTh OyTH SIK 30BCIM HPOCTHUMH,
Harpukia, 3pymeHHas 0iTiB ado XOR, Tak 1 6utbine ckiagaumMu. OJUH TPOX1J MOXKHA
Jerko po3mupyBaTH, TOMY BCl Cy4acHl1 ajJrOpuTMHU MIU(pyBaHHS MOOyIOBaHI Ha
nekubkox npoxonax. Y sunaiaky AES ne 10, 12 ado 14 npoxoxnis aia AES-128, AES-
192 a6o AES-256. Jlo peui, xmoui AES mnpoxoasTe Taky X MNOpoueaypy, o i
KOPUCTYBAJIbHUIIbKI JaHi, TOOTO BOHHU SBISIIOTH COOOIO0 IO 3MIHIOETHCS pPayHIOBHIA
KJTIOY.

[Ipouiec mpamroe 3 macuBamu 4x4 3 OAMHOYHUX OaMTIB, TaKOX HA3MBAHUX
O0okcamu: S-boX BUKOPUCTOBYIOTBCS IJIsl MiJCTAaHOBOK, P-box — st mepecTaHOBOK.
[TincTaHOBKM ¥ TEPECTAHOBKM BUKOHYIOThCSI Ha PI3HMX eTamax: I1JICTAaHOBKH
IPALIOIOTh YCEpeanHi Tak 3BaHUX OOKCIB, a MEPECTAHOBKH MIHAIOTH 1HQOPMAIIII0 MK
Ookcamu. S-box TmpaIoe Mo CKJIATHOMY TMPHUHINIMI, TOOTO HABITh SKIIO €JIWHHAH
BXITHUM OIT OyJe MIHSATUCA, TO 1€ BIUIMHE Ha JCKUIbKAa BUXIIHUX OITiB, TOOTO
BJIACTUBOCTI KOXKHOTO BUX1THOTO 0iTa 3ajie’kaTh BiJ KOXKHOTO BX1THOTO OiTa.

Bukopucranas nekiabKOX MPOXOJIIB 3a0e3neuye rapHuid piBeHb MMGPyBaHHS,
npyd I[bOMY HEOOXIAHO BIAMOBIAATH KpuTepisMm po3citoBanHs (diffusion) 1
3armTyTyBaHHs (confusion). Po3ciroBaHHS BUKOHYETHCS 4Yepe3 KacKaaHy KOMOIHAIIIO
TpaHcdopmariiit S-box 1 P-box: mpu 3miHI TUIBKH OHOTO 0iTa y BX1IHOMY TE€KCTI S-box
Oyne w™oaudikyBaTH BUXiJ ACKUTBKOX 01T, a P-box Oyzme mnceBIOBUIIAAKOBO

NoIMpoBaTH 1el edext mo nekiuibkox S-box. Komu MM roopuMo mnpo Te, IIO
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MiHIMajJbHa 3MiHa Ha BXO/Il Jla€ MakCUMajbHa 3MiHa Ha BHUXOJll, MU TOBOPHMO IIPO
eeKT CHKHOT TPY/IKH.

Haniitaicte mmdpyBanus AES. OctadHHIM 4acoM i7ie yMMalio 00roBOpeHb Tak
3BaHUX B3JIaMIB, SIKi 00XOMASITh HEOOXIIHICTh 3aIYCKYy PO3IIMPEHOTO MOIIYKY METOJA0M
rpy0o0i cvim A1 3HAXOHKCHHS TTPaBUJILHOTO KiTto4a po3mudpoBKu. TeXHONOTIi, TaKi
ak araku XSL 1 araku related-key oOroBOprorOTHCS TOCUTH 1HTEHCHBHO — aJI€ YCITIX
HEBENMUKUA. €IUHMIA TIparorounii crnoci6o 3momy mudpyBanHs AES monsrae B Tak
3BaHiil arami moOiuyHOoro KaHamy (side-channel). Jlnst ii 3milicHeHHsI aTaka TOBWHHA
BiIOyBaTucs TUTbKU Ha host-cucTeMi, Ha siKiii BUKOHYeTbes mudpyBanas AES, 1 npu
IIbOMY BaM HEOOXIJIHO 3HAWTH cmoci® omepx)aHHs iH(OpMAIi MPO CHHXPOHI3AIIO
Kema. Y TakoMy BHUIAAKy MOXKHA BIJICTEKUTH YHMCIO TaKTIB KOMIT'IOTepa [0
3aBepIIEeHHS Mporiecy mudpyBaHHS.

3BHUYaiiHO, BCE€ 1€ HE TaK JIETKO, OCKIIbKA BaM TMOTPIOEH IOCTYI M0
KOMIT'IOTepa, MPUYOMY AOCHUTHh MOBHUM AOCTYIl JJIA aHaNi3y mu@pyBaHHA i mpaBa Ha
BUKOHAHHS KOZAy. Temep BaM HameBHO 3p03yMijio, 4oMmy "mipu" y cucteMi Oe3mnexu, ki
JI03BOJISIIOTH 3JI0BMUCHUKOBI OJIep KaTH Taki MpaBa, HeXail HaBITh BOHU 3BYy4YaTh 30BCIM
abCypAHO, HEOOX1THO 3aKpUBATU SIKHAWIIBUJIIE. AJIE SKIIO BU OJEPKHUTE JOCTYI JI0
ITbOBOTO KOMIT'tOTEpa, TO noOyBanus kimoya AES —cmpaBa udacy, ToOTO Bke He
TPYJOMICTKE 3aBJaHHSA JUIsl  CYNEPKOMIT'IOTEPiB, 110 BHUMAarae BeIUYE3HUX
00YHCITIOBAIILHUX PECYPCIB.

AES ycepeauni Intel. Ha nanuit moment interpoBani B CPU inctpykmii AES
MOYMHAIOTh MAaTH CEHC — HE3AJIEKHO BiJ MOXIIMBHUX IepeBar Mo MpOJyKTUBHOCTI. 3
norysiny Oe3meku mpoiecop Moxke o0poOisaTu iHCcTpykiii AES B iHKancynboBaHOMY
BUJII, TOOTO HOMy He TOTPiOHI sAKI-HEOyabh TAOIMIN TEePETBOPEHHS, HEOOXIJIHI s
aTakyd METOJOM MOOIYHOr0 KaHay.

[Ipomecopu HacmpaBai 3HAMEHYIOTH COOOI0 3MiHY TOKOJIHB, OCKIIBKH TpH
IIbOMY HE TUIbKHU B10OYBA€EThCS MEPEXiJl HAa HACTYIMHUHN Texmporiec (32 HM y MOPIBHSIHHI
3 45 um), ane mepen Hamu W meprie mokodiHHA CPU 3 miaTpUMKOO JEKUTBKOX

IHCTPYKIIIKM, 10 TpUCKOproioTh ImmdpyBanHsa. Intel 3ragye mobGaBky sk AES New
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Instructions. BoHu cknagaroThCcs 13 4OTUPHOX IHCTPYKINA s mudpyBanHs AES
(AESENC, AESENCLAST) i po3mmdposku (AESDEC, AESDECLAST) mutroc mie n1Bi
iHeTpykuii s pobotu 13 kimouem AES (AESIMC, AESKEYGENASSIST). Ak i
paHiiie, 1HCTpyKIii BigHOCATHCS 10 SIMD, T00TO 10 THMy "oAHA 1HCTPYKIlS OaraTo
nanux" (Single Instruction Multiple Data). [linTpumyrotscs Bci Tpu kimtoui AES (128,
1921256 6itiB 3 10, 12 1 14 mpoxogaMu MMiICTAHOBKH ¥ MEPECTAHOBKH).

Ockinpku Bel 1HCTpYKIIT AES maroTh (ikcoBaHy 3aTpUMKY, IO HE 3aJICKHUTh
BiJl JaHUX, TOOTO yac (ikcoBaHe il JOCTYM 10 mam'sati He nmoTpidHo. KpiM Toro, Mmoaens
nporpaMyBaHHsI Taka >K, SK 1 y BUMNAAKY IHIIUX 1HCTPYKIiH SSE 3 mepricHOro
craugapty SSE4. Takum uynHOM, BCl OmepariiiiHi CUCTEMH, SIKi MIATPUMYIOTh pOOOTY 3
SSE, 3moxxyTh BUKoprcToBYyBaTH i iHCTpyKIii AES New Instructions.

bynbre obepexxni mpu BuOOpi mporecopa 13 mpuckopeHHsM AES, ockinbku
CHOTOJIHI JIUIIIE JIESK1 MOJENI MiATPUMYIOTh HOBI iHCTpyKIii. 32-uHM mpouecopu Core 13
Ha Clarkdale we miaTpumyroTh IHCTpPYKIii, a aBoacpHa JiHika Core 1 5-600 —
nigTpuMye. Y MOOLIBHUX TMPOLIECOPIB CHUTYallisl JieABe OUIbIe CKJIaJHa: SKIIO
MoO1TBHI TIporiecopu Core 13 Tex He mATpUMYIOTh npuckopeHHst AES, Te mporecopu
miniikn Core 1 5-500 yxe miaTpumyroTh. OaHak € ogHa Mojaenb Core 1 5-400,
no30aBiieHa Takoi MiATpUMKU. Yce Oyno 6 Habararo mpocrtimie, sikOu Intel gomama
MIJITPUMKY HOBUX THCTPYKITIH B YC1 MOJIEIII.

HaBenemo ko, sikuii ipu3HadYeHui 11 mudpyBaHHS.

function EncryptData (Data: string; AKey: AnsiString; AIv: AnsiString): string;
// byHkU1g umbpyBaHHS BXIOHMX OAaHUX
var
cipher: TDCP rijndael;
key, iv, src, dest, b64: TBytes;

index, slen, bsize, pad: integer;

begin
//key := Baseb64DecodeBytes (TEncoding.UTF8.GetBytes (AKey) ) ;
//1iv := Baseb64DecodeBytes (TEncoding.UTF8.GetBytes (AIv)) ;
key := TEncoding.ASCII.GetBytes (AKey) ;
iv := TEncoding.ASCII.GetBytes (AIV);
src := TEncoding.UTF8.GetBytes (Data);
cipher := TDCP rijndael.Create(nil);
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try

cipher.CipherMode := cmCBC;

slen := Length(src);

bsize := (cipher.BlockSize div 8);
pad := bsize - (slen mod bsize);

Inc(slen, pad);
SetLength(src, slen);

for index := pad downto 1 do
begin

src[slen - index] := pad;
end;

SetlLength (dest, slen);
cipher.Init (key[0], 256, @iv[0]);
// DCP uses key size in BITS not BYTES

cipher.Encrypt (src[0], dest[0], slen);

b64 := Base64EncodeBytes (dest);
result := TEncoding.Default.GetString(b64) ;
finally

cipher.Free;
end;

end;

Hapenemo kon, sskuii mpu3HadYeHUM 1JIs e ppyBaHHS.

function DecryptData (Data: string; AKey: AnsiString; AIv: AnsiString):

string;
var
key, iv, src, dest: TBytes;
cipher: TDCP rijndael;
slen, pad: integer;
begin
//key := Base64DecodeBytes (TEncoding.UTF8.GetBytes (AKey)) ;
//1iv := Baseb64DecodeBytes (TEncoding.UTF8.GetBytes (AIv)) ;
slen := Length(src);
bsize := (cipher.BlockSize div 8);
pad := bsize - (slen mod bsize);
Inc(slen, pad):;
SetLength(src, slen);
key := TEncoding.ASCII.GetBytes (AKey) ;
iv := TEncoding.ASCII.GetBytes (AIV);
src := Base64DecodeBytes (TEncoding.UTF8.GetBytes (Data)) ;
cipher := TDCP rijndael.Create(nil);
try
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cipher.CipherMode := cmCBC;

slen := Length(src);

SetLength (dest, slen);

cipher.Init (key[0], 256, @ivI[0]); cipher.Decrypt (src[0], dest[0],

slen);

pad := dest[slen - 1];

SetLength (dest, slen - pad);

result := TEncoding.Default.GetString(dest);
finally

cipher.Free;
end;

end;

4.2 3axuct po3po06/1eHOro NPpOorpaMHoOro 3ade3neyeHHs

3axuct po3pobiieHOro mMporpaMHOTO 3alesrneueHHs Oyne BiAOyBaTHCS 3a
nonomororo anroputmy UMAC (kon aBreHtudikailli IMOBIJIOMJICHHS Ha OCHOBI
YHIBEpCAJIBHOTO TEIIYBaHHSA) — OJIMH 3 BHIIB KOJY aBTCHTUYHOCTI TIOBIJIOMJICHD
(MAC).

[IIBuaka «yHiBepcalibHa» (YHKINS BHKOPUCTOBYETHCSA, JMJISI TOro, 1100
relryBaTH BXiJHE MoOBimomyieHHa M y KOpoTkuid psaok. Jlo 1poro psaka MOTIM
3acTocoByeThes QyHKIIsE XOR 13 mceBIOBUMAIKOBUM 3HAUYEHHSM, Yy Pe3yJbTaTi 4Oro
mu oziepxxkyemo ter UMAC:

Tag=Hk(M)®Fk2(Nonce)

ne K1 1 K2 — cekpeTHi BUnaikoBi KJIro4i, SIKi MalOTh OAEpPKyBady 1 BiJMPaBHUK.

3Bigcu BuaHe, mo Oe3neka UMAC 3aieKWTh BiJ TOrO, SKHM BHIIAJKOBUM
CIIocOOOM  BIAMpPAaBHUK 1 OAep)XKyBad BHOpanud TaeMHy rem-QyHKIIIO U
NICEBAOBUIIAIKOBY MOCHITOBHICTh. [Ipu 1pomy 3HaueHHs Nonce MIHSIETbCS KOXKHHMA
TakT. Yepe3 BukopucTtanHs Nonce, npuiimMad 1 mepedaBady MOBMHHI 3HATH 4Yac
BIJITPABJICHHS MOBIOMJICHHSI ¥ MPUHILIUII CTBOPEHHS 3HauYeHHS Nonce. 3aMiCTh IIOTO
MO’KHa BHKOPUCTOBYBATU B sIKOCTI Nonce Oyab-sKe 1HIIE HEMOBTOPIOBAHE 3HAYCHHS,
HAMpUKIaJ TOPSAKOBUM HOMep TMoBigoMiieHHS. llpu 1bpoMy pgaHuii HOMEp He

3000B's13aHO OYTH CEKPETHHUM, TOJIOBHE TI00 BiH HE TTOBTOPIOBABCH.
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UMAC po3paxoBaHuii Ha BUKOpUCTaHHS 32-X, 64-x, 92-X, 1 128-061TOBUX TETIB,
3aJieHO Bin HeoOxigHOTro piBHA O6e3nekn. UMAC 3BUYaitHO BUKOPUCTOBYETHCS Pa3oM
3 anroputMoM 1 pyBanHs AES.

@DyHKI[I CTBOPEHHS KJTI0Ya ¥ NICEBOBUIIAIKOBOT OCIIITOBHOCTI

CTBOpEHHS MCEBIOBUIIAAKOBUX OaifTiB HeoOxigHO st podotn UHASH 1 mpu
CTBOPEHHI TET1B

Bubip 6.10x0BOr0 mmgpy

Hns cBoei pobotn UMAC BukopuctoBye On0KOBUN mu(p, BUOIp SIKOTO
BU3HAYAIOTh HACTYMHI KOHCTAHTH:

— BLOCLEN — noBxwuHa, y 6aifTax, 6JI0Ky 3 SKUM TPAIFOe OJOKOBUH TIHD.

— KEYLEN — noBxuHa, y 6aiiTax, Kitoda 0J0KOBOTO mudpy.

[Ipu 11bOMy BHKOPHUCTOBYETHCS (DYHKITIS

— ENCIPHER(K,P) — 3ammu¢ppyBatu  psinok P 3 BLOCLEN  0aiitis,
BUKOPUCTOBYIOUM KJIt0Y K.

[Ipuknan: skmo BukopuctoByerbes AES 3 16-6aiiTHuM kimouem, To BLOCLEN
oyne piBauM 16( Tomy 1o AES npairroe 3 16-0aiiTHUME OJI0KamMu ).

KDF — ¢yHKuiss CTBOpEHHS KJII0YA

s  ¢yHKIISE TEeHepye  MOCHIJOBHICTh  TICEBJOBHITAIKOBUX  OaWTiB,
BUKOPUCTOBYBAHUX JIJIsl KIIFOUOBUX Tell-(QDyHKIIIH.

Bxin:

— K- psanox nosxuroro KEYLEN 6atit. / / Kitou 6510k0BOTO 1ITQpYy.

— Index — HeHeTaTHBHE I1JI€ YUCIIO MEHIIIE, YuM 2 " 64.

— Numbytes — HEHeTaTUBHE II1JIe YUCJIO MEHIIe, uuM 2 " 64.

Buxin:

— Y — ps10K AOBKMHU numbytes OauT.

PDF: ¢pyHKuisa CTBOpEeHHS NCEBI0BHUIIAIKOBOI0 Y CJIA

s ¢yHKIIS yXBadioe KIIOY 1 JaHUN Yac 1 MOBEPTAE MCEBIOBUIIAKOBE YKCIIO
JUTsl BAKOPUCTAHHS HOTO B TETy TIOKOJIIHHS. 3a JOMIOMOTOO 11i€i GyHKITIT MOXYTh OyTH

OTpHUMaH1 yucia JoBxkuHoIo 4, 8, 12 abo 16 Oaiir.
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Bxin:

— K- psamox gosxuroro KEYLEN Gaiir.

— Nonce — psanok gosxuHo Bif 1 10 BLOCKLEN 6aiiT.

— Taglen — misie uucno 4, 8, 12 a6o 16.

Buxin:

— Y — nmoci1oBHICTh OalTIB TOBXHUHU taglen.

I'enepaunis UMAC-TteriB

I'enepariis UMAC-teriB BinOyBaeTbest 3a gonomororo UHASH dyukmii npu

BuKoprcTanHi Nonce 3HaueHHi i OTPUMAHOI JO LBOTO PAMKA. IXHS JOBKHMHA MOXKE
oytu 4, 8, 12 abo 16 Oaiir.

Bxin:

— K —psagok nosxunoro KEYLEN 6Gair.

— M — psanox 10BXKUHOIO MeHIIe 267 OiT.

— Nonce — Bunagkose uncio Bix 1 1o BLOCKLEN o6air.

— Taglen — mine 4, 8, 12 a6o 16.

Buxina:

— Ter, mocniI0BHICTh OalTIB TOBXKHUHOIO taglen.

ANTOpUTM OOYHUCIICHHS TETIB!

Hashedmassage = UHASH(K, M, Taglen)

Pad = PDF(K, nonce, Taglen)

Tag = Pad xor Hashedmassage

UMAC-32 UMAC-64 UMAC-96 UMAC-128

JlaH1 mo3HAYEHHS MICTSATH y CBOTH Ha3B1 MEBHE 3HAYEHHS JOBXUHU TETY:
— UMAC-32 ( K, M, Nonce) = UMAC (K, M, Nonce, 4).

— UMAC-64 ( K, M, Nonce) = UMAC (K, M, Nonce, 8).

— UMAC-96 ( K, M, Nonce) = UMAC (K, M, Nonce, 12).

— UMAC-128 (K, M, Nonce) = UMAC (K, M, Nonce, 16).
YuiBepcanbHa ¢pynkuis remyBanHss(UHASH)

UHASH - yniBepcanbHa (QyHKIIiS renryBaHHs, ceprieBuda aaroputmy UMAC.

UHASH - ¢yHukiis npaitoe B Tpu etanu. Crnouyatky [0 BXIJHOTO TOBIJOMJICHHS

3actocoByeTbest L1-HASH, notim 1o nporo pesynbrary 3actocoByerbes L2-HASH 1,
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HapemTi, 10 pe3ynbTaty 3actocoByeTrbcsi L3-HASH . fkmo npu 1mpomy AoBXKHHA
BXigHOTO ToBigoMiieHHs He Oinbmr 1024 6it, To L2-HASH He BuUKOpHCTOBYETHCH.
Tomy mo ¢ynkuis L3-hash moBeprae Timpku crmoBo noBxkuHH 4 OaiiTa, T€ SKIIO
NOTPIOHO OJep)KaTH TeIll JOBXUHHM Oulbie 4 OalT, 3MIMCHIOETHCS KUJIbKa iTepariin
JTAaHO1 TPUPIBHEBOT CXEMHU.

YHiBepcaibHa GpyHKILis

Hexait ¢yHkiis remryBaHHs BUOUpaeThes 13 kiacy rem-gyHkimid H, sxi
BiIoOpakaroTh MOBIOMIIEHHS B D, Habip ycuisikux o6pa3iB moBigomieHHs. Llei kiac
HA3WBAETHCS YHIBEPCATBHUM, SIKIIO IS SKUX-HEOYyAh OKPEMHUX IMap TOBIIOMIICHB,
icuye Ha Oe3niui H/D dynkuiii, ¢pyHkiis, sika BigoOpaxkae ix B eneMeHT D. 3micT mi€i
byHKIII B TOMy, IO SIKIIO TPETS CTOPOHA TparHe 3aMIHUTH OJHE IOBITOMIICHHS
1HIIMM, ajie PU I[bOMY BBaXkae, 110 rem-(yHKIia 0ynaa oOpaHa abCOTIOTHO BUITAIKOBO,
T€ IMOBIPHICTH HE BHUSBJICHHS IIIMIHU CTOPOHOIO, 10 YXBakO€, mparHe 10 1/D.

L1-hash — nepuumii eran

L1-hash po36uBae moBimomisieHHs Ha mMatku 3 1024 GalT 1 10 KOXKHOTO
IIMaTKa 3acTOCOBYE aJTOPUTM TrellyBaHHS HasuBaHui NH. Buxigawii pesynbratr
anroputMy NH B 128 pa3 MeHIie BXiIHOTO.

L2-hash — apyruii eran

L2-hash mnpamoe 3 Buxomom Ll-hash, BukopucTOBY€ TONMIHOMIATBEHUN
anroput™m POLY. [Ipyruii eran reuiyBaHHsS BUKOPUCTOBYETHCS, TUIBKH SIKIO JOBXHHA
BXITHOTO TIOBioMJIeHHSI Outbmie 16 wmerabait. Bukopucramas anroputmy POLY
noTpIOHO AJs TOTO, 1100 YHUKHYTH THMUacoBy aTaky. Ha Buxoni 3 anroputmy POLY
BUXOJUTH 16 OaiiTHE YnCIO.

L3-hash — Tperiii eTan

Le#t eran motpibHO /U1 TOro MO0 3 BuxinHuxX 16 OGaifriB anroputmy L2-hash

ojiepkatu 4-6aliTHE 3HAUCHHS.
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B TIPOMUCJIOBY EKCIIVIYATAIIIO

— Mento: ®aiin; [11a6non; Hamamrysanns; JloBigka.

— brnok BuBenenns nanux: ludpysanns/demmbpyBanns.
— [oTouHni Aii nporpamu: xxypHai podotu I13.

— @ynkuii [13: udpysaru / Hemmudpysartu.

— @ynukuii [13: [lepeBiputu daiin.

— Oynkii [13: lani daiiny.

— @ynkuii [13: O6patu kiaroui muppyBaHHs.

— Oynukuii [13: HanamryBanss.

— @ynkuii [13: ABTOpchKe mpaso.

daiin  Wabron Hanmutyssais  fosigos

1HTepdeiic KopucTyBaua MPOrpaMu CKIATAETHCS 3 TAKUX JIOTTYHUX OJIOKIB:
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Pucynok 5.1 — ['onoBHe BikHO mporpaMu

Ha pucynky 5.1 300pakeHO ToJIOBHE BIKHO MPOTpaMH. 3 HHOTO BHJHO, IIO
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Ha pucynky 5.2 300paxeHo ¢opmy aBTopchbkoro mnpasa. OOpaHO yMOBHU
pO3MOBCIOIKEHHS — Shareware.

[Tix ymMOBHO-0€31IaTHUM MPOTrPaMHUM 3a0€3MeYEHHAM MOKHA PO3YMITH CIIOCIO
abo0 MeToJ PO3MOBCIOJKEHHS KoMmepiiiiHoro I13 Ha puHky (TOOTO Ha HUISIXY [0
KIHIIEBOTO KOPHUCTyBada), MpU SKOMY BHUIPOOyBaueBl IMPOMOHYEThCS OOMEXeHa 3a
MOXJIMBOCTAMH (HEMOBHOYHKIIIOHAIBHA a00 JAEMOHCTpaIllifHa Bepcis), TEPMIHOM JIii
(Tpian  Bepcit) abo Bepcis 3 BOyIOBaHMM HAOpUJIMBUM HaraJayBaHHSM IIPO
HEOOX1/IHICTh OIJIATH BUKOPUCTAHHS MPOTPaMH.

B yroai mpo BukopuctaHHs (JiueH3ii g KiHieBoro kopucryBada, EULA)
TaKoXX MOXxe OyTu oOymoBIieHa 3a00poHa Ha KoMepliiHe a0bo npodeciitHe (He TeCTOBE)
il Bukopuctadds. OCHOBHUM NMPUHIIMI YMOBHO-0e31aTHoro [13 — «crpoOyit, mepii Hixk
Kynut» (try before you buy).

[13 mo mnomMproeThCs SK YMOBHO-OE3IUIATHUM, HAMAE€THCA KOPUCTyBayam
0e3011aTHO. 3BUYAHO KOPUCTYBAY IJIATUTh TUTHKHU 3a 4ac 3aBaHTaXKeHHs (aiiiiB yepe3
[aTepueT abo 3a Hociii. [IpoTarom neBHOro TEPMiHY, 10 CTAHOBUTD 3a3BUYAll TPUILIATH

JTHIB, BIH MOYK€ KOPHUCTYBATHUCS IIPOTPaMOI0, TECTYBATH ii, OCBOIOBATH il MOKIIUBOCTI.

Ap-opouke npaoo n

MIHICTCFCTBD CCBITH I HAYRI YEPAIHH
LT pEnpHoy<paHcb kM HalioHansEui TEXHMHKA
wHIBEpCHTET
Kzhenoa ribepbeznesy Ta nporpam-Horo sabesneyerHa
BUMYCICH A KBANIETICALLLAIIA POBOTA
Ja nepwme (EaKaranpoLikaM) poick DALLOT 0CDMH
@ TeMy lporsamie 3aEcancde 1A cAcT oMK KEepEeancku
JTXHLLCHONS A0KyMZIToCB MY 3 CHEDEMCTAlNIFEM ICTIYIELIA AES
npouccona Intel COHE 19 15900K 517007
CHN «Kibepboonokas
cneLianeHocT 125 «KidepbeznaHas
Brko4ae: BoceH<o A.C.
HeyEDBMHA 4epBHWE KoBaredso CLE.
KpomMBAVL=KMA - 2024

CE

Pucynok 5.2 — JloBinka
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6 OCHOBHI BUCHOBKHA

[Iporpamue 3a0e3mnedeHHsl, CTBOPEHE B PE3yJNbTaTi BUKOHAHHS BHUITYCKHOI
kBamdikamiitHoi poOoT 3a mnepmuM (0aKamaBpChKMM) pIBHEM BHINOI OCBITH,
NPU3HAYEHO JUII  CHCTEMH  KiOepOe3nmeKu  3axuIeHOTO  JOKYMEHTOooO0Iry 3
BUKopucTanHaM iHcTpykLi AES nmporecopa Intel CORE 19-13900K S1700.

B mexax YkpaiHu B HeAOCTaTHIM Mipi MpeacTaBieH! BITYU3HIHI PO3POOKHU B
i o0acTi.

PimenHs 3aBgaHHs MOJATano y BUPIIICHHI HACTYITHUX 3ajay:

— byB mpoBeAeHUI OIS ICHYIOUMX CHUCTEM 3aXMILIEHOIO JOKYMEHTOOOITY 3
BUKOpHcTaHHAM 1HCTpyKLi AES nmpornecopa Intel CORE 19-13900K S1700.

— Jocnimkena cucreMa 3aXMIICHOTO JOKYMEHTOOOITY 3 BUKOPHCTAHHSIM
iHcTpykuiv AES niporecopa Intel CORE 19-13900K S1700.

— Ha ocHOBI oTpuMaHuX pe3yJbTaTiB AOCHI[KEHb CTBOpPEHa MpOrpaMHa
peanizailisg CUCTeMH KiOepOe3NeKku 3axXHUIIEHOI0 JOKYMEHTOOOITY 3 BHKOPHCTAHHSIM
iHcTpykui AES niporiecopa Intel CORE 19-13900K S1700.

Po3po6iieni mij yac BUKOHAHHS BUITYCKHOI KBadi(iKaliiHOT poOOTH 32 IEpIIUM
(6akamaBpChbKHMM) PIBHEM BUIIO1 OCBITH aJTOPUTMH JIO3BOJISIIOTh YCHIITHO BUPIITYBaTH
3aBJIaHHS 3aXUIIEHOT0 JOKYMEHTOO00ITY 3 BUKOpUCTaHHSAM 1HCTPYKIii AES mpomecopa
Intel CORE 19-13900K S1700.

Po3pobiene mporpamue 3a0e3neueHHs Mae€ MPOCTHH, JIPYXKHIA Ta 3pydyHUN
iHTepdeiic kKopucTyBada, 1m0 3a0e3neuye JEerKiCTb Y OCBOEHHI poOOTH MPOTrpamMHOrO
MPOAYKTY, 3pYUYHICTh Y BUKOPUCTAHHI, 1 HE MOTpeOye 0COOIUBHX CIICIiaIbHUX 3HAHb.

[Ipu cTBOpeHi mporpaMHOro 3a0e3mnedeHHs OyJlo BHUKOPUCTAHO OO0’ €KTHO-
OpIEHTOBAaHMW MiJXiA, IO BIANOBIAa€ CyYaCHUM TEHACHIISIM Yy Tamy3l po3poOKu
KOMEPIIHHUX MPOrPAMHHUX CUCTEM.

[Iporpama peasnizoBana Ha MoBi Bucokoro piBHs RAD Studio Delphi 10.4. /lana

MOBa MMPOTrpaMyBaHHS J103BOJIsIE€ HAUO1IBIT €()eKTUBHO OOPOOJIATH J1aHl MpU3HAYCH] JIJIs
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CHUCTEMH KiOepOe3NeKHu 3aXMIINEHOTO0 JOKYMEHTOOOIrY 3 BUKOPHCTAaHHSM 1HCTPYKIIIN
AES nponecopa Intel CORE 19-13900K S1700. Lle mo3Bonuno MiHIMI3yBaTH CTPOK
pO3pOOKH TMporpamMHOro 3abe3nedyeHHs, 1, SK CIHiJl, 3MEHUIUTH BUTpATH Ha HOTO
pO3po0Ky. 3anponoHOBaHe MPOrpaMHe 3a0€3MeYeHHS JUIUTHCS Ha 3arajibHe MporpaMHe
3a0e3IeUeHHs, [0 NOCTABIIETLCA 13 3ac00aMH 00YMCITIOBAIBHOT TEXHIKU # creliaabHe
nporpamMHe 3a0e3MedeHHs, 10 CIeiaabHO po3pobiieHe sl JaHOI KOHKPETHOI CUCTEMHU
Ki0epOe3neKu i BKITI0Ya€e MpOorpaMu, 10 Peati3yroTh ii QpyHKII.

[Iporpama mnpu3HaueHa A7 BUKOHAHHS IIiJl YIPaBIIHHAM Oaratro3agadyHoi
omneparlliinoi cucremu kidbepoesneku Windows 10/11.

JlatoTbCcsl HEOOX1HI pPEeKOMEHJAIll 3 YCTaHOBKU PO3POOJIEHOTO MPOrPaMHOTO
3a0e3ne4eHHs.

JUts miIBHILEHHS PIBHA O€3MEKH 3alpOIIOHOBAHO 3aCTOCOBYBATH AJITOPHUTM
UMAC.

B minoMy cTBOpeHe mporpaMHe 3a0e3leyeHHs MiITBEP/HKY€E MPaBUIBHICTD
BUKOPHCTAHUX TMPOEKTHUX PIIIEHb Ta IIOBHICTIO BIAMOBIIa€ BUMOTaM TEXHIYHOTO
3aBaaHHs. CTBOpeHEe mporpamMHe 3a0e3neyueHHs Ma€ MOTEHIINWHY MOKJIUBICTb ISt

IIoJaJIbIIOro BAOCKOHAJICHHA 1 3dCTOCYBAHHA Y piBHI/IX rajgyssax.
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TexHiuHe 3aBIaHHA
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1 HajlimenyBaHHsA Ta 00/1aCTh 32CTOCYBAHHS

Ile TexHiyHEe 3aBAaHHS PO3MOBCIOJKYETHCS Ha PO3POOKY CHUCTEMHU

KiOepOe3neKkn 3axXHIIeHOT0 JOKYMEHTOOOITY 3 BHUKOPHCTaHHAM I1HCTpyKii AES
nporiecopa Intel CORE 19-13900K S1700.

2 IlincraBa a1t po3pooKku

[lincTaBoro A po3pOOKM CIYXKUTh 3aBIaHHS Ha BHUITYCKHY KBami(iKaliidHy
poboty 3a mepmuM (6akamaBpCbKMM) pPIBHEM BHINOi OCBITH, BUIaHe Ha Kadeapi

kiOepOe3nexu Ta mporpaMHoro 3adesneueHns (Hak. Ne 136-02 Bix 01.04.2024 poky).

3 MeTa Ta npU3HAYEHHSA PO3POOKHU

MeTtoro BHUMyCKHOI KBasiikariiiHoi poOoTu 3a mepmuM (OakagaBpPCHKUM)
piBHEM BHILOT OCBITH € po3po0Ka MporpaMHOro 3a0e3neueHHs cucTeMu KibepOesneku
3aXUIIEHOTO JOKYMEHTO00Iry 3 BUKOpHcTaHHsAM 1HCTpyKuid AES mpomecopa Intel
CORE I9-13900K S1700.

4 Jlxxepesia po3pooku

Jxkepenom i€l BUMyCKHOI  KBamiikamiiHoi poboTH 3a  MepuInM
(OakanmaBpChbKMM) PIBHEM BHUIIOi OCBITHM € CTOCOBHa JO TE€MH JiTeparypa 1 iCHyIOYl

aHaJIOT'H.

5 TexHiuHI BUMOTH

5.1 Cxaaa npoaykuii

CxiraHUKaMu PO3POOKH €:

— BUOIp 1 OOTpYHTYBaHHS METOIB peajizallii MPOeKTy;
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— po3poOKa MpOrpaMHOi YaCTUH CHUCTEMH, a TaKOoX po3poOKa B3aeMOIii

cuctemu kidbepoesneku 3 OC Ta 3 KOpUCTyBaueM;

— po3poOKka Tporpamu, IO peali3ye CHPOEKTOBaHI alTOPUTMHU POOOTH

CHUCTCMMU.

JpaliBepiB Ta OMepariiHoOi CUCTEMH.

5.2 Iloxka3HMKY NPU3HAYECHHA

Cucrtema noBHHHA 3a0€3Me4UyBaTu:

— cucteMu KibepOe3meKku 3aXUIICHOTO JIOKYMEHTOOOIry 3 BHKOPHUCTaHHSIM

iHcTpyKuiv AES niporiecopa Intel CORE 19-13900K S1700;

— UUTICHICTH aHUX y mpoiieci poOoTH Ta mpu 30epiranHi;

— MPOCTUM, IHTYITUBHO 3p0O3YyMUIHH iHTEpdEHC.

5.3 Bumoru 10 pyHKIiOHATBHUX XaPAKTEPUCTHK

Po3pobnene mporpamue 3abe3nedeHHs He TOBUHHO MaTH OOMEXEHb Ha BEPCII0

5.4 Bumoru 10 apxiTexkTypHu

KoMmnoneHt, 1o po3pobiiseTscsi MOBUHEH BUKOPUCTOBYBATH CHCTEMHI 3aCO0H

Ta amapaTHi 3aco0u, IO Ha JaHOMY e€Tall PO3BUTKY OOUYMCIIOBAIBHOI TEXHIKU

HaWO1IbIIIe TTOITUPEHI.

BUKJIUKIB

5.5 Bumoru 1o HagiiftHOCTI

[IporpaMHi MOAy 1 HaMMCaHi MO BCIM MpaBUjIaM, sIKI CTOCYIOTbCS CTaHIApTHUX

IIpOLEAYD,

(hyHKITIH,

METOMIB 1 (opM, BH3HAUYCHHX TEXHIYHOIO

JOKYMEHTAIIIEI0 Ha CEPEIOBHUIIE PO3POOKH.
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5.6 YMoBH ekcruryaTaiii

PoGoui micust kopuctyBauiB 13 moBUHHI 3aI0BOJILHSTH HACTYITHUM yMOBaM
eKCILTyaTaIrii:

— Temmnepatypa nositps: 19-20 rpan. no Lenbciro;

— BIIHOCHA BOJIOTICTb MOBITPsI 10 80%;

— atmoc¢epnuii Tuck 107 xIla.

5.7 Bumoru 10 ckiaay Ta napaMeTrpiB TeXHIYHHX 3ac00iB

[Iporpamne 3a0Ge3nedeHHs MOBUHHO OyTH peanizoBane Ha [IEOM, mpairoBatu
B OC Windows 10/11 1 3 cymicCHUMH 3 1i€10 TIATHOPMOIO IPUCTPOSMU 1 IPUKIATHUM
IpOrpaMHUM 3a0€3MEeUEHHS.

5.8 Bumoru 10 ingopmaniiiHoi i mporpaMHoi CyMiCHOCTI

[lepenocHicTh mporpamuoro 3a0e3mnedeHHs] MOBHHHA OyTH 3a0e3nedeHa 3a
paxyHOK Horo peainizarii crangapTHoro iHTepdericy B3aemomuii 3 OC, mo mparoTh
nig ynpasiaianasasm OC Windows 10/11.

5.8.1 O0aagnanua

Kowmm’torep Intel® Celeron/8 Mb/1.2 Gb/SVGA 14” 1Mb abo cymicHi 3 HUM.

5.8.2 MoBa nporpamyBaHHS

Cepenosumie RAD Studio Delphi 10.4.

ApPK.
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5.8.3 BxinHi nani

Onuc anroputMy poOOTH 3aIIPOINIOHOBAHOT CUCTEMHU.

5.8.4 Buxiaui 1ani

Po6oua mporpama.

6 Bumoru 10 nporpaMHoi 10KyMeHTamii

[Iporpamua npoAykilisi MOBUHHA OYTH MpECTaBlieHa y B/l ONUCY CTPYKTYpHU

JaHUX, CXEM Ta OIMHUCY aIrOPUTMY, a TAKOX TEKCTIB BHXITHUX MOAYIIB MPOrPaMHOTO

3a0e3neueHHs 3rigHo €CIIT .

7 IlepeJtik JOKYMEHTIB, 10 PO3PO0JISIOTHCS

— CTpyKTypHa CXeMa CUCTeMU

— DyHKIIOHAJIbHA CXEMa CUCTEMU

— Jliarpama mpoiieciB

— bnok-cxema anroputmy poOOTH IPOrpaMu

— ITlosicHIOBaJIbHA 3aIIMCKaA

8 ETanu po3podku

— 1 apkym.

— 1 apkym.
— 1 apkym.

— 2 apkymia.

— 78 apky1iiB.

8.1 361p 1 06poOka iHpopMallii MO TeMi BUITYCKHOI KBami(ikaiiiftHoi poOoTH 3a

nepuM (O6akagaBpCbKMM) piBHEM BHIOi ocBiTH. [locTaHOBKa 3a7avl HA BUKOHAHHS

BUIYCKHOI KBaJidikaiiiHoi pobotn 3a mepmuM (OakaJaBpChbKUM) pPIBHEM BHIIO1

ocBitH (cknamganus T3).
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8.2 IlpoBeaeHHs MOCIHIKEHb a00 €KCIEePUMEHTAIBHUX POOIT JJIsi YTOUHEHHS
OCHOBHUX  TMOJIOKEHb  BUNYCKHOI  KBamidikaumiiHoi pobOTH 3a  MepluM
(6akanmaBpChKHMM) PIBHEM BHIIIOT OCBITH.

8.3 Po3pobka (QyHKIIOHATHPHUX CXE€M, OJIOK CXEM alTOPUTMIB pPOOOTH
IPOTPAMHOTO 3a0€3MeUEHHH.

8.4 ITobymoBa cxeM B3aeMO/IIi TaHUX.

8.5 CtBopenHs nportotuiry 113.

8.6 Binnaxomxenns [13, aHaini3 oTpuMaHuX pe3yJbTaTiB.

8.7 OdopmieHHS MOSCHIOBAILHOI 3alMCKH 1 BUKOHAHHS poOIT Mo rpadivHii

YaCTHHI.

9 ITopsiAOK KOHTPOJIIO TA IPUHMAHHS

9.1 IloganHs BUMyckHOI kBamidikaniiHoi poboTH 3a nepum (6akaiaBpChKIM)
pIBHEM BHIIOI OCBITH Ha moniepeaHin 3axuct 23.05.2024 p.
9.2 TloganHs BUMYCKHOI KBamidikamiiHoi poOoTH 3a nepum (6akaiaBpChbKIM)

piBHEM BUIIIOI OCBITH Ha 3axucT 13.06.2024 p.
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Jlonatok b
(000B’A3KOBHH)
MiHicTepcTBO OCBITH | HAYKH YKpaiHu

HenTpanbHOyKpaiHCbKMi HAlIOHAJBLHUM TeXHIYHUI yHIBEpCUTET

3ATBEP/IXKYIO
KepiBHuK BHUIyCKHOT KBami(ikaiiiftHOi po6oTH 3a
nepuM (6akanaBpChbKUM) PIBHEM BHIIOI OCBITH

KoBaneuko O.B.

Ilpozpamne 3a6e3neuennsn cucmemu Kibepoezneku 3axuuieHozo0 0OKymMeHmaoooizy 3

suxopucmanuam incmpyxuin AES npouecopa Intel CORE 19-13900K S1700

JIicTuHr nporpamu

Koa nokymenry 12
Hociii: CD/DVD-auck / USB-diem-nakonuayBay

3aranpHa KUIBKICTh apKymIiB: 51

Jlitepa: PI1

Kponusuunbsknii — 2024 poxy



unit Main;

interface

uses

$ann Main.pas — OCHOBHa mporpama

Windows, Messages, SysUtils, Classes, Graphics, Controls,
StdCtrls, El Intel AES NI, Math, Buttons;

type

TForml = class (TForm)
Labell: TLabel;
Editl: TEdit;
OpenDialogl: TOpenDialog;

Buttonl:
Button2:

TButton;
TButton;

Label2: TLabel;
Label3: TLabel;
Labeld: TLabel;
Label5: TLabel;

Edit2: TEdit;

Label Time: TLabel;
Label7: TLabel;
Label8: TLabel;
Label9: TLabel;

Label Status: TLabel;
Memo PlainText: TMemo;
Memo CyperText: TMemo;

Labelll:
Labell2:

TLabel;
TLabel;

Memo UncipherText: TMemo;
Labell3: TLabel;

BitBtn Encrypt: TBitBtn;
BitBtn Decypt: TBitBtn;

Button3: TButton;
procedure ButtonlClick (Sender: TObject);
procedure Button2Click (Sender: TObject);
procedure BitBtn EncryptClick(Sender: TObject);
procedure BitBtn DecyptClick(Sender: TObject);
procedure Button3Click (Sender: TObject):;

private
{ Private declarations }

public
{ Public declarations }

end;

var

Forml: TForml;
EncryptedText: string;

function StringToHex (S: string): string; forward;
function HexToString (S: string): string; forward;
implementation

uses about;

{$R *.DFM}

function StringToHex (S: string): string;

var

i: integer;

Forms,

Dialogs,



begin
Result := '"';

// mnocnimoeBHO 6epeMO OIMHMYHI CHMMBOJIM Ta IE€PEeTBOPIEMO 11X
// 0o micTHaAOUATKOBUX...

for i := 1 to Length( S ) do
Result := Result + IntToHex( Oxrd( S[i] ), 2 ):;
end;
function HexToString (S: string): string;
var
i: integer;
begin
Result := '"';

// nocninoBHO GepeMO OOMHMUHI mMiCTHANUATKOBL CUMBOJIM Ta [IEePETBOPIEMO IX
// ASCII CUMBOJIiB...

for i := 1 to Length( S ) do
begin
// TyTy OBpPOBGNAE€TbCH TiJbKM 2 Wi1CTHAOUATKOBMX OJIOKA. . .
if ((i mod 2) = 1) then
Result := Result + Chr( StrToInt( 'Ox' + Copy( S, i, 2 ))):
end;
end;

procedure TForml.ButtonlClick (Sender: TObject);

begin
if OpenDialogl.Execute then
Editl.Text := OpenDialogl.FileName;
end;

procedure TForml.Button2Click (Sender: TObject);
var

Source, Dest: TFileStream;

SrcFile, DestFile: string;

Start, Stop: cardinal;

Size: integer;

Key: T Intel AES NIKeyl28;

SrcBuf, DstBuf: array [0..16383] of byte;

SrcSize, DstSize: integer;

begin
// lndpyeaHHd
Label Status.Caption := 'Imndppyemo...';
Refresh;
Source := TFileStream.Create (Editl.Text, fmOpenRead);
try
Labeld4.Caption := IntToStr (Source.Size div 1024) + ' KB';
Refresh;
DestFile := ExtractFilePath (Application.ExeName) + 'aestemp.enc';
Dest := TFileStream.Create (DestFile, fmCreate);
try
Size := Source.Size;
Dest.WriteBuffer (Size, SizeOf (Size));
FillChar (Key, SizeOf (Key), 0);
Move (PChar (Edit2.Text) ", Key, Min (SizeOf (Key), Length(Edit2.Text)));
Start := GetTickCount;
Encrypt Intel AES NIStreamkECB (Source, 0, Key, Dest);
Stop := GetTickCount;
Label Time.Caption := IntToStr(Stop - Start) + ' ms';
Refresh;
finally
Dest.Free;
end;
finally

Source.Free;



end;
// IDeundpyBaHHS

Label Status.Caption := 'Iemmdppyemo...';
Refresh;
Source := TFileStream.Create (DestFile, fmOpenRead) ;
try
Source.ReadBuffer (Size, SizeOf (Size));
SrcFile := ExtractFilePath (Application.ExeName) + 'aestemp.dec';
Dest := TFileStream.Create(SrcFile, fmCreate);
try
Start := GetTickCount;
Decrypt Intel AES NIStreamECB (Source, Source.Size - Source.Position, Key,
Dest) ;
Dest.Size := Size;
Stop := GetTickCount;
Label8.Caption := IntToStr(Stop - Start) + ' ms';
Refresh;
finally
Dest.Free;
end;
finally
Source.Free;
end;
// TlopiBHIEMO
Label Status.Caption := 'llopiBHIEMO...';
Refresh;
Source := TFileStream.Create (Editl.Text, fmOpenRead);
SrcSize := Source.Size;
try
Dest := TFileStream.Create (SrcFile, fmOpenRead);
DstSize := Dest.Size;
try
repeat

Source.ReadBuffer (SrcBuf, Min (SizeOf (SrcBuf), SrcSize));
Dest.ReadBuffer (DstBuf, Min (SizeOf (DstBuf), DstSize));
if not CompareMem (@SrcBuf, @DstBuf, Max (Min (SizeOf (DstBuf), DstSize),

Min (SizeOf (SrcBuf), SrcSize))) then
begin
ShowMessage ('TIOMWIIKA : darnyn OyJso s3MmiHeno!!!');

DeleteFile (SrcFile);
DeleteFile (DestFile) ;
exit;
end;
Dec (SrcSize, Min(SizeOf (SrcBuf), SrcSize));
Dec (DstSize, Min (SizeOf (DstBuf), DstSize));
=0);

until (SrcSize = 0) or (DstSize
ShowMessage ('3MiHM He 3HaMIeHO');
finally
Dest.Free;
end;
finally
Source.Free;
end;
Label Status.Caption := 'BupmaneHo...';
Refresh;
Label sStatus.Caption := '';
end;

(*******************************************************************************

BukopuctoryeMo TStringStream... nmsa umbpyBaHHS
*******************************************************************************)
procedure TForml.BitBtn EncryptClick(Sender: TObject);
var

Source: TStringStream;
Dest: TStringStream;
Start, Stop: cardinal;
Size: integer;

Key: T Intel AES NIKeyl28;



begin
// lndpyBaHHsa

Label Status.Caption := 'llmppyemo...';
Refresh;
Source := TStringStream.Create( Memo PlainText.Text );
Dest := TStringStream.Create( "' );
try
// 36epiraemo maHi mo mam’ ATi...
Size := Source.Size;

Dest.WriteBuffer( Size, SizeOf (Size) );

// TloyaTKOBUM KJIIOU. ..

FillChar ( Key, SizeOf (Key), 0 );

Move ( PChar (Edit2.Text)”, Key, Min( SizeOf( Key ), Length( Edit2.Text )));

// TloumHaemo mMUPpPyBaHHL. . .

[TlounHaeMo := GetTickCount;

Encrypt Intel AES NIStreamECB( Source, 0, Key, Dest );
Stop := GetTickCount;

Label Time.Caption := IntToStr(Stop - Start) + ' ms';
Refresh;

// Bumaemo sz3ammdpoBaHMIM TEKCT Ha E€KpPaH...
Memo CyperText.Lines.BeginUpdate;

Memo CyperText.Text := StringToHex( Dest.DataString );
Memo CyperText.Lines.EndUpdate;

finally
Source.Free;
Dest.Free;
end;
end;

procedure TForml.BitBtn DecyptClick(Sender: TObject);
var

Source: TStringStream;

Dest: TStringStream;

Start, Stop: cardinal;

Size: integer;

Key: T Intel AES NIKeyl28;

EncryptedText: TStrings;

S: string;

begin
// TepeTBOP0EMO W1CTHANUSTKOBE UMCJIO IO PAOKa Hepel nemmudpyBaHHIM. . .
Source := TStringStream.Create( HexToString( Memo CyperText.Text ));
Dest := TStringStream.Create( '' );

try
// TloumHaemo nemrbpyBaHHL. . .
Size := Source.Size;
[lounHaeMo := GetTickCount;
Source.ReadBuffer (Size, SizeOf (Size));

// TloyaTKOBUM KJIOU. ..
FillChar (Key, SizeOf (Key), 0);
Move (PChar (Edit2.Text) ", Key, Min (SizeOf (Key), Length(Edit2.Text)));

// IDemmdpyeMmo. . .
Decrypt Intel AES NIStreamECB (Source, Source.Size - Source.Position, Key,

Dest) ;

Stop := GetTickCount;
Label8.Caption := IntToStr (Stop - Start) + ' ms';
Refresh;

// BuBOIMMO poO3mMUPPOBAHMII TEKCT. ..
Memo UncipherText.Text := Dest.DataString;



finally
Source.Free;
Dest.Free;
end;
end;

procedure TForml.Button3Click (Sender:

begin
FormAbout.Show;
end;

end.

TObject) ;



®amn E1_Intel AES NI.pas - mppyBanHus/geumppyBaHHss aaropmuTMOM _Intel AES NI
unit E1 Intel AES NI;
interface

uses
Classes, SysUtils;

type
E Intel AES NIError = class(Exception);

PInteger = "“Integer;

T Intel AES NIBuffer = array [0..15] of byte;
T Intel AES NIKeyl28 = array [0..15] of byte;
T Intel AES NIKeyl92 = array [0..23] of byte;
T Intel AES NIKey256 = array [0..31] of byte;

T Intel AES NIExpandedKeyl28 array [0..43] of longword;
T Intel AES NIExpandedKeyl92 = array [0..53] of longword;
T Intel AES NIExpandedKey256 = array [0..63] of longword;

P Intel AES NIBuffer ="T Intel AES NIBuffer;
P Intel AES NIKeyl28 ="T Intel AES NIKeyl28;
P Intel AES NIKeyl92 ="T Intel AES NIKeyl92;
P Intel AES NIKey256 ="T Intel AES NIKey256;
P Intel AES NIExpandedKeyl28 ="T Intel AES NIExpandedKeyl28;
P Intel AES NIExpandedKeyl92 ="T Intel AES NIExpandedKeyl92;
P Intel AES NIExpandedKey256 ="T Intel AES NIExpandedKey256;

// PosummpeHHS kjoUa I8 wmudpyBaHHS

procedure Expand Intel AES NIKeyForEncryption(const Key: T Intel AES NIKeyl28;
var ExpandedKey: T Intel AES NIExpandedKeyl28); overload;

procedure Expand Intel AES NIKeyForEncryption (const Key: T Intel AES NIKeyl92;
var ExpandedKey: T Intel AES NIExpandedKeyl92); overload;

procedure Expand Intel AES NIKeyForEncryption (const Key: T Intel AES NIKey256;
var ExpandedKey: T Intel AES NIExpandedKey256); overload;

// Biok payHOiB umbpyBaHHS

procedure Encrypt Intel AES NI (const InBuf: T Intel AES NIBuffer; const Key:
T Intel AES NIExpandedKeyl28;

var OutBuf: T Intel AES NIBuffer); overload;
procedure Encrypt Intel AES NI (const InBuf: T Intel AES NIBuffer; const Key:
T Intel AES NIExpandedKeyl92;

var OutBuf: T Intel AES NIBuffer); overload;
procedure Encrypt Intel AES NI (const InBuf: T Intel AES NIBuffer; const Key:
T Intel AES NIExpandedKey256;

var OutBuf: T Intel AES NIBuffer); overload;

// Tlorok payunis lubpyeauHs (ECB pexwum)

procedure Encrypt Intel AES NIStreamECB (Source: TStream; Count: cardinal;
const Key: T Intel AES NIKeyl28; Dest: TStream); overload;

procedure Encrypt Intel AES NIStreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: T Intel AES NIExpandedKeyl28; Dest: TStream); overload;

procedure Encrypt Intel AES NIStreamECB (Source: TStream; Count: cardinal;
const Key: T Intel AES NIKeyl92; Dest: TStream); overload;

procedure Encrypt Intel AES NIStreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: T Intel AES NIExpandedKeyl92; Dest: TStream); overload;

procedure Encrypt Intel AES NIStreamECB (Source: TStream; Count: cardinal;
const Key: T Intel AES NIKey256; Dest: TStream); overload;

procedure Encrypt Intel AES NIStreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: T Intel AES NIExpandedKey256; Dest: TStream); overload;



// Tlorok payunip mmbpyrBanHsg (CBC pexwum)

procedure Encrypt Intel AES NIStreamCBC (Source: TStream; Count: cardinal;

const Key: T Intel AES NIKeyl28; const InitVector: T Intel AES NIBuffer; Dest:
TStream); overload;
procedure Encrypt Intel AES NIStreamCBC (Source: TStream; Count: cardinal;

const ExpandedKey: T Intel AES NIExpandedKeyl28; const InitVector: T Intel
AES NIBuffer;

Dest: TStream); overload;

procedure Encrypt Intel AES NIStreamCBC (Source: TStream; Count: cardinal;

const Key: T Intel AES NIKeyl92; const InitVector: T Intel AES NIBuffer; Dest:
TStream); overload;
procedure Encrypt Intel AES NIStreamCBC (Source: TStream; Count: cardinal;

const ExpandedKey: T Intel AES NIExpandedKeyl92; const InitVector: T Intel
AES NIBuffer;

Dest: TStream); overload;

procedure Encrypt Intel AES NIStreamCBC (Source: TStream; Count: cardinal;

const Key: T Intel AES NIKey256; const InitVector: T Intel AES NIBuffer; Dest:
TStream); overload;
procedure Encrypt Intel AES NIStreamCBC (Source: TStream; Count: cardinal;

const ExpandedKey: T Intel AES NIExpandedKey256; const InitVector: T Intel
AES NIBuffer;

Dest: TStream); overload;

// TlepeTBOPEHHS CEaHCOBOTO Kjoua s nemmudpyBaHHSI

procedure Expand Intel AES NIKeyForDecryption(var ExpandedKey: T Intel

AES NIExpandedKeyl28); overload;

procedure Expand Intel AES NIKeyForDecryption (const Key: T Intel AES NIKeyl28;
var ExpandedKey: T Intel AES NIExpandedKeyl28); overload;

procedure Expand Intel AES NIKeyForDecryption(var ExpandedKey: T Intel

AES NIExpandedKeyl92); overload;

procedure Expand Intel AES NIKeyForDecryption (const Key: T Intel AES NIKeyl92;
var ExpandedKey: T Intel AES NIExpandedKeyl92); overload;

procedure Expand Intel AES NIKeyForDecryption(var ExpandedKey: T Intel

AES NIExpandedKey256); overload;

procedure Expand Intel AES NIKeyForDecryption (const Key: T Intel AES NIKey256;
var ExpandedKey: T Intel AES NIExpandedKey256); overload;

// BJiok payHOiB memmppyBaHHS

procedure Decrypt Intel AES NI (const InBuf: T Intel AES NIBuffer; const Key:
T Intel AES NIExpandedKeyl28;

var OutBuf: T Intel AES NIBuffer); overload;
procedure Decrypt Intel AES NI (const InBuf: T Intel AES NIBuffer; const Key:
T Intel AES NIExpandedKeyl92;

var OutBuf: T Intel AES NIBuffer); overload;
procedure Decrypt Intel AES NI (const InBuf: T Intel AES NIBuffer; const Key:
T Intel AES NIExpandedKey256;

var OutBuf: T Intel AES NIBuffer); overload;

// ToTok payHmie meumbpyBaHHsa (ECB pexum)

procedure Decrypt Intel AES NIStreamECB (Source: TStream; Count: cardinal;
const Key: T Intel AES NIKeyl28; Dest: TStream); overload;

procedure Decrypt Intel AES NIStreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: T Intel AES NIExpandedKeyl28; Dest: TStream); overload;

procedure Decrypt Intel AES NIStreamECB (Source: TStream; Count: cardinal;
const Key: T Intel AES NIKeyl92; Dest: TStream); overload;

procedure Decrypt Intel AES NIStreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: T Intel AES NIExpandedKeyl92; Dest: TStream); overload;

procedure Decrypt Intel AES NIStreamECB (Source: TStream; Count: cardinal;



const Key: T Intel AES NIKey256; Dest: TStream); overload;
procedure Decrypt Intel AES NIStreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: T Intel AES NIExpandedKey256; Dest: TStream); overload;

// TloTok payHmis meumbpyBaHHa (CBC pexnM)

procedure Decrypt Intel AES NIStreamCBC (Source: TStream; Count: cardinal;

const Key: T Intel AES NIKeyl28; const InitVector: T Intel AES NIBuffer; Dest:
TStream); overload;
procedure Decrypt Intel AES NIStreamCBC (Source: TStream; Count: cardinal;

const ExpandedKey: T Intel AES NIExpandedKeyl28; const InitVector: T Intel
AES NIBuffer;

Dest: TStream); overload;

procedure Decrypt Intel AES NIStreamCBC (Source: TStream; Count: cardinal;

const Key: T Intel AES NIKeyl92; const InitVector: T Intel AES NIBuffer; Dest:
TStream); overload;
procedure Decrypt Intel AES NIStreamCBC (Source: TStream; Count: cardinal;

const ExpandedKey: T Intel AES NIExpandedKeyl92; const InitVector: T Intel
AES NIBuffer;

Dest: TStream); overload;

procedure Decrypt Intel AES NIStreamCBC (Source: TStream; Count: cardinal;

const Key: T Intel AES NIKey256; const InitVector: T Intel AES NIBuffer; Dest:
TStream); overload;
procedure Decrypt Intel AES NIStreamCBC (Source: TStream; Count: cardinal;

const ExpandedKey: T Intel AES NIExpandedKey256; const InitVector: T Intel
AES NIBuffer;

Dest: TStream); overload;

resourcestring
SInvalidInBufSize = 'He xBaTae pos3Mipy Oydepy nnsmeumppyBaHHA';
SReadError = 'lloMWUJIKa UMTAHHS IIOTOKY';
SWriteError = 'lloMuJIka 3anmMcy IIOTOKY';

implementation

type

PLongWord = “LongWord;

function Min (A, B: integer): integer;
begin
if A < B then
Result := A
else
Result := B;
end;
const

Rcon: array [1..30] of longword = (
$00000001, $00000002, $00000004, $00000008, $00000010, $00000020,
$00000040, $00000080, $0000001B, $00000036, $0000006C, $000000DS,
$000000AB, $0000004D, $0000009A, $0000002F, S$0000005E, $000000BC,
$00000063, $000000C6, $00000097, $00000035, $0000006A, $000000D4,
$000000B3, $0000007D, $00000OFA, S$SOOOO000EF, $000000C5, $00000091
)7

//Tabnuuil nepecTaHOBKM

ForwardTable: array [0..255] of longword = (

$A56363C6, $847C7CF8, $997777EE, $8D7BTBF6, S$SODF2F2FF, $BD6B6BD6, S$SB16FGFDE,
$54C5C591,

$50303060, $03010102, S$SA96767CE, S$7D2B2B56, S$19FEFEE7, $62D7D7B5, SEGABAB4D,
SOAT6T6EC,

$45CACA8F, $9D82821F, $40C9C989, $877D7DFA, S$15FAFAEF, S$SEB5959B2, $C947478E,
SOBFOFOFB,

SECADAD41, $67D4D4B3, SFDA2A25F, SEAAFAF45, S$SBFO9COC23, SF7A4A453, $967272EA4,
$5BCOCO9B,



SC2B7B775,
$4FCCCC83,
$5C343468,
$3F15152A,
$0C040408,
SB59A9A2F,
$0907070E,
$9F7575EA,
$1B090912,
SFBAOAOSBE,
SF65252A4,
$97848413,
$F55353A6,
SEDSB5SBB6,
SBEGAGAD4,
S4ACFCFS85,
$6BDODOBB,
$94858511,
SCF45458A,
SE3A8A84B,
$F35151A2,
$S04F5F5F1,
SDFBCBC63,
$6DD2D2BF,
$4CCDCD81,
$3917172E,
$57C4C493,
$957373E6,
$A06060CO0,
$83888808B,
$CA46468C,
$76DBDBAD,
$3BEOEQODB,
$E45C5CBS,
$S5DC2C209F,
$8B7979F2,
$32E7ETD5,
SEOA9A949,
$B46C6CDS,
$18080810,
SD5BABAGF,
$51C6C697,
$23E8ESCB,
$858A8A0F,
$907070E0,
$120E0E1C,
SA36161C2,
SB99ESE27,
$S38E1E1DY,
SA7949433,
SB69B9B2D,
$7ADFDFAS,
$8F8C8C03,
$B86868DO0,
$C3414182,
$3A16162C
) ;

LastForwardTable:

500000063,
$000000C5,
$00000030,
$00000076,
$000000cCA,
$000000FO,
$000000AD,
$000000cCO0,
$000000B7,
$000000cCcC,

S1CFDFDEL,
SF4A5A551,
$52C7C795,
$36121224,
$9E83831D,
$4D3B3B76,
$68D1D1B9,
$S46CBCBSD,
$2AEFEFCS,
$10F9F9EQ,
SFEA3A35D,
$C1B6B677,
$140coc1s,
SF2ATAT755,
$98818119,
S29EEEEC7,
$56323264,
S6ED3D3BD,
$43C8C88B,
SFA5656AC,
$887878F0,
$7CDDDDA1,
S423E3E7C,
$5F35356A,
$S13F8F8EB,
$S221E1E3C,
$SF8A1A159,

$B0999929,

$0000007C,
$00000001,
$00000082,
$000000D4,

$000000FD,

array

SAE93933D,
$34E5E5D1,
$65232346,
$9B80801B,
$742C2C58,
$61D6D6B7,
$00000000,
SD9BEBEG7,
SESAAAMAF,
$06020204,
$C0404080,
$75DADAAF,
$35131326,
$827ETEFC,
$D14F4FOE,
SD3B8B86B,
$S4E3A3A74,
SEFACACA43,
$5937376E,
SOTF4F4F3,
S6F25254A,
$9C7474E8,
$C4B5B571,
$F95757AE,
$SB398982B,
$92878715,
$80898909,

$772D2D5A,

[0..255]
$00000077,

$00000067,
$000000C9,
$000000A2,

$00000093,

$6A26264C,
$O08F1F1F9,
S5EC3C39D,
$3DE2E2DF,
$2E1A1A34,
SCEB3B37D,
$2CEDEDC1,
$4B393972,
$16FBFBED,
$817F7FFE,
S8A8F8F05,
$63212142,
S2FECECC3,
$473D3D7R,
$7FDCDCA3,
$3Cc141428,
$1EQ0AOA14,
SA66262C4,
$B76D6DDA,
$25EAEACE,
ST22E2ESC,
$211F1F3E,
SAA6666CC,
$DOB9B969,
$33111122,
$S20EQ9E9CY,
$170D0OD1A,

$110F0F1E,

of longword

$00000078B,
$0000002B,
$0000007D,
S000000AF,

$00000026,

$5A36366C,
$937171E2,
$28181830,
$26EBEBCD,
$2D1B1B36,
$7B292952,
$60202040,
SDE4A4A094,
$C5434386,
$F05050A0,
SAD92923F,
$30101020,
SE15F5FBE,
SAC6464CS8,
$66222244,
S$S79DEDEAT7,
$DB494992,
$A8919139,
$8C8D8DO01,
SAF6565CA,
$241C1C38,
$DD4B4B96,
$D8484890,
$91868617,
SBB6969D2,
S49CECES87,
$SDABFBF65,

SCBBOB07B,

= (
$000000F2,

$000000FE,
S000000FA,
$0000009cC,

$00000036,

S413F3F7E,
$73D8D8AB,
$SA1969637,
$6927274E,
$B26E6EDC,
S3EE3E3DD,
$1FFCFCE3,
$D44C4Co8,
$D74D4DOA,
$443C3C78,
SBCI9D9D21,
$1AFFFFES,
SA2979735,
$E75D5DBA,
$TE2A2A54,
SE25E5EBC,
$0A06060C,
$A4959531,
$64D5D5B1,
$8ETATAF4,
SF1A6A657,
$DCBDBD61,
$05030306,
$58C1C199,
$70D9D9A9,
SFF5555A4,
$31E6E6D7,

SFC5454A8,

$0000006B,
$000000D7,
$00000059,
$000000A24,

$0000003F,

10
SO02F7FTF5,

$53313162,
SOF050508A,
$CDB2B27F,
SEES5A5ABY,
ST12F2F5E,
$C8B1B179,
SE85858B0,
$55333366,
$SBAOFOF25,
$48383870,
SOEF3F3FD,
$CC444488,
$2B191932,
$SAB90903B,
$1DOBOB16,
$6C242448,
$S37E4E4D3,
$D24E4EQC,
SE9AEAE47,
SC7B4B473,
$868B8BOD,
SO1F6F6F7,
$271D1D3A,
$S898E8E07,
$78282850,
$C6424284,

SD6BBBB6D,

$0000006F,
$000000AB,
$00000047,
$00000072,

$000000F7,



500000034,
$00000015,
$00000004,
$00000009A,
500000007,
$00000075,
$00000009,
$000000A0,
$00000052,
500000084,
500000053,
$0000005B,
$0000006A,
$000000CF,
$000000DO,
500000085,
$00000045,
$000000A8,
$00000051,
$000000F5,
$000000BC,
$000000D2,
$000000CD,
$00000017,
$000000cC4,
$00000073,
$00000060,
$00000088,
$00000046,
$000000DB,
$000000EO,
$0000005¢C,
$000000cC2,
$00000079,
$000000E7,
$000000A9,
$0000006C,
$00000008,
$000000BA,
$000000Ce,
$000000ES8,
$0000008A,
$00000070,
$0000000E,
500000061,
$0000009E,
$000000E1,
$00000094,
500000098,
$000000DF,
$0000008c¢C,
$00000068,
$00000041,
500000016
)7

InverseTable:

$50A7F451,
$9303E34B,
$S55FA3020),
S8FA362B5,
$495AB1DE,
SC6F9D36B,
SET75F8F03,
$44C8CI98E,
$S6A89C275,
$SB43ACE7D,
$184ADF63,
$942B08F9,

$000000A5,
$000000C7,
$00000012,
$00000083,
$0000003B,
$000000D1,
$000000CB,
S000000EF,
$000000F9,
$000000A3,
$000000B6,
$0000000C,
$000000A7,
$00000081,
$000000EE,
$00000032,
$000000D3,
s$ooooo00cCs,
$00000056,
$00000078,
$000000DD,
$0000003E,
$00000035,
$000000F8,
$0000001E,
$000000A1,

$00000099,

array [O.
$5365417E,

SF66D76AD,
$671BBA25,
$959C9215,
$T78798EF4,

$82311AES5,

.255]

$000000E5, $SO000000F1,

$00000023, $000000C3,
$00000080, $SO000000EZ,
$0000002C, $0000001A,
$000000D6, $000000B3,
$00000000, $SO00000ED,
$000000BE, $00000039,
$000000AA, SO00000FB,
$00000002, $0000007F,
$00000040, $0000008F,
$000000DA, 500000021,
$00000013, $000000EC,
$0000007E, $0000003D,
$0000004F, $000000DC,
$000000B8, $00000014,
$0000003A, $0000000A,
$000000AC, $00000062,
$00000037, $0000006D,
$000000F4, $000000EA,
$00000025, $0000002E,
$00000074, $0000001F,
$000000BS, $00000066,
$00000057, $000000B9,
$00000098, $00000011,
$00000087, SO000000E9,
$00000089, $0000000D,
$0000002D, $0000000F,

of longword = (
$C3A4171A, $965E273A,
$9176CC88, $254CO02F5,
$980EEA45, S$SEI1COFESD,
SEB7A6DBF, $DA595295,
$6B3E5899, $DD71B927,

$60335197, $457F5362,

$00000071,
$00000018,
S000000EB,
$0000001B,
$00000029,
$00000020,
$00000044,
$00000043,
$00000050,
$00000092,
$00000010,
$0000005F,
$00000064,
$00000022,
$000000DE,
$00000049,
$000000091,
$0000008D,
$00000065,
$0000001¢C,
$0000004B,
$00000048,
$00000086,
$00000069,
$000000CE,
S000000BF,

$000000BO,

$SCB6BAB3B,
SFCDT7ES4F,
$02752FC3,
$2D83BED4,
SB64FEL1BE,

SE07764B1,

$000000D8,
$0000009¢6,
$00000027,
$0000006E,
$000000E3,
$000000FC,
$0000004c¢,
$0000004D,
$0000003¢C,
$0000009D,
S000000FF,
$00000097,
$0000005D,
$0000002A,
$0000005E,
$00000006,
$000000095,
$000000D5,
$00000074,
$000000A06,
$000000BD,
$00000003,
$0o0o0000cC1,
$000000D9,
$00000055,
$000000E®6,

$00000054,

$F1459D1F,
SD7CB2ACS,
$12F04C81,
$D3217458,
$17AD8SFO,

$84AE6BBB,

11
$00000031,

$00000005,
$000000B2,
$0000005A,
$0000002F,
$000000B1,
$00000058,
$00000033,
$0000009F,
$00000038,
S000000F3,
$00000044,
$00000019,
$00000090,
$0000000B,
$00000024,
$000000E4,
S0000004E,
$000000AE,
$000000B4,
$0000008B,
$000000F6,
$0000001D,
$0000008E,
$00000028,
$00000042,

$000000BB,

$AB58FAAC,
$80443526,
$A397468D,
$2969E049,
$66AC20CH9,

$1CAQ81FE,



$58684870,
S2AAB5566,
$0728EBB2,
$5C8216ED,
$S2B1CCF8A,
S8AFEA6CA,
S9D532E34,
$51106EBD,
SF98A213E,
SFF155060,
$24FB9819,
SDBEEC879,
$470A7CAL,
$S4E725A6C,
SFBFFOEFD,
S3A2E3624,
$B1670A0C,
$161Al121cC,
SOABAS3E2,
SC8AQ91E14,
$8519F157,
$347EFB5B,
$7629438B,
$2011C684,
$STD244A85,
$DOE3C177,
$6C16B32B,
SEF903322,
SC74E4987,
SA4BFAD3F,
SE49D3A2C,
SF5AFC382,
SBE8S805DIF,
$7BBB3BDB,
$097826CD,
SE6E815EF,
SD99BETBA,
$C066A235,
$37BC4E74,
S2FF69117,
$8DD64D76,
S7TF516546,
S04EASEQSD,
$1347D66D,
$8C61D79A,
$S3CB1477A,
$59DFD29C,
$86DB4478,
S81F3AFCA,
$41950DFF,
$7101A839,
$4257B8D0
) ;

LastInverseTable:

500000052,
$00000038,
$000000BF,
S000000FB,
$0000007C,
$00000087,
$00000034,
$000000CB,
500000054,
$0000003D,
S000000EE,
$0000004E,
$00000008,
$000000B2,

S19FD458F,
$03C2B52F,
$92B479A7,
SAO055F3A2,
$3D06DD96,
$97E9BDD6,
SE90F427C,
$5638850F,
$S0FE75793,
SE52AA0CO,
$S4C0775AF,
$DCC623CB,
SF83DBBD2,
$99B970A9,
$C1D138D9,
$0D927850,
$7C93D069,
SF418596E,
SCE366F4A,
SA6CA82FC,
S4DBOEF43,
$5D358C01,
$7A0CA137,
$3F73F255,
S3EC468B9,

SDEB30CO08,

$00000009,
$00000040,
S000000E3,
$0000008E,
$0000007B,
$0000004cC,

$0000002E,

array

$876CDE94,
$9A7BC586,
SFOF207F3,
$32E18A05,
$SAE053EDD,
$CC434089,
$SC91E84F8,
S1EDSAE3D,
$D296EEB4,
$43E0223C,
SBBDDY99EE,
$68FCEDBG,
$S1132F9AE,
SFA489411,
SFEA2CASC,
SO9BCCS5F6A,
$A92DD56F,
S01B79AEC,
SD4099FEA,
$BODO90EQ,
$S544DAACC,
$737487FA,
S8E14F859,
$79CE1418,
$2C342438,

SOCE4B4DS,

[0..255]
$0000006A,

$000000A3,
$00000039,
$00000043,
$00000094,
$00000095,

$000000A1,

SBTF87B52,
$A50837D3,
SA1E2694E,
$75EBF6A4,
$46BDE64D,
$S779ED967,
$00000000,
$27392D36,
$9E919B1B,
$1D171B12,
SFD607FA3,
$63F1E4BS,
$S6DA129C7,
$2264E947,
$360BD498,
$62467E54,
$B31225CF,
SA89A4F83,
$D67CB029,
$15D8A733,
SDF0496E4,
$2E410BFB,
$893C13EB,
$BF37C773,
S$S5F40A3C2,

$90C15664,

of longword

$000000D5,
$0000009E,
$00000082,
$00000044,
$00000032,
$0000000B,

$00000066,

$23D373AB,
$F2872830,
SCDF4DAGS,
$39EC830B,
$B58D5491,
SBD42ESBO,
$83868009,
$64DO0F0A,
$4FC5C080,
$OBODO9OE,
S9F2601F7,
SCADC31D7,
S4B2FOE1D,
$C48CFCAS,
SCF81F5A6,
$C2138DF6,
$3B99ACCS,
S656E95E6,
SAFB2A431,
$4A9804F1,
SE3B5D19E,
$5A1D67B3,
SEE27A9CE,
$SEACDF753,
$72C31D16,

$6184CB7B,

= (
$00000030,

$00000081,
$0000009B,
$000000C4,
$000000A6,
$00000042,

$00000028,

SE2024B72,
$B2A5SBF23,
SD5BE0506,
SAAEF6040,
$055DC471,
$888B8907,
$48ED2B32,
$21A65C68,
$A220DC61,
$SADC78BF2,
$BCF5725C,
$10856342,
SF330B2DC,
$1A3FFOAQ,
$28DE7AAS,
SE8B8DS890,
$A77D1810,
STEEGFFAA,
$31233F2A,
SF7DAEC41,
$S1B886A4C,
$52D2DB92,
$35C961B7,
$5BAAFDSF,
SO0C25E2BC,

$70B632D5,

$00000036,
$000000F3,
$0000002F,
$000000DE,
$000000C2,
S000000FA,

$000000D9,

12
$S578F1FE3,

$BAGA0302,
$1F6234D1,
$069F715E,
$6FD40604,
$385B19E7,
$AC70111E,
$SD1545B9B,
$694B775A,
$SBI9ASB62D,
$C53B6644,
$40229713,
SEC52860D,
$D82C7D56,
$268EB7DA,
SS5EF7392E,
$6E639CES,
S08CFBC21,
$3094A5Co,
SOE50CD7F,
$B81F2CC1,
$335610E9,
SEDES1CEL,
$146F3DDF,
$8B493C28,

$745C6C48,

$000000A5,
$000000D7,
S000000FF,
$000000E9,
$00000023,
$000000C3,

$00000024,



500000076,
$00000025,
$00000072,
$00000016,
$000000D4,
500000092,
$0000006C,
$000000DA,
$0000005E,
500000084,
500000090,
$0000000A,
$000000F7,
$00000006,
$000000DO,
500000002,
$000000cC1,
$0000006B,
$0000003A,
S000000ER,
$00000097,
$00000073,
$00000096,
$00000085,
$000000E2,
$0000006E,
$00000047,
$00000089,
$0000006F,
$0000001B,
$000000FC,
$00000020,
$00000009A,
$000000F4,
$0000001F,
500000031,
$000000B1,
$0000005F,
$00000060,
$0000000D,
$0000002D,
$000000EF,
$000000A0,
$000000BO,
$000000cC8,
500000061,
$00000017,
$00000026,
$000000E1,
$0000007D
)7

$0000005B,
$000000F8,
$000000A4,
$00000070,
$00000015,
$000000D8,
$000000E4,
$0000002¢C,
$000000AF,
$000000091,
$000000F2,
$000000AC,
$000000F9,
$000000F1,
$000000B7,
$00000056,
$000000DB,
$000000DD,
$00000012,
$00000051,
$000000E5,
$000000EOQ,
SO000000EB,
$0000002B,

$00000069,

//PosmMpeHHsa KJo4da 0jsg mmbpyBaHHS

$000000A2,
$000000F6,
$0000005¢C,
$00000048,
$000000406,
$S000000AB,
$00000058,
$0000001E,
$000000BD,
$00000011,
$000000CF,
$00000074,
$00000037,
$0000001A,
$00000062,
$0000003E,
$000000cCO,
$000000A8,
$00000010,
$0000007F,
$0000007A,
$0000003B,
$S000000BB,
$00000004,

$00000014,

$00000049,
$00000064,
s$oooooo0ce,
$00000050,
$00000057,
$00000000,
$00000005,
$0000008F,
$00000003,
$00000041,
$000000CE,
$00000022,
$000000ES8,
$00000071,
$0000000E,
$0000004B,
$S000000FE,
$00000033,
$00000059,
$000000A9,
$0000009F,
$0000004D,
$0000003¢C,
$0000007E,

$00000063,
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$0000006D, $0000008B, $000000D1,

$00000086, $00000068, $00000098,

$0000005D, $00000065, $000000B6,

$000000FD, $000000ED, $000000B9,

$000000A7, $0000008D, $0000009D,

$0000008C, $000000BC, $000000D3,

$000000B8, $000000B3, $00000045,

$000000CA, $0000003F, $0000000F,

$00000001, $00000013, $0000008A,

$0000004F, $00000067, $000000DC,

S000000F0, $000000B4, $000000EG6,

$000000E7, $000000AD, $00000035,

$0000001C, $00000075, $000000DF,

$0000001D, $00000029, $000000C5,

$000000AA, $00000018, $000000BE,

$000000C6, $000000D2, $00000079,

$00000078, $000000CD, $0000005A,

$00000088, $00000007, $000000C7,

$00000027, $00000080, S$SO00000EC,

$00000019, $000000B5, $0000004A,

$00000093, $000000C9, $0000009C,

$000000AE, $0000002A, $000000F5,

$00000083, $00000053, $00000099,

$000000BA, $00000077, $000000D6,

$00000055, $00000021, s$0000000C,

procedure Expand Intel AES NIKeyForEncryption(const Key: T Intel AES NIKeyl28;
var ExpandedKey: T Intel AES NIExpandedKeyl28);

var
I, J: integer;
T: longword;
WO, W1, W2, W3: longword;
begin
ExpandedKey[0] PLongWord (@Key [0]
ExpandedKey[1] PLongWord (@Key [4]
ExpandedKey[2] := PLongWord (@Key[8]
ExpandedKey[3] PLongWord (@Key[12
I :=0; J :=1;
repeat
T := (ExpandedKey[I + 3] shl 24)
WO := LastForwardTable[Byte(T)];

or
Wl

(ExpandedKey[I + 3]

shr 8);
LastForwardTable [Byte (T shr 8)1;
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W2 := LastForwardTable[Byte (T shr 16)]; W3 := LastForwardTable[Byte (T shr
24)1;

ExpandedKey[I + 4] := ExpandedKey[I] xor

(WO xor ((Wl shl 8) or (Wl shr 24)) xor

((W2 shl 16) or (W2 shr 16)) xor ((W3 shl 24) or (W3 shr 8))) xor Rcon[J];
Inc(J);
ExpandedKey[I + 5] := ExpandedKey[I + 1] xor ExpandedKey[I + 4];
ExpandedKey[I + 6] := ExpandedKey[I + 2] xor ExpandedKey[I + 5];
ExpandedKey[I + 7] := ExpandedKey[I + 3] xor ExpandedKey[I + 6];

Inc (I, 4);
until I >= 40;
end;

procedure Expand Intel AES NIKeyForEncryption (const Key: T Intel

AES NIKeyl92;

var ExpandedKey: T Intel AES NIExpandedKeyl92); overload;

var
I, J: integer;
T: longword;
w0, W1, W2, W3: longword;
begin
ExpandedKey[0] := PLongWord (@Key[0])";
ExpandedKey[1] = PLongWord (@Key[4])";
ExpandedKey[2] := PLongWord (@Key[8])";
ExpandedKey[3] := PLongWord (@Key[1l2])";
ExpandedKey[4] := PLongWord (@Key[16])";
ExpandedKey[5] := PLongWord (@Key[20])";
I :=20; J :=1;
repeat
T := (ExpandedKey[I + 5] shl 24) or (ExpandedKey[I + 5] shr 8);
WO := LastForwardTable[Byte(T)]; Wl := LastForwardTable[Byte (T shr 8)];
W2 := LastForwardTable[Byte (T shr 16)]; W3 := LastForwardTable[Byte (T shr
24)1];
ExpandedKey[I + 6] := ExpandedKey[I] xor
(WO xor ((Wl shl 8) or (Wl shr 24)) xor
((W2 shl 16) or (W2 shr 16)) xor ((W3 shl 24) or (W3 shr 8))) xor Rcon[J];
Inc(J);
ExpandedKey[I + 7] := ExpandedKey[I + 1] xor ExpandedKey[I + 6];
ExpandedKey[I + 8] := ExpandedKey[I + 2] xor ExpandedKey[I + 7];
ExpandedKey[I + 9] := ExpandedKey[I + 3] xor ExpandedKey[I + 8];
ExpandedKey[I + 10] := ExpandedKey[I + 4] xor ExpandedKey[I + 9];
ExpandedKey[I + 11] := ExpandedKey[I + 5] xor ExpandedKey[I + 10];
Inc (I, ©);

until I >= 46;
end;

procedure Expand Intel AES NIKeyForEncryption(const Key: T Intel AES NIKey256;

var ExpandedKey: T Intel AES NIExpandedKey256); overload;
var
I, J: integer;
T: longword;
WO, W1, W2, W3: longword;
begin
ExpandedKey[0] := PLongWord (@Key[0])";
ExpandedKey[1l] := PLongWord (Q@Key[4])";
ExpandedKey[2] := PLongWord (@Key[8])";
ExpandedKey[3] := PLongWord (@Key[12])";
ExpandedKey[4] := PLongWord (@Key[1l6])";
ExpandedKey[5] := PLongWord (@Key[20])";
ExpandedKey[6] := PLongWord (QKey[24])";
ExpandedKey[7] := PLongWord (QKey[28])";
I :=0; J :=1;
repeat
T := (ExpandedKey[I + 7] shl 24) or (ExpandedKey[I + 7] shr 8);
WO := LastForwardTable[Byte(T)]; Wl := LastForwardTable[Byte (T shr 8)];
W2 := LastForwardTable[Byte (T shr 16)]; W3 := LastForwardTable[Byte (T shr
24)1;
ExpandedKey[I + 8] := ExpandedKey[I] xor
(WO xor ((Wl shl 8) or (Wl shr 24)) xor
((W2 shl 16) or (W2 shr 16)) xor ((W3 shl 24) or (W3 shr 8))) xor Rcon[J];
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Inc(J);

ExpandedKey[I + 9] := ExpandedKey[I + 1] xor ExpandedKey[I + 8];
ExpandedKey[I + 10] := ExpandedKey[I + 2] xor ExpandedKey[I + 9];
ExpandedKey[I + 11] := ExpandedKey[I + 3] xor ExpandedKey[I + 10];
WO := LastForwardTable[Byte (ExpandedKey[I + 111)1];

Wl := LastForwardTable[Byte (ExpandedKey[I + 11] shr 8)1;

W2 := LastForwardTable[Byte (ExpandedKey[I + 11] shr 16)];

W3 := LastForwardTable[Byte (ExpandedKey[I + 11] shr 24)];
ExpandedKey[I + 12] := ExpandedKey[I + 4] xor

(WO xor ((Wl shl 8) or (Wl shr 24)) xor

((W2 shl 16) or (W2 shr 16)) xor ((W3 shl 24) or (W3 shr 8)));
ExpandedKey[I + 13] := ExpandedKey[I + 5] xor ExpandedKey[I + 12];
ExpandedKey[I + 14] ExpandedKey[I + 6] xor ExpandedKey[I + 13];
ExpandedKey[I + 15] ExpandedKey[I + 7] xor ExpandedKey[I + 14];
Inc (I, 8);

until I >= 52;
end;

//Mpouenypa umdpyBaHHS

procedure Encrypt Intel AES NI (const InBuf: T Intel AES NIBuffer; const Key:
T Intel AES NIExpandedKeyl28;

var OutBuf: T Intel AES NIBuffer);
var

TO, Tl: array [0..3] of longword;

w0, W1, W2, W3: longword;

begin
// I”iuianisauisg
TO[0] := PLongWord(@InBuf[0])” xor Key[O0];
TO[1l] := PLongWord(@InBuf[4])” xor Keyl[l];
TO[2] = PLongWord (@InBuf[8])" xor Keyl[2];
TO[3] := PLongWord(@InBuf[l2])”" xor Keyl[3];
// TlomepenHa TpaHcbopmalis - 9 pas
// payHno 1
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1];
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[4];
WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(T0[2] shr 8)];
W2 := ForwardTable[Byte (TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1];
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[5];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[6];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[7];
// payun 2
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1l[1] shr 8)];
W2 := ForwardTable[Byte(T1[2] shr 16)]; W3 := ForwardTable[Byte(T1[3] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[8];
WO := ForwardTable[Byte(T1[1l])]; Wl := ForwardTable[Byte(T1l[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[9];

WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1l[3] shr 8)];
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W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1[1] shr
24)1];
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l0];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1[1l] shr 16)]; W3 := ForwardTable[Byte(T1[2] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[ll];
// payun 3
WO := ForwardTable[Byte(TO0[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1];
T1[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l2];
WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l3];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l4];
WO := ForwardTable[Byte(TO0[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1];
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l5];
// payHno 4
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1l[1] shr 8)];
W2 := ForwardTable[Byte(T1l[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1];
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[lo6];
WO := ForwardTable[Byte(T1[1l])]; Wl := ForwardTable[Byte(T1l[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l7];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1l[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1l[1l] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l8];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1l[1l] shr 16)]; W3 := ForwardTable[Byte(T1l[2] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l9];
// payHno 5
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO[3] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([20];
WO := ForwardTable[Byte(TO[1l])]; Wl := ForwardTable[Byte(T0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([21];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[22];

WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
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W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1];
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[23];
// payHO 6
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1[1] shr 8)];
W2 := ForwardTable[Byte(T1l[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1];
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([24];
WO := ForwardTable[Byte(T1[1])]; Wl := ForwardTable[Byte(T1[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1];
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[25];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1l[1l] shr
24)1;
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[26];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1l[1l] shr 16)]; W3 := ForwardTable[Byte(T1l[2] shr
24)1;
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[27];
// paysno 7
WO := ForwardTable[Byte(TO0[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1];
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([28];
WO := ForwardTable[Byte(TO[1l])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1];
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[29];
WO := ForwardTable[Byte(TO0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[30];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(T0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[31l];
// payHno 8
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1l[1] shr 8)];
W2 := ForwardTable[Byte(T1[2] shr 16)]; W3 := ForwardTable[Byte(T1[3] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[32];
WO := ForwardTable[Byte(T1[1l])]; Wl := ForwardTable[Byte(T1l[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[33];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1l[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1[1] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[34];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1[1l] shr 16)]; W3 := ForwardTable[Byte(T1[2] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[35];
// payHno 9

WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
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W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO[3] shr
24)1];
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[36];
WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1];
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[37];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[38];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1];
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Key[39];
// ocCcTaHiM payHI NepeTBOPEeHb

WO := LastForwardTable[Byte(T1[0])]; Wl := LastForwardTable[Byte(T1[1] shr
8)1:
W2 := LastForwardTable[Byte(T1[2] shr 16)]; W3 := LastForwardTable[Byte (T1[3]
shr 24)71;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[40];
WO := LastForwardTable[Byte(T1[1l])]; Wl := LastForwardTable[Byte(T1l[2] shr
8)1;
W2 := LastForwardTable[Byte(T1[3] shr 16)]; W3 := LastForwardTable[Byte(T1[O0]
shr 24)1];
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[41l];
WO := LastForwardTable[Byte(T1[2])]; Wl := LastForwardTable[Byte(T1l[3] shr
8)1;
W2 := LastForwardTable[Byte(T1[0] shr 16)]; W3 := LastForwardTable[Byte (T1[1]
shr 24)1];
TO[2] = (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[42];
WO := LastForwardTable[Byte(T1[3])]; Wl := LastForwardTable[Byte(T1l[0] shr
8)1;
W2 := LastForwardTable[Byte(T1[1] shr 16)]; W3 := LastForwardTable[Byte (T1[2]
shr 24)71;
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[43];
// kiHelb pPOBOTNV AJINOPUTMY
PLongWord (@OutBuf [0])” := TO[0]; PLongWord (@OutBuf[4])” := TO[1l];
PLongWord (@OutBuf[8])" := TO0[2]; PLongWord (@OutBuf[l2])”" := TOI[3];
end;

procedure Encrypt Intel AES NI (const InBuf: T Intel AES NIBuffer; const Key:
T Intel AES NIExpandedKeyl92;

var OutBuf: T Intel AES NIBuffer);
var

T0, Tl: array [0..3] of longword;

WO, W1, W2, W3: longword;

begin

// i1uiuniamisanis

TO[0] := PLongWord(@InBuf[0])” xor KeyI[O0];

TO[1l] := PLongWord(@InBuf[4])” xor Keyl[l];

TO[2] := PLongWord(@InBuf[8])”" xor Keyl[2];

TO[3] = PLongWord (@InBuf[l2])”" xor Keyl[3];

// TlonmepenHa TpaHcbopmalis - 11 pas

// payun 1

WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];

W2 := ForwardTable[Byte(TO[2] shr 16)]; W3 := ForwardTable[Byte(TO[3] shr
24)1;

T1[0] := (WO xor ((W1l shl 8) or (W1l shr 24) xor ((W2 shl 16) or (W2 shr 16))

)
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[4];
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WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1];
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[5];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1];
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[6];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(T0[2] shr
24)1];
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[7];
// payun 2
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1l[1] shr 8)];
W2 := ForwardTable[Byte(T1l[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[8];
WO := ForwardTable[Byte(T1[1l])]; Wl := ForwardTable[Byte(T1l[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[9];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1l[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1l[1l] shr
24)1];
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l0];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1l[1l] shr 16)]; W3 := ForwardTable[Byte(T1l[2] shr
24)1];
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1ll];
// payHno 3
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l2];
WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l3];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([l4];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l5];
// payun 4
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1[1l] shr 8)];
W2 := ForwardTable[Byte(T1[2] shr 16)]; W3 := ForwardTable[Byte(T1[3] shr
24)1;
TO[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l6];
WO := ForwardTable[Byte(T1[1])]; Wl := ForwardTable[Byte(T1[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1] (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Key[l7];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1[3] shr 8)];
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W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1[1] shr
24)1];
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l8];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1[1l] shr 16)]; W3 := ForwardTable[Byte(T1[2] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l9];
// payun 5
WO := ForwardTable[Byte(TO0[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1];
T1[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[20];
WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([21];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[22];
WO := ForwardTable[Byte(TO0[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1];
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[23];
// payHO 6
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1l[1] shr 8)];
W2 := ForwardTable[Byte(T1l[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1];
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([24];
WO := ForwardTable[Byte(T1[1l])]; Wl := ForwardTable[Byte(T1l[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[25];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1l[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1l[1l] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[26];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1l[1l] shr 16)]; W3 := ForwardTable[Byte(T1l[2] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[27];
// payun 7
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO[3] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([28];
WO := ForwardTable[Byte(TO[1l])]; Wl := ForwardTable[Byte(T0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[29];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[30];

WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
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W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1];
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[31l];
// payHno 8
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1[1] shr 8)];
W2 := ForwardTable[Byte(T1l[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1];
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[32];
WO := ForwardTable[Byte(T1[1])]; Wl := ForwardTable[Byte(T1[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1];
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[33];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1l[1l] shr
24)1;
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[34];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1l[1l] shr 16)]; W3 := ForwardTable[Byte(T1l[2] shr
24)1;
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[35];
// payun 9
WO := ForwardTable[Byte(TO0[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1];
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[36];
WO := ForwardTable[Byte(TO[1l])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1];
T1[1] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[37];
WO := ForwardTable[Byte(TO0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[38];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(T0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[39];
// payunm 10
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1l[1] shr 8)];
W2 := ForwardTable[Byte(T1[2] shr 16)]; W3 := ForwardTable[Byte(T1[3] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[40];
WO := ForwardTable[Byte(T1[1l])]; Wl := ForwardTable[Byte(T1l[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[41l];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1l[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1[1] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[42];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1[1l] shr 16)]; W3 := ForwardTable[Byte(T1[2] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[43];

// payunm 11
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
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W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO[3] shr
24)1];
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[44];
WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1];
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[45];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[46];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1];
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[47];
// ocCcTaHiM payHI NepeTBOPEeHb
WO := LastForwardTable[Byte(T1[0])]; Wl := LastForwardTable[Byte(T1[1] shr
8)1:
W2 := LastForwardTable[Byte(T1[2] shr 16)]; W3 := LastForwardTable[Byte (T1[3]
shr 24)71;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[48];
WO := LastForwardTable[Byte(T1[1])]; Wl := LastForwardTable[Byte(T1l[2] shr
8)1;
W2 := LastForwardTable[Byte(T1[3] shr 16)]; W3 := LastForwardTable[Byte(T1[0]
shr 24)];
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[49];
WO := LastForwardTable[Byte(T1[2])]; Wl := LastForwardTable[Byte(T1l[3] shr
8)1;
W2 := LastForwardTable[Byte(T1[0] shr 16)]; W3 := LastForwardTable[Byte (T1[1]
shr 24)1];
TO[2] = (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[50];
WO := LastForwardTable[Byte(T1[3])]; Wl := LastForwardTable[Byte(T1l[0] shr
8)1;
W2 := LastForwardTable[Byte(T1[1] shr 16)]; W3 := LastForwardTable[Byte (T1[2]
shr 24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[51l];
// kiHelb pPOBOTNV AJINOPUTMY
PLongWord (@OutBuf [0])” := TO[0]; PLongWord (@OutBuf[4])” := TO[1l];
PLongWord (@OutBuf[8])" := TO0[2]; PLongWord (@OutBuf[l2])”" := TOI[3];
end;

procedure Encrypt Intel AES NI (const InBuf: T Intel AES NIBuffer; const Key:
T Intel AES NIExpandedKey256;

var OutBuf: T Intel AES NIBuffer);
var

T0, Tl: array [0..3] of longword;

WO, W1, W2, W3: longword;

begin

// i1uiuniamisanis

TO[0] := PLongWord(@InBuf[0])”" xor Keyl[0];

TO[1l] := PLongWord(@InBuf[4])” xor Keyl[l];

TO[2] := PLongWord(@InBuf[8])”" xor Keyl[2];

TO[3] := PLongWord(@InBuf[l2])” xor Key[3];

// Tomnepenus Tpaucbopmauis 13 paszis

// payun 1

WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];

W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO[3] shr
24)1;

T1[0] (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[4];
WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
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W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1];
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[5];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1];
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[6];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[7];
// payun 2
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1[1] shr 8)];
W2 := ForwardTable[Byte(T1l[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1;
TO[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[8];
WO := ForwardTable[Byte(T1[1])]; Wl := ForwardTable[Byte(T1[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[9];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1l[1l] shr
24)1];
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l0];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1l[1l] shr 16)]; W3 := ForwardTable[Byte(T1l[2] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1ll];
// payun 3
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l2];
WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte (TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l3];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l4];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l5];
// payun 4
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1l[1] shr 8)];
W2 := ForwardTable[Byte(T1[2] shr 16)]; W3 := ForwardTable[Byte(T1[3] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l6];
WO := ForwardTable[Byte(T1[1l])]; Wl := ForwardTable[Byte(T1l[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l7];

WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1l[3] shr 8)];
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W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1[1] shr
24)1];
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l8];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1[1l] shr 16)]; W3 := ForwardTable[Byte(T1[2] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l9];
// payun 5
WO := ForwardTable[Byte(TO0[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1];
T1[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[20];
WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([21];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[22];
WO := ForwardTable[Byte(TO0[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1];
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[23];
// payHO 6
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1l[1] shr 8)];
W2 := ForwardTable[Byte(T1l[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1];
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([24];
WO := ForwardTable[Byte(T1[1l])]; Wl := ForwardTable[Byte(T1l[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[25];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1l[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1l[1l] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[26];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1l[1l] shr 16)]; W3 := ForwardTable[Byte(T1l[2] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[27];
// payun 7
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO[3] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([28];
WO := ForwardTable[Byte(TO[1l])]; Wl := ForwardTable[Byte(T0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[29];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[30];

WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
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W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1];
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[31l];
// payHno 8
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1[1] shr 8)];
W2 := ForwardTable[Byte(T1l[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1];
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[32];
WO := ForwardTable[Byte(T1[1])]; Wl := ForwardTable[Byte(T1[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1];
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[33];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1l[1l] shr
24)1;
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[34];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1l[1l] shr 16)]; W3 := ForwardTable[Byte(T1l[2] shr
24)1;
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[35];
// payun 9
WO := ForwardTable[Byte(TO0[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1];
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[36];
WO := ForwardTable[Byte(TO[1l])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1];
T1[1] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[37];
WO := ForwardTable[Byte(TO0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[38];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(T0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[39];
// payunm 10
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1l[1] shr 8)];
W2 := ForwardTable[Byte(T1[2] shr 16)]; W3 := ForwardTable[Byte(T1[3] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[40];
WO := ForwardTable[Byte(T1[1l])]; Wl := ForwardTable[Byte(T1l[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[41l];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1l[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1[1] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[42];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1[1l] shr 16)]; W3 := ForwardTable[Byte(T1[2] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[43];

// payunm 11
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
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W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO[3] shr
24)1];
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[44];
WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1];
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[45];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[46];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1];
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[47];
// payun 12
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1[1l] shr 8)];
W2 := ForwardTable[Byte(T1l[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1;
TO[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[48];
WO := ForwardTable[Byte(T1[1])]; Wl := ForwardTable[Byte(T1[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1];
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[49];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1l[1l] shr
24)1];
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[50];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1[1l] shr 16)]; W3 := ForwardTable[Byte(T1l[2] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[51];
// payun 13
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[52];
WO := ForwardTable[Byte(TO[1l])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[53];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[54];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[55];
// ocTaHill payHI NepeTBOpPEeHb
WO := LastForwardTable[Byte(T1[0])]; Wl := LastForwardTable[Byte(T1l[1l] shr
8)1;
W2 := LastForwardTable[Byte (T1[2] shr 16)]; W3 := LastForwardTable[Byte (T1[3]
shr 24)];
TO[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Key[56];
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WO := LastForwardTable[Byte(T1[1])]; Wl := LastForwardTable[Byte(T1[2] shr
8)1;
W2 := LastForwardTable[Byte(T1[3] shr 16)]; W3 := LastForwardTable[Byte(T1[O0]
shr 24)71;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[57];
WO := LastForwardTable[Byte(T1[2])]; Wl := LastForwardTable[Byte(T1l[3] shr
8)1;
W2 := LastForwardTable[Byte(T1[0] shr 16)]; W3 := LastForwardTable[Byte(T1[1]
shr 24)1];
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[58];
WO := LastForwardTable[Byte(T1[3])]; Wl := LastForwardTable[Byte(T1l[0] shr
8)1;
W2 := LastForwardTable[Byte(T1[1] shr 16)]; W3 := LastForwardTable[Byte (T1[2]
shr 24)];
TO[3] = (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[59];
// xiHeub POGOTU AJITOPUTMY
PLongWord (QOutBuf [0])”~ := TO[0]; PLongWord (QOutBuf[4])”" := TO[1l];
PLongWord (QOutBuf [8])" := TO[2]; PLongWord (QOutBuf[12])" := TO[3];

end;
//PoBuMpeHHa KJjoua I0Jid OemmudpyBaHHSI

procedure Expand Intel AES NIKeyForDecryption(var ExpandedKey: T Intel

AES NIExpandedKeyl28) ;

var
I: integer;
U, F2, F4, F8, F9: longword;
begin
for I := 1 to 9 do
begin
F9 := ExpandedKey[I * 4];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and
U := F4 and $80808080;
F8 := ((F4 and $7F7FT7F7F) shl 1) xor ((U - (U shr 7)) and
F9 := F9 xor F8;
ExpandedKey[I * 4] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor ((F9
24));
F9 := ExpandedKey[I * 4 + 1];
U := F9 and $80808080;
F2 := ((F9 and S$7F7F7F7F) shl 1) xor ((U - (U shr 7)) and
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and
F9 := F9 xor F8;
ExpandedKey[I * 4 + 1] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor ((F9
24));
F9 := ExpandedKey[I * 4 + 2];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and
F9 := F9 xor F8;
ExpandedKey[I * 4 + 2] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor ((F9
24));
F9 := ExpandedKey[I * 4 + 3];

$1B1B1B1B) ;
$S1B1B1B1B) ;
$S1B1B1B1B) ;
shl 8) or (F9 shr
$S1B1B1B1B) ;
$1B1B1B1B) ;
$1B1B1B1B) ;
shl 8) or (F9 shr
$1B1B1B1B) ;
$1B1B1B1B) ;
$S1B1B1B1B) ;
or

shl 8) (F9 shr
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U := F9 and $80808080;

F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B);
U := F2 and $80808080;

F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B);
U := F4 and $80808080;

F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B);
F9 := F9 xor F8;

ExpandedKey[I * 4 + 3] := F2 xor F4 xor F8 xor

(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor ((F9 shl 8) or (F9 shr
24));
end;
end;

procedure Expand Intel AES NIKeyForDecryption(const Key: T Intel AES NIKeyl28;
var ExpandedKey: T Intel AES NIExpandedKeyl28);
begin
Expand Intel AES NIKeyForEncryption (Key, ExpandedKey);
Expand Intel AES NIKeyForDecryption (ExpandedKey) ;
end;

procedure Expand Intel AES NIKeyForDecryption (var ExpandedKey: T Intel
AES NIExpandedKeyl92);
var

I: integer;

U, F2, F4, F8, F9: longword;

begin
for I := 1 to 11 do
begin
F9 := ExpandedKey[I * 4];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B) ;
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B) ;
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B);
F9 := F9 xor F8;
ExpandedKey[I * 4] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor ((F9 shl 8) or (F9 shr
24));
F9 := ExpandedKey[I * 4 + 1];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B) ;
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B);
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B) ;
F9 := F9 xor F8;
ExpandedKey[I * 4 + 1] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor ((F9 shl 8) or (F9 shr
24));
F9 := ExpandedKey[I * 4 + 2];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B);
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B) ;
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B);
F9 := F9 xor F8;

ExpandedKey[I * 4 + 2] F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor ((F9 shl 8) or (F9 shr

24));
F9 := ExpandedKey[I * 4 + 3];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7)) and $1B1B1B1B) ;

U := F2 and $80808080;



F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
F9 := F9 xor F8;
ExpandedKey[I * 4 + 3] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor
24));
end;
end;
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and $1B1B1B1B);

and $1B1B1B1B);
((F9 shl 8)

or (F9 shr

procedure Expand Intel AES NIKeyForDecryption (const Key: T Intel AES NIKeyl92;

var ExpandedKey: T Intel AES NIExpandedKeyl92);

begin
Expand Intel AES NIKeyForEncryption (Key, ExpandedKey) ;
Expand Intel AES NIKeyForDecryption (ExpandedKey) ;

end;

procedure Expand Intel AES NIKeyForDecryption (var ExpandedKey: T Intel

AES NIExpandedKey256) ;

var
I: integer;
U, F2, F4, F8, F9: longword;
begin
for I := 1 to 13 do
begin
F9 := ExpandedKey[I * 4];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
F9 := F9 xor F8;
ExpandedKey[I * 4] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor
24));
F9 := ExpandedKey[I * 4 + 1];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F2 and $80808080;
F4 := ((F2 and $7F7F7FE7F) shl 1) xor ((U - (U shr 7))
U := F4 and $80808080;
F8 := ((F4 and $T7FTFTFT7F) shl 1) xor ((U - (U shr 7))
F9 := F9 xor F8;
ExpandedKey[I * 4 + 1] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor
24));
F9 := ExpandedKey[I * 4 + 2];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
F9 := F9 xor F8;
ExpandedKey[I * 4 + 2] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor
24));
F9 := ExpandedKey[I * 4 + 3];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))

((F9

((F9

((F9

and $1B1B1B1B);

and $1B1B1B1B);

and $1B1B1B1B);

shl 8) or (F9 shr

and $1B1B1B1B);

and $1B1B1B1B);

and $1B1B1B1B);

shl 8) or (F9 shr

and $1B1B1B1B);

and $1B1B1B1B);

and $1B1B1B1B);

shl 8) or (F9 shr

and $1B1B1B1B);
and

$1B1B1B1B) ;

and $1B1B1B1B);
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F9 := F9 xor F8;
ExpandedKey[I * 4 + 3] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor ((F9 shl 8) or (F9 shr
24));
end;
end;

procedure Expand Intel AES NIKeyForDecryption (const Key: T Intel AES NIKey256;
var ExpandedKey: T Intel AES NIExpandedKey256);
begin
Expand Intel AES NIKeyForEncryption (Key, ExpandedKey);
Expand Intel AES NIKeyForDecryption (ExpandedKey) ;
end;

//Npouenypa neumdpyBaHHS

procedure Decrypt Intel AES NI (const InBuf: T Intel AES NIBuffer; const Key:
T Intel AES NIExpandedKeyl28;

var OutBuf: T Intel AES NIBuffer);
var

TO, Tl: array [0..3] of longword;

w0, W1, W2, W3: longword;
begin

// iuiuiasmiszanig
TO[0] := PLongWord (@InBuf
TO[1l] := PLongWord(Q@InBuf
TO[2] PLongWord (@InBuf
TO[3 (

[
[
[
[

] = PLongWord (@InBuf )" xor Key
// TlomepenHsa TpaHcbopMallis pazis
// payun 1
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1];
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[36];
WO := InverseTable[Byte(TO[1l])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1];
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[37];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1];
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[38];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[39];
// payun 2
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1l[3] shr 8)];
W2 := InverseTable[Byte(T1[2] shr 16)]; W3 := InverseTable[Byte(T1[1] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[32];
WO := InverseTable[Byte(T1[1l])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1[2] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[33];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1l[1l] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1[3] shr
24)1;
TO[2] (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Key[34];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1l[2] shr 8)];
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W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[35];
// payHno 3
WO := InverseTable[Byte(TO[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1];
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([28];
WO := InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1];
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[29];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[30];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[31l];
// payHno 4
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1l[3] shr 8)];
W2 := InverseTable[Byte(T1l[2] shr 16)]; W3 := InverseTable[Byte(T1l[1l] shr
24)1];
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([24];
WO := InverseTable[Byte(T1[1l])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1l[2] shr
24)1];
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[25];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1l[1] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1l[3] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[26];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1l[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[27];
// payHno 5
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([20];
WO := InverseTable[Byte(TO[1l])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([21];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[22];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[23];
// payHno 6

WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1[3] shr 8)];
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W2 := InverseTable[Byte(T1[2] shr 16)]; W3 := InverseTable[Byte(T1[1] shr
24)1];
TO[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l6];
WO := InverseTable[Byte(T1[1])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1[2] shr
24)1];
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l7];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1[1l] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1[3] shr
24)1;
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l8];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l9];
// paysno 7
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l2];
WO := InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1];
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l3];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1];
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l4];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l5];
// payHno 8
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1l[3] shr 8)];
W2 := InverseTable[Byte(T1l[2] shr 16)]; W3 := InverseTable[Byte(T1l[1l] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[8];
WO := InverseTable[Byte(T1[1l])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1l[2] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[9];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1l[1l] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1l[3] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l0];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1l[2] shr 8)];
W2 := InverseTable[Byte(T1l[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1ll];
// payHno 9
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[4];
WO := InverseTable[Byte(TO[1l])]; Wl := InverseTable[Byte(TO[0] shr 8)];
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W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1];
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[5];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1];
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[6];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[7];
// ocTaHiM payHI NepeTBOPEeHb
WO := LastInverseTable[Byte(T1[0])]; Wl := LastInverseTable[Byte(T1[3] shr
8)1;
W2 := LastInverseTable[Byte(T1[2] shr 16)]; W3 := LastInverseTable[Byte(T1[1]
shr 24)71;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[0];
WO := LastInverseTable[Byte(T1[1])]; Wl := LastInverseTable[Byte(T1l[0] shr
8)1;
W2 := LastInverseTable[Byte(T1[3] shr 16)]; W3 := LastInverseTable[Byte(T1[2]
shr 24)1];
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[l];
WO := LastInverseTable[Byte(T1[2])]; Wl := LastInverseTable[Byte(T1l[1l] shr
8)1;
W2 := LastInverseTable[Byte(T1[0] shr 16)]; W3 := LastInverseTable[Byte (T1[3]
shr 24)1];
TO[2] = (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[2];
WO := LastInverseTable[Byte(T1[3])]; Wl := LastInverseTable[Byte(T1l[2] shr
8)1;
W2 := LastInverseTable[Byte (T1[1] shr 16)]; W3 := LastInverseTable[Byte (T1[0]
shr 24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[3];
// kiHelb pPOBOTH aAJTOPUTMY
PLongWord (QOutBuf [0]) "~ := TO[0]; PLongWord (QOutBuf[4])”" := TO[1l];
PLongWord (@OutBuf[8])” := TO0[2]; PLongWord(@OutBuf[l2])”" := TO[3];
end;

procedure Decrypt Intel AES NI (const InBuf: T Intel AES NIBuffer; const Key:
T Intel AES NIExpandedKeyl92;

var OutBuf: T Intel AES NIBuffer);
var

T0, Tl: array [0..3] of longword;

WO, W1, W2, W3: longword;

begin

// i1uiuniamisanis

TO[0] := PLongWord(@InBuf[0])”" xor Key[48];

TO[1l] := PLongWord(@InBuf[4])”" xor Key[49];

TO[2] := PLongWord(@InBuf[8])" xor Key[50];

TO[3] := PLongWord(@InBuf[l2])”" xor Key[51];

// Tomnepenus Tpaucbopmauis 11 pazis

// payun 1

WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];

W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;

T1[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Key[44];

WO := InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];

W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;

T1[1] (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Key[45];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
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W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1];
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[46];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1];
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[47];
// payHno 2
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1[3] shr 8)];
W2 := InverseTable[Byte(T1l[2] shr 16)]; W3 := InverseTable[Byte(T1l[1l] shr
24)1];
TO[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[40];
WO := InverseTable[Byte(T1[1])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1l[2] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[41l];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1[1l] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1l[3] shr
24)1;
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[42];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[43];
// payHno 3
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1];
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[36];
WO := InverseTable[Byte(TO[1l])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[37];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[38];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[39];
// payun 4
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1l[3] shr 8)];
W2 := InverseTable[Byte(T1[2] shr 16)]; W3 := InverseTable[Byte(T1[1l] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[32];
WO := InverseTable[Byte(T1[1l])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1[2] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[33];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1l[1] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1[3] shr
24)1;
TO[2] (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Key[34];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1l[2] shr 8)];
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W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[35];
// payun 5
WO := InverseTable[Byte(TO[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1];
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([28];
WO := InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1];
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[29];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[30];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[31l];
// payHO 6
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1l[3] shr 8)];
W2 := InverseTable[Byte(T1l[2] shr 16)]; W3 := InverseTable[Byte(T1l[1l] shr
24)1];
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([24];
WO := InverseTable[Byte(T1[1l])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1l[2] shr
24)1];
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[25];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1l[1] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1l[3] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[26];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1l[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[27];
// payun 7
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([20];
WO := InverseTable[Byte(TO[1l])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([21];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[22];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[23];
// payHno 8

WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1[3] shr 8)];
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W2 := InverseTable[Byte(T1[2] shr 16)]; W3 := InverseTable[Byte(T1[1] shr
24)1];
TO[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l6];
WO := InverseTable[Byte(T1[1])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1[2] shr
24)1];
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l7];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1[1l] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1[3] shr
24)1;
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l8];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l9];
// payHno 9
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l2];
WO := InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1];
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l3];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1];
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l4];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l5];
// payun 10
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1l[3] shr 8)];
W2 := InverseTable[Byte(T1l[2] shr 16)]; W3 := InverseTable[Byte(T1l[1l] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[8];
WO := InverseTable[Byte(T1[1l])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1l[2] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[9];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1l[1l] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1l[3] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l0];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1l[2] shr 8)];
W2 := InverseTable[Byte(T1l[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1ll];
// payunm 11
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[4];
WO := InverseTable[Byte(TO[1l])]; Wl := InverseTable[Byte(TO[0] shr 8)];
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W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1];
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[5];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1];
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[6];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[7];
// ocTaHiM payHI NepeTBOPEeHb
WO := LastInverseTable[Byte(T1[0])]; Wl := LastInverseTable[Byte(T1[3] shr
8)1;
W2 := LastInverseTable[Byte(T1[2] shr 16)]; W3 := LastInverseTable[Byte(T1[1]
shr 24)71;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[0];
WO := LastInverseTable[Byte(T1[1])]; Wl := LastInverseTable[Byte(T1l[0] shr
8)1;
W2 := LastInverseTable[Byte(T1[3] shr 16)]; W3 := LastInverseTable[Byte(T1[2]
shr 24)1];
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[l];
WO := LastInverseTable[Byte(T1[2])]; Wl := LastInverseTable[Byte(T1l[1l] shr
8)1;
W2 := LastInverseTable[Byte(T1[0] shr 16)]; W3 := LastInverseTable[Byte (T1[3]
shr 24)1];
TO[2] = (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[2];
WO := LastInverseTable[Byte(T1[3])]; Wl := LastInverseTable[Byte(T1l[2] shr
8)1;
W2 := LastInverseTable[Byte (T1[1] shr 16)]; W3 := LastInverseTable[Byte (T1[0]
shr 24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[3];
// kiHelb pPOBOTH aAJTOPUTMY
PLongWord (QOutBuf [0]) "~ := TO[0]; PLongWord (QOutBuf[4])”" := TO[1l];
PLongWord (@OutBuf[8])” := TO0[2]; PLongWord(@OutBuf[l2])”" := TO[3];
end;

procedure Decrypt Intel AES NI (const InBuf: T Intel AES NIBuffer; const Key:
T Intel AES NIExpandedKey256;

var OutBuf: T Intel AES NIBuffer);
var

T0, Tl: array [0..3] of longword;

WO, W1, W2, W3: longword;

begin

// i1uiuniamisanis

TO[0] := PLongWord(@InBuf[0])”" xor Key[56];

TO[1l] := PLongWord(@InBuf[4])” xor Key[57];

TO[2] := PLongWord(@InBuf[8])" xor Key[58];

TO[3] := PLongWord(@InBuf[l2])”" xor Key[59];

// Tomnepenus Tpaucbopmauis 13 pazis

// payun 1

WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];

W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;

T1[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Key[52];

WO := InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];

W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;

T1[1] (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Key[53];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
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W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1];
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[54];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1];
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[55];
// payHno 2
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1[3] shr 8)];
W2 := InverseTable[Byte(T1l[2] shr 16)]; W3 := InverseTable[Byte(T1l[1l] shr
24)1];
TO[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[48];
WO := InverseTable[Byte(T1[1])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1l[2] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[49];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1[1l] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1l[3] shr
24)1;
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[50];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[51];
// payun 3
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1];
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([44];
WO := InverseTable[Byte(TO[1l])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[45];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[46];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[47];
// payun 4
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1l[3] shr 8)];
W2 := InverseTable[Byte(T1[2] shr 16)]; W3 := InverseTable[Byte(T1[1l] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[40];
WO := InverseTable[Byte(T1[1l])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1[2] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[41l];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1l[1] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1[3] shr
24)1;
TO[2] (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[42];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1l[2] shr 8)];
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W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[43];
// payHno 5
WO := InverseTable[Byte(TO[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1];
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[36];
WO := InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1];
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[37];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[38];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[39];
// payHO 6
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1l[3] shr 8)];
W2 := InverseTable[Byte(T1l[2] shr 16)]; W3 := InverseTable[Byte(T1l[1l] shr
24)1];
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[32];
WO := InverseTable[Byte(T1[1l])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1l[2] shr
24)1];
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[33];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1l[1] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1l[3] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[34];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1l[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[35];
// payun 7
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([28];
WO := InverseTable[Byte(TO[1l])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[29];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[30];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[31l];
// payHno 8

WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1[3] shr 8)];
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W2 := InverseTable[Byte(T1[2] shr 16)]; W3 := InverseTable[Byte(T1[1] shr
24)1];
TO[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([24];
WO := InverseTable[Byte(T1[1])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1[2] shr
24)1];
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[25];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1[1l] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1[3] shr
24)1;
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[26];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[27];
// payHno 9
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[20];
WO := InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1];
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([21];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1];
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[22];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[23];
// payun 10
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1l[3] shr 8)];
W2 := InverseTable[Byte(T1l[2] shr 16)]; W3 := InverseTable[Byte(T1l[1l] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[l6];
WO := InverseTable[Byte(T1[1l])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1l[2] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l7];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1l[1l] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1l[3] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l8];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1l[2] shr 8)];
W2 := InverseTable[Byte(T1l[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l9];
// payunm 11
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Key[l2];
WO := InverseTable[Byte(TO[1l])]; Wl := InverseTable[Byte(TO[0] shr 8)];
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W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1];
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l3];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1];
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([l4];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l5];
// payHn 12
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1[3] shr 8)];
W2 := InverseTable[Byte(T1l[2] shr 16)]; W3 := InverseTable[Byte(T1l[1l] shr
24)1;
TO[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[8];
WO := InverseTable[Byte(T1[1])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1l[2] shr
24)1;
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[9];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1[1l] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1l[3] shr
24)1];
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l0];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1[2] shr 8)];
W2 := InverseTable[Byte(T1l[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1ll];
// payun 13
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[4];
WO := InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[5];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[6];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[7];
// ocTaHill payHI NepeTBOpPEeHb
WO := LastInverseTable[Byte(T1[0])]; Wl := LastInverseTable[Byte(T1l[3] shr
8)1;
W2 := LastInverseTable[Byte(T1[2] shr 16)]; W3 := LastInverseTable[Byte(T1[1]
shr 24)];
TO[O0] = (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[0];
WO := LastInverseTable[Byte(T1[1])]; Wl := LastInverseTable[Byte(T1[0] shr
8)1;
W2 := LastInverseTable[Byte(T1[3] shr 16)]; W3 := LastInverseTable[Byte(T1[2]
shr 24)71;
TO[1l] := (WO xor ((W1l shl 8) or (W1l shr 24) xor ((W2 shl 16) or (W2 shr 16))

)
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[l];
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WO := LastInverseTable[Byte(T1[2])]; Wl := LastInverseTable[Byte(T1[1l] shr
8)1:
W2 := LastInverseTable[Byte(T1[0] shr 16)]; W3 := LastInverseTable[Byte(T1[3]
shr 24)71;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[2];
WO := LastInverseTable[Byte(T1[3])]; Wl := LastInverseTable[Byte(T1l[2] shr
8)1;
W2 := LastInverseTable[Byte(T1[1l] shr 16)]; W3 := LastInverseTable[Byte(T1[0]
shr 24)1];
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[3];
// xiHeub POGOTU AJITOPUTMY
PLongWord (@OutBuf [0])” := TO[O0]; PLongWord(@OutBuf[4])” := TO[1l];
PLongWord (QOutBuf [8])" := TO[2]; PLongWord (QOutBuf[12])" := TO[3];
end;

// Tlorok payunis mmbpyrBanHsg (ECB pexwum)

procedure Encrypt Intel AES NIStreamECB (Source: TStream; Count: cardinal;
const Key: T Intel AES NIKeyl28; Dest: TStream);
var
ExpandedKey: T Intel AES NIExpandedKeyl28;
begin
Expand Intel AES NIKeyForEncryption (Key, ExpandedKey) ;
Encrypt Intel AES NIStreamECB (Source, Count, ExpandedKey, Dest);
end;

procedure Encrypt Intel AES NIStreamECB (Source: TStream; Count: cardinal;
const Key: T Intel AES NIKeyl92; Dest: TStream);
var
ExpandedKey: T Intel AES NIExpandedKeyl92;
begin
Expand Intel AES NIKeyForEncryption (Key, ExpandedKey);
Encrypt Intel AES NIStreamECB (Source, Count, ExpandedKey, Dest);
end;

procedure Encrypt Intel AES NIStreamECB (Source: TStream; Count: cardinal;
const Key: T Intel AES NIKey256; Dest: TStream);
var
ExpandedKey: T Intel AES NIExpandedKey256;
begin
Expand Intel AES NIKeyForEncryption (Key, ExpandedKey);
Encrypt Intel AES NIStreamECB (Source, Count, ExpandedKey, Dest);
end;

procedure Encrypt Intel AES NIStreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: T Intel AES NIExpandedKeyl28; Dest: TStream);

var
TempIn, TempOut: T Intel AES NIBuffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);

if Count = 0 then exit;
while Count >= SizeOf (T Intel AES NIBuffer) do
begin
Done := Source.Read(TempIn, SizeOf (TempIn));
if Done < SizeOf (TempIn) then
raise EStreamError.Create (SReadError);
Encrypt Intel AES NI (TempIn, ExpandedKey, TempOut);
Done := Dest.Write (TempOut, SizeOf (TempOut));
if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
Dec (Count, SizeOf (T _Intel AES NIBuffer));
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end;
if Count > 0 then
begin
Done := Source.Read(TempIn, Count);

if Done < Count then
raise EStreamError.Create (SReadError);

FillChar (TempIn[Count], SizeOf (TempIn) - Count, 0);
Encrypt Intel AES NI (TempIn, ExpandedKey, TempOut) ;
Done := Dest.Write (TempOut, SizeOf (TempOut));

if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
end;
end;

procedure Encrypt Intel AES NIStreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: T Intel AES NIExpandedKeyl92; Dest: TStream);

var
TempIn, TempOut: T Intel AES NIBuffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);

if Count = 0 then exit;
while Count >= SizeOf (T Intel AES NIBuffer) do
begin
Done := Source.Read(TempIn, SizeOf (TempIn)) ;
if Done < SizeOf (TempIn) then
raise EStreamError.Create (SReadError);
Encrypt Intel AES NI (TempIn, ExpandedKey, TempOut);
Done := Dest.Write (TempOut, SizeOf (TempOut));
if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
Dec (Count, SizeOf (T Intel AES NIBuffer));

end;
if Count > 0 then
begin
Done := Source.Read(TempIn, Count);

if Done < Count then
raise EStreamError.Create (SReadError);

FillChar (TempIn[Count], SizeOf (TempIn) - Count, 0);
Encrypt Intel AES NI (TempIn, ExpandedKey, TempOut);
Done := Dest.Write (TempOut, SizeOf (TempOut)) ;

if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
end;
end;

procedure Encrypt Intel AES NIStreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: T Intel AES NIExpandedKey256; Dest: TStream);

var
TempIn, TempOut: T Intel AES NIBuffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);

if Count = 0 then exit;
while Count >= SizeOf (T Intel AES NIBuffer) do
begin
Done := Source.Read(TempIn, SizeOf (TempIn));
if Done < SizeOf (TempIn) then
raise EStreamError.Create (SReadError);
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Encrypt Intel AES NI (TempIn, ExpandedKey, TempOut) ;
Done := Dest.Write (TempOut, SizeOf (TempOut));
if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
Dec (Count, SizeOf (T _Intel AES NIBuffer));

end;
if Count > 0 then
begin
Done := Source.Read(TempIn, Count);

if Done < Count then
raise EStreamError.Create (SReadError);

FillChar (TempIn[Count], SizeOf (TempIn) - Count, 0);
Encrypt Intel AES NI (TempIn, ExpandedKey, TempOut);
Done := Dest.Write (TempOut, SizeOf (TempOut));

if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
end;
end;

// TloTok payHmis meumbpyBaHHa (ECB pexnM)

procedure Decrypt Intel AES NIStreamECB (Source: TStream; Count: cardinal;
const Key: T Intel AES NIKeyl28; Dest: TStream);
var
ExpandedKey: T Intel AES NIExpandedKeyl28;
begin
Expand Intel AES NIKeyForDecryption (Key, ExpandedKey);
Decrypt Intel AES NIStreamECB (Source, Count, ExpandedKey, Dest);
end;

procedure Decrypt Intel AES NIStreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: T Intel AES NIExpandedKeyl28; Dest: TStream);

var
TempIn, TempOut: T Intel AES NIBuffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);

if Count = 0 then exit;
if (Count mod SizeOf (T Intel AES NIBuffer)) > 0 then
raise E Intel AES NIError.Create(SInvalidInBufSize);
while Count >= SizeOf (T Intel AES NIBuffer) do
begin
Done := Source.Read(TempIn, SizeOf (TempIn));
if Done < SizeOf (TempIn) then
raise EStreamError.Create (SReadError);
Decrypt Intel AES NI (TempIn, ExpandedKey, TempOut) ;
Done := Dest.Write (TempOut, SizeOf (TempOut));
if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
Dec (Count, SizeOf (T _Intel AES NIBuffer));
end;
end;

procedure Decrypt Intel AES NIStreamECB (Source: TStream; Count: cardinal;
const Key: T Intel AES NIKeyl92; Dest: TStream);
var
ExpandedKey: T Intel AES NIExpandedKeyl92;
begin
Expand Intel AES NIKeyForDecryption (Key, ExpandedKey) ;
Decrypt Intel AES NIStreamECB (Source, Count, ExpandedKey, Dest);
end;

procedure Decrypt Intel AES NIStreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: T Intel AES NIExpandedKeyl92; Dest: TStream);



var
TempIn, TempOut: T Intel AES NIBuffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);

if Count = 0 then exit;
if (Count mod SizeOf (T Intel AES NIBuffer)) > 0 then
raise E Intel AES NIError.Create(SInvalidInBufSize);
while Count >= SizeOf (T Intel AES NIBuffer) do
begin
Done := Source.Read(TempIn, SizeOf (TempIn));
if Done < SizeOf (TempIn) then
raise EStreamError.Create (SReadError);
Decrypt Intel AES NI (TempIn, ExpandedKey, TempOut) ;
Done := Dest.Write (TempOut, SizeOf (TempOut));
if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
Dec (Count, SizeOf (T Intel AES NIBuffer));
end;
end;

procedure Decrypt Intel AES NIStreamECB (Source: TStream; Count: cardinal;
const Key: T Intel AES NIKey256; Dest: TStream);
var
ExpandedKey: T Intel AES NIExpandedKey256;
begin
Expand Intel AES NIKeyForDecryption (Key, ExpandedKey);
Decrypt Intel AES NIStreamECB (Source, Count, ExpandedKey, Dest);
end;

procedure Decrypt Intel AES NIStreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: T Intel AES NIExpandedKey256; Dest: TStream);

var
TempIn, TempOut: T Intel AES NIBuffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);

if Count = 0 then exit;
if (Count mod SizeOf (T Intel AES NIBuffer)) > 0 then
raise E Intel AES NIError.Create(SInvalidInBufSize);
while Count >= SizeOf (T Intel AES NIBuffer) do
begin
Done := Source.Read(TempIn, SizeOf (TempIn));
if Done < SizeOf (TempIn) then
raise EStreamError.Create (SReadError);
Decrypt Intel AES NI (TempIn, ExpandedKey, TempOut) ;
Done := Dest.Write (TempOut, SizeOf (TempOut));
if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
Dec (Count, SizeOf (T _Intel AES NIBuffer));
end;
end;

// TloTok payHmis mmbpyeanHs (CBC pexwum)

procedure Encrypt Intel AES NIStreamCBC (Source: TStream; Count: cardinal;

const Key: T Intel AES NIKeyl28; const InitVector: T Intel AES NIBuffer;

TStream) ;
var
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Dest:
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ExpandedKey: T Intel AES NIExpandedKeyl28;
begin
Expand Intel AES NIKeyForEncryption (Key, ExpandedKey);
Encrypt Intel AES NIStreamCBC (Source, Count, ExpandedKey, InitVector, Dest);
end;

procedure Encrypt Intel AES NIStreamCBC (Source: TStream; Count: cardinal;
const ExpandedKey: T Intel AES NIExpandedKeyl28; const InitVector: T Intel
AES NIBuffer;
Dest: TStream);
var
TempIn, TempOut, Vector: T Intel AES NIBuffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);
if Count = 0 then exit;
Vector := InitVector;
while Count >= SizeOf (T Intel AES NIBuffer) do
begin
Done := Source.Read(TempIn, SizeOf (TempIn))

if Done < SizeOf (TempIn) then
raise EStreamError.Create (SReadError);

PLongWord (@TempIn[0]) " := PLongWord(@TempIn[O0])” xor PLongWord (@Vector[0])";
PLongWord (@TempIn([4])” := PLongWord(@TempIn[4])” xor PLongWord (@Vector([4])";
PLongWord (@TempIn([8]) " := PLongWord(@TempIn[8])” xor PLongWord (@Vector[8])";
PLongWord (@TempIn[12]) " := PLongWord (@TempIn[12])”" xor

)

PLongWord (@Vector[12])";

Encrypt Intel AES NI (TempIn, ExpandedKey, TempOut);
Done := Dest.Write (TempOut, SizeOf (TempOut));

if Done < SizeOf (TempOut) then

raise EStreamError.Create (SWriteError);

Vector := TempOut;

Dec (Count, SizeOf (T Intel AES NIBuffer));
end;
if Count > 0 then
begin

Done := Source.Read(TempIn, Count);

if Done < Count then
raise EStreamError.Create (SReadError);

FillChar (TempIn[Count], SizeOf (TempIn) - Count, O0);
PLongWord (@TempIn[0])” := PLongWord(@TempIn[0])” xor PLongWord (@Vector[0])";
PLongWord (@TempIn[4])”" := PLongWord(@TempIn[4])” xor PLongWord (@Vector([4])";
PLongWord (@TempIn([8]) " := PLongWord(@TempIn[8])”" xor PLongWord (@Vector[8])";
PLongWord (@TempIn[12]) " := PLongWord (@TempIn[l2])" xor

)

PLongWord (@Vector [12]
Encrypt Intel AES NI (TempIn, ExpandedKey, TempOut);
Done := Dest.Write (TempOut, SizeOf (TempOut)):;
if Done < SizeOf (TempOut) then

raise EStreamError.Create (SWriteError);
end;

end;

AN .
’

procedure Encrypt Intel AES NIStreamCBC (Source: TStream; Count: cardinal;

const Key: T Intel AES NIKeyl92; const InitVector: T Intel AES NIBuffer; Dest:
TStream) ;
var

ExpandedKey: T Intel AES NIExpandedKeyl92;
begin

Expand Intel AES NIKeyForEncryption (Key, ExpandedKey) ;

Encrypt Intel AES NIStreamCBC (Source, Count, ExpandedKey, InitVector, Dest);
end;

procedure Encrypt Intel AES NIStreamCBC (Source: TStream; Count: cardinal;



const ExpandedKey: T Intel AES NIExpandedKeyl92;
AES NIBuffer;

Dest: TStream);
var
TempIn, TempOut, Vector: T Intel AES NIBuffer;
Done: cardinal;
begin
if Count = 0 then
begin

Source.Position := 0;

Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Posi
if Count = 0 then exit;
Vector := InitVector;
while Count >= SizeOf (T Intel AES NIBuffer) do
begin

Done := Source.Read(TempIn, SizeOf (TempIn));

if Done < SizeOf (TempIn) then
raise EStreamError.Create (SReadError);

const InitVector: T Intel

tion);
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PLongWord (@TempIn[0])” := PLongWord(@TempIn[0])” xor PLongWord (@Vector[0])";
PLongWord (@TempIn([4])” := PLongWord(@TempIn[4])” xor PLongWord (@Vector([4])";
PLongWord (@TempIn([8]) " := PLongWord(@TempIn[8])”" xor PLongWord (@Vector[8])";
PLongWord (@TempIn([12]) " := PLongWord(@TempIn[l1l2])”" xor
PLongWord (@Vector[12]) ";
Encrypt Intel AES NI (TempIn, ExpandedKey, TempOut) ;
Done := Dest.Write (TempOut, SizeOf (TempOut));
if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
Vector := TempOut;
Dec (Count, SizeOf (T _Intel AES NIBuffer));
end;
if Count > 0 then
begin
Done := Source.Read(TempIn, Count);
if Done < Count then
raise EStreamError.Create (SReadError);
FillChar (TempIn[Count], SizeOf (TempIn) - Count, 0);

PLongWord (@TempIn[0]) "

PLongWord (@TempIn[0]) " xor PLongWord (@Vector[0])";

PLongWord (@TempIn[4])” := PLongWord(@TempIn[4])” xor PLongWord (@Vector([4])";
PLongWord (@TempIn([8]) " := PLongWord(@TempIn[8])”" xor PLongWord (@Vector([8])";
PLongWord (@TempIn[12])” := PLongWord(@TempIn[1l2])”" xor

PLongWord (@Vector[12])";
Encrypt Intel AES NI (TempIn, ExpandedKey, TempOut);

Done := Dest.Write (TempOut, SizeOf (TempOut)) ;
if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
end;
end;

procedure Encrypt Intel AES NIStreamCBC (Source: TStream; Count:

const Key: T Intel AES NIKey256; const InitVector:
TStream) ;
var

ExpandedKey: T Intel AES NIExpandedKey256;

begin

cardinal;
T Intel AES NIBuffer;

Expand Intel AES NIKeyForEncryption (Key, ExpandedKey);

Encrypt Intel AES NIStreamCBC (Source,
end;

Count,

procedure Encrypt Intel AES NIStreamCBC (Source: TStream; Count:
const InitVector: T Intel

const ExpandedKey: T Intel AES NIExpandedKey256;
AES NIBuffer;

Dest: TStream);

var
TempIn, TempOut, Vector: T Intel AES NIBuffer;
Done: cardinal;

begin

if Count 0 then

ExpandedKey,

InitVector,

cardinal;

Dest) ;

Dest:
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begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);
if Count = 0 then exit;
Vector := InitVector;
while Count >= SizeOf (T Intel AES NIBuffer) do
begin
Done := Source.Read(TempIn, SizeOf (TempIn));

if Done < SizeOf (TempIn) then
raise EStreamError.Create (SReadError);

PLongWord (@TempIn[0]) " := PLongWord(@TempIn[O0])” xor PLongWord (@Vector[0])";
PLongWord (@TempIn([4])”" := PLongWord(@TempIn[4])” xor PLongWord (@Vector([4])";
PLongWord (@TempIn([8])" := PLongWord(@TempIn[8])”" xor PLongWord (@Vector[8])";
PLongWord (@TempIn[12]) " := PLongWord(@TempIn[l2])" xor

)

PLongWord (@Vector[12])";

Encrypt Intel AES NI (TempIn, ExpandedKey, TempOut) ;
Done := Dest.Write (TempOut, SizeOf (TempOut));

if Done < SizeOf (TempOut) then

raise EStreamError.Create (SWriteError);

Vector := TempOut;

Dec (Count, SizeOf (T Intel AES NIBuffer));
end;
if Count > 0 then
begin

Done := Source.Read(TempIn, Count);

if Done < Count then
raise EStreamError.Create (SReadError);

FillChar (TempIn[Count], SizeOf (TempIn) - Count, O0);
PLongWord (@TempIn[0])”" := PLongWord (@TempIn[0])” xor PLongWord (@Vector[0])";
PLongWord (@TempIn([4])” := PLongWord(@TempIn[4])” xor PLongWord (@Vector([4])";
PLongWord (@TempIn([8]) " := PLongWord(@TempIn[8])”" xor PLongWord (@Vector[8])";
PLongWord (@TempIn([12]) " := PLongWord(@TempIn[l12])”" xor

)

PLongWord (@Vector[12]
Encrypt Intel AES NI (TempIn, ExpandedKey, TempOut);
Done := Dest.Write (TempOut, SizeOf (TempOut)):;
if Done < SizeOf (TempOut) then

raise EStreamError.Create (SWriteError);

A
4

end;
end;

// ToTok payHmie neumbopysaHHsa (CBC pexum)

procedure Decrypt Intel AES NIStreamCBC (Source: TStream; Count: cardinal;

const Key: T Intel AES NIKeyl28; const InitVector: T Intel AES NIBuffer; Dest:
TStream) ;
var

ExpandedKey: T Intel AES NIExpandedKeyl28;
begin

Expand Intel AES NIKeyForDecryption (Key, ExpandedKey) ;

Decrypt Intel AES NIStreamCBC (Source, Count, ExpandedKey, InitVector, Dest);
end;

procedure Decrypt Intel AES NIStreamCBC (Source: TStream; Count: cardinal;
const ExpandedKey: T Intel AES NIExpandedKeyl28; const InitVector: T Intel
AES NIBuffer;
Dest: TStream);
var
TempIn, TempOut: T Intel AES NIBuffer;
Vectorl, Vector2: T Intel AES NIBuffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end

else Count := Min(Count, Source.Size - Source.Position);



if Count = 0 then exit;
if (Count mod SizeOf (T Intel AES NIBuffer)) > 0 then
raise E Intel AES NIError.Create(SInvalidInBufSize);

Vectorl := InitVector;
while Count >= SizeOf (T Intel AES NIBuffer) do
begin

Done := Source.Read(TempIn, SizeOf (TempIn));

if Done < SizeOf (TempIn) then
raise EStreamError (SReadError) ;
Vector2 := TemplIn;
Decrypt Intel AES NI (TempIn, ExpandedKey, TempOut) ;

PLongWord (@TempOut[0]) "~ := PLongWord (@TempOut[0])”" xor

PLongWord (@Vectorl [0]) *;
PLongWord (@TempOut [4]) "
PLongWord (@Vectorl[4]) "

PLongWord (@TempQut [8]) " := PLongWord (@TempOut[8])" xor

PLongWord (@Vectorl[8]) *;

PLongWord (@TempOut[12]) " := PLongWord (@TempOut[l2])" xor

PLongWord (@Vectorl[12])";
Done := Dest.Write (TempOut, SizeOf (TempOut));
if Done < SizeOf (TempOut) then
raise EStreamError (SWriteError);

Vectorl := Vector2;
Dec (Count, SizeOf (T Intel AES NIBuffer));
end;
end;

procedure Decrypt Intel AES NIStreamCBC (Source: TStream; Count:

PLongWord (@TempOut[4]) " xor

cardinal;
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const Key: T Intel AES NIKeyl92; const InitVector: T Intel AES NIBuffer; Dest:

TStream) ;
var
ExpandedKey: T Intel AES NIExpandedKeyl92;
begin
Expand Intel AES NIKeyForDecryption (Key, ExpandedKey) ;

Decrypt Intel AES NIStreamCBC (Source, Count, ExpandedKey,

end;

procedure Decrypt Intel AES NIStreamCBC (Source: TStream; Count:
const ExpandedKey: T Intel AES NIExpandedKeyl92; const InitVector: T Intel

AES NIBuffer;
Dest: TStream);

var
TempIn, TempOut: T Intel AES NIBuffer;
Vectorl, Vector2: T Intel AES NIBuffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);

if Count = 0 then exit;

if (Count mod SizeOf (T Intel AES NIBuffer)) > 0 then
raise E Intel AES NIError.Create(SInvalidInBufSize);

Vectorl := InitVector;

while Count >= SizeOf (T Intel AES NIBuffer) do

begin
Done := Source.Read(TempIn, SizeOf (TempIn));
if Done < SizeOf (TempIn) then
raise EStreamError (SReadError) ;
Vector2 := TemplIn;
Decrypt Intel AES NI (TempIn, ExpandedKey, TempOut);

PLongWord (@TempOut[0]) "~ := PLongWord (@TempOut[0])”" xor

PLongWord (@Vectorl [0]) "~

InitVector,

cardinal;
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PLongWord (@TempOut[4]) "~ := PLongWord (@TempOut[4])" xor
PLongWord (@Vectorl[4])";
PLongWord (@TempOut [8]) "
PLongWord (@Vectorl[8])";

PLongWord (@TempOut [8]) " xor

PLongWord (@TempOut [12]) "~ := PLongWord (@TempOut[12])" xor
PLongWord (@Vectorl [12]) ";
Done := Dest.Write (TempOut, SizeOf (TempOut));

if Done < SizeOf (TempOut) then
raise EStreamError (SWriteError);

Vectorl := Vector2;
Dec (Count, SizeOf (T _Intel AES NIBuffer));
end;

end;

procedure Decrypt Intel AES NIStreamCBC (Source: TStream; Count: cardinal;

const Key: T Intel AES NIKey256; const InitVector: T Intel AES NIBuffer; Dest:
TStream) ;
var

ExpandedKey: T Intel AES NIExpandedKey256;
begin

Expand Intel AES NIKeyForDecryption (Key, ExpandedKey);

Decrypt Intel AES NIStreamCBC (Source, Count, ExpandedKey, InitVector, Dest);
end;

procedure Decrypt Intel AES NIStreamCBC (Source: TStream; Count: cardinal;
const ExpandedKey: T Intel AES NIExpandedKey256; const InitVector: T Intel
AES NIBuffer;
Dest: TStream);
var
TempIn, TempOut: T Intel AES NIBuffer;
Vectorl, Vector2: T Intel AES NIBuffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);

if Count = 0 then exit;
if (Count mod SizeOf (T Intel AES NIBuffer)) > 0 then
raise E Intel AES NIError.Create(SInvalidInBufSize);

Vectorl := InitVector;
while Count >= SizeOf (T Intel AES NIBuffer) do
begin

Done := Source.Read(TempIn, SizeOf (TempIn));

if Done < SizeOf (TempIn) then
raise EStreamError (SReadError) ;

Vector2 := TemplIn;
Decrypt Intel AES NI (TempIn, ExpandedKey, TempOut);
PLongWord (@TempOut[0]) "~ := PLongWord (@TempOut[0])”" xor

PLongWord (@Vectorl1l[0]) *;
PLongWord (@TempOut [4]) "
PLongWord (@Vectorl[4]) "

PLongWord (@TempOut [4]) " xor

PLongWord (@TempOut[8]) "~ := PLongWord (@TempOut[8])" xor
PLongWord (@Vectorl[8])";

PLongWord (@TempOut [12]) " := PLongWord (@TempOut[l12])”" xor
PLongWord (@Vectorl [12]) ";

Done := Dest.Write (TempOut, SizeOf (TempOut));

if Done < SizeOf (TempOut) then
raise EStreamError (SWriteError);

Vectorl := Vector2;
Dec (Count, SizeOf (T _Intel AES NIBuffer));
end;

end;

end.



$ann about.pas - gmoeigkxa
unit about;
interface

uses
Windows, Messages, SysUtils, Variants, Classes, Graphics, Controls, Forms,
Dialogs, StdCtrls, jpeg, ExtCtrls;

type
TForm5 = class (TForm)
Memol: TMemo;
Buttonl: TButton;
Imagel: TImage;
procedure FormCreate (Sender: TObject);
procedure ButtonlClick (Sender: TObject);

private
{ Private declarations }
public
{ Public declarations }
end;
var

Form5: TFormb5;
implementation
{SR *.dfm}

procedure TFormb.FormCreate (Sender: TObject);
begin
Memol.Clear;
Memol.Lines.Add (
Memol.Lines.Add ('"');
Memol.Lines.Add (' Ha Temy: ');
Memol.Lines.Add (
Memol.Lines.Add (' IIporpaMHe 3afe3leuUeHHI CUCTeMM kibOepbOesNeKM 3axXUIEHOIO
OOKYMEHTOOD01Ty 3 BUKOPMCTaHHAM 1HCTpykuim AES npouecopa Intel CORE I9-13900K
S1700") ;
Memol.Lines.Add (

Memol.Lines.Add (

Memol.Lines.Add (

Memol.Lines.Add ( 03pobuB: cTymeHT Bocenko Jenuc Ceprinosuu');
Memol.Lines.Add (' rp. KB-21-3CK'");
(
(
(

LI}

r

)

' KepisHux: KomajeHko 0.B.'");
)
P

’

Memol.Lines.Add
Memol.Lines.Add
Memol.Lines.Add
end;

’

’

)
'KponuBHuubkur 2024");
)

procedure TFormb.ButtonlClick (Sender: TObject);
begin

Form5.Close;

end;

end.
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