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AHOTALIIA

Cinibman Bb.O. JlocaimkxeHHs Tta mporpamHa peadisanis cucremu Flash
Drive. 123 Komm’rorepHa in:keHepisi. LleHTpasibHOYKpaiHCbKM HalliOHAJIBLHUH
TexHiYHuil yHiBepcuTeT. KponuBHuubkui. 2022.

B naniit BumyckHii kBamiikamiidHii poOOTI 3a IpPYruM (MariCTepChbKUM)
piBHEM BHINOI OCBITH PO3pPOOJICHO MpOrpaMHe 3a0e3NeUYeHHs, SKe MPU3HAUYEHO sl
cuctemu Flash Drive.

MeTtor0 po3poOKH € AOCHIIKEHHS Ta MporpamHa peanmizaiis cucremu Flash
Drive.

06’ extom mocmimkenHs € mpornec Flash Drive.

[TpeameTrom mocmimkenns € metonu Flash Drive.

Metoau aociipKeHHsT 0a3yrThCd HAa METOoJaX 3aXHCTy iH(opmarlii, MeTomax
MaTEeMaTHYHOI CTATUCTUKHU, METOZaX PO3pOOKH MPOTrPAMHOIO 3a0e3MeUCHHS.

PesynbTaT podoTH — nporpamua peaiizaiiis cucremu Flash Drive.

B mpormeci poGoTu Haa mporpaMHOIO MOJEIUII0 BUKOHAHO aHai3 1CHYIOUHMX
amapaTHUX Ta MporpaMHUX 3aco0iB. B TOBHINA Mipi omucaHi BCi KOMIIOHCHTH
PO3pO0IIEHOr0 MPOrPAMHOT0 3a0€3TIEUECHHS.

Po3po6neno 3pyunuii inTepdeiic kopuctyBaua. HaBeneni iHCTpyKIIii o po6oTi
3 MPOrpPaMHUMH 3aC00aMHU.

[Iporpama Moxe BukopucroByBatucs Ha [ITEOM apxitektypu IBM PC 3 OC
Windows 10/11.

[Iporpamy po3pob6iieHo B cepenonuiii Delphi 10.4.1.

Kuiro4oBi cjioBa: koM’ roTepHa 1HXEHepis, 3axucty goctymy, Flash Drive



ABSTRACT

Silman B.O. Research and software implementation of the Flash Drive
system. 123 Computer engineering. Central Ukrainian National Technical
University. Kropyvnytskyi. 2022.

In this graduation thesis for the second (master's) level of higher education,
software designed for the Flash Drive system was developed.

The purpose of the development is research and software implementation of
the Flash Drive system.

The object of study is the Flash Drive process.

The subject of research is Flash Drive methods.

Research methods are based on information protection methods, mathematical
statistics methods, and software development methods.

The result of the work is the software implementation of the Flash Drive
system.

In the process of working on the software model, an analysis of existing
hardware and software was performed. All components of the developed software are
fully described.

A convenient user interface has been developed. Instructions for working with
software tools are provided.

The program can be used on PCs of IBM PC architecture with Windows
10/11 OS.

The program was developed in the Delphi 10.4.1 environment.

Keywords: computer engineering, access protection, Flash Drive
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INEPEJIIK YMOBHHUX ITIO3HAYEHb, CUMBOJIIB, OAUHUILb I TEPMIHIB

1| 0a3a ganux
I13 porpamHe 3a0e3MeyeHHs
AES Advanced Encryption Standard
USB universal serial bus
ApPK.
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BCTYII

AKTyaJbHiCTh TeMH. 3axucT KoHIAeHIIHOT 1HGopMaIli ChOTOJHI
HEOOXITHUN TIPaKTUIHO Oyab-sikomy BiacHHKOBI Flash Drive. Ha crorognimmHiil geHb
nijg 3acobamu 3axucty iH@opmarii Ha Flash Drive po3yMiloTh CYKYMHICTH Pi3HHUX
TEXHIYHUX 1 MPOTPAMHUX CUCTEM 1 IPUCTPOIB, BUKOPUCTOBYBAHUX JIJIS PIITICHHS PI3HUX
3aBJIaHb M0 3aXKUCTY iH(POpMaIlii, y TOMY YUCITI TOMEePEHKEHHS BUTOKY, 3aXUCTY JaHUX
Ha ¢uemmi (Flash Drive) Bix 3amucy ¥ 3a0e3nedeHHs MOBHOTO KOMIUIEKCY MEp JJis
Oe3nexkn HHPOpPMAIIUH, 0 3aXHUIIAETHCS.

CyuyacHi 3acobu 3axuCTy 1H(poOpMaIlli MOKJIuKaHl 3a0e3MeuuT Oe3MeKy JaHuX
ua Flash Drive, sik TO:

— 3axuCT (aityiB Ha (eIl BiJ 3aMucy;

— 3axuCT (aiisiB Ha IS BT KOTiIOBaHHS;

— 3axuCT (ailiiB Ha (IS Bl BUTATICHHS,

— 1HIII1 HECAHKI[IOHOBAaH1 Mil.

Bcei wacTime mokymii mparHyTh TpUI0ATH HE MPOCTO (uielI-HAKONUYyBad, a
caMe 3axuireHi (Ieln-HaKkonuayBayi, 1 IX MPeKpacHO MOKHA 3PO3YMITH.

3axumieni Flash Drive q1o3Bonuan HaMm BCTYNUTH B 30BCIM HOBY €py HE IIPOCTO
MIBUKO1, ajie ¥ O6e3nevHol nmepeaavi i Bukopuctanus inpopmarii. Ha ¢emr Hocisx, Ha
JAaHUM dYac TEePEHOCUThCS ayxe Oarato koHdiaeHiiiHoi iH(opMmarii. | skmo npu
yTpaTi Quem Hocis, 1 iHopMalis momnane y pykd KOHKYPEHTIB TO 1€ TPUBEIE 10
3HAYHUX CKOHOMIYHHMX 30WMTKiB, y KpaIloMy BUIAJKY. Y TIpIIoMy BUIAAKY, HACHIIKH
MOXYTh OYTH KaTacTpOhIYHUMU ISl MIATPUEMCTBA a00 SIKOICh YCTAaHOBH.

Mera ¥ 3aBAaHHSA JOCJiIKeHHs. MeToro poOOTH € JOCHIIKEHHS Ta
nporpamHa peanizaiis cuctemu Flash Drive.

JIist MOCSITHEHHSI TTOCTAaBJICHOI METH BU3HAUEHA MporpaMa JOCTIIHKSHHS, IO
CKJIQJIA€ETHCS 3 HACTYITHUX 3aBJaHb:

— Ornap icaytounx cucrem Flash Drive.

ApK.
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— Hocmimxkenns cuctemu Flash Drive.

— IIporpamna peanizanis cucremu Flash Drive.

06 ’exmom docnidxcenns € iporiec Flash Drive.

IIpeomemom docniodxncenns € meroau Flash Drive.

Memoou Oocniodcennss 6a3ylOThCS Ha METOJax 3axucTy iH(opmarii, MmeTogax
MaTEMaTUYHOI CTATUCTUKH, METOJIaX pO3POOKHU MPOrpPaMHOro 3abe3neyeHHs.

HaykoBa HOBHM3HA OTPMMAaHMX pe3yJbTaTiB. Y MpoIleci pIillleHHs 3aBaaHb,
00yMOBIIEHUX LUISIMHU JTOCIHIKEHHsI, OTPUMaH1 HACTYIHI Pe3yIbTaTH:

— VY nockonaneno mero Flash Drive.

— Po3pobneno BiTumsHsHUI npoaykt Flash Drive, sxuil mae OUTbII MIMPOKI
MOXJIMBOCTI, Ha BIJIMIHY BiJl ICHYIOUMX aHAJIOT'1B.

I[IpakTuyHa UOiHHICTH OTPUMAHUX Pe3yJbTATIB TIONSATa€ B TOMY, IO
pO3p0o0IIeH] ANITOPUTMH JTO3BOJISIIOTH YCHIIIHO BUpimryBaTH 3aaa4i Flash Drive.

JlocTOBipHiCTh HayKOBHMX pe3yJbTaTiB MiJITBEPIKEHA TEOPECTUUHUMHU
BUKJIQJICHHSIMH, JAHUMHA KOMII'FOTEPHOTO MOJEIIOBAHHS, KOPEKTHUMHU JTOCIIKEHHSIMU
napaMeTpiB Ha (PYHKIIIOHYIOUiH OOYHMCIIOBAJIBHIA MEpEXi, a TaKOXX BIJMOBIIHICTIO
OTPUMAHMX PE3YJIbTATIB OKPEMHUM pPe3yIhTaTaM, HaBEJICHUM Yy HaYKOBIH JiTepaTypi.

Pob6ora ampoboBana na LVI HaykoBo-texHiuHiii koH(epeHuii 3700yBadiB
Bumoi ocBiTH «Hayka — BupoOHuIITBY», 2022, OCHOBHI IOJIOKEHHS BHITYCKHOI
kBaniikariiiHoi poboTW 3a JApyruM (MaricTepcbKUM) pIiBHEM BHIIOI OCBITH
HAJPyKOBaH1 y cTarTi 30ipHUKa mpaub Monoaux HaykoBuiB [IHTY, Bumyck Nel3.

Takum YMHOM, BUXOJISIYM 3 BUILETIEPEPAXOBAHOIO, TOCTIKEHHS Ta MPOTrpaMHa
peanizamis cucremu Flash Drive, € akTyanpHO0 3amayeto, sika moTpedye BUPIIICHHS Y
JaH1 BUITYCKHIM KBamidikaiiiHii poOoTi 3a ApYruM (MaricCTepchbKuM) piBHEM BHIIOL

OCBITH.

ApK.
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1 IPU3HAYEHHA TA OBJIACTD BUKOPUCTAHHA

1.1 Ilpu3HA4YeHHA CUCTEMU

[Iporpama npusHauena s 3axucty ganux Ha Flash Drive (dmemi) Bin
3aliCy, KOMIIOBaHHA a00 IHIIOTO HECAaHKIIOHOBAHOTO BHKOpUCTaHHI. OTke
nporpaMHe  3a0e3nedeHHs, po3po0JeHe B XOAl BUKOHAHHS — MariCTEpPChKOTrO
MPOCKTYBAaHHS, HAJAaCTh BUUEPIIHI 3acO0U 3axucTy 1H(opmarlli, Oyap-skux (aimB 1
MacCHBIB JaHUX Ha (HIICTIIII.

MonynbHICTh POrpamMHOTO 3a0e3neYeHHs NOBUHHA JI03BOJIUTH
3amporpaMyBaTH CUCTEMY, 3 OTJISAY Ha HAaWPI3HOMaHITHIII MTOOaKaHHS 3aMOBHUKA.

USB-nakonuuyBau (¢remka) 13 3aXUCTOM BiJ 3amuCy, KOINIOBAaHHS U
HECaHKIIIOHOBAHOI'O JIOCTYIY 0 MPUCTPOIO MIJISXOM YBEJCHHS MapoJjisi Ha KjaBiaTypi
JI03BOJIsIE€ 3a0€3MEeYUTH MOBHUN 3axucT iH(popmaiiiHoro Hocis. [Ipu m'sTukpaTHOMY
HEMPaBWIHLHOMY YBEJCHHI TMaposisi Bes 1HGOpMAIlS 3HUIIYEThCS 0€3 MOKJIUBOCTI
BifHOBNEHHS. [lpm 1bOMy TIpUCTPIM  3anmuIIaeTbcsl  Mpare3JaTHUM  3aBISKH

BUKOPHCTAHHIO YHIKAIBHOI TEXHOJIOT11 3aC001B 3aXUCTy iH(pOpMAITii.

1.2 Ob6aacThb 3acTOCYBaHHA

O06nacTro 3acTOCYBaHHS € CUCTEMH 3aXHUCTy 1HGOpMaIlli Ha 3MIHHUX HOCISIX.

3  HeoOximHiCTIO 3axucTy iHGopmarii paHo abo TMI3HO JOBOJUTHCS
3IIITOBXYBAaTUCS TpakTHUHO BciM. OpHA 3 OJKUBOTPEMETHHX TeM — O0poThba 3
BUTOKaMu. Bce vacriiie i gacTiiie 3JI0BMUCHUKH BUKOPUCTOBYIOTH 3MiHHI HOCIi, 11100
BUHECTH KOoH(DimeHUIWHY i1H(opMalio 3a MeXl KOPIOPAaTUBHOTO MepumeTpa. Sk
3aXUCTUTHUCS BiJ II€T TOTPO3U?

s Toro, mo0 BUKpacTH KOH(DiNEHIIHHY 1H(OpMAIIo, Y pPO3MOpPSIKEHHI

3JIOBMUCHUKIB € IUIMH pAJl KaHAIIB Mepeaadi JaHWUX: TMOIITOBI PEeCcypcH, BHUXiJ B
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iHTepHeT (BeO-mormTa, 4yar, popymu), 3Budaiiti noptu podouux craniii (USB, COM,

LPT), 6e3apotoBi mepexi (Wi-Fi, Bluetooth, [rDA) i T.1. OnHak HaitHeOe3MeUHITIM

KaHaJIOM BUTOKY BBa)KAIOThCS KOMYHIKAIIMHI MOXJIMBOCTI POOOYMX CTAHIIIN, O SIKUX

BapTO BIHECTH CTaHAAPTHI MOPTH, pi3Hi Tunu npusoaiB (CD/DVD-RW, ZIP, Floppy,

¢em-HakonuuyBaun), 0€3ApOTOBI Mepexi W Oynb-siKi 1HIII 3aCO0M 3HATTS AAHUX 3

MEPCOHANILHOTO KOMI'toTepa 03 BUKOPUCTAHHS KOPIOPATUBHOI MOIITH M 1HTEPHETY.

CtypOoBaHiCTh KEPIBHUKIB caMe ITMMHU KaHAJlaMU BUTOKY MPOJAMKTOBaHA, HACAMIIEPEI,

3pOCIIOI0 MOMYJISPHICTIO MOOUTPHUX HAKOMHMYYBayiB, SIKI MPOTATOM OCTAaHHBOTO POKY

CTajy JeNieBIe 1, BIIMOBIAHO, OJeP KaJIk O1JIbIIIE MTOITUPEHHS.

MOOUTbHI HAKOTTUYIYBav1 \

Kanann BUTOKY JaHUX

CJIICKTPOHHA ITOIITa

JIPYKYIOUl IPUCTPOT

(OTO-TTPUHAICKHOCTI

IHTEpHET

HIIE

191%

| 85%

| 82%

161%

| 249

0,2 0,4 0,6 0,8

Pucynok 1.1 — Po3nosin kaHamiB BUTOKY 1HGOpMaIii

Cnig 3a3HaYUTH, IO YYTJIMBI BIIOMOCTI YacTO BHSBIISIOTHCS 3a MEXKaMU

MEPEXKHOI0 MepruMeTpa He BHACTIIOK HABMUCHUX JII HEUMCTUX Ha PYKY CIIYy>KOOBIIIB, a

B pe3ysbTari mpocToi Oe3amadepHocTi mepcoHany. Tak, Aeski CriBpPOOITHUKH BOJIIOTH

Opatu poboTy H0a0My 200 MEPENUCYIOTh Kiacu(ikoBaHI JOKYMEHTH Ha TMOPTATUBHUM

HaKOMM4yBay, 1100 BUBUUTH iX Ha CBOEMY HOYTOYII y BiApsDKeHHI. [HaKIIe Kaxydu,

B,

Apx.

Mo QoKym.
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CITY>KOOBIISIMA MOXYTh pyXaTu OJiari CIIOHyKaHHS, SIK1 Ha MPAKTHUIl MOXYTh MPUBECTU
710 KOMITpOMETAIlii TOPTiBeIbHUX a00 MPOMHCIOBUX CEKPETIB pOOOTOIaBIIS.

Takum ynHOM, came mpobJieMa 3armo0iraHHsl BUTOKIB Ha PiBHI pOOOYMX CTaHIIIN
€ ChbOTOJIHI OAHIEI0 13 caMUX 3710007eHHUX. MIiHIMI3yBaTH IIi PU3UKU MOXKHaA abo B
pamMKax KOMIUIEKCHOTO MiAXOIy, IO MPHUIYCKA€ MOKPUTTSA BCIX MOMJIMBHX KaHAIIB
BUTOKY, a00 NUIIXOM peaiizalii aBTOHOMHOTO MPOEKTY, II0 T03BOJIsE 3a0€3MeUnTH
KOHTPOJIb HaJl 00EpTOM UyTIUBUX BIIOMOCTEH TIIBKU Ha PiBHI pOOOYUX CTAHIIIN.

[HmIM TUIIXOM BUpIIEHHST TPOOJEMHU € 3aXUCT TaKuX JaHWX Ha 3MIHHUX
HOCIAX 1H(popMarrii.

Cepen ycboro CHeKTpa METOJIB 3aXUCTy JAHMX BiJ HEOAKAHOTO IOCTYITY
oco0JiMBe Miclie 3aiiMaroTh Kpunrtorpadiuai Meroau. Ha BiIMiIHY Bij IHIIMX METOJIIB,
BOHHM OMNHPAIOTHCS JIMIIE Ha BIACTUBOCTI caMoi 1H(OpMAIi i HE BUKOPUCTOBYIOTH
BJIACTUBOCTI ii MarTepialbHUX HOCIiB, OCOOJMBOCTI By3miB ii 00poOkH, mepemadi u
30epiraHHs.

[Iupoke 3acTOCyBaHHA KOMII'FOTEPHHMX TEXHOJOTIA 1 MOCTiiiHE 30UIbIICHHS
00csary iHpopMaIiiHUX MOTOKIB BUKJIMKAE ITOCTIMHUHN PICT 1IHTEpeCy a0 Kpunrorpadii.
OcraHHIM dYacoM 30UIBIIYETHCA POJIb TPOTpaMHUX 3aco0iB 3axXUCTy 1H(OpMaIlii,
IPOCTO MOJIEPHIZYEMHUX, HE MOTPEOYIOUNX BEIUKUX (DIHAHCOBUX BUTPAT Y MOPIBHSAHHI 3
anmapatHUMH  kpuntocucremamu. CydacHi MeToAM IMU(pPyBaHHA TapaHTYIOTh
OPAaKTUYHO AaOCONIOTHUW 3aXUCT JaHUX, ajie 3aBXAH 3alUIIa€Tbes MpodsieMa
HAJIMHOCTI IXHBOI peami3ariii.

TakuMm 9UHOM, BUXOMSIYM 3 BHILETIEPEPAXOBAHOTO, JOCIIKEHHS Ta MporpamMHa
peanizamis cucremu Flash Drive, € akTyanpHOI0 3amayeto, sika moTpedye BUPIIICHHS Y
JaHI BUITYCKHIM KBamidikaiiiHii poOoTi 3a ApYruM (MariCTepchbKuM) piBHEM BHIIOL

OCBITH.
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2 IEPEIJIAA AHAJIOTTYHHUX ICHYIOUYUX CUCTEM

2.1 Orasix icHyIOYMX CHCTEM, TEXHOJIOTIi, ApXiTEKTYp, NPOrPAMHUX pPillleHb
3a  npodisieM TeMH BHIYCKHOI KBajidikauiiiHoi podoTtu 3a Apyrum

(MaricTepcbKuUM) piBHEM BHMIIOI OCBITH

Y 1mpoMy po3auTi po3risHEMO (ienn MpUCTpoi B sIKI peasi3oBaHa CHUCTEMa
3aXHUCTy 1HGOpMaIlii.

Silicon Power Unique 520

BtiMm, 1 B ocranniii skocti Unique 520 mikaBime OaraTtbox uien-
HAaKOMM4YyBadiB 3a paxyHoK KomiuiektHoro II3. Kpim 3aco6iB  po3mupeHHs
(YHKIIIOHATBHOCTI, Yy HBOTO, JO pedYl, BXOAUTh 1 YTHIITa HHU3BKOPIBHEBOTO
dbopmaTyBaHHS BiJi BUPOOHHMKA KOHTpoJiepa (BUKOpUCTOBYeThcs Phison 2232), mio
JI03BOJIIE B JIEAKHX «BAXKWX BHUMAAKAX» BIMHOBUTH TMPALE3NaTHICTh MPHUCTPOIO
(TpUpOHO, IIHOIO BTPATH BCIX JaHUX).

[amm mporpamu 310paHi B TUITOBY KHOIIKOBY MaHEIbKY, a JOJATOK, ii IO
JEMOHCTPYE, HE BUMAra€e 1HCTAJLIIMIT W MOXKE 3aIllyCKaThcs MpsMo 13 dIemapaiia.

Hepma KHOIIKA OO03BOJISI€ CKOPUCTATUCS ITAPOJIbHUM 3aXHUCTOM.

7> SILICON
POWER

[Mzzzword Status: I 2
Dicvice Status: I Lrlecked 3

ﬁ
-

Pucynok 2.1 — Intepdetic maponpHoro 3axucty Unique 520

ApK.
BKPM-123.22.0021.00.00.713 -

Bum. | Apx. | Ne Dokym. ITionuc | Jama 9




JlJist movaTKy BapTO po30MTH HAKONMUYYyBau Ha BIAKPUTY W 3aXUIICHY YaCTHHH.
[Ipu BUKOHAHHI TaHOI omepallii Ha mepiry Oyjae MOMIICHUH 1 HEBEJIUKUNA TOJATOK IS
JOCTYIy 10 Jpyroi (Xo4ya MepeMUKaTHCS MOXHAa W 3a JOMOMOTOI0 «3arajbHOi»
YTHIIITH).

[TotimM 3amaeMo mapoJib 3BUYaHUM 00pa3oM 1 Bce TOTOBO. €IUHUI HEIOMIK
1i€i (y)ke 3BUYHO1) CXeMH — OCKUTBbKM OOUIBI YACTUHU MOHTYIOTHCS ITiJ1 OJHUM 1M'SM 1
MIPOCTO MEPEMHUKAIOTHCS, OJIEPIKATH JOCTYII Biipazy A0 000X HEMOKIUBO.

Jlpyra KHOIIKa TOCUTh aKTyajbHa B HaIlll YaCH TOTATHHOI BIIMOBH Bix ()JIOMIITi-
JIMCKOBOJIB 1 B)KE€ IOYABCS BiJ] ONTUYHUX HAKOIHUYYBadiB — MMPOCTO POOUTH (iel-
HAKOMMYyBa4 3aBAaHTAXyBAIbHHUM. MOXHA, 3BUYAlHO, CKOPUCTATHCS ¥ CTOPOHHIMH
YTHJIITaMH, 110 Ja€ OUIbIIY THYYKICTh y IUIaHI BHOOpPY ONEpaliiiHOl CHUCTEMH, IO
3aBAHTAXYETHCS, OJTHAK YacTO AOCUTH 1 OananbHOro MS DOS, mo Mu ogepxyeMo npu
BUKOPUCTAaHHI JAaHOTO JOAaTKa. 3aTre BCe AYXKE NPOCTO — JOCHTH JIUIIE Mapy pas

Ha>XaTh Ha KHOIIKH, HC 3a0MBaOUH r'OJIOBY o6pa3aMH 1 1HIIAM Y HNOBCAKACHHOMY

XKUTT1 OLIBIIOCTI KOPUCTYBAUIB HEMTOTPIOHUM.

| ™ SecretZip - v1.05 x|
m @ T~ {7 SILICON
POWER
AddFiles  AddFolders 5%
ichive
Mame | Type | Size | Path 3
,ﬂ 1280 jpg PucyHok JPEG 314,658 MoW QOKYMEHTLI
IE:I avangard.bd TeKCToELIA Oo... 278 Mow gokymeHTkIl
|ﬂ 090824-ASRock-iXxBT-600x20-... Shockwave FI... 56,959  Mow gokymeHTeib... |
|ﬂ 090921-1XBT_240x400_0Octob... Shockwave FI... 35,477 Mow gokymeHTeR. . I
|ﬂ 090910-240_400_3box.swf Shockwave FI... 7,906 Mow gokymeHTeR. .. 1
.'[ﬂ 090910-240_400_3hoxes.gif PucyHok GIF 61,485 Mou QokymeHTeD. . f
J 090911-240_400_3box.swf Shockwave FI... 7,906 Mow gokymeHTeR. ..
"':l 090911-240_400_3hoxes.gif PucyHok GIF 61,485 Mow gokymeHTeR. ..
|ﬂ 080921-468_60_mac_xibtswf  Shockwave FI... 85,253 Mou gokymeHTelb. ..
ﬂ 09082%ixbt_240x400_38k.swf  Shockwave FI... 39,8919 Mou gokymeHTeib. ..
.ﬂ 081202-320x220 _v7 .gif PucyHok GIF 35,084  Mow gokymeHTelR...
.ﬂ 091202-ixhbt. com_320x220_v7.... PucyHoK GIF 35,094 Mow gokymeHTeR. ..
|ﬂ 090829-240-400-35k swf Shockwave FI... 34,284 Mow gokymeHTeR. ..
.ﬂ 090827-240x400. gif PucyHok GIF 23,265 Mow gokymeHTeR. ..
|'1QI AOA237T 1D wirta narcafiti lante S hon e bmsemnan C1 0 AR Edma mmomeeamoamaikbs ;I o
| 4

Pucynoxk 2.2 — Intepdetic SecretZip

B,

Apx.

Iionuc | dama

Mo QoKym.

BKPM-123.22.0021.00.00.713

ApPK.
10




Tpers kHOmKa 3abe3medye MOCTYN 10 YTWITH SecretZip, IO JT03BOJSE
CTBOPIOBATH HA HAKOMHMYYyBayi 3amn(poBaHi apXiBH, a MOTIM MPALIOBATH 3 HUMH.

VY nopiBHAHHI 3 MapOJILHUM 3aXUCTOM (MEPIIMKM IMYHKT) 1€ OLIbII HaAINHO,
HexXall 1 MEHII 3pPY4YHO — I'yOMThCA TIPO30PICTh POOOTH 13 MPUCTPOEM. 3aTe 1Ie

MOBHOLIIHHE MH(pyBaHHS, a HE MPOCTE 0OMEKEHHS JOCTYITY 3a JOMOMOIOI0 MapoJsl.

4 PCLock o [l
— PCLock Setting |

Picture Path; || Browsze .. |

Drizplay Text: I

Lock Tirne: ||:| 3: Hourz IEI 3: Minutes

& SILICON T Shut down PC when timer expires
POWER

[T Dizable Chl+alt+Del

Enge E xit |

Pucynok 2.3 — Intepdeiic 0OyiokyBaHHS KOMIT'IOTEpa 3a JOMOMOrow ien-

HaKOIIM4YyBayda

Hy #, wnapemiri, ocTaHHS KHOMKa IaHeNl MpU3HAYE€HA [JIsi HAaCTPOIOBAHHSA
OJIOKyBaHHSI KOMIT'IOTEpa 3a JOTIOMOTOK0 (hJIeI-HAKOTIMYyBaya, M0 Y [MbOMY BUIAIKY
NEPETBOPIOETHCS B KI0Y A0ocTyny. JlaHa (yHKIIOHATBHICTh 3YCTPIUYA€ThCS HAM YXKe
JAJIeKO0 HEe B TEPIIMi pas, a BCl 1 peaizarlii BiAPI3HAIOTHCS APYT BiJ Apyra xida 1o
30BHIIIHIM BUTJISIOM BiKHa HACTPOIOBAHHS, TaK IO 3arOCTPIOBATH Ha HIW yBara He
Oynemo.

Kingston DataTraveler Locker+

dnem-HakonuuyBay 3a Ha3Bow DataTraveler Locker+ 3'sBUBCS B acOpTHMEHTI
kommnanii Kingston Digital. Kiro4oBoro 0COOIMBICTIO IIOIO KOMIIAKTHOTO U
HEJIOPOTOTO TPHUCTPOI0 € BHUCOKWH CTYIIHBb 3axWUCTy iHGOpMarii, mo mepedyBae

ycepeauHl HaKonmu4YyBaya, BiJl CTOPOHHIX OYeH.

ApK.
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JlaH1 3axXMIlieH] 32 JOMOMOTOI0 anapaTHoro mudpyBanHs no anroputmy AES 3
256-po3psaHUM KiroueM. [l oxgep:kaHHs JOCTYIy HEOOXIJHO BBECTU NPABUIIBHUIA
napoJib. IMOBIpHICTE MiiOOpa Maposas CHIIBHO 3HI)KEHA 3a PaxyHOK TOTO, IO MPUCTPIN
aBTOMATUYHO OJOKyeTbcst ¥ (opmatyerbess micias 10 HeBganux cnpoOd yBeIECHHS
napoJiisi. Hakonmmaysau criomyuumo 3 OC Windows 7, Vista (SP1, SP2), XP (SP1, SP2,
SP3), 2000 (SP4) 1 Mac OS X v.10.4 —v.10.6.

Verbatim Combo SSD

MiniaTiopauit HakonmuyBau Combo SSD o6csirom 32 I'b, ocnamenuii 1soma
iHTepdeiicamu, 3'IBUBCA B acopTHUMeHTI kommaHii Verbatim. [lpu migkirodeHHI 10
nopty eSATA nocsraeThCsi MakcHMallbHA MIBUAKICTH Tepenadi AaHux. HasBHICTH
nopty USB 3a6e3nedye Hakomu4ayBavdy CyMICHICTb 13 mpokuM kojiom I1K.

[To ominmi kommanii, npu miakmoueHH1 mo iHTepgeiici eSATA makcumanbHa
MBUAKICTh unuTaHHA nopiBHIoe 60 Mb/c, 3anmucy -25 Mb/c. [lpu migkmoueHHI 1O
inTepdeiicy USB 2.0 111 3HaueHHs piBHi 26 1 15 MbB/c BianoBiaHO.

Cepen MTOCTOTHCTB HaKOMMYyBada MOXHA BIA3HAYUTH 3aXHUCT KOH(DIICHIIHHOT
iH(dopMairii, 3a0e3neuyBaHy yTHIITOIO napojiksHOro 3axucty EasylLock 1 mmdpyBanHsIM
o 256-6iTHomy anroputMmy AES. Ile 3B01UTh 10 MiHIMYMY PHU3HK HECAHKI[IOHOBAHOTO
JOCTYITY JI0 JaHUX Y pe3yJbTaTi BTpaTu ab0 KpaiKK1 HaKOIMMIyBayJa.

TakeMS MEM-Drive Crypto AES 3 256-0iTHUM KJII0UeM

Komnanis takeMS mpencraBuna HOBY MOJENb YHUCIACHHOI JIHIAKH (raem-
HakonnuyBauiB MEM-Drive. '0ioBHOIO 0cO0JMBICTIO HOBMHKH 3a Ha3Boio Crypto
AES € 256-0itHe amapatHe mmdpyBanHsa. lle 3abesnedye HamiMHUN 3aXHCT
KOH(D1ICHINITHUX JaHUX BiJ HECAHKI[IOHOBAHOTO JOCTYILY.

[Ticyist 000B'SI3KOBOTO YBEICHHSI TIApOJis, 3HIMHUI HOCIH Oyie pa30JI0KOBaHUM, a
nadi posmmdpoBani. AKino HEBIpHUHN Maposk Oyae YBEASCHUN MIICTh pa3iB MiAPsI, JaH1
OyIyTh BIUTYYEHi 3 HAaKOMMUyBadya 0€3 MOKIUBOCTI BiTHOBJICHHS.

HoBa moxens mocrynmHa B Moaudikamisx obcsrom 2, 4, 8, 16 1 32 T'b.
HakonuuyBaui cywmicHi 3 iHTepdericamu USB 2.0/1.1 1 miATpUMYIOTH TEXHOJIOTIIO

Windows ReadyBoost. 3asBieHi MBHUIKOCTI YWTAHHS W 3amucy CTaHOBIATH 11 1 8
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Mb/c BianoBigHo. IloBopoTHHWI aW3aiiH TPUCTPOIB JO3BOJISIE BIACHUKAM HE
TypOyBaTucs mpo 3ary0JieHi KOBIMAYKH.

Verbatim Store 'n' Go USB Executive Secure 3 anapaTHum mu@pyBaHHAM

Jlns Tux, XTO Mae TMoTpedy B 3axHUIIEHOMY MOOITRHOMY CXOBHII JaHUX,
KomnaHisi Verbatim BumycTuia HOBY JiHiMKY Queni-HakonuyysadiB Store 'n' Go USB
Executive Secure. besneka nanux 3abesneuyeTbes amapatHuMm 256-po3psaHum AES-
[udpyBannsM, a TakoK yOyZA0BaHUM MAPOJILHUM 3aXHUCTOM 1 QITOPUTMOM XEITyBAHHS
naponst. Ilicass 20 HeBipHUX cmpoO yBeACHHS TMapojisi JaHI Ha HAaKONUYyBayl
3HUIIYIOTHCS.

®aem-nakonuvysa4 Verbatim TUFF-CLIP

Kommnanis Verbatim momoBHUIa CIIUCOK MOPTATUBHUX HAKOIMYyBadiB Ha 0a3i
daenr-mmam'siti mpuctpoem 3 USB-minkmrouenasm TUFF-CLIP.

Monens TUFF-CLIP mae inTepdeiic USB 2.0/1.1 3 BUCYBHUM pO3HIMaHHSIM.
Bona miatpumye texnosorito Windows ReadyBoost 1 mocTaBisieTbesi 3 MonepeHbO
BcTaHoByieHuM [13 1 maponbHOro 3axucTy nanux. MimHui Kopiyc 13 mnactuky ABS
3axumae TUFF-CLIP Big mMexaHi4HUX BIUIMBIB, a KapaOiH JOTIOMOXKE€ HE BTPATUTHU
HaKOIMUYyBay.

Lavasoft Digital Lock

Loyt Digital Lodk

LeNVASOFT

DIGITAL LOCK

FILE ENCRYPTOR

Ermmpption & Drecrppbion

J ‘Welcome to Lawasoft Digital Lock 2007
& b &
T z This s llveer e ludps puw Ly s=00es o privas
4 [Docwiin ] and conédenmelfis o otis, 1o
; | Self Febrartion usei-rindy intarlade mekas © oz b snorepl
ard decrep: Fles, i Ll
o}
[P T— Ploase chosie whal you sanl te de by ‘;t,..
nzingg o moru to the et
i JH':IE"
| ipdate
L S herriakinn
" Cwit Mrooram 1
\Lj} L

Pucynoxk 2.4 — Intepdetiic Lavasoft Digital Lock
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Lavasoft Digital Lock — mporpama st mmdpyBaHHsS BakiauBoi iHGopmMaliii i
¢aiiniB, 10 BUKOPUCTOBYE Pi3HI alrOpUTMH (y ToMy 4ucii HOBul ctanaapT AES 256).
VYTumnita 103BOJIsSi€ KOAYBAaTU MOIITOBI MOBIJOMIIEHHS W (aliu, JUisl Meperyisany sSKux
BaM He Oyjae MOTpiOHO HASBHICTH AHAJIOTIYHOI MPOTPaMH, a TIIBKU BIPHHUM TapoJib.
[arepdeiic Lavasoft Digital Lock mpocTwii 1 iHTyiTUBHO 3p03yMiJHii.

Aladdin Secret Disk

Kommanis Aladdin moBigomiisie mpo BHUXiJ HOBOI BepCii CHUCTEMHU 3aXHUCTy
KoHb1aeHIIITHOT iH(opManii i nepcoHanbHUX nanux Secret Disk.

Bucokuii piBeHb CcHCTEMH 3axXHCTy KOHOIACHIIHHOI 1HpopMalii W
nepcoHanbHUX naHux B Secret Disk pocsiraerses mmdpyBaHHSIM CHCTEMHOTO PO3ALTY,
a TakoX O000B'sa3koBOi I Bcix mnpoaykTiB Aladdin  mpouemyporo  cTporoi
aBTeHTH(]IKalli KopHcTyBada 3a jgomomoror amapatHoro USB-xmroua eToken. YV
Bepcii Secret Disk peanizoBana miATpuMKa BChOro MopaensHoro psgy eToken,
BKIIIO4ar0YM HOBY 1iaTdopmy eToken Java. e 103B0OIUTE BUKOHATH JIETKY MITpaIliio 3
Bepcii « s HoBaukiB» — Secret Disk Lite — Ha moBHOMiIHAY npodeciitHy Bepcito Secret
Disk.

HoBa Bepcis nmpoayKkTy A03BOJIsiE BUKOPUCTOBYBATH 3aXMCT Ha OCHOBI Secret
Disk ans tux, xto Bxe mnpaitoe 3 HoBoi OC Microsoft Windows.

Takoxx po3pobmoBaui  Secret Disk pomoBHuIM (QyHKIIIOHATA TPOAYKTY
MOJKJIMBICTIO BITHOBJICHHSI KJII0Ua MH(pyBaHHS cUCTEMHOTo po3aity B eToken 3 komii
70 3aBaHTaXEGHHs omepaliiiHoi cucremu. Temep, HaBiTh skmo Kiod eToken
BiipopMaTOBAHUMN, 3TaMaHu, 3ary0jieHnii a0o 3a0JI0KOBaHMM, KOPUCTYBad OJHAKOBO
3MOXKE 3aBAHT@XUTH CUCTEMHHMM JHCK 3a YMOBU 30€pexeHHS KOmii KiIro4a
mudpyBaHHS.

CrifikicTs BukopucToByBaHoro B Secret Disk PIN-koma icToTHO mijBHIleHa 32
pPaxyHOK MOJKJIMBOCTI BUKOPHUCTAHHS OyIb-IKUX MIKC-KOMOIHAIIH, M0 BKJIFOYAOTh
KUPUJIIUYHI ¥ JTATUHCHKI CUMBOJIM. 3MIIIAHUHN MMApOJIb CTBOPIOE JOIATKOBHUM 3aXUCT Bij
CIIOBHHKOBUX aTak, IO B CIOJyYEHHI 31 CTPOTOi aBTEHTHUQIKAIIEID TO3BOJISE

3a0€3MeYnTH BUCOKUHN PiBEHb O€3MEKHU HOCTYITY J0 3allU(PPOBAHUX JAHUX.
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3pyunuii intepdeiic Secret Disk 3a6e3neunTs 1ie 61111 KOMDOPTHY poOOTY 13
MPOIYKTOM 1, 3aBASIKH OHOBJICHOMY MEHIO, 3HU3HUTH IMOBIPHICTh HEHAaBMHCHOTO
onokyBanHsa eToken. Kpim Toro, HoBa pepakiiisi BiPI3HAETHCS BIOCKOHAJICHOIO
CHUCTEMOIO 3aXHUCTy BiJ HENPAaBUIBHOTO BUKOPUCTAaHHS MPOAYKTY, BKIIOYAIOYH
NIEepPEeBIPKY YCTAHOBKY Ha JIOKAJILHUIA TUCK 1 3a00poHa BuKopucTanHs eToken, skimo BiH
BiipopmaToBanuii y pexxkumi FIPS.

Trans-IT Edge 32 I'b

Kommanis TDK Life on Record (Imation) oromocuna mpo HagXOTKEHHS B
nponax y YkpaiHi ¢uem-nakonuayBadiB Trans-IT Edge. Jlimiiika mnpeacrtaBieHa
«(pnemkamuy y nutipoBaHoMy MeTanaeBomy kKopmyci emHicTio Bin 4 I'b 1o 32 I'b.

3aBasku TexHosorii Plug and Play, BukopuctoByBaHoi y (hiel-HakonmuayBadax
Trans-IT Edge, po6ora 13 3anucaHo Ha HUX 1H(POpPMAIEI0 HE BUMArae MmomnepeaHboi
YCTaHOBKHU TIPOrpaMHOro 3abe3nedeHds. HecaHKIioHOBaHUM TOCTYIT BUKJTFOYAETHCS 32
PaxyHOK MMapoJIbHOTO 3aXUCTY i pO30OMBKHU Ha PO3/ILIN.

BucHoBku

Ak mMu 6aunMo 3 aHaAI3y Cy4acHOI'O CTaHy PHUHKY (Jielll HaKOMUYyBadiB 3
byHKIli€0 3axUcTy 1HDOpMaIi, V¥ SKOCTI aJfOpPUTMY, SKUH 3a0e3nedye el 3aXucT
Buctynae AES. Tomy, Hamami Haury yBary 30CepeauMO caMe Ha peami3amii Iboro

AITOPUTMY .

2.2 OOrpyutryBaHHs BUOOpPY 3aco0iB 1jsi moOyI0BH CHCTEMH Ta MOBH

nporpamMmyBaHHA

Embarcadero Delphi, panime Borland Delphi 1 Codegear Delphi, — inTerpoBane
cepenonuliie po3pooku I13 mns Microsoft Windows, Mac OS, 10S i Android moBoro
Delphi (1o panime Hocuna Ha3By Object Pascal), ctBopena cnouatky ¢dipmotro Borland
1 Ha JaHWM MOMEHT IMpHUHAJIe)KHA U po3podsroBanbHa Embarcadero Technologies.

Embarcadero Delphi € wacturoro nakera Embarcadero RAD Studio 1 mocTaBisieThcs B
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qoTUphoX peaakiissx: Community (TOMIMPIOETHCS OE3KOIITOBHO M Mae OOMEXKEHY
JIIEH3110 Ha BUKOPHUCTAaHHS B KOMEpLiHUX 1111sx), Professional, Enterprise 1 Architect.

Delphi 10.4 Sydney

Bunymeno 26 tpasusa 2020 poky. RAD Studio Delphi 10.4 3a6e3neuye 3Ha4HO
NOJIMIICHY  BUCOKONPOIYKTUBHY  HaTUBHY  miaTpuMky  Windows,  kpairy
MPOAYKTUBHICT, PO3POOKHM, MHUTTEBI TijaKa3ku code completion, npucCKOpeHHs
BUKOHAHHS KONy 13 CHHTAKCHCOM KEPOBAHWMX 3allHCIB, TOJIMIICHHS BHKOHAHHS
napajenbHUX 3aBJaHb Ha cydacHux Oaratosgepuux CPU, a Takox mictuth Oibin 1000
BUMpABJICHb OariB, MOJIMIICHHS MPOIYKTUBHOCTI cepeloBUINa ¥ 010i0Tex 1 O6araro
4Oro Kpim Toro.

OcHosHi MoxuBocTi Delphi 10.4.1:

— IcrotHi posmmpenns s Windows: MOMIMIIEHHS JUIsi 3aCTOCYHKIB Ha
moHiTopax 4K High DPI, iaterpamis 3 HoBuM WebView2 nHa 6a3i Chromium,
BUKOPHUCTaHHs posmupeHux title bars, takux ke, sk B Office, Explorer, Google
Chrome.

— KepyBanns mam'sttio B Delphi Temep cranmaptu3oBaHe Ha BCIX
MIITPUMYBaHUX IIaTGopMax — MOOUIBHUX, HACTUIBHUX 1 CEPBEPHUX — BUKOPUCTOBYUHU
KJIACUYHY peai3allifo KepyBaHHS I1aM'STTIO 00'€KTIB.

— Icrorne mominmenHs Delphi Code Insight (6e3 moxxinBoro OJI0KyBaHHS
IDE — B okpeMomy mpoiieci), mo JT0MOMOXKE TIPH poOOTI 3 BEIUKUMHU ITPOCKTaAMHU.

— Tun npanux Delphi «record» Ttemep miaTpuMyTh MOBUIBHI i1HIiIiali3aliio,
dinami3ario i onepari KOmioBaHHS.

— Posmmupena miarpumka 6i6miotex C++: ZeroMQ, SDL2, SOCI, 1ibSIMDpp 1
Nematode.

— Bigmagauk Win 64 (ma LLDB) 1 36upau qis C++.

— [Mommmenus mia C++: Brimrodyena Benmuka KigbkKicTh mnoimnmens STL 3
Dinkumware.

— IMintpumka Metal Driver GPU ansg macOS 110S.

— BOynoBanuii Fmxlinux.
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— Kommnonent Twebbrowser niis 10S Tenep peanizoBanuit Ha Wkwebview API.
Peanizaris komnonenra Media Player qyst macOS tenep BukopuctoBye Avfoundation.
PeanizoBanuii 3anoBo ctuiizyemuiit FMX komnonenT TMemo Ha matdopmi Windows
3HAYHO MOJIIIICHHH 1 Tenep Mae BiaMiHHY miaTpumky IME.

— UwuceHH1 MOJIMIIEHHS MBUIKOCTI ¥ CTaOUIBHOCTI poOOTH Hamoi 610110TeKH
The Parallel Programming Library (PPL).

— JHonani onosneHi apaiisepu ais FireBird, PostgreSQL 1 SQLite.

— Kuientcpki 6i6miorekn HTTP 1 REST Client po3mupeni 3acTOCYHKOBHUMH
MoxIUBOCTAMU poOoTu 3 HTTPS. Takox Oynu po3mMpeHi MOXIUBOCTI MiATPUMKU
Amazon AWS services

— V Ttexnounorito Visual LiveBindings BHeceHa 0€3/114 MOJIMIICHb, y TOMY
YUCITI MBHUIKOIIT, IO CTOCYThCsI, 3acTocyHKiB Ha VCL 1 FireMonkey

RAD Studio 10.4 KopoTkwii orsi;

— Ictotni posmupenus angs Windows. CTBOpeHHsI 3aCTOCYHKIB, IO YYAOBO
BUTJIAAIOTH, 13 YITKUMHU eleMeHTaMmu iHtepdeiicy Ha 4k monitopax High DPI 3a
JIOTIOMOTOI0 HOBOi THYYKOI MIATPUMKH CTHWIIIB €JIEMEHTIB KEpyBaHHS Ha eKpaHi.
InTerparis 13 cydacHuMH, Oe3medHHMM Wweb-TexHoJorisiMu Bijy Microsoft — HOBUM
WebView2 na 6a31 Chromium. Buxopucranus cyyacHuX po3mupeHux title bars, Takux
ke, sk B Office, Explorer, Google Chrome, y cBoiXx mpoekTax. ICTOTHI MOMINIIIEHHS
HAJIHHOCTI HAJIArOKEHHS B HOBOMY Biptanauky st C++ Windows 64-bit.

- 3pocia TPOAYKTUBHICTh pO3pOOKHU. PICT MNpOAYKTHBHOCTI 3a paxyHOK
MUTTEBOI peakirii minka3ok code completion y cepemosuiil IDE. Kpama cymicHicTb 13
y)K€ HasBHOIO KOJOBOIO 0a3010, 1 CHOpPOIIEHHS WPOrpamMyBaHHS 3a pPaxXyHOK
yHI(pIKOBaHO1 apXiTEeKTypu KepyBaHHs mam'saTTio. [lIBujke 3B'si3yBaHHA JaHUX 1
BI3yaJIbHUX €JIEMEHTIB 3a JIOMOMOTOK po3iiupeHoi TexHosorii Visual LiveBindings 3
MIJBUIICHO MBHAKOAIE0. [IpocTe BUKOpUCTaHHSI PO3MOBCIOKEHUX 010710TeK CH,
Hanpukiaa, ZeroMQ, SDL2, SOCI, 1ibSIMDpp i1 Nematode. OHoBJIeHa MATPUMKA
Amazon AWS cloud.
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— Ilommmrenss mBuakoaii 1 sxoctl. biaemr 1000 nosmimiireHs MBUAKOMIT 1
akocti. Kpama edekTuBHICTH KOOy 3a JIONOMOTOI0 HOBOTO CHHTaKCHUCY custom
managed records. binbln mBHAKE BUKOHAHHS MapajelbHUX 3aBJAaHb Ha CYYaCHUX
oararosnepuunx CPU. Ilepekonaerecs B NPUCKOPEHHI BiJoOpa)KeHHs Ha €KpaHi 3
niarpumkoro Metal API va macOS 110S. Kpaia cymicHICTS 13 yke HasBHOIO KOZOBOIO
0a3010 ¥ CHOpPOIIECHHS TIPOrpaMyBaHHS 3a paxyHOK YHI(PIKOBAHOI apXiTEKTypH
KEpyBaHHS [aM'SITTIO.

Icrorne moanimmennst Delphi Code Insight

Sk HaitO1IbIIE ¥ TOJIOBHE MOJIIIIIEHHS IHCTPYMEHTIB IIporpamyBanHs Delphi 3a
oarato pokiB, B 10.4 Delphi Code Insight peanmizoBanuii wepe3 Language Server
Protocol (LSP). LSP — e texHosoris reHepariii pesyipTatiB aiis code completion,
HaBiramii i 1HIIKUX cepBiciB B okpemomy mporeci. Lle 3HauuTh, mo code completion 1
Code Insight omepxaTh Oinbil TOYHI pe3ynbratd 60e3 OnokyBanns IDE. 10.4
3a0e3neuye Habarato OUIbII BUCOKY MPOJIYKTUBHICTH PO3POOJIIOBAYIB, K1 MPAIIOIOTh
13 OUTBIIMMU TIPOEKTaMHU, 10 MICTSTh MIJIbHOHM PS/IKIB KOAY.

Delphi Custom Managed Records

Kimrouoe posmmpennss moBu Delphi: tunm ganux Delphi «record» Temep
OiATPUMYTh  JOBUIBHI  iHIIamizamito, (QiHamizamiro ©W omeparii KOIIIOBaHHS.
VYrpansiite TeM, K 11 CTPYKTYpPH CTBOPIOIOTHCS, KOMIIOIOTHCS W 3BUIBHSIOTHCS 3
JIOTIOMOT'Y BaIlloTo KOy, sSIKHii Oy/ie BUKOHYBATHUCS Y BIATIOBITHIUI MOMECHT.

[le po3mupoe MOTYXHICTh KOHCTpyKuUid records B  Delphi, sxi
BUKOPHUCTOBYTLCS 1100 OJIepkKaTh O1IbITy €(eKTUBHICTh Y MOPIBHSAHHI 13 KJIacaMHu.

€1nHe KepyBaHHA NaM'ATTIO

KepyBanus mam'sttio B Delphi Tenep cranmapTu3oBaHe Ha BCIX MIATPUMYBaHHUX
maT@opMax — MOOUTBHMX, HACTUIBHUX 1 CEPBEPHUX — BUKOPUCTOBYUHU KIIACHYHY
peasi3alliro KepyBaHHS aM'ATTIO 00'€KTIB.

Y mnopiBasHHI 3 Automatic Reference Counting (ARC), me pnae xparry
CYMICHICTh 13 ICHYYHM KOJIOM 1 CHOpOIIy€ HAmuCaHHS KOMIIOHEHTIB, Oi0mioTeK 1

3aCTOCYHKIB.
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ARC wmopenbp kepyBanHs mnam'stTio model 3anumumnacs nans KepyBaHHA
psAKaMu ¥ MOCWJIaHHAMH Ha TN iHTepdeiicy Ha Bcix miaatgopmax. Hma C++ 1e
O3Hauae, IO TIpU CTBOpeHHI W 3BiUIbHeHHI Delphi-style xmacie B CH++
BUKOPHUCTOBYETHCSI 3BUYAiHE KEpPyBaHHs MaM'sATTIO, K y Oyab-skoro heap-allocated
kiacy C++, 110 3Ha4HO 3HUXKYE CKIATHICTD KOMY.

Po3mupena nmigTpumka 6iéaiorex C++

B 10.4 mu noptyBanu 6araro nonynsipaux 6i6miorek C++ y C++Builder.

3a0e3neyuBIIM ONTHUMI30BaHy MIATPUMKY 0Oi0miotek ZeroMQ, SDIL2, SOCI,
1ibSIMDpp 1 Nematode, nopsin 13 yxxe miarpumyBanumMu Boost 1 Eigen, siki MOXyTb
OyTH [10/1aHI 3a JOTIOMOTOI0 MeHeKepa nakeTiB Getit.

Win 64-Binniagnuk i 30upay giasa C++

B 10.4 3'sBuBcsa HoBuii Bigmaguuk C++ mis Windows 64-bit. Bimnamgank
3acHoBaHuil Ha LLDB 1 noka3ye 3nauHe 301IbII€HHS CTa01IbHOCTI MPU HAJIArOHKEHHI
64-bit 3aCTOCYHKIB MOpsiA 3 HOBUMHU BIIJIAJOYHUMH MOKIJIMBOCTSMM, TaKUMU SK
neperysin 1 iHcmekis tumiB HayeOTo psakiB C++ 1 Delphi, a takox xomekuiit STL,
BKrouaroun std::vector, std::map 1 iHmmx. KpiM Toro, 3sreHepoBaHa JJisi 3aCTOCYHKY
BiMIagouHa 1HGoOpMalisl Mae I1HIMH  BHYTpIlIHIA (opMar, CHPUAIOYH  OUIBII
cTablTbHOMY ¥ 6araTroMy Ha MOJIMBOCTI MPOIECY HAIATOJKEHHS, O1IBIN TOKIATHIM
nepensiay 1 iHcnekiii B debug-time.

IHigBuieHHs AKOCTI i MIBUAKOAII IHCTPYMEHTIB

~ Benmka kinpkicts omimmenb STL Bix Dinkumware.

— Tlominmieni nesxi HauBaXkaIuBiII MeToau i oonacti RTL, Ha 6a31 mosinmeHs
CYMICHOCTI 3 nonyisgpHuMu 6i0miorekamu C++.

— Tominmena miarpumka Cmake.

~ Benuka KUIbKICTh BUIIPABJICHB IS MTIABUIIIEHHS CTaO1IBHOCTI 1 IKOCTI.

~ Bignonenns Windows API — O6noBneHo i goganu 6e3miy nexmaparii API

1006 1006uTHCS 11e 01101 1HTerparlii 13 argopmoro Windows.
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~ 3aranbHi BIOCKOHaJIeHHs B Oi0mioremi pgoctymy 1o bJl  FireDAC,
BKJIOUaloun oOHoBIeH1 JpaiiBepa nans FireBird, PostgreSQL 1 SQLite. Bubip
CTaTUYHOTO a00 AMHAMIYHOTO MiaKIoueHHsS SQLite 10 3aCTOCYHKY.

3mineni ctuii VCL aas High DPI

B 10.4, apxitektypa ctumizainii VCL Oyna cyTTeBO pO3LMIMpEeHa A MiITPUMKH
High DPI 1 4K wmonitopiB. Tenep yci enementun Ul Ha dopmi VCL aBTOMaTHuHO
MacIITadyTbCs TiJ BIAMOBIZHE OO MOHITOpa JO3BLT JUIsi MOKasy Qopmu. bys
onosyieanit API ctumizamii st migTpumku ctuotiB high DPIL

Koxuuit rpadiunuii enement Ul moxke Oytu oOpanmii 3 HabOpiB pi3HUX
MacmTabiB 1 MacmraboBaHuii no mnotpidnoro DPI, mo npae uitke 300pakeHHS
enemenTiB Ul Ha BCiX MOHITOpax.

Hogi High DPI cruai i cruiizanisa okpemux VCL koMnoHeHT

O6noBneHO Benuke 4ucio BOymoBaHux 1 mpemianbHux VCL cTumiB s
HNIATPUMKH HOBoOro pexumy crwm3amnii High-dpi. Ile o3Bossie Bam cTBOprOBaTu
3aCTOCYHKY 3 BiIMIHHUM JW3aHHOM JIJIsI BCIX MOHITOPIB.

Pospo6atoBaui VCL 3acTocyHKIB Terep MOXKYTh BUKOPUCTOBYBaTH Tpoxu VCL
CTWJIIB Ha pI13HUX (opMaxX B OJTHOMY 3aCTOCYHKY a00 B PI3HMX KOMIIOHEHTIB Ha OJHIN
dopmi. Ile Takox BKJIOYAE CTHMI3AII0 KOMIOHEHTIB 3arajlbHOI0 TEMOK IS
miatgopmu. KpiM 3acTOCYHKOBOi THYYKOCTI BHUKOPUCTaHHS CTHIIIB, 1€ JIO3BOJISIE
BUKOPHCTOBYBaTH HECTHJII3yeMiI KOMIIOHEHTH 13 30BHImHIX 0i6miotek B VCL
3aCTOCYHKAX, 1110 BUKOPHCTOBYThH CTHJIb.

Hoainurena kpoccnaar@GopmMeHicTh

~ Jlogana miarpumka Metal Driver GPU mis macOS 110S.

- Kpim niagrpumku octanuporo i0S SDK, B RAD Studio 10.4 po3po6:toBaui
MOXXYTh 3a/I0BOJIbHUTH HOB1 BUMOTU Apple 10 Habopy CTapTOBUX €KpaHiB.

- PeanizoBanuit 3aHoBo ctunizyemuit FMX xomnonent TMemo Ha mnatdopmi
Windows 3Ha4HO MOJIMIIIEHUH 1 Tenep Mae BiaMiHHY miaTpumky IME.

- KopuctyBauam pemakmiit  Enterprise a6o Architect noctymHa moBHa

inTerparisa Fmxlinux 3 IDE qis ctBopenHs kinieHTChkuX 3actocyHkiB Linux 3 GUI.
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- Kowmmnonent Twebbrowser mis 10S Tenep peanizoBanuit Ha Wkwebview API.

- Peanizanis komnonenta Media Player nmius macOS Ttemep BHKOPUCTOBYE
Avfoundation.

OnoBJjieHnii MmeHeqKep nakeriB Getit

Menemxep nakertiB Getit B IDE O0yB 3HauHO BIOCKOHANEHUIA.

JlaTu BUITYCKY peJii3iB MaKeTiB TeNep BUJIHI, 1 MOXKJIMBE COPTYBAHHS CIUCKY IO
X JaTax; BigOip TUIBKH BCTAHOBJICHHUX IAKETIB, KOHTCHTY, JOCTYITHOTO TUIBKHU TiPH
HAsIBHOCTI IIJIKMCKH, OaraTo 4oro iHIIoro.

YHiBepcanbHuii iHcTangaTop ais ycranoBku Online i Offline

B 10.4 BxiroueHWit HOBUU YHIBEPCAIBHHHA 1HCTAIATODP, SKUW BUKOPHUCTOBYE
TexHoJsorio Ha 6a31 Getit. Lle#t iHcTanarop niaTpumye sk online, Tak i1 offline (3 ISO)
BaplaHTH YCTAHOBKH.

Tenep 006o€ BapiaHTa YCTaHOBKH JO3BOJIIIOTH BaM yKa3aTH MOYATKOBHUI HAOIp
moxuBocTed RAD Studio nns ycTaHOBKHM, HanpuKiIaj, CBOK KOMOIHAIIO MOB
nporpaMmyBaHHS ¥ HUTbOBUX MiIaTdopM, MOB iHTepdeiicy, 1 AoaaBaTH 10 HHOTo abo

BUJIAJIATH HEMOTPiOHE B OYIb-SIKUM MOMEHT.

2.3 Po3ropHyTa NOCTAHOBKA 3aBAAHHSA

3rilHO 3 TEXHIYHUM 3aBIJaHHSM Ha BHITYCKHY KBamiikamiiiHy poOoTy 3a
IpyruM (MaricTepchKUM) pIBHEM BHIIOI OCBITH, peamizallii MmiJjsrae mporpaMmHe
3a0e3neueHHs, ske npusHaueHo s cuctemu Flash Drive.

B mpoueci po3pobku BumyckHOi KBamiikamiiiHoi pobOTH 3a ApyruMm
(MaricTepchKMM) piBHEM BHUIIO1 OCBITH HEOOX1JHO BUKOHATH HACTYIMTHUN 00CAT poOOTH:

a) MPOBECTU aHaNi3 iICHYIOUNX CHCTEM-aHAJIOTIB JIJIsl BUSBIICHHS 1X MO3UTHUBHUX i
HETaTUBHUX SIKOCTEH. Pe3ynbraTn aHasmizy BpaxyBaTH B TIOJATBIITNX PO3POOKAX;

0) BUOpaTH Ta OOTPYHTYBATH METOJUKY MOOYJAOBH CUCTEMU KOHTPOJIO POOOTH
TEXHOJIOTIYHOTO OOJagHAaHHS Ha BUPOOHUIITBI B aBTOMATH30BAHOMY PEXKHUMI.

Po3pobutu pyHKIIOHAIBHY Ta CTPYKTYPHY CXEMHU CUCTEMU;
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B) pO3pOOUTH MporpamMHe 3a0e3MeYeHHs] CUCTEMH, 1110 JI03BOJIUThH peajizyBaTu
NOCTaBJICHYy TEXHIYHMM 3aBIaHHsIM 3amady. [loOymyBaTu OJOK-CXEMH alrOpUTMIB
porpamu Ta MiANporpaMu;

') opraHizyBaTu iHTepdehc KoprcTyBadya 3 MeTOo0 (OpPMyBaHHS Ta BUBOJY Ha
ekpad EOM mnoBijoMJIeHb PO HEKOPEKTHI il KOPUCTyBaya Ta HECTAHIAPTHI CUTYallli
B pOOOTI TEXHOJIOTIYHOTO O0JIaHAHHS,

1) pO3pOOUTH PEKOMEHAAIIl MO OpraHi3amifHNX Ta METOIUYHUX 3aX0Aax, sKi
3a0e3neyaTh BIOPOBAPKCHHA CHCTEMH B MPOMUCIOBY €KCIUTyaTalilo Ta Ii MOJANbIIy
YCHIIIHY €KCIUTyaTallio;

€) MPOBECTH PO3PaxXyHKH TIO BHU3HAYEHHIO EKOHOMIYHOI  €(EeKTUBHOCTI
PO3pO0IEHOT CUCTEMU;

) pO3pOOHUTH 3aX0JH MO OXOPOHI Mpalli MpU BIPOBAKEHHI Ta €KCIUTyaTallii
CUCTEMH, a TAKOK PO3POOUTH 3aX0H 3 IIUBIIHHOIO 3aXUCTY;

3) chopMyBaTH BHUCHOBKM TMpPO BHKOHAHMM oOcar poOIT Ta oJepxaHi

pEe3yJbTaTH.
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3 OIIUC 1 OBTPYHTYBAHHSI ITPOEKTHUX PIIIEHDb

3.1 Onnc GpyHKIIOHYBAHHA CUCTEMU

Omnuc aaropurmy AES

BusznaueHHs ii JonoOMixkHi npoueaypu

BBenemo psin BU3HaYEHB 1 JOMOMIDKHUX MPOIEAYP, IKI BUKOPUCTORYIOTLCS MpU

peamizaiii anroputmy AES — Advanced Encryption Standard.

Ta0nuis 3.1 — Busnauenus

Block MOCIOBHICTh OIT, 3 AKUX CKJIadaeThes input, output, State 1 Round
Key. Takox mig Block MokHa po3ymiTu mOCIiI0BHICTS OaiT
Cipher Key CEKpEeTHMM, KpuntorpadidyHuii K09, 110 BUKOPUCTOBYEThCS Key
Expansion mpouenyporo, mo6 3pobutu Halip KIIOUIB AJIA PayHIIB
(Round Keys); Moxxe OyTu IpeacTaBieHui sIK NPIMOKYTHHI MacuB
0alTiB, 1110 Ma€ YOTUPHU PsJIKU M Nk KOJIOHOK.
Ciphertext BUXI/IHI JIaH1 aITOPUTMY MHU(PPYBaAHHS
Key Expansion | nmpouienypa BukopucroByBana mis reHepariii Round Keys 3 Cipher
Key
Round Key Round Keys Buxozate 13 Cipher Key BUKOpPUCTOBYHOYH TPOLIEAYPY
Key Expansion. Bonu 3actocoByrotbest 10 State mpu mudpyBaHHi i
po3mudpyBaHHi
State IPOMIKHUI pe3ynbTaT MU(PYBaHHS, IO MOXE OyTH MpeICTaBICHUNA
SIK TIPSIMOKYTHHM MacuB OaiTiB 1m0 Ma€ 4 psiaku il Nb KOJTOHOK
S-box HeJiHIHA TaOJuIl 3aMiH, 10 BUKOPHUCTOBYETHCS B JEKIIBKOX
Tpancopmariisx 3aminu Oait 1 B mpouenypi Key Expansion s
B3a€EMHOOIHO3HAYHOI 3aMiHU 3HaYEHHA OaiiTa
Nb quci0 cToBMOINB(32-yX OITHUX CIIB), IO CTAHOBIIATH State.
Hns, AES Nb =4
Nk qHCIio 32-yX OITHUX CIiB, IO CTAHOBJIATH MIH(PPOKIIOY.
Jna AES, Nk= 4,6, a6o 8
Nr YUCIIO payHIiB, o € ¢pyHkiiero Nk i Nb. Jlna AES, Nr=10, 12, 14
Rcon[] MacHB, 110 CKJIAIAETHCS 3 OIT 32-X pO3psSIAHOTO CIIOBA 1 € MOCTIMHUM
JUTSl TAaHOTO payHIly
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Ta6muns 3.2 — JlomomixkH1 IporieAypU

AddRoundKey()

TpaHcopmarlliss mpu MHUPpyBaHHI W 3BOPOTHOMY MIU(PYBaHHI,
npu skymy Round Key XOR ¢ State. [omxuna RoundKey
TopiBHIOE po3Mipy State (Ti, sikio Nb =4, To nopxuHa RoundKey

nopiBHIOe 128 6iT abo 16 Oaiit)

InvMixColumns()

TpaHcdopmarlis mpu po3mudpyBaHHI sSKa € 3BOPOTHOK CTOCOBHO

MixColumns()

InvShiftRows()

TpaHcopmarliss Ipu po3HppPyBaHH] KA € 3BOPOTHOIO CTOCOBHO

ShiftRows()

InvSubBytes()

TpaHcdopmariis mpu po3mudpyBaHHi sKa € 3BOPOTHOK CTOCOBHO

SubBytes()

MixColumns()

TpaHcopmariis pu mudpyBaHH1 sika Oepe Bci croBmii State 1
3Milnye iX gaaHi (He3aJeKHO APYT Bif Jipyra), o0 oAep>KaTh HOBI

CTOBIILI

RotWord()

(dbyHKIIA, 0 BUKOPUCTOBYEThCA B Tiporienypi Key Expansion, 1o
O6epe 4-x OaiiTHe CcilOBO W poOUTH Hag HUM IUKIIYHY

MIEPECTAHOBKY

ShiftRows()

TpaHcopmailii mpu mudpyBaHHi, ki o0poOsstOTH  State,

MUKJTYHO 3MIMIAI0YN OCTaHHI TPH pAAKU State Ha pi3HI BEIUYUHH

SubBytes()

tpancopmanii mnpu mudpyBaHHI gKi 00poOmsA0TH - State
BUKOPHUCTOBYIOUYHM HENIHIAHY TaOIUIIO 3aMillieHHsT O6aiTiB (S-box),

3aCTOCOBYIOYHM 11 HE3aJIEXKHO IO KOKHOro Oaita State

SubWord()

¢byHK1is, BUKOPUCTOBYBaHa B mpouenypi Key Expansion, mo 6epe

Ha BXOJ1 YOTHPHOXOAMTHE CJIOBO ¥ 3acTocoByrouM S-box 10

KOXHOTO 13 YOTUPHOX OANTIB BHIa€ BUX1JIHE CIIOBO

HIudpyBanus

AES € cranmaprom, 3acHoBanuM Ha anroputmi Rijndael. Ins AES nosxuna

input (6y10Ky BXigHUX AaHUX) 1 State (cTaHy) mocTiiiHa i mopiBHIOE 128 6IT, a MTOBXKUHA
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mudpoxaoda K cranoButh 128, 192, abo 256 6ir. [Ipu npomy, BUXITHUM aarOpUTM
Rijndael nonyckae noBkuHy Kiroda i po3Mip 070Ky Big 128 10 256 61T 13 KpokoM B 32
Oita. [lns mos3nauenHs oOpanux nmoBxkuH input, State i Cipher Key y O0aiitax
BUKOPUCTOBYEThCsSI HOTariss Nb =4 nns input 1 State, Nk=4, 6, 8§ qmsa Cipher Key
BIJIMOBITHO JJIs P13HUX JIOBXKHH KJTFOUIB.
Ha nouatky mmdpyBaHHs input KOMIIOETHCS B MacHB State 3a MpaBUIIOM:
s[r,c] =in[r+4c],
mm0<r<ipl<e< Nb,
ITicns meoro o State 3actocoByethes mpouenypa AddRoundKey() 1 motim
State mpoxomuTh uepe3 mporeaypy Tpancdopmarnii (paynm) 10, 12, ado 14 pazis
(3aJIeXKHO B MOBXKHHH KJIIOYa), IPU LIbOMY Tpeba BpaxyBaTH, L0 OCTaHHIN payHn
TPOXU BIAPIZHIETHCSA BiJl TMOMEpPEAHIX. Y MIJICYMKY, IICJs 3aBEPIICHHS OCTaHHBOTO
payHay Tpancdopmariiii, State KOmreTbes B output 3a MpaBUIOM:
out[r + 4c| = s[r,c],
g 0<r <4y 0<c< Nb,
Omnepanis mudpyBaHHs omnucaHa B 1ceBaokoai. Oxpemi TpaHchopmariii
SubBytes(), ShiftRows(), MixColumns(), 1 AddRoundKey() — oOpobnsitors State.
Macus w[] — mictuts key schedule.

@OyHKuisg WUPPYBaHHS B [ICEBIOKOAI

Cipher (byte in[4*Nb], byte out[4*Nb], word w[Nb* (Nr+l)])
begin
byte state[4,Nb]
state = in
AddRoundKey (state, w[0, Nb-1])
for round = 1 step 1 to Nr-1
SubBytes (state)
ShiftRows (state)
MixColumns (state)
AddRoundKey (state, w[round*Nb, (round+l)* Nb-1])
end for
SubBytes (state)
ShiftRows (state)
AddRoundKey (state, w[Nr*Nb, (Nr+l)* Nb-17])
out = state

end
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SubBytes()

[!-'nuhi'l:-'ma}

Pucynox 3.1 — Ommc nmponieaypu SubBytes()

Y mpouenypi SubBytes, koxHuii 0aliT B state 3aMiHSETHCS BIANOBITHUM

eJIeMEHTOM y (ikcoBaHO1 8-01THII Tabuinili NoMyKy, S; b; = S(a;).

[Tponienypa SubBytes() 00pobiisie KOXKHMI OalT CTaHy, HE3aJeKHO POOJISTUU

HeJHIMHY 3aMiHy OalTiR BHKOPUCTOBYIOUM Tabiuiro 3amiH (S-box). Taka omeparris

3a0e3neuye HEMHINHICTh anroputMy mudpyBanns. [loOymnoBa S-box ckiamaerbes i3

1BOX KpokiB. Ilo-niepmie, BUpoOnseTbes y3arTs obepHeHoro umcna B GF{28). Tlo-

Apyre, 10 KOXXHOTo 6aita b 3 AKMX CKJIAQAAEThCS S-bOX 3aCTOCOBYEThCS HACTYIHA

omepartis:

bi (<

b; = b; @ b(i+aymods P biit5ymods © Diit6ymods & Biit+rymods © Gi,

_ 0<i<8,

—  b;ei-uu OiT b,

—  ¢i—i-uii 6it ¢ = {63} a6o {01100011}.

B,
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BJIaCTHUBOCTAX.
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BIIIIOBIIHO.

ShiftRows()

by, ]
b, 1
b 1
by 1
b, 1
b; 0
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T80 Hal Hal 3 822823 220 32,
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" 1830 S31| G52 Sa 33,31 a:,n] 931|932

Pucynok 3.2 — Onuc npoueaypu ShiftRows()

BJI1BO. Po3Mip 3cyBy 6aiiTiB KOKHOTO psAIKa 3aJ€XKHUTh BiJl ii HOMEpa.

Takum YHNHOM, 33663HC‘1Y€TBCH 3aXHUCT BiI[ aTakK, 3aCHOBAHUX Ha ITPOCTHUX aJIFC6pa.1.‘1HI/IX

VY nponenypi ShiftRows, 6aiiTH B KOXKHOMY PSIKY state MUKIIYHO 3pYIIYIOThCS

ShiftRows mparroe 3 psankamu State. [lpu miii Tpancdopmariii psjaka cTaHU
IIUKJIIYHO 3PYIIYIOTHCA Ha # OalT 1O TOPHU3OHTANI, 3aJeKHO BiJ HOoMepa psaka. s
HyJaboBOrO psaka »=0, mig nepmoro panka »=1 1 T.0.. Y Takuii cnoci0 KOXHa
KOJIOHKA BHUXIJIHOTO CTaHy Micjs 3acTocyBaHHs npouenypu ShiftRows ckmamaerses 3
0aiiTiB 3 KO’KHOT KOJIOHKM MTOYaTKOBOro crany. /st anroputmy Rijndael marrepn 3cyBy
psankiB ais 128 1 192-x OiTHUX psAKiB ogHaKOBUN. OqHAK 1715 OJIOKY po3MipoM 256 OiT

BIJIPI3HSAETHCS BiJI MOMEPEIHIX TUM, 1110 2, 3, 1 4-1 psiiKK 3MimaThes Ha 1, 3, 14 GalTu

BuM. Apx.

Mo QoKym.
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MixColumns()

9,1
au. 0,2 ao_z bo_.t: 0.2 bﬂ,a
a, 4 %L1 1.2| 9.3 [Hixcﬂlumn} bx,c 1.2 bl.!
—»
94 9, Pa: 93 2 b.?‘i
a:,: 3 3,2 933 L2 b}.]
2.1

& c(x)

Pucynoxk 3.3 — Onuc nporneaypu MixColumns()

Y mpouenypi MixColumns, KokHa KOJIOHKa CTaHy IE€PEMHOXYEThCA 3
¢bikcoBaHMUM OAraTOUJICHOM C(X).

VY npouenypi MixColumns, 4oTupu 6aliTH KOKHOT KOJOHKH State 3MIlTyIOThCS
BUKOPHUCTOBYIOUM JJIsI I1150T0 0O0OpOTHY JiHiNHY TpaHcdopmariito. MixColumns
0o0po0iisie cTaHy MO KOJOHKaX, TPAKTYIOUM KOXKHY 3 HHUX SIK IOJIIHOM YETBEPTOTrO
crynens. Hax nuvu nomisnoMamu BUpoOIseTbest MHOXKEHHS B GF(28) o momxymi x* + 1
Ha QikcoBanuii Garatounen c(x) =3x> + x> + x + 2. Pasom 3 ShiftRows, MixColumns
BHOCUTE Tu(y3it0 B .

AddRoundKey()

VY mpouenypi AddRoundKey, xoxxuuii 6aiitT ctany moeanyethcs 3 RoundKey
BukopuctoByroun XOR operation (). V mpomeaypi AddRoundKey, RoundKey
KOKHOTO payHIy moeaHyeThes 3 State. Jlns koxHoro paynny Roundkey Buxomuts i3

CipherKey BukopucroByroun npouenypy KeyExpansion; koxuuii RoundKey takoro x

ApPK.

BKPM-123.22.0021.00.00.713

Bum. | Apx. | Ne Dokym. ITionuc | Jama 28




po3mipy, mo ¥ State. IIponenypa poouts mobitopuit XOR koxkHoro Oaiita State 3

KoxHUM Oaiitom RoundKey .

aI'.'I.E 30.3

a .l a

bﬂ.ﬂ bﬂ.l bG.I bﬂ.]

Eddﬂoundﬁ%,

b, o

Pucynoxk 3.4 — Onuc nponeaypu AddRoundKey()

KeyExpansion()

AES anroputw™m, BukopuctoByroun npouenypy KeyExpansion() 1 momarouun B Hel

Cipher Key, K, omepxye kiroui ajis BCiX payHaiB. YChoro BiH oaepxkye Nb*(Nr + 1)

CJIIB: CHOKOHBIYHO JIJI aJITOPUTMY TTOTpiOeH Habip 3 Nb ciiB, 1 KO)kHOMY 3 Nr payH/IiB

notpioHo Nb kmo4oBHX Habopy AaHux. OTpUMaHMI MacHB KIIIOYIB JAJS payHIIIB

MI03HAYAETHCS SIK W[i], 0<i< Nhx(Nr+1)

Oynkiis SubWord() 6epe yoTuphox0aiToOBE BX1JIHE CIOBO i 3aCTOCOBYE S-box

70 KOXKHOTO 13 YOTHUPHOX OalTiB Te, MO BUUIUIO MOJAEThCS Ha BuxiA. Ha Bxifg

B,
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RotWord() mogaeTbest cioBo [ao,a1,d2,a3] AK€ BOHA ITUKIIIYHO TIEPECTaBIISIE W TTOBEpTAE
[a1,a2,a3,a0]. MacuB ciiB, CiliB TMOCTIMHHM Ui JaHOro payHAy, Rcon[i], MicTUTBH

spadenns [x'~1,00,00,00], ne x = {02}, a x'~ ! € crynenem x B GF {28} (i mounnaerncs 3
1).

3 pucyHka MoXKHa mo0aunTh, 1O Tepiri Nk CIiB PO3IMIMPEHOr0 KIF0Ya
3anoBHeH1 Cipher Key. ¥V koxHe HacTymnHe clioBO, w[i], K1aje 3HaYeHHsI OTPUMaHE I1pU
onepaiii XOR w[ i-1] 1 w[i — Nk], T1 XOR’a monepennporo i Ha Nk mo3uIliii paHimie
cmiB. Jlns cmiB, mo3uis skux kpatHa Nk, mepen XOR’om mo w[i-1] 3actocoByeThCS
TpachopmMmairis, 3a sikoi Tpedba XOR 3 koHcTanTorO payHay Rcon[i]. 3azHauena Buiie
TpaHchopMaIlisi CKIAAAEThCS 13 IMUKIIYHOTO 3pymieHHs 0aiTi y cioBi(RotWord()), 3a
akoi ciigye npoueaypa SubWord() — e xx came, mo ¥ SubBytes(), Tiapku BxigHI U
BX1/IH1 JaH1 OyAyTh PO3MIpOM Y CIIOBO.

BaxxnuBo momitutH, mo npouenypa KeyExpansion() mis 256 6itHoro Cipher
Key HebGarato Bipi3HAETHCS Bl THX, SKI 3aCTOCOBYIOTbCS s 128 1 192 GiTHHX
mm@poxitouiB. Axmo Nk =8 1i—4 kpatHo Nk, To SubWord() 3acTocoByeTbCs 10
wli-1] no XOR’a.

IIpouenypa oaepxkannsa kiaouis s Bcix paynaiB KeyExpansion() y

NCEeBIOKOII

KeyExpansion (byte key[4*Nk], word w[Nb* (Nr+l)], Nk)
begin
word temp
i=0;
while (i < Nk)
w[i] = word(key[4*1i], key[4*i+1], key[4*i+2], key[4*i+3])
i =i+l
end while
i = Nk
while (i < Nb * (Nr+l))
temp = w[ 1-1]
if (i mod Nk = 0)
temp = SubWord (RotWord (temp)) xor Rcon[i/Nk]
else if (Nk > 6 and i mod Nk = 4)
temp = SubWord (temp)

end if
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end while
end
DyHKuis po3minppyBaHHS B NICEBAOKOII
InvCipher (byte in[4*Nb], byte out[4*Nb], word w[Nb* (Nr+l)])
begin
byte statel[4, Nb]
state = in
AddRoundKey (state, w[Nr*Nb, (Nr+l)* Nb-1])
for round = Nr-1I step -1 downto 1
InvShiftRows (state)
InvSubBytes (state)
InvAddRoundKey (state, w[round*Nb, (round+l)* Nb-11])
InvMixColumns (state)
end for
InvShiftRows (state)
InvSubBytes (state)
InvAddRoundKey (state, w[Nr*Nb, (Nr+l)* Nb-1])
out = state

end

BapianTu anropurmy

Ha 06a3i amroputmy Rijndael, mo nexuts B ocHoBi AES, peamizoBani
allbTepHATHBHI KpunToanroputMu. Cepen HAHOUIBII BiIOMUX — YYACHHKU KOHKYPCY
Nessie: Anubis Ha IHBOJIOLISX, aBTOpoM sikoro € Bincent PeliMen 1 mocuneHuit

BapianT mudpy — Grand Cru Hoxana Bopcra.
3.2 Po3podka CTPYKTYPHOI CXeMH

CtpykTypHa cxema HaBeJeHa Ha pucyHky 3.5. 3 Hei Mu 0Oauyumo, W10
po3poliena cucTeMa CKIaIaeThes 3 HACTYITHUX CTPYKTYPHHX OJIOKIB.

1. Jlani, siKi 3aMUCYIOTHCS Ha (JICIIKY.

2. bnox mmdpyBanHs 3a fonomororo anroputmy AES.

3. braok po3mudpyBanHs 3a nornomMororw anroputmy AES.

4

. drnemika Ha Ky 3anycaHi 3amu@poBaHi JaHi.
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OcHoBHUM 0110k cuctemu € Oyok mudpysanus AES. Posrisiaemo #ioro 611

NEeTaJILHIIIE.

brox mmdpyBanus

Po36uTTst nanux s mmdpyBaHHs Ha OJOKH

®opMyBaHHS CEaHCOBOTO KJIt0Ua 3 KIfo4a Mu(pyBaHHS

r---------------V-y------:---------¥--¥--¥-n-8¥VV-=-n——¥—V——— _l
| @ : — : I
= IlepeminryBaHHs OaiiTiB BIANOBIAHO 10 S-box |!
- = - - |
= | & [ukniyHMii 3CYB pSAAKIB |
N R |
! | § & [TepeminryBaHHs KOJIOHOK |
= | B e |
(D) I g = I
= |2 = [lepeTBOpEeHHS Ha/l JAHUMU 3 BUKOPUCTAHHAM ||
S |
= | A CEaHCOBOT'O KJIt04a |
Pl e JI
= .
% dopmyBanHa 010Ky MKU(PPOBAHUX JAHHUX Ta MMepeaaya ix Ha 3axuIIeHUH
= ¢rew-Hocii -
5 HOCIH
lap]
>
O
S
§ biok po3mmndpyBaHHs
E{ Po36uTTst nanux i posmudpyBaHHs Ha OJIOKU
5 dopmyBaHHS CEaHCOBOIO KJItoUa 3 KIro4a MU pyBaHHs
- :
£ | E 3BOPOTHUHN IIUKIIYHUAN 3CYB PSJIKIB :
| =
o, T oo ; o - '
E l 2 = 3BOpPOTHE MepeMilnTyBaHHs 0alTiB BIAMOBIIHO 0 I
e I o m _ I
= | o !
| D [lepeTBopeHHs Hajl JAHUMH 3 BAKOPUCTAHHAM ||
S g CEaHCOBOTO KIIF04a |
INE = |
| . |
e 3BOPOTHE TEPEMIIITyBaHHS KOJIOHOK }
e __ - }
MYBaHHS OJIOKY IITHA BaHUX JJaHUX Ta Ilepeaaya iX H
®o aHHs 0J10 oBa a a rmepezada ix Ha
dbrem-HociH
Pucynok 3.5 — CTpyKkTypHa cxeMa CUCTEMU
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AnroputM mmdpyBanHs AES mpaitoe HaCTyITHUM YUHOM:

1. Hani pist mudpyBaHHA input, po30MBaETbCsl Ha OJIOKM Ta KOIMIIOIOTHCS 10
YCTaHOBOYHOT'O MacuBy State, 3T1JIHO BUBHAUYECHOTO MTPaBUILy.

2. ®opmyeThesa ceancoBui kimou Round Key 3 kmoua mmdpyBanus Cipher
Key, 3a nonomoroto ¢ynkiii KeyExpansion().

3. Bu3zHavaeThcs 4KCIIO payH/IIB B 3aJIEKHOCTI BiJl TOBXHUHU Kiroda 10, 12, abo
14 pa3sis.

4. BukonanHs oneparii mudpyBaHHs, TOOTO BUKOHAHHSA payH/IiB IIH(pyBaHHS
BU3HAUYEHY B ITYHKTI 3 KIJIBKICTh pa3:

—3actocyBaHHsl SubBytes(), To0TO TpaHcdopmalii npu MmUPpPyBaHHI SKi
00po0st0Th State BUKOPUCTOBYIOUM HETIHIMHY TaOJUIO 3aMilieHHs 0alTiB (S-box),
3aCTOCOBYIOUH 11 HE3aJIEKHO JI0 KOKHOTO OaiiTa State;

—3actocyBanHsl ShiftRows(), T06T0 Tpancdopmaiili npu mudpyBaHHi, sKi
00po0sI0ThH State, IUKIIYHO 3MIIIAI0YU OCTaHHI TP psAAku State Ha pi3HI BEJIUUMHH,

—3actocyBanHss MixColumns(), T00T0 Tpancdopmarllis mpu mudpyBaHHI sKa
Oepe Bci cToBIi State 1 3MmimIye iX jaHi (He3aJaeKHO APYT Bif Apyra), Mmoo ojaepkaTu
HOBI CTOBIIIII;

—3actocyBanHsl AddRoundKey(), ToOTO Tpancdopmariis npu mudpyBaHHi, Ipu
akoMmy Round Key XOR ¢ State. Jlorxxuna RoundKey nopiBHioe po3mipy State (Ti,
skiio Nb = 4, To nosxuda RoundKey nopisatoe 128 6iT abo 16 6aiir).

5. ®opmyBaHHs OJIOKY 3amn(PpOBaHUX JaHUX, IS [BOTO TICIS 3aBEpPIICHHS
OCTaHHBOTO payHAy TpaHcopmMarllii, State KOMIIOETbCS B output 3a BHU3HAYCHHUM
TIPaBUIIOM.

Anroputm posmndpyBanua AES npaltoe HaCTyTHUM YMHOM:

1. lani nis posmmdpyBaHHs input, po30UBa€eThCS HA OJIOKHU Ta KOIIIOKOTHCS 10
yCTaHOBOYHOTO MacuBy State, 3T1JHO BU3HAYEHOTO MPaBUITY.

2. ®opmyeThesa ceancoBui ko Round Key 3 kmoua mmdpyBanns Cipher

Key, 3a nonomoroto ¢pynkiii KeyExpansion().
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3. BuzHavaeThCs 4KCIIO payHIIB B 3aJIEKHOCTI BiJl TOBXHUHU Kiroda 10, 12, abo
14 pa3sis.

4. BukonanHs omeparii po3mmdpyBaHHSI, TOOTO BHUKOHAHHS payH/IIB
mudpyBaHHS BU3HAYEHY B TYHKTI 3 KIJIBKICTh pa3:

—3actocyBanHsl InvShiftRows(), sxe mnpusHauene i TpaHchopmalii mpu
posmudpyBaHHi sika € 3BOpoTHOIO cTocoBHO ShiftRows(), ToOTO Tpanchopmariii mpu
mu@pyBaHHi, SKi 00poOIAIOTH State, MUKIIYHO 3MIIIaI0uX OCTaHHI TpU pSAAKK State Ha
pi3HI BETMYUHU;

—3actocyBaHHsa InvSubBytes(), sike mnpu3HaueHe miIsg TpaHchopmailii pu
po3mmdpyBaHH] sSKa € 3BOPOTHOIO CTOCOBHO SubBytes(), To6To Tpanchopmartii mpu
mudpyBaHHi sIKI 00pO0IAIOTE State BUKOPUCTOBYIOUYN HENIHIWHY TAOJHUIO 3aMIiIICHHS
OaitTiB (S-box), 3acTocoByroum i HE3aIeKHO IO KOKHOTO Oaiita State;

—3actocyBanHsl InvAddRoundKey(), To6To TpaHcopmaliis npu 3BOPOTHOMY
mudpyBanni, npu sskomy Round Key XOR 3 State. Jlorxxuna RoundKey mopiBHioe
po3mipy State (ti, skmo Nb =4, to norxuHa RoundKey nopisatoe 128 6it a6o 16
0aiT).

—3actocyBaHHsa InvMixColumns(), sike mpuszHadeHe s TpaHcdopmallli mpu
po3mmdpyBaHHi sSKa € 3B0OpoTHOIO cTocOBHO MixColumns(), To0To Tpancdopmartii mpu
mudpyBaHHi sika 6epe Bci cToBII State 1 3mimnye iX AaHi (He3aJIeKHO APYT BiJl IpyTa),
00 o/iepKaTH HOB1 CTOBTIIII.

5. ®opmyBanHs ONMOKy po3 3ammdpoBaHUX JaHUX, IS IBOTO MICIs
3aBEepIICHHS OCTAHHBLOrO payHAy TpaHcopmallii, State KOMiIOeTbCSs B output 3a

BU3HAYCHUM IIPpABUIIOM.

3.3 Po3poOka pyHKIiOHAIBHOI CXeMH

Ha pucynky 3.6 3o00paxeHa ¢QyHKIlOHaTbHa cxeMa cuctemMu. Hukde

PO3MIISTHEMO 1i OLIIbII JOKIAAHO.
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OyHKIIOHATBHA CXeMa CKJIAIAEThCSI 3 HACTYITHUX OJIOKIB:
1. T'onoBHE BIKHO MPOTPaAMHU.
2. brnok po36utts ¢remku Ha He3amu@poBaHy YacTUHY, Ta 3amudpoBaHy
JaCTHHY.
. brox 3unTyBaHHA Ta MepeBipKU Ha JIETITUMHICTH MAPOJIIO.
. brox migpaxyHky cripo6 BBEICHHS HEKOPEKTHOTO MapoJIio.

. brox mmdpyBanHs naHux.

3

4

5

6. bnox pemudpyBaHHs JaHUX.

7. Bnox rapaHTOBaHOTO 3HUIIEHHS 1H(GOpPMAITii.

8. Biok 0J0KyBaHHS KOMIT IOTEPA 3a JOTIOMOTOIO (hJICTITKH.

9. bnoxk monmomoru Ta iH(pOpMaIlii Mpo mporpamy.

PosrnanyBmm yci OJ0kM (PyHKIIOHANBHOI CXeMHU MepedzieMo A0 PO3TIsIIy

JiarpaMu B3a€MO/Iii MPOLIECiB, K1 BiIOYBAIOTHCS Y CUCTEMI.

brok mudpysanss/nemmdppyBaHHs
biok po3ouTtTs daeniku brok nomomoru
Ha He3amu(poBaHy Mox Brox Ta inpopmanii
JacTHUHY, Ta mudpysanns | | nemmdpysanns PO TpoTpamy
3amu(poBaHy YaCTUHY

t t ;
!

["'onoBHE BIKHO MporpamMu

7
v v v
biox biox biox biox
3YUTYBaHHS Ta HipaxyHKy rapaHTOBaHOI'O OJIOKyBaHHS
HepEeBIPKU Ha »| CTIpOO BBEJICHHS »| 3HHIICHHA KOMII I0Tepa 3a
JETITUMHICTh HEKOPEKTHOI'O 1HpopMmarii ZOTIOMOT 010
apoJIo apoJIro Gbnemkn

Pucynok 3.6 — @yHKIiOHaIbHA CXEeMa IPOrpaMHOro 3a0e3neueHHs
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Posrnsaemo  Ouapll geTanbHO — (QYHKIIIOHAIBHI  OJIOKM  IPOTPaAMHOIO
3a0€3MeUeHHS.

I'os10BHE BiKHO porpamMu

['onoBHE BIKHO J0/laTKa MPU3HAYEHE YISl IOCTYIY A0 yciX (PyHKIH mporpaMu
1 MICTHTB B CO0i:

—  Ha3BY MPOTrPaMHOT0 MOYJIS;

—  PSIIOK TOJIOBHOTO MEHIO;

—  TaHeJb IHCTPYMEHTIB;

—  pobouy o0nacThb;

—  CTaTyCHMM PSIOK CTaHy.

Baok po30ouTTsa (uiemikd HA He3amIM(POBAHY WACTHHY, TAa 3alIM(POBAHY
YaCTHHY

Jlo3Boyisie po30WTH HAKOMMYyBa4 Ha BIAKPUTY U 3axWineHy dacTuHuU. [lpm
BUKOHAHHI JIaHOi omepallii Ha mepiry Oyje MOMILICHWH 1 HEBETUKUN J0JaTOK s
JOCTYIy 10 Apyroi (Xo4da MepeMUKATHCS MOXHa W 3a JOMOMOTOI «3arajbHOI»
YTHIIITH).

[ToTiM 3agaeMo maposk 3BUYaNHUM YHHOM 1 BCE TOTOBO. €AMHUN HEIOMIK ITI€]
CXEMHU — OCKUTBKM OOMJIBI YaCTHHH MOHTYIOTbCS i OZHUM 1IM'IM 1 TPOCTO
NEePEMUKAIOTHCS, OJIEp>KaTH JIOCTYII Bipazy A0 000X HEMOKIIUBO.

B0k 3UuTyBaHHSI Ta MEPEBIPKU HA JIETITUMHICTH MAPOJII0

biok 3uMTyBaHHS Ta MEPEBIPKM HA JIETITUMHICTH MapOJIIO J03BOJIAE€ 3UUTATU
NapoJib Ta MOPIBHATU HOT0 3 TUM, SIKHM 30epekeHnil y nporpami. Takox € MOXKIIUBICTb
3aMiHM TIapoOJII0, 3acO000M BBEICHHS CTAaporo Mapojiio, Ta HOBOTO MApOJI0 3
i ATBEPHKCHHSIM.

bJiok migpaxyHky cnpo0 BBeJeHHS] HEKOPEKTHOI0 MapoJi0

[IpusHaueHHs MBOTO OJIOKY 3aKJIEYAETHCS Y TOMY, 11O MPUCTPii aBTOMATUIHO
OJIOKYeTbCS W TapaHTOBaHO BHAAIIEThCA 1HGopMaris micas 10 HeBmamux cnpod

YBEIICHHS NIapOJIA.
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baok muppyBaHHs 1aHHX

Le#t 610k mmdpye nani BukopuctoBytoun anroput™m AES. [letanbna pobota
LOI'0 AJITOPUTMY pO3NMCcaHa y myHKTax 3.1, ta 3.2.

biok nemm@ppyBaHHs 1aHUX

Ieit Omox po3mudpye nani BukopuctoByroun airoputM AES. JletanbHa
poboTa BOT0 AITOPUTMY poO3IKcaHa y myHkTax 3.1, Ta 3.2.

BJok rapanToBaHoro 3HuieHHs iHGopmairii

Ileit Onox mpu3HAYEHUN JJIsI TapaHTOBAHOrO 3HUILCHHS 1HGOpMaLlli, Mmpu
HENPaBWJILHOMY BBEJCHI MHapoio. 3 OocHOBY OyB BuOpaHuii amroput™m ['yTmana,
BUXOJISIYY 3 HACTYITHUX MIPKyBaHb.

Bei mporpamui peamizalniii anropuTMiB 3HUIICHHS iH(QOpMallii 3acHOBaHI Ha
HANMPOCTIIIKX OINEepallisxX 3anmucy, TUM CaMUM BiJI0OYBa€eThCsl OaraTopa3oBUil epe3anmuc
iH(popMalLlii B CEKTOpax IUCKa MOMUJIKOBUMH TaHUMH. 3aJeKHO BiJ aJTOPUTMY 1€
MOke OyTH BUIIQJIKOBE YHCIIO T€HepaTopa IMCEBJOBHUMAIKOBUX uucend abo (ikcoBaHe
3HauYeHHs. SIK MpaBUSIO, KOXKHHUM alropuT™M Tiepeadavae 3aluc BOCbMH OITOBUX
oaunuilb (#FF) 1 myns (#00). B icHyroUnx aaroputMax rnepe3anuc MoKe BUPOOISIEThCS
B1J1 0JtHOTO /10 35 1 Ounbie pa3. [cHYIOTE peamizallii 3 MOXJIMBICTIO JOBIJILHOTO BUOOPY
YKCJia HUKIIIB TIEPE3aIucy.

TeopeTyHO, HAUTIPOCTIIIMM METOJOM 3HHMINECHHI BUXIAHOTO (aitiny € Horo
noBHUH nepe3anuc 6aiitom #FF, T00TO 6ITOBOIO MacKO¥O 3 BOCbMH JIOTIYHUX OJIUHHUIIH
(11111111), myniB abo AOBITHHUX YHUCEN, TAM CAMHM BUKJIFOYHMBIIHM HOTO TPOTpaMHE
BITHOBJICHHSI CTaHJApPTHUMH 3aco00amH, JOCTYyMHUMH KOopucTyBaueBi. OpHak 3
BUKOPHCTAHHSAM CIHELiali30BaHUX amapaTHUX 3aco0iB, IO aHAJI3yIOTh IOBEPXHIO
MarHiTHUX HOCIiB 1 JO3BOJIIIOTh BIAHOBUTH BHXITHY iH(QOpMAII0 BUXOIAIYH 3
MOKA3HUKIB 3aJIMIIKOBOI HAMArHIi4YeHOCTI, ICHy€ WMOBIPHICTb, IO HAWMPOCTIIIMA
Nepe3alrc He TapaHTye MOBHOLIIHHE 3HUIIICHHS.

3 MeTOK BHUKIIOYEHHS MOMJIMBOCTI BIJHOBJEHHS U po3poOJieHi icHYIoUl
QJITOPUTMU 3HUIIIEHHS 1HGOpMAITIi:

—  Haii0inpm Bimomuii 1 pO3MOBCIOKEHUN alTOPUTM, 3aCTOCOBYBAaHUHN B
aMepUKaHChKOMY HaIllOHAJbHOMY cTaHaapTi MiHicTepcTBa oboponn Do 5220.22-M.

Bapiant E BigmoBigHO 10 AaHOTO CTaHAApTy Mepeadadae jBa ILUKIU 3aMKCy
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NICEBAOBUITAIKOBUX YHMCEN 1 OJHMH — (PIKCOBAaHUX 3HAYEHb, 3aAJICKHUX BiJ 3HAUYCHD
NEPIIOro LUKITY, YeTBEPTUN LUK — Bepudikawia 3anuci. Y Bapianti ECE nepesanuc
JIaHuX BUpOOsieTbes 7 pasiB — 3 pasu Oaiitom #FF, Tpu #00 1 ogun #F6.

— B amroputmi bproca Illnaiipa B mepmomy mmkm 3anucyerscs #FF, y
apyromy —#00 1 B I'SITU IUKJIaX — ICEBIOBUIAAKOBI 4YHCTa. YBaXKa€ThCS OJHUM 3
HaWOLTbII e(PEKTUBHUX.

— Y Hail0uIpII MOBUIBHOMY, ajie, Ha AYMKY Oe3Jidl eKClepTiB, HaiOUIbII
epextuBHOMy anroputmi Ilutepa I'yrmana, icHye 35 HMKIIB, Y SKUX 3allUCYIOTh yce
HaWOUTbIl e(peKTUBHI OITOBI MAacKH, JaHWW aJlrOpuTM 3aCHOBaHHWiII Ha HOro Teopii
3HUIIEHHA 1HGOpMaIlii.

Ta6mung 3.3 — Anroput™m ['yrmaHna

Hpk JlaHi Huko JlaHi
1 [IceBmoBunaakosi 19 #99
2 [IceBnoBumnaakoBi 20 #AA
3 [IceBnoBumnaakoBi 21 #BB
4 [IceBmoBumaaKkoBi 22 #CC
5 #55 23 #DD
6 #AA 24 #EE
7 #92 #49 #24 25 #FF
8 #49 #24 #92 26 #92 #49 #24
9 #24 #92 #49 27 #49 #24 #92
10 #00 28 #24 #92 #49
11 #11 29 #6D #B6 #DB
12 #22 30 #B6 #DB #6D
13 #33 31 #DB #6D #B6
14 #44 32 [IceBmoBumnaakoBi
15 #55 33 [IceBmoBumaakoBi
16 #66 34 [IceBmoBumnaakoBi
17 #77 35 [IceBmoBumaakoBi
18 #88
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— B anroputwmi, nepeadbauyeHOro aMepuKaHChbKUM HalllOHAJBHUM CTaHJapTOM
NAVSO P-5239-26 anss MFM-koayeMux HMPUCTPOIB y MEPIIOMY ITUKII 3alMUCYETHCS
#01, y npyromy — #7FFFFFF, y TpeThoMy — MOCTIJOBHICTh TICEBIOBUTIAIKOBUX YHCET,
y 4eTBEpPTOMY MpOXOoJauTh Bepudikailis. ¥ BapianTi a1t RLL — kogyemux npuctpois
JTAHOT'O AJITOPUTMY B pyromy nukii 3anucyerbest #27FFFFFF.

— B anroputmi, mo onucye HiMenpkuil HamioHanbHuM cTanmapt VSITR 3
NEPIIOro MO MIOCTHHM MK 3amucyloThes mociigoBHo Oaiitu #00 1 #FF, y cbomomy
#AA.

— IcHye ayMka mpo iCHyBaHHS alroputrMmy, 1o nependavae 3amuc #00 y
KOKHMM OaliT KOXXHOTO CeKTopa Il cucteM 3 4-6 Kjach 3axucTy i 3ammc
MICEBJIOBUIIAIKOBUX YHCENl Y KOKHMM OalT KOKHOTO CeKTopa A cucteMm 1-3 kiacy
3axucty. OgHaK TaHUW CTaHAApPT MICTUTH Jiuiie GopmyioBaHHs « OUUIIEHHS TOBUHHE
BUPOOJIATHCA NUISIXOM 3aMucy iH(popMaIllii, 10 Mackye, 10 mMaMm’ATi NMpH ii 3BUIbHEHHI
Nepepo3IoAiii», 10 He MICTUTh AKOI-HEOY b JIeTai3allli 00 MOPSAKY Mepe3arucy,
KUTBKOCTI IIUKJIIB 1 OITOBMX MacokK. Y TOil € yac, icHye airounii KepiBHUIT JOKyMEHT
Bumanuid B 1992 pomi ¥ psa, mo nepembadae, BUMOT 1O MEXaHI3MY 3HUIICHHS
iH(opMalii 111 CUCTEM MEBHUX KJIACIB 3aXHIIEHOCTI. 30KpeMa, N KiaciB 3A u 2A
«OunieHHs 3MIMCHIOETHCS ABOPA30BUM JIOBUIBHUM 3allUCOM Yy 00JIACTh MaM'sTi, 10
3BUTHHSETHCS, PaHIlle BUKOPUCTAHY JJIsl 30epiraHHs 3axuinaeMux naHux ((aitmis)y,
s kiacy 117 mepenbadeHnii oqHOKpATHUN TTepe3armuc.

— B anroputmi [laparona mepmmii 1MKII MOJISITA€ B Mepe3anici yHIKATbHAMA
512-6itTHumu  GIOKaMU, BUKOPUCTOBYIOYHM KpUOTOrpadivyHO Oe3MeuHuil TeHEepaTop
BUIMAJIKOBUX YHCEIN, MOTIM, Y JPyroMy LUKl KOXHUM T[epe3anucyBaHUil 010K
NEePEenUCy€eThHCA CBOIM JBIMKOBUM JOMOBHEHHSIM, TPETIH LUKII MOBTOPIOE MEPIIHMA ITUKJIT
13 HOBMMM YHIKQJIbHUMHU BHIIQJIKOBUMHU OJIOKaM, y 4€TBEPTOMY IMKJI BiIOyBa€ThCs
nepesanuc 6aintom #AA. 3aBepiyeTbcs 3HUIICHHS 1HPOpMAaIlii TUKIOM BepHudiKallii.

SAx npaBuio, Mg YTPYAHEHHS TMPOrpaMHOIO BiJHOBJIEHHS iHdOpMaIii,
nepe3anuc iHGopmarii B okpeMoMy (ailyi BIAMOBIAHO IO alrOPUTMYy 3HHUIICHHS

CYNPOBOKYETHCS YCTAHOBKOIO HYJIBOBOIO po3Mipy (ailiny 1 ioro nepeiiMeHyBaHHSM,
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BUKOPHUCTOBYIOUM JOBIIbHUM Hablp cumBouiB. IloTiM criigye BupaneHHs dainy 3
TaONIUIIl pO3MILLIEHHS (ailniiB.

B0k 0/10KyBaHHSI KOMII'I0Tepa 3a J0NOMOI0K0 (uIelKn

Ileit Gyiok m03BOJIsIE OJOKYBAaTH KOMIT' FOTEp TMPH HEOOXITHOCTI W HajaBaTu
JOCTYT JI0 TaHUX, 5IKi 30epiratoThest Ha EOM, TimbKu NpH MiAKITIOYEHIH (uiemi.

Bbaok nonmomoru ta inpopmauii npo nporpamy

VY upomy OOl 3HAXOAUTHCS JOMOMOra MO BUKOPUCTAHHIO MpOTpamu, Ta
1H(pOpMaLiI0 PO PO3POOHMKA, BEPCIIO, Ta IaTy BUITYCKY MPOTPAMHOTO MTPOIYKTY.

PosrnsnyBmm yci OnokM (PYHKIIOHAJIBHOI CXEMH TMEperaeMo 0 pO3IIsAy

JiarpaMu B3a€MOJI1i ITPOIIECIB, sIKI BiIOYBAIOThCS Y CUCTEMI.

3.4 Po3poOka giarpamu npouecis

Jliarpama B3aemMo/iii MPOLIECIB CUCTEMU, PO3POOJICHOT Y pe3ybTaTi BUKOHAHHS
MaricTepchbKOTO MPOCKTYBaHHSI, HaBeIeHA Ha PUCYHKY 3.7.

3 nmiarpamMu 0a4MMo, IO TEPIIUM MPOIECOM, SKHH 3allyCKAEThCSI B CHUCTEMI,
IPUPOJIHO, € TPOIIEC MOYATKY/KIHIISI pOOOTH MPOTPaMHOTO 3a0€3MEeUCHHS.

Lle#t mporiec B3aeMo/Ii€ 3 HACTYITHUMH TPOIICCAMH:

— Iporec miakmroueHHs (QICII-HOCIS;

— IIponec po6oTi 3 3amM(PPOBAHOIO YACTUHOIO (PIICII-HOCIS.

[Tponec migxmoueHHs (IIEHI-HOCISA, Y CBOIO Yepry, B3a€MOJI€ 3 HACTYIHUMHU
porecamu:

— IIpomec 6:10KyBaHHS KOMIT I0TEpa 3a JOTIOMOTOI0 (PIICTITKH;

— Ilporec po36uTTs (iieni-Hocis Ha HezamuppoBaHy ¥ 3amudpoBaHy YacTUHY.

OcranHill mpolec B3aeMOJi€ TpH PO30UTTI Ha 3amK(poBaHy YaCTUHY, 3
mpoiiecoM poOoTH 3 3amu(POBAHOIO YACTHHOIO (PIICTII-HOCIS.

[Tpu po30uTTi Ha HezamMpPOBaHY YACTHHY (IICHIKH, 3 MPOIIECOM CTBOPEHHS
KJTI04a mupyBaHHS.

[Ipouec cTBOpeHHs Kitoya mUGPyBaHHS B3a€MOJIE 3 TporecoM (opMyBaHHS

CCAaHCOBOI'O KJIrO4a 3 KJII04a IHI/I(I)pYBaHHH.
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Pucynoxk 3.7 — Jliarpama B3aemo/1ii IpoI1ieciB MpOrpaMHOro 3a0e3neyeHHs

BnoxyBanHs
KOMIT'FOTEpa 3a
JIOTIOMOT010

[Ipotec poGotn 3 3amu@poBaHO YACTUHOI (hIICII-HOCIS B3aEMOMIE 3

IMponecCcoM BBCACHHA KJIrO4Yad.

[eit mpouiec B3aeMo/Ii€ 3 HACTYITHUMHU MPOLECAMMU:

— Ipouec genmmbpyBanHs 3a JonoMoror anroputMmy AES;

— Ilponec mudpyBanns 3a gonoMororo anroputmy AES;

— Ilponec migpaxyHKy cipoO BBEIEHHSI HEKOPEKTHOTO KJIH0Ya.

Ilpouiec nemudpyBanHs 3a nonomoroto anroputmy AES B3aemo/ie 3 nmporecom

YuTaHHA Jemm@poBaHoi iHpopmariii.

[Ipouec mudpyBanus 3a gonomororo anroputmy AES B3aemojie 3 mpoiiecom

3anucy 3amudpoBanoi iHpopmarrii.

[Ipouec migpaxyHKy copoO BBEACHHS HEKOPEKTHOTO KII0Ya B3aeMOAIE 3

MPOIIECOM TapaHTOBAHOTO 3HUINEHHSA 1H(OpMaIli TpHU KUIBKOCTI CIpoO, sKe
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NEepPEeBUIINTh 3aJaHy Yy MpOrpaMHOMY MPOJYKTI, KUIBKICTh CHpOO 3HUIICHHS
1H(popMarlii.

Takum 4MHOM, PO3IIISIHYBIIM CTPYKTYpHY Ta (PYyHKIIOHAIbHY CXE€MY, & TaKOX
Jiarpamy B3a€MOJIi1 IPOIIECiB, MeperIeMO 10 HACTYITHOTO PO3ILTY.

Y upoMy po3Aisi OMUIIEMO OJOK-CXeMH OCHOBHOI MpOTpamMu Ta MiANpOTrpamMu
mudpyBanHs/nemudpyBands  iHbopmMallli, sSka 3HAXOAUTbCS Ha  Qiemn, 3a
nornomoroto anroputmy AES. Takox po3risHeMo anroputMu (DyHKIIOHYBAHHS
po3pobIeHoi, y pe3ysibTaTi BUKOHAHHS MariCTepchbKOro MPOEKTYBaHHA, MPOrpaMu Ta
BIIMOBIHUX MiIIPOTpaM.

TakuM 4YHMHOM, PO3IJSHYBIIM OMHC CHUCTEMH, CTPYKTYPHY, (YHKI[IOHAJIBbHY
CXeMHM CHUCTEMH, Ta JlarpaMmy B3a€eMOjii MPOIECiB MeperueMo J0 Omucy OJOK-CXeM

OCHOBHOI IMPOTpaMu, Ta MAMPOTpaM, IKi BAKOPUCTOBYIOTHCS, JIJIS1 peari3allii CHCTeMH.
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4 PEAJIIBAIIA POBOTHU. PO3PAXYHKMU I
EKCIHEPUMEHTAJUIBHI JAHI, IO HIATBEP/KYIOTH
BIPHICTD IITPOEKTHUX TA ITPOT'PAMHMUX PIIIEHDb

4.1 bBiok-cxeMH Ta ONKMC AJITOPUTMIB (PYHKIIOHYBAHHSI CUCTEMH

Ha pucynky 4.1 HaBeeHO OJIOK-cXeMy OCHOBHOi mporpamu. Ii pobota
CKJIAJIA€ETHCS 3 BUKOHAHHS HACTYITHUX KPOKIB.

Crepiry Bi1OyBa€eThCsl BABEACHHS OCHOBHOTO BIKHA MTPOT'PAMH.

[Ticnst iboro Bi10YBA€ETHCS MOIIYK MIIKIFOUCHUX (IICII-THUCKIB.

Konu 3akiH4y€eThCS MOLIYK MIAKIIOYEHUX (PIielln-AUCKiB, TO BOHU BUBOJSATHCA
Ha eKpaH.

KopucryBau Bubupae Toii, premni-auck, 3 skuM BiH Oy/ie MpalioBaTH.

Axmo Tpeba cTBOPUTH 3amIMGPOBAHUM PO3AUI, TO BiIOYBAETHCS CTBOPEHHS
OKPEMOT0 o3Iy A KoH(DiaeHiiHOT iH(opmaltii.

Y iHmomy BHWNAAKy, KOPHUCTYBad TMEPEXOAUTh 10 BUOOpPY NpOIEIypH
mudpyBaHHS JaHUX, sIK1 30epiraroThest Ha ien-IucKy.

SAxiio noTpidHO mudpyBaTH, TO KOPUCTYBa4 BUKOHYE HACTYITHI JIii:

— 3amae mapodb AOCTYIyY 10 3amuGpoBaHOTO PO3ILTY.

— Hludpye pozain anropurmom AES.

[HmIor0 71i€ro0, iKY MOKe MPOBOJUTH KOPUCTYBAY, € Mpoleaypa AemudpyBaHHs
iH(dopMairii, sika 30epiracTbCcs Ha (IICII-TUCKY.

JUjis [pOTO BiH peanidye HACTYIHI ii:

— BBoauTh maposs noctymy 10 3amu@poBaHOrO PO3ALTY.

— Jlemmmdpye po3nii, BUKOpUCTOBYrouH anroput™ AES.

Akmo x KopuctyBau oOupae (yHKIIIO OJOKYBaHHS KOMIT'IOTEpa, TO
BiI0OyBaIOThCS HACTYITHI I

— 3a1a€eThCsl MapoJIb AOCTYITY 10 KOMIT IOTEPY.

— BinOyBaeThcs 6710KyBaHHS KOMIT FOTEpA.
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i

SIK110 5K KOPUCTYBa4 X04€ po30JI0KYBATH KOMII FOTEP, TO BIH BUKOHYE HACTYIIHI

— BBouTh maposib JoCTyny 10 KOMIT IOTEPY.

— BigOyBaeThcs po300KyBaHHS KOMIT FOTEpa.

[licas mpoBeneHHs YCIX BUIIECTIEPEPAXOBAHUX i,

Ha

PUCYHKY

mm@pyBaHHs/aemudpyBaHHs 3a 10IoMororo anroputmy AES

IpaIoBaTi WOMYy J1ajli 3 MPOTPaMHUM MPOYKTOM, 00 BUWTH 3 MPOTPaAMHU.

300pakeHa O1oKk-cxema

[Tinmporpama ckiiagaeTbesl 3 ABOX BEIUKHUX OJIOKIB:

— ludpyBannsa nanux Ha ¢uem-aucKy 3a gornomororw anroputmy AES.

— Jlemm@pyBaHHs TaHUX Ha (QUIeHI-AUCKY 3a JOTOMOroro airoputmy AES.

KOpPUCTyBad o00upae

H1IPOrpaMu

brnox mmdpyBanHs naHux Ha ¢iem-aucKy 3a goromorow airoputmy AES,

CKIIAJIa€TbCA 3 BUKOHAHHA HACTYITHUX KpOKiBI

1. Po36uTTsa nanux juis mudpyBaHHs Ha OJIOKH.

. @opMyBaHHs CEaHCOBOTO KJIIOYa 3 Kilfoua mMudpyBaHHs.

. [lepeminyBanHst 6aiTiB BiIOBITHO 10 S-boOX.

. [lepeMilryBaHHSI KOJIOHOK.

. HCpCTBOpCHH}I HaJl TaHUMHW 3 BUKOPHUCTAHHAM CCAaHCOBOI'O KJIrO4a.

2
3
4. Iuky1i4HMM 3CyB PSAIKIB.
5
6
7

. @opMyBaHHs ONOKY MIM(PPOBAHUX JAaHUX Ta rMepeaaya ix Ha (Jem-HOCIi.

Ha npoMy Kpoki miamnporpaMa mugpyBaHHsS 3aKiHUIY€E CBOIO POOOTY.

brok 1mmdpyranns gaHux Ha Quem-aucky 3a jaonomMoror amroputmy AES,

CKIIAJIa€ThCA 3 BUKOHAHHA HACTYITHUX KpOKiBI

1. Po30uTTs nanux s aemmdpyBaHHs Ha OJTOKH.

2. ®opMyBaHHS CEaHCOBOTO KJII0Ya 3 KJtoua MU pyBaHHS.

3. 3BOpOTHI HUKIIYHHUH 3CYB PSAKIB.

4. 3BOpOTHE TIepeMilllyBaHHs OalTIB BIAMOBIIHO 10 S-box.

5. IlepeTBOpeHHS HAJ JAHUMH 3 BUKOPUCTAHHSAM CEAHCOBOTO KIIKOYA.

6. 3BOpOTHE NIEPEMIIITYBaHHS KOJIOHOK.
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7. ®opMyBaHHS 0JIOKY Jem(ppoBaHUX TaHUX Ta Mepeiaya ix Ha (Ien-HoCiH.

Ha mibomy kpoxki mianporpama aemudpyBaHHs 3aKiHIY€E CBOIO POOOTY.

[TowaTok

UlndpyesTa

HI

anropaTMos AES?

PoafuTTa gaHHx 118
nfipyranHg Ha QI0KH

|

DopMyRIHES
CCARCOBOND KIFMA 5
KITHOHA Py RAHHA

MMepemimysarng GaiTia
Bignonignoe 10 S-box

[{MEmivHm# 3CYR PAIKIR

[MepemimyBaHHg
KOIOHOK

TepeTaopenss 1
JAHHMH 3
BEHKEOPHCTAHHAM
CEAHCOBROND KITH0HA

PopuveaEHs GI0Ky
I pOBANEE AR T8
nepegada ix ma dnem-

HOCTH

()

HI

JennsdpyesT

aaropETMon AEST

PosGHTTa AaHHX A0

poammMbpyRAHHA Ha
fnokH

PopMyBAHHE
CCAHCOROTD KMIMA 3
KA WIHPYBaHH A

IROPOTHMA HETTHHME
ICYE PROKIE

3BOpoTHE
nNepeMITIVEAHHA GaitTie
BiANOBITHD B0 S-box

[Meperpopenns Han
JNAHHMH 3
BHEOPHCTAHHAM
CEAHCOBOIT KA

InOpoTHE
TEPEMITITYBAHHA
EOMOHOK

ProparyBaHHA GOy
POIMHPOBAHAN JAHHX
Ta Nepesada X Ha
fuen-Hocii

( Kinene )

Pucynok 4.2 — brnok-cxema mianporpamu mudpyBaHHs/nemmppyBaHHs 32

nonoMororo aroputMy AES
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Hwxye mpuBegeMo 4YacTMHM KOAY MpOTpamu, SIKl BIJMOBIJAIOTH 3a POOOTY

MPOrPaMHOTO MTPOAYKTY.

Yactuna koay y AKii onucaHa npoueaypa mudpyBaHHs.

// lndpyBaHHsa

Label Status.Caption := 'ImndpyBaHHA...';

Refresh;

Source := TStringStream.Create( Memo PlainText.Text );
Dest = TStringStream.Create( '' );

try
// 36epiraemo maHi y mam’aTi...
Size := Source.Size;
Dest.WriteBuffer( Size, SizeOf(Size) );
// TI1OTOTOBJIINEMO KJIOU. . .
FillChar( Key, SizeOf (Key), 0 );
Move ( PChar (Edit2.Text)”, Key, Min( SizeOf( Key ), Length( Edit2.Text
// Touarok ludppyBaHHSA. . .
Start := GetTickCount;
EncryptAESStreamECB( Source, 0, Key, Dest );
Stop := GetTickCount;
Label Time.Caption := IntToStr(Stop - Start) + ' ms';

Refresh;

// Buronmmo BaLLU/I@pOBaHVIﬁ TEKCT BUMKOPMCTOBYIUU micTHAOUATKOBE IMONAHHS. ..

Memo CyperText.Lines.BeginUpdate;

Memo CyperText.Text := StringToHex( Dest.DataString );
Memo CyperText.Lines.EndUpdate;
finally

Source.flree;

Dest.Free;

end;
HaBenemo wacTuHy KOy sika BiIIOBia€e 3a qemudpyBaHHS.

// TlepeTBOP0EMO WiCTHAOUSTKOBY y PSAIOK Iicis memmdpyBaHHS. . .

Source := TStringStream.Create( HexToString( Memo CyperText.Text ));
Dest := TStringStream.Create( "' );
try

// TlouaTok memmdpyBaHHS. . .

Size := Source.Size;

Start := GetTickCount;
Source.ReadBuffer (Size, SizeOf (Size));
// TiOTOTOBJIEMO KJIOUY. . .

FillChar (Key, SizeOf (Key), 0);

BKPM-123.22.0021.00.00.713
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Move (PChar (Edit2.Text) ", Key, Min (SizeOf (Key), Length(Edit2.Text)));

// Deumndpyemo. . .

DecryptAESStreamECB (Source, Source.Size - Source.Position, Key, Dest);
Stop := GetTickCount;

Label8.Caption := IntToStr(Stop - Start) + ' ms';

Refresh;

// BuBOIMMO memmdpOBaHUM TEKCT. ..

Memo UncipherText.Text := Dest.DataString;
finally

Source.flree;

Dest.Free;

end;

HaBenemo oauH 3 payHIiB NepeTBOpeHHs 1HQoOpMaIli, 3a JAOMOMOIOI0

CCaHCOBOI'O KJIrO4a.

// payun 1

//3CcyB pAOKiB

WO := ForwardTable[Byte(TO[0])];

Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO0[2] shr 16)];
W3 := ForwardTable[Byte(TO[3] shr 24)];

// TepeTBOpEeHHS Hall OaHUMM 3 BUKOPMUCTAHHSIM CEAHCOBOTO KIIOUA
T1[0] := (WO xor ((Wl shl 8) or (W1l shr 24))

xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8)))

xor Keyl[4];

//3CcyB pAOKiB

WO := ForwardTable[Byte(TO[1])];

Wl := ForwardTable[Byte (TO[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)];
W3 := ForwardTable[Byte(TO[0] shr 24)];

// TepeTBOPEeHHA Hall IaHMMM 3 BUKOPMUCTAHHSM CEaHCOBOTO KJIIOUA
T1[1l] := (WO xor ((Wl shl 8) or (W1l shr 24))

xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8)))

xor Key[5];

//3CyB PAOKiB

WO := ForwardTable[Byte(TO0[2])];

Wl := ForwardTable[Byte(TO[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)];
W3 := ForwardTable[Byte(TO[1l] shr 24)];

B,

Apx. | Ne okym. Hionuc | Hdama

BKPM-123.22.0021.00.00.713

ApPK.
48




// TepeTBOPEeHHs HAaL IaHVMM 3 BMKOPMUCTAHHSAM CEaHCOBOTO KJloua
T1[2] := (WO xor ((W1l shl 8) or (W1l shr 24))

xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8)))

xor Key[6];

//3CyB pAOKiB

WO := ForwardTable[Byte(TO[3])];

Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)];
W3 := ForwardTable[Byte(T0[2] shr 24)];

// TepeTBOPEeHHs HAaL IaHVMM 3 BMKOPMUCTAHHSAM CEaHCOBOTO KJjloua
T1[3] := (WO xor ((Wl shl 8) or (W1l shr 24))

xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8)))

xor Key[7];

PosrnsHyBImIM  OJOK-CXeMy TporpaMHM Ta  HiAnporpamMu  ImMdpyBaHHS
nemupyBaHHsA, TEPEHAEMO M0 PO3AUTY 3aXUCTy PO3POOJIEHOTO MPOTPAMHOTO

320€3MeYEeHHS.

4.2 3axuct po3po06/1eHOro NpOrpaMHoOro 3ade3neyeHHs

Po3pobnene  mporpamvbe  3a0e3NMe4YeHHS  3aXMCTUMO 32 JOMOMOTOIO
HAI[IOHAJTLHOTO  CTAaHIApPTy  3aXuCTy  1HpopMmamii Ha  OCHOBI  AJITOPUTMY
mudpyBansas/nemudpysabas  JICTY  4145-2002 3 BUKOPUCTAHHSM  ETINITUYHUX
KPpUBUX  Haj  JBIMKOBMM  po3mupeHnuM  noimem  [amya. YV cucremi
mu@pyBaHHA/geuinpyBaHHs SIK TapaMeTpH po3IIIAaeThes eINTHYHA KpuBa £, (a,b) 1
Touka G Ha Hik. YyacHUK B BHOMpae 3akpUTHIl KJIIOY N 1 0OYUCITIOE BIIKPUTUH KITIOY
Pp=nxG. o0 3ammdppyBaTi MOBiIOMIEHHS P, BUKOPUCTOBYETHCS BIAKPUTHIA KIIOY
onepxyraua B Pz. YuacHuk A BuOMpae BUIAIKOBE IIJie TMO3UTHUBHE YUCIO Kk 1
obumctoe 3amudpoane moBigomiieHHsS Cy,, 0 € TOYKOIO HA STINTHYHIN KPUBIH.

Cn=1{k xG, P, + k % Pg}. (4.1)

1106 aemmdpyBaT MOBIAOMIIEHHS, YIACHUK B MHOXUTH Tepiry KOOpAUHATY

TOUYKH Ha CBIM 3aKpUTHUH KJIIOY 1 BiTHIMAE pe3ynbTaT BiJ APYroi KOOPAUHATH:

P+ k % Pg—np % (k X G) =Py + k % (15 X G)— ng x (k X G)=P. (4.2)

ApPK.
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VYyacHuk A 3amudpyBaB oBiIOMJIEHHS P, 101aBaHHIM 70 HOTO kX Pp. HixTo
HE 3Ha€ 3HAUEHHS k, TOMY, Xoua Pp 1 € BIAKPUTUM KJIIOYEM, HIXTO HE 3HA€ k*Psp.
CymnpOTUBHHKY JJIsI BITHOBJICHHS TTOBIJIOMJICHHS JIOBEICTHCS OOUUCIUTH k. 3pOOUTH 118
oyne Henerko. Onep:kyBad TakoK He 3Ha€ k, aje HOMY fK IMiIKa3Ky MoCcUiIaeTbes kX G.
[ToMHOXUBIIK kXG Ha CBIM 3aKpUTHIl KIIOY, OJIEPAKYBauy OJIEPKUTh 3HAUYCHHS, IO
OyJ0 J0JaHO BIANPABHUKOM J0 He3amu(ppoBaHOTO TOBITOMICHHSA. Tum camMum
OJIep’KyBau, HE 3HAIO4YW k, ajie Maw4u CBIM 3aKpUTUM KIIOY, MOXKE BIIHOBUTHU
He3amu(poBaHe MTOBIJOMIICHHS.

Hexaii 3amano npocte uncio p > 4. To/l eNinTUuIHO KPpUBOK F, BU3HAUEHOKO HaJ

PO3IIMPEHUM JBIMKOBUM TOJEM TOJIEM F, , Ha3MBa€eThCs Oe3miy  map Yucen

(x,v),x,y € F, 1m0 3a10BOJIBHSAIOTH TOTOKHOCTI:
y'=x"+a-x+b(mod2"), (4.3)
ne 4-a*+27-b* He piBHO 3 HYIIIO 110 MOLYIIIO 2.
: . . ¢ Has y
[uBapianToM emiNTUYHOI KPUBOI HA3MBA€ThCsl BeiMuMHA J(E), 1110 33I0BOJIbHSE

TOTOXHOCTI:

4a’
J(E)=1728— ——(mod2"). 4.4
(£) 4a’ +27b° ( ) “44)

Koediientn a, b enintuuHoi kpuBoi £, mo BimoMoMmy iHBapiaHty J(E),
BU3HAYAIOTHCS TAKUM YHHOM:

a =3k(mod2” J(E

(mod2") _ J(E)

ek=—""2__(mod2"),J(E)#0a601728. (4.5)
b =2k(mod2") 1728 - J(E)

ITapu (x,y), O 3aJ0BOJBHAIOTH TOTOXKHOCTI (4.1), HA3MBAIOTHbCSI TOYKAMHU
eJIINTUYHOI KpUBO1 F, X Ta y — BIANOBIAHO X— Ta y-KOOPJAWHATAMU TOYKH.

Touku eninTUYHOI KpUBOi Mo3HadaTuMemo ((x,y) abo mpocto (. JIBl ToUykH
eNIITUYHOI KPUBOT PIBHI, AKIIO PIBHI iX BIAMOBIIHI X— 1 y-KOOPAUHATH.

Ha 0e3niui BCiX TOUOK eMNTUYHOIO KpuBOIO E BBegemo omepariiito g01aBaHHS,

Ky Io3HadyatumeMmo 3HakoM "+". /lng nBox noBuibHUX Touok O, (x,,y,) Ta Q,(x,,»,)

eMNTUYHOT KpUBOi E, po3risiHeMo JekiibKa BapiaHTIB.

Hexaii xoopaunatu To4ok (J, Ta (), 3aJ0BOJBHSIIOTH YMOBI X, # X,. B oMy
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BUIIQJIKY iX CyMOIO HazuBatumeMo Touky Q.(x,,y,) KOOPAMHATU SIKOI BU3HAYAIOTHCA
MOPIBHSIHHSIMM:
2 m
x,=A —x, —x,(mod2") —
3 1 2 s m
{ e r=22"Yi(mod2"). (4.6)
y3E/’L('xl_x3)_y1(mOd2 )9 X, =X
Sxmo BUKOHAHA PIBHICT x,=x, Ta y, =y, #0, TO BH3HAYAMO KOOPJWHATH

TOYKU (), TAKUM YHMHOM:

— 32 m )
{X3 ~r e ) de 4 =35 7% 1r0d2"). 4.7)
Vs E/’L(xl_x3)_y1(m0d2m)a 2y1
VY pasi, KoM BUKOHaHA yMOBa x, =x, Ta y, =-y,(mod p), CyMy TOUYOK QO ,Ta O,
HA3MBATHMEMO HYJIbOBOIO TOUKOI0 O, He BU3HAUAIOUH ii X— 1 y-KoopauHaTH. B npomy
BUIIAJIKY, TOYKAa (), HA3UBAETBHCS 3alepedeHHsAM Touku ¢,. Jlig HynboBoi Touku O
BUKOHaHA PIBHICTH:
0+0=0+0=0, (4.8)
ne O — NOBiIbHA TOYKA ENTUYHOT KpuBoi E.
[lono BBeaeHOI oneparlii CKkIaganHs 6e3714 BCiX TOYOK eNINTUYHO0 KpUBOIo E,

pa3oM 3 HYJBOBOIO TOYKOIO, YTBOPKOIOTH KIHIEBY a0elboBY (KOMYTaTHUBHY) TpYILy

HNOPSIZIKY T, JJIs IKOTO BUKOHAHA HEPIBHICTD:

p+1-2p<m<p+1+2p (4.9)

Touka () Ha3uBae€TbCS TOUYKOKO KpaTrHOCTI &, ab0 MPOCTO — KPaTHOK TOYKOKO
eINTUYHOI KPUBOT £, SIKIIO JUIs AESKOI TOUKU P BUKOHAHA PIBHICTD:

O=P+..+P=kP 4.10)
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S METOIUKA BITPOBA/UKEHHA CUCTEMUA
B TIPOMUCJIOBY EKCIIVIYATAIIIO

Ha pucynky 5.1 300paxeHo iHTepdeiic OCHOBHOTO BIKHA TPOTPAMHU.

3 bOTO pUCYHKa MU 0a4MMO, 1110 ICHYIOTh HACTYITHI OCHOBHI €JIEMEHTH MEHIO:

— @nen auCK, e o0upaeThes ¢IIell JUCK 3 IKUM KOPUCTYBad OyjIe mparioBaTy.

— HludpyBannsa, ae 00UpaEThCS KU PO3ILT KOPUCTYBad Oyie IHUQPyBaTH.

— biokyBaHHS KOMIT'IOTEpa, ¢ KOPUCTyBad MOKEe BHOpaTH OJOKyBaTu HOMy
KOMIT IOTEp 3a JOTIOMOTO0 (hIet-AucKy, ado Hi.

— JloBigka, y SKi 3HAXOIAThCSA JaHHI TIPO PO3pOOHHUKA MPOTPAMHOTO
MPOIYKTy, WOTO KEpiBHMKA, Ta MICIIC BUKOHAHHS TPOEKTY. 3araJilbHUM BHJl BIKHA

JIOBIJIKA HABEICHUI HAa PUCYHKY 5.2.

EBX

Mnew-auck,  WkbpyBaHHA  BRokyYEaHHA KoMn'toTepa  JoBiaka

[MigkAoMeH DAELL-IHCE M [Mapone 4oCTYUNY A0 SAWWPPOEAHOND POSAINY D ASW-0MCEY;
e | N | |
’ CTEOpEHHA SAWMPDOESHOrD PO30iNY Ha dnel-nucEy ]
’ W yppyEaTHI ] ’ HewmpyEaTI ]

[Tapone gocTYnY A0 Sa6N0K0ESHOMD KoM KOTERE:

[ EHDK':IBEITH KEIMI'I'H:ITED 33 0,0N0k0roH PASW-gHcKyY ]

l ’ 3HATH GN0KYEAHHA S KOrMKOTERS ]

Pucynox 5.1 — OcHOBHE BIKHO TIporpamMu

Kpim Toro Ha pucynky 5.1, 300paxeHi HaCTYIHI BIKHA:

— BikHO BigoOpakeHHs MIAKII0YeHUX (Iel-IuCKiB.

ApPK.
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— BikHO BBeJIEHHS MApoJIt0 TOCTYIY 0 3ali(pPOBAHOTO PO3ALTY (el JUCKY.

— BikHO BBeZIEHHS MApOJTI0 TOCTYITY 0 3a0JI0KOBAHOTO KOMIT I0Tepa.

KpiMm Toro icHye MOXIHMBICTH CTBOPCHHS psJy OIEpaliil Mpu Haxari
BIIIIOBITHUX KHOIIOK:

— Knormka ctBopeHHs 3amm@poBaHOTro po3ainy Ha ¢Ien-TucKy.

— Knornka mudpyBanHs.

— Knomnka gemudpyBaHHs.

— Knormka 6510KyBaHHS KOMIT IOTE€pa 3a IOMOMOTO00 (hJIeII-TUCKIB.

— KHorika 3HSTTs OJIOKYBaHHSI KOMIT FOTEpAa.

ABTOpCEKE NPABD n

MIHICTEPCTBO OCBITW I HAYKW YKPAIHW
LleHT panbHOYKPaHCHKMIA HaLlioHANEHWIA TEXHIYHWIA
YHIBEpPCHTET
Kadenpa kibepbesnekw Ta nporpaMHoro 3abezneyeHHs
BUMYCKHA KBANIOIKAUIMHA POBOTA
3a apyrvM (MaricT epcskniM) piBHEM BULLLOT OCBITK
Ha Temy: "[locnimKeHHa Ta nporpaMda peanizauia cuctemu Flash
Drive"

ONN «KoMn'roTepHa iHKeHepia»
cneuianeHocTi 123 «KoMmn'loTepHa iHKeHepias
Eukonae: CinbmaH B.0O.

Haykoeui kepieHuk: Koeanenko O.B.
KponmBHuubKKiA - 2022

oK

Pucynok 5.2 — BikHO 10BiAKH
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6 HAYKOBA HOBU3HA

VY BumyckHii kBamiikamiiiHii poOOTI 3a APyruM (MariCTepchbKUM) piBHEM
BUIIOT OCBITH PO3pOOJICHO MPOTrpaMHE 3a0e3MeUeHHs, SKEe MPU3HAYCHO ISl CHCTEMHU
Flash Drive.

Memow po3pobku € MOCHIDKEHHS Ta mporpamHa peamsailis cuctemu Flash
Drive.

06 ’exmom docnidxcenns € iporec Flash Drive.

Ilpeomemom docnioxncenns € meronu Flash Drive.

Memoou oocnioxncenns 6a3yloThCsl HA METOJAX 3axXMCTy iHdopMallii, MeToaax
MaTEMaTUYHOI CTATHCTUKH, METOJIaX PO3POOKHU MPOTPAMHOTO 3a0€3MeUeHHSI.

HaykoBa HOBM3HA OTPpMMAHHMX pe3yJbTaTiB. Y MpoIeci pillIcHHS 3aBIaHb,
00YMOBJICHUX IUTSIMU JOCHIKCHHS, OTPUMaH1 HACTYITHI pE3yJIbTaTH:

— Ynockonaneno meron Flash Drive.

— Po3po6neno Bitumsnsaauii npoaykt Flash Drive, sxuii mae OuablI MUPOKI

MOXJIMBOCTI, Ha BIJIMIHY BiJl ICHYKOUHMX aHAJIOT1B.
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7.1

7 JAHI TPO EKOHOMIYHY EOEKTUBHICTb
PO3POBJIEHOI IPOT'PAMU

TexHIKO-eKOHOMIYHE

OOIpYHTYBaHHSHA

TEMH

KkBaJi(ikaniiiHoi po60TH 3a IPyruM (MarictepcbKuM) piBHEM BHIIOI OCBITH

MPOYKITIT

BUITYCKHOI

[Ticast o3nHaliomJieHHS 3 MIANPUEMCTBOM Ta 3aco0amMu poO3pOoOKH TPOrPaMHOI

OyB po3po0ieHud TIaH PO3POOKH MPOrpaMu.

By migpaxoBaHuit

HEOOXITHUHN Yac JUIsl pO3pOOKH Ta BIpOBaKEHHs mporpamu. e wac ckmaB 60 nHiB

(Tpu Mmicsi).

B wmaricrepcbkiit  po6oTI

nporpamua peanizaiis cuctemu Flash Drive.

PospobGrene

porpaMHe

3aJI0OBOJIbHSIE YCIM MTOCTABJICHUM YMOBaM, a CaMe:

a) HEBEJIMKUHN PO3MIp;

0) HeBEJIMKI CUCTEMHI IMOTPedu;

3a0e3meyeHdss Ma€  JOCTAaTHIO  HaIIWHICTD

B) HE3AJICXKHICTh BiJl BCTAHOBIICHUX Ha KOMII FOTepi 0a3 TaHuX;

T') 3pYy4YHICTh Y KOPUCTYBaHHI Ta HaIIMHICTb.

Taomung 7.1 — [MouarkoBi gani

Oyno mpoBedeHE MJOCTIIKEHHS Ta BHUKOHaHa

i

Ilo3na| Xapakrtepucruka
Iloka3Huku
yeHHs | a0o BenM4MHA
1 2 3
1. KinpkicTs po3po0ieHUX Mporpam mnepios, ImiT. N 1
2. KumbKicTh eK3eMILISIPiB MpOrpam, IiT. Ne 21
3. 3amnjaHoBaHMM TEpMiH PO3POOKH, THIB Fpq 60 (3 micsi)
4. T'pyna 3amaui mijgcucremMu ynpaniaiHas (1-6) — 1
5. Crynins HOBU3HHK 3a1a4i (A, b, B, I') — b
6. Cxnamgaicth asiroputmy (1, 2, 3) — 2
ApPK.
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[Tponorxenus Tabdmuii 7.1

1 3
7. KinbkicTh MakeTiB BXiIHOT iHpOpMaIii 3
8.  Kiuibkicth ¢hopm BuxigHOT iHDOpMAIIii. 4
9. Moga nporpamyBanHs (1-6) 1
10. Tlomepenmniii nocBiz (1-6) 3
11. Tmyukicts mpoekty 111 (1-6) 3
12. HetansHicTh npoekTy [T (1-6) 2
13. PiBeHb cripaniboBaHOCTI KOJIEKTUBY (1-6) 2
14. Cryniap BuMipHoCTi mipotecis (1-6) 3
15. HeoOxigna HaaidHICTh IpOrpaMHOro 3abe3nedeHHs (1-6) 2
16. Po3mip 6a3u ganux (mopiBHSHO 3 po3MipoM mporpamu) (1-
6) ’
17. CxnaaHicTh KIHIIEBOTO MPOTPAMHOTO MPOAYKTY (1-6) 2
18. HeoOxigHuii piBeHb 3a0€3MeUeHHSs IOBTOPHOTO
BUKOpUCTaHHS (1-6) ’
19. JIoKyMEHTOBaHICTh BIAMOBIAHO 70 IJTAHOBAHOTO
YKUTTEBOTO ITUKITY (1-6) ’
20. Bwumorwu no mBuakoiii ITI1 (1-6) 2
21. OOMexeHHs Ha pO3Mipyd OCHOBHOTO CXOBHINA JaHuX (1-6) 2
22. Pi3HOMaHITHICTH BUKOPUCTOBYBAHUX OOUMCITIOBATBHUX
matdopm (1-6) ’
23. Ilpodeciiinuii piBeHb aHATITUKIB (1-6) 2
24. TIlpodeciitamii piBeHb mporpamicTis (1-6) 2
25. TlocTiitHICTh CKJIaay KOMaHIu po3poOHUKIB (1-6) 2
26. Jocix po3pobku qoaatkiB (1-6) 2
27. JlocBix po6oTu 3 06uuCTIOBAIEHOIO TaThopmoro (1-6) 2
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[Tponorxenus Tabdmuii 7.1

1 2 3
28. [ocBix poOOTH 3 MOBOIO 1 IHCTpyMEHTaMU - )
cepenoBuIa po3pooku (1-6)
29. Hocsijg po60TH 3 MpOrpaMHUMH 1HCTPYMEHTaMU
po3podku (1-6) - :
30. Po3zpo6ka I13 nis nekinpKox cepBepiB OJJHOYACHO
(1-6) l i
31. Bumorwu 1o 1oTpuMaHHS BCTAHOBJIEHOTO Tpadika
pobit (1-6) - ?
32. Bapricts I[13 y po3poonuka (HMA), rpH. — 21000
33. HopmatuB nonatkoBoi 3apriatu, % : Hp 10
34. HopwmatuB BimpaxyBaHb y comiaibHi GoHaH, % Hc 22
35. HopwmatuB 3arajibHOrocoAapChbKUX BUTPAT, %o Hr 15
36. HopmatuB BUTpaT Ha OCBOEHHSI HOBHX MOB
nporpamyBaHHs, %o i b
37. PiBeHb peHTa0ENbHOCTI MPOTPAMHOI NPOAYKIIii, %o Pe 50
38. CraBka nojaTKy Ha J0JaHy BapTiCTh, %o Hns 20

7.2 Po3paxyHOK TPYAOMICTKOCTI pO3pOOKH MPOrPaMHOI NPOXYKIII

3HaUYeHHS] TPYAOMICTKOCTI PO3POOKH MPOTPaMHOTO 3a0e3MedeHHsS I CTalii
T3, EK, TII ta BII Bu3HauaeMo 1o TUMOBMM HOpMaM 4acy MPUBEICHUM B J0JIaTKax
MB. Cranis PII € HaitO11b11 TPUBAIOO 1 TPYIOMICTKOIO, 1110 POOUTH 3HAYHUM BILJIUB HA
1HTII1 CTail MPOEKTY.
Busnaunmo tpyaomictkicTs po3pooku I13 mst crazii PII.
O06uHCITII0EMO HOMIHATBHI TPYJOBUTPATH, JTO-MIC.:
Tron = A Size?, (7.1)

ne: A — xoedimient boema, 4 = 2,45;
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Size — 3aranpHUM 00'€eM B1JIaroKEHOTO TPOTPAMHOTO KOY, THUC. PAIKIB;
B — moka3HuK CTyIeHsl, 0 BUSHAYAETHCS CITIBBITHOIICHHSIM:
B=1,01+0,001>_W,, (7.2)
ne: Wi_cymapHe 3HadueHHs I'aTh Toka3HukiB (MB, momarok 2), mo BiJ0OpakaroTh
0COOJIMBOCTI  pO3pOOKHM MpoekTy mnporpamHoro mpoaykry (IIII) 1 konexTuBy
PO3pOOHUKIB.
B=1,01+0,001(2,43+3,64+3,38+3,95+2,73) = 1,027.
Tron = 2,452,702 = 6,78 mon-mic.

Busznauaemo ytouHeHi (3 ypaxyBaHHAM npuBeneHux B MB jgomatky 3

CIMHAJIATH JOJATKOBUX KOE(PIIIEHTIB) TPYAOBUTPATH, JIFOJI-MiC.:
Tymoun = Thon L1V, (7.3)
ne: I1V; — noOyToK CIMHAJLSATH T0AATKOBUX KOeQIlI€HTIB, lpuBeneHnx B MB nonatky 3.
Tymown = 6,78-(0,88-0,93-0,88-0,91-0,95-1-1-0,87-1,22-1,16-1,1-1,1-
1,12-1,1-1-1,1-1,1) = 9,37 mox-mic.

i koedimieHTH M03BOJIAIOTH MU EpEeHIIH0BAHO OLIIHIOBATH PE3yIbTaTH POOOTH
IpOrpamicTiB, Oepydur 0 yBaru MBHUIKO/IIIO MPOTPaMH, BUKOPUCTAHHS PI3HOMAHITHUX
00UMCITIOBAJIBHUX TUIATGOPM 1 1HCTPYMEHTIB PO3POOKH, B3aEMOJIIO JICKIJIBKOX
cepBepiB, BUMOTH /10 00'eMiB 0a3 JaHUX 1 iH.

Buznagaemo miicyMKOBI TPYIOBUTPATH IO CTali pOOOUHIA MPOCKT, JIFOI-THI:

T,, = 0,3CT0’33+0’2(B_1’01)S , (7.4)

ymoun
ne:  C— BU3HAYCHUIT EMITIPUYHO KOE(IIIE€HT, 3aIIPOIIOHOBAHNN aBTOPAMU METOAMKH,
(MB, nonatox 4);

S — koe(itieHT cTUCHEHHS (a00 MOJOBXKeHHs) Tpadika podiT %, 10 J03BOJISIE
KOpEKTYBaTH TepMiHU po3poOku I3 3rigHo BcTaHoBiIeHMM BuMoraM. BuOupaemo B
mexax (25...350)%.

T =0,3-2,66-9,370-33702(1.026-10D.10() = 168 nmron/neHs.

JInst  3pydHOCTI BH3HAYEHHS 3arajbHOi TPYAOMICTKOCTI Ha PO3POOKY

IpOrpaMHOro 3a0e3NeueHHs pe3yibTaTH PO3PAXyHKIB MO CTaisiM 3BOAMMO [0

tabmur 7.2.
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Tabmuns 7.2 — BusHaueHHS  TPYJOMICTKOCTI  PO3pPOOKHM  MPOrpaMHOIO

3a0€e3ne4YeHHS
TpynomicTKiCTh 32 THTOBUMH HOPMaMH Ta
Cranii po3po0ku pO3paxyHKaMu

Bemnuuna, mron/mui ITincraBa
TexHIuHEe 3aBJaHHSA 9 J5
Eckiznuit mpoext 10 J16
TexHiyHUN TPOECKT 9 7
Po6ounii mpoekt 168 O 7.1-74
BnpoBamxeHns 13 13
Bceroro 209 —

7.3 Bu3Ha4YeHHS YMCeJIbHOCTiI BUKOHABIIB i II1aHOBOT0 GOHAY 3apIuiaTH

UHCenbHICTh CTABOK 1HKEHEPIB-MPOTPAMICTIB JJIT PO3POOKHA TPOTPamMHOTO
3a0e3MeYeHHs] BU3HAYAETHCSA 32 (HOPMYIIOLO:
T N

y=—"nm___ 7.5
R, (7.5)

P4 e
ne:  F,,— nnaHoBui GoHa poOOUYOro yacy OAHOTO CIelianicTa, JHIB;
T,; - TPYOMICTKICTH PO3POOKH MPOTPaMHOTO 3a0e3MeUeHHs JIFO1-]THi.

q :w =3,8 CTaBKH.

60-5

UuicespHICTh  1H)XKCHEPIB-CJEKTPOHIIUKIB  JJIsI  MPOBEICHHS  TEXHIYHOTO

00CITyrOBYBaHHS Ta PEMOHTY KOMIT'FOTEPHUX MEPEK BU3HAYAETHCA B 3JICKHOCTI Bi

HAsSBHOCTI TEXHIYHMX 3acO0iB 1 HOPM BHUTpaT Yacy Ha BUKOHAHHS MPOQPIIAKTHUHUX
pOOIT HA TPOTSI31 POKY.

Busnauaemo 3aTpatm Yacy Ha BHMKOHaHHA MNPOQUIAKTUYHUX poOIT 110

00cITyroByBaHHIO O0JIaIHaHHS 3a mepioj] po3poOku. Pe3ynbratu po3paxyHKy 3BOJUMO

110 Tadymmi 7.3.
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Tabmuns 7.3 —3aTpaTd 4acy Ha BUKOHAHHA MNPODUIAKTUYHUX POOIT MO

00CIIyroByBaHHIO 00JIaJHAHHS 32 PO3PAXyHKOBHIM Mepiof

[MpodinakTuyne 06CIyroByBaHHS
Hafivcrypants o6 agnass Kinekicte | Kinmpkicts | 3atpatu | 3arpatu
XB. Ha obna- Jacy B Jacy B

OJIUH. O0JI. | HaHHSA XB. ro/i.
Cucremuuii 6ok I1K 90 11 990 16,5
Mowuitop 60 11 660 11
Knagiatypa 30 11 330 5,5
MaHInyJIaTop «MUIITKa 30 11 330 5,5
IIpuHTEp MaTpUYHMIA 60 0 0 0,0
IIpunTep nazepHuit 120 2 240 4
[TpunTEp CTpyMUHHUI 60 1 60 1
Ckanep 20 2 40 0,67
Konuentparop-mapimpyruzarop 30 3 90 1,5
Ka6enpHi rocnionapcra JIOM nHa 1 M. 1. 2.5 250 625 10,42
KomiroBanpHuii amapar 140 1 140 2,33
Ycboro 3a pik: 34 58,42

Yac na npodirakTuky oOJIaJlHaHHS B 3arajbHOMYy OajlaHci poOodYoro dyacy
1HKEHEp1B-eJIeKTPOHIINKIB HEMOBUHEH cKianatu oinpiie 10%.
Buxonsuu 3 iis0ro oH1 poOb0UY0To Yacy iHKEHEepiB-eJIeKTPOHIIUKIB CKIAIaE:

c 311 ) nmic
@dp = 1.2 » (76)

583
CD@ :?:145 roa.

Buznayaemo He0OXi/IHY KUTBKICTh CTABOK IITATHOTO nepcoHany cekropa TO:
c
D,

Y, =——, 7.7
o F (7.7
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Y., = 145/(60-8) = 0.3 cTaBKwu.

Jlnst 3a0e3nedeHds HOPMAJIBHOTO TEXHIYHOTO OOCIyroByBaHHs 3aco6iB TO Ta

Mepex, HEOOX1THO TIPUHUHATH HaWOUIbIIE I1iJIe 3HAYCHHS PO3PaXyHKOBOI YHCETBbHOCTI

1H)KEHEPIB-CICKTPOHIIHUKIB.

YucenpHICTh

1HKEHEP1B-CUCTEMOTEXHIKIB,

aJIMiHICTpaTOPiB

MEpEexKi,

nuzaiinepiB WEB  By37iB, CHCTEeMHHX TMIPOTpaMicTiB (aHAJITHKIB), OyXrajarepi-

CeKOHOMICTIB BHM3HAYA€ThCSA 3a MOTPeOOI0 B 3aJEKHOCTI

000B'S3KIB.

PO3KJIIal.

Tabmums 7.4 — Po3paxyHOK 4HMCETbHOCTI

[Ticiga BU3HAUEHHS YUCEJIBLHOCTI

HITATHOIO TEPCOHAIY

Bil (PYHKITIOHATHHIX

MEPCOHANY CKJIAJAEThCA IITATHUN

CEKTOpYy

CHUCTEMHOTO Ta aaMIHICTpaTUBHOro 0OCIyroByBaHHs 3aco0iB OT Ta KoMIT'IOTEpHHX

MEpex
K-1p
[Tocama Bunx pobotu Yac| mratHHX
OJTMHUITH
AJMiHICTpYBaHHS JIOKaJbHOT MEPEXi, MOIITOBOTO Ta
cepsepy DNS (OC FreeBSD), mapmpytusaropa Cisco,
AMiHICT-| TOMeHHOTO KoHTposepy Windows Server, cepBepy 2
parop | goctynmy ADSL (OC Linux), nHanamryBanus ADSL, VPN
saranpHoi | PPPOE, Frame Relay, Wi-Fi
Mepexi, | HamamryBanas 1 KoHQIrypyBaHHs 0a30BOi CTaHIT 0.5 0.5
aHaMTHK | 0e3mpoBinHoro 3B a3ky (CMTS)
Po3poOka Ta BpoBaKeHHSI MPOEKTIB 3 OpraHizarlii 0.5
3B’S3KYy MIXK BiasieHuMu o0’ extamu, JIOM
3abe3neueHHs 1117101000801 pOOOTH 3B’ SI3KY KJIIE€HTIB 10 .
Mepexi [aTepHer
Bceworo 4
ApPK.
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[Tponorxxenus Tadauii 7.4

K-1b
ITocana Bug pobotun Yac| mraTHUX
OJIMHUIIb
[Tpe3enTanii HOBO1 MPOAYKIIii, HOIIYK KaHAIIB 30yTy 1
[Mpoxakt- | IlinTprMKa NOCTIHHUX KITIEHTIB 0,5
meHekep | OdhopMieHHS 10TOBOPIB, BEJICHHS TCHACPIB 0,25 0,25
KoHnTponb B3aeMOpO3paxyHKiB 3 HOCTaYaIbHUKAMU 0,25
Bceworo 2
Po3po0Oka xonnemniiii opopmiieHHs Ta iHTepdeiicy
CalTy, ONTUMI3AIlis AU3alHY ICHYIOUHX, TPOCKTYE X 1
CTPYKTYypy Ta HaBIraIio
JHuzaitaep | CTBOpeHHs rpadiuyHUX 1 CTUIIICTUYHUX €JIEMEHTIB
WEB | caiity 0 0,25
Odopmienns 6aHepiB 1 MPOMO-CTOPIHOK 0,25
Po3mimenns rpadiku 1 KOHTEeHTY Ha [HTEpHET
CTOpIHKax 02
Bceworo 2
Po3pobxka Ta BepcTka MakeTiB peKiIaMHOI MPOAYKIIIT T4
TEeXHIYHOI TOKyMEHTAITIT :
Inxenep | Bepcrka ipykOoBaHUX BUaHb 0,5
BEpCTAILHUK J{opyKkoBa MiIrOTOBKA MaKETiB 0,25 0,25
Posmimenns rpadiku 1 KOHTEHTY Ha [HTEpHET
CTOpIHKax %2
Beroro 2
ApPK.
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CkrnazeMo mTaTHUN PO3KJIa]l BUKOHABIIIB.

Tabmuns 7.5 — HltaTHU# po3KiIaa BHKOHABITIB

Hocana Kimpkicte | Cepenubomicsunuii | Beboro 3a mepion
CTaBOK OKJIaJi, TPH. PO3pOOKH, TPH.
KepiBuuk (IT-menemxep) 1 12475 37425
[IponakT-MeHemKeEp 0,25 12000 9000
[Hxenep-nporpamict 3,8 12000 136800
[HKEHEep-ENneKTPOHIUK 0,3 11500 10350
[H)XeHep-CUCTEMOTEXHIK 0,25 11500 8625
AJZIMIHICTpATOp MEpEexKi 0,5 11500 17250
CucteMHUi porpamicT 0,25 11500 8625
Huzaitnep WEB 0,25 12000 9000
[HKeHep-BepCTAIBHUK 0,25 11700 8775
byxranrep-exoHOMICT 0,5 12500 18750
Bcworo 3a mepion po3podku | R., = 7,35 - D05 = 264600

POSp&XYEMO CCPCIAHBbOACHHY 3apIljyiaTy OAJHOT'O BUKOHABIIA:

3(:()

pob

"R F

en” pq

ne: @, — 3arajbHa cyma 3apIuiaT 3a IUIaHOBUH MEp1oJ, TPH.

264600
“7.35-60

=600 epH.

(7.8)

7.4 Po3paxyHOK KamiTaJbHUX BKJIA/JIeHb TA aMOPTU3ALiMHUX BiAPaxyBaHb

Y PO3pPOOHUKA

banancoBa BapTicTh Oy/1iBEIb BU3HAYAETHCS 3 YpaXyBaHHAM KUJIBKOCTI POOOYMX

KBaIpaTHOTO MeTpa BUPOOHUYOT IJIOIII:

MICIIb BHKOHABIIIB, MATOMOI IUIONII Ha OJHE poOodYe Micile, Ta BapTOCTI OJHOTO

B,

Mo QoKym. Iionuc | Jlama

Apx.
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B,=R,S,M,, (7.9)

Ie: Rcln — KUTBKICTh pOOOYHX MICITb BUKOHABIIIB, IT. [IpuiiMaemMo 8 pobounx Miciib;
S, — IMTOMa TIoMmA Ha OJ[HE poboUe Micue, M’ ;
1], ~BapTICTh OJTHOTO KBAAPATHOTO METPA ILJIOTIII, TPH.

3rigHo paHux iHTepHET pecypcy DOM.RIA (https://dom.ria.com) 11iHa OJHOTO

KBaJIpaTHOTO MeETpa IUIONIi, BiK 5SKO0i He mepeBuinye 30 pokiB, MO MICTy CKIIATa€e
500...1600 y.0./ m>. BpaxoBytoun, mo Kypc ckianae 1 y.o. =38 TpH. npuiiMaeMo s
pO3paxyHKy BapTiCThb OJHOrO MeTpa KBaapartHoro pisaor 20000 rpm./m?. Ha koxHe

po6oue Miclie y cepeHbOMY HOTPIOHO 8.1°. 3 ypaxyBaHHIM IIHOTO:
by =8-8:20000 = 1280000 rpH.
Bapricte nepenaBanibHux mpuctpoiB ckimanae 10% Big BapTocTi OymiBenb, 1y
JTaHOMY BUIIaAKy BoHa ckiazae: 128000 rpH.
banancoBa BapTicTh IHBEHTAPIO PO3pPaxoByeThCs 32 HOpMOIO 3500 rpH. Ha oHE

poboue micte. TooTo:

I, =R -1, (7.10)

ne: 1], — mina MeOJ1iB 1711 0AHOTO PoOOYOTo MICIIs, TPH.
[, =8-3500 =28000 rps.
bamancoBa BapTICTh OOYKCIIIOBAJIbHOI TEXHIKM BH3HAYAETHCS 110 OINTOBUM
I[iIHaM MTOCTavYaJIbHAKA 3 BPaXyBaHHSIM BUTpAT HA TPAHCIIOPTYBaHHS.
Crnenudikaris Ha 00YHCITIOBANIbHY TEXHIKY HaBejieHa B TabmuI 7.7.
Jlani mo OmTOBIH I1iHI Ha 00JIATHAHHS T4 KOMIUIEKTYIOUl BHOMPATUCH TI0 TPancy

¢ipmu HARD kiev.ua 3a 5.11.22 — mxepeno https://hard.kiev.ua.

Tabmung 7.6 — Cnenudikaris

HaiimenyBanns
) OnroBa
KOMILJIEKTYI04U01 a00 Tun .
1[1Ha
o0nagHaHHA
[lepcoHanbHUil KOMIT IOTEP 11186
ApPK.
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https://dom.ria.com)
https://dom.ria.com)

[TponomxenHs Tabdmuii 7.6

HaiimenyBanus
KOMITJIEKTYI0401 2060 Tun OH.TOBa
iHa
o0nagHaHHA

CucteMHuii 070K 6490

[Tpomecop Intel Xeon E5-2680 SROKH 2.70GHz/20M [N
LGA2011

CucremHa mmiata Intel X79 LGA2011 DDR3 USB 3.0 WiFi SL
ATX 1050

Bineokapra Bupaeokapra HP Quadro FX 580 450Mhz PC] 260
E 2.0 1024Mb 1600Mhz 128bit DisplayPort

KopcTkuit quck SSD nmuck Micron RealSSD P400m 200G
SAS 6G MLC 2.5 (MTFDEAK200MAS 980
2S1AA)

OnepaTtuBHa 11aM’SITh Samsung DDR3-1333 8Gb PC3-10600R EC( 168
Registered (M393B1K70CHO0-CH9Q)5)

DVD-npuson Super Multi LG SATA DVD£RW R+22x,
22x, RW+8x/-6x, DL+16x/-12x, RAM 123 432
SecurDisc, black (GH22NS40RBB)

Kopmyc ASUS TA-861 500W FSP ATX-500V 822
(Black/Silver panel) ATX (90-PL861AF5C4
53C2)

Kynep — —

Kapapigep BayTpimnin | USB 2.0 Card reader STORM CR-35U1A4-E
int. 3.5", 1*USB2.0+AUDIO+1394, multi: A 240
Type Cards, black

1HIIIE Kunagiarypa, murika -
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[TponomxenHs Tabdmuii 7.6

HaiimenyBanns
OnroBa
KOMIIJIEKTY 0401 200 Tun .
iHa
oOagHaHH
MowiTop 22" TFT, ASUS VW223D ( 5ms, 300/3000: 1 2200
170/160, D-SUB, Wide)
[TpunTep nazepHuit Canon i-SENSYS LBP6030W 2700
[TpunTEp CTPYMUHHUI Epson Stylus Photo P50 (C11CA45341) + 5500
USB cable
CkaHep Epson Perfection V37 Photo 2970
KomnitoBanpuuit amapatr | Canon i-SENSYS MF217W with Wi-Fi 5965
[Tpuctpiti 6e3mepediitnor] UPS APC BACK-UPS ES 525VA 2301 1496
YKUBJICHHS RUSSIA (BE525-RS)

Butpatu Ha TpaHCHOPT, MOHTaX Ta BUMNPOOYBAHHS MOXYTh OyTH MPUUHSATI B

BKJIAQJICHD CKJIAJIEMO TAOIHUIIO 7.8.

Tabmung 7.7 — banancosa BapTiCTh 00YMCITIOBAIBHOT TEXHIKH

Mexkax 10 10% Big onroBoi miHu. JIis BU3HAYCHHS HEOOX1AHOI KIIBKOCTI KaIliTaTbHUX

ButpaTtun Ha
HaliMenyBaHH . ' 3aranbHa
KUIBKICTB, [{ina 3a TPaHCIIOPTYBaHHH, '
00U CITIOBAIBHOT BApTICTb,
' LIT. OJIMHHMIIO, TPH. MOHTaX Ta
TEXHIKH IPH.
BUIIPOOOBYBaHHS.
[lepconasbH1
8 11186 8948.8 98436,8
KOMIT YOTEPU
[TpunTep nas. 2 2700 540 5940
IIpunTep cTpym. 1 5500 550 6050
Ckanepu 1 2970 8948.8 98436,8
Komitos. anmapar 1 5965 540 5940
Bcroro — — — 214803,6
ApPK.
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Tabmuns 7.8 — BapticTh ocHOBHMX (DOHIB Ta aMOpTH3aIliiHI BiapaxyBaHHS

pO3poOHUKA
AMopTH3altis
['pynu Ta BUAM OCHOBHHX banancosa
: . Binpaxy-
dbonaiB BapTICTh, TPH. Hopwma, %
BaHHSI, TPH.
1 2 3 4
I'pyna 3
1. Bynimi 1280000 - -
2. IlepenaBanbHi IpUCTPOI 128000 - -
Bceworo o rpymi 1408000 5 70400
I'pyna 4

3. O6uucnioBanbHa

. 214804 - -
TEeXHIKa
Bceroro o rpyti 214804 50 107402

I'pyma s, 6
4. BumiproBajiabH1 NPUCTPOT 5190 25 -
5. TpancnoptHi 3acoou 0 20 -
6. I'ocriopapcekuit
. 28000 25 -
1HBEHTap
Bceworo o rpyi 33190 - 8297,5
HewmarepianbHi akTHBU

7. HemarepiajibH1 aKTUBU 21000 10 2100
Pazom K, = 1676994 A, =188199,5

[TpumiTka: BapTiCTh aBTOMOOLISI MPUIMAEMO PIBHOIO HYIIIO.

B,

Apx. | Ne okym. Hionuc | Hdama
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7.5 BuzHa4yeHHs1 cO0IBAPTOCTi PO3pO0KH TAa WiHM MPOTPAMHOI MPOAYKIil

Buznaunmo OCHOBHY 3apIiuiaty BI/IKOHaBHiB:
3.-T
3 == _n 7.11
0 N (7.11)

ne: N, — KUTbKICTh €K3eMIUISPIB MpoTrpam, IiT.

3, =600-209/21 = 5971 rpH.

Buznaunmo nmomaTkoBy 3apruiaty (oriaTa BiAITyCTOK, BUKOHAHHS JEpyKaBHUX
Ta CycniIbHUX 000B’a3KiB) Ha piBHI 10%:

3,=3,-H,-0,01, (7.12)
ne: H, — HopMaTuB J0JIaTKOBOI 3apIuiaTH, %.
3,=5971-10-0,01 = 597 rpn.
BinpaxyBanHsi Ha couiajgbHi MOTpeOM 3a HopmaTuBOM H.=22% Big cymu

OCHOBHOI Ta JJOJATKOBOI 3apIlJIaTH:

C,, =0,01-H, (3, +3,), (7.13)

ne: H. — BiapaxyBaHHS Ha coIliaibHI notpedu, %.

C,, =0,01:22(5971+597) = 1445 rpH.

Bu3HaunMo 3araabHOTOCTIONAPCHKI BUTpAaTH (€JIEKTPOCHEPTiI0, PEMOHT i
yTPUMAaHHS NPUMIIIEHb 1 T.J1) 32 HopMaTuBOM H, = 15% B1J] OCHOBHOI 3apIjiaTu:
r. =3 -H,-001, (7.14)
ne: H. — 3aranb,HOTOCTIONapChKi BUTpaTH, Y.
I =5971-15-0,01 = 896 rpH.
BuszHaunMo BUTpaTH Ha Martepiaid JUisl po3poOKH MPOTpamMHOI MPOIYKINi 3a
HOPMAaMH CTIOKWBAHHSI Ta JIIFOYUMH IIHAMH 32 OJIMHUITIO BUMIPY:
3u= Bum + 3mz2 + 3u3)/Ne, (7.15)
ne: 3y; — BapTiCTh marepy, TpH.; 32— BapTICTh 3araM’STOBYIOYHMX TPHCTPOIB, TPH.;
3u3 — BapTiCTh GapOu, KapTpimKei, TOHepy, TPH.; N, — KIIbKICTh €K3eMIUIAPIB MpOrpam,

IIT.
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3T1IHO MPUUHIATUX HOPM Ha MIANPUEMCTBI Mgy, NpuiiMaemo 0,75 madku namnepy
Ha mepiog po3poOku. Toxai, BpaxoOBYIOUYHM, IO BapTICTh MAuKH Tamepy CKIaaae
1],=200 rpH., BU3HAYa€MO BaPTICTh NAMepy 3a nepioj po3poOKu:
3mr =Ly eum. (7.16)
3m1 =200-0,75=150 rpH.
3rilHO0 TPUNHATUX HOPM MO KOMIUIEKTAIlli /10 BapTOCTI 3amam’ STOBYIOUUX
IpUCTPOiB BXoAuTh BapTicTh CD/DVD gaumckiB. IX KifbKiCTh JOPIBHIOE KiILKOCTI
KOpOOOYHMX BEpCIli 3alPONOHOBAHOTO MPOAYKTY (IPUIMAEMO JECATBH):
3 =21y, (7.17)
ne Iln — BapTticts auckis CD: CDR TDK 700Mb, 80Min, Cake box,— 26,4 rpH/mT.
3m2 =26,4-10 = 264 rpH.
3rigHO BUJAHMX BHKJIAJadeM HOPM OJHOPA30Bill 3ampaBli MHiAJIATAIOTh YCi
JIPYKYIOYl PUCTPOI 1 CTAHOBUTH:
3wz = Y1, (7.18)
ne: [];,—BapTicTh PO3XIAHUX MaTepialiB APYKYyIOUMX MPUCTPOIB: BIAHOBICHHS Ta
3ampaBka kKaptpuky Uit Canon i-SENSYS LBP6030W — 574 rpH.; kapTpuK s
Epson Stylus Photo P50 — 558 rpH.; BigHOBICHHS KapTpu Ky 1 MF217W — 570 rpH.
3uz = 574+558+570 = 1702 rpH.
3= (150 +264 + 1702)/21 = 101 rpH.
BusnaunMo BuTpaTu Ha OCBOEHHS HOBHUX MOB TMporpaMmyBaHHs a0o
oTiepaIifHNX cucTeM 3a HopMaTuBoM (H, = 15%) BiJ OCHOBHOI 3apIijiaTH BUKOHABIIIB:
0,=3,-H,6-0,01, (7.19)
ne: H, — HopMaTuB BUTpAT Ha OCBOEHHS HOBUX MOB IporpaMyBaHHs, %.
0, =5971-15-0,01 = 896 rpH.
BusHaunMo BHUTpaTH Ha aMOPTH3aIil0 OCHOBHUX (OHAIB 3 ypaxyBaHHSIM
3araJIbHOI PIYHOI CyMH aMOPTHU3AIIMHUX BiJpaxyBaHb Ta KIJIbKOCTI EK3EMILISPIB

nporpam (N, = 21 npum.):

A, =" (7.20)
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ne: A, — 3arajbHa piyHa CymMa aMOPTH3AlIMHUX BiJIpaxyBaHb, IPH.
A, =188200-3/(21-12) = 2240 rp=.
[ToBHa cob6iBapricte [I3 BH3HAuUaeThCcsl K cymMa BHTpAT 3a MOMEPEIHIMH
CTAaTTSAMH KaJIbKYJIALII:
C,=3,+3,+C,, +1,,+3,+0,+4,. (7.21)
C, =5971+597+1445+896+101+896+2240 = 12146 rpH.

Busnaunmo miaHoBuil npuOyTOK 3a piBHEM peHTadenbHOCTI (P,) mporpaMHoi
TPOAYKIIi1, sIKa 3aJICKUTh BiJ CKJIIATHOCTI MTPOTPaMH Ta CTYIICHS HOBU3HH 3a/1a4i.
Jl7is JaHOTO MPOTPaMHOTO 3a0e3MeUYeHHs PiBEHb peHTabebHOCTI ckiagae 50%.

m,=001-F,-C,, (7.22)

ne: P, — piBeHb peHTa0eIhHOCTI, Y.

11,=0,01-50-12146 = 6073 rpH.

Benuuunu miHa mignpueMCTBa, MOAATOK Ha JTOJAHY BapTiCTh, BIAMYCKHA ITiHA
IPOrpaMHOi MPOIYKITii BU3HAYAIOTHCSA 32 (DOpMYyIaMu, TPUBEACHUMH B TabmuIli 7.9
Tabmuus 7.9 — HopmatuBHA KaTbKyJIAIIisi COOIBapTOCTI pO3POOKH MPOTPAMHOTO

3a0e31eyeHHs 3a1a4l

HavimenyBaHHs cTaten BUTpaT [To3nauennsi Bennuuna, rpH
1 2 3
1. OcHoBHa 3apiTaTa BUKOHABIIIB 3, 5971
2. JlonaTkoBa 3apruiaTa BAKOHABIIIB 3 597
3. BigpaxyBaHHs Ha colliaibHI TOTPeOH Coy 1445
4. 3aranbHOTOCTIONAPCHKI BUTPATH L ocn 896
5. Butparu Ha marepianu 3u 101
6. OcBOCHHA HOBUX onepariiHux
O, 896
CHUCTEM, MOB IPOrpaMyBaHHs
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[Tponomxenus Tabdmauii 7.9

1 2 3
7. AMopTH3aIlisi OCHOBHUX (hOHIB A, 2240
8. IloBHa co01BapTICTH IIPOTPAMHOIO
P porp C, 12146
3a0e3neueHns
9. I1nanoBuii mpuOyTOK 11, 6073
10.1lina nianpuemctsa L[, = C,+11, 1], 18219
11.ITopatok Ha 10JaHy BapTICTh
11/IB 3643,8
IJIB=0.01-Hy: L],
12.BignyckHa iHa IpOrpamMHoi
_ i 21862,8
nponykuii [ =[], + I[[/[B

7.6 BusHauyeHHs1 00’€My KalliTAJIbHUX BKJIAJECHDb Y CIIOKMBA4Ya MPOTrPaMHOL

NMpoAyKUil

O0’eM KamiTaNpHUX BKJIQJAE€Hb Yy CIHOXHMBaya MPOrpaMHOI  HPOAYKIi
BU3HAYa€EMO Ha OCHOB1 OayaHCOBO1 BApTOCTI OCHOBHHUX (DOHJIB, SIKa BPaXOBYe€ IIiHY,
TPAHCIIOPTHO-3arOTiBEIbHI ~ BUTPATH,  BapTICTh  OyjAiBeslb, MOHTAXHUX  Ta
IIyCKOHAJIaro/)KyBaJIbHUX POOIT, a TaKOX BUTPATH HAa BUIIPOOYBAHHS Y BHUPOOHMUUX
yMoBax. Pe3ynpTaT po3paxyHkiB 3BoguMo y Tabnuio 7.10.

Tabmums 7.10 — Po3paxyHok 00’eMy KamiTaJbHUX BKIAJICHb y CIOXKMBaya

IpOrpamMHoOi MPOTYKILiT

HailiMeHyBaHHSI KamiTaJIbHUX BKIAJCHB Cywma 3a BapiaHTam#, TPH.
bazoBuii Hoswuii
BapTicTe mporpaMHoOi mpoayKiii — 21863
Bcworo kamitaapHUX BUTpAT — 21863

ApK.
BKPM-123.22.0021.00.00.713 -

Bum. | Apx. | Ne Dokym. ITionuc | Jama 71




7.7 Bu3zHa4yeHHs eKCILUIyaTAlliIfHUX BUTPAT

Excrutyarartiiiini BUTpaT y CrioKuBaya MIpOrpaMHoOi MPOAYKIIil BUBHAYAEMO TIpU
YMOBI pOOOTH MiJICUCTEMHU Ha MPOT#A31 poky. Pe3ynpTaTn 3BoaMMO 10 Tabaui 7.11.
Tabmums  7.11 — Po3paxyHOK — eKCIUTyaTalliiHUX BUTpAaT y  CIHOXKMBaya

MPOTPAMHOI MPOAYKITIT

Cyma BUTparT 3a BapiaHTaMH,
HaiimenyBanHs craTel BUTpaT [lo3naueHHs IPH.
bazosun Hosun
1. Butpatu Ha 06ciTyroByBaHHs 3, 64416 40260
2. ButpaTu Ha eJIeKTpOEHEPTito 3er 0 0
3. ButpaTtu Ha aMmopTH3aIlito 3an 0 5466
Bcworo Butpar 3a pik 1 64416 45726

ButpaTtu Ha 00cITyroByBaHHS:
3,=T,-3,-(1+0,01-H,)-(1+0,01-H ), (7.23)
ne: T, — KUIbKICTh TOJMH, L0 BHUTPAYa€TbCs HAa OOCIyrOByBaHHS Ha pIK, 200.

(mpuiimaemo 800 roz.); 3. — 3apobiTHA mIaTa 00CIYTrOBYIOYOTO MIEPCOHATY, epH /200 .

3, 5 =800-60-1,1-1,22 = 64416 2pn,

10:
3 ..=500-60-1,1-1,22 =40260 epn.

p nos

Butpatii Ha eneKTpOeHEeprii0 BU3HAYAIOTHCS 3 YpPaxyBaHHSIM CIIOKHBAEMOI
notyxHocTi (/1,;) B KIoBaTax, 4acy eKcIulyaTalii TeEXHIYHUX 3ac001B (7},) B rOAMHAX Ta
[IHK OJTHI€T KiToBaT-TouHM (L],,):

36’.’1 = Heﬂ' Tp'[le/z- (724)

36’.’1 6az — 36.71 HO8
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Butpatu nmo amoprtuzaiii BH3HAYAIOTHCS HA OCHOBI HOPM aMOpTHU3AI[IHHUX

BiIpaxyBaHb, BAPTOCTI MPOrpaMHOi MPOIYyKIii 1 ocHOBHUX (hoHAIB. /{1 po3paxyHKy

cKJagaeMo taosuiro 7.12.

Ta6muig 7.12 — Po3paxyHOK aMOPTH3AIIHUX BiJlpaxyBaHb

['pynn ocHOBHMX Hopma banancosa Baprticth, | CyMa BiipaxyBaHb, IpH
dhoHmiB aMopTHu3alli] TpH., 3a BaplaHTaMHu 3a BaplaHTaMHu
% bazoBuii Hosuit bazoBuii Hosuii
[TporpamMHa mpoayKIIi] 25 — 21863 > 5465,75
Bcrworo BigpaxyBaHb - = 21863 = 5465,75

7.8 Bu3HaYeHHS eKOHOMiYHOI e()eKTUBHOCTI NPOrpaMHOI POAYKIil

Exonomiuna C(I)CKTI/IBHiCTL ImporpaMHoOro 3a0€e3ICUYCHHST BU3HAYAETHCS JIIA

BUT'OTOBIJIFOBAYA 1 CITO)KMBayYa 3a TAKUMU IMOKA3HUKaMH.

Benvunna exOHOMIYHOTO €(eKTy MPU BUIOTOBJIEHHI MPOTPaMHOI MPOAYKIIII,

po3paxoByeMO 3a HOPMYIIOL0:

E,=(U,=C)-N,~2E, K,
i=1

(7.25)

ne: K, — 6anaHcoBa BapTiCTh OCHOBHUX (POHIB pO3pOOHUKA, TPH.; £, — pO3paxyHKOBHH

KOe(]iIlieHT KaIiTaJOBKIA/ICHb.

Busnaunmo nmepios OKYIHOCTI

BUPOOHUKA IPOrPaMHOI MPOTYKITIi:

K*

T, = L,
" (@,-C)N,

ne: K — Ganancoa BapTicTh OCHOBHUX (hOHIIB PO3pOOHUKA Oe3 BpaxyBaHHs BapTOCTi

Ee=(18218—-12146)-21—-(0,05-1408000 + 0,5 -214804 +
+0,25-33190 + 0,1-21000)-3/12 = 80462 2pn.

JO0AaTKOBHUX KaIlTaJbHUX BKIIAJICHb Y

(7.26)

O® TpeThoi TpymHu, TaKk SK iX CTPOK CIY)KOM Ha TOPSAOK OUIBIIMK HIX Iepioj

po3pooku I13.

B,

Apx.

Mo QoKym.

ITionuc
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- 268994
" (18218—12146)-21-12/3

=0,5 pokis.

Ta6muis 7.13 — [loka3HUKM €KOHOMIYHOI €(PEKTUBHOCTI TPOTPAMHOI MPOYKIIii

. . Onuanis
HaliMenyBaHHS MOKa3HUKIB _ Benuuunna
BUMIpY
1. KiibKiCTh €K3eMIUISIPIB MPOTpaMHU [Tpum. 21
2. IToBHa c006iBapTICTh PO3POOIEHOT TpOrpaMu I'pH. 12146
3. Ilina po3po0bJiieHoi mporpamMu I'pH. 18218
4. IlnanoBuii mpuOyTOK BiJ peaizallii oJHO1 mporpaMu I'pH. 6072
5. PeHTabenbHICTh MPOrpaMHoOi MPOAYKIIIT % 50
6. O06’eM  NOJATKOBUX  KamiTadbHUX  BKJIAJCHb Y
) ['pH. 1676994
BUPOOHMKA IPOTPAMHOI MPOAYKIII]
7.3aranpHuii  pUOYTOK BiJ peadizaimii IporpaMHoOi
I'pH. 127512
IPOIYKITT
8. BennunHa eKOHOMIYHOTO €(eKTY MPU BUTOTOBJIEH1
) I'pH. 80462
IPOrpaMHOI MPOAYKIII]
9. Ilepioa OKyMHOCTI JOJATKOBHUX KallITallbHUX BKJIAJCHb _
) PoxkiB 0,5
y BUPOOHHUKA MPOTPAMHOT TPOTYKIIIT
10.06’°eM  10OIAaTKOBUX  KaIlITAJIbHUX  BKJIAQJCHb V
) I'pH. 21863
CIIO’KMBaYa MPOTPaMHOT IPOTYKITTi
11.BennunHa €KOHOMIYHOIO €(eKTy y KOpUcCTyBaya
) I'pH. 13224
IPOrpaMHOI MPOAYKIII]
12.ITepion OKYITHOCTI MONATKOBUX  KaIlTaJIbHUX
. Poxy 1,2
BKJIAJICHb Y KOPHCTYBayda MPOrpaMHoi MPOAyKIIii

Bu3HauyuMo BeJIMYMHY EKOHOMIYHOTO €(eKTy Yy KOpPHUCTyBada MpOorpamMHOi

MPOJIYKITii 3a GOpMYIIOF0:

Ecn :(16 _IH)_EH(KH _Kﬁ)’

(7.27)

ne: ls, I, —BelnuuMHa eKCIUTyaTallliHUX BHUTpAT 3a 0a30BUM M HOBUM BapilaHTOM

BiMoBiTHO; K5, K, — 00’ €M KamiTaIbHUX BKJIAJICHD 32 BapiaHTaMHU, 10 TTOPIBHIOIOTHCS.

B,

Apx. | Ne okym. Hionuc | Hdama
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E_ =(64416-45726)-0,25-21863 = 13224 rpH.

Busznaunmo nmepiosy OKYMHOCTI JOJATKOBUX KaIliTaJbHUX BKJIQJCHb Y

CIO’KHMBay4a MPOTPaMHOT NPOAYKIIi 3a paXyHOK 3HMKEHHS €KCILTyaTallliiHUX BUTPAT:

KoK (7.28)
21863 oo

64416 — 45726
[TokazHMKH €KOHOMIYHOT €(PEKTUBHOCTI MPOTPAMHOI MPOIYKINI 3BOAMMO O

tabmu 7.13.
7.9 BuUCHOBKH

Po3pobnena mporpama €KOHOMIYHO BHUTIHA. 3a paxyHOK BIIPOBAKCHHSI
IPOrpaMHOTO 3a0e3MeUYeHHs] JOCATAETbCA CKOPOUYEHHs Hacy oOpoOku iH(opmariii,
MIJBUIIYETHCS KyJIbTypa TIpalll, MiJABUINCHHS SIKOCTI NMPUMUMAIOUUX YIPaBIIHCHKUX

pIIICHb.
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8 3AXO/1 3 OXOPOHMU ITPAILII TA TEXHIKH BE3IIEKHN

8.1 Beryn

3rinHo 3akoHy Ykpainu “IIpo oxopony mnpami” [3] kokHAa KOMMaHIsA
BIIPOBAKYE 3aX0IU 3 OXOPOHHM Tparli. PeanmizyeTbcs TpyI0B1 BiTHOCHHY 3 BXKUBAHHIM
HEO0OX1THUX 3aC001B 3 OXOPOHHM Mparli Ta pO3pPOOKH BIIMOBIIHUX IOKYMEHTIB:

— [HCTpYKIIii 3 OXOpPOHHU Tpalli 1O KOXKHIN mpodecii 1 3araibHi.

— [omoxeHHs TPO OXOPOHY MPAIi.

— Hakasu 3 oxoponu mnpairii.

— XKypnanu peectpaiii Ta IHCTPYKTaxy.

PoGoTonaBenb CTBOprOE BUIAUI SIKMM TPAIIOE€  BIAMOBIIHO JO THUIIOBOTO
TIOJIOKEHHS, SIKy 3aTBEPIKYEThCS IIEHTPAJIBbHUM OPraHOM BHKOHABYOI BIaaAd 1
3a0e3neuye BUKOHAHHS BUMOT JIEp)KaBHOT MOJIITUKY Y chepl OXOPOHH TIpaiil.

3a HemoTpuUMaHHAM BUMOT, kepiBHUKN [T koMmaHii MOXyTh OyTH MPUTATHYTI
JI0 BIMOBIAAIBHOCTI, sSIKa BUTJIAA€ Y BUJI HakiadaHHs mTpady. SAkimo B pe3yiabTaTi
MOPYIICHHSI YMOB OXOPOHHU Mpaill € MOCTpa)KJaajil MpaliBHUKU TO KepiBHI ocobu IT
KOMIMaHI{ MPUTATYIOTHCS 10 KPUMIHAJIBHOI B1MOBIIATbHOCTI.

3akoHoMm VYkpainu “TIpo oxopony mnpaimi” [3] pemiaMeHTYHOThCS 3arajibHi
NOJIOKEHHS JI€PKaBHOI MOJIITUKM B Taly3l OXOPOHM Mpall, & KOHKPETU3YIOThCA i
MOJIOKEHHS HOPMAaTUBHO-IIPAaBOBMMHU aKTaMH PO OXOPOHY Ipali, 30kpemMa Haxazom
MinictepcTBa comianbHol nomTHKU Ykpainu 14.02.2018 Ne 207, sikuii 3apeecTpoBaHO
B MinicrepctBi roctumii Yikpainm 25 xkBiTHa 2018 p. 3a Ne508/31960 «IlIpo
3aTBEpHKEeHHST BuMor mo10 6e3neku Ta 3aXUCTy 3A0pOB’ S MPAIiBHUKIB M1 9ac poOoTH
3 eKpaHHUMH TPUCTPOSIMU» [5], SKUM 3aTBEPHKEHO HOPMATHBHO-TIPABOBUH aKT 3
oxoponu npari HITAOIT 0.00-7.15-18, «IIpaBuia oxopoHu mparli IiJ1 4ac eKcruryararii

eJIEKTPOHHO-O0UMCITIOBAIBHUX MaIluH», Ta «JlepkaBHI caHITapHI MpaBuiIa 1 HOPMHU
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poOOTH 3 BI3yAIbHUMH JUCIUICMHUMH TEpMIHAJIAMH €JIEKTPOHHO-O0UHCIIOBAIIBHUX
mamua» J1CanlliH 3.3.2-007-98.

[Iporpamictu y npoiieci po60TH MarOTh HETaTUBHUM BIUIMB Ha OpPTaHH 30py, a
TaKOXX MalOTh 3HAYHY PO3YMOBY HAMpyTOIO 1 HEPBOBO-EMOITIHHE HABaHTaXKEHHS. Pyku
(cyriobu MOMBIIB Ta M'A3UM PyK) MpH POOOTI 3 KIaBiaTypol0 MarOTh TEX 1CTOTHE
HaBaHTaxeHHAM. Jlo MmKiMBUX (PakTopiB, SKi BIUIMBAIOTh Ha POOUTHHKIB Tajiy3i
indpopmariitaux  Texnomorii  (IT) cmemiamicTm  BIZHOCSATH  BHCOKOYACTOTHI
CJICKTPOMArHiTHI KOJIMBaHHS (BUIPOMIHIOBAHHsS) poOoTH amaparHoi yactnau EOM Ta
BUIUJIEHHS IIKIUTMBUAX Ta3iB.

i mxiguBi pakTopr MOXKYTh TPUBECTH A0 MPO(dECIHHUX 3aXBOPIOBaHb.

PosrnsHemo  mikigmBi YUHHUKA POOOTH IIPOTPAMICTIB  KEPYIOUHNCH
HACTYITHUMHU HOPMATUBHO-TIPABOBUMHM aKkTaMu: «Jlep:kaBH1 caHITapH1 MpaBuja 1 HOPMH
poOOTH 3 BI3yaIbHUMHM JHUCIUICHHUMH TEPMIHAJIAMU EJICKTPOHHO-00UYUCITIOBAIEHAX
mammny J{CaunlliH 3.3.2-007-98 [5], Ta «Bumoru mono 6e3mexku Ta 3aXUCTy 3A0POB s
MIpaIiBHUKIB I11]1 Yac poOOTH 3 eKkpanHuMK npucTtposimuy HITAOII 0.00-7.15-18.

YMoOBH mpaitii mporpamicra BKIIOUYAIOTh HACTYIHI (PaKTOpH:

— TIapaMeTpH MOBITPSHOTO CEPEIOBUIIA B TPUMIIICHHI;

— BEHTUJIAIIIS IPUMIIIEHHSI;

— OCBITJICHHS IPUMIIICHHS;

— IapaMeTpH MOBITPSIHOTO CEPEIOBUILA B TPUMIIIEHHI, TOLIO.

[Ilo6 3ampormoHyBaTH 3axOad IIOA0 3MEHIIEHHS HETaTUBHOTO BIUIMBY
KOMIT'IOT€pa Ha OpraHi3M JIOJUHU BHU3HAYeMO (aKTOpH, SIKI MOXYTh BUKIUKATH

npodeciiitie 3aXBOPIOBAHHS 1 BIUTUBAIOTH Ha Mpale3JaTHICTh MPorpamicTa.

8.2 Anaui3 ymoB npani Ha pooouomy micui I'T-paxiBus

Ha po6ouomy wmicmi IT-daxiBig (abo mporpamicta) BUHUKaIOTh HEOE3IEUHI Ta

IIKIJJTABI 711 0€3TEYHOT KUTTEMISUTBHOCTI (haKTOPH:

— MIABUILEHUHN PIBEHb HIYyMY;
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— HEeCTIPUSITIIMBI MIKPOKJIIMAaTUUHI YMOBH;

— HEJIOCTATHIN PiBEHD OCBITIICHOCTI;

— IIKJIUB] PEYOBUHHU;

— MIJIBUIIICHUHN PIBEHB CJICKTPOMArHITHUX BUIPOMIHIOBaHb PaioqyacToT;

— BHCOKA HaIpyra eJIeKTPUIHOI MEPEexi;

— CTaTUYHA eJIEKTPUKa Ta 1HIIIL.

PoGotra mporpamicta CyNpOBOKYETHCS TaKOX IMIJBUINCHUM CTYICHEM
HAIPYXKEHOCTI TpyAoBoro mporecy. [lpum cuctemMaTH4HOMY BIUIMBI BUPOOHHUYUX
dakTopiB, SKi HE BIANOBIJAIOTh HOPMATUBHUM TOKa3HUKAM, 3pOCTA€ PIBEHBb
npodeciiiHo 3yMOBIIEHOT 3aXBOPIOBAHOCTI TPAIMIOIOYUX Ta MOXKYTh BHUHHKHYTH
npodeciiiHi 3aXBOpPIOBAaHHS OpraHiB 30py, pyXy, HEpBOBOI CHUCTEMHU. TakuM UYHUHOM,
BUBUYEHHS yMOB Ipami Ha poOo4oMy Micli Mporpamicta € HeoOXiTHOK YMOBOIO
3armo0iraHHsl HETaTUBHUX HACHIJIKIB BIUIMBY HEOE3NMEYHUX Ta IIKIIIMBUX (HAKTOPIB.
PoGoue micie, 1o6pe mpucTOCOBaHE 10 TPYAOBOI JISNIBHOCTI 1HXKEHEpa, MPaBUIILHO 1
JIOIUTPHO OpraHi30BaHe, MO0 MPOCTOpY, GOopMH, po3Mipy 3abe3nedye HoMy 3pydHe
MOJIOXKEHHS TIPH POOOTI 1 BUCOKY ITPOAYKTHUBHICTH Tpalll IpH HaWMEHIIOMY (Pi3uIHOMY
1 ICUX1YHOMY HaIPY>KCHHI.

HopmyBaHHS mapaMeTpiB MPOBOAMTHCS B 3aJE€KHOCTI BiJ MEpIOAYy POKY Ta
KaTeropii BaXXKKOCTI BUKOHYBaHHUX pPOOIT. [ mOCTIHHUX POOOYUX MICIlb, SKUMU €
po6oui micis IT-¢axiBiis, BCTAHOBICHI ONTHUMAaJIbHI MapaMeTpH MIKPOKIIMaTy, a 3a
HEMO>KJIMBOCTI iX JOTpUMaHHS BUKOPHCTOBYIOThH JOMycTUMI mapametrpu. Poborta IT-
GdaxiBI 32 BaXKICTIO BIIHOCUTHCSA A0 la (poOOTH, 11O BUKOHYIOTHCS CHISYU 1 HE
noTpeOyroTh (izuyHOTO HAmpyX)eHHs) Ta [0 (poOOoTH, MO0 BUKOHYIOTHCS CHIISYH,
cTosiud abo TIOB'S3aHI 3 XOJIHHAM Ta CYHOPOBOJIKYIOTBCA JESIKUM  (I3UYHUM
Hampy)XeHHsAM) KaTteropid. B Tabmuii 8.1. HaBejeHi oNTUMAabHI IapaMeTpu

MIKpPOKJIIMATy B MPUMIILICHHSIX.
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Ta6muig 8.1 — [Napamerpu MikpokiMarty Jyis ipuMiiieHs 3 [TK

[lepion poky [TapameTtp mMikpokIiMaTy Bennuuna
XononHuit Temmeparypa oBIiTps B 22...24°C; 40... 60%; no
MPUMIILICHH]; BIJIHOCHA 0,1 m/c
BOJIOTICTh; IIBUJIKICTh
pyXy MOBITPS
Termii Temmeparypa noBiTps B 23..25 °C 40...60%

PUMIILICHH]; BIJIHOCHA 0,1...0,2 m/c

BOJIOTICTh; IIBUAKICTE

pyXy MOBITPS

BumipsHi 3a 10OMOMOTro10 MPUIIaIiB TeMIepaTypa Ta BOJOTICTh Y MPUMIIICHHIX

npariii [T-¢daxiBIiB MOBUHHI BIAMOBIAATH 3a3HAYEHUM Y TAOIHIll JUIS TEIJIOTO Tepioay

poky. Cmig 3a3HauuTH, WO JUIsI HOpMasi3anii MapameTpiB MIKPOKIIMATy CIif

BUKOPHUCTOBYBATH y MPUMIIICHHSIX KOHAMUIIFOBAHHS MOBITPS, a00 3a0€3MeUnTH Moaady

CBIXXKOT'O TIOBITPs CHCTeMaMM BeHTWIIAMil. Hopmu mojadi cBIXKOro MOBITPSI HaBEJEHI Y

tabnui 8.2.

Ta6mui 8.2 — Hopmu mozjadi CBIXKOTO MOBITPsI B TPUMIIIICHHS

XapaKkTepucTuKa NPUMIIICHHS

O6'eMHa BUTpaTa CBIXKOTO MOBITPS, 11O
TIOJACTHCA B IIPUMIILEHHS, M> Ha ONHY

JIOOAWHY B TOAUHY

O6'em 10 20 M* Ha JTFOIUHY
20... 40 M> Ha mrOMUHY

Binbme 40 M>Ha moquuy

He menme 30
He menme 20
Moske 6iTH BUKOpHUCTaHA IPUPOTHA

BEHTUJISALISA

CTBOpEHHS CHPHUATIMBUX YMOB Mpalll 1 MpaBUIIbHE €CTeTUYHE O(POPMIICHHS

poOOUYMX MICIb HA BUPOOHUIITBI Ma€ BEJIMKE 3HAUEHHS SIK JIJIsl TIOJICTIICHHS TIpalli, TakK 1

JUTSI THIBUIIEHHS OTO TTPUBAOIMBOCTI, TO3UTUBHO BIUIMBAE HA MPOIYKTUBHICTH TMpAIi.
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3abapBiieHHST TPUMIIIEHb 1 MEOJIIB TIOBUHHI CIPUATH CTBOPEHHIO CIPUITIMBUX YMOB
JUIS 30pOBOTO CHPHUMHATTS, TAPHOTO HACTPOIO. Y CIY>KOOBUX HMPUMIIICHHSX, Y SKUX
BUKOHYETHCS OJJTHOMaHITHA pO3yMOBa po0OTa, 1[0 BUMArae 3Ha4yHOi HEPBOBOT HAIIPYTH 1
BEJIUKOTO  30CEPEIKEHHs, 3a0apBJICHHS TOBMHHO OyTH CHOKIMHHUX TOHIB —
MaJIOHACHYCHI BIATIHKY XOJIOHOTO 3€JICHOTO 200 OJIaKUTHOTO KOJIHOPIB.

[Tpu po3po06I1l onTUMaTBPHUX YMOB Tpalli MporpaMicTa HEOOX1JHO BpaxoBYBATH
OCBITJIEHICTh. ParfioHanbHe OCBITICHHS POOOYOTO MICISl € OJHUM 3 HalBaKJIMBIILIIX
¢dakTopiB, MO0 BIUIMBAIOTh HAa E(QEKTUBHICTH TPYAOBOI ISUTBHOCTI JIOAUHM, IO
nonepepkaroTh TpaBMaTu3M 1 mpodeciitHi 3axBoproBaHHs. [IpaBmwiibHO opraHi3oBaHe
OCBITJIGHHS CTBOPIOE CHPHUSATIUBI YMOBHU TIpalli, MIABUINYE IMPale3laTHICTh 1
NPOAYKTUBHICTE mparli. OCBITIICHHS Ha poOOYOMY MicCIll MporpamicTa MOBHHHO OYyTH
TakuM, 1100 TpamiBHUK MIir O3 Hampyrd 30py BHKOHYBAaTH CBOIO poOOTY.
CTOMIIIOBaHICTh OpraHiB 30py 3aJeKUTh BiJ psIAy MNPUYMH: HEIOCTATHICTD
OCBITJICHOCTI; HaJMIpHA OCBITJICHICTh; HEMPABUILHUM HarlpsM cBitTia. HegoctaTHiCTh
OCBITJICHHSI IPUBOJUTH JI0 HANPYTH 30pYy, OCJIa0Jisie yBary, MPUBOAUTH 10 HACTaHHS
nepeayacHoi cromiieHocTi. HanmipHo sickpaBe OCBITJICHHS BHUKJIMKA€ 3aCIIIJICHHS,
po3zpaTyBaHHsS 1 pi3b B ouax. HempaBunbHUN HaNpsSMOK CBITJIa Ha poOOYOMY MicCIIi
MOJKE€ CTBOPIOBATH Pi3Ki TiHI, BIIOJMCKH, AE30pIEHTYBATH mpamiordoro. Bei mi

IPUYUHA MOXYTh MPU3BECTHU J0 HEUIACHOTO BUMAAKY ab0 mpod3axBoproBaHb. [4]

8.3 Ilpono3uuii moxo nixsumenHs npaue3agaTaocti IT-¢gaxisuis

[TosiRa Ta BIpOBaIKEHHA HOBUX 1H(OPMALIHHO-KOMYHIKALIMHUX TEXHOJOTIH
3YMOBJTIO€ HEOOXIJIHICTh TMOJAJIBIIIOTO0 BIOCKOHAJICHHS OXOPOHM Tipari (axiBIliB it-
iaycTpil. Bce me morpebye po3poOKM HOBUX HOPMATMBHO-TIPABOBUX AaKTIB 3
pernaMeHTarlii mpaii Ta BIAMOYMHKY (haxiBIlIB it-1HIYCTpii 1 CTAaHAAPTIB MIAMPUEMCTB,
HEHTPIB KOMII'FOTEPHOI TEXHIKM, LEHTPIiB 1HGOPMAIIHUX TEXHONOTIH, CydacHUX
KOMIT IOTepHUX KiaciB. g TiABUINEHHS pPO3yMOBOI Mpare3JaTHOCTI TO 30pOBOi

po0OOTH TOBHMHHA 3MA1MCHIOBATHUCA EpProOHOMIYHA ONTHMI3allii B paMKax CHUCTEMH
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«OTepaTop-TepMIHAY, KA CIIPUATHUME PE3YJbTAaTUBHIN (PI3UUHIN Ta 1HTEICKTyaIbHUN
Mpale31aTHOCTI 1 BIAHOBJICHHIO MCHUXOCOMAaTHYHOTO 310pOB’s (haxiBIiB it-IHAYCTPIi.
Bci maBenmeni 3axoiu I1IOAO0 BIOCKOHAJIGHHS OXOpPOHHM mparli ¢axiBIiB it-IHAYCTpii
MOBUHHI KOHTPOIIOBATUCS CIYX0O0I0 OXOpOHH Ipalll Ta KOMICI€EI0 3 OXOpPOHM Mpalli
nianpueMctBa. OcoOMBE 3HAYEHHSI Y COIIaIbHOMY 3aXHUCTI ITI€T KaTeropii MpaliBHUKIB
HAJICKUTh MPUUHATTA KOMIUIEKCHOTO JOTOBOPY, KMl Moxe 3abe3mednTd (haxiBiliB
JOJATKOBUMH IJIbI'aMH Ta KOMITCHCAITISIMH.

[Ipomo3uiii moa0 MiABUINEHHS Mpale3laTHOCTI it-axiBLiB, po310’eMo Ha
JEKUIbKa KaTeropiii:

Cepenosuiiie 1 po3nopsaok npari. Jyis miHiMi3alii HeraTUBHUX €(eKTiB, IO
NOB’sI3aH1 3 MEPEBTOMIICHHSM it-(axiBIliB, MOTPIOHO YITKO MPOMMCATU 1 peani3yBaTH
rpadik TepioAiB Mpali-BIAMOYMHKY, 100 ¢axiBeb MII MOXJIHUBICTh MEPEKIOYNUTU
yBary, JaTH MOJJIMBICTh BIAIIOYMTH OYaM, MO3KY, €JIEMCHTapHO, BCTATH PO3iM’STH
Horu. Takox moTpiOHO 3pOOUTH MaKCUMAaIbHO KOM(MOPTHUMU YMOBU MIKPOKJIIMATY Y
o¢hiCHOMY TPUMIIIEHHI, Jie¢ TpaIoTh it-haxiBii. MaeTbcs Ha yBa3l BCTAaHOBJICHHS 1
eKCIUTyaTarlisi, KoM BUHUKAE HEOOXITHICTb, KOHAMIIIOHEPIB, OMAJCHHS, Ta CHUCTEMH
BEHTWJISLIT, 3a/J1s TONEPEIKEHHs IeperpiBaHHs, MEPEOXOJIOKEHHS it-paxiBiiB, 1
M0J1aJThIIIOT HEMOXJIMBOCTI HUMH BHKOHYBAaTH cBOi (QyHKIlIi. Takox, 3a MOXKIHUBOCTI,
HaMHU TIPOTOHYETHCS BBEICHHS MPAKTUKHU BigfaneHoi mpari it-paxiBusgmu, SKIIO
poboTosaBelb HE MOXKEe 3a0e3MeYuTH ONTHMabHI 1 Oe3meyHi yMOBU B odicHOMY
IpUMiLIeHH], a00 SIKIIO (haxiBI BOHU HE BIAIITOBYIOTh 13 IEBHUX MPHYUH.

®Di3u4H1 1 [CUXOEMOIIHI YMHHUKH. [lepmmM 1 HaWBaXKJIMBIIIIUM YUHHUKOM,
0 BIUIMBAE Ha TIpale3laTHICTh it-¢axiBIiB € pobodye Micle, 1 caMe TOMY,
po0OoTOIaBEh Ma€E 3a0€3MeYNTH MaKCUMAIbLHUN HoTo KoM(popT 1 Oe3mexy. ["apanTiero
nux (hakTopiB MOXKE CIyTyBaTH cepTH]ikallis MeOiB, 10 BUKOPHUCTOBYIOTHCS Ha
NiANPUEMCTBI it-ramy3i. ToMy HaMu TPOMOHYETHCS 3aKyMiBIA TIIbKA MEOINIB , SKi
monut ceptudikaiito Ha BIANOBIAHICTE. [lim MCHUXOEMOIIWHUMU YMHHUKAMU MH
pPO3yMiEMO TapHE caMOINOYyTTs (axiBIliB, TO3UTUBHUNA HACTIN, TAPHUA TICUXOJIOTIYHUHN
KJIIMaT Yy KOJEKTHBI, TOIIO. 3aid TOro, I00 TICUXOEMOIIHHI YWHHUKA MaJu

MaKCHMAaJIbHO TIO3UTUBHHMI €(deKT, KEpIBHUIITBY CIiJ TOBOJUTH 3axXOaH, SKI
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CIPUATUMYTH YKPITJICHHIO 1 TMTOKPAIICHHIO MI>KOCOOMCTICHUX CTOCYHKIB Y KOJIGKTHBI,
TaKUX SK [ICUXOJIOT1YHI TPEHIHTH, TIMOUIIIHT, CIIOPTHBHI 3Maranus 1 ectaderu. Takox,
CIOJIM MOHA BiJTHECTH PO3POOKY 1 BIPOBAKEHHS CUCTEMH MOTHBAIII1 IPAIIBHUKIB, K

(biHaHCOBO1, TaK MOPAJILHOI 1 aIMIHICTPATUBHOI.

8.4 Po3paxyHkoBa 4acTHHA

JInst  3aXMCHOrO IITYYHOrO 3a3€MJIEHHS 3aCTOCOBYIOTHCS — BEpPTHUKAJIbHI
€JIEKTPOAN: MeTaNneBUM KyTOK 50-505 mm., JOBXKUHOW L=3 M., Ta TOPU3OHTAIBHUN
€JEKTPOJ — METaJeBa MOJIOCa 3 mepetuHoMm 50-5 mm. Hampyra —220/380 B.
Po3paxyHkoBa cxema pO3TallyBaHHS 3a3€MJIIOIOYMX EJEKTPOIIB — IO  KOHTYpY
(IpSAMOKYTHUKOM).

Po3paxyHok mpoBeneMo 3a JIOIMYCTUMUM ONOPOM PO3TIKAHHIO CTPyMy
3a3eMIIIOBAYA.

[TouaTkoBI faH1 175 PO3PaxyHKY 3aXUCHOI'O 3a3€MJICHHS: TUII BEPXHBOTO LIapy
IPYHTa — YOPHO3€M, HWKHBOTO LIapy I'pyHTa — IMinHa (DUTOMUM omip pr = 40 Omm).
YMoOBHa TOBIIMHA BEPXHBOTO Hapy rpyHra: H=0,6 m. BiacTaHp M)XK BEpTUKaJIbHUMHU
3a3emitoBayaMu (enexkrpogamu) A=3 m. ['mubuHa 3aKkyafieHHs] TOPU30HTAIBHOIO
KOHTypa 3a3emiieHHs =0,75 m. Ornip 3a3eMioBaya, sIkuid HOpMyeTbes: Ry = 4 Om.
HeoOxiaHO BU3HAYUTH HEOOXiHY KUTBKICTh BEPTUKAJIBHUX 3a3€MJIIOBAYiB Ta JJIUHY
10JIOCH (TOPU30HTAIBLHOTO 3a3€MITIOBAYA).

Po3paxyHok

Bincrans Bif LIEHTpa BEpTUKAIBLHOTO 3a3€MIIIOBAYa JI0 MOBEPXHI 3eMJIi:

T=t+L/2=0,75 +3/2=2,25 m.

Po3zpaxyHKoBUI NUTOMUM OIIp TPYHTA (3 BpaXyBaHHSAM TOTO, 10 (PAKTHUUHO BCS

KOHCTPYKII1S 3a3€MJII0OBa4a PO3TALLOBYETHCS Y HUKHBOMY LIAP1 TPYHTA):
p=wp=13640=54,5 Omm.

ne  y = 1,36 —Tabnau4yHe 3HaYeHHS Koe(iIieHTa CE30HHOCTI JJIs  BIJMOBIAHOL

KJIIIMaTU4YHOI 30HW y OararomapoBomy rpyHTi [11];  p2= 40 Om-m.— tabnuune

3HAYEHHS MIUTOMOTO ONOPY HUKHBOTO 1Iapy rpyHra (rmsa) [11].

ExBiBaneHTHUH AlaMeTp BEepTUKAIBHOTO enekTponaa (kytka) [11]:
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De=0,95-K= 0,95-50 = 47,5 mm. =0,0475m.

ne K= 50 mm. — po3mip METaIeBOrO KyTKa (3a7aH).

Binnomenns A/L=3/3=1.

Onip pO3TIKAHHIO EJIEKTPUYHOTO CTPYMY OJHOTO €JEKTPOJa BEPTUKAIBHOIO
3a3eMJIIOBava 3 ypaxyBaHHIM 3arjn0aeHHs 3a3emintoBaya [11]:

Ro=0,366(p/L)[Ig(2L/De)~+(1/2)Ig((4T+L)/(4T-L))] =
=0,366(54,5/3)[(1g(2-:3/0,0475)+(1/2 )Ig((4-:2,25+3)/(4-2,25-3))] =14,9 Om.

Busnauaemo koeiiieHT eKkpaHyBaHHSI BEPTHUKAIBHUX €IEKTpOAiB Kes=0,53
IIPU OPIEHTOBHIM KIBKOCTI BEPTHKAIBHUX €JIEKTPOIIB, sike MopiBHIOE 5 [11].

Busnauaemo HEOOXITHY KUIBKICTh BEPTUKAJIBHUX EJIEKTPOJIB 3a3eMiIoBavya
(6e3 BpaxyBaHHS TOPU30HTAILHOTO 3a3eMITIOBava), pu Ry = 4 Owm:

N=Ro /(Kes Rsp)= 14,9/ (0,53-4)= 7,05 = 7 wum.
Buznauaemo 10B)KHHA 3’ €IHYIOYO1 MOJIOCH:
L =1,05A-N= 1,05-3-7=18,5= 18 m.

Omnip po3TIKaHHIO EJIEKTPUYHOIO CTPYMY 3’ €IHYIOUYOI MOJOCH 3 ypaxXyBaHHSIM

KJIIMAaTUIHOTO Koe]illieHTa MUTOMOTo onopy rpyaTa K [11]:
R =0,366(p-Kii/Li )Ig(2-Liz? /(B-t))=
=0,366(40-5/18)-1g((2-18° )/(0,05-0,75 ))=20,1 Om.

ne Kp=5— tabnuuHe 3HAYCHHS KJIIMATUYHOTO KOe(]illieHTa MUTOMOTO OINOPYy I'PYyHTa
JUTS BITIOBIAHOT KITIMATUYHOT 30HUA I 3’ €IHYI0401 mojocu [11]:

B =50 mm. = 0,05 m. - mupuHa 3’€qHYI0UYOI IOJOCH (3a7aHa).

3araibHUM OMIp PO3TIKAHHIO EIEKTPUYHOTO CTPyMy 3a3emitoBava [11]:

R =(Ro'Ri)/( Ro'ni+ N-RirKes)=
=(14,9- 20,1)/(14,9- 0,55+ 7- 20,1- 0,53)=3,56 Om.

ne = 0,55 —TabnuyHe 3HaUEHHS KOE(II[iEHTa eKpaHyBaHHS 3 €IHYIOUOI IMOJIOCH
[11].

YMmoBa R <R3y BUKoHyeThCA ( 3,56 < 4).

OcTaTOYHO KUTBKICTh BEPTHKAIHHUX €IIEKTPO/IIB JOPIBHIOE 7.

3a morpeOu MOXHA 3MEHIIUTH KUIBKICTh CJIEKTPOJIIB  3a3eMJIIOBaua,

3MCHINUBIIA 3arajbHUN OMIp PO3TIKAHHIO EJIEKTPUYHOTO CTPYMY 3a3eMIIIoBava

METOJIOM 3MEHIIIEHHS THTOMOTO OTOPY IPYHTA, TOMIIIYIOYH Y TPYHT O€3MmocepeIHbOo
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HABKOJIO eJeKTpo/IiB 3a3emintoBaya po3unnu cojieit NaCl, CaCl, caxy, cony, nuiak abo

creniajibHI Cymiml.

310pOB’sl TIPAIliBHUKIB, & TAKOXK MIABUIIYE ePEKTUBHICTH BUPOOHUIITBA B I[IJIOMY.
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Pucynok 8.1 — Cxema mTy4HOro 3a3eMJICHHS

8.5 BucHOBKH /10 po3ainy

JloTpuMaHHsST BCIX HEOOXITHMX YMOB Iparli

HE JHIIe crpusie 30epeKeHHI0

3 1mux MIpKyBaHb OyJ0O 3/1HCHCHO aHal3 MPUMINIEHHS, MPU3HAYCHOTO IS

npaii IporpamicTiB, IPOBEACHO PO3IIIA HEOE3MEUHUX Ta MIKIUIMBUX (PaKTOpiB, L0

HEraTHBHO BIUIMBAIOTh Ha [IPOTPAMICTIB IMiJ1 4ac pOOOTH.

Tinpky TOBHA YCBIIOMJICHICTH TMpAaIliBHUKA TPO MOXKJIUBI HEOE3IMeKH, IO

MOXYTh MiJcTepiraTy #oro Ha poboYoOMy MICIll Ta JIOTPUMAHHS BUMOT HOPMAaTHUBHUX

aKTiB 3 MUTaHb OXOPOHM Mparll Ta BIAMOBIIHUX PEKOMEHaIii (axiBIliB, JTO3BOJISTH

3HaYHOIO MipOI0 3HM3UTH HETAaTHMBHHUM BIUIMB LIKIJJIMBUX Ta HeOE3MEeuHUX (PakTOpiB

npu poOOTI 3 KOMIT'IOTEPOM Ha OpPraHi3M JIFOIUHHU.

Bukonano PO3PaxXyHOK 3aXHCHOI'O0 IOTYYHOTO 34a3CEMJICHHA, SK OAHOTO 3

KITIIOYOBHX (DaKTOPiB O€3MEKH MporpamicTa.
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9 OCHOBHI BUCHOBKHA

[Iporpamue 3a0e3mnedeHHsl, CTBOPEHE B PE3yJNbTaTi BUKOHAHHS BHUITYCKHOI
kBaniikamiitHoi poboTH 3a ApyruM (MariCTepCchbKUM) piBHEM BHINOI OCBITH,
npusHadeHo s cuctemu Flash Drive.

B mexax YkpaiHu B HeAOCTaTHIM Mipi MpeacTaBieH! BITYU3HIHI PO3POOKHU B
i 001acTI.

Y BunmyckHii kBamiikamiiiHiii poOOTI 3a APyruM (MaricTepchbKUM) piBHEM
BUIIOI OCBITM HaBEJEHI TEOPETHUYHE y3araJbHEHHA W PIMICHHS HAyKOBOIO 3aBIaHHS
nocimmkenas Meroais Flash Drive.

PimenHs 1aHoro 3aBJaHHs MOJATajio y BUPIIIEHH] HACTYIHUX 3a7ay:

— ByB npoBenennii orssiza icuytounx cuctem Flash Drive.

— Hocmimxkena cucrema Flash Drive.

— Ha ocHOBI oTpuMaHuX pe3yJabTaTiB AOCHIKEHb CTBOpPEHAa MpOrpaMHa
peamnizaiisa cuctemu Flash Drive.

Po3po6ieni mig yac BUKOHAHHS BUITYCKHOT KBasli(pikamiitHOT poOOTH 3a APYTruM
(MaricTepcbKMUM) piBHEM BUIIOi OCBITH aJrOPUTMHU JO03BOJSIOTH YCIIIIHO BUPINTYBATH
3asnanfag Flash Drive.

[IpoBeneHo aHaii3 mpeaMETHOI ramy3i B XOJl SKOro Oynau BUSIBICHI 00'€KTH,
B3a€MOJISl SIKHX HOCHTH ICTOTHHM XapakTep i (YHKIIOHAJIBHOI MisIIBHOCTI
MpeAMETHOI rajly3l, 1 IXHI OCHOBHI XapaKTEPUCTUKH; TOOYJ0BaHA aJITOPUTM 1 BUOpaHUI
CepeIoBUIIE PO3POOKH.

Po3pobnene mporpamue 3a0e3neyeHHs Mae€ MPOCTHH, JPYXKHIA Ta 3pydyHUN
iHTep(delic KopucTyBaya, 1o 3a0e3rnedye JEerKiCTh y OCBOEHHI poOOTH MPOTPaMHOTO
NPOAYKTY, 3pYUYHICTh Y BUKOPHUCTaHHI, 1 HE TOTpedye 0COOIUBUX CIeLiaJbHIX 3HAHb.

[Ipu cTBOpeHi mporpaMHOro 3a0e3mnedeHHs OyJlo BHUKOPUCTAHO OO0’ €KTHO-
OpIEHTOBAaHMW MIiJXiA, IO BIANOBIAa€ CyYaCHUM TEHACHISIM Yy Taiy3l po3poOKu

KOMEPIIHHUX MPOrPAMHHUX CUCTEM.
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IIporpama peanizoBaHa Ha MoOB1 Bucokoro piBHs Delphi 10.4.1. Jlana moBa
nporpaMyBaHHs J03BOJsiE HaOUIbII edekTUBHO 00pobmsaTu mani. Lle mo3BommiO
MIHIMI3yBaTH CTPOK PO3POOKH MPOrpamMHOTO 3a0e3medeHHs, 1, SK CJiJ, 3MEHIIUTU
BUTpPATH Ha HOro po3poOKy. 3amporoHOBaHE MporpamMHe 3a0e3MeueHHs AUIMTHhCS Ha
3arajibHe MporpaMHe 3a0e3MeUYeHHs, 0 MOCTABIAETHCA 13 3ac00aMi 00UUCTIOBAIBHOT
TEeXHIKH W CIeliajgbHe MporpamMHe 3a0e3leueHHs, 10 CHelliaabHO po3pobiieHe s
JAaHOT KOHKPETHOI CHCTEMH W BKJTIOYAE TIPOTPAMH, 10 PEATi3yIOTh ii (PyHKIII.

[Iporpama mnpu3HadeHa i1 BUKOHAHHS MiJ YHpaBIiHHAM 0Oararo3amaadyHoi
onepartiiinoi cucremu Windows 10/11.

JlatoTbCcsi HEOOX1AHI pPEeKOMEHJAIll 3 YCTaHOBKU PO3POOJIEHOTO MPOrPaMHOTO
3a0e3neUeHHs.

JUts miIBHILEHHS PIBHA O€3MEKU 3alpOIIOHOBAHO 3aCTOCOBYBATH AJITOPHUTM
JCTY 4145-2002.

B minoMmy cTtBOpeHe mnporpamHe 3a0e3neyeHHs I1ITBEp/HKY€E MPaBUIBHICTD
BUKOPUCTAHUX TPOCKTHUX PIMIEHh Ta IMOBHICTIO BIAMOBIAA€ BUMOTaM TEXHIYHOTO
3aBaaHHs. CTBOpeHE NporpamMHe 3a0e3NeyeHHs Ma€ MOTEHIINWHY MOKJIUBICTb ISt
MOJAJILIIOTO BAOCKOHAJICHHS 1 3aCTOCYBAHHS Y PI3HUX Taly3siX.

Po3pobiiena mporpama mae peajibHUN €KOHOMIYHUHN e(eKT Bij 11 BIPOBaKCHHS
y BUpPOOHHMITBO y cyMi 13224 rpH. 3 ypaxyBaHHSM BapTOCTI PO3poOKH Mporpamu Ta

obnagHaHHS, CTPOK OKYIUJICHHS CTAHOBUTH 1,2 pOKH.
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1 HajlimenyBaHHsA Ta 00/1aCTh 32CTOCYBAHHS

Ile TCXHﬁHK?BaBHaHHH PO3MMOBCHOKYETHCA HA HOCHHDKCHHH Ta IIporpamMHy

2 IlixcraBa nuist po3pooku

peamnizaiito cuctemu Flash Drive.

[lincTaBoro At po3pOOKM CIYKUTh 3aBIaHHS Ha BHUITYCKHY KBasi(ikaiiiHy

ki0epOe3nexu Ta mporpaMHoro 3adesneueHns (Hak. Ne 19-13 Big 17.08.2022 poky).

3 Mera Ta NpU3HAYEHHSA PO3POOKHU

poboTy 3a JpyruMm (MaricTepcbKMM) pIBHEM BHINOI OCBITH, BUJAaHE Ha Kadeapi

MeTtor0 BUMyCKHOI KBaniikaiiiiHoi poOOTH 3a JAPYrUM (MariCTEpPChKHUM)

4 JI:xepesia po3pooku

Jxxepenom

aHaJIOT'H.

el

5 TexHiudi BUMOIH

5.1 Cxanax npoaykuii

CxtaHUKaMu PO3POOKHU €:

piBHEM BUIIIOI OCBITH € JIOCIIKEHHS Ta porpaMua peanizaiig cuctemu Flash Drive.

BUITYCKHOT  KBamidikaiiiHoi pobotu 3a

— BHOIp 1 OOTPYHTYBaHHS METO/IIB peaizailii IpoeKTy;

JIPYTUM

(MaricTepcbKMM) pIBHEM BHUIIOI OCBITH € CTOCOBHA J0O TE€MHU JIiTepaTrypa 1 iCHyIOYl

— po3poOKa MpOrpaMHOi YaCTUH CHUCTEMH, a TaKOoX po3poOKa B3aeMOIii

cucteMu 3 OC Ta 3 KOPUCTYBauEM;

— TEXHIKO-€KOHOMIYHE OOTPYHTYBaHHS TOLUIBHOCTI MPUIHITOTO 10 PO3POOKH

IPOTPAMHOTO 3a0€3MEeUEHHS;
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— aHaJli3 yMOB Tpalli;
— po3poOKa Tporpamu, IO peai3ye CIPOEKTOBaHI aJIropuTMu poOOTH

CHCTEMH.
5.2 Iloka3HMKH NPU3HAYECHHS
Cucrema moBUHHA 3a0€3M1€UyBaTH:
— mporpaMHuy peanizainito cuctemu Flash Drive;
— UUTICHICTH IaHUX y mpoiieci poOoTH Ta mpu 30epiranHi;
— MPOCTUH, IHTYITUBHO 3pO3yMUIHI 1HTEpPEiic.

5.3 Bumoru 10 pyHKIiOHATBHUX XaPAKTEPUCTHK

Po3pobiiene nporpamue 3abe3nedeHHsl He MOBUHHO MAaTH OOMEXEHb Ha BEPCIt0

JpaliBepiB Ta OMepaIiiHOi CHCTEMH.

5.4 Bumoru 10 apXiTeKTypH

KowmrmoneHT, 1m0 po3po0Jisi€ThCsi MOBUHEH BUKOPUCTOBYBATH CHUCTEMHI 3aco0u
Ta amapaTHi 3aco0u, IO Ha JaHOMY e€Tall pO3BUTKY OOUYMCIIOBAIbHOI TEXHIKU
HaHO1IBIIE MTOIITHPEHI.

5.5 Bumoru 10 HagidHOCTI

[Tporpamui MOy HaNKMCaH1 MO BCIM MpaBHWIaM, sIKl CTOCYIOThCS CTaHIapTHUX

BUKJIMKIB ~ TIporienyp, GyHKIIH, wMeToAiB 1 ((opM, BHU3HAYEHUX TEXHIYHOIO

JIOKYMEHTAITIEI0 Ha CEPEIOBUIIEC PO3POOKH.

ApPK.
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5.6 YMoBH exkcniiyaranii

PoGoui micus kopuctyBauiB 113 moBHHHI 3a/I0BOJILHSTH HACTYITHUM yMOBaM
eKCIUTyaTarii:

— teMrneparypa noBitps: 19-20 rpan. o Lensciro;

— BIIHOCHA BOJIOTICTb MOBITPsI 10 80%;

— atmoc¢epnuii Tuck 107 xIla.

5.7 Bumoru 10 ckiaay Ta napaMeTrpiB TeXHIYHHX 3ac00iB

[Iporpamue 3a6e3neuenHs MOBUHHO OyTu peanizoBane Ha [IEOM apxitektypu
IBM PC, mpamoBatt B OC Windows 10/11 1 3 cymicHuMHU 3 1i€l0 TIaTGOPMOIO
OPUCTPOSIMU 1 IPUKIATHUM MPOTPAMHHUM 3a0€31EeUEHHS.

5.8 Bumoru o ingopmaiiiiHoi i mporpamMuoi CyMiCHOCTI

[lepenocHicTh TporpamMHOro 3abe3iieyeHHs MOBMHHA OyTh 3abe3leyeHa 3a
paxyHOK Horo peaiizarlii cranmapTHoro iHTepdericy B3aemomuii 3 OC, mo mparoTh
nig ynpasninaam OC Windows 10/11.

5.8.1 O0s1agHanHsA

Komm’rotep Intel® Celeron/8 Mb/1.2 Gb/SVGA 14” 1Mb a6o cymicHi 3 HUM.

5.8.2 MoBa nporpaMmyBaHHS

Cepenosuiie Delphi 10.4.1.
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5.8.3 BxingHi naui

Onuc anroputMy poOOTH 3aIIPOINIOHOBAHOT CUCTEMH.

5.8.4 Buxigni 1ani

Po6oua mporpama.

6 Bumoru 10 nporpaMHoi J0KyMeHTamii

[IporpaMHa npoaykiiisi MOBUHHA OyTH MpE/CTaBICHA y BUJII ONUCY CTPYKTYPH

JAaHUX, CXEM Ta OIMHUCY aIrOPUTMY, a TAKOX TEKCTIB BUXITHHUX MOAYIIB MPOTPaMHOTO

3a6e3neueHHs 3rigHo €CIIJT .

7 EKOHOMIYHI BUMOTH

7.1 Jlnsa I13 HeoOxiaHo BupoOUTH (PyHKIIOHATBHO-BAPTICHUI aHaIi3 BapiaHTIB

PO3pPOOKHU.

7.2 BukoHaTH pO3paxyHOK BHTpAaT MOKA3HUKIB EKOHOMIYHOTO e(eKTy 3

ypaxyBaHHAM LiiH Ha 3 BepecHs 2022 poky.

(MaricTepchKUM) piBHEM BHINOiI OCBITU MOBUHHI OyTH PO3TJIAHYTI MPOMO3UIIIi IIOA0

8 Bumoru 1moa0 0XopoHu npami

B uacTuni 0XOpoHU Tmpali BUITYCKHOI KBamidikaiiiHoi poOOTH 3a APyTruM

niaBUIIeHHS npane3aaTHocTi IT-¢axiBiis.

Bum.,

APK.

Ne dokymeHma

Midnuc

Hama

BKPM-123.22.0021.00.00.T3

ApPK.




9 IlepeJik JOKyMEHTIB, 10 PO3PO0JIAIOTHCS

— HaYKOBa HOBH3Ha

— CTpyKTypHa cXxema CUCTEMH

— Jliarpama nporeciB
— brnok-cxema anroputmy poO0OTH TIpOTpaMu
— Tloka3HUKM €KOHOMIYHOI €(PEKTUBHOCTI

— IlosicHIOBaNIbHA 3amKCKa

@DyHKIIOHAJIbHA CXEMa CUCTEMHU

10 ETanu po3po0ku

— 1 apkymr.

— 1 apkym.

— 1 apkym.
— 1 apkym.

— 1 apkyur.

— 2 apkyuia.

— 95 apkyiis.

10.1 36ip 1 06pobdka iHpopMmalii Mo TeMi BUITYCKHOI KBaji(iKaliiftHOi podoTu

3a IpyruM (MaricTepchKuM) piBHEM BHINOI ocBiTH. [locTaHOBKA 3a/1a4ui HA BUKOHAHHS

BUITYCKHOI KBaJlipiKaIifHOT poOOTH 3a APYrUM (MaricTepChKiM) PIBHEM BHIIOI OCBITH

(cxknamanns T3).

10.2 ITpoBeaeHHs qOCTIKEHb 200 €KCIEPUMEHTAIBHUX POOIT JJIs1 YTOUYHECHHS

OCHOBHUX MOJIOKEHb BUIYCKHOI KBasi(ikaiiifHoi poOOTH 3a APYyTruM (MariCTepChKUM)

piBHEM BUIIIOi OCBITH.

10.3 Po3pobka GyHKIIOHATBEHUX CXeM, OJIOK CXeM aJrOpUTMIB pPOOOTH

IIporpaMHoOro 3a0e3IeYCHHS.

10.4 TToO6ymoBa cxeM B3aeMO/IIi TaHKX.

10.5 CtBopenns nporotumny [13.

10.6 Bignaxomkenns [13, anani3 oTpuMaHuX pe3yibTaTiB.

10.7 PoboTa Hax MUTaHHSIM OXOPOHU Mpalli 1 TEXHIKH 0€3MeKH.

10.8 Po3paxyHOK 3 TEXHIKO-€KOHOMIYHOTO OOTPYHTYBaHHSI.

10.9 OdopmiieHHsI TOSICHIOBATIBHOI 3alUCKH 1 BUKOHAHHS POOIT 1o rpadiunii

YaCTHUHI.

11 IMopsAaoK KOHTPOJIIO TA NIPUIUMAHHS

11.1 [Momanns BUMycKHO1 KBaJi(iKkaIiitHoi poOOTH 3a IPYTUM (MariCTEPChKIM)

piBHEM BUIIIOI OCBITH Ha monepeAHiit 3axuct 10.12.2022 p.

11.2 [Moganus BUMycKHO1 KBasTi(ikaIiitHoi poOOTH 3a IPYTrUM (MariCTEpChbKUM)

pIBHEM BHIIIOi OCBITH Ha 3axucT 25.12.2022 p.
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Jlonatok b
(000B’A3KOBHH)
MiHicTepcTBO OCBITH | HAYKH YKpaiHu

HenTpanbHOyKpaiHCbKMi HAlIOHAJBLHUM TeXHIYHUI yHIBEpCUTET

3ATBEP/IKYIO
KepiBHuK BHUITyCKHOT KBami(ikaiiifHOl poO0TH 3a
JIPYruM (MariCTepChbKUM) pIBHEM BUIIOI OCBITH

KoBaneunko O.B.

Hocnioxncenna ma npozpamna peanizayis

cucmemu Flash Drive

JlictuHr nporpamu

Koa nokymenry 12
Hociii: CD/DVD-auck / USB-dem-nakonuayBay

3aranbHa KUIBKICTh apKyIIiB: 55

Jlitepa: PI1

KponuBuunbkuii — 2022 poky



$ann Main.pas — OCHOBHa mporpama

unit Main;

interface
uses

Windows, Messages, SysUtils, Classes, Graphics,
StdCtrls, ElAES, Math, Buttons, FleshData, about,
type

TForml = class (TForm)

Labell: TLabel;

Editl: TEdit;
OpenDialogl: TOpenDialog;
Buttonl: TButton;
Button2: TButton;

Label2: TLabel;

Label3: TLabel;

Labeld: TLabel;

Label5: TLabel;

Edit2: TEdit;

Label Time: TLabel;
Label7: TLabel;

Label8: TLabel;

Label9: TLabel;

Label Status: TLabel;
Memo PlainText: TMemo;
Memo CyperText: TMemo;
Labelll: TLabel;

Labell2: TLabel;

Memo UncipherText: TMemo;
Labell3: TLabel;

BitBtn Encrypt: TBitBtn;
BitBtn Decypt: TBitBtn;
Button3: TButton;
procedure ButtonlClick (Sender: TObject);
procedure Button2Click (Sender: TObject);

Controls,
FleshB1;

procedure BitBtn EncryptClick(Sender: TObject);

procedure BitBtn DecyptClick(Sender: TObject);

procedure Button3Click (Sender: TObject);

private
{ Private declarations }
public
{ Public declarations }
end;
var

Forml: TForml;
EncryptedText: string;

function StringToHex (S: string): string; forward;
function HexToString (S: string): string; forward;
implementation

{SR *.DFM}

function StringToHex (S: string): string;

var

i: integer;

begin

Forms,

Dialogs,



Result := '"';

// BepeMoO KOXHWUM CUMBOJI, 1 KOHBEPTYEMO MOTO
// y WicTHaOUATKOBUM. . .

for i := 1 to Length( S ) do
Result := Result + IntToHex( Ord( S[i] ), 2 );
end;
function HexToString(S: string): string;
var
i: integer;
begin
Result := '"';

// BepeMo KOXHMI MiCTHAIISTKOBMMA CUMBOJI, Ta KOHBEPTYEMO

// #oro y ASCII CUMBOJM. . .

for i := 1 to Length( S ) do
begin
// BepeMo 6JIOK 3 2 P3pAOHMX WM1CTHAOUATKOBMX. . .
if ((i mod 2) = 1) then
Result := Result + Chr( StrToInt( 'Ox' + Copy( S, i, 2 )));:
end;
end;

procedure TForml.ButtonlClick (Sender: TObject);

begin
if OpenDialogl.Execute then
Editl.Text := OpenDialogl.FileName;
end;

procedure TForml.Button2Click (Sender: TObject);
var

Source, Dest: TFileStream;

SrcFile, DestFile: string;

Start, Stop: cardinal;

Size: integer;

Key: TAESKeyl28;

SrcBuf, DstBuf: array [0..16383] of byte;

SrcSize, DstSize: integer;

begin
// lndpyeaHHusa
Label Status.Caption := 'llmppyBaHHA...';
Refresh;
Source := TFileStream.Create (Editl.Text, fmOpenRead);
try
Labeld.Caption := IntToStr (Source.Size div 1024) + ' KB';
Refresh;
DestFile := ExtractFilePath (Application.ExeName) + 'aestemp.enc';
Dest := TFileStream.Create (DestFile, fmCreate);
try
Size := Source.Size;
Dest.WriteBuffer (Size, SizeOf (Size));
FillChar (Key, SizeOf (Key), 0);
Move (PChar (Edit2.Text) ", Key, Min (SizeOf (Key), Length(Edit2.Text)));
Start := GetTickCount;
EncryptAESStreamECB (Source, 0, Key, Dest);
Stop := GetTickCount;
Label Time.Caption := IntToStr(Stop - Start) + ' ms';
Refresh;
finally
Dest.Free;
end;
finally

Source.Free;
end;



// DeumndpyBaHHA

Label Status.Caption :=

Refresh;

Source :=

try
Source.ReadBuffer (Size,

TFileStream.Create (DestFile,

SizeOf (Size));

SrcFile := ExtractFilePath (Application.ExeName) +
fmCreate) ;

Dest :=
try
Start := GetTickCount;
DecryptAESStreamECB (Source,
Dest.Size := Size;
Stop := GetTickCount;
Label8.Caption :=
Refresh;
finally
Dest.Free;
end;
finally
Source.Free;
end;
// TlopiBHAHHSA
Label Status.Caption :=
Refresh;
Source :=
SrcSize :=
try
Dest := TFileStream.Create(SrcFile,
DstSize := Dest.Size;
try
repeat

TFileStream.Create (SrcFile,

'lIopiBHAHHA. .. ;

TFileStream.Create (Editl.Text,
Source.Size;

Source.ReadBuffer (SrcBuf, Min (SizeOf (SrcBuf),
Dest.ReadBuffer (DstBuf, Min (SizeOf (DstBuf),
@DstBuf, Max (Min (SizeOf (DstBuf),

if not CompareMem (@SrcBuf,

Min (SizeOf (SrcBuf), SrcSize))) then
begin
ShowMessage (omuaxa ! !!");

DeleteFile (SrcFile) ;
DeleteFile (DestFile) ;
exit;

end;

Dec (SrcSize, Min (SizeOf (SrcBuf

),
Min (SizeOf (DstBuf),

' DemdpyBaHHS . . . ';

Source.Size - Source.Position,

IntToStr (Stop - Start) + '

fmOpenRead) ;

ms';

fmOpenRead) ;

fmOpenRead) ;

SrcSize));
DstSize));

SrcSize));

Dec (DstSize, DstSize));
until (SrcSize = 0) or (DstSize 0);
ShowMessage ('No differences found');
finally
Dest.lkree;
end;
finally
Source.Free;
end;
Label Status.Caption := 'BupajeHHda...';
Refresh;
Label status.Caption := '';
end;

procedure TForml.BitBtn EncryptClick (Sender:

var
Source: TStringStream;
Dest: TStringStream;
Start, Stop: cardinal;
Size: integer;
Key: TAESKeyl28;

begin
// lndpyBaHHsa
Label Status.Caption :=
Refresh;

'lndpyBaHHsg. .. " ;

TObject);

'aestemp.dec';

Key,

Dest) ;

DstSize),



Source := TStringStream.Create( Memo PlainText.Text );

Dest := TStringStream.Create( "' );
try
// 36epiraemo maHi y mam’aTi...
Size := Source.Size;
Dest.WriteBuffer( Size, SizeOf (Size) );

// TigToTOBINEMO KJIOUY. . .
FillChar ( Key, SizeOf (Key), 0 );
Move ( PChar (Edit2.Text)”, Key, Min( SizeOf( Key ), Length( Edit2.Text )));

// Tlouarok lmnbpyBaHHSA. ..

Start := GetTickCount;

EncryptAESStreamECB ( Source, 0, Key, Dest );

Stop := GetTickCount;

Label Time.Caption := IntToStr(Stop - Start) + ' ms';
Refresh;

// BuBOmmMO 3ammdpOBaHMII TEKCT BUKOPMUCTOBYIOUM WIiCTHANUSTKOBE MNONAHHS. ..
Memo CyperText.Lines.BeginUpdate;

Memo CyperText.Text := StringToHex( Dest.DataString );
Memo CyperText.Lines.EndUpdate;

finally
Source.Free;
Dest.Free;
end;
end;

procedure TForml.BitBtn DecyptClick (Sender: TObject);
var

Source: TStringStream;

Dest: TStringStream;

Start, Stop: cardinal;

Size: integer;

Key: TAESKeyl28;

EncryptedText: TStrings;

S: string;
begin
// TlepeTBOpP0OEMO WiCTHAOUATKOBY y PAOOK niciaa mneurbpyBaHHS. . .
Source := TStringStream.Create( HexToString( Memo CyperText.Text ));
Dest := TStringStream.Create( "' );
try
// TlouaTok memmudpyBaHHL. . .
Size := Source.Size;
Start := GetTickCount;

Source.ReadBuffer (Size, SizeOf (Size));

// TiOoTOoTOBJINEMO KJIOUY. . .

FillChar (Key, SizeOf (Key), 0);

Move (PChar (Edit2.Text) ", Key, Min (SizeOf (Key), Length(Edit2.Text)));

// IDemmdpyemo. . .

DecryptAESStreamECB (Source, Source.Size - Source.Position, Key, Dest);
Stop := GetTickCount;

Label8.Caption := IntToStr(Stop - Start) + ' ms';

Refresh;

// BuBOIMMO memmdpOBaHUM TEKCT. ..
Memo UncipherText.Text := Dest.DataString;

finally
Source.Free;
Dest.Free;
end;
end;



procedure TForml.Button3Click (Sender: TObject);
begin

FormAbout.Show;

end;

end.



®aiin E1AES.pas - umbpyrBaHHsi/JeumdppyBanHst anropurmoM AES

unit E1AES;
interface

uses
Classes, SysUtils;

type
EAESError = class (Exception);
PInteger = "“Integer;
TAESBuffer = array [0..15] of byte;
TAESKeyl28 = array [0..15] of byte;
TAESKeyl92 = array [0..23] of byte;
TAESKey256 = array [0..31] of byte;

TAESExpandedKeyl1l28 array [0..43] of longword;
TAESExpandedKeyl92 = array [0..53] of longword;
TAESExpandedKey256 = array [0..63] of longword;

PAESBuffer ="TAESBuffer;
PAESKeyl128 ="TAESKeyl128;
PAESKeyl92 ="TAESKeyl92;
PAESKey256 ="TAESKey256;
PAESExpandedKeyl28 ="TAESExpandedKeyl28;
PAESExpandedKeyl92 ="TAESExpandedKeyl92;
PAESExpandedKey256 ="TAESExpandedKey256;

// PosmmpeHHS KjoUa I8 mmudpyBaHHS

procedure ExpandAESKeyForEncryption (const Key: TAESKeyl28;
var ExpandedKey: TAESExpandedKeyl28); overload;

procedure ExpandAESKeyForEncryption (const Key: TAESKeyl92;
var ExpandedKey: TAESExpandedKeyl92); overload;

procedure ExpandAESKeyForEncryption (const Key: TAESKey256;
var ExpandedKey: TAESExpandedKey256); overload;

// Biok payHOiB umbpyBaHHS

procedure EncryptAES (const InBuf: TAESBuffer; const Key: TAESExpandedKeyl28;
var OutBuf: TAESBuffer); overload;

procedure EncryptAES (const InBuf: TAESBuffer; const Key: TAESExpandedKeyl92;
var OutBuf: TAESBuffer); overload;

procedure EncryptAES (const InBuf: TAESBuffer; const Key: TAESExpandedKey256;
var OutBuf: TAESBuffer); overload;

// Torok payHnis ludpysanHs (ECB mode)

procedure EncryptAESStreamECB (Source: TStream; Count: cardinal;
const Key: TAESKeyl28; Dest: TStream); overload;

procedure EncryptAESStreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKeyl28; Dest: TStream); overload;

procedure EncryptAESStreamECB (Source: TStream; Count: cardinal;
const Key: TAESKeyl92; Dest: TStream); overload;

procedure EncryptAESStreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKeyl92; Dest: TStream); overload;

procedure EncryptAESStreamECB (Source: TStream; Count: cardinal;
const Key: TAESKey256; Dest: TStream); overload;

procedure EncryptAESStreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKey256; Dest: TStream); overload;

// Tlorok payHnip umbpyrBanusa (CBC mode)
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procedure EncryptAESStreamCBC (Source: TStream; Count: cardinal;
const Key: TAESKeyl28; const InitVector: TAESBuffer; Dest: TStream); overload;
procedure EncryptAESStreamCBC (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKeyl28; const InitVector: TAESBuffer;
Dest: TStream); overload;

procedure EncryptAESStreamCBC (Source: TStream; Count: cardinal;

const Key: TAESKeyl92; const InitVector: TAESBuffer; Dest: TStream); overload;
procedure EncryptAESStreamCBC (Source: TStream; Count: cardinal;

const ExpandedKey: TAESExpandedKeyl92; const InitVector: TAESBuffer;

Dest: TStream); overload;

procedure EncryptAESStreamCBC (Source: TStream; Count: cardinal;

const Key: TAESKey256; const InitVector: TAESBuffer; Dest: TStream); overload;
procedure EncryptAESStreamCBC (Source: TStream; Count: cardinal;

const ExpandedKey: TAESExpandedKey256; const InitVector: TAESBuffer;

Dest: TStream); overload;

// TlepeTBOPEHHS CEaHCOBOT'O Kioua s nemmudpyBaHHSI

procedure ExpandAESKeyForDecryption (var ExpandedKey: TAESExpandedKeyl28);
overload;
procedure ExpandAESKeyForDecryption (const Key: TAESKeyl28;

var ExpandedKey: TAESExpandedKeyl28); overload;

procedure ExpandAESKeyForDecryption (var ExpandedKey: TAESExpandedKeyl92);
overload;
procedure ExpandAESKeyForDecryption (const Key: TAESKeyl92;

var ExpandedKey: TAESExpandedKeyl92); overload;

procedure ExpandAESKeyForDecryption (var ExpandedKey: TAESExpandedKey256) ;
overload;
procedure ExpandAESKeyForDecryption (const Key: TAESKey256;

var ExpandedKey: TAESExpandedKey256); overload;

// Biok payHOiB memmbpyBaHHS

procedure DecryptAES (const InBuf: TAESBuffer; const Key: TAESExpandedKeyl28;
var OutBuf: TAESBuffer); overload;

procedure DecryptAES (const InBuf: TAESBuffer; const Key: TAESExpandedKeyl92;
var OutBuf: TAESBuffer); overload;

procedure DecryptAES (const InBuf: TAESBuffer; const Key: TAESExpandedKey256;
var OutBuf: TAESBuffer); overload;

// Tlorok payHnis meumbpyeBaHHa (ECB mode)

procedure DecryptAESStreamECB (Source: TStream; Count: cardinal;
const Key: TAESKeyl28; Dest: TStream); overload;

procedure DecryptAESStreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKeyl28; Dest: TStream); overload;

procedure DecryptAESStreamECB (Source: TStream; Count: cardinal;
const Key: TAESKeyl92; Dest: TStream); overload;

procedure DecryptAESStreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKeyl92; Dest: TStream); overload;

procedure DecryptAESStreamECB (Source: TStream; Count: cardinal;
const Key: TAESKey256; Dest: TStream); overload;

procedure DecryptAESStreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKey256; Dest: TStream); overload;

// Tlorok payHnip meumbpyBaHHa (CBC mode)

procedure DecryptAESStreamCBC (Source: TStream; Count: cardinal;

const Key: TAESKeyl28; const InitVector: TAESBuffer; Dest: TStream); overload;
procedure DecryptAESStreamCBC (Source: TStream; Count: cardinal;

const ExpandedKey: TAESExpandedKeyl28; const InitVector: TAESBuffer;

Dest: TStream); overload;
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procedure DecryptAESStreamCBC (Source: TStream; Count: cardinal;
const Key: TAESKeyl92; const InitVector: TAESBuffer; Dest: TStream); overload;
procedure DecryptAESStreamCBC (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKeyl92; const InitVector: TAESBuffer;
Dest: TStream); overload;

procedure DecryptAESStreamCBC (Source: TStream; Count: cardinal;

const Key: TAESKey256; const InitVector: TAESBuffer; Dest: TStream); overload;
procedure DecryptAESStreamCBC (Source: TStream; Count: cardinal;

const ExpandedKey: TAESExpandedKey256; const InitVector: TAESBuffer;

Dest: TStream); overload;

resourcestring
SInvalidInBufSize = 'He xBaTae pos3Mipy Oydepy nnsmeumbppyBaHHA';
SReadError = 'Stream read error';
SWriteError = 'Stream write error';

implementation

type

PLongWord = "“LongWord;

function Min (A, B: integer): integer;

begin
if A < B then
Result := A
else
Result := B;
end;
const

Rcon: array [1..30] of longword = (

$00000001, $00000002, $00000004, $00000008, $00000010, $00000020,
$00000040, $00000080, $0000001B, $00000036, $0000006C, $000000DS8,
$000000AB, $0000004D, $0000009A, $0000002F, $SO000005E, $000000BC,
$00000063, $000000C6, $00000097, $00000035, $0000006A, $0000O00D4,
$000000B3, $0000007D, $000000FA, SO00000EF, $000000C5, $00000091
)

ForwardTable: array [0..255] of longword = (

$A56363C6, $847C7CF8, $997777EE, $8D7BTBF6, S$SODF2F2FF, $BD6B6BD6, S$SB16FGFDE,
$54C5C591,

$50303060, $03010102, S$SA96767CE, $7D2B2B56, S$19FEFEE7, $62D7D7B5, SE6GABAB4D,
$9AT676EC,

$45CACA8F, $9D82821F, $40C9C989, $877D7DFA, S$15FAFAEF, S$SEB5959B2, $C947478E,
SOBFOFOFB,

SECADAD41, $67D4D4B3, SFDA2A25F, SEAAFAF45, S$SBFO9COC23, SF7A4A453, $967272E4,
$5BCOCO9B,

SC2B7B775, S$1CFDFDE1l, S$AE93933D, $6A26264C, S$5A36366C, $413F3F7E, S$SO02FT7F7F5,
$4FCCCC83,

$5C343468, SF4AS5A551, $34E5ESD1, S$O08F1F1F9, $937171E2, $73D8D8AB, $53313162,
$3F15152A,

$0C040408, $52C7C795, $65232346, S$5EC3C39D, $28181830, S$A1969637, SOF05050A,
SB59A9A2F,

$0907070E, $36121224, $9B80801B, S$3DE2E2DF, S$26EBEBCD, $6927274E, S$SCDB2B27F,
SOF7575EA,

$1B090912, $9E83831D, $742C2C58, S$2E1A1A34, $2D1B1B36, SB26EGEDC, SEESASABR4,
$SFBAOAOSB,

SF65252A4, $4D3B3B76, $61D6D6B7, SCEB3B37D, $7B292952, S$3EE3E3DD, $712F2F5E,
$97848413,

SF55353A6, $68D1D1B9, $00000000, S$2CEDEDC1, $60202040, S$1FFCFCE3, S$C8B1B179,
SEDS5B5BB6,

SBE6GAG6AD4, $46CBCB8D, S$SDO9BEBE67, $4B393972, SDE4A4A94, $D44C4C98, S$SE85858BRO,
S4ACFCFS85,

$6BDODOBB, S$2AEFEFCS5, SESAAAA4F, $16FBFBED, $C5434386, $D74D4D9A, $55333366,
$94858511,

SCF45458A, S$10F9F9E9, $06020204, $817F7FFE, S$F05050A0, $443C3C78, SBAOFOF25,
SE3ABA84B,



$F35151A2,
$S04F5F5F1,
SDFBCBC63,
$6DD2D2BF,
$4CCDCD81,
$3917172E,
$57C4C493,
$957373E6,
$A06060CO0,
$83888808B,
SCA46468C,
$76DBDBAD,
$3BEOEQODB,
$SE45C5CBS,
$S5DC2C209F,
$8B7979F2,
$32E7E7D5,
SEOA9A949,
$B46C6CDS,
$18080810,
SD5BABAGF,
$51C6C697,
$23E8ESCBE,
$858A8A0F,
$907070E0,
$120E0E1C,
SA36161C2,
SB99ESE27,
$38E1EL1D9,
SA7949433,
SB69B9B2D,
$7ADFDFAS,
$8F8C8C03,
$B86868D0,
$C3414182,
$3A16162C
) ;

LastForwardTable:

500000063,
$000000C5,
$00000030,
$00000076,
$000000cCa,
$000000FO,
$000000AD,
$000000cCO0,
$000000B7,
$000000cCcC,
500000034,
$00000015,
500000004,
$0000009A,
$00000007,
$00000075,
$00000009,
$000000A0,
$00000052,
500000084,
$00000053,
500000058,
$0000006A,
$000000CF,
$000000DO,
500000085,
500000045,
$000000A8,
$00000051,
$000000F5,

SFEA3A35D,
$C1B6B677,
$140coc1s,
SF2ATAT55,
$98818119,
$29EEEECT,
$56323264,
S6ED3D3BD,
$43C8C88B,
SFA5656AC,
$887878F0,
$7CDDDDA1,
$423E3E7C,
$5F35356A,
$13F8F8EB,
$S221E1E3C,
SF8A1A159,

$B0999929,

$0000007¢C,
$00000001,
$00000082,
$000000D4,
$000000FD,
$000000A5,
$000000C7,
$00000012,
$00000083,
$0000003B,
$000000D1,
$000000CB,
S000000EF,
$000000F9,

$000000A3,

array

$C0404080,
$75DADAAF,
$35131326,
$827ETEFC,
$D14F4FOE,
SD3B8B86B,
$4E3A3A74,
SEFACAC43,
$5937376E,
SO0TF4F4F3,
S6F25254A,
$9C7474E8,
$C4B5B571,
$F95757AE,
$B398982B,
$92878715,
$80898909,

$772D2D5A,

[0..255]
$00000077,

$00000067,
$000000cC9,
$000000A2,
$000000093,
$000000E5,
$00000023,
$00000080,
$0000002¢C,
$000000D6,
$00000000,
$000000BE,
$000000AA,
$00000002,

$00000040,

S8A8F8FO05,
$63212142,
S2FECECC3,
$473D3D7A,
$7FDCDCA3,
$3C141428,
$1EOAOAL4,
SA66262C4,
$B76D6DDA,
$25EAEACF,
$T722E2E5C,
$211F1F3E,
SAA6666CC,
$DOB9B969,
$33111122,
$20E9E9C9,
$170DOD1A,

$110F0F1E,

of longword

$00000078B,
$0000002B,
$0000007D,
S000000AF,
$00000026,
$000000F1,
$000000C3,
$000000E2,
$0000001A,
$000000B3,
$S000000ED,
$00000039,
S000000FB,
$0000007F,

$0000008F,

SAD92923F,
$30101020,
SE15F5FBE,
$SAC6464C8,
$66222244,
$79DEDEA7,
$DB494992,
$A8919139,
$8C8D8DO01,
SAF6565CA,
$241C1C38,
$DD4B4B96,
$D8484890,
$91868617,
$BB6969D2,
$49CECE87,
$SDABFBF65,

SCBBOBO07B,

=
$000000F2,

$000000FE,
$000000FA,
$0000009¢C,
$00000036,
$00000071,
$00000018,
S000000EB,
$0000001B,
$00000029,
$00000020,
$00000044,
$00000043,
$00000050,

$00000092,

S$SBC9D9D21,
$1AFFFFES,
$A2979735,
$E75D5DBA,
$TE2A2A54,
SE25E5EBC,
$0A06060C,
$A4959531,
$64D5D5B1,
$S8ETATAF4,
SF1A6A657,
$DCBDBD61,
$05030306,
$58C1C199,
$70D9D9AY,
SFF5555A4,
$31E6E6D7,

SFC5454A8,

$0000006B,
$000000D7,
$00000059,
$00000024,
$0000003F,
$000000D8,
$00000096,
$00000027,
S0000006E,
$000000E3,
$S000000FC,
$0000004cC,
$0000004D,
$0000003cC,

$0000009D,
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$48383870,

SOEF3F3FD,
$CC444488,
$2B191932,
$AB90903B,
$1DOBOB16,
$6C242448,
$37E4E4D3,
$D24E4EQC,
SE9AEAE47,
$C7B4B473,
$868B8BOD,
SO1F6F6F7,
$271D1D3A,
$898E8E07,
$78282850,
$C6424284,

SD6BBBB6D,

$0000006F,
$000000AB,
$00000047,
$00000072,
$000000F7,
$00000031,
$00000005,
$000000B2,
$0000005A,
$0000002F,
$000000B1,
$00000058,
$00000033,
$S0000009F,

$00000038,



$000000BC,
$000000D2,
$000000CD,
$00000017,
$000000cC4,
500000073,
$00000060,
$00000088,
$00000046,
$000000DB,
$000000EO,
$0000005¢C,
$000000cC2,
$00000079,
$000000E7,
$000000A9,
$0000006C,
$00000008,
$000000BA,
$000000Ce,
$000000ES8,
$0000008A,
$00000070,
$0000000E,
500000061,
$0000009E,
$000000E1,
$00000094,
$00000009B,
$000000DF,
$0000008c¢C,
$00000068,
$00000041,
$00000016
)7

InverseTable:

$50A7F451,
$9303E34B,
$55FA3020),
S8FA362B5,
$495AB1DE,
SC6F9D36B,
SET75F8F03,
$44C8C98E,
$6A89C275,
$SB43ACE7D,
$184ADF63,
$942B08F9,
$58684870,
$2AAB5566,
$S0728EBB2,
$5C8216ED,
S2B1CCF8A,
S8AFEA6CA,
$S9D532E34,
$51106EBD,
SF98A213E,
SFF155060,
$24FB9819,
SDBEEC879,
$470A7CAL,
S4E725A6C,
SFBFFOEFD,
S3A2E3624,
$B1670A0C,
$161A121cC,
SOABAS3E2,
SC8AQ91E14,

$000000B6,
$0000000C,
$000000A7,
$00000081,
$000000EE,
$00000032,
$000000D3,
s$ooooo00cCs,
$00000056,
$00000078,
$000000DD,
$0000003E,
$00000035,
$000000F8,
$0000001E,
$000000A1,

$00000099,

array [O0..

$5365417E,
SF66D76AD,
$671BBA25,
$959C9215,
$78798EF4,
$82311AES,
S19FD458F,
$03C2B52F,
$92B479A7,
SAO055F3A2,
$3D06DD96,
$97E9BDD6,
SE90F427C,
$5638850F,
SOFE75793,

SE52AA0CO,

$000000DA, 500000021,

$00000013, $000000EC,
$0000007E, $0000003D,
$0000004F, $000000DC,
$000000B8, $00000014,
$0000003A, $0000000A,
$000000AC, $00000062,
$00000037, $0000006D,
$000000F4, $SO00000ER,
$00000025, $0000002E,
$00000074, $0000001F,
$000000BS, $00000066,
$00000057, $000000B9,
$00000098, $00000011,
$00000087, $000000E9,
$00000089, $0000000D,
$0000002D, $0000000F,

255] of longword = (
$C3R4171A, $965E273A,
$9176CC88, $254CO02F5,
$980EEA45, S$SEI1COFESD,
SEBTA6DBF, $DA595295,
$6B3E5899, $DD71B927,
$60335197, $457F5362,
$876CDE94, S$BT7F87B52,
$9A7BC586, S$A50837D3,
SFOF207F3, SA1E2694E,
$32E18A05, S$75EBF6A4,
$SAE053EDD, $46BDE64D,
$CC434089, $779ED967,
$C91E84F8, $00000000,
$S1ED5SAE3D, $27392D36,
SD296EEB4, $9E919B1B,

$43E0223C, $1D171Bl2,

$00000010,
$0000005F,
$00000064,
$00000022,
$000000DE,
$00000049,
$000000091,
$0000008D,
$00000065,
$0000001¢C,
$0000004B,
$00000048,
$0000008¢6,
$00000069,
$000000CE,
S000000BF,

$000000BO,

$SCB6BAB3B,
SFCDT7ES54F,
$02752FC3,
$2D83BED4,
SB64FE1BE,
$E07764B1,
$23D373AB,
$F2872830,
SCDF4DAGS,
$S39EC830B,
$B58D5491,
SBD42ESBO,
$83868009,
$64DO0F0A,
$4FC5C080,

$SOBODO90E,

S000000FF,
$00000097,
$0000005D,
$0000002A,
$0000005E,
$00000006,
$000000095,
$000000D5,
$00000074,
$00000026,
$S000000BD,
500000003,
$0o0o0000C1,
$000000D9,
$00000055,
$000000E®6,

$00000054,

$F1459D1F,
SD7CB2ACS,
$12F04C81,
$D3217458,
$17AD8SFO,
$S84AE6BBB,
SE2024B72,
$B2AS5SBF23,
SD5BE0506,
SAAEF6040),
$055DC471,
$888B8907,
$48ED2B32,
$21A65C68,
$SA220DCo61,

SADC78BF2,

11
S000000F3,

$00000044,
$00000019,
$00000090,
$0000000B,
$00000024,
$000000E4,
$0000004E,
S000000AE,
$000000B4,
$0000008B,
$000000F6,
$0000001D,
$0000008E,
$00000028,
$00000042,

$000000BB,

SAB58FAAC,
$80443526,
$A397468D,
$2969E049,
$66AC20C9,
$1CAO81FE,
$S578F1FE3,
$BAGA0302,
$1F6234D1,
S069F715E,
$6FD40604,
$385B19E7,
SAC70111E,
$SD1545B9B,
$694B775A,

$B9A8B62D,



$8519F157,
$347EFB5B,
$7629438B,
$2011C684,
$STD244A85,
$DOE3C177,
$6C16B32B,
SEF903322,
$SC74E4987,
SA4BFAD3F,
SE49D3A2C,
SF5AFC382,
SBE8S805DIF,
$7BBB3BDB,
$097826CD,
SE6E815EF,
SD99BETBA,
$C066A235,
$37BC4E74,
S2FF69117,
$8DD64D76,
S7TF516546,
S04EASEQSD,
$1347D66D,
$8C61D79A,
$S3CB1477A,
$59DFD29C,
$86DB4478,
$81F3AFCA,
$41950DFF,
$7101A839,
$4257B8D0
) ;

LastInverseTable:

500000052,
$00000038,
$000000BF,
$000000FB,
$0000007C,
$00000087,
$00000034,
$000000CB,
$00000054,
$0000003D,
SO000000EE,
$0000004E,
$00000008,
$000000B2,
500000076,
500000025,
500000072,
$00000016,
$000000D4,
$00000092,
$0000006C,
$000000DA,
$0000005E,
500000084,
$00000090,
$0000000A,
$000000F7,
$00000006,
$000000DO,
500000002,
$000000C1,
$0000006B,
$0000003A,
S000000ER,

$S4C0775AF,
$DCC623CB,
SF83DBBD2,
$99B970A9,
$C1D138D9,
$0D927850,
$7C93D069,
SF418596E,
SCE366F4A,
SA6CA82FC,
S4DBOEF43,
$5D358C01,
S7AQ0CA137,
$3F73F255,
$3EC468B9,

SDEB30CO08,

$00000009,
$00000040,
$000000E3,
$0000008E,
$0000007B,
$0000004c¢,
$0000002E,
$0000005B,
$000000F8,
$00000024,
$00000070,
$00000015,
$000000D8,
$000000E4,
$0000002¢C,
$S000000AF,

$00000091,

array

SBBDD99EE, S$FD607FA3,

$68FCEDB6, $63F1E4BS,
$1132F9AE, $6DA129C7,
SFA489411, $2264E947,
SFEA2CA8C, $360BD498,
S9BCCS5F6A, $62467E54,
$A92DD56F, $B31225CF,
S01B79AEC, S$A89A4F83,
$D4099FEA, $D67CB029,
$BOD0O90EO, $15D8A733,
$544DAACC, S$DF0496E4,
$737487FA, $2E410BFB,
$8E14F859, $893C13EB,
$79CE1418, $BF37C773,
$2C342438, $5F40A3C2,
$9CE4B4D8, $90C15664,

[0..255] of longword
$0000006A, $000000D5,
$000000A3, $0000009E,
$00000039, 500000082,
$00000043, 500000044,
$00000094, $00000032,
$00000095, $0000000B,
$000000A1, $00000066,
$000000A2, 500000049,
$000000F6, 500000064,
$0000005C, soo00000CC,
$00000048, 500000050,
$00000046, $00000057,
$000000AB, $00000000,
$00000058, $00000005,
$0000001E, $0000008F,
$000000BD, $00000003,

$00000011, $00000041,

S9F2601F7,
SCADC31D7,
S4B2F9E1D,
$C48CFCAS,
SCF81F5A6,
$C2138DF6,
$3B99ACCS,
S656E95E6,
SAFB2A431,
$4A9804F1,
SE3B5D19E,
$5A1D67B3,
SEE27A9CE,
SEACDE753,
$72C31D16,

$6184CB7B,

= (
$00000030,

$00000081,
$0000009B,
$000000cC4,
$000000A06,
$00000042,
$00000028,
$0000006D,
$00000086,
$0000005D,
$S000000FD,
$000000A7,
$0000008C,
$000000BS8,
$000000cCA,
$00000001,

$0000004F,

$BCF5725C,
$10856342,
SF330B2DC,
$1A3FFOAQ,
$28DE7AAS,
SE8B8DS890,
$A77D1810,
STEEGFFAA,
$31233F2A,
SFTDAEC41,
$S1B886A4LC,
$52D2DB92,
$35C961B7,
$5BAAFDSF,
$0C25E2BC,

$70B632D5,

$00000036,
$000000F3,
$0000002F,
$000000DE,
$000000cC2,
$S000000FA,
$000000D9,
$0000008B,
$00000068,
$00000065,
$S000000ED,
$0000008D,
$000000BC,
$000000B3,
$0000003F,
$00000013,

$00000067,
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SC53B6644,

$40229713,
SEC52860D,
$D82C7D56,
$268EB7DA,
SS5EF7392E,
$6E639CES,
$S08CFBC21,
$3094A5Co,
SOE50CD7F,
$B81F2CC1,
$335610E9,
SEDES1CEL,
$146F3DDF,
$8B493C28,

$745C6C48,

$000000A5,
$000000D7,
S000000FF,
$000000E9,
$00000023,
$000000C3,
$00000024,
$000000D1,
$000000098,
$000000B6,
$000000B9,
$0000009D,
$000000D3,
$00000045,
$0000000F,
$0000008A,

$000000DC,



$00000097,
500000073,
500000096,
500000085,
$000000E2,
$0000006E,
500000047,
500000089,
$S0000006F,
$0000001B,
$000000FC,
500000020,
$0000009A,
S000000F4,
$0000001F,
500000031,
$000000B1,
$0000005F,
500000060,
$0000000D,
$0000002D,
SO000000EF,
$000000A0,
$000000BO,
$000000cC8,
500000061,
$00000017,
500000026,
S000000E1,
$0000007D
)7

procedure ExpandAESKeyForEncryption (const Key: TAESKeyl28;

$000000F2,
$000000AC,
$000000F9,
$000000F1,
$000000B7,
$00000056,
$000000DB,
$000000DD,
$00000012,
$00000051,
$000000E5,
$000000EQ,
S000000EB,
$0000002B,

$00000069,

TAESExpandedKeyl28) ;

var
I, J: integer;
T: longword;
WO, W1, W2,
begin
ExpandedKey
ExpandedKey
ExpandedKey
ExpandedKey
I :=20;,4d
repeat
T :=
WO

W3:

I ————

r

24)1;
ExpandedKey[I

(WO xor

((W2 shl 16)
Inc(J);
ExpandedKey[I
ExpandedKey[I
ExpandedKey[I
Inc (I, 4);

until I >= 40;
end;

procedure ExpandAESKeyForEncryption (const Key: TAESKeyl92;
TAESExpandedKeyl192) ;

var
I, J: integer;
T: longword;
w0, Wl, w2,

begin
ExpandedKey[0]
ExpandedKey[1]

W3:

(ExpandedKey [I + 3]
= LastForwardTable[Byte(T)];
W2 := LastForwardTable[Byte (T shr 16)]; W3 :=

((Wwl shl 8

longword;

:= PLongWord (@Key
:= PLongWord (@Key
:= PLongWord (@Key
:= PLongWord (@Key

+ 4] :=

) or
or (W2 shr 16))
+ 5] :=
+ 6] :=
+ 7] :=

overload;

longword;

$000000CF,
$00000074,
$00000037,
$0000001A,
$00000062,
$0000003E,
$000000cCO,
$000000A8,
$00000010,
$0000007F,
$0000007A,
$0000003B,
$S000000BB,
$00000004,

$00000014,

[0
[4
[8
[1

shl 24)

$0
$0
$0
$0
$0
$0
$0
$0
$0
$0
$0
$0
$0
$0
$0

1)~
1)~
]

2])

or
Wl

ExpandedKey [I]
(Wl shr 24))

XOor

ExpandedKey[I + 1]
ExpandedKey[I + 2]
ExpandedKey[I + 3]

)
)
)"
]

00000CE,
0000022,
00000ES8,
0000071,
000000E,
000004B,
0000O0FE,
0000033,
0000059,
00000A9,
000009F,
000004D,
000003cC,
000007E,

0000063,

’

’

’

A
’

(ExpandedKey[I + 3]

$000000F0,
$000000E7,
$0000001¢C,
$0000001D,
$000000A2A,
$000000C6,
$00000078,
$00000088,
$00000027,
$00000019,
$00000093,
S000000AE,
$00000083,
$000000BA,

$00000055,

$000000B4,
$000000AD,
$00000075,
$00000029,
$00000018,
$000000D2,
$000000CD,
$00000007,
$00000080,
$000000B5,
$000000C9,
$00000022,
$00000053,
$00000077,

$00000021,

var ExpandedKey:

shr 8);

:= LastForwardTable[Byte (T shr 8)];

Xor
Xor
((W3 shl 24)

= PLongWord (@Key[0])";

:= PLongWord (@Key[4])";

or

LastForwardTable [Byte (T shr

(W3 shr 8)))

xor ExpandedKey[I + 4];
xor ExpandedKey[I + 5];
xor ExpandedKey[I + 6];

var ExpandedKey:

13

$000000E®6,
$00000035,
$000000DF,
$000000C5,
$000000BE,
$00000079,
$0000005A,
$000000C7,
$000000EC,
$00000044A,
$0000009¢C,
$000000F5,
$00000099,
$000000D6,

$0000000C,

xor Rcon[J];
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ExpandedKey[2] := PLongWord (@Key[8])";

ExpandedKey[3] := PLongWord (@Key[1l2])";

ExpandedKey[4] := PLongWord (@Key[1l6])";

ExpandedKey[5] := PLongWord (@Key[20])";

I :=0; J :=1;

repeat
T := (ExpandedKey[I + 5] shl 24) or (ExpandedKey[I + 5] shr 8);
WO := LastForwardTable[Byte(T)]; Wl := LastForwardTable[Byte (T shr 8)];
W2 := LastForwardTable[Byte (T shr 16)]; W3 := LastForwardTable[Byte (T shr

24)1;
ExpandedKey[I + 6] := ExpandedKey[I] xor
(WO xor ((Wl shl 8) or (Wl shr 24)) xor
((W2 shl 16) or (W2 shr 16)) xor ((W3 shl 24) or (W3 shr 8))) xor Rcon[J];

Inc(J);
ExpandedKey[I + 7] = ExpandedKey[I + 1] xor ExpandedKey[I + 6];
ExpandedKey[I + 8] := ExpandedKey[I + 2] xor ExpandedKey[I + 7];
ExpandedKey[I + 9] := ExpandedKey[I + 3] xor ExpandedKey[I + 8];
ExpandedKey[I + 10] := ExpandedKey[I + 4] xor ExpandedKey[I + 9];
ExpandedKey[I + 11] := ExpandedKey|[I + 5] xor ExpandedKey[I + 10];
Inc (I, 6);

until I >= 46;
end;

procedure ExpandAESKeyForEncryption (const Key: TAESKey256;

var ExpandedKey:

TAESExpandedKey256); overload;
var
I, J: integer;
T: longword;
w0, W1, W2, W3: longword;
begin
ExpandedKey[0] := PLongWord (@Key[0])";
ExpandedKey[1] = PLongWord (@Key[4])";
ExpandedKey[2] := PLongWord (@Key[8])";
ExpandedKey[3] := PLongWord (@Key[1l2])";
ExpandedKey[4] := PLongWord (@Key[16])";
ExpandedKey[5] := PLongWord (RKey[20])";
ExpandedKey[6] := PLongWord (@Key[24])";
ExpandedKey[7] := PLongWord (@Key[28])";
I :=20;, J :=1;
repeat
T := (ExpandedKey[I + 7] shl 24) or (ExpandedKey[I + 7] shr 8);
WO := LastForwardTable[Byte(T)]; Wl := LastForwardTable[Byte (T shr 8)];
W2 := LastForwardTable[Byte (T shr 16)]; W3 := LastForwardTable[Byte (T shr
24)1;
ExpandedKey[I + 8] := ExpandedKey[I] xor
(WO xor ((Wl shl 8) or (Wl shr 24)) xor
((W2 shl 16) or (W2 shr 16)) xor ((W3 shl 24) or (W3 shr 8))) xor Rcon[J];
Inc (J);
ExpandedKey[I + 9] := ExpandedKey[I + 1] xor ExpandedKey[I + 8];
ExpandedKey[I + 10] := ExpandedKey[I + 2] xor ExpandedKey[I + 9];
ExpandedKey[I + 11] := ExpandedKey[I + 3] xor ExpandedKey[I + 10];
WO := LastForwardTable[Byte (ExpandedKey[I + 111])1;
Wl := LastForwardTable[Byte (ExpandedKey[I + 11] shr 8)];
W2 := LastForwardTable[Byte (ExpandedKey[I + 11] shr 16)];
W3 := LastForwardTable[Byte (ExpandedKey[I + 11] shr 24)];
ExpandedKey[I + 12] := ExpandedKey[I + 4] xor
(WO xor ((Wl shl 8) or (Wl shr 24)) xor
((W2 shl 16) or (W2 shr 16)) xor ((W3 shl 24) or (W3 shr 8)));
ExpandedKey[I + 13] := ExpandedKey[I + 5] xor ExpandedKey[I + 12];
ExpandedKey[I + 14] := ExpandedKey[I + 6] xor ExpandedKey[I + 13];
ExpandedKey[I + 15] = ExpandedKey[I + 7] xor ExpandedKey[I + 14];
Inc (I, 8);
until I >= 52;
end;

procedure EncryptAES (const

var OutBuf: TAESBuffer);
var
T0, Tl: array [0..3] of

InBuf: TAESBuffer;

longword;

const Key: TAESExpandedKeyl28;
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WO, W1, W2, W3: longword;

begin
// Iniuniamisanis
TO[0] := PLongWord(@InBuf[0])”" xor Keyl[0];
TO[1l] := PLongWord(@InBuf[4])” xor Keyl[l];
TO[2] := PLongWord(@InBuf[8])”" xor Keyl[2];
TO[3] := PLongWord(@InBuf[l2])” xor Keyl[3];
// TlonmepenHa TpaHcbopmaliis - 9 pas
// payun 1
WO := ForwardTable[Byte(TO0[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[4];
WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[5];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[6];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1];
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor KeyI[7];
// payun 2
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1[1l] shr 8)];
W2 := ForwardTable[Byte(T1l[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1];
TO[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[8];
WO := ForwardTable[Byte(T1[1])]; Wl := ForwardTable[Byte(T1[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1];
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[9];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1l[1l] shr
24)1];
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l0];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1l[1l] shr 16)]; W3 := ForwardTable[Byte(T1l[2] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1ll];
// payHo 3
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)]1;
W2 := ForwardTable[Byte (TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO[3] shr
24) 15
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l2];
WO := ForwardTable[Byte(TO[1l])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l3];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l4];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr

24)1;
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T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l5];
// payun 4
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1l[1] shr 8)];
W2 := ForwardTable[Byte(T1[2] shr 16)]; W3 := ForwardTable[Byte(T1[3] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l6];
WO := ForwardTable[Byte(T1[1])]; Wl := ForwardTable[Byte(T1l[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l7];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1l[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1[1] shr
24)1;
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l8];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1[1l] shr 16)]; W3 := ForwardTable[Byte(T1l[2] shr
24)1;
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l9];
// payHno 5
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1];
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[20];
WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(T0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1];
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([21];
WO := ForwardTable[Byte(TO0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[22];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(T0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[23];
// payHO 6
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1[1l] shr 8)];
W2 := ForwardTable[Byte(T1l[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([24];
WO := ForwardTable[Byte(T1[1])]; Wl := ForwardTable[Byte(T1[2] shr 8)];
W2 := ForwardTable[Byte(T1l[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[25];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1l[1l] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[26];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1l[1l] shr 16)]; W3 := ForwardTable[Byte(T1l[2] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[27];
// payanm 7
WO := ForwardTable[Byte(TO0[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr

24)1;
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T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([28];
= ForwardTable[Byte (TO[1])];

; Wl := ForwardTable[Byte (TO0[2]
shr 16)]; W3

WO
W2 ForwardTable [Byte (TO[3]
24)1;
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor
xor ((W3 shl 24) or (W3 shr 8))) xor Key[29];
WO := ForwardTable[Byte(TO0[2])]; Wl :=
W2 := ForwardTable[Byte (T0[O0]
24)1;

T1[2]
XOor
WO :=
W2 := ForwardTable[Byte(TO[1]
24)1;

T1[3] :=

shr 8)1;
ForwardTable [Byte (TO[0]

shr

((W2 shl 16) or (W2 shr 16))

ForwardTable [Byte (TO[3]
shr 16)]; W3

shr 8)1;
ForwardTable [Byte (TO[1]

shr
(WO xor ((Wl shl 8) or (Wl shr 24))
((W3 shl 24) or (W3 shr 8)))
ForwardTable [Byte (TO[3])],; W1

ForwardTable [Byte (TO[O0]
shr 16)]; W3

XOor
xor Key[30];

((W2 shl 16) or (W2 shr 16))

shr 8)1;
ForwardTable [Byte (TO[2]

(WO xor
xor ((W3 shl 24)
// payHno 8

((Wl shl 8)
or

shr
or (Wl shr 24)) xor ((W2 shl 16) or
(W3 shr 8)))

(W2 shr 16))
xor Key[31];
WO := ForwardTable[Byte(T1[0])]; Wl ForwardTable[Byte (T1[1] shr 8)];
W2 := ForwardTable[Byte(T1[2] shr 16)]; W3 :=
24)1;
TO[O]

(WO xor

ForwardTable [Byte (T1[3]
xor ((W3 shl 24)

shr
((Wl shl 8) or (Wl shr 24))

xor ((W2 shl 16) or (W2 shr 16))
or (W3 shr 8))) xor Key[32];
WO ForwardTable [Byte (T1[1])],;, W1 ForwardTable[Byte (T1[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 :=
24)1;
TO[1l] :=

ForwardTable [Byte (T1[0] shr
(WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16)
xor ((W3 shl 24) or (W3 shr 8))) xor Key[33];

= ForwardTable[Byte(T1[2])];

; Wl := ForwardTable[Byte (T1[3]
shr 16)]; W3

WO
W2 ForwardTable [Byte (T1[0]
24)1;

TO[2] :=

or

(W2 shr 16))

shr 8)];
ForwardTable [Byte (T1[1]

shr
(WO xor ((Wl shl 8) or
xor ((W3 shl 24)

(Wl shr 24))

xor ((W2 shl 16) or (W2 shr 16))
or (W3 shr 8))) xor Key[34];
WO ForwardTable [Byte (T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 ForwardTable [Byte (T1[1] shr 16)]; W3 := ForwardTable[Byte(T1[2] shr
24)1;
TO[3] (WO xor ((Wl shl 8) or
XOor

((W3 shl 24)
// payHno 9
WO :=

(Wl shr 24))
(W3 shr 8)))

xor ((W2 shl 16) or
or xor Key[35];

(W2 shr 16))
ForwardTable [Byte (TO[0])1;

; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO[2] shr 16)]; W3 := ForwardTable[Byte(TO[3] shr
24)1;
T1[0] (WO xor ((WL shl 8) or
XOor

(Wl shr 24))
((W3 shl 24)

xor ((W2 shl 16) or (W2 shr 16))
or (W3 shr 8))) xor Key[36];
WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 :=
24)1;
T1[1]

ForwardTable [Byte (TO[0]
(WO xor ((Wl shl 8)

or (Wl shr 24)) xor ((W2 shl 16)
xor ((W3 shl 24) or (W3 shr 8))) xor Key[37];
WO := ForwardTable[Byte(T0[2])];
W2 :=

; Wl :=
:= ForwardTable [Byte (T0[0]
24)1;

T1[2] := (WO xor ((W1l shl 8) or (W1l shr 24))

xor ((W2 shl 16)
xor ((W3 shl 24) or (W3 shr 8)))

xor Key[38];
WO := ForwardTable[Byte(TO[3])]; Wl :=
W2

ForwardTable [Byte (TO[1]
24)1;

T1[3] :=
XOr

shr

or (W2 shr 16))

ForwardTable [Byte (TO[3]
shr 16)]; W3 :=

shr 8)];
ForwardTable [Byte (TO[1l] shr

or

(W2 shr 16))

ForwardTable [Byte (TO[0]
shr 16)]; W3 :=

shr 8)];

ForwardTable [Byte (TO[2]
(WO xor ((Wl shl 8)

((W3 shl 24) or

// ocTaHiM payHI NepeTBOPEeHb
W0

shr
or (Wl shr 24))

xor ((W2 shl 16)
(W3 shr 8)))

or (W2 shr 16))

xor Key[39];
= LastForwardTable[Byte (T1[0])]; Wl := LastForwardTable[Byte(T1[1] shr

8)1;

W2 := LastForwardTable[Byte(T1[2] shr 16)]; W3 := LastForwardTable[Byte (T1[3]
shr 24)];

TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Key[40];

WO := LastForwardTable[Byte(T1[1l])]; Wl :=

8)1;

LastForwardTable [Byte (T1[2] shr
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W2 := LastForwardTable[Byte(T1[3] shr 16)]; W3 := LastForwardTable[Byte (T1[0]
shr 24)71;
TO[1] = (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[41l];
WO := LastForwardTable[Byte(T1[2])]; W1l := LastForwardTable[Byte(T1[3] shr
8)1;
W2 := LastForwardTable[Byte(T1[0] shr 16)]; W3 := LastForwardTable[Byte (T1[1]
shr 24)71;
TO[2] = (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[42];
WO := LastForwardTable[Byte(T1[3])]; Wl := LastForwardTable[Byte(T1[0] shr
8)1;
W2 := LastForwardTable[Byte(T1l[1l] shr 16)]; W3 := LastForwardTable[Byte(T1[2]
shr 24)71;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[43];
// xiHeub POGOTU AJITOPUTMY
PLongWord (@OutBuf [0])” := TO[O0]; PLongWord (@OutBuf[4])” := TO[1l];
PLongWord (@OutBuf[8])”" := TO0[2]; PLongWord(@OutBuf[l2])” := TO[3];
end;

procedure EncryptAES (const InBuf: TAESBuffer; const Key: TAESExpandedKeyl92;
var OutBuf: TAESBuffer);

var
T0, Tl: array [0..3] of longword;
W0, W1, W2, W3: longword;

begin
// iuiuniamisanis
TO[0] := PLongWord(@InBuf[0])”" xor Keyl[0];
TO[1l] := PLongWord(@InBuf[4])” xor Keyl[l];
TO[2] := PLongWord(@InBuf[8])”" xor Keyl[2];
TO[3] := PLongWord(@InBuf[l2])” xor Key[3];
// TlonmepenHa TpaHcbopmalnis - 11 pas
// payun 1
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO[2] shr 16)]; W3 := ForwardTable[Byte(TO[3] shr
24)1];
T1[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[4];
WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1];
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[5];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[6];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[7];
// payun 2
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1[1] shr 8)];
W2 := ForwardTable[Byte(T1l[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1];
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[8];
WO := ForwardTable[Byte(T1[1])]; Wl := ForwardTable[Byte(T1[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[9];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1l[1l] shr
24)1];

TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
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xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l0];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1l[1l] shr 16)]; W3 := ForwardTable[Byte(T1l[2] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1ll];
// payHno 3
WO := ForwardTable[Byte(TO0[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l2];
WO := ForwardTable[Byte(TO[1l])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l3];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l4];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(T0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l5];
// payun 4
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1l[1l] shr 8)];
W2 := ForwardTable[Byte(T1[2] shr 16)]; W3 := ForwardTable[Byte(T1[3] shr
24)1;
TO[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l6];
WO := ForwardTable[Byte(T1[1l])]; Wl := ForwardTable[Byte(T1l[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l7];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1l[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1[1l] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l8];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1[1l] shr 16)]; W3 := ForwardTable[Byte(T1[2] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l9];
// payHOo 5
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[20];
WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(T0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([21];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[22];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Key[23];
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// payunm 6
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1l[1l] shr 8)];
W2 := ForwardTable[Byte(T1l[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([24];
WO := ForwardTable[Byte(T1[1l])]; Wl := ForwardTable[Byte(T1l[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1];
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[25];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1l[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1l[1l] shr
24)1];
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[26];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1l[1l] shr 16)]; W3 := ForwardTable[Byte(T1l[2] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[27];
// payun 7
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO[3] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([28];
WO := ForwardTable[Byte(TO[1l])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[29];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[30];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[31l];
// payHno 8
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1l[1] shr 8)];
W2 := ForwardTable[Byte(T1[2] shr 16)]; W3 := ForwardTable[Byte(T1[3] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[32];
WO := ForwardTable[Byte(T1[1])]; Wl := ForwardTable[Byte(T1[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24) 1;
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[33];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1[1] shr
24) 1;
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[34];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1[1l] shr 16)]; W3 := ForwardTable[Byte(T1[2] shr
24)1;
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[35];
// payun 9
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1;
T1[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Key[36];
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WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1];
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[37];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1];
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[38];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(T0[2] shr
24)1];
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[39];
// payun 10
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1l[1] shr 8)];
W2 := ForwardTable[Byte(T1l[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[40];
WO := ForwardTable[Byte(T1[1l])]; Wl := ForwardTable[Byte(T1l[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[41l];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1l[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1l[1l] shr
24)1];
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[42];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1l[1l] shr 16)]; W3 := ForwardTable[Byte(T1l[2] shr
24)1];
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[43];
// payunm 11
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[44];
WO := ForwardTable[Byte(TO[1l])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[45];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[46];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[O] shr 8)1]1;
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[47];
// ocTaHill payHI NepeTBOpPEeHb
WO := LastForwardTable[Byte(T1[0])]; Wl := LastForwardTable[Byte(T1[1] shr
8)1;
W2 := LastForwardTable[Byte(T1[2] shr 16)]; W3 := LastForwardTable[Byte (T1[3]
shr 24)71;
TO[O0] = (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[48];
WO := LastForwardTable[Byte(T1[1])]; Wl := LastForwardTable[Byte(T1[2] shr
8)1;
W2 LastForwardTable [Byte (T1[3] shr 16)]; W3 := LastForwardTable[Byte (T1[0]

:= (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
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xor ((W3 shl 24) or (W3 shr 8))) xor Key[49];
WO := LastForwardTable[Byte(T1[2])]; Wl := LastForwardTable[Byte(T1l[3] shr
8)1;
W2 := LastForwardTable[Byte(T1[0] shr 16)]; W3 := LastForwardTable[Byte(T1[1]
shr 24)1];
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[50];
WO := LastForwardTable[Byte(T1[3])]; Wl := LastForwardTable[Byte(T1l[0] shr
8)1:
W2 := LastForwardTable[Byte(T1[1] shr 16)]; W3 := LastForwardTable[Byte (T1[2]
shr 24)1];
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[51l];
// kiHeub POGOTU AJITOPUTMY
PLongWord (QOutBuf [0])”~ := TO[0]; PLongWord (QOutBuf[4])”" := TO[1l];
PLongWord (QOutBuf [8])" := TO[2]; PLongWord (QOutBuf[12])" := TO[3];

end;

procedure EncryptAES (const InBuf: TAESBuffer; const Key: TAESExpandedKey256;
var OutBuf: TAESBuffer);
var
TO, Tl: array [0..3] of longword;
w0, W1, W2, W3: longword;
begin
// iriuianizauis

TO[0] := PLongWord(@InBuf[0])” xor Keyl[O0];
TO[1l] := PLongWord(@InBuf[4])” xor Keyl[l];
TO[2] = PLongWord (@InBuf[8])" xor Keyl[2];
TO[3] = PLongWord (@InBuf[l2])”" xor Keyl[3];
// TlomepenHa TpaHcbopmallis 13 pasis
// payHno 1
WO := ForwardTable[Byte(TO0[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1];
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[4];
WO := ForwardTable[Byte(TO[1l])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1];
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[5];
WO := ForwardTable[Byte(TO0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte (TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1];
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[6];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[7];
// payunm 2
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1[1l] shr 8)];
W2 := ForwardTable[Byte(T1[2] shr 16)]; W3 := ForwardTable[Byte(T1[3] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[8];
WO := ForwardTable[Byte(T1[1])]; Wl := ForwardTable[Byte(T1l[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[9];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1l[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1[1] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l0];

WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
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W2 := ForwardTable[Byte(T1[1l] shr 16)]; W3 := ForwardTable[Byte(T1[2] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[ll];
// payHno 3
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1];
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l2];
WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1];
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l3];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l4];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l5];
// payHno 4
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1l[1] shr 8)];
W2 := ForwardTable[Byte(T1l[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1];
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[l6];
WO := ForwardTable[Byte(T1[1l])]; Wl := ForwardTable[Byte(T1l[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1];
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l7];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1l[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1l[1l] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l8];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1[1l] shr 16)]; W3 := ForwardTable[Byte(T1l[2] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l9];
// payHno 5
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([20];
WO := ForwardTable[Byte(TO[1l])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([21];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[22];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(T0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[23];
// payHno 6

WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1[1] shr 8)];
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W2 := ForwardTable[Byte(T1[2] shr 16)]; W3 := ForwardTable[Byte(T1[3] shr
24)1];
TO[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([24];
WO := ForwardTable[Byte(T1[1])]; Wl := ForwardTable[Byte(T1[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1];
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[25];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1[1] shr
24)1;
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[26];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1[1l] shr 16)]; W3 := ForwardTable[Byte(T1[2] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[27];
// paysno 7
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([28];
WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(T0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1];
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[29];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1];
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[30];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1;
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[31l];
// payHno 8
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1l[1] shr 8)];
W2 := ForwardTable[Byte(T1[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[32];
WO := ForwardTable[Byte(T1[1])]; Wl := ForwardTable[Byte(T1l[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[33];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1[3] shr 8)1];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1l[1l] shr
24) 15
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[34];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1l[1l] shr 16)]; W3 := ForwardTable[Byte(T1l[2] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[35];
// payHno 9
WO := ForwardTable[Byte(TO0[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO[3] shr
24)1;
T1[0] (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Key[36];
WO := ForwardTable[Byte(TO[1l])]; Wl := ForwardTable[Byte(TO0[2] shr 8)];
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W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1];
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[37];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1];
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[38];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[39];
// payun 10
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1[1] shr 8)];
W2 := ForwardTable[Byte(T1l[2] shr 16)]; W3 := ForwardTable[Byte(T1l[3] shr
24)1;
TO[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[40];
WO := ForwardTable[Byte(T1[1])]; Wl := ForwardTable[Byte(T1[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[41l];
WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1[3] shr 8)];
W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1l[1l] shr
24)1];
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[42];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1l[1l] shr 16)]; W3 := ForwardTable[Byte(T1l[2] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[43];
// payun 11
WO := ForwardTable[Byte(TO[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO[2] shr 16)]; W3 := ForwardTable[Byte(TO[3] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[44];
WO := ForwardTable[Byte(TO[1l])]; Wl := ForwardTable[Byte(T0[2] shr 8)];
W2 := ForwardTable[Byte (TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[45];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO0[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[46];
WO := ForwardTable[Byte(TO0[3])]; Wl := ForwardTable[Byte(TO[O0] shr 8)1;
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24) 15
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[47];
// payunm 12
WO := ForwardTable[Byte(T1[0])]; Wl := ForwardTable[Byte(T1l[1] shr 8)];
W2 := ForwardTable[Byte(T1[2] shr 16)]; W3 := ForwardTable[Byte(T1[3] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[48];
WO := ForwardTable[Byte(T1[1l])]; Wl := ForwardTable[Byte(T1l[2] shr 8)];
W2 := ForwardTable[Byte(T1[3] shr 16)]; W3 := ForwardTable[Byte(T1[0] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[49];

WO := ForwardTable[Byte(T1[2])]; Wl := ForwardTable[Byte(T1l[3] shr 8)];
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W2 := ForwardTable[Byte(T1[0] shr 16)]; W3 := ForwardTable[Byte(T1[1] shr
24)1];
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[50];
WO := ForwardTable[Byte(T1[3])]; Wl := ForwardTable[Byte(T1[0] shr 8)];
W2 := ForwardTable[Byte(T1[1l] shr 16)]; W3 := ForwardTable[Byte(T1[2] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[51l];
// payHn 13
WO := ForwardTable[Byte(TO0[0])]; Wl := ForwardTable[Byte(TO[1l] shr 8)];
W2 := ForwardTable[Byte(TO0[2] shr 16)]; W3 := ForwardTable[Byte(TO0[3] shr
24)1];
T1[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[52];
WO := ForwardTable[Byte(TO[1])]; Wl := ForwardTable[Byte(T0[2] shr 8)];
W2 := ForwardTable[Byte(TO[3] shr 16)]; W3 := ForwardTable[Byte(TO[0] shr
24)1;
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[53];
WO := ForwardTable[Byte(T0[2])]; Wl := ForwardTable[Byte(TO[3] shr 8)];
W2 := ForwardTable[Byte(TO[0] shr 16)]; W3 := ForwardTable[Byte(TO[1l] shr
24)1;
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[54];
WO := ForwardTable[Byte(TO[3])]; Wl := ForwardTable[Byte(TO[0] shr 8)];
W2 := ForwardTable[Byte(TO[1l] shr 16)]; W3 := ForwardTable[Byte(TO0[2] shr
24)1];
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[55];
// ocTaHiM payHI NepeTBOPEeHb
WO := LastForwardTable[Byte(T1[0])]; Wl := LastForwardTable[Byte(T1l[1l] shr
8)1;
W2 := LastForwardTable[Byte(T1[2] shr 16)]; W3 := LastForwardTable[Byte (T1[3]
shr 24)1];
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[56];
WO := LastForwardTable[Byte(T1[1])]; Wl := LastForwardTable[Byte(T1l[2] shr
8)1;
W2 := LastForwardTable[Byte(T1[3] shr 16)]; W3 := LastForwardTable[Byte (T1[0]
shr 24)];
TO[1] = (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[57];
WO := LastForwardTable[Byte(T1[2])]; Wl := LastForwardTable[Byte(T1[3] shr
8)1;
W2 := LastForwardTable[Byte(T1[0] shr 16)]; W3 := LastForwardTable[Byte (T1[1]
shr 24)71;
TO[2] = (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[58];
WO := LastForwardTable[Byte(T1[3])]; Wl := LastForwardTable[Byte(T1[0] shr
8)1;
W2 := LastForwardTable[Byte (T1[1l] shr 16)]; W3 := LastForwardTable[Byte (T1[2]
shr 24)1];
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[59];
// kiHelb pPOBOTH aAJITOPUTMY
PLongWord (@OutBuf [0])” := TO[O0]; PLongWord(@OutBuf[4])” := TO[1l];
PLongWord (@OutBuf[8])" := TO0[2]; PLongWord (QOutBuf[12])" := TO[3];
end;

procedure ExpandAESKeyForDecryption (var ExpandedKey: TAESExpandedKeyl28);
var

I: integer;

U, F2, F4, F8, F9: longword;

begin
for I :=1 to 9 do
begin
F9 := ExpandedKey[I * 4];

U := F9 and $80808080;



F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
F9 := F9 xor F8;
ExpandedKey[I * 4] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor
24));
F9 := ExpandedKey[I * 4 + 1];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
F9 := F9 xor F8;
ExpandedKey[I * 4 + 1] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor
24));
F9 := ExpandedKey[I * 4 + 2];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
F9 := F9 xor F8;
ExpandedKey[I * 4 + 2] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor
24));
F9 := ExpandedKey[I * 4 + 3];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
F9 := F9 xor F8;
ExpandedKey[I * 4 + 3] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor
24));
end;
end;

procedure ExpandAESKeyForDecryption (const Key: TAESKeyl28;
TAESExpandedKeyl128) ;
begin
ExpandAESKeyForEncryption (Key, ExpandedKey) ;
ExpandAESKeyForDecryption (ExpandedKey) ;
end;

((F9

((F9

((F9

((F9
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and $1B1B1B1B);

and $1B1B1B1B);

and $1B1B1B1B);

shl 8) or (F9 shr

and $1B1B1BI1B);

and $1B1B1B1B);

and $1B1B1B1B) ;

shl 8) or (F9 shr

and $1B1B1BI1B) ;

and $1B1B1BI1B);

and $1B1B1B1B);

shl 8) or (F9 shr

and $1B1B1B1B) ;

and $1B1B1B1B);

and $1B1B1B1B);

shl 8) or (F9 shr

var ExpandedKey:

procedure ExpandAESKeyForDecryption (var ExpandedKey: TAESExpandedKeyl92);

var
I: integer;
U, F2, F4, F8, F9: longword;
begin
for I := 1 to 11 do
begin
F9 := ExpandedKey[I * 4];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F4 and $80808080;

and $1B1B1B1B);

and $1B1B1BI1B);



F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
F9 := F9 xor F8;
ExpandedKey[I * 4] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) =xor
24));
F9 := ExpandedKey[I * 4 + 1];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
F9 := F9 xor F8;
ExpandedKey[I * 4 + 1] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor
24));
F9 := ExpandedKey[I * 4 + 2];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F4 and $80808080;
F8 := ((F4 and $7F7FT7F7F) shl 1) xor ((U - (U shr 7))
F9 := F9 xor F8;
ExpandedKey[I * 4 + 2] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor
24));
F9 := ExpandedKey[I * 4 + 3];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
F9 := F9 xor F8;
ExpandedKey[I * 4 + 3] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor
(((F4 xor F9) shl 16) or ((F4 xor F9) shr 16)) xor
24));
end;
end;

procedure ExpandAESKeyForDecryption (const Key: TAESKeyl92;
TAESExpandedKey192) ;
begin
ExpandAESKeyForEncryption (Key, ExpandedKey) ;
ExpandAESKeyForDecryption (ExpandedKey) ;
end;

((F9

((F9

((F9

((F9
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and $1B1B1B1B);

shl 8) or (F9 shr

and $1B1B1B1B);

and $1B1B1B1B);

and $1B1B1BI1B);

shl 8) or (F9 shr

and $1B1B1B1B);

and $1B1B1B1B) ;

and $1B1B1BI1B) ;

shl 8) or (F9 shr

and $1B1B1B1B);

and $1B1B1B1B);

and $1B1B1B1B) ;

shl 8) or (F9 shr

var ExpandedKey:

procedure ExpandAESKeyForDecryption (var ExpandedKey: TAESExpandedKey256) ;

var
I: integer;
U, F2, F4, F8, F9: longword;
begin
for I := 1 to 13 do
begin
F9 := ExpandedKey[I * 4];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl 1) xor ((U - (U shr 7))
F9 := F9 xor F8;
ExpandedKey[I * 4] := F2 xor F4 xor F8 xor
(((F2 xor F9) shl 24) or ((F2 xor F9) shr 8)) xor

and S$1B1B1B1B) ;
and $1B1B1B1B);

and $1B1B1B1B);



(((F4 xor F9) shl 16) or ((
24));
F9 := ExpandedKey[I * 4 + 1];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl
F9 := F9 xor F8;
ExpandedKey[I * 4 + 1] := F2
(((F2 xor F9) shl 24) or ((
(((F4 xor F9) shl 16) or ((
24));
F9 := ExpandedKey[I * 4 + 2];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl
F9 := F9 xor F8;
ExpandedKey[I * 4 + 2] = F2
(((F2 xor F9) shl 24) or ((
(((F4 xor F9) shl 16) or ((
24));
F9 := ExpandedKey[I * 4 + 3];
U := F9 and $80808080;
F2 := ((F9 and $7F7F7F7F) shl
U := F2 and $80808080;
F4 := ((F2 and $7F7F7F7F) shl
U := F4 and $80808080;
F8 := ((F4 and $7F7F7F7F) shl
F9 := F9 xor F8;
ExpandedKey[I * 4 + 3] := F2
(((F2 xor F9) shl 24) or ((
(((F4 xor F9) shl 16) or ((
24));
end;
end;

procedure ExpandAESKeyForDecryption (const Key: TAESKey256;

TAESExpandedKey256) ;

begin
ExpandAESKeyForEncryption (Key,
ExpandAESKeyForDecryption (Expan

end;

procedure DecryptAES (const InBuf:
var OutBuf: TAESBuffer);

var
TO0, Tl: array [0..3] of longwor
wo, wWl, W2, W3: longword;

begin
// i”iuianisauisg
TO[0] := PLongWord(@InBuf[0])"
TO[1] = PLongWord (@InBuff4])"
TO[2] := PLongWord(@InBuf[8])"
TO[3] := PLongWord(@InBuf[l2])"
// TlomepenHa TpaHcbopmalis 9 p
// paysno 1
WO := InverseTable[Byte(TO0[0])];
W2 := InverseTable[Byte(T0[2] s

24)1;
T1[0] := (WO xor ((Wl shl 8) or

xor ((W3 shl 24) or (W3 shr 8

WO := InverseTable[Byte(TO[1])];
W2 := InverseTable[Byte(TO[3] s

24)1;
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F4 xor F9) shr 16)) xor ((F9 shl 8) or (F9 shr
1) xor ((U - (U shr 7)) and $1B1B1BI1B);
1) xor ((U - (U shr 7)) and $1B1B1B1B);
1) xor ((U - (U shr 7)) and $1B1B1B1B);

xor F4 xor F8 xor

F2 xor F9) shr 8)) xor

F4 xor F9) shr 16)) xor ((F9 shl 8) or (F9 shr
1) xor ((U - (U shr 7)) and $1B1B1B1B);
1) xor ((U - (U shr 7)) and $1B1B1B1B);
1) xor ((U - (U shr 7)) and $1B1B1B1B);

xor F4 xor F8 xor

F2 xor F9) shr 8)) xor

F4 xor F9) shr 16)) xor ((F9 shl 8) or (F9 shr
1) xor ((U - (U shr 7)) and $1B1B1B1B);
1) xor ((U - (U shr 7)) and $1B1B1B1B);
1) xor ((U - (U shr 7)) and $1B1B1B1B);

xor F4 xor F8 xor

F2 xor F9) shr 8)) xor

F4 xor F9) shr 16)) xor ((F9 shl 8) or (F9 shr

ExpandedKey) ;
dedKey) ;

TAESBuffer;

d;

’

xor Key|[
xor Key|[
xor Key|[
xor Key
asise

’

401
41]
42]
[43

17

Wl :=

’

InverseTable [Byte (TO[3]

var ExpandedKey:

const Key: TAESExpandedKeyl28;

shr 8)];

hr 16)]; W3 := InverseTable[Byte(TO[1l] shr
(Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
))) xor Keyl[36];
; W1 := InverseTable[Byte(TO[0] shr 8)1];
hr 16)]; W3 := InverseTable[Byte(T0[2] shr
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T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[37];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[38];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[39];
// payunm 2
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1l[3] shr 8)];
W2 := InverseTable[Byte(T1[2] shr 16)]; W3 := InverseTable[Byte(T1[1] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[32];
WO := InverseTable[Byte(T1[1l])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1l[2] shr
24)1;
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[33];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1l[1l] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1[3] shr
24)1;
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[34];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1l[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1;
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[35];
// payHno 3
WO := InverseTable[Byte(TO[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([28];
WO := InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[29];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[30];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[31l];
// payHno 4
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1[3] shr 8)];
W2 := InverseTable[Byte(T1l[2] shr 16)]; W3 := InverseTable[Byte(T1l[1l] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([24];
WO := InverseTable[Byte(T1[1])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1l[2] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[25];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1[1l] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1l[3] shr
24)1;

TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))



31

xor ((W3 shl 24) or (W3 shr 8))) xor Key[26];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1l[2] shr 8)];
W2 := InverseTable[Byte(T1l[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[27];
// payHno 5
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([20];
WO := InverseTable[Byte(TO[1l])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([21];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[22];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[23];
// payHno 6
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1l[3] shr 8)];
W2 := InverseTable[Byte(T1[2] shr 16)]; W3 := InverseTable[Byte(T1[1l] shr
24)1;
TO[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l6];
WO := InverseTable[Byte(T1[1l])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1[2] shr
24)1;
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l7];
WO := InverseTable[Byte(T1l[2])]; Wl := InverseTable[Byte(T1l[1] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1[3] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l8];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1l[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l9];
// payHno 7
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l2];
WO := InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l3];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l4];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l5];
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// payHno 8
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1l[3] shr 8)];
W2 := InverseTable[Byte(T1[2] shr 16)]; W3 := InverseTable[Byte(T1l[1l] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[8];
WO := InverseTable[Byte(T1[1l])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1l[2] shr
24)1];
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[9];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1l[1] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1l[3] shr
24)1];
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l0];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1l[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1ll];
// payHno 9
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[4];
WO := InverseTable[Byte(TO[1l])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[5];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[6];
WO := InverseTable[Byte(TO[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[7];
// ocTaHill payHI NepeTBOpeHb
WO := LastInverseTable[Byte(T1[0])]; Wl := LastInverseTable[Byte(T1l[3] shr
8)1;
W2 := LastInverseTable[Byte(T1[2] shr 16)]; W3 := LastInverseTable[Byte(T1[1]
shr 24)1];
TO[O] = (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[0];
WO := LastInverseTable[Byte(T1[1])]; Wl := LastInverseTable[Byte(T1[0] shr
8)1;
W2 := LastInverseTable[Byte(T1[3] shr 16)]; W3 := LastInverseTable[Byte(T1[2]
shr 24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[l];
WO := LastInverseTable[Byte(T1[2])]; Wl := LastInverseTable[Byte(T1[1] shr
8)1;
W2 := LastInverseTable[Byte(T1[0] shr 16)]; W3 := LastInverseTable[Byte(T1[3]
shr 24)1];
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[2];
WO := LastInverseTable[Byte(T1[3])]; Wl := LastInverseTable[Byte(T1l[2] shr
8)1;
W2 := LastInverseTable[Byte(T1[1] shr 16)]; W3 := LastInverseTable[Byte (T1[0]
shr 24)1];
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[3];

// kiHeub POGOTU AJITOPUTMY
PLongWord (QOutBuf [0])”~ := TO[0]; PLongWord (QOutBuf[4])" := TO[1l];
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PLongWord (QOutBuf [8])" := TO0[2]; PLongWord (QOutBuf[12])" := TO[3];
end;

procedure DecryptAES (const InBuf: TAESBuffer; const Key: TAESExpandedKeyl92;
var OutBuf: TAESBuffer);
var
TO, Tl: array [0..3] of longword;
w0, W1, W2, W3: longword;
begin
// iriuniamnizsauis

TO[0] := PLongWord(@InBuf[0])”" xor Key[48];
TO[1l] := PLongWord(@InBuf[4])”" xor Key[49];
TO[2] := PLongWord(@InBuf[8])" xor Key[50];
TO[3] = PLongWord (@InBuf[l2])”" xor Key[51];
// TlomepenHa TpaHcbopmanis 11 pazis
// paysno 1
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[l] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[44];
WO := InverseTable[Byte(TO[1l])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1];
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[45];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1];
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[46];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1];
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[47];
// payunm 2
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1l[3] shr 8)];
W2 := InverseTable[Byte(T1l[2] shr 16)]; W3 := InverseTable[Byte(T1l[1l] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[40];
WO := InverseTable[Byte(T1[1])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1l[2] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[41l];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1l[1] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1[3] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[42];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1l[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[43];
// payHno 3
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[36];
WO := InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1] (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Key[37];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
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W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1];
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[38];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1];
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[39];
// payun 4
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1[3] shr 8)];
W2 := InverseTable[Byte(T1l[2] shr 16)]; W3 := InverseTable[Byte(T1l[1l] shr
24)1];
TO[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[32];
WO := InverseTable[Byte(T1[1])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1l[2] shr
24)1;
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[33];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1[1] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1l[3] shr
24)1;
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[34];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[35];
// payHno 5
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1];
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([28];
WO := InverseTable[Byte(TO[1l])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[29];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[30];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[31l];
// payHno 6
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1[3] shr 8)1];
W2 := InverseTable[Byte(T1[2] shr 16)]; W3 := InverseTable[Byte(T1[1] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([24];
WO := InverseTable[Byte(T1[1l])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1[2] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[25];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1l[1] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1[3] shr
24)1;
TO[2] (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Key[26];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1l[2] shr 8)];
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W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[27];
// paysno 7
WO := InverseTable[Byte(TO[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1];
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[20];
WO := InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1];
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([21];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[22];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[23];
// payHno 8
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1l[3] shr 8)];
W2 := InverseTable[Byte(T1l[2] shr 16)]; W3 := InverseTable[Byte(T1l[1l] shr
24)1];
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[l6];
WO := InverseTable[Byte(T1[1l])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1l[2] shr
24)1];
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l7];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1l[1] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1l[3] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l8];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1l[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l9];
// payHno 9
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l2];
WO := InverseTable[Byte(TO[1l])]; Wl := InverseTable[Byte(TO[0] shr 8)1]1;
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l3];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l4];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l5];

// payunm 10
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1[3] shr 8)];
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W2 := InverseTable[Byte(T1[2] shr 16)]; W3 := InverseTable[Byte(T1[1] shr
24)1];
TO[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[8];
WO := InverseTable[Byte(T1[1])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1[2] shr
24)1];
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[9];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1[1l] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1[3] shr
24)1;
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l0];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1];
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Key[ll];
// payunm 11

WO := InverseTable[Byte(TO[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[4];
WO := InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1];
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[5]:
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1];
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[6];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[7];
// ocTaHiM payHI NepeTBOPEeHb
WO := LastInverseTable[Byte(T1[0])]; Wl := LastInverseTable[Byte(T1l[3] shr
8)1;
W2 := LastInverseTable[Byte(T1[2] shr 16)]; W3 := LastInverseTable[Byte(T1[1]
shr 24)];
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[0];
WO := LastInverseTable[Byte(T1[1])]; Wl := LastInverseTable[Byte(T1l[0] shr
8)1;
W2 := LastInverseTable[Byte(T1[3] shr 16)]; W3 := LastInverseTable[Byte(T1[2]
shr 24)];
TO[1] = (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[l];
WO := LastInverseTable[Byte(T1[2])]; Wl := LastInverseTable[Byte(T1[1] shr
8)1;
W2 := LastInverseTable[Byte(T1[0] shr 16)]; W3 := LastInverseTable[Byte (T1[3]
shr 24)1];
TO[2] = (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[2];
WO := LastInverseTable[Byte(T1[3])]; Wl := LastInverseTable[Byte(T1[2] shr
8)1;
W2 := LastInverseTable[Byte(T1[1l] shr 16)]; W3 := LastInverseTable[Byte(T1[0]
shr 24)71;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

)
xor ((W3 shl 24) or (W3 shr 8))) xor Key[3];
// kiHelb pPOBOTHM aAJITOPUTMY
PLongWord (@OutBuf[0])" := TO[O0]; PLongWord (QOutBuf[4])" := T

0l
PLongWord (ROutBuf[8])" := TO0[2]; PLongWord(QOutBuf[l2])" := TO
end;
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procedure DecryptAES (const InBuf: TAESBuffer; const Key: TAESExpandedKey256;
var OutBuf: TAESBuffer);

var
T0, Tl: array [0..3] of longword;
WO, W1, W2, W3: longword;

begin
// i1uiuniamisanis
TO[0] := PLongWord(@InBuf[0])”" xor Key[56];
TO[1l] := PLongWord(@InBuf[4])”" xor Key[57];
TO[2] := PLongWord(@InBuf[8])" xor Key[58];
TO[3] := PLongWord(Q@InBuf[l2])”" xor Key[59];
// Tomnepenus Tpaucbopmauis 13 pazis
// payun 1
WO := InverseTable[Byte(TO[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[52];
WO := InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(TO0[2] shr
24)1;
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[53];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1];
T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[54];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1];
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[55];
// payHno 2
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1[3] shr 8)];
W2 := InverseTable[Byte(T1[2] shr 16)]; W3 := InverseTable[Byte(T1l[1l] shr
24)1];
TO[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[48];
WO := InverseTable[Byte(T1[1])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1l[2] shr
24)1];
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[49];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1[1l] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1l[3] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[50];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1[2] shr 8)];
W2 := InverseTable[Byte(T1l[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[51];
// payHno 3
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[44];
WO := InverseTable[Byte(TO[1l])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[45];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr

24)1;
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T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[46];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[47];
// payun 4
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1l[3] shr 8)];
W2 := InverseTable[Byte(T1[2] shr 16)]; W3 := InverseTable[Byte(T1[1] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[40];
WO := InverseTable[Byte(T1[1l])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1[2] shr
24)1;
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[41l];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1l[1l] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1[3] shr
24)1;
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[42];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1l[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1;
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[43];
// payHno 5
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1];
T1[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[36];
WO := InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[37];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[38];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[39];
// payHOo 6
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1[3] shr 8)];
W2 := InverseTable[Byte(T1l[2] shr 16)]; W3 := InverseTable[Byte(T1l[1l] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[32];
WO := InverseTable[Byte(T1[1])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1l[2] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[33];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1[1l] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1l[3] shr
24)1;
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[34];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1;

TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
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xor ((W3 shl 24) or (W3 shr 8))) xor Key[35];
// payuno 7
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([28];
WO := InverseTable[Byte(TO[1l])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[29];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[30];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[31l];
// payHno 8
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1l[3] shr 8)];
W2 := InverseTable[Byte(T1[2] shr 16)]; W3 := InverseTable[Byte(T1[1] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([24];
WO := InverseTable[Byte(T1[1l])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1[2] shr
24)1;
TO[1l] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[25];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1l[1l] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1[3] shr
24)1;
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[26];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1l[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1;
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[27];
// payHno 9
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([20];
WO := InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key([21];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[22];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[23];
// payun 10
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1[3] shr 8)];
W2 := InverseTable[Byte(T1l[2] shr 16)]; W3 := InverseTable[Byte(T1l[1l] shr
24)1;

TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
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xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[l6];
WO := InverseTable[Byte(T1[1])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1l[2] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l7];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1l[1] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1l[3] shr
24)1];
TO[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l8];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1l[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24)1];
TO[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l9];
// payunm 11
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l2];
WO := InverseTable[Byte(TO[1l])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l3];
WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];
W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1;
T1[2] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l4];
WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];
W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1;
T1[3] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[l5];
// payunm 12
WO := InverseTable[Byte(T1[0])]; Wl := InverseTable[Byte(T1l[3] shr 8)];
W2 := InverseTable[Byte(T1[2] shr 16)]; W3 := InverseTable[Byte(T1[1] shr
24)1;
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[8];
WO := InverseTable[Byte(T1[1l])]; Wl := InverseTable[Byte(T1[0] shr 8)];
W2 := InverseTable[Byte(T1[3] shr 16)]; W3 := InverseTable[Byte(T1[2] shr
24)1;
TO[1l] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[9];
WO := InverseTable[Byte(T1[2])]; Wl := InverseTable[Byte(T1[1] shr 8)];
W2 := InverseTable[Byte(T1[0] shr 16)]; W3 := InverseTable[Byte(T1[3] shr
24) 1;
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[1l0];
WO := InverseTable[Byte(T1[3])]; Wl := InverseTable[Byte(T1[2] shr 8)];
W2 := InverseTable[Byte(T1[1l] shr 16)]; W3 := InverseTable[Byte(T1[0] shr
24) 1;
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Key[ll];
// payun 13
WO := InverseTable[Byte(TO0[0])]; Wl := InverseTable[Byte(TO0[3] shr 8)];
W2 := InverseTable[Byte(TO0[2] shr 16)]; W3 := InverseTable[Byte(TO[1l] shr
24)1;
T1[0] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[4];
WO := InverseTable[Byte(TO[1])]; Wl := InverseTable[Byte(TO[0] shr 8)];
W2 := InverseTable[Byte(TO[3] shr 16)]; W3 := InverseTable[Byte(T0[2] shr
24)1;
T1[1l] := (WO xor ((W1l shl 8) or (W1l shr 24) xor ((W2 shl 16) or (W2 shr 16))

)
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[5];
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WO := InverseTable[Byte(T0[2])]; Wl := InverseTable[Byte(TO[1l] shr 8)];

W2 := InverseTable[Byte(TO[0] shr 16)]; W3 := InverseTable[Byte(TO0[3] shr
24)1];

T1[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))

xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[6];

WO := InverseTable[Byte(TO0[3])]; Wl := InverseTable[Byte(T0[2] shr 8)];

W2 := InverseTable[Byte(TO[1l] shr 16)]; W3 := InverseTable[Byte(TO[0] shr
24)1];

T1[3] := (WO xor ((W1l shl 8) or (W1l shr 24) xor ((W2 shl 16) or (W2 shr 16))

)
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[7];
// ocTaHiM payHI NepeTBOPEeHb

WO := LastInverseTable[Byte(T1[0])]; Wl := LastInverseTable[Byte(T1l[3] shr
8)1;
W2 := LastInverseTable[Byte(T1[2] shr 16)]; W3 := LastInverseTable[Byte(T1[1]
shr 24)1];
TO[0] := (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[0];
WO := LastInverseTable[Byte(T1[1])]; Wl := LastInverseTable[Byte(T1[0] shr
8)1;
W2 := LastInverseTable[Byte(T1[3] shr 16)]; W3 := LastInverseTable[Byte(T1[2]
shr 24)1];
TO[1] = (WO xor ((Wl shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[l];
WO := LastInverseTable[Byte(T1[2])]; Wl := LastInverseTable[Byte(T1l[1l] shr
8)1;
W2 := LastInverseTable[Byte(T1[0] shr 16)]; W3 := LastInverseTable[Byte (T1[3]
shr 24)71;
TO[2] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[2];
WO := LastInverseTable[Byte(T1[3])]; Wl := LastInverseTable[Byte(T1[2] shr
8)1;
W2 := LastInverseTable[Byte(T1[1l] shr 16)]; W3 := LastInverseTable[Byte(T1[0]
shr 24)71;
TO[3] := (WO xor ((W1l shl 8) or (Wl shr 24)) xor ((W2 shl 16) or (W2 shr 16))
xor ((W3 shl 24) or (W3 shr 8))) xor Keyl[3];
// kiHelb pPOBOTH aAJITOPUTMY
PLongWord (@OutBuf [0])” := TO[0]; PLongWord(@OutBuf[4])” := TO[1l];
PLongWord (@OutBuf[8])" := TO0[2]; PLongWord (QOutBuf[1l2])" := TO[3];
end;

// TloTok payHmis mmbpysanHsa (ECB mode)

procedure EncryptAESStreamECB (Source: TStream; Count: cardinal;
const Key: TAESKeyl28; Dest: TStream);

var
ExpandedKey: TAESExpandedKeyl28;

begin
ExpandAESKeyForEncryption (Key, ExpandedKey) ;
EncryptAESStreamECB (Source, Count, ExpandedKey, Dest);

end;

procedure EncryptAESStreamECB (Source: TStream; Count: cardinal;
const Key: TAESKeyl92; Dest: TStream);

var
ExpandedKey: TAESExpandedKeyl92;

begin
ExpandAESKeyForEncryption (Key, ExpandedKey) ;
EncryptAESStreamECB (Source, Count, ExpandedKey, Dest);

end;

procedure EncryptAESStreamECB (Source: TStream; Count: cardinal;
const Key: TAESKey256; Dest: TStream);

var
ExpandedKey: TAESExpandedKey256;

begin
ExpandAESKeyForEncryption (Key, ExpandedKey) ;
EncryptAESStreamECB (Source, Count, ExpandedKey, Dest);

end;



procedure EncryptAESStreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKeyl28; Dest: TStream);

var
TempIn, TempOut: TAESBuffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);

if Count = 0 then exit;
while Count >= SizeOf (TAESBuffer) do
begin
Done := Source.Read(TempIn, SizeOf (TempIn));
if Done < SizeOf (TempIn) then
raise EStreamError.Create (SReadError);
EncryptAES (TempIn, ExpandedKey, TempOut) ;
Done := Dest.Write (TempOut, SizeOf (TempOut));
if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
Dec (Count, SizeOf (TAESBuffer));

end;
if Count > 0 then
begin
Done := Source.Read(TempIn, Count);

if Done < Count then
raise EStreamError.Create (SReadError);

FillChar (TempIn[Count], SizeOf (TempIn) - Count, 0);
EncryptAES (TempIn, ExpandedKey, TempOut) ;
Done := Dest.Write (TempOut, SizeOf (TempOut)):;

if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
end;
end;

procedure EncryptAESStreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKeyl92; Dest: TStream);

var
TempIn, TempOut: TAESBuffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);

if Count = 0 then exit;
while Count >= SizeOf (TAESBuffer) do
begin
Done := Source.Read(TempIn, SizeOf (TempIn));
if Done < SizeOf (TempIn) then
raise EStreamError.Create (SReadError);
EncryptAES (TempIn, ExpandedKey, TempOut) ;
Done := Dest.Write (TempOut, SizeOf (TempOut));
if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
Dec (Count, SizeOf (TAESBuffer));

end;
if Count > 0 then
begin
Done := Source.Read(TempIn, Count);

if Done < Count then
raise EStreamError.Create (SReadError);
FillChar (TempIn[Count], SizeOf (TempIn) - Count, 0);
EncryptAES (TempIn, ExpandedKey, TempOut);
Done := Dest.Write (TempOut, SizeOf (TempOut));
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if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
end;
end;

procedure EncryptAESStreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKey256; Dest: TStream);

var
TempIn, TempOut: TAESBuffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);

if Count = 0 then exit;
while Count >= SizeOf (TAESBuffer) do
begin
Done := Source.Read(TempIn, SizeOf (TempIn));
if Done < SizeOf (TempIn) then
raise EStreamError.Create (SReadError);
EncryptAES (TempIn, ExpandedKey, TempOut) ;
Done := Dest.Write (TempOut, SizeOf (TempOut));
if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
Dec (Count, SizeOf (TAESBuffer));

end;
if Count > 0 then
begin
Done := Source.Read(TempIn, Count);

if Done < Count then
raise EStreamError.Create (SReadError);

FillChar (TempIn[Count], SizeOf (TempIn) - Count, O0);
EncryptAES (TempIn, ExpandedKey, TempOut) ;
Done := Dest.Write (TempOut, SizeOf (TempOut));

if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
end;
end;

// Tlorok payHnie meumbpyepaHHg (ECB mode)

procedure DecryptAESStreamECB (Source: TStream; Count: cardinal;
const Key: TAESKeyl28; Dest: TStream);

var
ExpandedKey: TAESExpandedKeyl28;

begin
ExpandAESKeyForDecryption (Key, ExpandedKey) ;
DecryptAESStreamECB (Source, Count, ExpandedKey, Dest);

end;

procedure DecryptAESStreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKeyl28; Dest: TStream);

var
TempIn, TempOut: TAESBuffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);

if Count = 0 then exit;

if (Count mod SizeOf (TAESBuffer)) > 0 then
raise EAESError.Create (SInvalidInBufSize);

while Count >= SizeOf (TAESBuffer) do
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begin
Done := Source.Read(TempIn, SizeOf (TemplIn)):;
if Done < SizeOf (TempIn) then
raise EStreamError.Create (SReadError);
DecryptAES (TempIn, ExpandedKey, TempOut) ;
Done := Dest.Write (TempOut, SizeOf (TempOut)) ;
if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
Dec (Count, SizeOf (TAESBuffer));
end;
end;

procedure DecryptAESStreamECB (Source: TStream; Count: cardinal;
const Key: TAESKeyl92; Dest: TStream);

var
ExpandedKey: TAESExpandedKeyl92;

begin
ExpandAESKeyForDecryption (Key, ExpandedKey) ;
DecryptAESStreamECB (Source, Count, ExpandedKey, Dest);

end;

procedure DecryptAESStreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKeyl92; Dest: TStream);

var
TempIn, TempOut: TAESBuffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);

if Count = 0 then exit;
if (Count mod SizeOf (TAESBuffer)) > 0 then
raise EAESError.Create (SInvalidInBufSize);
while Count >= SizeOf (TAESBuffer) do
begin
Done := Source.Read(TempIn, SizeOf (TempIn));
if Done < SizeOf (TempIn) then
raise EStreamError.Create (SReadError);
DecryptAES (TempIn, ExpandedKey, TempOut);
Done := Dest.Write (TempOut, SizeOf (TempOut)):;
if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
Dec (Count, SizeOf (TAESBuffer));
end;
end;

procedure DecryptAESStreamECB (Source: TStream; Count: cardinal;
const Key: TAESKey256; Dest: TStream);

var
ExpandedKey: TAESExpandedKey256;

begin
ExpandAESKeyForDecryption (Key, ExpandedKey) ;
DecryptAESStreamECB (Source, Count, ExpandedKey, Dest);

end;

procedure DecryptAESStreamECB (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKey256; Dest: TStream);

var
TempIn, TempOut: TAESBuffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;

end
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else Count := Min(Count, Source.Size - Source.Position);
if Count = 0 then exit;
if (Count mod SizeOf (TAESBuffer)) > 0 then

raise EAESError.Create (SInvalidInBufSize);
while Count >= SizeOf (TAESBuffer) do
begin
Done := Source.Read(TempIn, SizeOf (TempIn));
if Done < SizeOf (TempIn) then
raise EStreamError.Create (SReadError);
DecryptAES (TempIn, ExpandedKey, TempOut) ;
Done := Dest.Write (TempOut, SizeOf (TempOut));
if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
Dec (Count, SizeOf (TAESBuffer));
end;
end;

// Tlorok payHnip umbpyrBanusa (CBC mode)

procedure EncryptAESStreamCBC (Source: TStream; Count: cardinal;

const Key: TAESKeyl28; const InitVector: TAESBuffer; Dest: TStream);
var

ExpandedKey: TAESExpandedKeyl28;
begin

ExpandAESKeyForEncryption (Key, ExpandedKey) ;

EncryptAESStreamCBC (Source, Count, ExpandedKey, InitVector, Dest);
end;

procedure EncryptAESStreamCBC (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKeyl28; const InitVector: TAESBuffer;
Dest: TStream);
var
TempIn, TempOut, Vector: TAESBuffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);
if Count = 0 then exit;
Vector := InitVector;
while Count >= SizeOf (TAESBuffer) do
begin
Done := Source.Read(TempIn, SizeOf (TempIn));

if Done < SizeOf (TempIn) then
raise EStreamError.Create (SReadError);

PLongWord (@TempIn[0]) " :=
PLongWord (@TempIn[4]
PLongWord (@TempIn[8]
PLongWord (@TempIn[12

PLongWord (@Vector[12])";
EncryptAES (TempIn, Expand
Done := Dest.Write (TempOu
if Done < SizeOf (TempOut)

raise EStreamError.Crea
Vector := TempOut;
Dec (Count, SizeOf (TAESBuf
end;
if Count > 0 then
begin
Done := Source.Read (TempI
if Done < Count then
raise EStreamError.Crea
FillChar (TempIn[Count], S
PLongWord (@TempIn[0]) " :=
PLongWord (@TempIn([4]) " :=
PLongWord (@TempIn[8]) " :=

A

A

)/\

L~~~

= PLongWord (@TempIn

:= PLongWord (Q@TempI

]1)”" xor PLongWord (@Vector[0])";
]1)” xor PLongWord (@Vector([4])";
]1)” xor PLongWord (@Vector[8])";
12])”" xor

PLongWord (@TempIn [0
[4
PLongWord (@TempIn[8
n|

edKey, TempOut) ;

t, SizeOf (TempOut)) ;
then

te (SWriteError);

fer)):;

n, Count);

te (SReadError) ;

izeOf (TempIn) - Count, 0);

PLongWord (@TempIn[0]) " xor PLongWord (@Vector[0])";
PLongWord (@TempIn[4]) " xor PLongWord (@Vector[4])";
PLongWord (@TempIn[8]) " xor PLongWord (@Vector[8])";



PLongWord (@TempIn[12]) " := PLongWord(@TempIn[l2])" xor
PLongWord (@Vector[12])";
EncryptAES (TempIn, ExpandedKey, TempOut) ;
Done := Dest.Write (TempOut, SizeOf (TempOut)):;
if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
end;
end;

procedure EncryptAESStreamCBC (Source: TStream; Count: cardinal;

const Key: TAESKeyl92; const InitVector: TAESBuffer; Dest: TStream);
var

ExpandedKey: TAESExpandedKeyl92;
begin

ExpandAESKeyForEncryption (Key, ExpandedKey) ;

EncryptAESStreamCBC (Source, Count, ExpandedKey, InitVector, Dest);
end;

procedure EncryptAESStreamCBC (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKeyl92; const InitVector: TAESBuffer;
Dest: TStream);
var
TempIn, TempOut, Vector: TAESBuffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);
if Count = 0 then exit;
Vector := InitVector;
while Count >= SizeOf (TAESBuffer) do
begin
Done := Source.Read(TempIn, SizeOf (TempIn));

if Done < SizeOf (TempIn) then
raise EStreamError.Create (SReadError);
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PLongWord (@TempIn[0]) " := PLongWord(@TempIn[O0])” xor PLongWord (@Vector[0])";
PLongWord (@TempIn([4])” := PLongWord(@TempIn[4])” xor PLongWord (@Vector([4])";
PLongWord (@TempIn([8])" := PLongWord(@TempIn[8])”" xor PLongWord (@Vector([8])";
PLongWord (@TempIn([12]) " := PLongWord(@TempIn[l1l2])”" xor

PLongWord (@Vector[12]) *;
EncryptAES (TempIn, ExpandedKey, TempOut);
Done := Dest.Write (TempOut, SizeOf (TempOut));
if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
Vector := TempOut;
Dec (Count, SizeOf (TAESBuffer)):;
end;
if Count > 0 then
begin
Done := Source.Read(TempIn, Count);
if Done < Count then
raise EStreamError.Create (SReadError);

FillChar (TempIn[Count], SizeOf (TempIn) - Count, O0);

PLongWord (@TempIn[0]) " := PLongWord(@TempIn[0])” xor PLongWord (@Vector[0])";
PLongWord (@TempIn([4])” := PLongWord(@TempIn[4])” xor PLongWord (@Vector([4])";
PLongWord (@TempIn([8])" := PLongWord(@TempIn[8])”" xor PLongWord (@Vector([8])";
PLongWord (@TempIn[12]) " := PLongWord(@TempIn[l2])" xor

PLongWord (@Vector[12]) ";
EncryptAES (TempIn, ExpandedKey, TempOut) ;
Done := Dest.Write (TempOut, SizeOf (TempOut));
if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
end;
end;

procedure EncryptAESStreamCBC (Source: TStream; Count: cardinal;
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const Key: TAESKey256; const InitVector: TAESBuffer; Dest: TStream);
var
ExpandedKey: TAESExpandedKey256;
begin
ExpandAESKeyForEncryption (Key, ExpandedKey) ;
EncryptAESStreamCBC (Source, Count, ExpandedKey, InitVector, Dest);
end;

procedure EncryptAESStreamCBC (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKey256; const InitVector: TAESBuffer;
Dest: TStream);
var
TempIn, TempOut, Vector: TAESBuffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);
if Count = 0 then exit;
Vector := InitVector;
while Count >= SizeOf (TAESBuffer) do
begin
Done := Source.Read(TempIn, SizeOf (TempIn));

if Done < SizeOf (TempIn) then
raise EStreamError.Create (SReadError);

PLongWord (@TempIn[0]) " := PLongWord(@TempIn[O0])” xor PLongWord (@Vector[0])";
PLongWord (@TempIn([4])” := PLongWord(@TempIn[4])” xor PLongWord (@Vector([4])";
PLongWord (@TempIn([8]) " := PLongWord (@TempIn[8])”" xor PLongWord (@Vector[8])";
PLongWord (@TempIn[12]) " := PLongWord(@TempIn[l2])”" xor

PLongWord (@Vector[12])";
EncryptAES (TempIn, ExpandedKey, TempOut);
Done := Dest.Write (TempOut, SizeOf (TempOut)):;
if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
Vector := TempOut;
Dec (Count, SizeOf (TAESBuffer));
end;
if Count > 0 then
begin
Done := Source.Read(TempIn, Count);
if Done < Count then
raise EStreamError.Create (SReadError);

FillChar (TempIn[Count], SizeOf (TempIn) - Count, O0);

PLongWord (€TempIn[0]) " := PLongWord(@TempIn[O0])” xor PLongWord (@Vector[0])";
PLongWord (@TempIn([4])” := PLongWord(@TempIn[4])” xor PLongWord (@Vector([4])";
PLongWord (@TempIn([8]) " := PLongWord(@TempIn[8])”" xor PLongWord (@Vector([8])";
PLongWord (€TempIn[12]) " := PLongWord(@TempIn[l2])" xor

PLongWord (@Vector[12]) ";
EncryptAES (TempIn, ExpandedKey, TempOut);
Done := Dest.Write (TempOut, SizeOf (TempOut)):;
if Done < SizeOf (TempOut) then
raise EStreamError.Create (SWriteError);
end;
end;

// Tlorok payHnis meumbppyeBaHHa (CBC mode)

procedure DecryptAESStreamCBC (Source: TStream; Count: cardinal;

const Key: TAESKeyl28; const InitVector: TAESBuffer; Dest: TStream);
var

ExpandedKey: TAESExpandedKeyl28;
begin

ExpandAESKeyForDecryption (Key, ExpandedKey) ;

DecryptAESStreamCBC (Source, Count, ExpandedKey, InitVector, Dest);
end;



procedure DecryptAESStreamCBC (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKeyl28; const InitVector: TAESBuffer;
Dest: TStream);
var
TempIn, TempOut: TAESBuffer;
Vectorl, Vector2: TAESBuffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);

if Count = 0 then exit;
if (Count mod SizeOf (TAESBuffer)) > 0 then
raise EAESError.Create (SInvalidInBufSize);

Vectorl := InitVector;
while Count >= SizeOf (TAESBuffer) do
begin
Done := Source.Read(TempIn, SizeOf (TempIn));

if Done < SizeOf (TempIn) then
raise EStreamError (SReadError) ;

Vector2 := TempIn;
DecryptAES (TempIn, ExpandedKey, TempOut) ;
PLongWord (@TempOut [0] )~ := PLongWord (@TempOut[0])" xor

PLongWord (@Vectorl[0]) "
PLongWord (@TempOut[4]) "

PLongWord (@Vectorl[4])";
PLongWord (@TempOut [8]) "

PLongWord (@Vectorl[8]) ";

PLongWord (@TempOut[4]) " xor

PLongWord (@TempOut [8]) " xor

PLongWord (@TempOut[12])" := PLongWord (@TempOut[l2])" xor
PLongWord (@Vectorl[12])";
Done := Dest.Write (TempOut, SizeOf (TempOut));

if Done < SizeOf (TempOut) then
raise EStreamError (SWriteError);

Vectorl := Vector2;
Dec (Count, SizeOf (TAESBuffer)):;
end;
end;

procedure DecryptAESStreamCBC (Source: TStream; Count: cardinal;

const Key: TAESKeyl92; const InitVector: TAESBuffer; Dest: TStream);
var

ExpandedKey: TAESExpandedKeyl92;
begin

ExpandAESKeyForDecryption (Key, ExpandedKey) ;

DecryptAESStreamCBC (Source, Count, ExpandedKey, InitVector, Dest);
end;

procedure DecryptAESStreamCBC (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKeyl92; const InitVector: TAESBuffer;
Dest: TStream);
var
TempIn, TempOut: TAESBuffer;
Vectorl, Vector2: TAESBuffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);

if Count = 0 then exit;

if (Count mod SizeOf (TAESBuffer)) > 0 then
raise EAESError.Create (SInvalidInBufSize);

Vectorl := InitVector;

while Count >= SizeOf (TAESBuffer) do
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begin
Done := Source.Read(TempIn, SizeOf (TempIn));
if Done < SizeOf (TempIn) then
raise EStreamError (SReadError) ;

Vector2 := TemplIn;
DecryptAES (TempIn, ExpandedKey, TempOut) ;
PLongWord (@TempOut[0]) "~ := PLongWord (@TempOut[0])”" xor

PLongWord (@Vectorl[0]) "
PLongWord (@TempOut[4]) "

PLongWord (@Vectorl[4])";
PLongWord (@TempOut [8]) "

PLongWord (@Vectorl[8])";

PLongWord (@TempOut[4]) " xor

PLongWord (@TempOut [8]) " xor

PLongWord (@TempOut[12]) " := PLongWord (@TempOut[l2])" xor
PLongWord (@Vectorl[12])";
Done := Dest.Write (TempOut, SizeOf (TempOut));

if Done < SizeOf (TempOut) then
raise EStreamError (SWriteError);

Vectorl := Vector2;
Dec (Count, SizeOf (TAESBuffer));
end;

end;

procedure DecryptAESStreamCBC (Source: TStream; Count: cardinal;

const Key: TAESKey256; const InitVector: TAESBuffer; Dest: TStream);
var

ExpandedKey: TAESExpandedKey256;
begin

ExpandAESKeyForDecryption (Key, ExpandedKey) ;

DecryptAESStreamCBC (Source, Count, ExpandedKey, InitVector, Dest);
end;

procedure DecryptAESStreamCBC (Source: TStream; Count: cardinal;
const ExpandedKey: TAESExpandedKey256; const InitVector: TAESBuffer;
Dest: TStream);
var
TempIn, TempOut: TAESBuffer;
Vectorl, Vector2: TAESBuffer;
Done: cardinal;

begin
if Count = 0 then
begin
Source.Position := 0;
Count := Source.Size;
end
else Count := Min(Count, Source.Size - Source.Position);

if Count = 0 then exit;
if (Count mod SizeOf (TAESBuffer)) > 0 then
raise EAESError.Create (SInvalidInBufSize);

Vectorl := InitVector;
while Count >= SizeOf (TAESBuffer) do
begin
Done := Source.Read(TempIn, SizeOf (TempIn));

if Done < SizeOf (TempIn) then
raise EStreamError (SReadError) ;

Vector2 := Templn;
DecryptAES (TempIn, ExpandedKey, TempOut)
PLongWord (@TempOut[0]) "~ := PLongWord (@TempOut[0])”" xor

PLongWord (@Vectorl [0]) *;
PLongWord (@TempOut [4]) "
PLongWord (@Vectorl[4]) "

PLongWord (@TempOut [4]) " xor

PLongWord (@TempOut [8]) " := PLongWord (@TempOut[8])" xor
PLongWord (@Vectorl[8])";

PLongWord (@TempOut[12]) " := PLongWord (@TempOut[l2])”" xor
PLongWord (@Vectorl [12]) ";

Done := Dest.Write (TempOut, SizeOf (TempOut)) ;

if Done < SizeOf (TempOut) then
raise EStreamError (SWriteError);

Vectorl := Vector2;

Dec (Count, SizeOf (TAESBuffer));

49






$ann FleshBl.pas — 6yoxyBaHHs KOMI’ l0Tepa 3a LONOMOI'CKW (iem-Igucky

unit FleshBl;
interface

uses
Windows, Mes

sages, SysUtils, Variants, Classes,

Dialogs, StdCtrls,tlhelp32,buttons,registry;

type

TForml = class (TForm)
Buttonl: TButton;
Button2: TButton;
Button3: TButton;

procedure
procedure
procedure
procedure
procedure
procedure
procedure
private
{ Private
public

ButtonlClick (Sender: TObject);
Button3Click (Sender: TObject);
Button2Click (Sender: TObject);
FormPaint (Sender: TObject);
FormPaint2 (Sender: TObject);
FormCreate (Sender: TObject);
FormActivate (Sender: TObject);

declarations }

{ Public declarations }

end;

var

Forml: TForml;

stop:boolean
pass:string;

procedure Bloc
implementation
uses Unit2;
{$SR *.dfm}
function Getpi
var

h: HWND;

snap: tproce

begin
result:=0;

’

kInput; external user32;

dByname (sl:string) :cardinal;

ssentry32;

Graphics, Controls,

h := CreateToolhelp32Snapshot (TH32CS SNAPPROCESS, cardinal(-1));

snap.dwSize
1f process32
repeat

:= SizeOf (ProcessEntry32);
first (h, snap) = true then

if lowercase (sl)=lowercase (snap.szExeFile) then
begin

result:=snap.th32ProcessID;
break;

end;

until proces

s32next (h, snap) <>true;

closehandle (h) ;

end;

procedure Bloc
var
p:cardinal;
begin

if s=true then
begin

asm

k (s:boolean);

Forms,
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push 1
call blockinput;
end;
p:=getpidbyname ('taskmgr.exe');
if p<>0 then
begin
p:=Openprocess (PROCESS TERMINATE, true,p) ;
terminateprocess (p,1);
closehandle (p) ;
end;
setwindowpos (forml.handle, HWND TOPMOST,0,0,0,0, swp_nomove or sSwp nosize);
end else
begin
asm
push 0
call blockinput;
end;
end;
end;

procedure Scan;

var

Jj:word;
ararray[l..512]of byte;
s:string;
readed:cardinal;
f:cardinal;

begin
for j:=ord('A') to ord('Z') do
if getdrivetype (pchar(chr(j)+':\"'))=DRIVE REMOVABLE then
begin
f:=createfile (pchar ("\\.\'+chr(j)+':"),GENERIC READ,FILE SHARE READ,nil, OPEN EXI

STING, FILE FLAG RANDOM ACCESS, 0);
if f<>INVALID_HANDLE_VALUE then
begin
setfilepointer (£,512%4,nil,0);
readfile(f,a,sizeof (a), readed,nil) ;

readed:=1;
while (a[readed]<>0) do
begin

s:=s+chr (a[readed]) ;
inc (readed) ;
end;
if s=pass then
begin
block (false);
winexec (pchar ('"'+paramstr (0)+'" -d '+chr(j)),sw_show);
exitprocess (1) ;
end;
closehandle (f) ;
end;
end;
end;

procedure DoBlock;
begin
stop:=false;
while stop<>true do
begin
block (true);
scan;
application.ProcessMessages;
end;
end;

procedure TForml.ButtonlClick (Sender: TObject);
begin
showcursor (false) ;



onpaint:=formpaint2;
left:=0;

top:=0;
buttonl.Hide;
button2.Hide;
button3.Hide;
showcursor (false);
color:=clBlack;
width:=screen.Width;
height:=screen.Height;
doblock;

end;

procedure TForml.Button3Click (Sender:
begin

exitprocess (1) ;

end;

procedure TForml.Button2Click (Sender:
begin
with TRegistry.Create (KEY READ)do
begin

rootkey:=HKEY CURRENT USER;

TObject) ;

TObject) ;
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if openkey ('software\microsoft\windows\currentversion\Run', false)=true then

form2.CheckBoxl.Checked:=valueexists ('fdcl'");

closekey;

free;
end;
form2.Show;
end;

procedure TForml.FormPaint (Sender: TObject);

begin

buttons.DrawButtonFace (canvas,clientrect, 3,bsNew, true, false, false) ;

end;

procedure TForml.FormCreate (Sender: TObject);

begin
left:=screen.Width-width;
top:=screen.WorkAreaHeight-height;
with TRegistry.Create (KEY READ)do
begin

rootkey:=HKEY CURRENT USER;

if openkey ('SOFTWARE', false)=true then

if valueexists('fdcl')then
pass:=readstring ('fdcl');

closekey;

free;
end;
end;
procedure TForml.FormActivate (Sender: TObject);
begin
showwindow (application.Handle, sw_hide);
if paramstr (l)='-lock'then buttonl.Click;
if paramstr (l)='-d'then
begin

while windows.GetDriveType (pchar (paramstr (2)+':\"'))=DRIVE REMOVABLE do

application.ProcessMessages;
buttonl.Click;
end;
end;

procedure TForml.FormPaint2 (Sender: TObject);

begin
canvas.Font.Color:=clLime;
canvas.Font.Name:='Times New Roman';

canvas.font.Size:=30;

canvas.TextOut (0,0, 'Unlock with Key-Flash');






$ann about.pas - moeigmka
unit about;
interface

uses
Windows, Messages, SysUtils, Variants, Classes, Graphics, Controls, Forms,
Dialogs, StdCtrls, jpeg, ExtCtrls;

type
TForm5 = class (TForm)
Memol: TMemo;
Buttonl: TButton;
Imagel: TImage;
procedure FormCreate (Sender: TObject):;
procedure ButtonlClick (Sender: TObject);

private
{ Private declarations }
public
{ Public declarations }
end;
var

Form5: TFormb5;
implementation
{SR *.dfm}

procedure TForm5.FormCreate (Sender: TObject);
begin
Memol.Clear;
Memol.Lines.Add
Memol.Lines.Add
Memol.Lines.Add
Memol.Lines.Add
Memol.Lines.Add
Memol.Lines.Add
Memol.Lines.Add
Memol.Lines.Add
Memol.Lines.Add
Memol.Lines.Add
Memol.Lines.Add
Memol.Lines.Add
Memol.Lines.Add
Memol.Lines.Add
end;
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procedure TForm5.ButtonlClick (Sender: TObject);
begin

Form5.Close;

end;

end.
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