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DIGITAL TRANSFORMATION OF SOIL ASSESSMENT 
IN AGRICULTURAL ACTIVITIES 

Currently, Ukraine is experiencing an active digital transformation of business 

processes [1], particularly within the agricultural sector [2]. One of the key 

directions of this transformation is soil bonitation (analysis) [3], which is conducted 

at agricultural enterprises and represents a crucial factor for enhancing production 

productivity, increasing profitability, and fostering overall agribusiness 

development. 

The research [3] proposes a cybersecurity model for a client application of an 

analytical soil database. The present work focuses on implementing this model to 

practically realize the digitalization of soil bonitation, as well as to develop 

software ensuring cybersecurity and information protection for a client application 

of a cloud-based database. 

The authors have synthesized the following design solution. The proposed 

system ensures secure data storage and transmission through encryption and 

decryption using the Kalyna algorithm in CBC mode. The process begins by 

encrypting the user file in a .json format. The file is read, divided into 128-bit 

blocks, and if necessary, padded with additional bits using the PKCS7 method. 

Subsequently, the data is encrypted utilizing a key and an initialization vector (IV) 

stored within a key file. The encrypted information is then recorded in a binary file, 

rendering it unreadable. After encryption, the files are uploaded to Dropbox cloud 

storage via the HTTPS protocol using an Access Token for authentication. Upon 
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downloading data from Dropbox, the system performs the inverse operation: binary 

files are retrieved, decrypted using the same algorithm, and any additional padding 

bits are removed from the resulting data. As a result, the original user file in .json 

format is recovered. Each step involves memory clearing procedures to ensure 

enhanced data security [3]. 

The presented design solution forms the basis for developing a functional model 

of the system intended for soil bonitation (analysis) – Fig. 1. 

 

 
Fig. 1. Functional Model of the Client Application for the Analytical Soil Database 

The developed model (Fig. 1) serves as the foundation for designing the 

architecture, detailing (algorithm creation), and developing the software for the 

client application module of the analytical soil database (including cybersecurity 

functions) within the soil bonitation system for agricultural enterprises. 
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